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@ Hﬁizﬁﬁ SSL i+
XH5EF

UE 228
SSLIE R B E RIS
RHERE SSLUERBRINA 7 &M (CDN) 4551
EFrbrifE SSL UE 152
Nginx fiiR55 %% SSL UE 5 2225502
Apache k%5 #8 SSL IEHZEEE  (Linux)
Apache iR%5#5 SSL IEB&2EEE  (Windows)
Tomcat iIR55 8% SSL IEH 2L HE (JKS#8:X)  (Linux)
Tomcat iIR55 8% SSL IEHZEHE (JKS830)  (Windows)
Tomcat k%5 %% SSL IEHZ2EEE (PFX #%50)
GlassFish AR55#s SSL UEH&2EERE
JBoss k55 #% SSL IE-H 248
Jetty ARS5 8% SSL UE 2258
IS AR%5 2% SSL IE B 25k B
Weblogic k%% 258 SSL IE 2225508
AOMANZERE SSLIE PRI 2
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@ Hﬁizﬂﬁ SSLIEH
UE &3
SSL Uk H 72888 B ikSs
Z2ETE SSL UEBENNA 77 & M4 (CDN)
=Gl

T BTN E] ¢ 2024-03-06 17:38:42

ERaN

ARG TR SSLUEA BRI E CDN AT K M2,

GIE=SES

EESR UEBE TR G, B IS RIGE S,

ES (e

TR

WARECEEA CON, HREANEHEBHRCES, KARSHEATERBIER, BEARREESE A,
COS =k i 5T )2 CDN fns, BERIAMY file.mygcloud.com B¢ .image.myqcloud.com 184 kAL &I 15,
SVN £ ERE N LA E

1. R ERRIY, EREFEMBIED, HAGIEREE.

2. AMEHEREE M IUH, Aii—REEE,

3. fETH YRR B A ws +h ) %8 CDN, J e,

4. BRELE| CDON ¥l &, MEARBIERFE, CBrRNMIEE, ERIFEMZIES 1D,

5. EFRERVMNT X, AT LUERE CDN 17 s [E R IR BT RN A a5 75 Ko

R HTTP BRECIE G, FF 2 CDN 15 sl K S2HF HTTPS/HTTP, CDN 7 s [alJin5 15 K58 HTTP,
R PAERRE FRECE, SRR RESEASOES, SN SEEEAN, EERYE, 2% CDN 1 AIEK
I HTTP i, CDN i silelJfif Kt HTTP, F/F'Z CDN 5 sk HTTPS i, CDN 7 sileliiis Kt A
HTTPS,

LI TR B HTTPS dmd v JF 443 unld, =SEECERM,

COS ek FTP JRIEA4XSCRE HTTP |,

6. BLE NG, ] DUEESE B U F 2 40 B B8 DU IE R 1 Do
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https://console.intl.cloud.tencent.com/certoverview
https://intl.cloud.tencent.com/document/product/228/5734
https://console.intl.cloud.tencent.com/cdn

@ Hﬁizﬂﬁ SSLIEH

FrbRiE SSL EH 722
Nginx A% 28 SSL kP2 2L 5

I E) ¢ 2024-03-06 17:38:41

H

S (B 7b=

ARG FIEUATE Nginx ARS5asHH&2E SSLIEFS,

ViBH :

ASAELER PR cloud.tencent.com J9fil,

Nginx fiAs 2L nginx/1.18.0 A,

L FTARSS AR VIRIERGE N CentOS 7, HITHRERGINIRAAR, TEAIER1ED ZRIS A Xl

% SSLUEFRT, TEEAE Nginx AR5 4 EHE HTTPS BRIAUG T 443 |, #ERIEB LG EZEEH HTTPS, Bik
A[BE RSS2 54430 2

SSL UEH 3 HMEREMRSS AR T IERIBE AU REAH SO DUE =R S dro

GIEE=SEs

CHERSUFIZAEE UK, B4 WinSCP - G E /7 B EREURHTRAS) -
HIEFTEREN T SRS 6, BNER SRS ERIIRE,
CHEFERE R T, B4l PuTTY B Xshell GEMME V7 S IRIURHTA) o
CAE YIRS AP EACE &H http_ssl_module BIEREY Nginx k55,

%55 SSLEHRIFR MR HRARTT

ey} Wi
fR55 a1y P it fR55 =AY 1P ik, FT PC EHEEIIRSS A5,
PRk IR S A %o
= BRI S5 AR I
PiBA :

HEERTE MWL SRS o, BRI RiR5s aehil e FREUIRSS & 1P #uhik, F P 44 B s

PRI IR
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https://intl.cloud.tencent.com/document/product/1007/36738
https://intl.cloud.tencent.com/document/product/213/34821
https://console.intl.cloud.tencent.com/cvm

@ Hﬁiﬂﬁ SSLIEH

MEHREE

1. 1B1E SSL UE-HE FEd & BB R IIE B st TE,
2 (EFHMY “UER T EY B, ARSS BRANERE Ngink, PR TEIFMIES cloud.tencent.com IEHXXHE
FlAH H 5%,
fRIEaEs, PIRMSHE R RBIIER S, & cloud.tencent.com_nginx XK :
XHRLH . cloud.tencent.com nginx
XHRAE
cloud.tencent.com_bundle.crt IEHXHF
cloud.tencent.com_bundle.pem MWEFHXH (AIZMIZZH)
cloud.tencent.com.key FAEASZHF
cloud.tencent.com.csr CSR X
Vi .
CSR -2 HFIEIE I & HESCRGELA R, R4 CA MM, RN T] 2RSS,
3. fH “WinSCP” (Bl G2 H AN LA R £ S L H) 8% Nginx k5585,
L
WIinSCP EfESXHH1ERI 5% i WinSCP A& S % Linux =AR%S %50
LT BN n RS SR, BEH BRSNS EEDIRE,
4. FFEFREEI cloud.tencent.com bundle.crt IEFBXXHHM cloud.tencent.com.key FAPHIEMAR
i H 4 UF) Nginx IR5585H9  /etc/nginx H3 (ALY Nginx BROAZZEH ¢, THRIELIREERE) T,
5. ITFEESK Nginx iS5 2R. Bila, fEA “PuTTY” T.H E%,
6. ZfE Nginx IRESR T nginx.conf XfF, BHAELT :

WiBH :
WHRAZILL TN, BILAFE0E, AIHAT@4 nginx -t,  $REInginxFIAL & ST,
AT BRI

# nginx -t

nginx: the configuration fi14 /etc/nginx/nginx.conflsyntax is
nginx: configuration file /etc/nginx/nginx.conf test is succe
H

WHEAE B AT vim /etc/nginx/nginx.conf @nfTdmiEZ I,
HHTRRAS AR, FC B S TRETFAE ARG, B4 @ Nginx fiA N nginx/1.15.0 LA EIEMA listen 443

ss1l X 1listen 443 M1 ssl on o

IR L BRI (bR ARSUERT] 556 19711


https://console.intl.cloud.tencent.com/ssl
https://intl.cloud.tencent.com/document/product/213/2131
https://intl.cloud.tencent.com/document/product/213/32502

@ A SSLIEH

server
#ssL FINVIRIROI SN 443
listen 443 ssl;
HEEG Y EUE BRI
server_name cloud.tencent.com;
HEE R SRR B R BB R 1
ssl_certificate cloud.tencent.com_bundle.crt;
HIHEEG AN SRR B B X B
ssl_certificate_key cloud.tencent.com.key;

ssl_session_timeout 5m;

HETHRLUT M AL
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@ Hﬁizﬂﬁ SSLIEH

ssl_protocols TLSv1l.2 TLSvl.3;

HIEHIEMI T ENAE, BENEEMS, B8 openssl fniff,

ssl_ciphers ECDHE-RSA-AES128-GCM-SHA256:HIGH: !aNULL:!MD5: !RC4: !DHE;
ssl_prefer_server_ciphers on;

location / {

#IN0h T OB EE, IHBSERAUIESE, BARIGEIZIRSL IR H SR,

#Ia0, FEAINESE FETFE Nginx ARSSESHY /etc/www HET, WHEEBHR root JFEM html A
root html;

index index.html index.htm;

7. @ AT LU A A S A i S Al
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nginx -t

HFAE, TS B e IR MBS E R,
GAFE, THIT DS,

8. i
buE7)
ITLUT A E#L Nginxo
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https://write.woa.com/#step8

SSLIE+H

nginx -s reload

9. EEEAI, HNAIfEH https://cloud.tencent.com HATIHEI,

HTTP B3Pk HTTPS R LEE (Fi%)

AERIETEZNRF HTTP 1B R B EEAE] HTTPS, A LUET DL T HRIEIE

1 ARAESRPRTR R, EFELUTRCE T3
FEDTHE RN IS AR,
5 AR e NI ER E [

RN R @ BRI R (sd) ARTERH]
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@ Hﬁizﬂﬁ SSLIEH

it Web fil5s a4 SKEIBkE

Nginx 2 £F rewrite JIfE, & ETERIEN5H 45 pere, ERI{E HTTP 1Y server 38/l return 301
https://$host$request_uri; , BIRLRFERIA80NHIRYIEREE M HTTPS, BUAI TAA !

EH :

ARBIERRYELE RS, T A ERTA],

HHTFRRAS AR, FCE S T RETEAE R R G, B4 @ Nginx BiA A nginx/1.15.0 LA EIEMA listen 443
ssl ¥ 1listen 443 H ssl on o,

server A
#ssL BRINVIIMYmEEN 443
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@ HEEHE SSLIEH

listen 443 ssl;

HEEF Y EUE BRI

server_name cloud.tencent.com;

#THIH BRSSPI RE B R B A AT R 1R

ssl_certificate cloud.tencent.com_bundle.crt;

#THIH B RN SRR B R B A AT BE 1

ssl_certificate_key cloud.tencent.com.key;

ssl_session_timeout 5m;

HEERM T B E, BENEEN, B8 openssl ARk,

ssl_ciphers ECDHE-RSA-AES128-GCM-SHA256:ECDHE:ECDH:AES:HIGH: !NULL: !aNULL: !MD5: A

#IEFR ML A i

ssl_protocols TLSv1.2 TLSv1.3;

ssl_prefer_ server_ciphers on;

location / {
#IN0G T OB EE, HESERAUIESE, BARIEEIZIR IR B SRR,
#6500, SERINES FETFE Ngink IREGESHY /etc/www HRET, WHEMEHN root JGEM html A /etc
root html;
index index.html index.htm;

}

}

server {

listen 80;

HEEF Y EUE BRI

server_name cloud.tencent.com;

#Bht t pHUI A TE K iht tps

return 301 https://$hostS$request_uri;

-

2. BT PAT DUT a4 S A (B S R,
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nginx -t

GAE, IEEERE B S R R B AE M,
LAELE, BT 2353,

3.8

AT

DUF an 5 E# Nginx.
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https://write.woa.com/#step3

@ Héizﬂﬁ SSLIEH

nginx -s reload

4. BN, BRI https://cloud.tencent.com AT,
ANSRD Y A2 R BRI, WIS BHIE - 2L,
ANERNEG TP 55, T2 LUT & ULIRRR AR O )7 R TP

B HTTPS V(7] W

B8 SSL kG, WYEARIER “MuEE R L4

Vil R RIS L A ?

TEARSS s _LFRE SSL LR/ 1iRI TR P 404 i
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https://intl.cloud.tencent.com/document/product/1007/39821
https://intl.cloud.tencent.com/document/product/1007/40674
https://intl.cloud.tencent.com/document/product/1007/30184
https://intl.cloud.tencent.com/document/product/1007/39820

@ HEEHE SSLIEH

R
BB AR B, 5 DR IR
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https://intl.cloud.tencent.com/document/product/1007/30951

@ Eﬁizﬂﬁ SSL i+
Apache k5585 SSL IE 225 E  (Linux)

BT A ¢ 2024-03-06 17:38:42

HRIE =

ARSASTE SIEUNAIFE Apache RS 2R Ze2% SSL IET,

A :

ARXAELUER AP cloud.tencent.com A,

Apache iRARLL Apache/2.4.6 R, BRINGEN 80 o EATHI{E Apache B W #AT T #, HEFERHHESR
A, TR BERTRA T,

LTRSS ARAVIRIER SN CentOS 7, HITHRMERGHIRAARE, TFEAERIED ERIGA XA,

L% SSLUEAH, 1EMETE Apache iR%545 IS “443” Ui, EEGIEBZEEREER HTTPS, BARISE %
Al 2 443461 ?

SSLIEHH: EMEEIRSS %R T IERIBE AURA SO DR 2R 55 a4

AIfESft

ELER I RE S5 DU, 40 WIinSCP - CEEIUE 75 S RBURHT A o
LB BRSNS RS 2R, BUUEH R IRSS 81 L& TR,
EERIZ RS TH, FI40 PUTTY 503 Xshell VRIMNE /5 M EBERHTIA) o
EE Y RTARSS A & 2L 0L & Apache AR5

Z%E SSLUEPHITRERIBERMIT -

Sy WifH
AR35 a1y 1P Mk AR35 aa iy 1P Huhk, FHT PC EEHEEIRSS 45,
iaES XSRS A %o
i XS NR S5 AR A
HiHH -

TR E ML SRS o, BRI RR5s aehil e FREUIRSS & 1P #ihk, F P 44 R s,

MR TR
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https://httpd.apache.org/download.cgi
https://intl.cloud.tencent.com/document/product/1007/30951
https://intl.cloud.tencent.com/document/product/1007/36738
https://intl.cloud.tencent.com/document/product/213/34821
https://console.intl.cloud.tencent.com/cvm

@ Eﬁizﬂﬁ SSLIEH

&S

1. 1B1E SSL UE-FE FEd & BB R IE I i TEL

2. fEF Y “UEH N E B, MRS EREANESE Apache, i TEIFEED cloud.tencent.com WEHSIHF
WEIAHE R,

fREgaIE, PRI R RBIRIE T Sk, HHEE cloud.tencent.com_apache ¥ :

XHRLH . cloud.tencent.com apache

XHRAZ

root_bundle.crt MEFHXH

cloud.tencent.com.crt HEFBHF

cloud.tencent.com.key FAEHXH

CSR XA . cloud.tencent.com.csr Xff

PiBH .

CSR X2 HIEIE I & HESCRGELA R, R4 CA NN, N T] 2RSS,

3. fEH “WinSCP” (Bl 52 HEM AR & S L H) 3% Apache %52,

L

WIinSCP L& SXHH1ERI 5% il WinSCP A& X% Linux =iR%5 %50

LT BN s RS %R, BIEH BRSNS _ & DRE,

4. FFEIREEIY root_bundle.crt MWEFHXMF, cloud.tencent.com.crt UWEHXHLIK
cloud.tencent.com.key FAFASCHMAME F#EU1E] Apache kS5 #5HY /etc/httpd/ssl HET,
ViBH :

B /etc/httpd/ssl H¥E, A mkdir /etc/httpd/ssl mH{T6lE,

5. IR 5% Apache RS54, BilAN, FEH “PuTTY” LHE %%,

ViR :

HREZEEM Apache IR%58%, conf.d . conf . conf.modules.d FHRIIAE /etc/httpd HFE T,
6.ff /etc/httpd/conf HFR TH httpd.conf BLE X HFHKE] Include conf.modules.d/*.conf (T
HLE SSL WICE H) FLEEA, JHMNZELEEAARBTR. HOR, BAWETERSS (4 ), &
TR IE S

7.7 /etc/httpd/conf.modules.d H3X FHY 00-ssl.conf BLiE XF#kE] LoadModule ssl_module
modules/mod_ssl.so (FTH0#E SSL &) BLEIBA), HAIANXICEIBAARBIERE, SR, BEHETH
RS (# ), REREXH

TR

H TR ERGRANE, HREWHWAFE, ERIELFMRERFRAHITE,

DL ERCE S EAERE] LoadModule ssl_module modules/mod_ssl.so Fl Include
conf.modules.d/*.conf BLEIEH, EMINESCELEE mod_ssl.so B, #FHARZ2E mod_ssl.so ik, f&A]
BT yum install mod_ssl o TR,

8. 4w /etc/httpd/conf.d HR TN ssl.conf BLiE X, BANTHE :
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https://console.intl.cloud.tencent.com/ssl
https://intl.cloud.tencent.com/document/product/213/2131
https://intl.cloud.tencent.com/document/product/213/32502

SSLIE+H

<VirtualHost 0.0.0.0:443>
DocumentRoot "/var/www/html"
#EEIER A
ServerName cloud.tencent.com

#J2H ssL HhIhE

SSLEngine on

HIEF SR BEEE

SSLCertificateFile /etc/httpd/ssl/cloud.tencent.com.crt
#RNHSC YRS

SSLCertificateKeyFile /etc/httpd/ssl/cloud.tencent.com.key
HIERTECAFRIRREE

RN R @ BRI R (sd) ARTERH]
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@ Hﬁiﬂﬁ SSLIEH

SSLCertificateChainFile /etc/httpd/ssl/root_bundle.crt
</VirtualHost>

9. EH1EDN Apache k%53, HIRIfER https://cloud.tencent.com HHATI;IML,
AR At 2 R BRI, WIS B IE R 2L,

ARG TR 5, AIZ3E DUT B WA AR R 5 S T A B

ToIEFEH HTTPS 17510] kG

B8 SSL kR, WYEARIER ‘M EE R L A"

Viluh R RIS AL 2 ?

TEfk %5 ds LERE SSLIEH a1 B IR IR 404 H b

HTTP H3IBkE HTTPS WREEE (Fi%)

ANRAETZERF HTTP 15K B3 EEME HTTPS, &R LURA DL M R(FIRE

1. 9% /etc/httpd/conf H3k FIY httpd.conf BCiE S,

TR

Apache INIRAARE, HRGEWMEARXH], BEARIEEZSE Apache H 77 rewrite 13014,
httpd.conf EC & X FFTTE H SR AME—, ERJLURHE /etc/nttpd/* F—EHK,

2. IEMINAEL B X2 E1FE LoadModule rewrite_module modules/mod_rewrite.so o

%ﬁﬁ, 1#HER LoadModule rewrite module modules/mod_rewrite.so BIHMERAE ( # ) 5. #F

HAT 284,

EARTEE, WHIT 51,
3.

T

f£ /etc/httpd/conf.modules.d FHFTE— *.conf X, 40 00-rewrite.conf, FEFTESCHEHENIMELT AN

7w

rog

IR L BRI (bR ARSUERT] 519 39711


https://intl.cloud.tencent.com/document/product/1007/39821
https://intl.cloud.tencent.com/document/product/1007/40674
https://intl.cloud.tencent.com/document/product/1007/30184
https://intl.cloud.tencent.com/document/product/1007/39820
http://httpd.apache.org/docs/2.4/mod/mod_rewrite.html
https://write.woa.com/#step4
https://write.woa.com/#step3

@ Hﬁizﬂﬁ SSLIEH

LoadModule rewrite_module modules/mod_rewrite.so

4. 1F htt
pd.conf A& S
PErRESIAn TN

RN R @ BRI R (sd) ARTERH] 5520 39717



SSLIE+H

<Directory "/var/www/html">
# T

RewriteEngine on
RewriteCond %{SERVER_PORT} !7443$
RewriteRule "~ (.*)?$ https://%${SERVER_NAME}%{REQUEST_URI} [L,R]

</Directory>

5. EH1E3) Apache k%58, ENRIfER nhttp://cloud.tencent.com AT,
TR
PR REAN SR N BR A, IR DR TR 1o

RN R @ BRI R (sd) ARTERH]
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https://intl.cloud.tencent.com/document/product/1007/30951
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@ Hﬁizﬂﬁ SSLIEH

Apache ARR%5 25 SSL IE & 2505
(Windows)

E T ] ¢ 2024-03-06 17:38:42

TRV R

AR AGHE FIELANAI7E Apache RSS2 428 SSL IE1,

VihH :

ARSXFHLUERAFR cloud.tencent.com A,

Apache iRARLL Apache/2.4.53 N, BRINGGIA 80 o M&KATHITE Apache HIW #1T TE, HIEFERHAER
WA, TR BERTA,

HHITARSS ARHVERER S Y Windows Server 2012 R2, H THRIERFAHIMRANE, TEAHRIED IS X5,

L% SSLUEHT, 1BIETE Apache iR% 4 LI “443” i, @RI B LG LEREH HTTPS, BERA[Z%E 115
aAlIH S 443011 ?

SSL UEH 3 HMEREARSS AR T IERIBE AU RAH S 4 DB =SS dre

ARt

ELE Y AR SS a5 1 Z3<ALE Apache 55
%53 SSLIEHRTFHRHESIIRARATT

215 i
f{ii‘%m P Mgy Pk, T PC SIS,
P4 BRSSO 4,
5 B S5 ST,
WeBH :

BN EMNWESEN TR &, RIS SRS aEtla RIS 4 P #ulk, P4 R,

PRI IR

DB BEEHXH
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https://httpd.apache.org/download.cgi/
https://intl.cloud.tencent.com/document/product/1007/30951
https://intl.cloud.tencent.com/document/product/1007/36738
https://intl.cloud.tencent.com/document/product/213/34821
https://console.intl.cloud.tencent.com/cvm

@ Hﬁizﬂﬁ SSLIEH

1. 1B1E SSL UE-FE FEd & iR FRE R IE B st TE,
2 TERHIY “UEB T B9, IRSSHIFER Apache, PAE TEIMES cloud.tencent.com EFIH
WEIAHEF,
fREgaIE, PIRISAE R RBIRIE T S, HHF @& cloud.tencent.com_apache Xff:
XHRLH . cloud.tencent.com apache
XHRAZ
root_bundle.crt MEFHXH
cloud.tencent.com.crt WEHXH
cloud.tencent.com.key FAEASIHF
cloud.tencent.com.csr CSR X
Vi .
CSR X2 HIEIE R & HESCRGELA R, 1244 CA MM, RN T] 2%,
3. 385 RDP %5 Apache k%5 @i
BiA
WEiT RDP _EfEXfERI 5% @it RDP /520 B A& 2 = RS 5o
LT BRI NEn RS %R, BWEH BRSNS _ EEDRE,
4. FFEIREEIY root_bundle.crt MWEFHXHF. cloud.tencent.com.crt UEHXHLIK
cloud.tencent.com.key FAFHXHMAM HRIEINE] Apache ikF5#REFHY \\conf HFHTHY
ssl.crt 5 ssl.key X%,

SSL IEf R S
root_bundle.crt

ssl.crt
cloud.tencent.com.crt
cloud.tencent.com.key ssl.key

SH2 : BEXH
1. fEFSCAGRIRAS, $1IT Apache fR55#% conf HT httpd.conf XfF, HMBRLUTFFERT ¢ DR,

RN R @ BRI R (sd) ARTERH] 524 39777


https://console.intl.cloud.tencent.com/ssl
https://intl.cloud.tencent.com/document/product/213/34822

@ Hﬁizﬂﬁ SSLIEH

#LoadModule ssl_module modules/mod_ssl.so
#Include conf/extra/httpd-ssl.conf

2. X AYwtERS, F1HF Apache ikR%5%5 confl\\extra HX T httpd-ssl.conf X
3.8t httpd-ssl.conf X, FUUTFERSEOREN LERIESSCHREEE, TR

RN R @ BRI R (sd) ARTERH] 5525 39711



@ Héizﬂﬁ SSLIEH

SSLCertificateFile "C:/apache/conf/ssl.crt/cloud.tencent.com.crt"
SSILCertificateKeyFile "C:/apache/conf/ssl.key/cloud.tencent.com.key"
SSLCACertificateFile "C:/apache/conf/ssl.crt/root_bundle.crt"

4. EHE5) Apache ikR%% 25, BIRI{#EMA] https://cloud.tencent.com AT,
ANSRDYE A2 R BRI, WIS BAIE R Z 2L,

ARG TP 575, AT LUT & ULIRRR RO )7 R TP

TCIEAER HTTPS 17 R

B8 SSLEE, WYEARER ‘M EE R 4"

RN R @ BRI R (sd) ARTERH] 5526 19711


https://intl.cloud.tencent.com/document/product/1007/39821
https://intl.cloud.tencent.com/document/product/1007/40674

@ Héizﬂﬁ SSLIEH

ViTRlh R RIE AN 2 7
TEARSS ds L 7RE SSLUER/S1IRIBRIR I 404 i

HTTP BBk HTTPS WL LHEE (FIi%k)
1. (SRS 4TI Apache 553 conf HFTF httpd.conf X, HMMERLUFEERT # TERT.

#LoadModule rewrite_module modules/mod_rewrite.so

2. FEEMSEITHRACE T B, 4. <Directory "C:/xampp/htdocs"> FEHRIMMITHNE :

RN R @ BRI R (sd) ARTERH] 527 39711


https://intl.cloud.tencent.com/document/product/1007/30184
https://intl.cloud.tencent.com/document/product/1007/39820

SSLIE+H

<Directory "C:/xampp/htdocs">

RewriteEngine on

RewriteCond %{SERVER_PORT} !7443$

RewriteRule "~ (.*)?$ https://%${SERVER_NAME}%${REQUEST_URI} [L,R]

</Directory>

3. EH1EDN Apache k5%, HIAIfER https://intl.cloud.tencent.com/ 5
https://intl.cloud.tencent.com/ T, VilREECR B shpkEEE]

https://intl.cloud.tencent.com/ o

RN R @ BRI R (sd) ARTERH]
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@ Hﬁizﬂﬁ SSLIEH

Tomcat iR #8 SSL IEPBEEEE (JKS ¥
) (Linux)

E T ] ¢ 2024-03-06 17:42:37

TRV R

AR FIEAMATLE Tomeat k55 #1223 JKS #8 AT SSL ik,

BibH :

ARXFLUERAFR cloud.tencent.com A,

Tomcat fiiALL tomcat-9.0.56 Hfl,

LIRSS aeIRER S0 CentOS 7 HSZR, Hﬂﬂ:ﬁffﬁ%?ﬁﬂ"]ﬁﬁzkz:ﬁ, TEARERED TR A Xl

2% SSLIEHT, TEETE Tomeat k%5 LR “443” ¥, #ERIUER LG LIEEH HTTPS, BiAn[S%# 55
AUl T )2 4435611 2

SSL UEH3 M HE MRS AR T IERIBE AU REAH S O DUE 2RSS Ao

GIEiE=SEs

CERSUFIZAEE DR, BIAT WinSCP - G E 77 B EREURHTRAS) -
HIEFHE RSN SRS a:, ENER SRS ERIIRE,

CERER SR T, HIa0 PUTTY 2 Xshell GEIUMNE 75 EEIREURRTA) o

EAE SRS 4 Hh Z <AL E Tomeat R3S,

%5 SSLIEHRIFRHESFHIRARATT

20 e
B 55 38400 1P ot M55 38100 1P M08, FHI T PG JERESIIRSS 3,
FiFi4 B IRSS B 12

5y RIS BT,

B :

HEBHE MWW SEN TR &, ERTDUESR SRS aEdla RERS 4 P #lk, -4 R,

LAEHTE SSL LRI IERE “Mili CSR” 72\, sl SERYAHEIEFN Wotrus, TIATEME JKS IEH SRR T #, 772
S Tl 7 AE G, AR e ERATT

Vi) Hedf T 5,
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https://intl.cloud.tencent.com/document/product/1007/36738
https://intl.cloud.tencent.com/document/product/213/34821
https://console.intl.cloud.tencent.com/cvm
https://myssl.com/cert_convert.html

@ Hﬁizﬂﬁ SSLIEH

IF Nginx SR ARRRIES SCHFIFAH S LA R T B, HIEERHEEN, BhiER, Ky ks #ES,
L7 Tomcat ARFGENNLZETE /Jusr R, 40, Tomcat XH#44 %54 Tomeat-9.0.56, )”JJE@EESU*E%

A * Jusr/Tomcat-9.0.56/conf,

WREIE SSLUE P IERE “REN CSR” 73K, sUWSERY S EIE TS Wotrus, TIAREME UKS UEHB ST TR, FREE
i e Y 7 A A, AR T

Vil i T,

1% Nginx S HIIE I SCHRIFAASCF B e B TR, JFEEEAESN, RGHRE, #ih ks #IEH,
Vi Tomecat ARSSERINZEELE /Jusr % T, B4, Tomcat SXAERAFHN Tomeat-9.0.56, I HAL & S 1F H %

A . /usr/Tomcat-9.0.56/conf o

PRI

ERBRE
1. I81E SSL UEFE FPEd & AE TR R ENNE B i T
2. TESR Y “UEB T & B b, IRSFEREAUERE JKS, M FTEIFMESS cloud.tencent.com MEFXACLE
A H 5%
fesga)s, PR R ERIIER X fF, HF@& cloud.tencent.com _jks XfFK !
XHRLH . cloud.tencent.com jks
XHERAE
cloud.tencent.com.jks ZHE
keystorePass.txt XM (FHEXEFHAZE, NE keystorePass.txt ZRXH)
3. fi/H WinSCP  (BIAM G A2 AR & S fF L) %5k Tomceat ARS5 8%, FFEARAEIN
cloud.tencent.com.jks ZFAESCHMNAMEFHEINE Tomeat BLEXHFHR  /usr/Tomcat-
9.0.56/conf o
ViHH :
WInSCP _EA&E SRR S it WinSCP A& S22 Linux =R55 2.
HIETRAERIEIN S kS ds, EUUER ARSI EETRE,
4. J@4BTE /usr/Tomcat-9.0.56/conf HFRTH server.xml Xff, WHMATTNEA :

RN R @ BRI R (sd) ARTERH] #3530 9777


https://myssl.com/cert_convert.html
https://console.intl.cloud.tencent.com/ssl
https://intl.cloud.tencent.com/document/product/213/2131

SSLIE+H

<Connector port="443" protocol="HTTP/1.1" SSLEnabled="true"
maxThreads="150" scheme="https" secure="true"
FUEP IRIFIVRSFE
keystoreFile="Tomcat Zf%éﬁ;%/conf/cloud.tencent.com.jks"
HEEH PR
keystorePass="***x**x"
clientAuth="false"/>

FCE SR ZSRARPAN T

RN R @ BRI R (sd) ARTERH]
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@ Héizﬂﬁ SSLIEH

keystoreFile : A IE, FILUEELNEEEE, MalLHEEMNT (Tomcat ZZ2EHF) EAL &IHE
KSR, WM EIRE, BINER T, Tomcat MM Y FTHRIERGH Y B X T A “keystore” IS
o

keystorePass : ZHEZ, 157E keystore VA, FIEIE BN EIZE TR, EHEERAZE ; HHIFIES
N ARIGBERAZERS, T5HEE Tomeat XX HJH keystorePass.txt SCAFHYZEHD,

clientAuth : 4[15R %0 true, /R Tomeat ZRFTE Y SSL & H/RZRIEH, X SSL &7 B3 58IE,

W server.xml XMFIESEUMTHE :

TR

RN RE R E ] server.xml SXIFNZ, BEGARE IR,

RN R @ BRI R (sd) ARTERH] %532 39711



@ Hﬁizﬂﬁ SSLIEH

<?xml version="1.0" encoding="UTF-8"?>
<Server port="8005" shutdown="SHUTDOWN">
<Listener className="org.apache.catalina.startup.VersionLoggerListener" />
<Listener className="org.apache.catalina.core.AprlLifecyclelListener" SSLEngine="
<Listener className="org.apache.catalina.core.JreMemoryLeakPreventionListener"
<Listener className="org.apache.catalina.mbeans.GlobalResourcesLifecyclelListene
<Listener className="org.apache.catalina.core.ThreadLocallLeakPreventionListener
<GlobalNamingResources>
<Resource name="UserDatabase" auth="Container"
type="org.apache.catalina.UserDatabase"
description="User database that can be updated and saved"
factory="org.apache.catalina.users.MemoryUserDatabaseFactory"
pathname="conf/tomcat-users.xml" />
</GlobalNamingResources>
<Service name="Catalina">
<Connector port="80" protocol="HTTP/1.1" connectionTimeout="20000" redirec
<Connector port="443" protocol="HTTP/1.1"
maxThreads="150" SSLEnabled="true" scheme="https" secure="true"
clientAuth="false"
keystoreFile="Tomcat 22%555%/conf/cloud.tencent.com.jks"
keystorePagg="****xxx1" />
<Connector port="8009" protocol="AJP/1.3" redirectPort="8443" />
<Engine name="Catalina" defaultHost="cloud.tencent.com">
<Realm className="org.apache.catalina.realm.LockOutRealm">
<Realm className="org.apache.catalina.realm.UserDatabaseRealm"
resourceName="UserDatabase" />
</Realm>
<Host name="cloud.tencent.com" appBase="webapps"
unpackWARs="true" autoDeploy="true" >
<Context path="" docBase ="Knews" />
<Valve className="org.apache.catalina.valves.AccessLogValve" directory="log
prefix="localhost_access_log" suffix=".txt"
pattern="%h %1 %u %t &quot; %$r&quot; %s %$b" />
</Host>
</Engine>
</Service>

</Server>

5. 1IN Tomcat ik55 282 & 25,
GBS, BFEME Tomeat ZHEEFR bin HET (B4l /usr/Tomcat-9.0.56/bin ) HRHATLLT an
4, RHAAIEE Tomeat AR,

RN R @ BRI R (sd) ARTERH] 533 39711



SSLIE+H

./shutdown.sh (XM Tomcat AR%%)
./startup.sh (JB3 Tomcat AR%)

HARBD, EHFEE Tomeat Z3HH> bin BT (B4 :

5] Tomcat IR%-

RN R @ BRI R (sd) ARTERH]

/usr/Tomcat-9.0.56/bin ) AT T4, B
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SSLIE+H

./startup.sh

6. 2B, BIRI{#EM https://cloud.tencent.com AT,

AR SR A R 22 BRI, WA IE 3 2

ARSI 5, RTS8 DU H UL SR OO S TACEE

T HTTPS 75 7] G
1% SSLUEHIR, WIMEILR TR %
Pl R B R 2 4 2

TEARSS s _LHRE SSL UL/ 1iRI TR P 404 i

RN R @ BRI R (sd) ARTERH]
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https://intl.cloud.tencent.com/document/product/1007/39821
https://intl.cloud.tencent.com/document/product/1007/40674
https://intl.cloud.tencent.com/document/product/1007/30184
https://intl.cloud.tencent.com/document/product/1007/39820

@ Hﬁizﬂﬁ SSLIEH

HTTP BBk HTTPS NWEZLEE (F%)

WRIBFEZNRF HTTP 15K HahEEME| HTTPS, &R]LUE DU T EikE -
1. 9w Tomcat ZZEHFR conf HET (Bl : /usr/Tomcat-9.0.56/conf ) MY web.xml XX, K
] </welcome-file-list> FR%,

2. IBIEL IR </welcome-file-list> f5HI#AT, HIRIMMLFHAE !

<login-config>
<!—=-— Authorization setting for SSL -->
<auth-method>CLIENT-CERT</auth-method>

<realm-name>Client Cert Users-only Area</realm-name>

RN R @ BRI R (sd) ARTERH] %536 19711



@ Hﬁizﬂﬁ SSLIEH

</login-config>

<security-constraint>

<!-— Authorization setting for SSL ——>

<web-resource-collection>
<web-resource-name>SSL</web-resource—-name>
<url-pattern>/*</url-pattern>

</web-resource-collection>

<user-data-constraint>
<transport—-guarantee>CONFIDENTIAL</transport—-guarantee>

</user-data-constraint>

</security-constraint>

3. %wE Tomcat ZHEHRK cont HFET (Bl /usr/Tomcat-9.0.56/conf ) BJ server.xml 3L, I¥
redirectPort ZEUENH SSL Y connector BN, Bl443%511, 41 FAi:

RN R @ BRI R (sd) ARTERH] 9537 39711



@ IR SSL EF

<Connector port="80" protocol="HTTP/1.1"
connectionTimeout="20000"

redirectPort="443" />

PiBH :
BRI E R IE SSL 1Y connector BkE:%I] SSL # connector A,

4 1F Tomcat Z2:HF /bin H®ET (B4 . /usr/Tomcat-9.0.56/bin ) $ITLAT @4, M4 Tomcat AR

%o

RN R @ BRI R (sd) ARTERH] 538 19711



SSLIE+H

./shutdown.sh

5. FUATLA T an s, WHIAACEZ &L ),

RN R @ BRI R (sd) ARTERH]
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SSLIE+H

./configtest.sh

GAE(E, TEEENCE SRR R B S E A,
HAETE, BT T —H,
6. AT N an s, B3 Tomcat k%5, BRI http://cloud.tencent.com ATl

RN R @ BRI R (sd) ARTERH]
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SSLIE+H

./startup.sh

RN R @ BRI R (sd) ARTERH]
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@ Hﬁizﬂﬁ SSLIEH

Tomcat iR #8 SSL IEPBEEEE (JKS ¥
)  (Windows)

E bl TI E] ¢ 2024-03-06 17:38:42

TRV R

AR FIEAMATLE Tomeat k55 #1223 JKS #8 AT SSL ik,

PiBH :

ARXFLUERAFR cloud.tencent.com A,

Tomcat fiRALL tomcat-9.0.56 Hfl,

LHTARSS 2RV R SN Windows Server 2016 HChR, HH?E%VF?’F:?}EH"JWZK;F@, TR0 BRI A X

2% SSLIEHT, TEETE Tomeat k%5 LR “443” ¥, #ERIUER LG LIEEH HTTPS, BiAn[S%# 55
AUl T )2 4435611 2

SSL UEH3 M HE MRS AR T IERIBE AU REAH S O DUE 2RSS Ao

Aife st

EE Y AT IRS A 22 2ERLE Tomeat iRSS

2% SSLIFHRTFRMES BRI T
ey WiAA

A2 Haak
RSP ysnsn o sosk, T PC EHERIR S B,

b
FIF 4 BRSSO
o LIRSS SR,

W

HEBHE MWW SLN TR &, ERIDUESR SRS aetla RERS 4 P #ulk, -4 R,

YAEHTE SSLIERIIERE “Killi CSR” 572, sl SERYAHIEFN Wotrus, TIATEME JKS IEH SRR T #, 7HFE
S T T AE R, AR e EATT

Vila) Hedf T 5,

R Nginx SAESRAETIER AR S LA T B, HHREHEHARERN, AR, oy ks H2IEH,

RN R @ BRI R (sd) ARTERH] 42 39711


https://intl.cloud.tencent.com/document/product/1007/36738
https://intl.cloud.tencent.com/document/product/213/34821
https://console.intl.cloud.tencent.com/cvm
https://myssl.com/cert_convert.html

@ Hﬁizﬂﬁ SSL iEP
PRAED I

MEf&E

1. 1B7E SSL UE-FE FEd & B R R IE B i TE,

2. TESR Y “UEH TE” g1, IRSSEREBUERE JKS, Mt TBIFEELT cloud.tencent.com MER AL
AHLH 7,

fREgEIE, PRI SRR BIRIE T S, HH @A cloud.tencent.com jks XK :
XHRLF . cloud.tencent.com_jks

XHRAE

cloud.tencent.com.jks ZAE

keystorePass.txt HEWMXHF (BEIXKEMHEN, NWE keystorePass.txt HHXH)

3. FEREEIN cloud.tencent.com.jks ZFAFEXHFEIIE Tomeat Z2EHF conf HZE T,
4. YR5BIE conf HZRETW server.xml Xff, BIAITHE :

RN R @ BRI R (sd) ARTERH] 5543 39711


https://console.intl.cloud.tencent.com/ssl

SSLIE+H

<Connector port="443" protocol="HTTP/1.1" SSLEnabled="true"
maxThreads="150" scheme="https" secure="true"
FUEP PRIFIVRRFE
keystoreFile="Tomcat Zf%éﬁ;ﬁ/conf/cloud.tencent.com.jks"
HEEH PR
keystorePass="***x**x"
clientAuth="false"/>

4l server.xml XHIESEWMNTHE .
TR

RN R @ BRI R (sd) ARTERH]
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A BT

AREWEE R E ] serverxml SXIFAE, BEGAS A IR,

SSLIE+H

<?xml version="1.0" encoding="UTF-8"?>

<Server port="8005"

<Listener
<Listener
<Listener
<Listener

<Listener

className="org.
className="org.
className="org.

className="org.

<GlobalNamingResources>

<Resource name="UserDatabase"

apache.
apache.
apache.
apache.

apache.

RN R @ BRI R (sd) ARTERH]

shutdown="SHUTDOWN" >
className="org. catalina.
catalina.
catalina.

catalina.

catalina

/>
SSLEngine="on"
/>

mbeans.GlobalResourcesLifecycleListener"

startup.VersionLoggerListener"
core.AprLifecyclelListener"

core.JreMemoryLeakPreventionListener"

.core.ThreadLocallLeakPreventionListener" /

auth="Container"

%545 H97751



@ Hﬁizﬂﬁ SSLIEH

type="org.apache.catalina.UserDatabase"
description="User database that can be updated and saved"
factory="org.apache.catalina.users.MemoryUserDatabaseFactory"
pathname="conf/tomcat-users.xml" />
</GlobalNamingResources>
<Service name="Catalina">
<Connector port="80" protocol="HTTP/1.1" connectionTimeout="20000" redirectPo
<Connector port="443" protocol="HTTP/1.1"
maxThreads="150" SSLEnabled="true" scheme="https" secure="true"
clientAuth="false"
keystoreFile="Tomcat if$§§§%/conf/cloud.tencent.com.jks"
keystorePagg="****xxm />
<Connector port="8009" protocol="AJP/1.3" redirectPort="8443" />
<Engine name="Catalina" defaultHost="cloud.tencent.com">
<Realm className="org.apache.catalina.realm.LockOutRealm">
<Realm className="org.apache.catalina.realm.UserDatabaseRealm"
resourceName="UserDatabase" />
</Realm>
<Host name="cloud.tencent.com" appBase="webapps"
unpackWARs="true" autoDeploy="true" >
<Context path="" docBase ="Knews" />
<Valve className="org.apache.catalina.valves.AccessLogValve" directory="logs"
prefix="localhost_access_log" suffix=".txt"
pattern="%h %1 %u %t &quot; %$r&quot; %$s %$b" />
</Host>
</Engine>
</Service>

</Server>

B SR E SRR T -

keystoreFile : Z5HESIFERNIE, RILURE4N RS, AT LIEEMHRANT <CATALINA_HOME> (Tomcat &
PEHF) B ENHENEEE, AR ERE, BUAET, Tomcat M HATHRIERSH P HIHF B T B
%8 “keystore” Y SLAE,

keystorePass : ZHEZ, 157E keystore VA, FIEIE BN EIZE TN, EHEERAZN ; & HIFIES
INARIZERHZEL, 1EHEE Tomcat XX HJH keystorePass.txt SCAFHYZEHD,

clientAuth : QN5 true, /R Tomcat ZRFTER SSL & H/RZEIUES, X SSL & TH ML,

5. ffii\ Tomcat ik%5 #2555/,

HEEs), EBFEELE Tomeat Z2EHRE bin HRETMHKBATLLT bat A, XHAFIEE Tomeat k55,

RN R @ BRI R (sd) ARTERH] %546 19711



SSLIE+H

shutdown.bat (K[ Tomcat ARZFGER)
startup.bat (JB3 Tomcat ARSES)

EHAREE, BFEELE Tomeat Z2EHFE bin HE NHUUTLAT bat fIA, JE3) Tomeat AR5

RN R @ BRI R (sd) ARTERH]
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SSLIE+H

startup.bat

6. &350y, BIR[fE nhttps://intl.cloud.tencent.com/

QSR SR A R 22 BRI, WA IE 3 2 i

ARSI 5, RTS8 DUTH UL SR T S TACEE

LM HTTPS Vi la] 5k

#lE SSLIUEPJS, WM ATER “MERE 722
Vil SRR R & 7

TEMRSS & LHRE SSLUER /G Vi IR HEL 404 {4

RN R @ BRI R (sd) ARTERH]

BT,
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https://intl.cloud.tencent.com/document/product/1007/39821
https://intl.cloud.tencent.com/document/product/1007/40674
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@ Hﬁizﬂﬁ SSLIEH

HTTP BBk HTTPS NWEZLEE (F%)

ARIETRER: HTTP ISRk HEEE M| HTTPS, &r]LiE DL T EILE
1. %% Tomeat Z2H conf HRETH web.xml XM, F#kE| </welcome-file-list> Fr%5,
2. IBIEL RIS </welcome-file-list> JETHI AT, FHFRMMUL TS :

<login-config>

<!-— Authorization setting for SSL -->
<auth-method>CLIENT-CERT</auth-method>
<realm-name>Client Cert Users-only Area</realm-name>

</login-config>

RN R @ BRI R (sd) ARTERH] 5549 9717



@ Hﬁizﬂﬁ SSLIEH

<security-constraint>

<!-- Authorization setting for SSL —-—>

<web-resource-collection>
<web-resource-name>SSL</web-resource—-name>
<url-pattern>/*</url-pattern>

</web-resource-collection>

<user-data-constraint>
<transport—-guarantee>CONFIDENTIAL</transport—-guarantee>

</user-data-constraint>

</security-constraint>

3. Yk Tomecat Z2EHFE T server.xml X, FF redirectPort Z8& N SSL 1Y connector 311, H1443
Uil e AT

RN R @ BRI R (sd) ARTERH] 5550 9777



@ IR SSL EF

<Connector port="80" protocol="HTTP/1.1"
connectionTimeout="20000"

redirectPort="443" />

WiBH :
B E R IE SSL #Y connector Bk:%I SSL # connector A,
4.1 Tomcat ZZHF  /bin HRE FHATHATLLT bat JiIA, X4 Tomcat AR% 45

RN R @ BRI R (sd) ARTERH] 551 39711



SSLIE+H

shutdown.bat

5. FUATLA T an s, WHIAACEZ &L ),

RN R @ BRI R (sd) ARTERH]
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@ Hﬁizﬂﬁ SSLIEH

configtest.bat

GAE(E, EEENCE SRR RE S E A,
HAELE, BHRIT T2,
6. PITLLT bat iIA, Ezh Tomcat k%525, BIAIfEA https://intl.cloud.tencent.com/ MHATVill,

RN R @ BRI R (sd) ARTERH] 5553 19711
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startup.bat

RN R @ BRI R (sd) ARTERH]
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@ Eﬁizﬂﬁ SSL iEF

Tomcat iR%5#s SSL UIEPBZEEEE (PFX %
)

o BTN E] ¢ 2024-03-06 17:38:42

S (B T7b=

ARG S SIEANMAITE Tomeat kS5 2 222% PEX #%3X SSL IEH,

Vb :

XAELOEHB#FF cloud.tencent.com Jfil,

Tomcat fRALL tomcat9.0.40 M,

LFTARSS AR VIRIERGE N CentOS 7, HITHRERGINIRAAR, TEAIER1ED ZRISA Xl

HIETAE Tomeat k55 # &% JKS 1830 SSLIEH., BARR[Z% | Tomcat [Ili55 4 SSLIEHZEERLE  (JKS 1%

) .
#5% SSL AR, TERAE Tomeat RS54 EITIE “443” i, EHRIEPZEGLEEM HTTPS, BAARIZE 5
A AT 544351 7

SSLIEF X EEEIRFERITIEA S ANPRAHL S VLR 2755 45

ATt

LRSI TR, B4 WinSCP - (I E /7 B REURHTIRAS)
TSR TE, B4l PuTTY B Xshell GEIMME T S IREUEHTA) o
EAE AR SS 45 HH Z <A E Tomeat k55,

#5% SSLEHRIFRHESHIRARATT

£ Wi

£Z2. ga ik
WFEEP psenmnty 1p sk, T PC bS5,

Hok
P, BRI SS BRI
T SRS BT,
A :

EE R E NI SER SRS 8, EPTLIE S RR5s dntemil e ARIUIRSS 4 1P ik, F P 44 K,
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https://intl.cloud.tencent.com/document/product/1007/43804
https://intl.cloud.tencent.com/document/product/1007/36738
https://intl.cloud.tencent.com/document/product/213/34821
https://console.intl.cloud.tencent.com/cvm

@ Hﬁizﬂﬁ SSLIEH

287 Tomeat ARG 2251 /usr HXT, B4, Tomcat XHFEFRLHHAN tomcat9.0.40 o W /usr/*/conf
SEFRAN  /usr/tomcat9.0.40/conf o

RIED TR

MEHREE

1. 1B1E SSL UE-FE FEd & I BB R IE B i TE,
2. EHIY “UEB T & O, ARG HRIINES Tomeat, i FEUFMRES cloud.tencent.com MEFSSCHF:
WEAH H 5%,
fEag)s, PR R ERIIER S, HP @&  cloud.tencent.com_tomcat XK !
XHFAFR . cloud.tencent.com_tomcat
XHRAE
cloud.tencent.com.pfx WX
keystorePass.txt HEWMXHF (BEREMHEN, WE keystorePass.txt HHXH)
3. fEH “WinSCP” (Bl G2 H RN LAY & # S TH) &5 Tomeat k558
4. FEARHEIY cloud.tencent.com.pfx MERXHMAMEFIEIE /usr/*/cont HFET,
5. JILAEE % Tomeat Ak%5em. BilaN, fEH “PuTTY” LH 3%,
6. 1L /usr/*/conf HFTH server.xml X, FFHHELIRTFRMULT 7 A —Mu T 1#4F
BiA
T FABLER, Tomcat 1 Bzl A% SSL HYSEIT R, ANREGLI)T R EIRE G SALE, AR Ry
WA SCRIZ I T 2 AT DN B 1, (77 N2 F-ahides SSL #EATRLE,
FR1 0 BEERE SSL
2 . Tkt SSL
B server.xml X cConnector WEMNLITAA :

RN R @ BRI R (sd) ARTERH] 5556 19711
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@ Hﬁizﬂﬁ SSLIEH

<Connector port="443"

protocol="HTTP/1.1"
SSLEnabled="true"
scheme="https"
secure="true"
keystoreFile="/usr/*/conf/cloud.tencent.com.pfx" #IEHLRTFIIERIE
keystoreType="PKCS12"
keystorePass="IEPEE" # BEEHN keystorePass.txt HEWEXFHFINE,
clientAuth="false"
SSLProtocol="TLSv1.1+TLSv1.2+TLSv1.3"
ciphers="TLS_RSA_WITH_AES_128_CBC_SHA,TLS_RSA_WITH_AES_256_CBC_SHA, TLS_ECDHE_RS
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@ Hﬁ i:H.E SSLIEH

B server.xml Xff cConnector WEMWAMUTHE :

<Connector

protocol="org.apache.coyote.httpll.HttpllNioProtocol"
port="443" maxThreads="200"

scheme="https" secure="true" SSLEnabled="true"

keystoreFile="/usr/*/conf/cloud.tencent.com.pfx" keystorePass="IEHZE" #prxFit
clientAuth="false" sslProtocol="TLS"/>

FCE S T S RORPAN T
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@ Hﬁ i:HE SSL iEF

keystoreFile : IEH S ALE, RILUFEE 4N B81E, WATLIHREMXN T <CATALINA_HOME> (Tomcat &Z%&
HR) NG RIMHENERE, WRHEITTRARE, BANER T, Tomcat FfFM LATIRIERSH I P B3 T E
2 “ keystore” 1,

keystorePass : ZiL {450, $57€ keystore V&S, HIEIE PR ILE 7 RAHEM, HEERVPZ ; & HIFIE
P ARILGEFAZR, HHEE cloud.tencent.com_tomcat XIFFEH keystorePass.ixt SXAFAYERD,
clientAuth : 415I&H true, /R Tomcat ZRFTE R SSL & T H/RZ2IEH, X SSL & TH ML,

7. B\ Tomcat iR%5 #2555/,

OB, BFREML /usr/*/bin HFE MEXHATLA T a4y, KHIHFIE)E Tomeat k5.

./shutdown.sh (XM Tomcat AR%%R)
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@ Hﬁ i:H.E SSL i

./startup.sh (B3l Tomcat ARZSH:)

BAEY, BEBEME /usr/*/bin HETHITUT @S, B3 Tomcat RS a5,

./startup.sh

8. #EshRkY), BIRJ{#EM https://cloud.tencent.com AT,

HTTP BBk HTTPS WEZLEE (Fi%)
AR TG HTTP ik E S E S HTTPS, &0 LU L F R fEigE
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@ Hﬁizﬂﬁ SSLIEH

1. 9348 /usr/*/conf HFETH web.xml XfF, | </welcome-file-list> F1%5,
2. IETELS R </welcome-file-list> [E AT, FEIRIILL T NZ-

<login-config>

<!-— Authorization setting for SSL —-—>
<auth-method>CLIENT-CERT</auth-method>
<realm-name>Client Cert Users-only Area</realm-name>
</login-config>

<security-constraint>

<!-- Authorization setting for SSL -->

<web-resource-collection >
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@ Hﬁizﬂﬁ SSLIEH

<web-resource-name >SSL</web-resource-name>
<url-pattern>/*</url-pattern>
</web-resource-collection>
<user-data-constraint>
<transport-guarantee>CONFIDENTIAL</transport—-guarantee>
</user-data-constraint>

</security-constraint>

3.9 /usr/*/conf HZFXTW server.xml XM, IF redirectPort ZEEH SSL B connector ¥, Il
4431, AITAR -
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@ Hﬁizﬂﬁ SSLIEH

<Connector port="80" protocol="HTTP/1.1"
connectionTimeout="20000"
redirectPort="443" />

Wi :
B E R IE SSL #Y connector Bk %I SSL #Y connector A,
4.1F /usr/*/bin HBXRTFHATLUT @43, %M Tomcat AR

./shutdown.sh
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@ Hﬁizﬂﬁ SSLIEH

5. HUTLAT s, WIABCER G F LR,

./configtest.sh

EAFE(E, EEENCE SRR RE S AE R,
HAAEAE, BT I —2,
6. HATLA T M4y, EB3) Tomcat k%528, BIRIfER http://cloud.tencent.com HATIAL,

RN R @ BRI R (sd) ARTERH] 564 19717



SSLIE+H

./startup.sh
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@ Eﬁiﬂﬁ SSL IiF$
GlassFish iR55 28 SSL UF P& EEEE

ol IS E] ¢ 2024-03-06 17:38:42

e =
SRR SHEATITEE GlassFish I 8173 SSLIEH.
29

ARSAELER AR cloud.tencent.com Jfil,

GlassFish fRALL glassfish-4.0 R,

HHTARSS AR AVIRIERGE N CentOS 7, HITHRERGIIRAAIR], TELIR1ED ZRIS A XAl

4% SSLUEHT, TEETE GlassFish 55 as LITE “443” b, #RUEPZEEELEEH HTTPS, EARrISE [t
Sl 54430611 ?

SSL UEH 3 HMEZREMRSS AR LRI BE AUREAH S 4 DB =SS dro

GEn=S e

CHER SR DR, B4 WinSCP - (I E /7 B REURHTRAS)
HIEFRRBIBN SRS &, BUUEH MRS a1 L ETTRE,

TSR T, Bl PUTTY 8 Xshell GEIMME V5 S IREUEHTCA) o

EAE 4TRSS & h Z <AL E GlassFish k55,

%35 SSLAEHRIFHF S RARTT

i) Wi
R55 a1y IP Mkt MR55 =AY 1P fulik, FT PC EZEIRSS Ao
PRk RIS %o
AT TR AR o
ER

eI E MWL sk %R, ALV S S5 aaedilt ZREIRSS & IP Hulk, P44 Kosad,

LIRS SSL IEHIN £ “fENG CSR” 77X, BUWSERY M EIEF Wotrus, NIRHEAE Tomeat STRFAVIEH S A%
(pfx F1 jks) AT H, FELGET Tl NG HE, HIREEamT

Viln) F T H,

FF Nginx SCARAEIIE B SCAERIRNVASCIE SRR T B, JHEEEHERN, RAHRR, #in ks HSIEH,

1 Hii GlassFish iIR%5%EME  /usr/share HXE T,
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@ Eﬁizﬂﬁ SSL iEP
PRAED IR

1. 1B7E SSL UE-FE FEd & BB R IE B i TEL
2 AERHEY GEB T E BT, RS ERSTIERE Apache, JKS, Mt FEIFMES cloud.tencent.com MF
B RN AR M H 5%
fREGEIE, PRI RS BIRIE S S, HH @A cloud.tencent.com_apache XfF
. cloud.tencent.com jks X :
XHRELF © cloud.tencent.com_apache
cloud.tencent.com.crt WEHXH
cloud.tencent.com.key FAFASCH
CSR XMW . cloud.tencent.com.csr X
BiEA
CSR X2 HIEIE I & HESCRGELARY, $RML4 CA NN, RN ] 2B,
3. ILFEE SR GlassFish AR5 85.
# A /usr/share/glassfish4/glassfish/bin HR TFTHATWS ./asadmin J5, FFEH domain iVE

@ﬁ‘ﬁ%, HHA TS change—-master-password ——-savemasterpassword=true domainl , 40T E P

=l

EE
domain1 ZZEERIANRRIEN /usr/share/glassfish4/glassfish/domains , domain HFNEHRHELIREGIE
H,
BONES changeit, AR5 B A KT, B i iEE S g IE B N & AR,
BB N RIZERHZ m NIEE cloud.tencent. com_jks e keystorePass.txt pEEENES
o
5.ff /usr/share HZXTHITHT mkdir temp GIJ& temp XHK,
6. ffiH “WinSCP”  (RllA i 5.2 HH BN LAY & il S T B) %5k GlassFish k5585, F
cloud.tencent.com.crt MEFXMF, cloud.tencent.com. key FAEASC IR A H 545 LR temp Xt
BiA
WIinSCP & H-RIER] 2% i WIinSCP AL S5 Linux =55 #r.
HIEFAERBNE kS %R, EVUER ARSI EETRE,
7. 1% temp HEHUTLA T an AL PKCS12 XX, HIRMAERD, 1HHEARIRENFL, BIAHEN, AT

AN
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@ Hﬁizﬂﬁ SSLIEH

openssl pkcsl2 -export —-in cloud.tencent.com.crt -inkey cloud.tencent.com.key -out

8. 7F temp HE THUTA R 1s -1 HiIN PKCS12 X2 Gt & EHIERIIES,
9. 4K keystore.jks X, TETE temp HRMATLL T ans, MMM keystore.jks XHERIEMHHER
To ATTFHIR :
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@ Hﬁ i:H.E SSL i+

keytool -importkeystore -destkeystore keystore.jks -srckeystore mycert.pl2 -srcstor

10. BB cacert.jks X, TETE temp HRIMATLLT @, WA cacert.iks XHERTEHHEHZET, %A
TR AR, WAFEENENE, RN, AR .
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SSLIE+H

keytool —-importcert -trustcacerts —-destkeystore cacerts.jks —-file cloud.tencent.com

BT A SIS AR R T B EIIE, R TR

Trust this certificate? [n

1. RPN RO E B Y St domainl/config HX FHY keystore.jks Ml cacert.jks X,
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@ Hﬁizﬂﬁ SSLIEH

12.%m%8 /usr/share/glassfish4/glassfish/domains/domainl/config HX FM domain.xml X
fF, BUewaS, AR :

<network-listeners>
<network-listener port="80" protocol="http-listener-1" transport="tcp" name="
<network-listener port="443" protocol="http-listener-2" transport="tcp" name=
<network-listener port="4848" protocol="admin-listener" transport="tcp" name=

</network-listeners>

13. B3/l GlassFish k%525, HIA[{#H nttps://cloud.tencent.com #{TiMl, 40T EFIR
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O EAS

[rDDtéUMZ#ZEZEEHtDE ~1# cd Jfusr/share/glassfish4/qla

[root@M 4 2 centos binl# ./asadmin

Use "e to exit and "help" for online help.
asadmin> start-domain domainl

ANER N T et b A TR 2 2 BRIR, B UE S 222 R

TR
ARG R 55, IS8 DUT H DL RS AR5 S T AL R

T HTTPS 1/ 10 W

#%8 SSLIERSE, WIYESRER “hiEE R

Vilnlh SRR IE AR 42 ?

SSL E5 3 HA G BT IS S B R R HTTPS &4 ?
TEARSS 28 LR SSL UEB G AR IR HEL 404 R4S

BT RRAR IR, 1818 DR,
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https://intl.cloud.tencent.com/document/product/1007/40674
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https://intl.cloud.tencent.com/document/product/1007/30951

@ EEEHE SSL IEH
Boss k552 SSL UEP 202558

ol B 1A] - 2024-03-06 17:38:42

e =
SR SAAITE JBoss MRS 8811245 SSL IS,
PiRA -

ARSAELER PR cloud.tencent.com Jfil,

JBoss iRALL  dboss-7.1.1 A,

HFTARSS AR VIRIER SN CentOS 7, HITHRERGIIIRAAIR, TFEIHER1ED ZRIS A XA,

L% SSLUEHT, 1EETE JBoss lkG5#n LIS “443” Ui, ERUE BRI LERBH HTTPS, BARAIZE 554
AT IS 4435 1 2

SSL UEH3 M MMERARSS AR T IERIBE AUREAH S O DB = RSS Ao

AITESR T

LRSI UK, B4 WinSCP - (I E /7 B REURHTIRAS)
HIEFRRBIBN SRS &, BT MRS a1 L ETTRE,

CERERE R TE, B4l PUTTY 8 Xshell GEIMME V5 S IREUEHFTA) o

EAE 4TRSS 45 Hh Z <AL E JBoss fIRj55.

%35 SSLEHRIFHFHESHRARTT

W5 i HH
AR S5 2R 1P itk AR5 20y IP sk, T PC iEREEIRS 25,
M4 R IRGS AR P 4,
Ly BRRSS AR AR,
TR

TEMEIH S E MWL sk ssds, ERTLIE S SRS aEdle IREIRSS 45 IP il P44 Roag,

WAEETE SSL UEFINIESE “RENG CSR” /X, B SERY S IEF N Wotrus, NIAEEAE JKS IEF AT T E, FHEE
T F kg I KA, HAREAEMT ¢

Viln) F T A,

I Nginx SCHFEIEFRYIER SCHRIFAH SO BE R T Brp, JHEERHEEN, R, By ks #ES,
1 Hi JBoss IR%5 P & EE1E /usr/local H T,
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@ Eﬁizﬂﬁ SSLIEH

LIRS SSL TN 4 “RENG CSR” 773X, B SEAYMIEF Wotrus, NIAHRAL JKS IEFH AT, FEE
L F AN T AR T, HARE BT

ViR Fe T A,

FF Nginx SCEERAEIUEBSCAERIRNASCIE MR HER T B, JHEE S HER, ARG, #inh ks #IEH,
i JBoss RSB ARELEENE /usr/local HFE T,

PRI IR

1. 3E1E SSL UE B8 HPER & AR R ENNE R il TE,
2. TESRHIIY IEB TR B, IRSHITUERE JKS, i FEIFEES cloud.tencent.com UEHXXAFTE
AR E SR
fRIEARG, PIARISAE KR FUVIEH 0. HHPEE cloud.tencent.com_jks CHFK:
XHRELF . cloud.tencent.com_jks
XHRAE
cloud.tencent.com.jks Z58H%E
keystorePass.txt HEHXHF (BELEMHEN, WE keystorePass.txt HHXH)
3. IEfE ¥t JBoss ARS5 8. BilA, fEH “PuTTY” LH %3¢,
4. AERBIUEHS T, 7 /usr/local/jboss-7.1.1/standalone/configuration HZ FHATHS
mkdir cert AIE cert XK,
5. “WinSCP”  (EIAM G2 tHREALRINY & HilscfF TER) &5t JBoss IR558r, R CAREEINY
cloud.tencent.com. jks HHEEMNARE FHEIE cert XK,
WiEH :
WinSCP A& kR 5% ilid WinSCP &2 fF%] Linux =AR%S %5
HIRTR BB IR 4, BEUUEH ARG E G ITHE,
6. YmiBfE /usr/local/jboss-7.1.1/standalone/configuration HF FH standalone.xml X
. BUUHOELE, AT
ik
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@ Hﬁizﬂﬁ SSLIEH

<interfaces>

<interface name="management">

<inet-address value="${jboss.bind.address.management:127.0.0.1}"/>
</interface>

<\ ——FFEEEVA-->

<interface name="public">

<inet-address value="${jboss.bind.address:0.0.0.0}"/>
</interface>
<interface name="unsecure">

<inet-address value="${jboss.bind.address.unsecure:127.0.0.1}"/>

</interface>
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@ Hﬁizﬂﬁ SSLIEH

</interfaces>
<socket-binding—-group name="standard-sockets" default-interface="public" port-offs
<socket-binding name="management-native" interface="management" port="S${jboss.
<socket-binding name="management-http" interface="management" port="${jboss.ma
<socket-binding name="management-https" interface="management" port="${jboss.m
<socket-binding name="ajp" port="8009"/>
<! ——fBEHnttplhi-->
<socket-binding name="http" port="80"/>
<! ——B&nttpsimd-—>
<socket-binding name="https" port="443"/>
<socket-binding name="osgi-http" interface="management" port="8090"/>
<socket-binding name="remoting" port="4447"/>
<socket-binding name="txn-recovery-environment" port="4712"/>
<socket-binding name="txn-status-manager" port="4713"/>
<outbound-socket-binding name="mail-smtp">
<remote—-destination host="localhost" port="25"/>
</outbound-socket-binding>
</socket-binding-group>

e & SR = R BB ARAN T

FEZRWIM : FF ${jboss.bind.address:127.0.0.1} JHEN
${jboss.bind.address:0.0.0.0} o

B hitp $EO : 180808 1A% 4780,

BE hitps SO : 15784434k A% /1443,

55 F00 L INIMIEFAE AL E,
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@ Hﬁizﬂﬁ SSLIEH

<subsystem xmlns="urn:jboss:domain:web:1.1" default-virtual-server="default-host" n
<connector name="http" protocol="HTTP/1.1" scheme="http" socket-binding="h
<connector name="https" protocol="HTTP/1.1" scheme="https" socket-binding=

<ssl name="https" password="******" certificate-key-file="../standalon
</connector>
<virtual-server name="default-host" enable-welcome-root="true">

<alias name="localhost"/>

<alias name="example.com"/>
</virtual-server>

</subsystem>
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@ Hﬁizﬁﬁ SSLIEP

7.3 A /usr/local/jboss-7.1.1/bin HXEXT, HITEI@H ./standalone.sh , WRIEHEDN, 4T
EIFfR -

8. IEPEEZE A, BIRI{#H https://cloud.tencent.com AT,
ANSRD YR A2 TR 2 BRI, WIS BHIE R 222 R,
ARG 7 A 5, IS DU UL IR R R 5 SR T A B

JCIEME HTTPS V5 Ak

#hE SSLIEH)G, WYEARER “MuhEErZ 2"

Vil R RGN L A ?

TEARS A% EHERE SSLIEH)E 15 I B TR I 404 5

TR

BT RRAIR IR, 188 DR,
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@ EEEHE SSLIEH
Jetty AR%5 45 SSL UE P Z22550%

ol IS E] ¢ 2024-03-06 17:38:42

e =
SR SAAITE Jetty RS 335204 SSL T,
PiBH :

ARXHELOEBEFR cloud.tencent.com A,

Jetty FRASLL  jetty-distribution-9.4.28.v20200408 M,

HHTARSS AR AVIRIERGE N CentOS 7, HITHRERGIIRAAIR], TELIR1ED ZRIS A XAl

Z%E SSL R, BT Jetty IR558 LTS “443” dm, #ERIEB LG EEEH HTTPS, BARRIZE [[R557541
A5 4435 1 ?

SSL UEH 3 HMEZREMRSS AR LRI BE AUREAH S 4 DB =SS dro

GEn=S e

CHER S UK, B4 WinSCP - (I E /7 B EREURHTIRAS) -
HIEFRRBIBN SRS &, BUUEH MRS a1 L ETTRE,

TSR T, Bl PUTTY 8 Xshell GEIMME V5 S IREUEHTCA) o

EAE AR SS & HZAEACE Jetty ARSS.

%35 SSLEHRTFR MR IRARITT

e Wi

£z gk
FHGHIIP I o vty 1P HOBE, FIF PG HEHERIIRZS 56,

b

FIF 4, RIS B 4
G £ 525 BRI,
WA :

EERTE NI SER SRS &, BT S SR5s aneil e IRIUIRSS & 1P ik, F P 44 K,

YAEHTE SSLUEF &R "Ml CSR” 52\, sl SERYAHREIEFN Wotrus, TIATEME JKS IEH SRR T #, 772
S oA 7 AE G, AR e EATT

Vi) Hedf T 5,

R Nginx SCEFSRAETIE B SRRV S EE B#H T B, JHAB RSN, HERR, N ks RIEH.
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https://intl.cloud.tencent.com/document/product/213/34821
https://console.intl.cloud.tencent.com/cvm
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@ Hﬁizﬂﬁ SSLIEH

LHT Jetty IRFZEREEEFE  /usr/local/jetty HXET,

PR IR

1. 1B1E SSL UE-RE FEd & AR R B R E B st TE,
2 1EHHIY “UEB T O, IRSGHIINER JKS, HEi TBIFFES cloud.tencent.com MEFSXELE]
A H 5K
fRIEgaNE, PR RBURIE S, HHElE cloud.tencent.com jks XK :
XHRELF . cloud.tencent.com_jks
XHRAZ
cloud.tencent.com.jks ZHE
keystorePass.txt XM (HEXEFAZEN, WL keystorePass.txt ZRIXH)
3. IR e Jetty iS5 s, BlaN, fEF “PuTTY” T H %83,
4. HEAERBIFHA I, £ /usr/local/jetty/jetty-distribution-9.4.28.v20200408/etc HF Fil
179 mkdir cert Bl cert XK,
5. ffiH “WinSCP” (B 52 i+ BRI & il S TB) %5k Jetty IRS5an, FFEARECGEIR
cloud.tencent.com.jks HEHEIFMAH HRFEULE cert XK,
PiBH .
WIinSCP & X ER] 55 il WinSCP AL S22 Linux = IR55 8o
HIETRAERIENE kS dE, EUVUER ARSI EETRE,
6. 4w /usr/local/jetty/jetty-distribution-9.4.28.v20200408/etc HFETFH Jetty-ssl-
context.xml X, AITFIR :
Vi .
KeyStorePath : ZRIA{E default IFEEIEFTERATE L,
KeyStorePassword : EXIAE default IEHEEZHEZER, 6 keystore YRS, FIFIERNG RE THAAZR, 1§
HERVAZR ; HHIFIEBRNARIZEAZER, EHEE cloud.tencent.com_jks KM keystorePass.ixt
AR,
KeyManagerPassword : &S cloud.tencent.com_jks X{FRH keystorePass.txt XYL,
TrustStorePath : BAAH default IEEGIE BIZEHIVERTE,
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@ Hﬁizﬂﬁ SSLIEH

<?xml version="1.0"?><!DOCTYPE Configure PUBLIC "-//Jetty//Configure//EN" "http://w
<l —— ============================================================= —-><!-- SSL Cont
Ll==
To configure Includes / Excludes for Cipher Suites or Protocols see tweak-ssl.xml
https://www.eclipse.org/Jjetty/documentation/current/configuring—-ssl.html#fconfigur
——>
<Configure id="sslContextFactory" class="org.eclipse.jetty.util.ssl.SslContextFacto
<Set name="Provider"><Property name="jetty.sslContext.provider"/></Set>
<Set name="KeyStorePath"><Property name="jetty.base" default="." />/<Property nam
<Set name="KeyStorePassword"><Property name="jetty.sslContext.keyStorePassword" d

<Set name="KeyStoreType"><Property name="jetty.sslContext.keyStoreType" default="
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@ Hﬁizﬂﬁ SSLIEH

<Set name="KeyStoreProvider"><Property name="jetty.sslContext.keyStoreProvider"/>

<Set name="KeyManagerPassword"><Property name="jetty.sslContext.keyManagerPasswor

<Set name="TrustStorePath"><Property name="jetty.base" default="." />/<Property n

<Set name="TrustStorePassword"><Property name="jetty.sslContext.trustStorePasswor

<Set name="TrustStoreType"><Property name="jetty.sslContext.trustStoreType"/></Se

<Set name="TrustStoreProvider"><Property name="jetty.sslContext.trustStoreProvide

<Set name="EndpointIdentificationAlgorithm"><Property name="jetty.sslContext.endp

<Set name="NeedClientAuth"><Property name="jetty.sslContext.needClientAuth" depre

<Set name="WantClientAuth"><Property name="jetty.sslContext.wantClientAuth" depre

<Set name="useCipherSuitesOrder"><Property name="jetty.sslContext.useCipherSuites

<Set name="sslSessionCacheSize"><Property name="jetty.sslContext.sslSessionCacheS

<Set name="sslSessionTimeout"><Property name="jetty.sslContext.sslSessionTimeout"

<Set name="RenegotiationAllowed"><Property name="jetty.sslContext.renegotiationAl

<Set name="RenegotiationLimit"><Property name="jetty.sslContext.renegotiationLimi

<Set name="SniRequired"><Property name="Jjetty.sslContext.sniRequired" default="fa

<!-— Example of how to configure a PKIX Certificate Path revocation Checker

<Call id="pkixPreferCrls" class="java.security.cert.PKIXRevocationChecker$Option"

<Call id="pkixSoftFail" class="java.security.cert.PKIXRevocationChecker$Option" n

<Call id="pkixNoFallback" class="java.security.cert.PKIXRevocationChecker$Option"

<Call class="java.security.cert.CertPathBuilder" name="getInstance">
<Arg>PKIX</Arg>
<Call id="pkixRevocationChecker" name="getRevocationChecker">
<Call name="setOptions">
<Arg>
<Call class="java.util.EnumSet" name="of">
<Arg><Ref refid="pkixPreferCrls"/></Arg>
<Arg><Ref refid="pkixSoftFail"/></Arg>
<Arg><Ref refid="pkixNoFallback"/></Arg>
</Call>
</Arg>
</Call>
</Call>
</Call>
<Set name="PkixCertPathChecker"><Ref refid="pkixRevocationChecker"/></Set>
——>

</Configure>

7. %95 /usr/local/jetty/jetty-distribution-9.4.28.v20200408/etc HF M jetty-
ssl.xml XM, BSUHEON443, WTFI7R -
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@ Hﬁizﬂﬁ SSLIEH

<Call name="addConnector">
<Arg>
<New id="sslConnector" class="org.eclipse.jetty.server.ServerConnector">
<Arg name="server"><Ref refid="Server" /></Arg>
<Arg name="acceptors" type="int"><Property name="jetty.ssl.acceptors" deprecat
<Arg name="selectors" type="int"><Property name="jetty.ssl.selectors" deprecat
<Arg name="factories">
<Array type="org.eclipse.jetty.server.ConnectionFactory">
<!——= uncomment to support proxy protocol
<Item>

<New class="org.eclipse.jetty.server.ProxyConnectionFactory"/>
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</Item>——>

</Array>

</Arg>

<Set name="host"><Property name="jetty.ssl.host" deprecated="jetty.host" /></S
<Set name="port"><Property name="jetty.ssl.port" deprecated="ssl.port" default
<Set name="idleTimeout"><Property name="jetty.ssl.idleTimeout" deprecated="ssl
<Set name="acceptorPriorityDelta"><Property name="jetty.ssl.acceptorPriorityDe
<Set name="acceptQueueSize"><Property name="jetty.ssl.acceptQueueSize" depreca
<Get name="SelectorManager">

<Set name="connectTimeout"><Property name="jetty.ssl.connectTimeout" default
</Get>

</New>
</Arg>
</Call>

8.Y%m% /usr/local/jetty/jetty-distribution-9.4.28.v20200408 H>XTH start.ini X,

AR A

RN R @ BRI R (sd) ARTERH] 5584 19717
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etc/jetty—-ssl.xml
etc/jetty-ssl-context.xml
etc/jetty-https.xml

9. IFBEA B, fEjetty BRERT, PUITESI@WS java —jar start.jar , B[
https://cloud.tencent.com Il

ANSR Y A A2 B R R BIARIR, WIS RHIE R Z 22,

ARG TR 57, AIZ3E DUT B WA AR R 5 S TR B

A HTTPS 1iinl

RN R @ BRI R (sd) ARTERH]
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https://intl.cloud.tencent.com/document/product/1007/39821

A BT

k& SSL LG, WYEEsER “MIkERZ A2
Vi P SRR AN 4 ?
MRS an LiE SSLUEH GBI HEL 404 ks

WEPHERIE, H https://cloud.tencent.com WIAEZ/RIT :

Error 404 - Not Found.

No context on this server matched or handled this request.

Contexts known to this server are:

Context Path | Display Name m LifeCycle

B Powered by Eclipse Jetty:// Server

fRRTER BRI LR /usr/local/jetty/jetty-distribution-9.4.28.v20200408/demo-
base/webapps HXK THI ROOT XHEHIZE| /usr/local/jetty/jetty-distribution-—
9.4.28.v20200408/webapps HET, HEE jetty, BIRIIGAIAKI,

TR

BV IR,  TE DRI,

RN R @ BRI R (sd) ARTERH]
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https://intl.cloud.tencent.com/document/product/1007/40674
https://intl.cloud.tencent.com/document/product/1007/30184
https://intl.cloud.tencent.com/document/product/1007/39820
https://intl.cloud.tencent.com/document/product/1007/30951

@ Hﬁizﬂﬁ SSL EH
IS Alk55 75 SSL Uk 2EHBE

BT TN E] © 2024-03-06 17:38:42

HRIE =

ARSAEFE S IERAIALE 1S HrZeds SSLIE,

VibH :

ARXAELUER AP cloud.tencent.com A, SEFRFFREGLUERIFIVIES A,

ASHELIHRVER St Windows Server 2012 R2 9fiil, HITHRIERGIRIMCAAR], TR/ RIS X5,

ZHe SSLUEAHT, 1BIETE IS kg5 er LR “443” b, ®ERIERZALGEIEEH HTTPS, BAKR]ZE 5525401
T IE 443V 11 ?

SSL UEH3 M HEEMRSS AR T IERIBE AU REAH SO VB 2RSS Ao

(e

MERREE

1. JE7E SSL UEF Bl & A B R L RHE IR T H,
2 (EHIIVIER TEE O, IRSGSHIEBNER NS, AL THIFRES cloud.tencent.com EFSCAEIE|AMM
H,
fRIESENS, RIS R EBIAIER s TS cloud.tencent.com.iis XK
XHREI . cloud.tencent.com.iis
XHRAE
cloud.tencent.com.pfx WFHXH
keystorePass.txt RS (%Ei&ﬁ*ﬁ%ﬂ%ﬁg, e keystorePass.txt %@Yﬁ:)
3. 4TFF IS IRSSEELS, IR ENIGHRR, BT IRSGERIED.
4. TEMRSS ARIEHE O A MERERE S, RERA,
5. TEFH I RAMERE b, IERIEB RIS, MARN, SERE, W FEFUR
ViBH :
FIFIEBINEIRE 7 AAEN, A SN, EmARREN, &HIFIEBNRIZEEN, WAL, Hh
A cloud.tencent.com.iis XJH keystorePass.txt SCEFHYZEHD,
ARANERS A EES, 16 LHBoR IR TARMMERIZIES, A58 Hig s e,
6. TEEENG T RIS AR, i I ERE AR RE,
7 (ETEH I PISESRE A b, BTN,
8. [EFRINPSEBEN & I, FFNESEAIG A hitps, 1P ML E A EHR DB, 3 IRE 443, FHIAIEEE
Y RTFRIBIEBRYIEA, HHEEN M SSLIET, HRTHEE,
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https://intl.cloud.tencent.com/document/product/1007/36738
https://intl.cloud.tencent.com/document/product/213/34821
https://console.intl.cloud.tencent.com/ssl
https://console.intl.cloud.tencent.com/workorder/category

A BT

9. I INZERE, BIAITE “MBGHE” & O h & B ZHR I N A,
10. 1Bf#FH https://cloud.tencent.com ATV,
AN At 2 R BRI, ISR IE R Z 2L,
ARG TR 57, AIZ3E DUT B WA AR R 5 SO TR B
ToIEFEH HTTPS 17510] W55

B8%E SSL kG, WA R MR A~L 2"

Viluh R RIS AR 2 ?

TEfk %5 a4 LERE SSLIEH a1 SR IR 404 b

HTTP B3Pk HTTPS WL LB (Fi%)

PiHA :
IEH PR nl BT PG M, 25 80F HAFR SR a] L E CiRiE,

SSLiE+H

HTTP Bk HTTPS i3, ANSRERIMB TR PSR s R HTTP MY, SBEANHAE 2z

HTTPS W, B0 NS ds = RO EE RSB R A L 2R, BIANBER A& 4,

B BEMREFA,

1. 4TF IS AR & %5,

2. JEEENIE TR s Fs, AWEFTHF URL BE,

TR

PATIZ BRATIE TR 2 rewrite 1L,

3. ¥t A URL EETUH, I s BRI BRI,
4. FES I BRIIRRN S 1 Hh, JERRZR RN, PR HESE,
5. it A S8 A SRR U1 7

B85 EERRE HTTPS,
PERCURL - fERRRA T A (.%) o

e BT

N, BRI .

SN © {HTTPS} o

GEHA TR RS © BRINEE G55V,

B L FH A ~oFFS o

1 HE LT 2HG

BRERAY IR BREE M,

HEMURL . https://{HTTP_HOST}/{R:1} »
HEAZEA LIRS HAM (303) .

6. B BB I LR

7 REINEEE L, SAEA N EEMNSERRS. BIRER heep

RN R @ BRI R (sd) ARTERH]

AT AR 2 T Y “HE(E

://cloud.tencent.com H{TIA,
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https://intl.cloud.tencent.com/document/product/1007/39821
https://intl.cloud.tencent.com/document/product/1007/40674
https://intl.cloud.tencent.com/document/product/1007/30184
https://intl.cloud.tencent.com/document/product/1007/39820
https://www.iis.net/downloads/microsoft/url-rewrite
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R
BB AR BRI, TH A DGR IR
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https://intl.cloud.tencent.com/document/product/1007/30951

@ HEEHE SSLiE$
Weblogic Ak558s SSL ik 22508

BT TN E] © 2024-03-06 17:38:42

HRIE =

ARSAEFE S IEAAIFE Weblogic H17¢2E SSL IETS,

ViHH :

ARHELOAEBEFR cloud.tencent.com N, SEFREFNELUEHRIERIER i,

Weblogic ffiiA L Weblogic/14.1.1 {3,

ARG LRI RGE Windows Server 2012 R2 |, HTHIERGRIMANRE, THHHRED BRIBE XA,

L% SSL R, 1EETE Weblogic Ik5528 FITE “443” ¥, EERIER LS EIEEH HTTPS, BRR]Z% IS5
aAlA S 4430611 ?

SSL UEH M MMETREMRSS AR T IERIBE AU RAH S O DIE = IRSS dhe

RV IR

ViBH .
TR H & R NENTERY H 5, BB CIERIE SR LRI 577 KT E.
1. ©AE SSLIEHEMPER & R TIEIFMELE cloud.tencent.com IEFHXXAEEIAMHE R,
frEag)E, PR R SERIIE S, HAral& Tomceat SCARA] CSR fF
SAEFRAHR - Tomeat
XARAE
cloud.tencent.com.jks WFHXH
keystorePass.txt X HCKEMHZEN, WL keystorePass.txt HHXH)
CSR XfFNA : cloud.tencent.com.csr X
ViBH .
CSR X2 HIBIE BN HE HEBRFIELARRN, TR CA MM, AN A 208 1% S,
LIEHTE SSLIERRNER: T “filE CSR” /7, BE LRI SRIET Y Wotrus, WA 24E Tomeat IEHSCFIIT
B, TEGES TN T A SGE I, BE RN ViR B LA,
ARAEfE Tomeat WEH ARG T, SERTLURE Nginx SCAFRAIER SKHRIRAVAS: B R B T B i, FFIHE
WM, mdi (9822 , BIAJE0y jks A8 NIEH,
2. x5S 4R, 1HE C AP eIk, M temp M,
3. REAML R 48 5 IE B ST 53 X LR temp  SXIFRAY,
4. 1555k Weblogic IRSEHGHR (BRAMIBIE ¢ http://localhost:7001/console ) , HIASEHIHF %N
w5, BIA3EA WeblLogic Server B HEHEH&,

RN R @ BRI R (sd) ARTERH] 5590 9777


https://intl.cloud.tencent.com/document/product/1007/36738
https://intl.cloud.tencent.com/document/product/213/34821
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https://myssl.com/cert_convert.html

A BT

5. i BACE > RS5E. AR SBERE I UUE, A1 TETR

ORACLE" webLogic Server Administration Console 14.1.1

Change Center
View changes and restarts
Configuration editing is enabled. Future

changes will automatically be activated as you
maodify, add or delete items in this domain.

Domain Structure

base_domain
' Environment

;““ Deployments

' Services
t--Security Realms
nteroperability

B Diagnostics

How do I... =]

« Search the configuration

Use the Change Center

« Record WLST scripts

« Change Conzole preferences
«+ Manage Console extensions

«+ Monitor servers

System Status =
Health of Running Servers as of 4:39 PM

 —— )
[ citical (0)
[ oOverloaded (0)
[ waming (0)
I ok (1)

6. IERFEERLENRS 24, LI AdminiServer N, AITEFUR :

@ Home Log Out Preferences Record Help
Home =Preferences

Home Page
Information and Resources

Helpful Tools

= Configure applications

= Configure GridLink for RAC Data Source
= Configure a Dynamic Cluster

= Recent Task Status

= Setyour console preferences

Domain Configurations

Domain

+ Domain

Environment
= Clusters
= Server Templates
= Migratable Targets
« Coherence Clusters
« Machines
« Virtual Hosts
« Work Managers
« Concurrent Templates
« Startup And Shutdown Classes

Application’s Security Settings

« Security Realms

SSLiE+H

General Information
» Common Administration Task Descriptions
* Read the documentation

» MAsk a question on My Orade Support

Deployed Resources

+ Deployments

Services
« Messaging
= IM5 Servers
= Store-and-Forward Agents
= M5 Modules
= Path Services
= Bridges

Data Sources

Persistent Stores

¥ML Registries

XML Entity Caches
Foreign JNDI Providers
Woaork Contexts

Mail Sessions

« JTA

05Gi Framewaorks

IR L BRI (bR ARSUERT]
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ORACLE WebLogic Server Administration Console 14.1.1

Change Center {2} Home Log Out Preferences Record Help Q,
View changes and T Home =Summary of Servers

Configuration editing is enabled. Future Summary of Servers

changes will automatically be activated as you

maodify, add or delete items in this domain. Configuration | Control

Domain Structure

base domain A server is an instance of WebLogic Server that runs in its own Java Virtual Machine (JWM) and has its own configuration.

' Environment This page summarizes each server that has been configured in the current WebLogic Server domain.

Deployments
' Services
- Security Realms

Interoperability
E1-Diagnostics [ Customize this table

]

Servers (Filtered - More Columns Exist)

New | | Clene | | Delete

[ | name ¢ Type Cluster Machine

[ | adminserver{admin} Configured F

How do I... = New | [Clone | |Delete

» Create Managed Servers

Clone servers

Delete Managed Servers

Delete the Administration Server
Start and stop servers

View objects in the JNDI tree

System Status =]
Health of Running Servers as of 4:57 PM

[ Failed(0)
[ Critical (0)
[ overloaded (0)
I— Waming (0)
I ok (1)

7.3 N AdminiServer MWEMILEMH, 4B SSL BMITHMOFIEES SSL WMk 443 |, BAEHRTE
AN B

IR L BRI (bR ARSUERT] 5592 39717
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ORACLE weblLogic Server Administration Gonsole 14.1.1

Change Center
View changes and restaris
Configuration editing is enabled. Future

changes will automatically be activated as you
madify, add or delete items in this domain.

Domain Structure

base_domain
' Environmenit

;““ Deployments
' Services

Lo

r--Security Realms

How do I... =]

s Configure default network connections
+ Create and configure machines

+ Configure clusters

+ Start and stop servers

+ Configure WLDF diagnostic volume

+ Apply a server template

System Status =

Health of Running Servers as of 4:57 PM

[ Failed(0)
[ Critical (0)
[ overloaded (0)
[ Waming (0)
I oK (1)

8.1 Adminiserver MWEPLREIM, HAIEHARE, RECHGHALRT, WTEFR:

Q Home Log Out Preferences Record Help

Home >Summary of Servers >AdminServer

Settings for AdminServer

Configuration | Protocols | Logging =~ Debug | Monitoring | Control
General | Cluster | Services = Keystores | 55L | Federation Services
Save

Deployments

Deployment

Services

Migration

Use this page to configure general features of this server such as default network communications.

View JNDI Tree &

Name: AdminServer
Template:

&5 Machine: (Mone)

gg Cluster: (5tand-Alone)

] Listen Address:

[/] Listen Port Enabled

Listen Port:

(Mo value specified)| Change

7001
SSL Listen Port Enabled
S5L Listen Port: 443
[[] &% Client Cert Proxy Enabled
Java Compiler: javac

RN R @ BRI R (sd) ARTERH]

Security

Tuning

SSLiE+H

Motes

Overload | Concurrency

An al

The i

The'
run.
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Info.

The :
exan

Spec
lister

The
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Info.

The "

Spec
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The .
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ORACLE webLogic Server Administration Console 14.1.1

Change Center
View changes and restarts
Configuration editing is enabled. Future

changes will automatically be activated as you
maodify, add or delete items in this domain.

Domain Structure

base_domain

B -Environment
--Deployments

¥ -Services
--Security Realms
G- Interoperability
[#-Diagnostics

How do I... =

« Configure identity and trust
+ Configure keystores
# Setup S5L

System Status =l

Health of Running Servers as of 4:59 PM

[ Failed (@)
[ citical (0)
[ overloaded (0)
[ Waming (0)
I Ok (1)

ZELQTER
FHRE

RIS AR | i

@ Home Log Out Preferences Record Help

Home >Summary of Servers =AdminServer
Settings for AdminServer
Configuration | Protocols | Logaing | Debug

General | Cluster | Services | Keystores | 551

Save

Manitoring

Federation Services

N N
SSLIEH
14|
Control | Deployments | Services | Security | Motes
Deployment = Migration | Tuning | Owerload = Concurrency

Keystores ensure the secure storage and management of private keys and trusted certificate authorities (CAs). This page lets you view and def

of message transmissions.

Keystores:

Identity

Custom Identity Keystore:

Custom Identity Keystore Type:

Custom Identity Keystore Passphrase:

Confirm Custom Identity Keystore Passphrase:

Trust

Java Standard Trust Keystore:
Java Standard Trust Keystore Type:

Java Standard Trust Keystore Passphrase:

Confirm Java Standard Trust Keystore Passphrase:

Save

Custom Identity and Java Standard Trust Change Whid
keyst
C:\Users) \Dest The ¢
and f
URIL.
JSK Thet
Servi
sesssseneeee The ¢
will b
[T YT
C:, e\lib\security'cacerts The |
jks The t
The |
keyst

Vet “EH B A JAVA ARSI,
ERIBDBERE | HEEEN JKS IS, Hilan
HE JKS,

FE M By ARG | i ALY JKS B,

TN E R 5t S PR RSIETE
PiHA :

TN PN NI TR

E il By S B R R 5 U E ) Sy S B R B A 1 22
A DAIAREAEARIER S, AL BB AR IRIE S (R 5 H

9.ff AdminiServer

FEPIRE D, i SSL, Wil

RN R @ BRI R (sd) ARTERH]

C:\\temp\\cloud.tencent.com. jks o

SERUEH TR, AT PR

o WAL R LIATE CHY JKS #h—2,
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ORACLE webLogic Server Administration Console 14.1.1

Change Center @ Home Log Out Preferences Record Help

Home =Summary of Servers >AdminServer

View changes and restarts

Configuration editing is enabled. Future Settings for AdminServer

changes will automatically be activated as you

modify, add or delete items in this domain. Configuration | Protocols | Logging | Debug | Monitoring | Control
Domain Structure General | Cluster | Services | Keystores | §5L | Federation Services
base_domain Save

' Environment

;“" Deplayments
' Services

;“" Security Realms
'Inte roperability

[-Di agnostics Identity and Trust Locations:

Identity

Private Key Location:

Private Key Alias:

Hi do I... =
ow ] Private Key Passphrase:

Configure identity and trust
Set up S5L

@g Confirm Private Key Passphrase:

Werify host name verification is enabled

Configure a custom host name verifier

Certificate Location:
Configure two-way S5L

Trust
System Status = Trusted Certificate Authorities:
Health of Running Servers as of 5:00 PM b Advanced
| Failed (0} Save

| Critical (0)
Overloaded (0)

N
Deployments | Services | Security
Deployment | Migration | Tuning

Keystores| Change

from Custom Identity Keystore

4

from Custom Identity Keystore

from Java Standard Trust Keystora

SSLiEH
Motes
Overload | Concurrency | |

This page lets you view and define various Secure Sockets Layer (S5L) settings for this server instance. These settings help you to manage the se

Indice

the s¢

The k

The k
privat

The
key.

The k

The k

| ‘Waming (0)
I ok (1)

BB TER

SHAUSEAE | 15 ESCOVBHE,

IEERBG | EET JKS 1514,

IAEABEREE | 1 AERIENIRENIAA RN, ARIEEAREE,
WIARNVE FABREIE | 1526 AFAE %D,

PiHA :

ASRAEHY Weblogic BRATE 10.3.6-12C Z[A], 1H{E SSL RE W H, mPukmit ik JSSE,

Weblogic iftA(£10.3.6 DL T ASHE SHA2 BIKIES, 1EALEHIA,
10. BNA G, R E, B Bahis, AREETER, WTEFTR :

RN R @ BRI R (sd) ARTERH]
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@i Home Log Out Preferences Record Help

Home =Summary of Servers =AdminServer

Messages
g All changes have been activated. Mo restarts are necessary.
g Settings updated successfully.

Settings for AdminServer

Configuration | Protocols = Logaing | Debug | Monitoring | Control
General | Cluster | Services  Keystores | S5L  Federation Services

Save

11. 15 https://cloud.tencent.com HATIIML,

RN R @ BRI R (sd) ARTERH]

Deployments

Deployment

Services

Migration

Security

Tuning

Motes

Overload

Concurrency

SSLiE+H

Health Monitorin
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HIfTERE SSL U B B A 7

o I E] © 2024-03-06 17:38:42

FA U

UEF 2L HATA FANSMT R, ] DUARYE M SERVUE T I RESSTAIE B IR S5 e A TIE 1 223

Vil :

(EM—8E HTTPS ThaE, LT TEDY SSLIUERARE#R(E, RIAIFBIEKHIM HTTP 2 HTTPS WRE 714K,
H AR LT A SR 22 2 IE 19 75 2

HE A MR55 2 R4t IE 227750
Apache RS AR IEF 234
Nginx ARR55 a5 E 5 234
Tomcat Al%5%5 SSL IEHZ2EEE  (JKS #%3X)
Linux &4t Tomcat AlR55 2k SSL IEHZe2EEE (PFX #530)
GlassFish iR55 4 IE 2%
RN JBoss 5 B %%
Jetty I35 aiE+ 2%
1S AR552RIE 5 2225
Weblogic flk55 a2 %
Windows %4t

Apache iR%#% SSL IE B &% (Windows)

Tomcat AR5 28 SSL IEFBZ22EEE (JKS #8:X)  (Windows)
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