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History

Introduction

API Category

Calling Method
THREEH
N
A TTTE V3
BTk
Responses

CloudAudit APIs
DescribeEvents
DescribeAuditTracks
ModifyAuditTrack
DeleteAuditTrack
CreateAuditTrack
DescribeAuditTrack
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R TN E] © 2023-01-04 11:44:58

Release 6

Release time: 2023-01-04 11:41:15
Release updates:

Improvement to existing documentation.
New APls:

o DescribeAuditTrack

Modified APIs:

CreateAuditTrack

o New input parameters:Name, ActionType, ResourceType, Status, EventNames, Storage, TrackForAllMembers
o New output parameters:Trackld

DeleteAuditTrack

o New input parameters:Trackld

DescribeAuditTracks

o New input parameters:PageNumber, PageSize
o New output parameters:Tracks, TotalCount
ModifyAuditTrack

o New input parameters:Trackld, Name, ActionType, ResourceType, Status, EventNames, Storage,
TrackForAllMembers

New data structures:

» Storage

e Tracks

Release 5

Release time: 2022-03-16 10:50:28

RN R @ BRI R (sd) ARTERH] 554 37211


https://intl.cloud.tencent.com/document/api/1021/#
https://intl.cloud.tencent.com/document/api/1021/45906
https://intl.cloud.tencent.com/document/api/1021/45905
https://intl.cloud.tencent.com/document/api/1021/45418
https://intl.cloud.tencent.com/document/api/1021/45904
https://intl.cloud.tencent.com/document/api/1021/34209#Storage
https://intl.cloud.tencent.com/document/api/1021/34209#Tracks

A BT

Release updates:
Improvement to existing documentation.
New APls:

» CreateAudit

» CreateAuditTrack

o DeleteAudit

» DeleteAuditTrack

» DescribeAudit

o GetAttributeKey
 InquireAuditCredit
 ListAudits

» ListCmgEnableRegion
» ListCosEnableRegion
» LookUpEvents

» ModifyAuditTrack

» StartLogging

» StopLogging

» UpdateAudit

New data structures:

AttributeKeyDetall

AuditSummary

CmqgRegioninfo

CosRegionlinfo

Release 4

Release time: 2022-02-25 14:26:43
Release updates:

Improvement to existing documentation.
New APls:

o DescribeAuditTracks

IR L BRI (bR ARSUERT]
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https://intl.cloud.tencent.com/document/api/1021/34208
https://intl.cloud.tencent.com/document/api/1021/45906
https://intl.cloud.tencent.com/document/api/1021/34207
https://intl.cloud.tencent.com/document/api/1021/45905
https://intl.cloud.tencent.com/document/api/1021/34206
https://intl.cloud.tencent.com/document/api/1021/34205
https://intl.cloud.tencent.com/document/api/1021/34204
https://intl.cloud.tencent.com/document/api/1021/34203
https://intl.cloud.tencent.com/document/api/1021/34202
https://intl.cloud.tencent.com/document/api/1021/34201
https://intl.cloud.tencent.com/document/api/1021/34200
https://intl.cloud.tencent.com/document/api/1021/45904
https://intl.cloud.tencent.com/document/api/1021/34199
https://intl.cloud.tencent.com/document/api/1021/34198
https://intl.cloud.tencent.com/document/api/1021/34197
https://intl.cloud.tencent.com/document/api/1021/34209#AttributeKeyDetail
https://intl.cloud.tencent.com/document/api/1021/34209#AuditSummary
https://intl.cloud.tencent.com/document/api/1021/34209#CmqRegionInfo
https://intl.cloud.tencent.com/document/api/1021/34209#CosRegionInfo
https://intl.cloud.tencent.com/document/api/1021/45418

A BT

Release 3

Release time: 2021-11-24 17:13:52
Release updates:

Improvement to existing documentation.
Modified APlIs:

o DescribeEvents

o New output parameters:TotalCount

Release 2

Release time: 2021-10-21 16:13:08
Release updates:

Improvement to existing documentation.
New APls:

o DescribeEvents

Deleted APls:

» CreateRecorder

» DeleteRecorder

» DescribeDiscoveredResource
» DescribeRecorder

» GetConfigurationltems
 ListDiscoveredResources

o ListSupportResourceTypes
o UpdateRecorder

New data structures:

» Event
» LookupAttribute

¢ Resource

Deleted data structures:

RN R @ BRI R (sd) ARTERH]
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https://intl.cloud.tencent.com/document/api/1021/42703
https://intl.cloud.tencent.com/document/api/1021/42703
https://intl.cloud.tencent.com/document/api/1021/34209#Event
https://intl.cloud.tencent.com/document/api/1021/34209#LookupAttribute
https://intl.cloud.tencent.com/document/api/1021/34209#Resource

EHBAT

« Configurationltems

» RecordResourceType
» RelatedEvent

» Resources

o SupportResourceType

Existing Release

Release time: 2020-12-17 16:59:56
Existing APls/data structures are as follows:
Improvement to existing documentation.
Existing APls:

» CreateRecorder

» DeleteRecorder

» DescribeDiscoveredResource
» DescribeRecorder

» GetConfigurationltems

« ListDiscoveredResources
 ListSupportResourceTypes
o UpdateRecorder

Existing data structures:

» Configurationltems

» RecordResourceType
» RelatedEvent

» Resources

o SupportResourceType

RN R @ BRI R (sd) ARTERH]
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Introduction

ol IS E] ¢ 2023-01-04 11:44:57

Tencent Cloud CloudAudit can be used to retrieve the historical records of API calls under your Tencent Cloud
account, including API calls initiated via the Tencent Cloud console, Tencent Cloud SDKs, command line tools, and
other Tencent Cloud services. This means that any deployment behavior on Tencent Cloud is monitored, and you can
determine which sub-user or collaborator calls a Tencent Cloud API from which source IP address and when the API

is called. You can set multiple tracking sets to track different logs and enable or disable log recording at any time.

Notes

« All CloudAudit APIs described here have been upgraded to APl 3.0 and all new CloudAudit features will be

updated here. We recommend that you use API 3.0.

» Legacy APIs remain available, but will not be updated.

IR L BRI (bR ARSUERT] 558 7211
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API| Category

oo N A] - 2023-01-04 11:44:57

CloudAudit APlIs

APl Name
CreateAudit
CreateAuditTrack
DeleteAudit
DeleteAuditTrack
DescribeAudit
DescribeAuditTrack
DescribeAuditTracks
DescribeEvents
GetAttributeKey
InquireAuditCredit

ListAudits

ListCmgEnableRegion

ListCosEnableRegion
LookUpEvents
ModifyAuditTrack
StartLogging
StopLogging

UpdateAudit

Feature

Creates tracking set

Creating CloudAudit tracking set

Deletes tracking set

Deletes CloudAudit tracking set

Queries the details of tracking set

Queries the CloudAudit tracking set details
Queries the CloudAudit tracking set list
Queries CloudAudit logs

Queries the valid values of AttributeKey
Queries the number of tracking sets that can be created
Queries the summary of tracking sets
Queries CloudAudit-enabled CMQ AZs
Queries CloudAudit-enabled COS AZs
Searches for logs

Modifies CloudAudit tracking set

Enables tracking set

Disables tracking set

Updates tracking set
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https://intl.cloud.tencent.com/document/api/1021/34208
https://intl.cloud.tencent.com/document/api/1021/45906
https://intl.cloud.tencent.com/document/api/1021/34207
https://intl.cloud.tencent.com/document/api/1021/45905
https://intl.cloud.tencent.com/document/api/1021/34206
https://intl.cloud.tencent.com/document/api/1021/45418
https://intl.cloud.tencent.com/document/api/1021/42703
https://intl.cloud.tencent.com/document/api/1021/34205
https://intl.cloud.tencent.com/document/api/1021/34204
https://intl.cloud.tencent.com/document/api/1021/34203
https://intl.cloud.tencent.com/document/api/1021/34202
https://intl.cloud.tencent.com/document/api/1021/34201
https://intl.cloud.tencent.com/document/api/1021/34200
https://intl.cloud.tencent.com/document/api/1021/45904
https://intl.cloud.tencent.com/document/api/1021/34199
https://intl.cloud.tencent.com/document/api/1021/34198
https://intl.cloud.tencent.com/document/api/1021/34197

@ A BRI

Calling Method
ket

T E) ¢ 2020-05-21 14:50:02

1. ARG Hikk

AP| ZEF A HIISREE A, AS7E St iz A4 cvm.tencentcloudapi.com , 37 g E USR5 W), BlANT
PNHI I 448 cvm.ap-guangzhou.tencentcloudapi.com o

HEFA (o BRI R A4 ARGETE FEE IR P AN &, 2 B ST BB A BRI AR 5 5. il
ETINAEEIESR, 2 ESENEI NIk, SERAIFEE cvm.ap-guangzhou.tencentcloudapi.com J&—EHY,

HER © NREBRAINLS, BUEEH SIS,

H B SR SR
AR
LR A (HEfE, HSCRpIREmX)
HEREHIX ()
HRHX (i)
A X (L)

7 i HlL X (BSCAR)

7 i1 X (LK)
RIRAHX (TR EEE)
MR ARFE (HTn)
TR (247)

VEA AR (2 K)
WARARAL(ER)
WRARIL(ARAT)

SEEZRER (M5 FEE)

RN R @ BRI R (sd) ARTERH]

e

cvm.tencentcloudapi.com
cvm.ap-guangzhou.tencentcloudapi.com
cvm.ap-shanghai.tencentcloudapi.com
cvm.ap-beijing.tencentcloudapi.com
cvm.ap-chengdu.tencentcloudapi.com
cvm.ap-chongqing.tencentcloudapi.com
cvm.ap-hongkong.tencentcloudapi.com
cvm.ap-singapore.tencentcloudapi.com
cvm.ap-bangkok.tencentcloudapi.com
cvm.ap-mumbai.tencentcloudapi.com
cvm.ap-seoul.tencentcloudapi.com
cvm.ap-tokyo.tencentcloudapi.com

cvm.na-ashburn.tencentcloudapi.com

%510 #7251
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A M e

EEPEI(FER) cvm.na-siliconvalley.tencentcloudapi.com
JEEHX (Z18%) cvm.na-toronto.tencentcloudapi.com
RN X (75 == 5aAE) cvm.eu-frankfurt.tencentcloudapi.com
RPN X (S HT AR cvm.eu-moscow.tencentcloudapi.com

EX : BT SMRAFEEHXRREALEN, HtSDREMXRAER (RIS Region HERMFEMIE) , |
RFAREEH SRS, REFA Region KB RF—3,

Rl X 4 A i BRI
HEIRM X (i<l cvm.ap-shanghai-fsi.tencentcloudapi.com
ERHI X ()1 < k) cvm.ap-shenzhen-fsi.tencentcloudapi.com

2. HIEHY

BN APl FYFTE #1385 HTTPS #HTiE(E, feftm et mEaiE,

A T
3. 1HK T
TR HTTP iR /5
« POST (##)
o GET
POST &Kk £5Y Content-Type J$%! :

« application/json (#t#E) , A% 715 v3 (TC3-HMAC-SHA256)
« application/x-www-form-urlencoded, i HE# 777 vi (HmacSHA1 8 HmacSHA256) .
« multipart/form-data ({XEB 03 , HAEHAS$ 7715 v3 (TC3-HMAC-SHA256)

GET 1 RIVIE R WA/ NRFHEIS32KB, POST WEREMA%A /1% vi (HmacSHAT, HmacSHA256) I A5t
1MB, POST i&k{# %4 /71% v3 (TC3-HMAC-SHA256) If=X+10MB,

RN R @ BRI R (sd) ARTERH] #11 H7217
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@ A BT

/,\H é%ilé
INIRZR
ol E I TE] © 2020-05-21 14:50:03

NHBHEMA TR PR OSBRSS, AFRRE, MO B SO B S RO T,
HEIIE R HFEIEHXES, FRELEHELEIREK,

Sh ik va
B2 HEE CERUFRE TC3-HMAG-SHA256) HILASZ ik vi (e R RE SR 1) | B%e, %
KSR, S POST JSON Fiat, HHAER —diTt, MR IRaef ik At S /M TS

ER R OSOEFIRGIE T R ERE O S BN, bW, ERNZERITE v GET 1R, AIERMKIHAERE
MBIV IEEE T SCET,

RS ITE V3 I, NESEEES—E| HTTP Header i K3KEH, 40T :
SR HR it e IR

BAEVEZOM, RUESE R DSOS AS NS Action FYTEH,

X-TC-Action Sting = PRINE R SCHFIZEREZ ), BUEN Describelnstances.

HUIRSEL,  RERAR IR LR E I USRI R, 1% 2 A HUISIESE 1]

X-TC- NN
Reaion String - WSS H Region B, R | FREROARELRZSE, #C
9 X IR AR, N RN 3 2 S B A 2 AR
X-TC- nteqer | & AT UNIX IR, RIS APLIE RV A, B4 1529223702, 1A :
Timestamp O B g, 25 IR,
X-TC- . FRVERY AP BURRA, BUEZE #0 SR AS IS8 Version fYH, 5112
String =
Version IRRA 2017-03-12,
HTTP tRifE S IAIESLER 7B, Bl -
TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc96317663(
Hrph,
. K N —\-L ‘?‘ .
Authorization String B - TC3-HMAC-SHA256 : &4, 751%, HEIEERIXE ;

- Credential : &4 1E, AKIDEXAMPLE /2 Secretld ; Date /& UTC FRifERS|
H, BUEFZEMNIESEX-TC-Timestamp #51 UTC AruERf1A] B 31— ;
HrEimt, B ONIBGRTSR, BlA1iE% cvm.tencentcloudapi.com E A 7
cvm, A7 EHEUE N cloudaudit ;

- SignedHeaders : 258/ EISLEMEE, content-type F1 host 41k sk
- Signature : B4 E, TESEFEE SO,

RN R @ BRI R (sd) ARTERH] #13 37217


https://intl.cloud.tencent.com/zh/document/product/1021/34193
https://intl.cloud.tencent.com/zh/document/product/1021/34193

@ A BT

I IEF AT Y Token , FTE&E S ImNZH —EEEMH, G Token 7

X-TC-Tok i &
C-Token | String RS VA I CTIRER, K IR HI R 7 2 Token,

B P AR E W M SRS 2 S B 512, WIETE SREEHIFEIRIE K URL, 1ERKAR, T8 RIARBIAN T

HTTP GET & R&5 K~ M5:

https://cvm.tencentcloudapi.com/?Limit=10&0ffset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE/20
18-10-09/cvm/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993
f0614b047e5df4582db9%e9%bf4672ba50567dbalbcbeccfl74c474

Content-Type: application/x-www—form-urlencoded

Host: cvm.tencentcloudapi.com

X-TC-Action: DescribelInstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap—-guangzhou

HTTP POST (application/json) & R&EH) R4

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/2018-05-30/cvm/tc3_request,
SignedHeaders=content-type;host, Signature=582c400e06b5924a6f2b5d7d672d79c15b1316
2d9279b0855cfba6789%a8edb4c

Content-Type: application/json

Host: cvm.tencentcloudapi.com

X-TC-Action: DescribelInstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

{"Offset":0,"Limit":10}

HTTP POST (multipart/form-data) i#>KR&GHREI ((RFE R H5CHF)

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/2018-05-30/cvm/tc3_request,
SignedHeaders=content-type;host, Signature=582c400e06b5924a6f2b5d7d672d79c15b1316
2d9279b0855cfba6b789%a8edb4c

Content-Type: multipart/form-data; boundary=58731222010402

IR L BRI (bR ARSUERT] #14 37217
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Host: cvm.tencentcloudapi.com
X-TC-Action: DescribelInstances

X-TC-Version: 2017-03-12
1527672334
X-TC-Region: ap-guangzhou

X-TC-Timestamp:

—-58731222010402

Content-Disposition:

0

——-58731222010402

Content-Disposition:

10

—--58731222010402--

ST 15 v

BIERIT

form—-data; name="Offset"

form—-data; name="Limit"

RS TE VT (AN 2FME HmacSHA256 1 HmacSHA1) |, AHESRTREG —HEIERES, e8I HEN L

=]

g ey

Action

Region

Timestamp

Nonce

Secretld

Signature

Version

RN R @ BRI R (sd) ARTERH]

wE
2

String

String

Integer

Integer

String

String

String

F

I

P

fim

b

fifisdh

BEREE O, BUESE # O SOR A SN IS8 Action YT
BH, BN AR S5 2SI 24210, HUE N Describelnstances.

RS, FRAR IR AR U R, 5 2 s E
SERZIT P AS NS I Region (YA, TER @ FLEHE0
AFREMEEZSRY, RO RN R, N R fL51%5
BAARER

MHT UNIX IHRIEL, Attt APLIESRIVIT TR, Bi411529223702,
ARG Y HIN Az R, &9 ESAT IR,

FEALIEEEL, 5 Timestamp BAE#CR, FHFRAIEE B,

FE AP _EHIEFRIR B 131 Secretld, — Secretld X i HE—
] SecretKey , i SecretKey 2= R4 1E K344 Signature.

THRES, RSREIEKIERI SR, FEMAPIRIELIRIEAS
BotBEGt, BARURETES WSO,

BRAERY AP FURRAS, BUESE 2 SO A SN S5 Version 191
BH, BN =ARSS#IIRRA 2017-03-12,

\)
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https://intl.cloud.tencent.com/document/product/1021/34194
https://console.intl.cloud.tencent.com/capi
https://intl.cloud.tencent.com/document/product/1021/34194
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SRR i) ik b

2453, HuisZH HmacSHA256 fil HmacSHA1, HEHEESE
SignatureMethod  String = 4 HmacSHA256 i, ¥ f#iH HmacSHA256 B iEKIFEE %, HAhE
W3 HmacSHA1 3IiF% 4.,

IGIUEFB AT IR Token , FRELEAIGINE A —EEH, G

Token Strin FIN . \ o
¢ | = Token 7555 1A B FRAR 4% VA R B2 CI4RE, K H254A R 9825 Token .

B F P AR NI AR SS AR S BIFI 3R, HIEREEMFLIRIER URL. 1HRLER, 1ERARBIATT:

HTTP GET 1 R&5 K 7-:

https://cvm.tencentcloudapi.com/?Action=Describelnstances&Version=2017-03-12&Sign
atureMethod=HmacSHA256&Timestamp=1527672334&Signature=37ac2f4fde00b0ac9%bd9ecadebds
9blbbee224158d66e7ae5fcadb70b2d181d02&Region=ap—guangzhou&Nonce=23823223&SecretId
=AKIDEXAMPLE

Host: cvm.tencentcloudapi.com

Content-Type: application/x-www—form-urlencoded

HTTP POST & R&5H# -7 -

https://cvm.tencentcloudapi.com/

Host: cvm.tencentcloudapi.com

Content-Type: application/x-www—form-urlencoded
Action=DescribelInstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Timestamp=

1527672334&Signature=37ac2f4£fde00b0ac9bd9eadeb459blbbee224158d66e7aeb5fcadb70b2d18
1d02&Region=ap—-guangzhou&Nonce=23823223&Secret Id=AKIDEXAMPLE

Husg A1 5%

A i TR #Z1 Region BRIV RNE(HAN T RATVR, AR A SCRAZRPRYFT AR, WS ERZ SRS sl
HHO

(X1 HUfE

HEREHIIK (TN ap-guangzhou

RN R @ BRI R (sd) ARTERH] 516 27211
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W TIR V3

ol EISE] ¢ 2021-11-15 17:22:46
Bk v3 (TC3-HMAC-SHA256) Dhag L& T DARTHESA 516 v, MHBEZ S, XRERIVIEK, SFFjson
X, MEEE —ERHA, HEFEHEHZERAEITESE,

BREE, B API Explorer FRRY“% 44 ERAE R IHRE, SRR AARA N API 3.0 %4 v3”, A LU R4 T Rt
fFIRUE, AT AR SDK UL, HEF (GRS APl BLER 7 fl ILYRASE S SDK, C& % T4 MIER
A2, HEFE, XFF Python, Java, PHP, Go. NodeJS. .NET, C++o

Mz AP A NE SR TE M IRIE, AP HEEMRAZ 2T, S53R e BIE R T84 (Signature)
FNE RA T BN HE RSBPE T 1% 4 45 R LUFE @ r 7 SRS AR L TE R,

FIE 2 2 Rk
ASAF I 2 U, #5HTHE Secretld F1 SecretKey, 4 % n] LUA F X 2541,

o Secretld : FATHRIR API AR E &3, RILUE ROV %,
« SecretKey : FITHIE API AR BRI S 17, RILARI IS LN,
o FAPRBITERAEREFIE, BRlE SNRERMTLZE, e, BuABHRELFIE,

FRIH R 2 RIE BEARSERNT

1. B B E ORI B,
2. i =APIEY] Ry & v,
3. fE AP T, Hdi Urit#i] Hia] IR —x .

TR

7~ API 32F§ GET Ml POST 13K, XMTGET/51%, H3ZHF Content-Type: application/x-www-form-urlencoded 1A
Ro A FPOSTHEE, HHiSZ#H Content-Type: application/json 28 Content-Type: multipart/form-data RS
X, json MRARZSEEEEZCFE, multipart AU ERPERE OISR, Iz O REMH json #XHH, & A
NS SRR, HEFA(E ] POST 13K, KRIAMEMEERIFEER, H GET 1ER ISR 32 KB UINAYIE K
2

THLTIRFG AN X SKBISNRIENE T, PR ARR TR, BINEEZR 2R

1. nRFEFAETTE, ZEOREM ;
2. 1R MR A B, PRUCEEHA RIRIVIRE ;

RN R @ BRI R (sd) ARTERH] H17 7211


https://console.intl.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://console.intl.cloud.tencent.com/
https://console.intl.cloud.tencent.com/capi
https://console.intl.cloud.tencent.com/capi

A o [ BRIEH I
A BT
3. OB SNSRI R 4, v LR e SRR A A

R, NMERHBHEFEANS], BNRBEEFREDILENE EXPRAMRON, HRIELIRE
K, BMRAONSBOFAHE, AEEDNT-HSBRTE,

BRI FH 1Y Secretld 1 SecretKey 775l : AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE #1
Gu5t9XxGARNpPg86cd98joQYCNIEXAMPLE, A FAEEER MR miRSSHH N R "M EIIRS, FHIREl—FE
e W& RATEER

curl -X POST https://cvm.tencentcloudapi.com \

—-H "Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPL
E/2019-02-25/cvm/tc3_request, SignedHeaders=content-type;host, Signature=72e494ea
809ad7a8c8£f7a4507b9%ddcbaa8e581£516e8da2f66e2c5a96525168" \

—-H "Content-Type: application/json; charset=utf-8" \

-H "Host: cvm.tencentcloudapi.com" \

-H "X-TC-Action: DescribelInstances" \

-H "X-TC-Timestamp: 1551113065" \

-H "X-TC-Version: 2017-03-12" \

-H "X-TC-Region: ap-guangzhou" \

-d '"{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance

—name"}]}"'
THEEH RS T R,

1. PHEFITEIER B
AN T O AASHE XPHEERITETE K R (CanonicalRequest)

CanonicalRequest =
HTTPRequestMethod + '\n' +
CanonicalURI + '\n' +
CanonicalQueryString + '\n' +
CanonicalHeaders + '\n' +
SignedHeaders + '\n' +
HashedRequestPayload

FEALTR iR
HTTPRequestMethod HTTP i&k 5k (GET. POST) . M/RBIEESN POST ,
CanonicalURI URI 2%, API3.0 [EENIERHT () o
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TBARE

CanonicalQueryString

CanonicalHeaders

SignedHeaders

HashedRequestPayload

BIERIT

e

BHEHTTP 153K URL FYEIR AT, T POST i1EK, EENZETFIFE", NT C
K, W24 URL /RiRlS (?) JEERYFRFERNZ, B4 Limit=10&0ffset=0,

¥ : CanonicalQueryString %% RFC3986 #1T URLEncode, T4 UTF8,
MRIRES IR, FrERRTIHIRmGE, KREEA,

SHEXIIRMER, 2 E host fl content-type F/NKER, WATANA HIE XYk
A LR H B E SR ME— PRI 22 2

PHEFL -

1. 3k¥K key Al value i —# /NG, I RisE REZEHE, 4R key:value\n #{HH% ;

2. 23k, HEISLE key UNE) BY ASCH TP T P

HRAF R R E content-type:application/json; charset=utf-
8\nhost:cvm.tencentcloudapi.com\n o

TEE : content-type MAAHISLFR AZEIHETT &, HLEEREIES W ERMERIEEN R H
charset fH, AMRBELNAIAIEN T, RS IH2IEEEARE R,

S HEAWEKEMER, WAL IE R G ML sLE 25 744, Ml CanonicalHeaders
RN R ——X MY, content-type F1 host 4% KT,

PrER -

1. 3k key Gi— 5/ NE.

2. 213K key UNE) 408 ASCH FHE#ATHMHE, HHEHUDE () k.

IE/RHBIH content-type;host

EKIEX (payload, Bl body, /RN {"Limit": 1, "Filters": [{"Valu
["\u672a\u547d\u540d"], "Name": "instance-name"}]} ) MIMAH(E, 11
4% Lowercase(HexEncode(Hash.SHA256(RequestPayload))), ElXf HTTP i 3K 1F X
SHA256 &7, ARIGT7NiEHIgRED, &IGHMILHEERIRS/NET R, T GET IEXK,
RequestPayload [E& N 2471, HRfliHREERZ
35e9c5b0e3ae67532d3c9f17ead6c90222632e5b1ff7£6289887£1398934f(

RIELLERI, RGN SRIRMTETE R BT

POST
/

content-type:application/json,; charset=utf-8

host:cvm.tencentcloudapi.com

content-type, host

35e9e5b0e3ae67532d3ec9f17ead6ec90222632e5b1£f£f7£6e89887£1398934£064

2. PHERFS TR

RN R @ BRI R (sd) ARTERH] 19 7217
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A o [ BRIEH I
A BT
AN TR A PHER S B PR

StringToSign =
Algorithm + \n +
RequestTimestamp + \n +
CredentialScope + \n +

HashedCanonicalRequest

FEALTR g R
Algorithm B, HAIEEN TC3-HMAC-SHA256 o

VBRI A, BNEKSKER A S8 X-TC-Timestamp HUE, ECYHT A UNIX K[

RequestTimestamp HEIR, HRBIEEN 1551113065 .

RUEYEHE, %3N Date/service/tc3 request, Tl HHEA, ATERIARSS AL (L F1TE

(tc3_request) . Date b UTC PRI B, BUEREMAIESE X-TC-Time
BB UTC FRUERS R] HEI—3 ; service Ny= i, MG JERIMI- g —8, It
HEERIE 2019-02-25/cvm/te3_request,

CredentialScope

AR BRPHE TS AYEIE R BRIIE A E, RSN
HashedCanonicalRequest ~ Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))), IH/REITHELER 2
5ffe6a04c0664d6b969fab9al3bdab201d63ee709638e2749d62a09cal8dd

E¥
il

1. Date /0 MBS RIEL X-TC-Timestamp 8152, HEX A UTC+0, WIRMARGAHNXER, HlAI%R
JNIX, RESEE R RJER Y, B2ERNTEHOERN. BN FEZDY 1551113065, 1E/R/\XHY
Il 2 2019-02-26 00:44:25, {HZ1HHE1SEIHY Date HX UTC+0 HyHHAR } 2019-02-25, [fi-f/& 2019-02-
26,

2. Timestamp @& SRR GN H], HFEFRRGN AIFRER [FU2 R0, A0SR 22 H 5 B E 2k
o AN EARIBRER RIFZY, PIRESBOBAT —BIN G, 1HRGERM, R4S R,

WRIELLERN, TREIPISEIR RS TR R T

TC3-HMAC-SHA256

1551113065

2019-02-25/cvm/tc3_request
5ffe6a04c0664d6b969fab9%al3bdab201d63ee709638e2749d62a09cal8d7031

3. HAEE4
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1) HEIRESZEE, AT

SecretKey = "GuS5t 9xGARNpg86cd98joQYCNIEXAMPLE"
SecretDate = HMAC_SHA256 ("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256 (SecretDate, Service)
SecretSigning = HMAC_SHA256 (SecretService, "tc3_request")

IRAEHRYEE SecretDate . SecretService I SecretSigning IE'E:E%UE"J@?E, AJRECL & ATHTH]
FIF, SRR AL

BEE, NRANREES, HMAC EREHFSBIT rTRe~—E, AR EASEIE G, EEIRmEES
e, SEEARUEFEBR B TR A O EIRS R T EAE, WETAMERY, WS TRAHTE AT+ 7SR RS R A
B, HE T ESERE RN,

FERAFD iR

SecretKey JF4ERY Secretkey, Bl Gu5t 9xGARNpg86cd9870QYCN3EXAMPLE o
Date HI Credential #'#Y Date (5. H/RHIEUES 2019-02-25 .
Service HI Credential H'fYJ Service FE(E 5. HRHIEUEN cvm o

2) WRES, (AT

Signature = HexEncode (HMAC_SHA256 (SecretSigning, StringToSign))

W RBIHEEERE 72¢494ea809ad7a8c8f7a4507b9bddcbaa8e581£516e8da2f66e2c5a96525168 .

4. PH% Authorization
240 T 1% 2% Authorization :

Authorization =

Algorithm + ' ' +

'Credential=' + SecretId + '/' + CredentialScope + ', ' +
'SignedHeaders="' + SignedHeaders + ', ' +

'Signature=' + Signature

FERAFR fire

Algorithm B, EEHN TC3-HMAC-SHA256 o

Secretld XS Secretld, Bl AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE ,

CredentialScope Wb, FIUETERE, WRETESERZ 2019-02-25/cvm/tc3_request o
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R A fi %
SignedHeaders

, BAE, MR RERE
Signature

BIERIT

WEx, B58400LEHER, HWREIBYEN content-type;host o

72e494ea809ad7a8c8f£7a4507b9%bddcbaa8e581£f516e8da2f66e2c5a96525168 o

ARIELLERN, RBHISEIRE

TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE/2019-02-25/cvm/tc

3_request,
bddcbaa8e581£f516e8da2f66e2c5a96525168

SignedHeaders=content-type;host,

RSB EATT

POST https://cvm.tencentcloudapi.com/
Authorization:
19-02-25/cvm/tc3_request,

SignedHeaders=content-type;host,

Signature=72e494ea809ad7a8c8£7a4507b9

TC3-HMAC-SHA256 Credential=AKIDz8krbsJI5yKBZQpn74WFkmLPx3EXAMPLE/20

Signature=72e494ea809%a

d7a8c8£7a4507b9%ddcbaa8eb581£516e8da2f66e2c5a96525168

Content-Type:
Host:
X-TC-Action:

X-TC-Version:

application/Jjson;
cvm.tencentcloudapi.com
DescribeInstances
2017-03-12
1551113065
ap—guangzhou

"Filters": [{"Values":

X-TC-Timestamp:
X-TC-Region:
{"Limit": 1,
e"}1}

5. ¥R BN

Java
import java.nio.charset.Charset;
import java.nio.charset.StandardCharsets;
import java.security.MessageDigest;
import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.TimeZone;

import java.util.TreeMap;
import javax.crypto.Mac;
import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;
public class TencentCloudAPITC3Demo {

private final static Charset UTF8 =

RN R @ BRI R (sd) ARTERH]

["\u672a\u547d\u540d"1,

charset=utf-8

"Name": "instance—-nam

StandardCharsets.UTF_8;
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private final static String SECRET_ID = "AKIDz8krbsJbyKBZQpn74WFkmLPx3EXAMPLE";
private final static String SECRET_KEY = "Gubt9xGARNpg86cd98joQYCN3EXAMPLE";
private final static String CT_JSON = "application/json; charset=utf-8";

public static byte[] hmac256 (byte[] key, String msg) throws Exception {
Mac mac = Mac.getInstance ("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec (key, mac.getAlgorithm());
mac.init (secretKeySpec) ;

return mac.doFinal (msg.getBytes (UTF8)) ;

}

public static String sha256Hex (String s) throws Exception {
MessageDigest md = MessageDigest.getInstance ("SHA-256");

byte[] d = md.digest (s.getBytes (UTFS8)) ;

return DatatypeConverter.printHexBinary (d) .toLowerCase () ;

}

public static void main (String[] args) throws Exception {

String service = "cvm";

String host = "cvm.tencentcloudapi.com";
String region = "ap-guangzhou";

String action = "DescribelInstances";
String version = "2017-03-12";

String algorithm = "TC3-HMAC-SHA256";

String timestamp "1551113065";

//String timestamp = String.valueOf (System.currentTimeMillis () / 1000);
SimpleDateFormat sdf = new SimpleDateFormat ("yyyy-MM-dd") ;

/) TERRX, EHRES

sdf.setTimeZone (TimeZone.getTimeZone ("UTC") ) ;

String date = sdf.format (new Date (Long.valueOf (timestamp + "000")));

) KKKk ok kA A A ,’;5}%’ 1 f#fffyzﬁzﬁj\?ﬂj %k ok ok ko ko kA

String httpRequestMethod = "POST";

String canonicalUri = "/";

String canonicalQueryString = "";

String canonicalHeaders = "content-type:application/json; charset=utf-8\n" + "hos
t:" 4+ host + "\n";

String signedHeaders = "content-type;host";

String payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u5
40d\"1, \"Name\": \"instance—-name\"}1}";

String hashedRequestPayload = sha256Hex (payload) ;

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canoni
calQueryString + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.println (canonicalRequest) ;

J ) KAARA Ak ARk Ak HGHE 5 ¢ FLEEIEEE G ETFEER ok ko k ok ok kA A kA KK

String credentialScope = date + "/" + service + "/" + "tc3_request";

String hashedCanonicalRequest = sha256Hex (canonicalRequest);

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope +
"\n" 4+ hashedCanonicalRequest;

System.out.println(stringToSign) ;
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J ) KKK KAk ok kA Kk /J-;/’:_///}g 3: Z‘f—ﬁf/;{% ok ok ok Ak kA A A kA A

byte[] secretDate = hmac256(("TC3" + SECRET_KEY) .getBytes (UTF8), date);

byte[] secretService = hmac256 (secretDate, service);

byte[] secretSigning = hmac256 (secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary (hmac256 (secretSigning, string
ToSign) ) .toLowerCase () ;

System.out.println (signature) ;

J ) KKKk kA kA A /J}’:%Tg 4 ﬁfj‘l‘gf(: AULhOrization **#** %%k kkkkk*

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + creden
tialScope + ", "

+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.println (authorization);

TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put ("Authorization", authorization);

"Content-Type", CT_JSON);

"Host", host);

headers.put
headers.put
headers.put ("X-TC-Action", action);
headers.put ("X-TC-Timestamp", timestamp);

"X-TC-Version", version);

(
(
(
(
headers.put (
(

headers.put ("X-TC-Region", region);

StringBuilder sb = new StringBuilder();
sb.append ("curl -X POST https://") .append (host)

.append (" -H \"Authorization: ") .append(authorization) .append("\"")
.append (" -H \"Content-Type: application/json; charset=utf-8\"")
.append (" -H \"Host: ") .append(host) .append ("\"")

.append (" -H \"X-TC-Action: ") .append(action) .append ("\"")
.append (" -H \"X-TC-Timestamp: ") .append (timestamp) .append ("\"")
.append (" -H \"X-TC-Version: ") .append(version) .append ("\"")
.append (" -H \"X-TC-Region: ") .append(region) .append ("\"")
.append (" —-d '") .append (payload) .append("'");

System.out.println(sb.toString());
t
}

Python

# —*— coding: utf-8 —*-

import hashlib, hmac, json, os, sys, time
from datetime import datetime

# BEHSH

secret_id = "AKIDz8krbsJS5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gubt9xGARNpg86cd98joQYCNIEXAMPLE"
service = "cvm"

host = "cvm.tencentcloudapi.com"

endpoint = "https://" + host

region = "ap-guangzhou"
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action = "DescribeInstances"

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

#timestamp = int (time.time())

timestamp = 1551113065

date = datetime.utcfromtimestamp (timestamp) .strftime ("$Y-sm-%d")

params = {"Limit": 1, "Filters": [{"Name": "instance-name", "Values": [u"ﬂiﬁi%"

131}

#oAAAAA AR A A AN FFHEE 1 FELELIST SR ER ok ok ke ok ok ok ok ok kA A
http_request_method = "POST"

canonical_uri = "/"

canonical_qguerystring = ""

ct = "application/json; charset=utf-8"

payload = json.dumps (params)

canonical_headers = "content-type:%s\nhost:%s\n" % (ct, host)

signed_headers = "content-type;host"

hashed_request_payload = hashlib.sha256 (payload.encode ("utf-8")) .hexdigest ()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print (canonical_request)

HOA KA A KA A A KA K }IJ/L‘ 2 ¢ }yff*f%:ﬁ‘z?f&,%{ ok ok kK kA KA A A KA

credential_scope = date + "/" + service + "/" + "tc3_request"
hashed_canonical_request = hashlib.sha256 (canonical_request.encode ("utf-8")) .hexd
igest ()

string_to_sign = (algorithm + "\n" +

str (timestamp) + "\n" +
credential_scope + "\n" +
hashed_canonical_request)

print (string_to_sign)

H#oxk AR A A Ak HGHE 3 0 TREEES kokok ok ok ok kA kK

# I ESE IR

def sign(key, msg):

return hmac.new (key, msg.encode ("utf-8"), hashlib.sha256) .digest ()

secret_date = sign(("TC3" + secret_key) .encode ("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode ("utf-8"), hashlib.sha?2

56) .hexdigest ()
print (signature)

# ARk AA KA AR AN FGHE g P FBE Authorization **Axk A Ak kA Ak

authorization = (algorithm + " " +
"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +

IR L BRI (bR ARSUERT] 9525 7271



@ A BT

"Signature=" + signature)
print (authorization)

print ('curl -X POST ' + endpoint

+ ' -H "Authorization: ' + authorization + '"'

+ ' —-H "Content-Type: application/json; charset=utf-8"'
+ ' -H "Host: ' + host + '"!

+ ' -H "X-TC-Action: ' + action + '"'

+ ' -H "X-TC-Timestamp: ' + str(timestamp) + '"'

+ ' -H "X-TC-Version: ' + version + '"'

+ ' -H "X-TC-Region: ' + region + '"'

+ " -d '"" + payload + "'")

go

package main

import (

"crypto/hmac"

"crypto/sha256"

"encoding/hex"

"fmt"

"time"

)

func sha256hex (s string) string {

b := sha256.Sum256 ([]byte(s))

return hex.EncodeToString(b[:])

}

func hmacsha256 (s, key string) string {
hashed := hmac.New(sha256.New, []byte (key))
hashed.Write ([]byte(s))

return string(hashed.Sum(nil))

}

func main () {

secretId := "AKIDz8krbsJS5yKBZQpn74WFkmLPx3EXAMPLE"
secretKey := "GubtI9xGARNpg86cd98joQYCNIEXAMPLE"
host := "cvm.tencentcloudapi.com"

algorithm := "TC3-HMAC-SHA256"

service := "cvm"

version := "2017-03-12"

action := "DescribelInstances"

region := "ap-guangzhou"

//var timestamp int64 = time.Now () .Unix ()
var timestamp int64 = 1551113065

// step 1: build canonical request string
httpRequestMethod := "POST"

canonicalURI := "/"

canonicalQueryString := ""
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canonicalHeaders := "content-type:application/json; charset=utf-8\n" + "host:" +
host + "\n"

signedHeaders := "content-type;host"

payload := " {"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name":
"instance—-name"}] }°

hashedRequestPayload := sha256hex (payload)

canonicalRequest := fmt.Sprintf ("$s\n%$s\n%$s\n%$s\n%s\n%s",

httpRequestMethod,

canonicalURTI,
canonicalQueryString,
canonicalHeaders,
signedHeaders,
hashedRequestPayload)
fmt.Println (canonicalRequest)

// step 2: build string to sign

date := time.Unix (timestamp, O0) .UTC() .Format ("2006-01-02")
credentialScope := fmt.Sprintf ("%$s/%$s/tc3_request", date, service)
hashedCanonicalRequest := sha256hex (canonicalRequest)

string2sign := fmt.Sprintf ("$s\n%d\n%s\n%s",

algorithm,

timestamp,

credentialScope,

hashedCanonicalRequest)
fmt.Println(string2sign)

// step 3: sign string

secretDate := hmacsha256 (date, "TC3"+secretKey)

secretService := hmacsha256 (service, secretDate)

secretSigning hmacsha256 ("tc3_request", secretService)
signature := hex.EncodeToString ([]byte (hmacsha256 (string2sign, secretSigning)))
fmt.Println (signature)

// step 4: build authorization

authorization := fmt.Sprintf ("%$s Credential=%s/%s, SignedHeaders=%s, Signature=%
S",

algorithm,

secretId,

credentialScope,

signedHeaders,

signature)

fmt.Println (authorization)

curl := fmt.Sprintf (' curl -X POST https://%s\
—-H "Authorization: %s"\

-H "Content-Type: application/json; charset=utf-8"\
-H "Host: %s" —-H "X-TC-Action: %s"\

-H "X-TC-Timestamp: %d"\

-H "X-TC-Version: %s"\

-H "X-TC-Region: %s"\

-d '%s'', host, authorization, host, action, timestamp, version, region, payload)
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fmt.Println (curl)
I

PHP
<?php
SsecretId = "AKIDz8krbsJI5yKBZQpn74WFkmLPx3EXAMPLE";
SsecretKey = "Gu5t9xGARNpg86cd98 joQYCN3EXAMPLE";
Shost = "cvm.tencentcloudapi.com";
Sservice = "cvm";
Sversion = "2017-03-12";
Saction = "DescribelInstances";
Sregion = "ap-guangzhou";

// Stimestamp = time();
Stimestamp = 1551113065;

Salgorithm = "TC3-HMAC-SHA256";

// step 1: build canonical request string

ShttpRequestMethod = "POST";

ScanonicalUri = "/";

ScanonicalQueryString = "";

ScanonicalHeaders = "content-type:application/json; charset=utf-8\n"."host:".Shos
t."\n";

SsignedHeaders = "content-type;host";

Spayload = '"{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name":

"instance-name"}]}"';

ShashedRequestPayload = hash ("SHA256", Spayload);
ScanonicalRequest = ShttpRequestMethod."\n"
.$canonicalUri."\n"

.$canonicalQueryString."\n"

.$canonicalHeaders."\n"

.$signedHeaders."\n"

.ShashedRequestPayload;

echo S$canonicalRequest.PHP_EOL;

// step 2: build string to sign

Sdate = gmdate ("Y-m-d", Stimestamp);

ScredentialScope = $date."/".S$service."/tc3_request";
ShashedCanonicalRequest = hash ("SHA256", ScanonicalRequest);
SstringToSign = $algorithm."\n"

.Stimestamp."\n"

.ScredentialScope."\n"

.$hashedCanonicalRequest;

echo S$stringToSign.PHP_EOL;

// step 3: sign string

SsecretDate = hash_hmac ("SHA256", S$date, "TC3".SsecretKey, true);

SsecretService = hash_hmac ("SHA256", S$service, $secretDate, true);

SsecretSigning hash_hmac ("SHA256", "tc3_request", SsecretService, true);
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S$Ssignature = hash_hmac ("SHA256", S$stringToSign,

echo S$signature.PHP_EOL;
// step 4: build authorization

Sauthorization = $algorithm

." Credential=".$secretId."/".ScredentialScope

echo Sauthorization.PHP_EOL;
Scurl = "curl -X POST https://".Shost

.'" —H "Authorization: '.Sauthorization.'"'

, SignedHeaders=content-type;host, Signature="

SsecretSigning) ;

.$signature;

.' —-H "Content-Type: application/json; charset=utf-8""

.' —-H "Host: '.S$host.'"'

.'" -H "X-TC-Action: '.S$Saction.'"'

.'" -H "X-TC-Timestamp: '.Stimestamp.'"'
.'" -H "X-TC-Version: '.S$version.'"'

.' -H "X-TC-Region: '.$region.'"'

M'-d '"".S$payload.""'";

echo S$Scurl.PHP_EOL;

R R
FPHEDL PR RIS, SRR LB,

IR

<8y

AR fiD

BIERIT

AuthFailure.SignatureExpire B4, Timestamp S-S5 22 UETE SK YIS [RIAH ZE A58t 778

AuthFailure.SecretldNotFound .
FITo

AuthFailure.SignatureFailure

AuthFailure.TokenFailure mEIE Token 4512,
AuthFailure.InvalidSecretld ZHIEE (N2 AP &S
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WHITIR

ot ISR - 2021-11-16 15:24:53

BXTTEVI WG, (RN M NERITIE v8, HEFEHHERITIE V3,

BRI, BWER AP Explorer RV 4 BB R IRE, IEBRS AR “API 3.0 844 vi”, Al LUERE 5T iR it
TIRUE, FHRAL T mRIE S B L RG], tal B SDK XS, #HEFMHHB IS APIELER 7 FE Wgfs
IBE SDK, C&Hid 7EAMIERIRE, HWEHE, XFF Python, Java, PHP, Go. NodeJS. .NET, C++

I API KRNI RNEKIEIT B I lE, B MERESTR ZAE N HE RS Hh &% 4 ER (Signature) DU
WEIERE B,

BHERHZEFUAERK, Z2FEIUETHE Secretld Al SecretKey ; # I RRAE 2 FIUE, 1ER1IE SAPIEEH LT
HiE, ENEEAM AP,

oty >
1. I 2RIk

TR —RMEH = AP Z A, TERITE = AP 5 I1E B2 2RI,
L EUE TS Secretld f1 SecretKey :

« Secretld TR AP & # & 17

o SecretKey H T INER44 F7F B FIARSS da it g UE 2544 71 ER 5 H
o APRIRAERESRIE, BRiteE,
RIS UERY B IBAT

1. B B E P OER A
2. Witk = API Z5H Byl & DU
3.7E =~ API %5 T, Hdi CHrataeH] BIRILLAIIE—XT Secretld/SecretKey,

HEE  BPMIKS RS AILIAAE AT Secretld/SecretKey,

2. ERZ A

B T &2 FIESecretld Al SecretKeyfm, BLATLUERRESE T MUT RAEMREL BIVIFEATRE
(B H F#Y Secretld #1 SecretKey 777172 -

» Secretld: AKIDz8krbsJ5yKBZQpn74WFkmLPX3EXAMPLE
o SecretKey: Gu5t9xGARNpg86¢cd98joQYCN3EXAMPLE
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https://console.intl.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
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@ A BT

EE XERERE, HERERHPLRREIER Secretld Al SecretKey #1T/E5EHR/E !
DT R 55 25255 201511 3% (Describelnstances) & R A B, 24 VAKX —#E N, HiERSEETREM T

SRR HixZ SEUE

Action g Describelnstances

Secretld Z4HID AKIDz8krbsJ5yKBZQpn74WFkmLPX3EXAMPLE
Timestamp L AN R 1465185768

Nonce [SERTIN RS 11886

Region S FRAE DX I8 ap-guangzhou

Instancelds.0 REERRYSLH] ID ins-09dx96dg

Offset TVES= 0

Limit Sy WAl 20

Version BOMAS 2017-03-12

2.1. XBRIEF

EHAENPEE RSERSBANTHT (ASCIEE) FAFdiF. TR 1) RESEAHITHTY, SBUERERR A
A], A5/ ; 2) $% ASCIH RGEE AR/, 401 Instancelds.2 BHEFE Instancelds. 12 J5TH, T EI4TFREE, AR
BiE, F PRI LUEBIGRIEIE S FRIHE X HE P B BCR SCIX —DIRE, 4 PHP ARy ksort BN, i@ S ButHEr 45
Ra0T:

{

'Action' : 'Describelnstances',

'InstanceIds.0' : 'ins-09dx96dg’',

'Limit' : 20,

'Nonce' : 11886,

'Offset' : O,

'Region' : 'ap-guangzhou',

'SecretId' : 'AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE',
'Timestamp' : 1465185768,

'Version': '2017-03-12",

}

EHEERFPRINES IR, At LE RPN SEO TH Y, [EINSR 2,

2.2, PHEERFRF B
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LA IR BOE SRR ER

FHE_E—P R iE R SERE I SRR =S FUE " IIER, 404 Action 8, HSEHFHN "Action”, %L
{E77 "Describelnstances" , K&/ Action=Describelnstances

ER . “BBUE NEETIE url 4RBERE,

RIETHERLEE N SRR PHEAE I, R RIIIERTAF RN

Action=DescribelInstances&Instancelds.0=1ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0
&Region=ap-guangzhou&Secret Id=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465
185768&Version=2017-03-12

2.3. PHEERIFE TR

A BRAE A JFOSC T AT S
BT R LU LN SRR Rl

1. 353K 751 XK POST fl GET A=, XHEEH GET ik, FEEAENEKE,

2. TERENLEF L1415 (Describelnstances)HYiE K44 © cvm.tencentcloudapi.com, SEFRAYIE KA AR ERE
P JE AR AR F TSR], 3 UL TR,

3. TE RS HATARAR SAPIFIE KSR EIEN / o

4 TERFRFER: B E—20 A B T SR

FAAFESCRIPHERINDY © ERITE + ERFEN +IERBEE + 2 + BERFHH
BRI PHZEE R
GETcvm.tencentcloudapi.com/?Action=DescribelInstances&Instancelds.0=1ns-09dx96dg&L

imit=20&Nonce=11886&0ffset=0&Region=ap-guangzhou&Secret Id=AKIDz8krbsJ5yKBZQpn74WF
kmILPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

2.4. EE 4 HE

D A R A H
H e HMAC-SHAT BB E— P HRGIEREXFRBRETESY, RERAERIESY BT Base6s T4
i, HIRPRSRANES S,

BARBEAIT, M PHPIES A :
SsecretKey = 'GubS5t9xGARNpg86cd98 joQYCN3EXAMPLE"';
SsrcStr = 'GETcvm.tencentcloudapi.com/?Action=DescribelInstances&InstanceIds.0=ins

-09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-guangzhou&SecretId=AKIDz8krbsJ5
yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12";
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$signStr = base64_encode (hash_hmac ('shal', S$srcStr, S$secretKey, true));

echo $signStr;

RN

E1iP9YW3pW28FpsEdkXt /+WcGel=

ERAHERFPRINES RN, Al H LRGP ESCHTEARIE, [EIREH B 561 iy —BE0E,

3. B4 R YmiY

LRI R ANREE NG RSEL, RERHIT URL 4Wid.

AN _E—2 A i 25 44 BN ElIP9YW3pW28FpsEdkXt/+WceGel=, ISR HIERSE (Signature) 4 :
EliP9YW3pW28FpsEdkXt%2{%2bWcGel%3d, ‘&5 T4 siR & iyiE Rk URL,

EE MRAPRIERGER GET, EIFERA N POST R Content-Type 4 application/x-www-form-
urlencoded, NIEXEERNFIEIERSENESBEM URL HB, SEEA=-FFSABEHRG, JE ASCI FHHE
URL ZRigHTTRESL UTF-8 T4,

BR . FREGRIESHNEESE3INFESEHT urlencode, TEXFMEMR T, BIABENZL BT URL 4G
T, BMFHERX URL L2 SFEEL KK,

ER RS RERRERTRS, WISRA RFC 3986, fEA %XY MREHRFFHPIINFHITH MG, H
XY ATAEFIFR (0-9 IREFR A-F) , SERNERFIRHER.

4. 25545

IRIESCFRE L, FAELU T SRR R, TR SLPRIE DU L,

IR HIRAR
AuthFailure.SignatureExpire foedpunli
AuthFailure.SecretldNotFound AL
AuthFailure.SignatureFailure IR

AuthFailure. TokenFailure token $& 1%
AuthFailure.InvalidSecretld FHIEE (R2 APIEHIER)
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@ HEI:HE 1
5. B4 THE

TESCRRVE A API 3.0 I, HEFFMIARLEREIN SDK 3.0, SDK £1%& TEARER, FAN LT Mg dhiy B4k
FEOEIA], EAEREZ I SDK b, HHTSZFRIREIES A

» Python

» Java

o PHP

« Go

» JavaScript
« NET

N1 EERENMREYIRE, THMEIRWEE S N, M ARSI EARKEL, EREEA, AR O
SRHUEAR L LB mife, RSOt ig, HAE& MM, KRB RENM SDK,

LMY url ATREDY

https://cvm.tencentcloudapi.com/?Action=DescribeInstances&InstanceIlds.0=1ins-09dx9
6dg&Limit=20&Nonce=11886&0ffset=0&Region=ap—-guangzhou&SecretId=AKIDz8krbsJ5yKBZQp
n74WFkmLPx3EXAMPLE&Signature=El1iP9YW3pW28FpsEdkXt$2F%2BWcGeI%$3D&Timestamp=1465185
768&Version=2017-03-12

FE  BTRAIREHZ R, BEENAZERGC Y FIE, K HAIFR I url ZEX SRR T EE A curl S an
DV 2R EEENEER © 4, 8 TSI DUEREREIR url , FR2EUURBEIH Y Secretld Al SecretKey
NESHVESH, FHEH RS Y HIN [EZWEN Timestamp o

ER AE TEEREIT, NRAMEIES, EERESSEXUTERR ul rlRERERTAE, RSB
A, (HEGFAEE#ATE, REFASEEME, BRI IEHAATRT,

HE  DUFRESOGER T API 3.0, TREERHEA THMWA LI, BEZIHRT AP, HTEEMAT ZREESH
BT R, 15D N SRR SR A HE,

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;

import javax.xml.bind.DatatypeConverter;
public class TencentCloudAPIDemo {

private final static String CHARSET = "UTF-8";
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@ A BT

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getlInstance (method);

SecretKeySpec secretKeySpec = new SecretKeySpec (key.getBytes (CHARSET), mac.getAlg
orithm());

mac.init (secretKeySpec) ;

byte[] hash = mac.doFinal (s.getBytes (CHARSET)) ;

return DatatypeConverter.printBase64Binary (hash) ;

}

public static String getStringToSign (TreeMap<String, Object> params) {

StringBuilder s2s = new StringBuilder ("GETcvm.tencentcloudapi.com/?");

/) BE BRSO TFHGE7, ML TreeMap RULINIF

for (String k : params.keySet ()) {

s2s.append (k) .append ("=") .append (params.get (k) .toString ()) .append ("&") ;
}

return s2s.toString () .substring (0, s2s.length() - 1);

}

public static String getUrl (TreeMap<String, Object> params) throws UnsupportedEnc
odingException {

StringBuilder url = new StringBuilder ("https://cvm.tencentcloudapi.com/2");

/) SLIRIERur 1 XIS L7 A EK

for (String k : params.keySet ()) {
/) BEXEKREH [ Turlencode, HTkeyilB o XFR, BUAMN Hvalue#{Turlencode
url.append (k) .append ("=") .append (URLEncoder.encode (params.get (k) .toString (), CHAR

SET) ) .append ("&") ;

}

return url.toString () .substring (0, url.length() - 1);

}

public static void main (String[] args) throws Exception {

TreeMap<String, Object> params = new TreeMap<String, Object>(); // TreeMapH L[]z
7

/7 SCERIE I 2 (EREPLIZL, P4l | params.put ("Nonce", new Random () .nextInt (java.lang.
Integer.MAX VALUE) ) ;

params.put ("Nonce", 11886); // WIS

// i%ﬁ%%ﬁ%ﬂ?éﬁﬁ#ﬁ%&%ﬁgﬁﬂﬁﬁ% a4 : params.put ("Timestamp'", System.currentTimeMil
lis() / 1000);

params.put ("Timestamp", 1465185768); // WIS H

params.put ("SecretId", "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE"); // LIEZS%(
params.put ("Action", "DescribelInstances"); // WIS

params.put ("Version", "2017-03-12"); // WHSH

params.put ("Region", "ap-guangzhou"); // WIS

params.put ("Limit", 20); // WHESH

params.put ("Offset", 0); // WHEZSH

params.put ("InstanceIds.O0", "ins-09dx9e6dg"); // WESE

params.put ("Signature", sign(getStringToSign (params), "GuS5t9IxGARNpg86cd98joQYCN3E
XAMPLE", "HmacSHAL")); // WHZHK

System.out.println (getUrl (params)) ;
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Python

HEE AR ELE Python 2 IMEHLBT, TREJ7%2E requests fKHficl @ pip

# —*— coding: utf8 —*-

import base64

import hashlib

import hmac

import time

import requests

secret_id = "AKIDz8krbsJS5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gub5t 9xGARNpg86cd98joQYCNIEXAMPLE"
def get_string_to_sign (method, endpoint, params) :
s = method + endpoint + "/2"

install requests o

query_str = "&".join("%s=%s" % (k, params[k]) for k in sorted(params))

return s + query_str
def sign_str (key, s, method):

hmac_str = hmac.new (key.encode ("utf8"), s.encode("utf8"), method) .digest ()

return baset64.b6dencode (hmac_str)

if _ name_ == '_ _main_ ':

endpoint = "cvm.tencentcloudapi.com"
data = {

'Action' : 'DescribelInstances',
'InstancelIds.0' : 'ins-09dx96dg',
'Limit' : 20,

'"Nonce' : 11886,

'Offset!' : O,

'Region' : 'ap-guangzhou',

'SecretId' : secret_id,

'Timestamp' : 1465185768, # int (time.time())
'Version': '2017-03-12"

}

s = get_string_to_sign ("GET", endpoint, data)

data["Signature"] = sign_str (secret_key, s, hashlib.shal)

print (data["Signature"])
# MR LRI, P)E iR~ i %

# resp = requests.get ("https://" + endpoint, params=data)

# print (resp.url)

Go
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package main

import (

"bytes"

"crypto/hmac"

"crypto/shal"

"encoding/base64"

"fmt"

"sort"

)

func main () {

secretId := "AKIDz8krbsJS5yKBZQpn74WEFkmLPx3EXAMPLE"
secretKey := "GubtI9xGARNpg86cd98joQYCNIEXAMPLE"
params := map[string]string{
"Nonce": "11886",

"Timestamp": "1465185768",
"Region": "ap-guangzhou",
"SecretId": secretld,

"Version": "2017-03-12",
"Action": "DescribeInstances",
"InstancelIds.0": "ins-09dx96dg",
"Limit": "20",

"Offset": "O",

}

var buf bytes.Buffer

buf.WriteString ("GET")

buf.WriteString ("cvm.tencentcloudapi.com")
buf.WriteString("/")

buf.WriteString ("?")

// sort keys by ascii asc order

keys := make([]string, 0, len(params))

for k, _ := range params {

keys = append (keys, k)

}

sort.Strings (keys)

for i := range keys {

k := keys[i]

buf.WriteString (k)

buf.WriteString("=")

buf.WriteString (params[k])
buf.WriteString ("&")

}

buf.Truncate (buf.Len() - 1)

hashed := hmac.New(shal.New, []byte(secretKey))
hashed.Write (buf.Bytes())

fmt .Println (base64.StdEncoding.EncodeToString (hashed.Sum(nil)))
}
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PHP
<?php
SsecretId = "AKIDz8krbsJI5yKBZQpn74WFkmLPx3EXAMPLE";
SsecretKey = "Gubt9xGARNpg86cd98joQYCN3EXAMPLE";
Sparam["Nonce"] = 11886;//rand();
Sparam["Timestamp"] = 1465185768;//time () ;
Sparam|["Region"] = "ap-guangzhou";
Sparam["SecretId"] = S$secretld;
Sparam["Version"] = "2017-03-12";
Sparam["Action"] = "DescribelInstances";
Sparam["InstancelIds.0"] = "ins-09dx96dg";
Sparam|["Limit"] = 20;
Sparam["Offset"] = 0;
ksort ($param) ;
$signStr = "GETcvm.tencentcloudapi.com/?";
foreach ( Sparam as Skey => Svalue ) {
$signStr = $signStr . Skey . "=" . Svalue . "&";

}

$signStr = substr($signStr, 0, -1);

Ssignature = base64_encode (hash_hmac ("shal", $signStr, S$secretKey, true));
echo $signature.PHP_EOL;

// need to install and enable curl extension in php.ini

// S$param["Signature"] = S$signature;

// $Surl = "https://cvm.tencentcloudapi.com/?".http_build_query (Sparam);
// echo S$Surl.PHP_EOL;

// $ch = curl_init ();

// curl_setopt ($ch, CURLOPT_URL, S$Surl);

// Soutput = curl_exec ($ch);

// curl_close ($Sch);

// echo json_decode (Soutput) ;
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Responses

BT BTN A ¢ 2020-02-15 11:44:32

Response for Successful Requests

For example, when calling CAM API (version: 2017-03-12) to view the status of instances (DescribelnstancesStatus),

if the request has succeeded, you may see the response as shown below:

{

"Response": {

"TotalCount": O,

"InstanceStatusSet": [],

"RequestId": "b5b41468-520d-4192-b42f-595cc34b6clc"”
}

}

e The APl will return Response , which contains RequestId , aslong as it processes the request. It does not

matter if the request is successful or not.

» Requestld is the unique ID of an API request. Contact us with this ID when an exception occurs.

» Except for the fixed fields, all fields are action-specified. For the definitions of action-specified fields, see the
corresponding APl documentation. In this example, TotalCount and InstanceStatusSet are the fields
specified by the APl DescribeInstancesStatus .0 TotalCount means thatthe requester owns 0 CVM

instance sothe InstanceStatusSet isempty.

Response for Failed Requests

If the request has failed, you may see the response as shown below:

{

"Response": {

"Error": {

"Code": "AuthFailure.SignatureFailure",

"Message": "The provided credentials could not be validated. Please ensure your s

ignature is correct."

b

"RequestId": "ed93f3cb-£35e-473f-b9f3-0d451b8b79c6"
}

}
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« The presence ofthe Error field indicates that the request has failed. A response for a failed request will include
Error , Code and Message fields.
e Code isthe code of the error that helps you identify the cause and solution. There are two types of error codes
so you may find the code in either common error codes or API-specified error codes.
» Message explains the cause of the error. Note that the returned messages are subject to service updates. The
information the messages provide may not be up-to-date and should not be the only source of reference.

» Requestld is the unique ID of an API request. Contact us with this ID when an exception occurs.

Common Error Codes

If there is an Error field in the response, it means that the API call failed. The Code field in Error indicates the error

code. The following table lists the common error codes that all actions can return.

Error Code Description

AuthFailure.InvalidSecretld Invalid key (not a TencentCloud API key type).
AuthFailure.MFAFailure MFA failed.

AuthFailure.SecretldNotFound The key does not exist.
AuthFailure.SignatureExpire Signature expired.
AuthFailure.SignatureFailure Signature error.

AuthFailure.TokenFailure Token error.

AuthFailure.UnauthorizedOperation The request does not have CAM authorization.

DryRun Operation. It means that the request would have succeeded, but

DryRunOperation the DryRun parameter was used.
FailedOperation Operation failed.

InternalError Internal error.

InvalidAction The API does not exist.
InvalidParameter Incorrect parameter.
InvalidParameterValue Invalid parameter value.
LimitExceeded Quota limit exceeded.
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Error Code
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter

UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

RN R @ BRI R (sd) ARTERH]

Description

A parameter is missing.

The API version does not exist.
The number of requests exceeds the frequency limit.
Resource is in use.

Insufficient resource.

The resource does not exist.
Resource is unavailable.
Unauthorized operation.
Unknown parameter.
Unsupported operation.

HTTPS request method error. Only GET and POST requests are
supported.

API does not support the requested region.
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CloudAudit APls
DescribeEvents

I E] ¢ 2023-01-04 11:45:57

1. API Description

Domain name for API request: cloudaudit.tencentcloudapi.com.
This API is used to query CloudAudit logs.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer
Try it
API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

Parameter Name Required Type Description

Common Params. The value used for this API:

Action Yes Strin
g DescribeEvents.
. . Common Params. The value used for this API: 2019-
Version Yes String
03-19.
. ) Common Params. For more information, please see
Region Yes String , ,
the list of regions supported by the product.
Start timestamp in seconds (cannot be 90 days after
StartTime Yes Integer I ] P! ( y
the current time).
EndTime Yes Integer End timestamp in seconds (the time range for query is
less than 30 days).
NextToken No Integer Credential for viewing more logs.

RN R @ BRI R (sd) ARTERH] 42 72101


https://console.intl.cloud.tencent.com/api/explorer?Product=cloudaudit&Version=2019-03-19&Action=DescribeEvents
https://intl.cloud.tencent.com/document/api/1021/34192
https://intl.cloud.tencent.com/document/api/1021/34192
https://intl.cloud.tencent.com/document/api/1021/34192
https://intl.cloud.tencent.com/document/api/1021/34192
https://intl.cloud.tencent.com/document/api/1021/34192#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8

A BT

BIERIT

Max number of returned logs (up to 50).

Search condition. Valid values: RequestId ,
EventName , ActionType (write/read),
PrincipalId (sub-account), ResourceType ,
ResourceName , AccessKeyId
SensitiveAction , ApiErrorCode
CamErrorCode ,and Tags (Format of

AttributeValue: [{"key":"", "value":"™"}])

Whether to return the IP location. 1 :yes, 0 :no.

Whether the log list has come to an end. true : Yes. Pagination is not required.

Note: null may be returned for this field, indicating that no valid values can be

This parameter has been deprecated. Please use ListOver and NextToken

for pagination, and read data of the next page when the value of ListOver is

Note: This field may return null, indicating that no valid values can be obtained.

The unique request ID, which is returned for each request. Requestld is required for

Parameter Name Required Type Description
MaxResults No Integer
LookupAttributes.N N Array of
r .
OoxupAttributes © LookupAttribute
IsReturnLocation No Integer
3. Output Parameters
P t
arameter Type Description
Name
ListOver Boolean
NextToken Integer Credential for viewing more logs.
A ¢ Logset.
Events Tay o
Event .
obtained.
TotalCount Integer
false .
Requestld String _
locating a problem.
4. Example

Example1 Querying CloudAudit logs

Input Example
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@ A HRAFAT I

POST / HTTP/1.1

Host: cloudaudit.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: DescribeEvents

<Common request parameters>

{

"StartTime": 1610613170,

"EndTime": 1610699570,

"MaxResults": 1

t

Output Example

{
"Response": {
"ListOver": false,
"TotalCount": 1,
"Events": [
{
"CloudAuditEvent": "{\"userIdentity\":{\"principalId\":\"100000000000\", \"account
Id\":\"100000000000\", \"secretId\" :\"xxx\", \"type\":\"Root\", \"userName\" :\"root
\",\"sessionContext\":\"{\\\"token\\\": \\\"xxx\\\", \\\"userIp\\\": \\\"163.177.
68.30\\\", \\\"uin\\\": 100000000000, \\\"ownerUin\\\": 100000000000, \\\"appId\\
\": 1000000000, \\\"expireTime\\\": \\\"2021-01-15 17:35:55\\\", \\\"mfa\\\": O,
\\\"mfaExpireTime\\\": \\\"0000-00-00 00:00:00\\\", \\\"interfaceName\\\": \\\"\\
\", \\\"hasPolicyFilter\\\": 0, \\\"policyFilter\\\": \\\"\\\", \\\"extraInfol\\"
AN\ RN, \"@timestamp\":\"2021-01-15T07:35:59.115042\",\"onlyRecordNotSeen
\":\"0\",\"eventRegion\":\"ap—guangzhou\", \"eventVersion\":2, \"errorCode\":\"0\",
\"errorMessage\":\"permission verify\",\"requestID\":\"c8c04477-eb9%9e-4703-84ae—-£8
758c6084ff\", \"eventID\":\"c8c04477-eb9%e-4703-84ae-£8758c6084ff\",\"apiversion\":
\"3.0\",\"eventType\":\"ConsoleCall\", \"actionType\":\"Read\", \"authMode\":\"0\",
\"isRisk\":\"O\",\"ruleId\":\"0\",\"httpMethod\":\"POST\", \"apiErrorCode\":\"0\",
\"apiErrorMessage\":\"\", \"userAgent\":\"SDK_NODEJS_0.2.1\", \"eventTime\":1610696
155, \"updateEsTime\":16106961641644206, \"sensitiveAction\":\"\",\"eventPlatform\"
:\"0O\",\"sourceIPAddress\":\"9.83.55.32\",\"resourceType\":\"cloudaudit\", \"event
Name\" :\"LookUpEvents\", \"eventSource\":\"cloudaudit.ap-chongging.api.tencentyun.
com\",\"requestParameters\":\"{\\\"Region\\\": \\\"ap-guangzhou\\\", \\\"SecretId
NN AN\ "xxx\N\\", \\\"Timestamp\\\": \\\"1610696155\\\", \\\"Noncel\\\": \\\"1128
ON\\\", \\\"RequestClient\\\": \\\"SDK_NODEJS_0.2.2\\\", \\\"StartTime\\\": \\\"16
10121600\\\", \\\"EndTime\\\": \\\"1610726399\\\", \\\"MaxResults\\\": \\\"20\\\"
, \\\"Mode\\\": \\\"standard\\\", \\\"Version\\\": \\\"2019-03-19\\\", \\\"Action
\NA\": \\\"LookUpEvents\\\", \\\"RequestOperator\\\": \\\"100000000000\\\", \\\"To
ken\\\": \\\"xxx\\\", \\\"RequestSource\\\": \\\"MC\\\", \\\"segId\\\": \\\"1lbe35
142-£784-64d4-4502-a1250702edcd\\\"}\",\"resources\":\" [\\\"*\\\"]\", \"resourceNa
me\":\"\",\"cloudapi\":1,\"auth\":1, \"signature\":0}",
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"EventName": "LookUpEvents",
"EventTime": 1610696155,

"SecretId": "xxx",

"ErrorCode": "O",

"RequestID": "c8c04477-eb%e-4703-84ae-£8758c6084ff",
"SourceIPAddress": "9.83.55.32",

"EventSource": "cloudaudit.ap-chongging.api.tencentyun.com",
"EventRegion": "ap-guangzhou",

"Resources": {

"ResourceName": "",

"ResourceType": "cloudaudit"

b

"Username": "root",

"EventNameCn": "",

"ResourceRegion": ""

}

1,

"NextToken": 16106961641644206,

"RequestId": "2d4a7fba-bba8-452e-a9%9%9e-ccfll1fdaab583"
}

}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for you to call
APls.

» Tencent Cloud SDK 3.0 for Python
» Tencent Cloud SDK 3.0 for Java

» Tencent Cloud SDK 3.0 for PHP

» Tencent Cloud SDK 3.0 for Go

» Tencent Cloud SDK 3.0 for NodeJS
e Tencent Cloud SDK 3.0 for .NET

» Tencent Cloud SDK 3.0 for C++

Command Line Interface

¢ Tencent Cloud CLI 3.0

6. Error Code
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https://github.com/TencentCloud/tencentcloud-sdk-python-intl-en/blob/master/tencentcloud/cloudaudit/v20190319/cloudaudit_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java-intl-en/blob/master/src/main/java/com/tencentcloudapi/cloudaudit/v20190319/CloudauditClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php-intl-en/blob/master/src/TencentCloud/Cloudaudit/V20190319/CloudauditClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go-intl-en/blob/master/tencentcloud/cloudaudit/v20190319/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs-intl-en/blob/master/tencentcloud/services/cloudaudit/v20190319/cloudaudit_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet-intl-en/blob/master/TencentCloud/Cloudaudit/V20190319/CloudauditClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp-intl-en/blob/master/cloudaudit/src/v20190319/CloudauditClient.cpp
https://intl.cloud.tencent.com/document/product/1013
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The following only lists the error codes related to the API business logic. For other error codes, see Common Error
Codes.

Error Code Description

FailedOperation Operation failed.

InternalError Internal error.

InvalidParameter Parameter error.

LimitExceeded.OverAmount The maximum number of tracking sets has been exceeded.
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1. API Description

Domain name for API request: cloudaudit.tencentcloudapi.com.
This API is used to query the CloudAudit tracking set list.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer
Tryit
API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

P t .
arameter Required Type Description

Name
Action Yes String Common Params. The value used for this API: DescribeAuditTracks.
Version Yes String Common Params. The value used for this API: 2019-03-19.

. . Common Params. For more information, please see the list of regions
Region Yes String

supported by the product.

PageNumber Yes Integer Page number
PageSize Yes Integer The number of tracking sets per page

3. Output Parameters

Parameter

Type Description
Name
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https://console.intl.cloud.tencent.com/api/explorer?Product=cloudaudit&Version=2019-03-19&Action=DescribeAuditTracks
https://intl.cloud.tencent.com/document/api/1021/34192
https://intl.cloud.tencent.com/document/api/1021/34192
https://intl.cloud.tencent.com/document/api/1021/34192
https://intl.cloud.tencent.com/document/api/1021/34192
https://intl.cloud.tencent.com/document/api/1021/34192#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
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Tracks Array of Tracking set list
Tracks
TotalCount Integer Total number of tracking sets

Requestld Strin
au g for locating a problem.

4. Example

Example1 Querying the CloudAudit tracking set list

Input Example

POST / HTTP/1.1

Host: cloudaudit.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: DescribeAuditTracks

<Common request parameters>

{

"PageNumber": 1,
"PageSize": 10

}

Output Example

{

"Response": {
"Tracks": [

{

"TrackId": 1,

"Name": "audit",
"ActionType": "Read",
"ResourceType": "audit",
"EventNames": [
"LookUpEvents"

1,

"Storage": |

"StorageName": "audit-cos",
"StoragePrefix": "test",
"StorageRegion": "ap-guangzhou",
"StorageType": "cos"

b
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The unique request ID, which is returned for each request. Requestld is required
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"Status": 1,
"CreateTime": "2021-01-14 14:43:38"
s

1y
"TotalCount": 1,
"RequestId": "2d4a7fba-bba8-452e-a99%e-ccfll1fdaab583"

}
}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKSs that support various programming languages to make it easier for you to call
APls.

» Tencent Cloud SDK 3.0 for Python
e Tencent Cloud SDK 3.0 for Java

e Tencent Cloud SDK 3.0 for PHP

» Tencent Cloud SDK 3.0 for Go

» Tencent Cloud SDK 3.0 for NodeJS
» Tencent Cloud SDK 3.0 for .NET

o Tencent Cloud SDK 3.0 for C++

Command Line Interface

¢ Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common Error
Codes.

Error Code Description

InternalError Internal error.

InvalidParameter Parameter error.
InvalidParameterValue.AliasAlreadyExists The alias already exists.

LimitExceeded.OverAmount The maximum number of tracking sets has been exceeded.
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https://github.com/TencentCloud/tencentcloud-sdk-python-intl-en/blob/master/tencentcloud/cloudaudit/v20190319/cloudaudit_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java-intl-en/blob/master/src/main/java/com/tencentcloudapi/cloudaudit/v20190319/CloudauditClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php-intl-en/blob/master/src/TencentCloud/Cloudaudit/V20190319/CloudauditClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go-intl-en/blob/master/tencentcloud/cloudaudit/v20190319/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs-intl-en/blob/master/tencentcloud/services/cloudaudit/v20190319/cloudaudit_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet-intl-en/blob/master/TencentCloud/Cloudaudit/V20190319/CloudauditClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp-intl-en/blob/master/cloudaudit/src/v20190319/CloudauditClient.cpp
https://intl.cloud.tencent.com/document/product/1013
https://intl.cloud.tencent.com/document/api/1021/34210#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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ModifyAuditTrack

T HEERIN A @ 2023-01-04 11:44:59

1. API Description

BIERIT

Domain name for API request: cloudaudit.tencentcloudapi.com.

This API is used to modify a CloudAudit tracking set.

A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

Parameter Name

Action

Version

Region

Trackld

Name

ActionType

ResourceType

Required

Yes

Yes

Yes

Yes

No

No

No

Type

String

String

String

Integer

String

String

String

RN R @ BRI R (sd) ARTERH]

Description

Common Params. The value used for this API:
ModifyAuditTrack.

Common Params. The value used for this API: 2019-03-19.

Common Params. For more information, please see the list of
regions supported by the product.

Tracking set ID

Tracking set name, which can only contain 3-48 letters,
digits, hyphens, and underscores.

Tracking set event type ( Read :Read; wWrite :Write;
* L All)

The product to which the tracking set event belongs. The
value can be a single product suchas cos ,or * that
indicates all products.
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Status No
EventNames.N No
Storage No

TrackForAllMembers No

3. Output Parameters

Parameter
Type
Name
Requestld String
4. Example

Integer

Array of
String

Storage

Integer

Description

BIERIT

Tracking set status (0: Not enabled; 1: Enabled)

The list of APl names of tracking set events. When
ResourceType is * ,thevalueof EventNames
mustbe * .When ResourceType is a specified
product, the value of EventNames canbe * .When
ResourceType iS cos or cls ,upto10APlIsare
supported.

Storage type of shipped data. Valid values: cos , cls .

Whether to enable the feature of shipping organization
members’ operation logs to the organization admin account
or the trusted service admin account (0: Not enabled; 1:
Enabled. This feature can only be enabled by the
organization admin account or the trusted service admin
account)

The unique request ID, which is returned for each request. Requestld is required for
locating a problem.

Example1 Modifying CloudAudit tracking set

Input Example

POST / HTTP/1.1

Host: cloudaudit.tencentcloudapi.com

Content-Type: application/json
X-TC-Action: ModifyAuditTrack

<Common request parameters>

{
"TrackId": 1,

"Name": "audit",
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%552 H72151


https://intl.cloud.tencent.com/document/api/1021/34209#Storage

@ A BT

"ActionType": "Read",
"ResourceType": "audit",
"Status": O,
"TrackForAllMembers": 1,
"EventNames": |
"LookUpEvents",
"DeleteAudit"

I

"Storage": {

"StorageType": "cos",
"StorageRegion": "ap-guangzhou",
"StorageName": "audit-cos",
"StoragePrefix": "test"

}
}

Output Example

{

"Response": {

"RequestId": "2d4a7fba-bba8-452e-a99%e-ccfll1fdaa583"
}

}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for you to call
APls.

» Tencent Cloud SDK 3.0 for Python
» Tencent Cloud SDK 3.0 for Java

» Tencent Cloud SDK 3.0 for PHP

e Tencent Cloud SDK 3.0 for Go

e Tencent Cloud SDK 3.0 for NodeJS
» Tencent Cloud SDK 3.0 for NET

» Tencent Cloud SDK 3.0 for C++

Command Line Interface

¢ Tencent Cloud CLI 3.0
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https://github.com/TencentCloud/tencentcloud-sdk-python-intl-en/blob/master/tencentcloud/cloudaudit/v20190319/cloudaudit_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java-intl-en/blob/master/src/main/java/com/tencentcloudapi/cloudaudit/v20190319/CloudauditClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php-intl-en/blob/master/src/TencentCloud/Cloudaudit/V20190319/CloudauditClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go-intl-en/blob/master/tencentcloud/cloudaudit/v20190319/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs-intl-en/blob/master/tencentcloud/services/cloudaudit/v20190319/cloudaudit_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet-intl-en/blob/master/TencentCloud/Cloudaudit/V20190319/CloudauditClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp-intl-en/blob/master/cloudaudit/src/v20190319/CloudauditClient.cpp
https://intl.cloud.tencent.com/document/product/1013
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6. Error Code

BIERIT

The following only lists the error codes related to the API business logic. For other error codes, see Common Error

Codes.

Error Code
FailedOperation.CheckClsTopiclsExistFailed
FailedOperation.CheckCosBucketlsExistFailed
FailedOperation.GetClsTopicFailed
FailedOperation.GetCosBucketListFailed

InternalError

InternalError.SearchError

InvalidParameter
InvalidParameterValue.AliasAlreadyExists

InvalidParameterValue.AuditTrackNameNotSupportModify

InvalidParameterValue.CosRegionError

LimitExceeded.OverAmount

ResourceNotFound

ResourceNotFound.AuditNotExist

RN R @ BRI R (sd) ARTERH]

Description

Failed to check whether the CLS log topic exists
Failed to check whether the COS bucket exists
Failed to pull the CLS log topic

Failed to pull the COS bucket list

Internal error.

An internal error occurred. Submit a ticket for
assistance.

Parameter error.
The alias already exists.
The tracking set name cannot be modified.

CloudAudit currently does not support the entered
COS region.

The maximum number of tracking sets has been
exceeded.

The resource doesn’t exist.

The tracking set does not exist.
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1. API Description

Domain name for API request: cloudaudit.tencentcloudapi.com.
This API is used to delete a CloudAudit tracking set.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer
Tryit
API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

P t . -
arameter Required Type Description
Name
Action Yes String Common Params. The value used for this API: DeleteAuditTrack.
Version Yes String Common Params. The value used for this API: 2019-03-19.
. . Common Params. For more information, please see the list of regions
Region Yes String
supported by the product.
Trackld Yes Integer Tracking set ID

3. Output Parameters

Parameter .
Type Description
Name
Requestld String The unique request ID, which is returned for each request. Requestld is required for
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locating a problem.

4. Example

Example1 Deleting a CloudAudit tracking set

Input Example

POST / HTTP/1.1

Host: cloudaudit.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: DeleteAuditTrack

<Common request parameters>

{
"TrackId": 1
s

Output Example

{

"Response": {

"RequestId": "2d4a7fba-bba8-452e-a99%e-ccfll1fdaab583"
}

}

5. Developer Resources

SDK

BIERIT

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for you to call

APls.

» Tencent Cloud SDK 3.0 for Python
» Tencent Cloud SDK 3.0 for Java

» Tencent Cloud SDK 3.0 for PHP

e Tencent Cloud SDK 3.0 for Go

» Tencent Cloud SDK 3.0 for NodedS
o Tencent Cloud SDK 3.0 for .NET

» Tencent Cloud SDK 3.0 for C++

IR L BRI (bR ARSUERT]
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https://github.com/TencentCloud/tencentcloud-sdk-python-intl-en/blob/master/tencentcloud/cloudaudit/v20190319/cloudaudit_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java-intl-en/blob/master/src/main/java/com/tencentcloudapi/cloudaudit/v20190319/CloudauditClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php-intl-en/blob/master/src/TencentCloud/Cloudaudit/V20190319/CloudauditClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go-intl-en/blob/master/tencentcloud/cloudaudit/v20190319/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs-intl-en/blob/master/tencentcloud/services/cloudaudit/v20190319/cloudaudit_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet-intl-en/blob/master/TencentCloud/Cloudaudit/V20190319/CloudauditClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp-intl-en/blob/master/cloudaudit/src/v20190319/CloudauditClient.cpp
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Command Line Interface

¢ Tencent Cloud CLI 3.0

6. Error Code

BIERIT

The following only lists the error codes related to the API business logic. For other error codes, see Common Error

Codes.

Error Code

InternalError

InvalidParameter
InvalidParameterValue.AliasAlreadyExists
LimitExceeded.OverAmount

ResourceNotFound.AuditNotExist
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Description
Internal error.
Parameter error.

The alias already exists.

The maximum number of tracking sets has been exceeded.

The tracking set does not exist.
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CreateAuditTrack

BT BTN ¢ 2023-01-04 11:45:01

1. API Description

BIERIT

Domain name for API request: cloudaudit.tencentcloudapi.com.

This API is used to create a tracking set.

A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

Parameter Name

Action

Version

Region

Name

ActionType

ResourceType

Status

Required

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Type

String

String

String

String

String

String

Integer

RN R @ BRI R (sd) ARTERH]

Description

Common Params. The value used for this API:
CreateAuditTrack.

Common Params. The value used for this API: 2019-03-19.

Common Params. For more information, please see the list of
regions supported by the product.

Tracking set name, which can only contain 3-48 letters,
digits, hyphens, and underscores.

Tracking set event type ( Read :Read; wWrite :Write;
* L All)

The product to which the tracking set event belongs. The
value can be a single product suchas cos ,or * that
indicates all products.

Tracking set status (0: Not enabled; 1: Enabled)
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EventNames.N Yes Arrgy of
String

Storage Yes Storage

TrackForAllMembers No Integer

3. Output Parameters

Parameter -
Type Description
Name
Trackld Integer Tracking set ID
Requestld String )
locating a problem.
4. Example

Example1 Creating a tracking set

Input Example

POST / HTTP/1.1

Host: cloudaudit.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: CreateAuditTrack

<Common request parameters>

{
"Name": "audit",

"ActionType": "Read",

RN R @ BRI R (sd) ARTERH]
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The list of APl names of tracking set events. When
ResourceType is * ,thevalueof EventNames
mustbe * .When ResourceType is a specified
product, the value of EventNames canbe * .When
ResourceType iS cos or cls ,upto10APlIsare
supported.

Storage type of shipped data. Valid values: cos , cls .

Whether to enable the feature of shipping organization
members’ operation logs to the organization admin account
or the trusted service admin account (0: Not enabled; 1:
Enabled. This feature can only be enabled by the
organization admin account or the trusted service admin
account)

The unique request ID, which is returned for each request. Requestld is required for
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"ResourceType": "audit",
"Status": 1,
"TrackForAllMembers": 1,
"EventNames": [
"LookUpEvents",
"DeleteAudit"

1,
"Storage": {

"StorageType": "cos",
"StorageRegion": "ap-guangzhou",
"StorageName": "audit-cos",
"StoragePrefix": "test"

}
}

Output Example

{

"Response": {

"TrackId": 1,

"RequestId": "2d4a7fba-bba8-452e-a99%9e-ccfll1fdaa583"
}

}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for you to call
APls.

» Tencent Cloud SDK 3.0 for Python
» Tencent Cloud SDK 3.0 for Java

» Tencent Cloud SDK 3.0 for PHP

e Tencent Cloud SDK 3.0 for Go

e Tencent Cloud SDK 3.0 for NodeJS
» Tencent Cloud SDK 3.0 for NET

» Tencent Cloud SDK 3.0 for C++

Command Line Interface

¢ Tencent Cloud CLI 3.0
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https://github.com/TencentCloud/tencentcloud-sdk-python-intl-en/blob/master/tencentcloud/cloudaudit/v20190319/cloudaudit_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java-intl-en/blob/master/src/main/java/com/tencentcloudapi/cloudaudit/v20190319/CloudauditClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php-intl-en/blob/master/src/TencentCloud/Cloudaudit/V20190319/CloudauditClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go-intl-en/blob/master/tencentcloud/cloudaudit/v20190319/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs-intl-en/blob/master/tencentcloud/services/cloudaudit/v20190319/cloudaudit_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet-intl-en/blob/master/TencentCloud/Cloudaudit/V20190319/CloudauditClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp-intl-en/blob/master/cloudaudit/src/v20190319/CloudauditClient.cpp
https://intl.cloud.tencent.com/document/product/1013
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6. Error Code

BIERIT

The following only lists the error codes related to the API business logic. For other error codes, see Common Error

Codes.

Error Code
FailedOperation.CheckClsTopiclsExistFailed
FailedOperation.CheckCosBucketlsExistFailed
FailedOperation.GetClsTopicFailed
FailedOperation.GetCosBucketListFailed
InternalError

InternalError.SearchError

InvalidParameter

InvalidParameterValue.AliasAlreadyExists

InvalidParameterValue.CosRegionError

LimitExceeded.OverAmount

ResourceNotFound
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Description

Failed to check whether the CLS log topic exists

Failed to check whether the COS bucket exists

Failed to pull the CLS log topic

Failed to pull the COS bucket list

Internal error.

An internal error occurred. Submit a ticket for assistance.
Parameter error.

The alias already exists.

CloudAudit currently does not support the entered COS
region.

The maximum number of tracking sets has been exceeded.

The resource doesn’t exist.
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1. API Description

Domain name for API request: cloudaudit.tencentcloudapi.com.
This API is used to query the CloudAudit tracking set details.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer
Try it
API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

P t . -
arameter Required Type Description
Name
Action Yes String Common Params. The value used for this API: DescribeAuditTrack.
Version Yes String Common Params. The value used for this API: 2019-03-19.
. . Common Params. For more information, please see the list of regions
Region Yes String
supported by the product.
Trackld Yes Integer Tracking set ID

3. Output Parameters

Parameter Name Type Description

Name String Tracking set name
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ActionType
ResourceType

Status
EventNames

Storage

CreateTime

TrackForAllMembers

Requestld

4. Example

String

String

Integer

Array of
String

Storage

String

Integer

String

BIERIT

Tracking set event type ( Read :Read; write :Write; * :All)

The product to which the tracking set event belongs, suchas cos , or
* that indicates all products

Tracking set status (0: Not enabled; 1: Enabled)

The list of APl names of tracking set events ( * : All)

Storage type of shipped data. Valid values: cos , cls .
Creation time of the tracking set

Whether to enable the feature of shipping organization members’ operation
logs to the organization admin account or the trusted service admin
account

Note: This field may return null, indicating that no valid values can be
obtained.

The unique request ID, which is returned for each request. Requestld is
required for locating a problem.

Example1 Querying the CloudAudit tracking set details

Input Example

POST / HTTP/1.1

Host: cloudaudit.tencentcloudapi.com

Content-Type: application/json
X-TC-Action: DescribeAuditTrack

<Common request parameters>

{
"TrackId": 1
s

Output Example

{

"Response": {

"Name": "audit",
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"ActionType": "Read",
"ResourceType": "audit",
"EventNames": [
"LookUpEvents"

1y
"Storage": {

"StorageName": "audit-cos",
"StoragePrefix": "test",
"StorageRegion": "ap-guangzhou",
"StorageType": "cos"

b
"TrackForAllMembers": 1,

"Status": 1,

"CreateTime": "2021-01-14 14:43:38",

"RequestId": "2d4a7fba-bba8-452e-a99e-ccfllfdaab83"
}

}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKSs that support various programming languages to make it easier for you to call
APls.

» Tencent Cloud SDK 3.0 for Python
e Tencent Cloud SDK 3.0 for Java

» Tencent Cloud SDK 3.0 for PHP

» Tencent Cloud SDK 3.0 for Go

» Tencent Cloud SDK 3.0 for NodeJS
» Tencent Cloud SDK 3.0 for .NET

e Tencent Cloud SDK 3.0 for C++

Command Line Interface

e Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common Error
Codes.
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https://github.com/TencentCloud/tencentcloud-sdk-python-intl-en/blob/master/tencentcloud/cloudaudit/v20190319/cloudaudit_client.py
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Error Code Description

InternalError Internal error.

InvalidParameter Parameter error.

InvalidParameterValue.AliasAlreadyExists The alias already exists.

LimitExceeded.OverAmount The maximum number of tracking sets has been exceeded.
ResourceNotFound.AuditNotExist The tracking set does not exist.
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AttributeKeyDetall

AttributeKey B 1%

BN T 05 H  GetAttributeKey,

FFR Ay
Label String
LabelType String
Order Integer
Starter String
Value String

AuditSummary

BRI

AT 200514 © ListAudits,

27 S
AuditName String
AuditStatus Integer
CosBucketName String
LogFilePrefix String

CmqgRegionlinfo
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WA F 2051 ListCmgEnableRegion,

ey
CmqRegion

CmqgRegionName

CosRegionlinfo
cmgHiEfE 5
AN T 205 - ListCosEnableRegion,

£2%4)
CosRegion

CosRegionName

Event

HEHE

#AN D51 © LookUpEvents,

24y Rl Wi
Resources Resource = &
AccountID Integer %
CloudAuditEvent String i
ErrorCode Integer i
Eventld String e
EventName String e
EventNameCn String e
EventRegion String %
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E27) g3l Wik R
EventSource String = TR KR
EventTime String 7 HAFT R
RequestID String e 1EKID
ResourceRegion String = PRI

SRR (BB TR N, AR HAE S

ResourceTypeCn  Strin 5 T
P ? T B AT R

Secretld String 5 UEFID

SourcelPAddress ~ String = JEIP

Username String = P4
LookupAttribute
KRS
#a0 FHEO51H © LookUpEvents,

E2y i e i) A3 i T D

o AttributeKey 18 RUEUETEH /2 :Requestld, EventName, ReadOnly,

AttributeKey String =
Username, ResourceType. ResourceName#llAccessKeyld, Eventld

AttributeValue String % AttributeValue
Resource
AR e

AN 51 © LookUpEvents,

E2Yii it WA Eipun
ResourceName String i HIRAR
ResourceType String & ARty
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{

"Response": {

"Error": {

"Code": "AuthFailure.SignatureFailure",

"Message": "The provided credentials could not be validated. Please check your si

gnature is correct."

ty
"RequestId": "ed93f3cb-f35e-473f-b9f3-0d451b8b79ce6"

}
}

Error 1Y Code Z/RE5121S, Message Zo/RiZ i IRIYEMAR(E Ro

RIS 5

RNIERG
IR iR
UnsupportedOperation BRAEASIHE,
ResourcelnUse BRI S
InternalError NEREE IR
RequestLimitExceeded TSR REGES. T AR R il

FANF L. BEEH OREFEHES COMBreE 2R, AISE

AuthFailure.SecretldNotFound . . L N )
W, IBREEFEGEE R, EEE A 22,

LimitExceeded T AT PR ),
NoSuchVersion BOAMRATEE,
ResourceNotFound IR F1E,
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AuthFailure.SignatureFailure

AuthFailure.SignatureExpire

UnsupportedRegion
UnauthorizedOperation
InvalidParameter
ResourceUnavailable
AuthFailure.MFAFailure
AuthFailure.UnauthorizedOperation
AuthFailure.InvalidSecretld
AuthFailure.TokenFailure
DryRunOperation
FailedOperation
UnknownParameter
UnsupportedProtocol
InvalidParameterValue
InvalidAction
MissingParameter

Resourcelnsufficient

NP F5HETRG
BTG

FailedOperation.CreateBucketFail

InternalError.CmqError

FRAXFT A - IR R ks AR

BIERIT

Wi

SEHIR, SLIEHR, R RS R
TR

Bt W, Timestamp FIRSS dx i RIAEZE AL 708, TR A A
N TRL2 5 AR TR [R]2

PO SRR E sk,

RERERIE

SRR,

BRIFA AT,

MFA #i%,

HRAKRIZN, 1HS#H CAM SR SR B,
HHHIEE (M2 APIEHERD) |

token $H 1%,

DryRun #fF, REHRFRZRINN, HEZET DryRun S84,
BRI

RABEEHIR,

HTTP(S)iEREM SR, 528 GET Hl POST 15K,
SRIUE IR,

B,

WiAA
B COSTHIBRIRIN

Ol emgif Z4ES R, AIRERMER QIR cmab S B4
fA1E, A RTREER AR EE R 2R
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InternalError.CreateAuditError
InternalError.DeleteAuditError
InternalError.DescribeAuditError
InternalError.InquireAuditCreditError
InternalError.ListAuditsError
InternalError.ListCmgEnableRegionError
InternalError.ListCosEnableRegionError
InternalError.SearchError
InternalError.StartLoggingError
InternalError.StopLoggingError

InternalError.UpdateAuditError
InvalidParameter.Time

InvalidParameterValue.AuditNameError
InvalidParameterValue.CmgRegionError
InvalidParameterValue.CosNameError

InvalidParameterValue.CosRegionError

InvalidParameterValue.lsCreateNewBucketError

InvalidParameterValue.lsCreateNewQueueError

InvalidParameterValue.lsEnableCmqNotifyError

InvalidParameterValue.LogFilePrefixError
InvalidParameterValue.MaxResult

InvalidParameterValue.QueueNameError
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PHREE IR, TEIBCRITR AR

WHERHEIR, WEBCRITR A G
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(FERAEIRD)

BREREBAH AT SR

=H T H AT SCREf A B emaotiis
i A I cos PR A AR AT & HIE
=T H AT SR AR cos s

IsCreateNewBucketV G EVETEELZ0F11, 0fKFEA
BIFITEAERE, 1ROIEFNITEER,

IsCreateNewQueuellV B BUETEELZ0A11, 0fXFTAH
G, 1REHIE,

IsEnableCmqNotify Y& XX EUETEEZ0A11, OfKERAIHF
Bf%#emq, 110K FTF emafkif,

BHIZRRE R R
BRR R SR I ERORIR [H] S BU2 50
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IR
InvalidParameterValue.ReadWriteAttributeError

InvalidParameterValue.Time
InvalidParameterValue.attributeKey

LimitExceeded.OverAmount
LimitExceeded.OverTime
MissingParameter.MissAuditName
MissingParameter.MissCosBucketName

MissingParameter.MissCosRegion
MissingParameter.cmq

ResourcelnUse.AlreadyExistsSameAudit
ResourcelnUse.AlreadyExistsSameAuditCmqgConfig
ResourcelnUse.AlreadyExistsSameAuditCosConfig
ResourcelnUse.CosBucketExists

ResourceNotFound.AuditNotExist
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AttributeKey 'y RHUETE FEl /2 :Requestld.
EventName. ReadOnly, Username. ResourceType.
ResourceName#{IAccessKeyld
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