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FAQs
General Questions

Last updated : 2022-02-23 15:32:41

What types of artifacts does continuous deployment support?

Continuous deployment supports Docker images, Generic files, and WAR packages.

What types of clusters does continuous deployment support?

Continuous deployment supports CVM (Linux OS), TKE, and SCF clusters.

How can | protect sensitive information when configuring continuous deployment
processes?

To protect tokens, SSH keys, Kubernetes certificates, and other confidential information, select Project Settings >
Developer Options > Credentials Management in a project in CODING DevOps for Web to open the credentials

management page. You can also set the continuous deployment release processes that can use the information.

How do | release source code?

Many common dynamic programming languages involve no compilation and build processes. You can configure Git

repository in the application's artifact settings to specify the file path and release the source code.

How can | configure an approval process?

You can configure an approval process in two steps:

1. Open CODING DevOps for Web and select a project. In the project, select Settings > Fields and Processes >
Approval Process Settings to go to the "Approval Process Settings" page. You can add multiple approval
processes for a single project.

2. Go to Continuous Deployment > Release Process > Associate Approval to associate the release process
with an approval process. Then, when you submit a release order, the system will automatically determine which

approval process is executed in advance.

Do release orders have to go through an approval process?

No, if you do not associate any approval process with a release process, the release process requires no approval. In

this case, the release order is executed immediately after it is submitted.
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How to pull images from a private repository
when deploying Kubernetes resources

Last updated : 2024-01-03 12:00:38

This document describes how to pull images from a private repository when deploying Kubernetes resources.

Prerequisites

You must activate the CODING DevOps service for your Tencent Cloud account before you can use Coding

Continuous Deployment (CD).

Open Project

1. Log in to the CODING console and click the team domain name to enter the CODING page.
2. On the Workspace homepage, click

=

on the left to go to the Continuous Deployment console.

Feature Overview

When deploying Kubernetes resources, if the images referenced by manifest are stored in a private repository, you
need to configure imagePullSecrets in manifest to pull the images.

The following describes how to configure imagePullSecrets for different types of cloud accounts:

Tencent Cloud TKE
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< Console Cloud Account Management ° Binding Cloud Accounts

CODING CD is based on cloud-nati to manage the process, and can be easily and quickly deployed in Kubernetes, Tend  Cloud account category
your cloud account on this page.View cloud account description 2

TKE Kubernetes  TencentCloud

& Application

® Cloud Account

B Host management Account Name Account Status

(@ flaskapp  Licensed CODING Docker Failed B | 2Re-verify Cloud account name *

Please select a locale *

Please select a locale -

Please select TKE cluster *

Please select TKE cluster 4

Auto-generate CODING Docker Repository Access Credentials ®

Please select namesp il

Allow continuous dd
cluster

oK Cancel

As shown above, CODING-CD generates a Secret named coding-registry-cred-$ (user_id) inthe TKE

cluster. You can view the Secret information in the TKE console:
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After a cloud account is added, you can view the sample usage :
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Kubernetes Application Deployment [ Configuration guide | [F Help Documentation O Console

You can submit a release order to deploy a Kubernetes application and view application information after a successful deployment.

Configuration guide

E  Status: All - Sort by: All application name Q
View the full steps of the Continuous Deployment configuration
app o 1  Cloud account Manage >
No release history at this time A cloud account is a credential for ° -
managing Kubernetes resources, and you @
can add as many cloud accounts as you
Posting Order & Cluster need

2 Applications and

- Manage >
Pipeline B ©
The application is the basic unit of .

continuous deployment, and the
deployment process orchestrates the

3 Associate Associations >
You can associate multiple applications

with this project to achieve multiple
application publishing control

4 Release New Release >

Developers within a project can raise © A
orders for releases based on pre-defined ’
application and release processes

Kubernetes cloud accounts (non-TKE cluster)

For a Kubernetes cloud account added with Kubeconfig or Service Account credentials, you need to create a Secret in
the Kubernetes cluster before manifest can reference images from a private repository (CODING artifact repository is

taken as an example here):

[ Overview Artifact Repository All Artifact Artifact Management
& Collaboration hello-world o
testd Version: 1
<> Repository & test
Docker Repo  In Project Type Docker  Permission In Project
@ Code Scanner beta > Overview  Guide Attributes  Version list 1
oo Cl > ImageList Set Credentials
A cb > hello-world Automatically generate credentials
— Recommended Use
O Artifact Management
Artifact Repository
Manual configuration
Artifact Scanner
£ Test Management > docker login -u 2qq.com straybirds-docker.pkg.coding. net
B Document > push

1. Tag the local image

docker tag <LOCAL_IMAGE_TAG> straybirds-docker.pkg.coding.net/ /

2.push your docker image

docker push straybirds-docker.pkg.coding.net/ /hello-world:1
& Settings «

If you directly reference images from the private repository in mainfest without generating a Secret in the cluster, the
operation will fail.
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kubectl create secret docker-registry coding-regcred \\

——docker-server=Your team domain --docker-username=Your email --docker-password=S$ (p

After a Secret is generated, use imagePullSecrets in manifest to configure the Secret for pulling images (the

last two lines).
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CODING Continuous Deployment

apiVersion: apps/vl

kind: Deployment

spec:
containers:
- name: nginx
image: nginx:1.14.2
ports:
- containerPort: 80
imagePullSecrets:

— name: coding-regcred

©2013-2022 Tencent Cloud. All rights reserved.
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For more information, see How to pull images from a private repository in Kubernetes

Kubernetes cloud accounts (TKE cluster)

If you add a TKE cluster cloud account using a Kubeconfig or Service Account, you can directly create a Secret on the

TKE console. Go to the cluster Information page, and select Configuration Management > Secret > New:

& Cluster(Guangzhou)

‘‘‘‘‘‘ barmetes /dockercty couappmkpro proan

ubernetes i dockercy cout-appraciouegstykey Ses

ubernetes gockercty coutapptecenmtkey e 4

Fill in the form as follows:

€ NewsSecret

Opace | oockercty
O veron s mamespces

Specity Namespace

Similarly, after a Secret is generated, use imagePullSecrets in manifest to configure the secret for pulling

images (the last two lines).
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CODING Continuous Deployment

apiVersion: apps/vl

kind: Deployment

spec:
containers:
- name: nginx
image: nginx:1.14.2
ports:
- containerPort: 80
imagePullSecrets:

— name: coding-regcred
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Minimum permissions required for Kubernetes
cloud accounts

Last updated : 2024-01-03 12:01:05

This document describes how to configure the minimum permissions required for Kubernetes cloud accounts in
CODING.

Prerequisites

You must activate the CODING DevOps service for your Tencent Cloud account before you can use Coding

Continuous Deployment (CD).

Open Project

1. Log in to the CODING console and click the team domain name to enter the CODING page.

2. On the Workspace homepage, click
th

on the left to go to the Continuous Deployment console.

Feature description

If you want to release apps in a Kubernetes scenario (using a K8s account), CODING-CD must be able to call
Kubernetes APls. We do not recommend you grant all permissions for the Kubernetes cluster to CODING-CD. Using
Kubernetes' Role Based Access Control (RBAC), you can grant CODING-CD the minimum permissions required to

release apps. The following describes how to configure mini permissions.

Role

We recommend you create a Role inthe namespace for which you will grant permissions and bind a

ServiceAccount tothe Role .
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CODING Continuous Deployment

apiVersion: rbac.authorization.k8s.io/vl

kind: ClusterRole
metadata:

name: coding-cd-role
rules:

- apiGroups: [""]

resources: ["namespaces", "configmaps",

verbs: ["get", "list"]

- apiGroups: [""]

resources: ["pods", "pods/portforward",

verbs: ["*"]

©2013-2022 Tencent Cloud. All rights reserved.

"events", "replicationcontrollers", "serv

"services",

"services/proxy", "secrets"]
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- apiGroups: ["autoscaling"]
resources: ["horizontalpodautoscalers"]

verbs: ["list", "get"]

- apiGroups: ["apps"]

resources: ["controllerrevisions", "statefulsets"]

verbs: ["list"]
- apiGroups: ["extensions", "app", "apps"]
resources: ["deployments", "replicasets",

verbs: ["*"]

Service Account

"ingresses",

CODING Continuous Deployment

"daemonsets"]

Next, createa Service Account for CODING-CD. The Continuous Deployment console uses the Service

Account tointeract with the Kubernetes cluster. You can use the following manifest to createa Service

Account

©2013-2022 Tencent Cloud. All rights reserved.
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apiVersion: vl
kind: ServiceAccount
metadata:
name: coding-cd-service-account

namespace: default

Role Binding

Finally, createa RoleBinding tobindthe above coding-cd-role 10 coding-cd-service—-account

©2013-2022 Tencent Cloud. All rights reserved. Page 16 of 23



@ Tencent Cloud CODING Continuous Deployment

apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:

name: coding-cd-role-

namespace: webapp

roleRef:

apiGroup: rbac.authorization.k8s.io
kind: Role

name: coding-cd-role

subjects:

— namespace: default
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kind: ServiceAccount

name: coding-cd-service-account
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How to convert certificate files in Kubeconfig
to certificate data

Last updated : 2022-03-30 10:23:07

This document describes how to convert certificate files in Kubeconfig to certificate data.

Prerequisites

You must activate the CODING DevOps service for your Tencent Cloud account before you can use Coding

Continuous Deployment (CD).

Open Project

1. Log in to the CODING console and click the team domain name to enter the CODING page.

2. On the Workspace homepage, click === on the left to go to the Continuous Deployment console.

Feature Overview
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When adding a Kubernetes cloud account, you can select Kubeconfig or Service Account authentication method:

Cloud Account Management

¢ Console CODING CD is based on cloud-native capabilities to manage the deployment process, and can be easily and quickly deployed in Kubernetes, Tenp Binding Cloud Accounts

your cloud account on this page.View cloud account description (2
Cloud account category

& Application

® | ©
@® Cloud Account . . @ &
Account Name Account Status
TKE Kubernetes | TencentCloud
B Host management Ny
(@) flaskapp  Licensed CODING Docker Falled B | £Re-verify
Cloud account name *
@Tips M

Please ensure that your Kubernetes cluster has open public access and add
the public IP segment of your CODING ongoing deployment to the cluster

access control list whitelist.

CODING Continuously Deployed Public IP Segment:
212.64.105.0/24
212.129.144.0/24

Select authentication method *

® Kubeconfig Service Account

Kubeconfig *

For authentication using Kubeconfig certificate files (in the example below, certificate-authority ,
client-certificate ,and client-key are all specific files that contain certificate information), you need to

convert the certificate files to base64-encoded strings before adding a cloud account.

apivVersion: vl

kind: Config

clusters:

— cluster:
certificate—authority: */ca.crt
server: https://**x****

name: demo

contexts:

— context:

cluster: demo

user: demo

name: demo

current—-context: demo
preferences: {}

users:

— name: demo

user:

client-certificate: */client.crt

client-key: */client.key

©2013-2022 Tencent Cloud. All rights reserved. Page 20 of 23



&2 Tencent Cloud

The section below explains how to perform the conversion.

Get the base64-encoded string of the certificate file

Run the following commands:

0OSs X
cat "certificate file" | base64
Linux
cat "certificate file" | base64
Windows
certutil -f -encode "certificate file" "output file"

Update Kubeconfig file

CODING Continuous Deployment

1.Change certificate-authority 10 certificate-authority-data ,and enter the base64-encoded

stringofthe */ca.crt certificate file.

2.Change client-certificate to client-certificate-data ,and enter the base64-encoded string of

the */client.crt certificate file.

3.Change client-key to client-key-data ,and enter the base64-encoded string of the

*/client.key certificate file.

The result is as follows:

apiVersion: vl
kind: Config
clusters:

— cluster:

certificate-authority-data: LSO0tLS1CRUJJTiBDRVJUSUZADQFURSOtLSO0tCk1JSUM1ekNDQWMrZ

©2013-2022 Tencent Cloud. All rights reserved.

OF3SUJBZ01CQVRBTkJna3Fo0a2l HOXcwQkFRcOZBREFWTVINAOVRWURWUVEFERXAwdAGEFXNXAKYTNWaVpVTk
JNQJRYRFRJAO1ESXhNREEWTURJMU1Wb1hEVE13TURJAO9EQTBNREkKkXTVZvd0ZURVRNQkVHQTEFVRQpPReE1
LY1dsdWEXdDFZbVZEUVRDQOFTSXdEUV1KS29aSWh2Y05BUUVCQIFBRGANRVBBRENDQVEFvQ2dnRUJBTUC1
CiYwUOtxcHVXeEIlmWlVabmVFakM5bjFseHFQSzdUT1VQbzROe jFWcWxaQkt 6NzJDVVErZ jBtVGNQLy90S
3BQUVAKaG9pNndyaXJRUMVERTErRFIrOTZHVDIrSGZ3L2VHQTISZmErNS80UGSPW1pTUEVPS3MxVVdhcO
VgSDJIVZG4xTwpEe JVRZk1ESkKkFjZ1BoTzV0eUZFaGZNa2hid0Y2QkJONNh5RmJJdX140ThmZGx5SWJIJUnp
LSm16VWZQcUx2WUZoCmFQbjFAWFZyT20yMnFtblgzL2VxZXM4aG51SmpJd1VPOWRDR1IhJOVRYJEQOWmw2
PERVWUS2VS9vaEF zM0x4VzAKWUV4ZkcxMzFXdjIrROt 4WWV2QO0FuMit SQ3NBAFpTZk9zcV1 jMmorYS9FO
DVgdzcyS1FkNGd6eG1lHMCszaUl4WApWaGhpcWFrY1owZ1RCcOFtZHY4Q0F3RUFBYUSDTUVBAORNWURWU j
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BOOVFILOJBUURBZOtrTUIWROExXVWRKUVFXCk1CUUdDQ3NHQVFVRkJ3TUNCZ2dyQmdFRkJRYORBVEFQQOmMd
OVkhSTUJBZJhFQI1RBREFRSCIONQTBHQINXRINJY JMKRFFFQkN3VUFBNE1CQVEFDKzFuU2w0dnJDTEV6eWg0
VWAXR3ZWS1dtV21tM2dBWFFJULIR2WG56NXZgOXE3Z0JYSwpCRVUyakVHTFF2UEJQWUZwWU JhmZ11CZCtgT
2xtYS9IdU9ISmwORUxhaHIJKbnIwaU9YcytoeV1pV0ZUKzZ2RO5RCMY4QnAVNT1kYzY1ejVVMnlUQjd4Vk
hMcGYzRTRZAUN2NmZhdy 9PZTNUUzZUbThZdFBXREgxNDBOR2ZKMHIWR1YKSZzZsQnl 5THMwMz ZzT1V52U0J
PcEduOUxyKytvb09ImTVZIU2dpaEJlcE13Z2VVvYk05YUlramlHb2VjNk5HTUN3Nwpka FNWTmAMNGxXxMSnRv
Rkt oVDATZHF jMmk2 SW1lwbkJrdUIHUWRJUF11iQnF6MkN5eVMyRkZmeEJsV2 ImNmcxMTFTClphSUlpQO01Lb
XNgeDJVvTFBhOUdANS JjR6LERNRIhLY1ZyNnhhVQot LSOt LUVORCBDRVJUSUZJQOFURSOtLS0tCg==
server: https://****x**

name: demo

contexts:

— context:

cluster: demo

user: demo

name: demo

current-context: demo

preferences: {}

users:

— name: demo

user:

client-certificate-data: LSOtLSI1CRUJAJTiBDRVJUSUZJQOFURSOtLSO0tCk1JSURBRENDQWVPZOF3
SUJBZ01CQWpBTkJIJna3Fo0a2lHOXcwQkFRcOZBREFWTVINAOVRWURWUVEFERXAWAGEXNXAKYTNWaVpVTkJINQ
JRYRFRJAO1ESXhNekV5TXpreU5sblhEVE14TURJeEL 6RX1Nemt 5Tmxvd01URVhNQIVHQTFVRQpDaE1PYz
NsemRHVNRPbHTFoYzNSbGNuTXhGakFVOmdOVKkJIBTVREVZFwYml scmRXSmxMWFZ6W1hJd2dnRWINQTBHCkN
TcUdTSWIzZRFFFQKFRVUFBNE1CRHABd2dnRUtBb01CQVFDAEpSMThYOGVBavV1Jclg3Z20xQ0azBOZEFURINJ
UOkKeXNGMGIzS21CTk9VclRIcGtnaUFwR1dmZDJaVXNZR3IwdOVBLOF IWm9PMUxPUHAQYzEyb201bGIwW
INNWT 1MaQpVeW9OUQ3huREZIVDJIQn1PNCtGRkSpVCEtXTUSFTURURWXERXh1anolWVIwblpZVIiN2V2Z5T3
12S1BnaldFU29IC1VVenVvOmRRbUSLUZzhCeXhIUmFvenFJUFRVRGkzUFJIDT1IGZERKV11NTWpnbDZmbmd
HWkROMnp jTINFZ JRGNzYKc2FUKOVhMU1kbjV5akRCNXczaHIvZXBBclcOQVUyR3NTRFZyTHY2UDFE 1 SWVO0
RDAONjZrT1BBNk1IUIRKbUNLLwp2aEJrbGVPMGFwcERzZTERDT3hpMkc2Q1BRNDZVYVZUOEhZMk 9sQU5NnS
Mt RRDNWY JEFXTn1hQlVpRKFNTUJBQUAgC1IB6QTINQTRHQTFVZER3RUIVAIFFQXAIJRMIEQWRCZO5WSFNVRU
ZgQVVCZ2dyQmdFRkJRYORBUV1JS3dZQk JRVUgKQOXdJJdORBWURWUJBUQVFILOJBSXdBREFOQmdrcWhraUc
5dzBCQVFzRkFBTONBUUVBTHVrZ1dxWnRtbkZITlcxYgpgL0l2ekexTmIyUEtWYXVobml 5RzZRWWnRZYzR1
Uk51SGhicEhEdThyamc2dVB1Y0xMdHAzb1U2UGW4S2J2WEFp1CmplNmIQR2xvV3VBCFIrVWIKRFQ2VEpPDK
2020m5CSXpWQkNOL211SWVPQOhEK1k5L2dtbzRnd2Q4c2F3U0Z1b jMKZTEVekF2cHBwWATVZY05wcU92aU
kxT2NJNGAxNTd2V1hIMFRIAUJKMOVtQ2JZRXUzYXhOL251dnhOYnYxbDFRSQovSzRaOWw3IMXFgaEp3SV1
BaHUzek5pTWpCULlVTRIJkZnd2NmFnclhSUnN6b1Z24ejESMmMOgM2pWU215cXZxeVFrCmZXckpsc3VhY1ND
dT1KUE440UQrVXkwVnZzXZmhPdmp4 cXVRSktwUWIhMz1Qci81Q3YweXFKUKF IMkk5Wk1IZEYKNk JORVBRP
TOKLSOtLS1FTkQgQOVSVE1GSUNBVEUtLLSOtLQo=

client-key-data: LSOtLS1CRUJJTiBSUOEgUFJJVkFURSBLRVQSLSOtLQpNSUlFcEFJQkFBSONBUUVB
cINjdGZGLOhnSWIDTEYrNENONUSEWFFKeFVPpRWINckJkRz15cGAUVGxXxLMHg2Wk 1 JCmdLUL ZuM2Rt VkxHQ
nESTUJBUHACMMFEdEN6a jhdM05kcUkrWl1c5RIVGRIBTNGxXNcUV3clp3eFIwOWh3Y2plUGgKUlRZay9sak
RSREEweEpReE1YbzgrVOVkSOdXRmQ3MW44anNyeVQOSkZoRXFCMUZLN3FBWEFVKalNrdkF jclIwVwpxSzZ
PRDAxXQTR0e jBSNXZSWEFF5VM1EREkO0SmVUuNTRCOVE 60XMzRFVoSCtCZStyR2svaEdOVEhaK2Nvd3d1Y040
CmE2SHFRSzF1QUZOaHJFZzFheTcrajlXeUhyUSt 6ZXVWRGp3T21CMFV5WmdpdjcOUVPKWGpOR3FhUTADd
3dgclkKdGh1Z20wT09sR2xVLOIwdGpwUURZQIpFQTk2Vz1WamNtZ1ZJaFFJREFRQUJIBb01CQUdADazVGTn
VGaWtkRndYegphdO01EZy90oR1V3ckZIZ3hIdHRCcFFBRi180aVEF5d3hBTORTY11FbDVPUTFEFSME 900OFBONWpP

CODING Continuous Deployment
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VRDVSTHFRWIZTT20wCmhFcOgwMTRYVENWS3RTEFNuaOpBeU9IGRWNYLOhFdjJIJDSF1NRzVIJRCt SQWEWTFUr
bk13bmRvMWPpCcG91Y21uRXAKeTNHOUt 3Ukkxc04xVXhNQWAhVk12NWFocGE2UzRTdENpalh3VGVVWUxpC
1pSZGp5S5UGLjUWIQONOxaSnhBcjRLTgpTUHIDNE1IZTJtV3F3¢cijM5cnBrMWZ3WkViMTRPMJR2Z3dMYmMROTF
JYdVhZSTdicEpOUGRJIDPEQVRExXxOQkJSLOFVCJhJYjNDaTZwZ2M4dFA4VzICeWITQUIVZUNPWDREFM2 1wQUt
tVytKbzFuU3FwQl1FnM2JGVORpRJFrKzdEZ JJZM3IKc09UTO0srVUNNWUVBMTBEb3BtRVcrNnowanZadVFEZ
dF1PW1VQQzZwV0dBaDFLW1VHZndYVWVLO3dnNINuQWOgRwpuMjR4bWJIVAT1zRzBjd2syKOVVcXh3S2IrR
2NJVTdyNVdOaUNXNVZYQzV5Z2Up30FZiMWNtQekRzMSs4YzA4VJNhCkkzNHIuOHp 7 Zm1WTkZ0OUm1 ZS1FMK 1
FGbnZ3ZXM4NFR1eGVBb1hGY2FQcVZTNDNVV2JHRWO2ZThDZ11FQXpl1NFkKeUxYQ2pWNVppa jFsUTAkQ2F
weEQVLO0dCT2JsemRocXRuSjl10WxyVkQ4Y3RVUEVKYVkwVEFFWc3FaNVhCATNtVApLbOw4bmZ JWHg4 cWR3
Z3gvZFRHa2c3d00rZFkrUTFuVDNOWNREFSVAVUKR3TOhLTIN1Tm5kdnUlalQ4aXRrdHhhCktrYV1ISMINOT
25iM1Fzbl1ZHa3F50S9QK0XWLOFyeWdScmtaYXVNcONNWUVBaGpUTkdUYz1taXNxeTV2d0OFHT zkKM1INFEF SG
9YR1ImbWgvakM2RFAXMUAMUE91T21gR1IREbzFCSOF5d3JBSm1RWUsyUkpzdUh4L2dGY3JJY1F6bCtgaQp
VRGRWaDM1a0tEUT1FdOOvalEOT11IdWIXOVhITjVvWmNMbTFISmNNL3BsdlpzVkxFNFFVaHVzT11UZUs?2
TVgyCkUOOS8rcHIBSFVEOG50N1puWGN4U1BjQ2dZRUFub01QcDZablMwSj1iMi 9VbTJI2YS9vNnJOTDBpO
Tlpc2JCTWEKNFR6RFAZTXBIc30owY1RZN1JYaWlncDcybytiY31UNUtMZVhISNB3RVBPL1IR3SUs0Tk8veU
xzZzN3TExORORCegphRC9Ral1hBUWNQazg3NFJrc2s1WVpkZSOkTDRHOk00QnhScXpxZmhXMES5LeXVUUXR
UQONGWTEvMm50eGdSekpb6CmNZNkwxRU1DZ11CAdXpHRkIJVeXMATFpHekFNTWAmNIVRQOAVZERrT2dJRHdzZ
d0dxVV1xQ2ZLcnlGYVACOUJvSi8KMNIMVMVYNDVXTnFpaltCMlgvckdRbGEFIK25YalRBaD1pNONriWGRy S
UQzeXAl1lcGJIBalvVnYjg3dGo2Y3hON1BOcQo5cnhz0OU11R0ON1eFhsd jBkUUpMUkowNXU20EVxYm44Q0RIOX
FRSWZaTmlONXAOSOJFVkp3L1E9PQot LSOt LUVORCBSUOEgUFJJVkFURSBLRVKtLSOtLQo=
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