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3. Ry 7y L ME#ET 74 > |WindowsA{ Y ZAZX YA 74 ¥ KT, VNCRZ4 V&ERL £,

A -

arA4 ANz, RAT = REENLEEIE. a3V =L TIDA VARV ADNRAT—RE YLy v TEET, B
IZRIEICOVWTIE, A Y ARX Y ZAD AT —FZ2 )ty b FFaXy e ISRIEI N,

4. THD LS, Ky 77y FLkuarZ Lo s Y RuT, LD TVE—-ra~<vr FOEE) Z#ERL, Ctrl-
Alt-DeleteZ 7V v 7 LTI AT 074 VEHEIIHEA X T,

©2013-2022 Tencent Cloud. All rights reserved. Page 9 of 322


https://console.intl.cloud.tencent.com/cvm/index
https://intl.cloud.tencent.com/document/product/213/16566

&2 Tencent Cloud Cloud Virtual Machine

Send CiriAltDel « Conneclion succeededTo paste the command, please click here
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Testing Details b4

Protocol Port Direction Policy Effects

TCP 3389 Inbound Motopened ()  Unable to log into C...
TCP 22 Inbound Open Mone

TCP 443 Inbound Mot cpened (3)  Unable to use Web ...
TCP 80 Inbound Mot opened (53 Unable to use Web ...
TCP 21 Inbound Mot cpened (3)  Unable to access FTP
TCP 20 Inbound Mot opened (§)  Unable to access FTP
ICMP 0 Inbound Open Mone

ALL ALL Outhound Open Mone

Open all ports Cancel
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‘ Guangzhau(12)" ‘ Shanghai(20) Beijing(1)” Chengdu(8)” Chongaing(2) Hong Kong, China(6)” Singapore(0) Ba

Mare actions

Project: All projects

ID/Instance Name  Monito...  Status T Availabili... T Model T Configuration Primary IP
i ) Running Guangzhou Zon... 528 Z-core 8GB 5 Mb... 1 |
Systern disk: 55D Cle
Metwork: Basic ne...
3. Ry F7v L MO 74 > |Windows{ Y RAZ YA 7 4~ KT, VNCRZ A VEFERLET,
4. TRD X512, Ry I 7y FLknr4yv g Yy FvohT, £Eo ) E—ravy FORE] ZERL,
Ctrl-Alt-Delete> 7 V) v 7 LTI AT 2074 VHEHHAIEAE T,

Send CirlAltDel ~ Connection succeededTo paste the command, please click here

Cirl-Ali-Delete

Cirl-Alt-Backspace

Clrk-AIL-F1 \lt+Delete to sign in.

Cirl-Alt-F2

Cirl-Alt-F3

Cir-Alt-F4

Cirl-Ali-F5

Cirl-Alt-F6

Clrl-Al-F7

Cirl-Alt-F2

Cirl-Alt-F9

Cirl-Al-F10

Cirl-Al-F11

Cirl-Alt-F12

‘ . i L
5.0 274 Y%A — K% AJIL. EnterzffX. Windows CVMicma 2’4 > T& £ 7,

BRE1 X2V T4 BHSuSLDL VR = (HEER)

Ry FPEHAEIN TN FA 7Y b EREY —AN— kX2 VT4 BT 075084 VA=A 1LET, &
AT MRS B EFTOIRIICOWTIX, CVE-2018-0886 | CredSSPD V E— kT — FEfT X2 [agsE
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BRIV, TDOY Y 2a—3 a »TliWindows Server 2016 % 5l & L £ 3,
ZDMDOSDELEE X, LU D#fE% SR L TWindows UpdatelZiEA T 72X\,
Windows Server 2012

>aY FR—ARRL > PRFALEF 2V T 4 > Windows Update
Windows Server 2008 : A& — bt > a2y ba—A R > AT LEEF 2V T 4 >Windows Update
Windows10 :

>$§E§%Z"k#:‘)‘7‘ff

Windows 7 :

> ‘/@E =RV > VRTAEEF 2V T 4 > Windows Update
1. OSDHIH T,

7V w 7L, BRI Xma—roBqEEZ Vv 7 LET,

2. IRE) PRRSINET, BFie X2V T4%227 Vv LET,

3. HHivtx 2V 74 HEAFRRINTT, HEO LM S5Windows Updater 7 1) v 7 L, ANCFKR X
NEBEHIu TS LADF 2w o270 v 7 LET,

4. HEDFRIES>T, 4 YA M—NOBEEZ Vv 27 LET,

5.4 YA M—NLDRETHRIIA VAR ZAEHEHT 2, BHFHETLET,

BRE 2. RV —DRELE

X2V T4 EH TR T DA VA= ALENTWECVMA Y 2X Y 2T, BBEAS 7 VOBERY > —%
THEg5 ) WX ELE T, ZDY VY a— a» T, Windows Server 2016% il ¥ L5, #IEFIEIZXRDE B D T
RS

THE

Windows 10 HomeDOST, 7N —7 K ¥ —TF 4 RPBVWEEE, VIR M) REFET L THEETEZ
o BEFIEICOWTIE, RS LY A N DOEE 2 T8I0V,

1. OSHIE T,

27 Vw7 L., gpeditmsct AJJL. Enterzff LT, Tm—H VI N—F RV —x2574 %] ZAZET,
2iBH :
Ya—tAhvy bF— IWineR) ZHEH L TETEHEZHH 2D TEE T,
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2. EflIF ey —>ary ) —T, avPa—X—0fR> BEHTY 7L — F>Y 274 > BRBEROBE L ER
L. BELAZ 7 VOBEEXTLI ) v 7 LET,

3. "Bt 7 7 VDBE) HEIPRRINET, AWML EIRL, REBLAAAVEZHEEEL £5,

4.0KEZ7 ) v 7 L TREETT LETD,

BUSE3: LR MNYVODEH
1. OSJHI[H T,

27V w7 L, regeditt AJJL. Enterz#fiL T, LA M)V ZT 1 XREHZX% T,

L

Ya—brhy bE¥— WineR) ZfFHL TETHHEZHS D TEE T,

2. Kl sr—>a >y ) —7T, JHIZaY¥a2—4& >HKEY_LOCAL_MACHINE > SOFTWARE > Microsoft >

Windows > CurrentVersion > Policies > System > CredSSP > Parameters 7 1 L 7 N 2 Z £ 9,

SiBH :

T4 L7 PURZBFEELRBROWEEIE. FETHERL T ZE W,

3.Parameters A2 VU v 7 L. ¥KMER > DWORD(32E v MEZHEINL., 77 A LE4%
['AllowEncryptionOracle] & L %73,

4. FHWER L 7z TAllowEncryptionOracle] 7 7 A V2 X727 Vw7 L, HET—4% % [2) IZ&EL. OK

22V v 7 LET,

5.4 VAR A HEFL T,

B R 2 X > b

CVE-2018-0886 | CredSSP® Y £— + Ta— R23FEfT XN 3 Mgyt
CVE-2018-0886 D CredSSPOHEEH 711 7" 5 A
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&2 Tencent Cloud Cloud Virtual Machine

CVMARRY — Rty MR 72138
7 — RN
AKEEHTH ¢ 2023-06-12 17:07:05

ZDFRF oA Tl Windows Server 201200S %Il & LT, Windows CVMA > XA X > ZAD/)SAT— K+t v
ML FE AR ORI ED NI TN a—F 4 YV HEB X O ERSHL 3,

HR DA

CVMDARRAT —R%Z2 Uty b Lk, [PRTLPEY—IREDLD, 4 VARV RFA VARV ARAYT — K
DUty MIKELFL7(7617d94c)) L FRREINZE T,

CVMDARRAT —F%Z2 Uty b L, LW SRAT = REAEMTRST. 874 V%A — FiZHwoR Yy — K
DEZETTI,

Z 2 b5 JRK

CVMASRY — Rty MR EIEMCR OB 072 IOV TEZLNZHHIIRDO L BD T,
CVM® cloudbase-init I Y R—F Y "R L TWVWE, BHINTWS, ZFEXhTwa, F3EH LT
WRWZ EIZED ET,

CVMIz360 Safeguard ¥ 7213 KR EDH — R =T 4 B X2V 74 V7 bV 272 A VA=A LTED,
P—FR=T 4 BEX 2V 74 V7 V27D RAT—=FVty hayKRK—2xY b cloudbase-init Z7 0 v
JL7ZliT&D, A VARV ADNRRAT =Rty MO o o AREMEDI D D £ 3

PEEDRIEEB L CULH
RAT—F Yty FORBDEZSNBRINHE> T, RO2ODIERTIEPREEEI TV T,

cloudbase-init¥— ¥ X DRER

1 HE T A2 L TWindows A 2 &2 > 2lca 74 > () 2SR L. HIWOWindowsAf > A& > 2lza
A LET,
2. OSH[H T,

==
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&>y Tencent Cloud Cloud Virtual Machine

PHEZV v 7 UTETEER L. EfTHI CTservices.msc A1 L. Enter2#iLC Y —v 2] 74> Ru%h
ERE
3. cloudbase-init H—UERADRFETINEINEHERLE T, ROKIRLE T,

File Action View Help

s FIEc= HE »enop

G semvices (Loca) || Re e e ogal)

F

cloudbase-init Mame Description Status
i%hpp Readiness Gets apps re..

Start the service i%hpplicatiun Experience Processes a...
i%hpplication Host Helper Ser... Provides ad...  Running

Description: i%hpplication dentity Determines ..

Cloud Initialization Service . Application Information Facilitates t... Running
i%hpplication Layer Gateway .. Provides su...
i%hpplication Management Proceszes in...
i%hpp}{ Deployment Service (... Provides inf...

C.'w. Background Intelligent Tran... Transfers fil...  Running
i%ﬂackgroundTaskslnfrastru... Windows in...  Running
i%Base Filtering Engine The Base Fil...  Running
C-ﬁﬂ. Certificate Propagation Copies user... Running
#7 cloudbase-init Cloud Initial...

o CNG Eey |sclation The CMNG ke...

/. COM+ Event System Supports Sy.. Running
C-ﬁﬂ COM+ Systern Application Manages th... Running
C-ﬁﬂ. Computer Browser Maintains a...

Ea.ﬁ Credential Manager Provides se...

C.'w. Cryptographic Services Provides thr.. Running
i%DCGM Server Process Laun.. The DCOM...  Running
C-ﬁﬂ Device Association Service Enables pair...

C-ﬁﬂ. Device Install Service Enables a c...

Ea.ﬁ Device Setup Manager Enables the ...

Qﬂ DHCP Client Registers an... Running
i%[}iagnostic Policy Service The Diagno...  Running
E Miaanackic Sandee Hock The Miaana

Extended f Standard /

N3] OHEE. ROFIHITHEA T I W,

MoWnWz) OYEIE. cloudbase-init H—ERXZFHA YA =L LTLEZE W, BEENZBEICOVTIE
Windows OS®Cloudbase-Initf > & b —)L % THHE L 72 & 0,
4. 7N V) v 7 LT cloudbase-init DT BT 4 ZHZXET, ROKITRL E T,
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@ Tencent Cloud Cloud Virtual Machine

General | Log On | Recovery | Dependencies |

Service name: loudbase-nit

Dizplay name: cloudbasednit

Description: r]oud Intialization Service

Path to executable:
"C:\Program Files'Cloudbase Solutions Cloudbase-Init \bin*OpenStack Serv

Startup type: | Automatic W

Service status:  Stopped

Start | | Stop | | Pause | | Resume |

You can specify the start parameters that apply when you star the service
from here.

Start parameters:

5. %X 7T, cloudbase-init DREENXA THEBNCHEIN TV ELE I 0 EHERL T,

NIV OBEEF. ROFIEHEATL 72X 0,

MWz DA, cloudbase—init DEBIX A 7% HENIHRE L TL X,

6. B4V R 7ITYINEZ. cloudbase-init OBZ A YIDTR—ANIRAT AT AV Y FHIERINATND
YD DR L E T,

NIV OFEEF. ROFIEAHEATL 7230,

MWz ) DA, cloudbase-init DBRZ A VIDER—HNVTRATALAT AT Y MIHRELTLEX W,
7.BEX UV EZ, Y- RRAT—XRADEBI% 7Y v 27 L., cloudbase-init ZFEHTEEHL, =7—
PERREINDIDE I D EBELE T,

NIV OHEIE. CVMIZA YA —=LENTW0WAEXa VT4V 7 v =27 2R T 2 BIToTLZE W,

oWz &R, ROFIHICEA TS W,

8. OSHI[ T,

EH2 ) v 7 UTETEER L, EfTH T Cregeditz AL, Enter2ffiL T LY R )74 &%) w4V R
vEHZ %9,
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9. EMIOL YAV F LS — aiZ, HIZHKEY_LOCAL_MACHINE>SOFTWARE>Cloudbase
Solutions>Cloudbase-Init7 + L 27 M U BRI N T,

10. ins-xxx F DT XTD [lLocalScriptsPlugin) LY & V2R L. LocalScriptsPlugin T — 2 532202 ¥ 5 %
MR L %95

Walue name:

| Local ScriptsFlugin

Value data: Basze

| (®) Hexadecimal
() Decimal

NIV O, ROFIEICHEATL ZE W,
M0z DFAIE. LocalScriptsPlugin OFUE T — X 212 E L TL 72 &0,
11. OSH[H T,

Z7Vv 2L, TDAYEa—RZERNL, 74 2L FITA4N—DHIICD-F 74 N=Ha—F IR T\nEnE
SR L T, ROMITRLE T,
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Computer Wiew
T |18y ThisPC » v € | | Search ThisPC
S Favorites 4 Folders (B)
B Desktop
i Downloads \h Decktop FJ Documents

"5l Recent places

Download
8 This PC h cwnieads
i"‘! Metwork h Pictures

|

4 Devices and drives (2)

Local Disk (C:)

I I
36,3 GB free of 49.6 GB

Music

Videos

CD Drive (D)

@gn’t

¢

8 items

FIOTHBIFZBE, CVMICA VA F—LENTWAEXa T4V 777 2T 5,
FITRWGE, AL A2 —Y ¥y TCCD-ROMF 7 4 728 L %3,

CVMIZA YA P —NAENTVWBRELFXF 2 VT4 V7 V=7 2HERT 3

A VA=A EINTVEEFXF2 VT4 Y7 T T7TINVAFy VEERL, CYMICHETIEL WD, B X

f cloudbase-init DATAVR—=—RY b7 By ZEINTVWRWORZHERLE T,
CVM@HT‘%'%'I&#*ﬁHjéﬂfJ}% W, BELTLIIEE W,

ay7ayik— F@?D/?#ﬁﬁéﬁt% . 7ay Z2RDHELTLEE N,

cloudbase-init I YR—% > M DERB L EREDOFIHIIXRD L BDHTT,

1 FHE T N2 H L CWindows 4 > 2 & v 2icu 74 > (HEEE) 2ZM L. HOWindowsA > A& > Xizw 7
4 LET,
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&2 Tencent Cloud Cloud Virtual Machine

2. KR A VAP NNENTWAERY— K R—TF7 4 BY X2 VT4V 7 7 27WS LT, cloudbase—-init 2
VR=FX MRV INY L, RELET,
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Windows f Y AX VR . VE— TR
My 7Y —bEARFo/l-a 4 EES

RASHEHTH © : 2022-05-26 16:09:18
L EU o ANE

=y
: Windows?3 ) E— b7 227 b v T2 L TWindows A > A& > AR T 2. Tcoa—F—7hvo v
MIVE—bB A URFAEINTWEWE=D, EHRIEGENE L, | WO I X vb—IUHTHRET,

TiRE2

: Windows23 VU E— b F 227 b v F&2HH L TWindows A ~ A& > 22T 2802, TVE—tha 24 o331
. VE=—FTRZ by Y- RERMHL0 4 V2R 2 HERIT 5 XN TV ERERDH D ET, 77 4
LNETE, VE=—FTRZ by 7O —HF TN —TDXN—DAZDIHERBDHH £3, FiET 27 1L—712ZD
MRV, BB WVIEVE— TR by TOL—HF T =T OERDPHIFRE N TV 2551, FEITZ DR
PNEGTHREDPDDET, | LWVI Xy =Y DBHTERET,

Z 2 b5 RA

ZDO7HVY MIVE=FTRZ by FTERZN L TWindows A Y A X > A2 74 352 epFFrl STy
ER

V) a—ay

VE—=FTRAZ by I HWindowsA ¥ A& ¥ RIZHHET % & 1T, W BDRELLGEE. VE—FT RS
by Y —EREHEN LI A RIS 5120E, WindowsAf Y AR Y ATRESINTWVWS Y A T
P—7HT N EBMTA3RENRDH D FT, G OVTIE, VE—Fa s A YEFATLHEROHRE 2 S5 HE
7ZEW,

VE—FTFTRZ by I HWindows A ¥ A X 2 AIZHERET 5 & 212, WE2 BFELEAIE. VE-NT RS
by Y —ERZNL7eu A4 2T 57012, Windowsf Y AX Y RIZ K> THEREINLT AT FDY X b d
LA—H—=7Hhv Y bRHIRT2HBENDD £, FCOVWTIX, VE—MRZ A Y REGT AEROLE %
THRLTEE 0,
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WLIHE T I

VNCEZFIFHLTCVMICRZ 4 V3 3

1.CVMa >y —ricaZ4 > LET,

2. A VARV ADEHR—IT, TRITRT EI1Z. HRDOCVMA YRRV A% BOF T, aF4 o270y 7
LE9,

Instances @ Guangzhou 25 ®  Other egions(d) ¥

More Actions *

| ®Q View instances pending repossession
- Monitorin nstance ~ ~ .
)/Name Status T Availability Zc T nstance Type T B . Primary IPvd (D nstance B
g : ’ Configuration
A @ Running Guangzhou Zone Standard S5 1-core 2GB 1Mbps g - Pay asyou g
4 System disk: Premium Created at 21
Cloud Storage 15:37:31

Network: Default-VPC

3. Ry 77 v 742 Ry [Windows{ Y A& 204 >3 %] 12, EDMDEFR(VNC) ZEIRL, §3<
unr4r% 27y 27 LT, CVMIZa 24 Y LET,

4. Ry F7vFLlzuar4 VHEHET, £EEO TYE—ba<xy FOXE] 23R L. Ctrl-Alt-Delete 7 V) v 7
T5L, YATLRTA VA VR =T 2 —RIZAD T,
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&2 Tencent Cloud Cloud Virtual Machine

Send CirlAltDel « Conneclion succeededTo paste the command, please click here

Cirl-Ali-Delete

Cirl-Alt-Backspace

Clri-All-F1 \lt+Delete to sign in.

Cirl-Alt-F2

Cirl-Alt-F3

Cirl-Alt-F4

Cirl-Alt-F5

Cirl-Ali-F6

Ciri-Alt-F7

Cirl-Alt-F2

Cirl-Alt-F9

Cirl-Alt-F10

Cirl-Al-F11

VEe—bnl4 20T 5EBORE

A :

DU O #E1Z Windows Server 2016 il LUTEH L £ 3,
1.084 VX —7 = — AT,

27V w27 LT, gpeditmscz A/IL. Enter¥—%2# LT le—hI NI NV—-F K> —27 4 22— ZHZZE
ER

2. EflloF sy —arv ) —T, av¥a—X—0RR > WindowsDFRE > F 2V 7 4 OFE > a—H LR
Vy— > 2—F—HNOHH Y TOIEHTERL, VE—FFRZ by P —ECREBfon st 2HAT 5%
XIN7Vy 7 LTHEET,
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Cloud Virtual Machine

\E[ Local Group Policy Editor
File Action View Help

& | nEIXEE HE

=] Local Computer Policy ~
v i Computer Configuration
| Software Settings
w | Windows Settings
~| Mame Rezolution Policy
|| Scripts (Startup/Shutdowr
p= Deployed Printers
W :=-L| Security Settings
4 Account Policies
~ [ Local Policies
“& Uszer Rights Assign
5, Security Options
~| Windows Firewall with
| Metwork List Manager

| Public Key Policies

Policy

Medify firmware envirenment values

Perform volume maintenance tasks
Profile single process

Remowve computer from docking station
Take ownership of files or other objects
Back up files and directories

Restore files and directories

EEEEEEEES

Shut down the systemn

Iz Log on as a batch job

Ll Profile systerm peformance

Obtain an impersonation token for another user in the same...

1y Allow log on through Remote Desktop Services

12| Allow log on locally

Security Settin

Administrator
Administrator
Administrator
Administrator
Administrator
Administrator
Administrator
Administrator
Administrator
Administrator
Administrator
Adrministrator
Administrator

whccessl/\@is computer from the network Everyone, Adrr
_| Software Restriction Pt l5iy) Bypass traverse checking Everyone LOC
_| Application Control Pc || [ Change the system time LOCAL SERVIC
@ IP Security Policies on 1 Change the time zone LOCAL SERVIC
—| Advanced Audit Policy 11 Generate security audits LOCAL SERVIC
. ol PTJHC}I'-'EI.ESEE! Qo5 lii;| Replace a process level token LOCAL SERVIC
5 J AEFHITIStFEtII:VE Templates 2is) Adjust memory quotas for a process LOCAL SERVIC
< > b4
3V TVE=F TR by I - RZfliofcu A v 2ffalo a7 4] OV 4 Y YT, VE—hary

A NEHT22—F =T H T, [VE—FTFRZ by PH—ERENLEQ L %

VAMIHDDE D DEMERL X,
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Allow log on through Remote Desktop Services Properties ? >

Local Securty Setting  Bxplain

j' Allow log on through Remate Desktop Services
*

Administrators
Remote Desktop Users

Add User or Group... Bemove

Cancel Aoy

D7 AT Y ARV AMIBRWGEER, TIHAIEATIZZ W,

CDT7HTYEBVRAMIDHEHEE. 77 v FEEELTT74—FANy 7L TLIEE W,

4.

2—F—ERB@BIN—TFOBME 7V v 7 LT, [2—F—FWEIV—TOER) OV 1 Y U EHEET,

5. VF—bulA VfEHT27h7 Y b EASNL, OKEZ U v 7 LET,

6.OKZZ7 Vw7 LT, B—HANTIN—TFRYS—257 4 X—%2HL %7,

7. A VAR ZARHEF L, ZO7H 7> bEMFHLTWindowsf Y AR Y ZAANDY E— T R7 b v THHiE
BERLTIEZX N,

VE—btuSA VRERT HHEROLE

DA
DT o$/F1Z Windows Server 2016 24l ¥ U CEiHH L % 3
1.084 X —7 = —AT.
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&2 Tencent Cloud Cloud Virtual Machine

%7’)@ LT, gpeditmscz AJiL., Enter¥—%2# LT le—H VI N—TF RV -7 1 &X— ZHZZE
ER

2. EflloF s —arv ) —T, av¥a—X—0ORR > WindowsDFRE > F 2V 7 4 OFE > a—H LR
Vy—>s>2—F—-EAOFH DY TOIETERL, VE-FFRZ by Y —ECREMo/cu TtV RIETE2X T
N7V w7 LTHEET,

=/ Local Group Policy Editor —
File Action View Help
s 2EXE HE

\=] Local Computer Policy ~ || Policy Security Settil
w & Computer Configuration

= Software Setti iz Replace a process level token LOCAL SERVI
jl 1;'_ dare Se:tt?gs Iz Adjust memory quetas for a process LOCAL SERVI
v L Windowso€things 14| Create global objects LOCAL SERVI
| Mame Resolution Policy | te a client after authenticat; LOCAL SERVI
) Scripts (Startup/Shutdowr [y Impersonate a client a rarau entication
l2i| Increase a process working set Users

= Deployed Printers
v igl S%rit}r Settings lziz| Access Credential Manager as a trusted caller

MQ. Account Policies lzig| Act as part of the operating system

W :g Local Policies 12| Add workstations to demain
ﬂ Audit Policy Iz Create a token object
:ﬁ, User Rights Assign l2iy| Create perrnanent shared objects
:E Security Options lziy) Deny access to this computer from the network

| Windows Firewall with lziz| Deny log on as a batch job

| Metwork List Manager ;| Deny log on as a service

| Public Key Policies Deny log on localby

_| Software Restriction P Deny log on through Remote Desktop Services

_| Application Contral Pc lZz| Enable computer and user accounts te be trusted for delega...
g IP Security Policies on 1] Lock pages in memory

H | Advanced Audit Policy 1 Modify an object label
Policy-based Qo5

| Administrative Templates
- — - .

< > <

1212 Synchronize directory service data

3.0V TV = TR by - RZFolcul/d 2 ERO TR 7 4] V4 Y FUT, VE—FtRTA
VAT A2 =T A B TVE= TR by P —ERfiofcn st 2L O2—F -V A M
HBELE D DPEMERLE T,

I—HF =DV R MIHIGEF. VAP —=THv Y b2HIBRL., 4 Y AX A ZHEEL £,
I—HF =PV ZAMIBEVEEIE, F7 v bEEE LT74—FNw 7 LTI,
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&2 Tencent Cloud Cloud Virtual Machine

Windows{ VA XX . 3y hT—T L)L
ODDJLMZI i))) \g

BREHH ¢ 2023-05-16 11:12:07

CORFa2XYMTE, VE—FTFTRZ by 72MHHL TWindows A ¥ AR > Ak 5k, TVE—bav
Pa—& 23, BfWOayPa—XTHR—FINTVWEVSRY P —7 LAULDREEDRDNETT, HR— D
WBELZGEF. AT LEHEDPT 7 AN R—MZHOWEDETLIZEWV, | O T —DPERRINTHEHT
Tl o RO RLIEIC OWTEH LA LE T,

oy

ME—bParbPa—RE BEVOaAYEa—XTHR—- IR TOWRVERY T —27 LXOLORRRED L E
TY, Y R— bDBRERIGERX, SATLEHENT 7N R— FHWEDETLEZIY, | L2 57—X v
I MPERREINYE— b TR by TEHRPTERWN,

Remote Desktop Connection E'

The remote computer requires Metwork Level Authentication, which your computer does not support. For assiskance,
contack wour syskem administrator or kechnical support,

| ok || Heb

NSNS a—T 4 T

S5RH -
DUF o #:4E1Z Windows Server 2016 Z il ¥ L CEiBH L F 9
VNCEHTCVMIZR /4 53

1.CVMza> Yy —nriicarz7fL > LE3,
2. A VARV ADBEMAR—I T, WRDOCVMA VARV AR RDFT, a4y 2270y 27 L%9%, FRIWRT
91T
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&2 Tencent Cloud Cloud Virtual Machine

Guangzhou(12)" Shanghai(20) Beijing(1)” Chengdu(8) Chongaging(2)” Hong Kong, China(6) Singapore(0) Bangkok(1

Maore actions  ~

Project: All projects

ID/Instance Mame  Monito...  Status 7 Availabili... T Model T Configuration Primary IP N

i (Y Running Guangzhou Zon.. 528 Z-core 8 GB 5 Mb... 1 s Bi
System disk: S5D Clt

£ .
MNetwork: Basic ne...

3. Ky 77 v F&hiz Windowsf Y RAZX > 2iZur 455 74 YFUT, ZDMDAR(VNC) %R,
SIuF4rE 2y 7 LT, CVMIZa 24 > LT,

4. FoRENZu L4 Y FUT, EEBCHZ TVE—bha~<wr FOEE) Z#ER L. Ctrl-Alt-Delete® 7
Vo7 LT, AT A4 A4V R=Tz—=RIZADET, ROKNIRT L1

Send CirlAltDel ~ Conneclion succeededTo paste the command, please click here

Cirl-Ali-Delete

Cirl-Alt-Backspace

Clrk-AIL-F1 \lt+Delete to sign in.
Cirl-Alt-F2
Cirl-Alt-F3
Cirl-Alt-F4
Cirl-Alt-F5

Cirl-Alt-F6

Clrl-Al-F7

Cirl-Alt-F2

Cirl-Alt-F9

Cirl-Al-F10

Cirl-Al-F11

LIRAMYREETS

1.084 V& —7 = —RT,
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27V v 27 LT, regeditt AL, Enter¥—Z#f L TCL YA MV T4 X—%ZHZX X T,

2. ElloFesr—2aryy ) —T, a¥¥a—X—>HKEY_LOCAL_MACHINE > SYSTEM >

CurrentControlSet > Control >Lsa7 1+ L' 7 MV 2B %, GHld ™ 4+ > K v TSecurity Packages% ROl %

o LFITRT LS5

E Registry Editor

File Edit View Favorites Help
b- | IDConfigDB ~ || Name Type
.l InitialMachineConfig ab] (Default) REG_SZ
-l IPMI %) auditbasedirectories REG_DWORD
b . Keyboard Layout %) auditbaseobjects REG_DWORD
b -3y Keyboard Layouts ab) Authentication Packages REG_MULTI_SZ
b1y Lsa %] Bounds REG_BINARY
b-di LsabdensionConfig %) crashonauditfail REG_DWORD
=48 Isqformation #4) disabledomaincreds REG_DWORD
b Medfalnterfac.es fgb']eqer}runeincludesannn}rmuus REG_DWORD
[ | MediaProperties o
5.1 MSDTC ) %) forceguest REG_DWORD
o MUl = f_-'g']fullprivilegeauditing REG_BIMARY
b- | NetDiagFx ..:: lelt.BIankPasstrdUse REG_DWORD
bl Netjoin %) LsaPid REG_DWORD
b 1 NetTrace %) NoLmHash REG_DWORD
[> | Metwork Ej‘JNDtificatiDn Packages REG_MULTI_SZ
bl NetworkProvider % ProductType REG_DWORD
[> , MetworkSetup fg'g']restrictanu:un}rmuus REG_DWORD
bl Nis fg'g:-']restrictanu:un}rmuussam REG_D'WORD
b- . Nodelnterfaces %] SecureBoot REG DWORD _
- L Notifications ab| Security Packages REG_MULTI_SZ
[ Ly Msi
[~ | OS5ExtensionDatabase
b PCW
bl PnP
[~ Power o

£ m > £ m

3. Security Packages* X 727 1) v 7 LT, BEBITXXFINOWES 4 7u /Ry 7 22E %3,

Computer\HEKEY_LOCAL_MACHIMENSYSTEMY CurrentControl5et\ControliLsa

4. THEEBATXFHNDRE) XA 707Ky 2 2T, tspkgXFZiBML, OKZZ Y v 7 LET, UTITRT LD

Iz
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Value name:
|Sec:1.|ritjr Packages
Value data:

tsphl|

5. fffloresr—a ) —T, aY¥a—4&—>HKEY_LOCAL_MACHINE > SYSTEM >
CurrentControlSet > Control > SecurityProviders7 1+ L 7 b ) ZJEBI L. HHlOY 4 >~ FoT
SecurityProvidersz HOF %9, ROKNIRT LT :
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File Edit View Favorites Help

----- | ScEvents o~ || Mame Type
b~y ScsiPort abf (Default) | REG_SZ
- |y SecureBoot ab]SecurityProviders REG_SZ

[ | SecurePipeServers
Fﬁ SecurityProviders
i | berviceGroupUrder
[>J.| ServiceProvider
[}_b Session Manager
b SNMP

..... |, SOMServiceList
[}‘b Srp

- |, SrpExtensionConfig
b Stilllmage

[}_b Storage

ph StorageManagement
..... | StorPort

" . Systeminformation [ ]
- . SystemResources

- . TabletPC

[}_h Terminal Server

" . TimeZonelnformation

[>j,'| usbflags
[>b ushstor
b)) VAN

[>j_.¢ Video [ <] m

Computer\HKEY_LOCAL_MACHIMNENSYSTEM  CurrentControlSet\Control\SecurityProviders

6. SecurityProvidersz X 7127 V) v 7 LC, EBITLTFINORELX A 7 7Ry V7 A% E £,
7. TEEBATSIFHNDWRE) X470 Ry 7 ADEDT—RDHRFEIZ , credssp.dll ZEML. OKZZ VU v
7 LET, ROMTRT LT

Walue name:

| SecurtyProviders

Walue data:
| credesp di]

8.LIYAMNVIZF 4 X—%ZHULT. A VAR VAZHEZEILTYVE—ra A4V TEET,

©2013-2022 Tencent Cloud. All rights reserved. Page 34 of 322



&2 Tencent Cloud Cloud Virtual Machine

WindowsA{ > A&X > A : Mac) E— +a A4

ns

JE 5

RAEFEHTH @ 2022-05-26 16:56:10

\

2D RKFaX Y MTIE, Mac A Microsoft Remote Desktop#%H TWindows CVMIZ 1 7' A >3 2 IRFICFEAE S % A RE
YD D B — I 7RISR S O ST DWW TERBH L £ 35

W1z oWT

Mac %% Microsoft Remote Desktop #%H TWindows CVMIZ 1 7' 4 >3 3 RFiZ,  [The certificate couldn't be verified
back to a root certificate.| ¥ \5 7 u Y 7 M BARRINE T,

PC Name User Account Gateway Date Last Connected

‘v Saved Desktops

e

LB orysime. e 2018412868 F...

- You are connecting to the RDP host "I .» » « "llla® . The certificate couldn't
be verified back to a root certificate. Your connection may not be secure. Do

E é you want to continue?

Show Certificate Cancel Continue

Mac TV E— F7RZ v 7Hifi (Remote Desktop Connection) 23 5. Mo ar¥a—%—aID
EHMRTETHAL L5 THY T P HRRSNET,
NoTINS a—T 4 T

2iBH :
T ECHE1X Windows Server 2016 Z il U TP L %3,

VNC ZERHLTCVMIZCR 4 V¥ 3
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1.CVMa >y —ricaZ4 > LET,
2. A VARV ABHR—IT, WRCVMA VARV AR T, aZ 4y 270y 7 L%ET, ROKIIRT &

Guangzhou(12) " Shanghai(20) Beijing(1)” Chengdu(®)” Chongaing(2)” Hong Kong, China(g)” Singapore(0) Bangkok(1)”

More actions ™

Project: All projects

ID/Instance Name  Monito...  Status T Availabili... 7 Model T Configuration Primary IP Netwo

i () Running Guangzhou Zon... 528 2-core 8GB 5 Mb... 1 s Bill by 1
Systern disk: 55D Cl
Network: Basic ne...

3. Ky 77w L% WindowsAf Y ZAZ>2AiZaZ 453 74y YT, ZOMDAER(VNC) #EIRL, &
IS4 ) vy 7 LT, CVMIZa /4 Y LET,

4. Ry T7v T4 v RYT, EEEBICH2 TVE—ravy FOEE] #FEIRL. Ctrl-Alt-Delete 2271V v 7
LT, AT 744X =72 =R ADET, RORNIRT LI

Send CirlAltDel ~ Conneclion succeededTo paste the command, please click here

Cirl-Ali-Delete

Cirl-Alt-Backspace

Clrk-AIL-F1 \lt+Delete to sign in.
Cirl-Alt-F2
Cirl-Alt-F3
Cirl-Alt-F4
Cirl-Alt-F5
Cirl-Alt-F6
Cirl-Al-F7
Cirl-Alt-F8
Cirl-Alt-F9

Cirl-Al-F10

Cirl-Ali-F11
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AVARARYRADB—H NI N —TEY) S —DEE

271U v 27 LT, gpeditmscz AL, Enter¥—%2#L T, T0—ANINV—-F RS —27 1 X—] ZHZE
2
BiPH :

'Win+R) Y a—1tDy bEFHLTEITA VX =7 2 —RA%2B 2 b TEE T,

2. iflloFesr—>a vy ) =T, arya—X—0OBH>BHHAT7 Y7V —F >Windowsa YR -2V + > VY
F—PFTFRIZ VT —ERS>VE—ITFTRIZ7 by TPy PalF A bs>tFa VT4 28R, VE—L
(RDP) BERICRFED L X 2V T 4 LAY —DFERAEBELTZ2E2X 7020 v 7 LET,
3.8V TVE—1 (RDP) HEMICHEDEFXF 2V F 4 LAY —DHHZREL T A2 T, BIEER
L. 22otFaVT74 LA VP—%2RDPIZIREL FT,

4.0KE 27 Vw7 L, REEFETLET,

5.4 VARV AEHIEHL T, #HPRI L0202 HiTLE T, BasKRLEGES, 77y M ek
FELTZ4—FNwZ LTLEEW,
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&2 Tencent Cloud Cloud Virtual Machine

Windows{ > A X > X :CPUZ/=IEXEVY D
FHEIEWda 74 TRV

BREHH ¢ 2021-08-12 16:33:59

CDORF2AXYPMTIE CPUEIEXEY DOFEHEIE WD, Windows CVMIZE 74 > TERWEED N F 7
N a—7 4 ¥ 7 EMUGEICOWTHAL 73,

A -

LUF O #EFIEIZWindows server 2012 R2ZHIIICEHH L £3, OSDN—Y 3 I & » TERIEFIED M4 T 52
%hET,

ZZ2HNBRK

CPUE B XEYDHHENETEL L, H—EPADL ARV ADREL ZZR, CVMIZO 74 Y TERWRED
MENRELEST, N—Fvz7, YRA7La70tX, $—b27utX, buA ORELR SRR S % a]gEMED
HHEd, 777 FE=X— ZFMALT, CPUEZREXEVHHARDY 75— LEWMEZER L, LEWEEE
ZBE, VTINRA NZZ—YF =BT E DN TEET,

oINS a—T 47

1.CPUX 723XV DRI EL RS T u A 2REL £ 75

2.CPUR 723XV DEHERLEL K2 7t A2 0 LE 3,

BER TR THLEH5EEF. VA NVRAERIE I ORENERTH 2[R H D £5, ZOHE. 7Rt
PETTE0, X2V T4V 7 b 2L TS AT LEZRAF Y Y LET,

Y- A7t ROHEEF. 77 EARY 2 -2 OEEMNFRETCPUE 721X EY DEHARNE L RoTWnE T
. BXURBELTEZ 2002 MRL £,

TencentCloud2 > R—% > F Fat ZADGEE. 77 v FE2EE LTLEI W,

v —)L

RRI2RX—=T % — . UL, Microsoft Windows OST7 7V r—>ar e 7ut 2 2EHT 57200V —LT
T, EMTh o et 204, CPUAT, XEVMHR. VIODFFM. v 4 > L TWwa 2 —%— Windows¥ —
PRARYE, AVEa—R—=—DNRT7 4= VAL FETHOY 7 b7 = 71T 21HREZREL £ 75

TatR R TLATETHO T u L ZAD—ETT,
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RIF—=RVR VAT LDNT —< Y AT 22HROMETF, il 21X, 2FRNLRCPUMHEREE XEY
=,

I—HF— Y RAFT LTy aryEHOIRTOL—F—T7,

Ml : PID. X7 —& A, CPUERZE., XEVHHER Y OEHE ST, EITHO T at A0FMIEREREMEL %
KRS

P—ER PR TLDIRTOY—E R (FITEN TRV RAHEL) TI,

V)a—2ay

VNCEHEHLTCVMA Y X&E v RIzul 4L V53

SiBH :

CPUZ 723X BV DEHAENENZDICCVMA Y AR Y 2iZu 74 TERWESEIE. VNCZ#H L TWindows
A VAR AIR T4 T H e EBEIHDLET,

1.CVMa >y —LicuarZ4 Y LET,

2. A VARV ADEH A=Y T, THIIRT X512, HROCYMA Y ARV A2 RO T, arl4 %27y 7
LE7,

Guangzhou(12)” Shanghai(20] " Beijing(1)” Chengdu(g)” Chongging(2) Hong Kong, China(g)” Singapore(0) Bangkok(1)"
More actions

Project: All projects

ID/Instance Name  Monito...  Status T Availabili... T Model 7 Configuration Primary IP Networl

i (M Running Guangzhou Zon... 5288 2-core 8 GB 5 Mb... 1 | Bill by tr:
System disk: 55D Cle 4
Metwork: Basic ne..,

3. Ry 77y FXN7z WindowsAf Y AZX > Ricu 4§ 5] HET, £DOMDAFRVNC) ZiERL, I
B4 Y53 %2Vy 7 LT, CVMIZe A4 v LET,

4. Ry TT7vFENa 404 Y FUT, TRITRT L5112, £ LD [Send CtrlAltDe) Z3ER L. Ctrl-Alt-
Delete 227V v 27 32¢, YA7L074 VEEICAD £,
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Send CiriAltDel « Conneclion succeededTo paste the command, please click here

Cirl-Ali-Delete

Cirl-Alt-Backspace

Clri-All-F1 \lt+Delete to sign in.

Cirl-Alt-F2

Cirl-Alt-F3

Cirl-Alt-F4

Cirl-Alt-F5

Cirl-Ali-F6

Ciri-Alt-F7

Cirl-Alt-F2

Cirl-Alt-F9

Cirl-Alt-F10

Cirl-Al-F11

TakZ2DY Y —AFEHRIEHERT 3
1.CVMT., FTRIZRT EIZ, [RRIN—] BEIZV Y7L T, RRIIRX =TI —%F KL 7,
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Toolbars

Search
” Show Task View button
Show Windows Ink Workspace button

Show touch keyboard button

Show the desktop
Task Manager

* Lock the taskbar

¥ Settings

R

2.FhN e 1RRAV <4 =Y v —] T, TRUIRT 512, VY —AMEHRNZHRETE LT,
A :
CPURXZBEXEVZZ Vv LT, b XZRE/RENATIUNREZ T,
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1% Task Manager - O X
File Options View
Processes Performance Users Detail ices
. 18% 11%
Name CPU Memory
A

Apps (1)

1%y Task Manager 0.3% 7.5 MB
Background processes (16)

[#5] Application Frame Host 0% 2.7MB

(=] BaradAgent (32 bit) 0% 3.2MB

[#Z] Host Process for Windows Tasks 0% 2.3MB

[#5] Host Process for Windows Tasks 0% 53 MB

[#Z] Host Process for Windows Tasks 0% 2.8 MB

(3= Microsoft Distributed Transacti... 0% 1.9 MB

[#5] Microsoft Malware Protection C... 0% 2.1 MB

[#5] Runtime Broker 0% 44 MB

Search 0% 51.7 MB

[#5] sgagent (32 bit) 0% 1.8 MB

s Spooler SubSystem App 0% 42 MB v
- | Fewer details End task

AR S i )

RAIA—Y ¥ —T 722 L TRRZRE L, BRI RE#H T 5,

CPURREY Y Y —XZ2AKBIZHBELTVWE BRI AT LSOt XDBE

AT ATREAPCPURTZEXAEY Y Y — A2 REBICHBEL TWS Z eHIIAL 25813, UTONAEZ
LTI,

1. 70t 24 2R T 5.

—HOEEDOH 3 71T L%, svchOst.exe, explore.exe, iexplorer.exe’z ¥ D A7 L 7 1t ZIZHEBL L 7= &5l
PHHT 20D T,

2. 70k ZADFATARET 7 A VDA ZHERL £ 75

AT LT ZADEITHRET 7 £ MIZBHE C:\\Windows\\System32 T4 L Z hVIZHD, BxhBHL

gtﬂll(l
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HBHDEFT, XA X =V Yy TRRTZIRERELHZ Y v 7L, 77 A VOBFHERL 2L T, FED
FATATRE Y 7 A VDIGFT ( svchost.exe RY) ZFRRTEF T,

FATA[REY 7 A VDY C:\\Windows\\System32 T 4 L2 bV REEINLTWEWVWEGES, CVMA VXX ¥ ZAH
TANRZEREL TOWSARMEN DD $3, 205G, FHxkidtxF2 V74 Y 7 P 2HHLTY A V2 M
L. BRERLTL 2 X0,

FATAIRE Y 7 A VA C:\\Windows\\System32 T 4 L7 MV IZHI2HHIE. R T L2HEFHT 20, &L

EOARBER AT LT A EETLET,

WHEDY AT LA TOERIRDEBDTT,

System Idle Process : ¥ A7 47 4 K7 at R, CPUNBT A FIVIREETH 2RI OEIEEZ TR L £,

system : XEVEH 0t A 2RLE T,

explorer : 7227 by T 7 s A VEH IO AR L E T,

iexplore : Microsoft Internet Explorer®® 7'vt 2 %/~ L % 35,

csrss : MicrosoftZ 74 7 2 MY —N—=LEDF VXA LY T AT LERLE T,

svchost : DLLZ ST 220D AT L7 0 A% R L ET,

Taskmgr : XA 7<% —Y ¥ —%RL £ T,

Isass : B —ALtFx 2 T4 HERY—ERAERLET,

CPUYXZREXEV VY —RZREBIZHBLTVS /0t RABRELR 0 XDBE

xmréd.exe (¥4 =27 ANR) BREDRBABRNAFIO 7B L ZAHDCPUEIEAEV VY — X2 KEIZHE L
TWVWAHEE, CYMA Y ARV ABTANZAR b DREBIZERELTVWARAEEELR DD £ T, ZOHE. MR
IV UEFHLT, haADORETVANZATOCANE S0 EMER - RT3 2 BE#HLE T,
TREADBTANZAERE b AL ODREBOGEZ, X2V 74V 7 PREHLTRAF v > - BRBRL T, HHEIC
JGUTC, 7=y 77 v 7L, OSEHA YA =L LTIV,

T ZANRTANARL AL DRETRWEGEE, AT L22HEERT 20, BeEPAELRTav 22T L
TLIEZ W,

CPUR X EVY Y —XZ2REBRIHEELTWVWS oY - X0t XDBE

CPUEHR B E Wt 2%, BEMOY—L 270t 2 TH B854, HlZ1E: 1S, HTTPD. PHP ¥ Java %
. EIOMT A BEIDLET,

7z 213, BIEOY — L RAMBRKZ VI E S 2 ML %3,

YR ZARMPRENGEE, V= A"—flE 7y 7L — R $32 28O LET, y—N"—HERET v 7
L= FLRWVWEGEE, =R 70r 7 2Rt 52T LT, SlEfbL T2,

YR ZARMPDRVEGEEE, Y- PRI —a 72X 50T 2088H D £, 2k 213, FEyz s
X —=RZFEIWZEID V)Y = ZADPEERZTR > TOR WY S R L 3,

CPUERZZIIXEV YV Y —X2AKBICHELTWA Fat X iITencent Cloud2 v EB—2 Y F Fat RDBE
Fo v b EEE UTHRE « SHLTEIZOWT, BEIWEDEL EX W,
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WindowsA{ Y AX VX . UE— KT AT hv
TTYE— XY AR TR

RAEHEHTH @ 2022-06-29 15:46:38

HR D

Windows A > Z & > ZAADWindows V) E— MEHEDHEHFHZ, TKIOD X 5 BRFRVDH 5O E T,

_| Remote Desktop
»* Connection

Remote Desktop Connection

e Remote Desktop can't connect to the remote computer for one of these reasons:

1) Remote access to the server is not enabled
2) The remote computer is turned off
3) The remote computer is not available on the network

Make sure the remote computer is turned on and connected to the network, and that remote
access is enabled.

o]

VE=FTFTRZ by TR TOVWTNLDFRKTY E— A Ea—RIERTERLIR>TVET,

1) Y—=N—DVE—F7 7 ELZEZEMMIL TR

2) VE—hPasla—XhRTry PR VYEINTWVS

3) 2y b7 —Z ETVE—ravPa—RHHATERLL KoTWVD
VE—bPavVa—XEEEFHLTVWEIE, %y hT—ZIZERLTOTYE— 772 RZFHMILTVWE L
TR L £,

ZZ BB RA
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FEAFRRENSZFERICEIROB DD D T (ISR EINETEA, EEDIRIIIIHLE T 27> TK

72EWN)
A VAR Y APIERE BRIATIREEIZ W
N7V v ZIPHIRW, F2387 Y v 7 %y b U — ZFIEIED0

AVARARYAERNA Y R Lt Xa VT4 =TV E-bur (4 Y R=-FZHBRLTOWRY (7740 TR

3389)
VE—FTRZ by FH—ELRZEH L TR
VE—FTRZ by TORERMEDLD %
Windows 7 7 £ 7 7 + — L DFXEIZHEL D %

oINS a—T 4 T7DF)E

A VAR APEITIRBOLE S 2 Fv T3
1.CVMa >y —pizazZ4 >y LET,
2. TRID &S5, 4 VARV ZADEBEL T, £ Y AR VAN [FZITH] Y502l 3,

Instances

Guangzhcu[‘\:'\). Shanghai(0) Beijing(Q) Chengdu(0) Chongging(0) Hong Kong(0) Singapore(0) Bangkok(0)

Virginia(0) Toranto(1) N Frankfurt{0) Moscow(0)

Create More actions ¥

ID/Instance Name Monit... Status T Availabilit... T Model T Configuration Primary IP

W (D Running Guangzhou Zone 3 SN3ne&®

NIV OFEEF. = N=—DBRT Vv VIPERELTWEINEIEF v LTLEEWN,
MW Z ) OEEIE. ZOWindowsA >~ A X ¥ X ZHEH LT L 7ZE W,

P N—BRTVy ZIPERELTWVAINRE IS 2 Fzv T3

TROESIZ, == TV v ZIPEZHRELTVWENE S NECVMa Y Y —LTF =y 7 LET,
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Instances
Shanghai(0) Beijing(0) Chengdu(0) Chongqging(0} Hong Kong(0) Singapore(0) Bangkok(0) Mumbai(0) Seoul(1) -
Wirginia(0) Toronto(1) N Frankfurt(D) Moscow(0)
More actions ¥
ID/Instance Name Monit...  Status T Availabilit... T Model T Configuration Primary IP Netwo
A (D) Running Guangzhou Zone 3 SN3nes® 1-core 2 GB 1 Mbps I 193.112.71.133 (Public) r_fl Bill by 1
s : :

NIV DBEIR. 7V v 72y P —ZHBIEZBAL TV REIE2F v 7 LTLEEN,
MaWZ | DA, Elastic IPZHEEL TAAA K LTLEX W,
NRTVw 72y VI —HBIRZBAL TWALES 02 Fzv T3

N7V 7 Fy b= HEBIENOMb S e F =y 7 LET (P 1Mbps) o
N3V oBER. 2y bV — 27O 22 L. HEEZ5Mopsd LICHREST 2 2L 2B L,

Instances
Guangzheou(15) N Shanghai(0) Beijing(0) Chengdu(0) Chongqing(0) Hong Kong(0) Singapore(0) Bangkok(0) Mumbai(0) Seoul(1) N Toky:
Virginia(0) Toronto(1) N Frankfurt{0) Moscow(0)
More actions ¥
ID/Instance Name Meonit... Status T Availabilit... T Model T

Configuration Primary IP Network billing r

d () Running Guangzhou Zone 3 SN3new® 1-core 2 GB 1 Mbps Bt Bill by traffic
hA R loud

Network: VPC2

NAYWZ ) DBEIE. A VARXZADYE—IB A4 VR—F (3389) BRI TWAhLEI R FzvyZ L
TL7EEN,

AVARVADYE— bR F 4 VR—1 (3389) BHEBENTWVWAINEY S Fzv T3

1.CVMa > Y —lDA Y AR Y ZAEER—IT, a4 Y LEeWA Y ARV AIDIA VAR AZ %7V v 7 L,
ZDA VAR Y ZADFFMR—IITHEAE T,

2. TRID & S1Z, ¥Fa2VFATN—TRZTT, A VARV ADEF 2V T 4 TN —TBVE—+B I A VR—
N (F74NVMYVE—FTARZ by FR—F :13389) ZREMBLTWANES0E2F v 7 LET,
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e - h L N - u nams L
Basic Info ENI Monitoring Security Groups Operation Logs
Bound to security group Sort  Bind Rule preview

Inbound rule Outbound rule

Prior... Security Group ID/name Operation
w Open all ports-2

1 o Unbind ¥ =

Open all ports-z

Source Port Protocol Policy Notes

Open all ports 0.0.0.0/0 TCP:3389

0.0.0.0/0 ALL

NIV OBEER. VE—FTFRZ by 7T —ERZ2F v 7 LTLEEN,
NAWZ | DEEIE. M 28XF2 V74 70— V=L EHREL., BRL T EE WV, BEAEICONWT
Z. X2 T4 T —TFI—ILDEN B ISR XN,

VE—bFTFRZ by Y —VPREF2zvI7T3

1. UNCEHHLTA Az 21207 4> L, Windowsf VARV AZADYE— M TFRZ by FTH—EADBEIC
RoTWBENESI X F v 7 LET,

2iBH :

DT o#/EiZWindows Server 2016 OSD A4 > X & > A ZHNZ &AL £ 9,

2.

BEHEZU v 7L, BRENERXZ2—DOYRATLARERLET,

3. FXRENS: [V 2T 241 V4 Y RUT, BERZATLABREL EIRL 3,

4. FRENT: [PRAT6DT0T 4] U4 Y FUT, VE—FXTZERL, Z0aya—2 A0V E-}
ERedtnd2) KF v 2B A>TV E0EHRLE T,

NIV OHFHEEF. A7 v 75 BREITLTL XN,

MWz DA Fzv 72 ANLTOKEZEZ ) v 7 LTL X0,

5.

%ﬁ&%t&b\ﬁ%éhtx:l—#anyen—ﬂmﬁﬂ%§mbi?o

6. XmEN/z NavPa—XDEH] V4 Y FUVDE[MRA=2—N=T, $—¥RET7 Vs —>ar>H4—-t
A% ERL 7,

7. 60lo¥—¥ 2V 2 T, Remote Desktop ServicesZLE| L TW A Y50k F v 7 LET,

N3V OEEEF. A7 v 78 BFHEITLTL IV,

MAOWZ ) OB —ERZEE L TL X0,

8.
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BRIV 7L, RENIAX =2 —oETEHEIRL T,

9. Ky F7v L7 1517 v 4~ Ry Tmsconfigt AJ1L. OKZZ2 ) v 27 L%,

10. RoR&N e [P RTLEE] V4 Y FUT, EBREHCF = v 7B A->TW 20 EHRELE T,
NI DFEIE. Windowsf Y AR Y ZADT AT LAKERF v 7 LTI,

MW Z ) DA, Fzv 22 ANTOKZZ Y v 7 LTL I,

Windows{ Y ARV ADI AT LARERZF v 7T 3

1L.UNCEMHHLTA v 2Ry 212u0 74 L, Windows{f Y AR Y ADI AT LARED N T TN a—T 47
EITVE T,

ZiBH :

RDEEVEIZWindows Server 2012 OSD A >~ 2 & ¥ Z R HNFHHAL £ 3,

2.

%E?H‘)ﬂv 7L, BRENTEA =2 =D O ET7EEIRL 5,

3. Ky F7 v L7 TFST) IZservices.msce AL, Enterz#fLC IH—b 2y w4 Y FUZBZ XD,

4. TRID L 512, [Remote Desktop Services| D7 T 4 X TN7 ) v 7L, VE—FTRYZ by FH—1
AZBEEHILTWENEI 2 F vy 7 LET,
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Remote Desktop Services Properties (Local Computer) X

General |ogOn Recovery Dependencies

Service name: TermService

Display name: Remote Desktop Services

Description: lows users to connect interactively to a remote A
mputer. Remote Desktop and Remote Desktop |

Path to executable:
C:\Windows\System32\svchost.exe -k NetworkService

Startup type: Automatic v
Service status: Running
Start Stop Pause Resume

You can specify the start parameters that apply when you start the service
from here.

Start parameters

e || oy

NIV OLEF. A7 v 75 BT LTL &N,

MWz DS, TEEox4 7)) 2 THE IREL. HP—VYART—XR| % 7] THELZE
T (BB 2V v A —EAEELET) .

5.

%E?E‘ﬁy7b\ FRENTA = 2= o EfTREIRL X5,

6. Ry 77w L% 1547 v 14 ¥ FviZsysdmeple AJJL. Enterz#iL T, X770 x71) V4
YRURHEET,

7. TR0 EKS51E, TVE—1F) XTT VE=FTRZ by TORED [ZDarEa—XADY E— MER L
AT5(L)) ERoTWVWENEIDZEF v 7 LET,

©2013-2022 Tencent Cloud. All rights reserved. Page 49 of 322



@ Tencent Cloud Cloud Virtual Machine

System Properties X

Computer Name Hardware Advanced System Protection Remote

Remote Assistance

Allow Remote Assistance connections to this computer

What happens when | enable Bemote Assistance?

Advanced._.

Remote Desktop
Choose an option, and then specify who can connect.
(") Don't allow remote connections to this computer

@ Allow remote connections to this computer

Allow connections only from computers running Remote
Desktop with Network Level Authentication (recommended)

Help me choose Select Users...

OK Cancel Apply

NIV OGEEF. A7 v 78 BFEITLTL XN,
MWz DA, VE—FTRZ by 7% TZDarvba—XADY E— MERZIFATT2(L)) ITHRELT

&,
8.

V7L, aAYbha—ARXRIRERL, ary o — Il e2E T,

©2013-2022 Tencent Cloud. All rights reserved. Page 50 of 322



@ Tencent Cloud Cloud Virtual Machine

9. MTaryiru—i 2] T, YRATLEEF2VT 4 >WindowsZ7 74 7V +—VZE R L. [Windows” 7
A7 x—)] ZREEET,
10. TRIO X512, Windows”7 7 £ 77 +— L] TWindows”7 7 4 77 + —)LDIRERF = v 7 LE T,

‘ Windows Defender Firewall

<« X System and Security » Windows Defender Firewall v U Search Cor

Help protect your PC with Windows Defender Firewall

Control Panel Home

Windows Defender Firewall can help prevent hackers or malicious software frot

Allow an app or feature PC through the Internet or a network.
through Windows Defender

Firewall )
l Q Private networks

G Change notification settings
& Tumn Windows Defender l 0 Guest or public networks

Firewall on or off

G Restore defaults Networks in public places such as airports or coffee shops
G Advanced settings ) .
Windows Defender Firewall state: On
Troubleshoot my network
Incoming connections: Block all connections to ap

list of allowed apps

Active public networks: ~ m

Notification state: Notify me when Windows
blocks a new app

See also
Security and Maintenance

Network and Sharing Center

Hh) RIKETHIUL, 27 v 711 BFITL T I W,

M) IR THAUR, A>T A4 v R—F ZBHLTZ74— KX 7 LET,

11. 'Windows” 7 4 77 + —/)L ] TWindows7 7 4 7V 4 — W X337V r—ayDFaz o7V v 7 L,
FFafshf7 )V r—yay] w4 Y FUuzHEET,

12. TR &S, FFA a7 7V r—2ay] w4 Y FoT, [FFAIXINLT Y r— a v B X UHKRE
A D TYVE=FTRIZ by T XF v ZBA>TWVEDNE DD ZEMHRLE T,
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& Allowed apps

<« v N @ < Windows Defender Firewall > Allowed apps \

Allow apps to communicate through Windows Defender Firewe

To add, change, or remove allowed apps and ports, click Change settings.

What are the risks of allowing an app to communicate?

Allowed apps and features:

Name
M QzoneMusic
Remote Assistance

I Remote Desktop
URemote Event Log Management
ORemote Event Monitor
ORemote Scheduled Tasks Management
URemote Service Management
ORemote Shutdown
ORemote Volume Management
ORouting and Remote Access

OSecure Socket Tunneling Protocol

Det:

NIV OBER. A7 v 713 ZFEITLTLIEE W,

w2y OFEE. TVE—FFTRZ by 7 Fzv 72 AN, TVE-FTRZ by 7 ZAMILTLE
S,
13. 'Windows” 7 4 77 + —/L] TWindows”7 7 £ 7V # —VOEIMLE MLz 22 v v 7 L. TERED
HARIARX] 74 Y NUZHETET,
14. TRID XS, TREDHIRARZRIAR] V4 Y RUT, TI74R= 20 VI —=FZORE] & [TV w7
2y V=7 DFE] & TWindows”7 7 4 77 + — V2N T 5 GEHELRE) | ITREL 35
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‘ Customize Settings

&« v 1 @ « Windows Defender Firewall » Customize Settings \

Customize settings for each type of network
You can modify the firewall settings for each type of network that you use.

Private network settings
Q () Turn on Windows Defender Firewall

Block all incoming connections, including those in the list of allowe

Notify me when Windows Defender Firewall blocks a new app

w (@) Turn off Windows Defender Firewall (not recommended)

Public network settings
g () Turn on Windows Defender Firewall

Block all incoming connections, including those in the list of allowe

Notify me when Windows Defender Firewall blocks a new app

g (®) Turn off Windows Defender Firewall (not recommended)

-

FEHOEERFEITLTH, VE—FFRXZ by AL > TWindowsA > A& ¥ R TR WESIF. 4> 5
AV R=FICHEHEL T4 —FNv 7 LTLEE N,
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Windows A > Z & > 2 . BEWDOBERIERIZ
MEEELEFHATLR

BEEHH ¢ 2022-05-26 15:41:32

[ /28 D &iAH

Windows OSO 1 —#/La v ¥ a—&ZpRDP 70 k)L (MSTSC#ZY) 12k b, VE—FFRZ by FHEhied
H L CTWindows CVMIiZu 274 > 5§52, RDLT—DPRRINET,

BHEVOBEBIERIIFEAEL THAT L XXXXXX XXX XXX N DI S - ERIERIIBEE L A TL
Too HTLWEREREZ AT L TLIZE W,

Your credentials did not work

The credentials that were used to connectto ™ © "9 did not work,
Please enter new credentials,

|esesesessescss

|E” Use another account

[ Rermember my credentials
@ The logeon atternpt failed

yUBLES S

2B .

Windows Server 2012 OSEFICL TWE T4, OSDON—Y a V23R 2720, BIEFIEOFHMIHL TR D
ESC

DTFOFIMEHE->T T TNy a—T 4 72TV, EFMEHFEIT L%, Windows CVMIZ L L T D
PRI NTDHER L T, BEPRRINTORWVWESIE. ROFIEICHEAE T,
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ATV M 29 VNI —I 77 CARY I —2EETS

1. VNCZ{#HH L TWindows A > X &Z > Rizuz' 4 v LE7,
2. OSJH|[H T,

271w 7 LT,

VI T4 X—) REEL XD,
4. FEfoF sy —2arT, avEa—XORE > RY ¥ —>Windows OFE > LF 2V 7 4 OFE > 2 —hiL
RVS—>stFaVT4 FS¥ary7 4 L7 M) RIERERLZ T,
5 6% 20543 avoiry b =27 28R 0—HIATHIY FORELEF 2V T4 EFARELT
fiE g3, UTO#@EHTI,

'Windows PowerShell] v 4 > KD 2 Z %3,
3. TWindows PowerShell; v 1 > R T, gpeditmscz AJjL. Enter¥—%Z#35 &

Local Group Policy Editor

m—H N7 N—TFRY

File Action View Help
e nE XE 2 HE
=/ Local Computer Policy Palicy - Security Setting
4 i Computer Configuration 1| Microsoft network client: Digitally sign communications (if server agrees) Enabled
b [ Software Seftings 1) Microsoft network client: Send unencrypted password to third-party SMB 5., Disabled
4 O Winduws Settings i) Microsoft network server: Amount of idle time required before suspending ... 13 minutes
b L] Mame Resolution Palicy 1| Microsoft network server: Attempt 54U25¢elf to obtain claim information Mot Defined
= Scripts (Startup/Shutdown) 1) Microsoft network server: Digitally sign communications (always) Disabled
“B Sécurit}r Settingsl . 12e) Microsoft network server: Digitally sign communications (if client agrees) Disabled
4 2' Account F?IICIES 1| Microsoft network server: Disconnect clients when logon hours expire Enabled
4La L,I?cil Pd-:_-llsels_ 1) Microsoft network server: Server 5PN target name validation level Mat Defined
[; 5 U:er”;?.igah::csyhssignment 12| Network access: Allow anonymous 5I0/Name translation Disabled
I N : e I 1) Metwork access: Do not allow anenymous enumeration of 5AM accounts Enabled
b || Windows Firewall with Adv 12 Metwork access: Do not allow ancnymous enumeration of 54M accounts a..  Disabled
| Network List Manager Polic [e| Metwork access: Do not allow storage of passwords and credentials for net...  Disabled
b 71 Public Key Palicies [s| Metwork access: Let Everyone permissions apply to anonymous users Disabled
b [ Software Restriction Policie|| 22 Metwork access: Named Pipes that can be accessed anonymously
b [ Application Control Policie|| i Metwork access: Remotely accessible registry paths Systerm Current!
[+ g IP Security Policies on Local| | Metwork access: Remotely accessible registry paths and sub-paths System\ Current!
B || Advanced Audit Policy Cor|| U] Metwork access: Restrict anonymous access to Mamed Pipes and Shares Enabled
b glli Policy-based QoS 15| Metwerk access: Shares that can be accessed anenymousl Mot Defined
t [ Administrative Templates | Metwork access: Classic - local ug

4 'ﬁe_m

B
F
F

User Configuration

| Software Settings

~| Windows Settings

~| Administrative Templates

m >

Sharing ang security model for local accounts
1| Metwork security: Allow Local System to use computer identity for NTLM
15s) Metwork security: Allow LocalSystem MULL sessien fallback

12s) Metwork security: Allow PKU2U authentication requests to this computer to...

1| Metwork security: Configure encryption types allowed for Kerberos

[5s) Metwork security: Do not store LAN Manager hash value on next passwoerd ..

12| Metwork security: Force logoff when logon hours expire
1| Metwork security: LAM Manager authentication level
15s) Metwork security: LDAP client signing requirements

[5e| Network security: Minimum session security for NTLM 55P based (includin...

Mot Defined
Mot Defined
Mot Defined
Mot Defined
Enabled

Disabled

Mot Defined
Meguotiate signir
Require 128-bit

©2013-2022 Tencent Cloud. All rights reserved.
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6. 75y 7 —a—ANA—F-pBa—HNV2—F—L LTRBIET S ZERL. OKZZ Vv 7 L %3, T
DT,

Local Security Setting | Explain |
j MNetwork access: Sharing and security model for local accounts
|C1E|ssjc - local users authenticate as themselves W
| ok ||| Cancel || Aoy

7. Windows CVMIZ 5/t L. BRI L 7= ERR L £ 35
FWVW, RRAZEETLELRE,
WWZ, AT v 72 (BIEHROBTEEET S) 2FEITLTLIEX W,

A7y 72 BRIRBOREZEET 5

1. TB—AINITN—T RV —257 4 Z—] OE[OFELTF -2 a > N—T, aYEa—X—D@EK>RY >—
>SEHHAT7 YTV —bF > YRAT 0 >BREBRORET L2 MU RIEXRERL 3,

2. BREROEME ONTLMD A DY —N—FRECTREF S N - BRBROBEZHFAI T2 RO THMCIL E
T UIToiEbh T3,
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File  Action

View Help

@« = ==

= HmE T

Local Computer Policy
i Computer Configuration
B[] Software Settings
B[] Windows Settings
4[] Administrative Templates
i | Control Panel
b [ MNetwork
| Printers
] Server
] Start Menu and Taskbar
4 [ 7] Systern
[ | Access-Denied Assistance
| Audit Process Creation
I.j Credentials Delegation
| Device Installation
| Disk NV Cache
[ Disk Quotas
b [ | Distributed COM
| Driver Installation
1 Early Launch Antimalware

« iy

[ File Classification Infrastructure
[ 7] File Share Shadow Copy Provider

B Filesystern
| Folder Redirection
[ Group Policy

B[] Internet Communication Managern

b 0 isCsl
[ KDC
| Kerberos

| Locale Services

< m

Allow delegating saved credentials
with NTLM-only server
authentication

Edit pelicy setting

Requirements:
At least Windows Vista

Description:

This policy setting applies to
applications using the Cred 55P
component (for example: Remote
Desktop Connection).

This policy setting applies when
server authentication was
achieved via MTLM.

If you enable this policy setting,
you can specify the servers to
which the user's saved credentials
can be delegated (saved
credentials are those that you
elect to savelrernember using the
Windows credential manager].

If you do not configure (by
default) this policy setting, after
proper mutual authentication,
delegation of saved credentials is
permitted to Remote Desktop
Session Host running on any
marhine (TERMSBY /™ if the client

Setting

\iz] Allow delegating default credentials with I
=] Allow delegating default credentials

\iZ] Encryption Oracle Remediation

\iz] Allow delegating fresh credentials

\iz] Allow delegating fresh credentials with NTI
i=| Allow delegating saved credentials

Eﬁ'«llc&w delegating saved credentials with N
\i| Deny delegating default credentials

\iz| Deny delegating fresh credentials
\iz| Deny delegating saved credentials
\iz| Restrict delegation of credentials to remots

Extended f\Standardf

11 setting(s)

3. REZAML,

RRAMZIEELE T, KR MZIEET 2RI,
Tk Z2EERL X5

IN—N\DERE T TR L72WiGE .

©2013-2022 Tencent Cloud. All rights reserved.
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A Allow delegating saved credentials with NTLM-only server authentication — L=

E Allow delegating saved credentials with NTLM-cnly server authentication

Previous Setting Mext Setting

O Not Configured Comment:

(® Enabled
() Disabled Add servers to the list:
Supported on:
Value
TERMSRW.~
Options: -

Add servers to the list: Show...

[«] Concatenate 05 defaults with input

proper mutual authentication, delegation of saved credentials is
permitted to Remote Desktop Session Host running on any
machine (TERMSEV/*) if the client machine is not a member of
any domain. If the client is domain-joined, by default the
delegation of saved credentials is not permitted to any machine.

If you disable this policy setting, delegation of saved credentials
is not permitted to any machine,

OK Cancel Apply

4.0Kz22 Vv 7 L%,
5. OSH|[H T,

%271 w27 LT, [Windows PowerShell] V1 >~ FUZBZ %7,
6. 'Windows PowerShell; 7 + > K7, gpupdate/force’ A /1L, Enter¥— %L T/ L —FRY > —%H

HMLEI, ATO#ED T,
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e Administrator: Windo

indows Powershell
opyright (C) 2014 Microsoft Corporation. All rights reserved.

PS C:\Users\Administrator> gpupdate /force

Updating po]icy...k

omputer Policy update has completed successfully.
User Policy update has completed successfully.

7. Windows CVMIZ 54t L. &6l L7 R L £35
v, RAZIEETLELE,
WWZ, A7 v 73 (B—ALVERERORE) ZFEITL TN,

AT v 73 n—h LV EREHRORE
1. OSHH[[H T,

SaAY PR —NVRR > 2—F—7HhU V2270 v 7L, BRE#B~R2—Y v —DWindows EREHROEHEZ
FRT % 2. WindowsEMEHIEIEICEA TS, UTD@ED T,

©2013-2022 Tencent Cloud. All rights reserved. Page 59 of 322



&>y Tencent Cloud Cloud Virtual Machine

@ - 1 b Control Panel » User Accounts » Credential Manager v | Search Control Pi

Control Panel Home .
Manage your credentials

View and delete your saved logen infoermation for websites, connected applications a

<l

ﬁw& Credentials ﬁm Credentials
m

Restore Credentials

Mo generic credentials,

See also

User Accounts

2. Windows D B EHRD Tz, WER T4 > L TWACVMDEERD D 208 5 R L £ 3,
BRWEGEIR. RDORT v FIZ#EA. WindowsER&IHRZEM L % 35

H2HEF. AT v T4 (CVMD AT — FRELH ORYRE) ZFITLTILI W,

3. Windows B E#BDBMEZ 2V v 7 LT, WindowsEHIEHE MBI EA X T, UTD@ED TF,

Windows Credentials Add a
Mo Windows credentials.

Certificate-Based Credentials Add a certific:
Mo certificates,

Generic Credentials Add
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@ - #t « Credential Manager » Add a Windows Credential w | Search Control Pz

Type the address of the website or network location and your credentials

Make sure that the user name and password that you type can be used to access the location.

Internet or network address
(e.q. myserver, server.company.com): | |

Lser names: % | |

Pacoword: | |

. ok || Coneel

4. BE0 74 Y LTWACYMDIPY FL A, 2 —HF—HERRAT—-FZ2ASIL. OKZZ Vv 7 LET,

A -

CVMDIPY FL &2k, CVMA YRR ZADRT Y v ZIP7 RLZAZRELET, sHlliconTiE, <710 v Z7IP7
FLZDHIE 2 TSI 7230,

Windows {4 Y A XV ZADT 7 )b F DI —HF—%lE Administrator THH., ATV — RiZA VAKX ZDIE
REFICEESINE T, B YRRV = REBNIGAIR. A VARV ANAT = ROty b ZISEBLEX
W,

5. Windows CVMIZ &t L, RS L 72 DR L £ 3

v, RRZIEFHETLE L,

WWR, AT v 74 (CYMD SR Y — FRFELE OMNERE) ZEITL TSIV,

A5 v 74 . CVMD IR Y — FFEEE D EHFE
1. OSH[f T

> 3V$n—)b)§$}b> I FTI—2AVR—FY >Ry V-2 BV EZ— > HEOHMREDEE
220y 7 LT, HEREHEEIEAETT, UTO®ED T,
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o Advanced sharing settings

\(—:I v 1 |#@ «« Metwork and Sharing Center » Advanced sharing settings v & Search Control Pa

Change sharing options for different network profiles

% Windows creates a separate network profile for each network you use, You can choose specific options for

each profile,

Private (current profile] 6
Guest or Public 6
All Networks (-

Public folder sharing

When Public folder sharing is on, people on the network, including homegroup members, can
access files in the Public folders,

() Turn on sharing so anyone with network access can read and write files in the Public folder:

(® Turn off Public folder sharing (people logged on to this computer can still access these
folders)

Password protected sharing

When password protected sharing is on, only people who have a user account and password on thi
computer can access shared files, printers attached to this computer, and the Public folders, To giv
other people access, you rmust turn off passwoerd protected sharing.

® Turn on password protected sharing
() Turn off password protected sharing

Save changes Cancel

2.FRTDAY b= 2 TZEML. RRAV— FMRERXEFEDO T TRy — FRELFEREMCT 5 23R,
ZEORBEZ 7V 27 LET,

3. Windows CVMIZF#ft L. RIS L 72 DR L £35

W, RZZIFET LE L,

WWE L, F oy FEEE LTRIEZHE LT EE W,
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Windows A > A X > & . 7R— b+ [EED A
TVE—bMO T A TERWN

AL HTH © : 2023-06-08 16:54:00

ZDRF 2R T, Cloud Virtual Machine?3 R — F DFEICE D VE— bR F A4 U TERWEED N7 7L
Ya—T 4 YT YRR OWTHIL £7,

SiBH :

DUF o#Ei%. Windows Server 20123 2 7 4 % il L 72CVMZ I L £ 3

FREEY — L

Tencent Cloud23 2t 32y — LB HHL T, v 4 Y TERVHEIER—-betFxa V74 70— TOHREICH
HLUTWARE I 02Tl e TEET !

L7 Wi

X207 40 —7 (R—1) BEEY —v

X2V T4 N OREDME M I NIGHE, EF 20 7 4 70— 7 (K- MLy —/L F D Open all
portst&REZ A LT, BA#ES 2 KR— b ZHKL. BEn A 0 2idAaxd, K- bMZHAKLTHE/Lw 4T
FRVWEE. UTORNEZZR L TRRZFRE L £,

oINS a—T 4 T

Fy VU7 ERERET S

O—ALDPinga~<v Y RZBLT, 2y VI —2ERETAINT 2N TEET, AR, Ry NV —7
BRI (BR2IPLYYHWEF YV T) OarPa—X—T7RA 2T\, a—=Al 3ty bV —2 DRELD

D = N—OMEROI R TEET,

1. 8—ANaA Va2 —R—Tavy NI, Y —ILZHZTET,

Windows ¥ 27 4 1 AR =P >EfF2 27 Vv 7L, emdE ANT 2L, avy oA vyEA4 70l Ry 7 2AD%E
IRENET,

Mac OS ¥ X7 4 @ TerminalY — V2B = % 3,

2 TDa< Yy FEFETLT, 2y bY—28HEZTANLET,
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ping + CVWM A YARXRVADNT ) v ZI1p 7 KL X

Bl Z1E. ping 139.199.XXX.XXX A< Y FEEFTLE T,
2w P — I WBIEERGE. ROEMBEEINET, VE—FT A7 by I — U AREEHE LTLEE W,
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icroszoft Windows

[Verzion 6.3.76801

(c» 2013 Microsoft Corporation. All rights reserved.

sUzerssAdministrator>ping 193.112.

inging 193.112 .1

193.112.
193.112.
193.112.
193.112.

with 32 hytes of data:
bytes=32 time<ims TTL=127
bytes=32 time<ims TTL=127
bytes=32 time<ims TTL=127
bytez=32 time{imz TTL=127

statistics for 193.112. H

Packets: Sent

= 4, Received = 4, Lost = B (8% loss>.

pproximate round trip times in milli—seconds:

Minimum = @ms,

Maximum = Bms,. Average = Bms

Cloud Virtual Machine

I V=T ICREDRD L 5E. BRBEZA LT P LELEMERINGE, 1 Y AX Y ZIPT FL ZADPing
DRW ZZRUTHE L TR W,

. UToa~xwry KEFEITL, Enter¥—%H#L T,

LHE D MWL KT,
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telnet + CVM A YRRV ADNNT Y v 2Z7Ip 7 RL X + R—+HBE

Bl Z1X. telnet 139.199.XXX.XXX 3389 a~ Y FZETLET, FatEBIRT LT

te lnet OO XXX 3 f_iﬂ'}_

EHERE: 799727V A=V NVF—DAERRINET, THFVE—FKR—-1M@B38YICT /LA TE S
ZECERLTVET, A VAR VADYE— T RAYZ by T —EAREITHR o TW0ENE I a2l ULTL
72X W,

©2013-2022 Tencent Cloud. All rights reserved. Page 66 of 322



2 Tencent Cloud Cloud Virtual Machine

FEIRRE | SRR, TREEBISRT L5 1IAD 5, Ay b7 =2 ICHERH L T ZR L TVE T,
MEDH 24y b7 —7 DZEERDEBAEL TS W,

sUszerssAdministrator>telnet 137199 HEN_HXd 3389

onnecting To 139.197_ ¥¥¥_H¥¥...Could not open connection to the host, on port
382: Connect failed

VE—FFRZ by TH—PROREZHRET 2

VNCZMLTCVMIZR 4 V53

iEH

EHE X TCCVMIce 7' v TERWESE, VNCAHREFHHT 2 e 2 B8O LT,
1.CVMza >y — 1 izazZ4 vy LED,

2. Fz v V7T ACVYMEERL, a4 v2 27y 7 L%3, PRI Lo

‘ Shanghai(20) Beijing(1) Chengdui8) Chongging(2) Hong Keng, Chinal6) Singapore(0) Bal

‘ Guangzhou(12)

Mare actions

Project: All projects

D/Instance Name Monito... Status T Availabili... T Model T Configuration Primary IP

i (D Running Guangzhou Zon... 528 2-core 8 GB 5 Mb... 1 S |

Systern disk: 55D Cle
Metwork: Basic ne...

3. Ky 77 v 7L WindowsA ¥ 2&>2icar 455 74y RFwuT, ZOMDARVNC) Z3EHRL, F
el = B I p R A I DR S

4. Ky 7y FLilenr4 w42 RoT, £LEBICHZ [Sent CirlAltDe %% L. Ctrl-Alt-Delete %= 2V v
755, YATLRTA VHEIIAD XS, FTXO@ED T,
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Send CirlAltDel « Conneclion succeededTo paste the command, please click here

Cirl-Ali-Delete

Cirl-Alt-Backspace

Clri-All-F1 \lt+Delete to sign in.

Cirl-Alt-F2

Cirl-Alt-F3

Cirl-Alt-F4

Cirl-Alt-F5

Cirl-Ali-F6

Ciri-Alt-F7

Cirl-Alt-F2

Cirl-Alt-F9

Cirl-Alt-F10

Cirl-Al-F11

CVMQD Y E— FFRZ by TREPEMCRoTVEINE S 2 HERT S

1.CVMT, PC>FuRF 4 %2457V 7 LT, IYRT4) U4y RUkBEET,

2. [RAT 41 74 Y RUT, YRATLAOEMRELERL T, [PRAT7L00780 7 4] U4 Y RURHEZE

ER

8. A7 707 4] V4 Y FUT, VE—PFXTEEIRNLT, VE-FTRZ7 by 7 HREMO Z D
V2R —ADYE— MEREZHTEE2F v 7 L TWVERE I RHRLE T, FilBlIIRTD XS
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| Computer Nam&l Hardware | Advanced | Remate |

Remote Assistance

[ ] Alow Remote Assistance connections to this computer

Remote Deshkiop

Choose an option, and then specify who can connect.

(") Don't allow remote connections to this computer

(® Allow remote connections to this computer

[ ] Mlow connections only from computers running Remote
Deskiop with Network Level Authertication {recommended)

Help me choose Select Users..

FWV, V= MEREREDEMICHE > TWET, VE— 772 AR= DAV TWEDNE S 02l LTLE
W,

VWWZ, DAY a—ZX—ADYE— MERZEFAIT 32T =2y 7L, 5 —HEA VARV RAIZY E— MEHL
T, BRI L R LE T,

VE—F 727 RE—FBHVTVWAELE S 22T S

1. CVMT.

7V L L. [Windows PowerShell] 74 > Fv ZB = %7,
2. TWindows PowerShell] w7 4 > R T, UTFToDa~<w>y FEFEITL, VE—FFRZ by TOETIREEZTEZR L
F3 (F74V T, VE=FTRZ by Y —ELADKR— b ESH3389TT) o
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netstat —-ant | findstr 3389

MUFD XS BERMEEINS, EHIRETHZ 2R LTS, VE—FTRAZ by 72HEH LT
Vo B —EA VAR R EB— MER LT, RPN L0 S 2R TEE T,
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el Administrator. Windows PowerShell

indows PowerShell
opyright (C) 2014 Microsoft Corporation. All rights reserved.

PS C:\Users‘Administrator> netstat -ant | findstr 3389
z 0.0.0.0:3389 0.0.0.0:0 LISTENING
o T ESTABLLISHED

WY
Lt 4 v e tiwe 2wd: 50709 ESTABLISHED
=:]:0 LISTENING

ERMDFRR SN WEGEER, BRERETHL e Z2RL. LYAMVDUE-FR— FO 8T 5708 5 2 HERE
LTLEEW,

VIZAMYDYE—PR—FDB—BTE0EI02MHERT S

ZDAT v 7Tl TCP PortNumber? RDP Tcp PortNumer 23 U TH 208 5 2R L 3,
1. CVMT,

A I/ ON

%%?)E’C\ regedit ASJL T, Enter¥—%2# LT, LIAMNIZF4&X—] U4 VY FURHEZT,

2. EfloL Y XA MY F LS —2 2 > T, HKEY_LOCAL_MACHINE > SYSTEM > CurrentControlSet > Control >
Terminal Server > Wds > rdpwd > Tds > tcpDJIHETT 1+ L 27 bV ZEB L £ 3,

3. tcp TPortNumber% B2 T, PortNumber7—%& (K— +&S, 77 L +23389) Zit AL ¥3, TaLHI{%
WRT LD
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File Edit View Favorites Help

------ | 50OMServicelist # || Mame Type
B -l Srp | MaxldleTime REG_DWORD
- | SrpExtensionConfig 4| MaxInstanceCount REG_DWORD
b0 Stilllmage % MinEncryptionLevel REG_DWORD
B -l Storage QﬂNWLogonSemer REG_SZ
b - StorageManagement 4 OutBufCount REG_DWORD
-y StorPort _ %4 OutBufDelay REG_DWORD
-1 Systeminformation _?g';:ﬂGutEquength REG_DWORD
E j 2:&?“”“5 2 Password REG_SZ
o B Terminal Server ;,o PdClass REG_DWORD
i |1 ClusterSettings -
- . ConnectionHandler 20| PdDLLT REG_5Z
- | DefaultUserConfiguration EﬂPdFlag REG_DWORD
- KeyboardType Mapping -?!'!‘deF|391 REG_DWORD
bl RCM ab|PdMame REG_SZ
b | SessionArbitrationHelper ab PdName] BEG 57
.| SysProcs = l G20 PorthNumber | REG_DWORD
[> . TerminalTypes TnghECUFItj’LE]."EF REG_LCWWORL
B -l Utilities s SelectMetworkDetect REG_DWORD
k- 1. VIDEO 7| SelectTransport REG_DWORD
by Wds 7| Shadow REG_DWORD
4 - WinStations %] UserAuthentication REG_DWORD
H—CML ab||Jsername REG_SZ
k- RDP-Tep U A 2 REA MANRT
----- . Iimeaonelntformation v [ <] m

Computer\HKEY_LOCAL MACHINENSYSTEMY CurrentControlSet\ Control\ Terminal Server\WinStations\RDP-Tep

4. KoL YA MY F L5 —2 a3 > T, HKEY_LOCAL_MACHINE > SYSTEM > CurrentControlSet > Control >
Terminal Server > WinStations > RDP-Tcp®DJIETT 4 L 27 M) R L £ 3,
5. RDP-Tcp CPortNumber% &-213 T, RDP-TepH dDPortNumber7— & (K— F&S) AitepH DPortNumber
T—X (R=1+&HKB) LRALLEIPEMHRELET, FiOEBITRT LI
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FIUTRWES., 27 v 76 2FTLTLEXWN,

VHHF) REE) EE(NV) WEEER) BEEIH)
----- | DefaultUserConfiguration ~ || = i) bt
k-1, KeyboardType Mapping 74| PdClass REG_DWORD 0x000
by RCM 34 PdClass1 REG_DWORD 0x000
-~ | SessionArbitrationHelper ab|pdDLL REG 57 tdtcp
L SysProcs ab] pdDLL1 REG_SZ tssecs
bl TerminalTypes 14 PdFlag REG_DWORD 0x000
b Utlities 24| PdFlag1 REG_DWORD 0x000
b “SED 6] PdName REG_SZ tep
- $ Z . ab| pdName REG 57 tssecs
-0 tat :
). Winstations [ PortNumber REG_DWORD 0x000
I-- | Consale = -
STE 4| SecuritylLayer REG_DWORD 0x000
Tk =
: : . %) SelectNetworkDetect REG_DWORD 0000
----- ]. TireZonelnformation
fg'gﬂ SelectTransport REG_DWORD Ox 000
..... l prm o |

FAUHEE. VE— bR A U —E 22 HEE) LTLEIW,

6.RDP-TcpH dDPortNumberz X717 ) v 7 L £,

6. Ky 77w LIXAT7a Ry 7R T, MET—%] %0-65535DM TRHEHA— MIEEL T, TCP
PortNumber ¥ RDP Tcp PortNumer® R — b HES5%2 —HXHT, OKZ Vv 7 LT,

7. EHE %, CVMa >y —)L TA VARV AZHEFHLET, b5 —EA VY AX ) B— MER LT, i
BT 85 iR U E 3,

VE—bnr4 -V RA2HEEET 3

1. CVMODOHIT,
7 Vw7 L,

’EEE?}@“C\ servicesmsc® AJJ LT, Enterx—%2#L T, ¥—bE R 4y FUZhx%d,
2. =¥ Y4 Y RYT, VBE—FFRZ by Y —EREROFTHEZV Y2 LEd, BRZEIRLT. V
F—bta A Y-V 2AEHEHLET, FTaOEBRITIRT LI
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Eile Action View Help

s FIEE=z HE »=nop

'C‘,_% Services (Local)

e

Remote Desktop Services Nam e Description Status
% Remote Access Auto Conne... Creates a co...

Stop the service C..Sﬁ Femote Access Connection... Manages di...

Restart the service C-ﬁﬂ Remote Desktop Configurat... Remote Des..  Running

% Smart Card Removwal Pelicy

Allows the s...

* 3 Remote Desktop Services Allows user...  Running
Description: . Remote Desktop Services ... Allowsther.. Runnin
Allows users to connect interactively  ; Remote Procedure Call (RPC) TheRPCSS...  Runnin
to a remote computer. Remote # .
Desktop and Remote Desktop Session {..:5’, Remote Prﬂ-:.:edure Call (RP... InWindows...
Host Server depend on this service. " Remote Registry Enables rem..
Te prevent rermnote use of this 7 Resultant Set of Policy Provi.. Provides a n... E
c;mﬂputer, cle?]r t?ehchseckboxes on J, Routing and Remote Access  Offers routi...
the Remote tab of the System . RPC Endpoint Mapper Resolves RP... Runnin
properties control panel item. e
5 Secondary Logon Enables star...
i%ﬁecure Socket Tunneling Pr...  Provides su...
fiﬁﬂecuri‘tyhccounts Manager  Thestartup ... Runnin
% Server Supports fil..  Runnin
5, Shell Hardware Detection Provides no.. Running
:%Smart Card Manages ac...
% Smart Card Device Enumera... Creates soft.. Running

% SMMP Trap Receives tra...
% Software Protection Enables the ...
| <'| m

Extended {, Standard /

Stop and Start service Rernote Desktop Services on Local Computer

ZF DO E

FEHERZIToTHVE=—FTRIA Y TERVEAIE. 77 v P2EE LTT74—RFNw 7 LTLRE W,
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LinuxA{ > A & > ZBH5H
LinuxA{ > A & > R BsRGcH

BEHH  : 2023-04-21 14:51:10

CDORF XY FTEFICLNUXA Y AR VARG TERVIGED N7 IV a—T 4 Y7k, LinuxA ¥ &
R AR TERVERFRICOWTHH L, MEDO NI IV a—T 4 V7, FEB X UEHICOWTHAL
3,

[ D E

HoZWY — v ofER

Tencent CloudiZ, g, 77 A4 7V 4+ —LBLXILF 2V T4 7V —TORERE DO LBEIFEATH
208D RIS 2 DI OECEHY — L ERELTVET, EED70%IXY — L TRIETE, Milah
ZMEE I A Y TERVWEKE Ko TWAARENE DO H 2 EFELRETE T,

1.2V 7Fzv 7 22y 2L, B2y — L ZHE X3,

2.V NA Y R=T 2 —=AD Ty T MIEDOE ZWLWCVMEER L, BHBRE 2V v 7 L E T,

HEBHL Y A& Y b ERHERHLTa~Y FEERF

HEML 7 S RZ Y b EFRALTA VARV RZa<w Y FEREE L. VI Iy a—T 4 Y BEORERTTS
ZeNTEEXY, HHFIHFIXOEBD T,

1.CVMa>yy—rizalZA L, A VARV AVZARNTCA VAR ZAIDE 27 ) v 7 LET,

2. A VARV AFHIR—YTARY FOETX TRBEIRL, av Y FOEFTEI Vv 7 LE T,

3Ry 7y F Ll laxy FOFET) w4 Y FUT, BEWSLTa~y RERIRL, a~vy FOETE 2
Vw732, avxYy REFETLTEOMEREHRT 2N TEZT,

FlziE, Ha~v> K df -TH ZANLTaARY FOETEI Vv 7522, A VAR RZR T4 B FITHE
FHERT e TEET

HEL 7 > 2 & Y MZOWTEDFHELWEREBHID IR D WS, HEb7 > 22>+ 2 ISRLEX
W,

B -

FITNT 2a—T 4 VY= Ko THERR T 2R VREIZ DWW TIE, CYMIZVNC ATt 714 v L, Bz
WhI TN a—T 4 VI REMTEI2BEHOLET,

L2 b5 RA
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Linuxf Y A& > 21Za 74 Y TERVERERK :
SSHOM#EIC KX b4 I TERW
RRAT7—FOMEICEID a4 U TERWN
WEIERHRR ST X5

P — N —EfDE

¥ 2T 4 I — TN — L HAEY]

e 5 AL T

VNC ARZMLiznrL v

fEHED 71k (Orcaterm) 7213V E—+u 7 A Y Y 7 b2 72 ML TLlinuxf Y ARV RIZR 74 Y TERN
H&3, TencentCloud VNCZATLTrZ A v L., BEEQFEKZEETE T,

1.CVMa >y —niza 4 v LETD,

2. TR &Sz, 4 YAAXVADEMHEHT, /A4 Y LW VARV AZERL, a4 Y%7 ) v/ L%
ER

Instances
Guangzhou(12)* Shanghai(19) Beijing(1) Chengdu(g) * Chongging(2)* Hong Kang, China(g) * Singapare(0) Bangkok(1) Mumbai(1) *
Frankfurt(0) Moscow{S).

Create More actions ¥

Project: All projects

ID/Instance Name Monitoring Status T Availability ... T Model T Configuration Primary IP
il (1) Running Guangzhou Zone 4 528" 2-core 8 GB 5 Mbps ic) I1
SUrERNANUT System disk: S50 Cloud &

Network: Basic network

d (D Running Guangzhou Zone 3 SN3ne s 4-core 8 GB 100 Mbps
"M System disk: Premium Cle
Network: Default-VPC

3Ry I 7y LI MEHEO 4 > | Linuxf Y AX YA ] 74> FUT, VNCRZ 4 VEFERL T,

A -

nrA4 vHNz, RAT— RESNLERIE. aYY =L TIDA VARV ADNRAT—RE YLy N TEET,
BARMREBEEICOWTIX, A VARV ZADRAT—RE Ly b FFaXy b EISEBLIEIW,

4. 21— —H[r AT —-FKZASJILTrI LV LET,

SSHEEEIc X b a4 U TERWV

EEER . SSHAZHH L CLinuxfd Y A2A&Z > 2lcuaz 4> LGS, ERTEERAL 2013 HEHRICKKRL
FLz) ERREIND,
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MIBFNE : SSHA A2/ L Clinuxf Y AZ > 21207 A4 v TE2HW0 FXFa Xy 2B BLTrI Ly a—T4
VITEITVE T,

NRRAYV—FOREICE D/ L U TERY

REES . SRV —-FDOAN IR, RRATV—=FEENZ, RRAT—FDV Ly MIERBLZR Y OEETIERIC
0z 4 TERD,

LA EE © Tencent Cloud2 > Y — L TIDA Y ARXR Y ADNRAT—REV+Ey bL. 4 YRRV A ZHIEH LT
W,

WMEENE : A VARV ADNRAT—=RE YLy bTEHECOVTUE, A VARV ZADRAY—FE Uty b R
Fa XY MBI,

HHIEFIARIEST ¥ 3

PREES . oWy — sk > T, FIERIARSE T E 2 Z e AMER e BRI Nz,

SUEEFNE

1.VUNCR 7 A4V IZ&koTA VYRR RIZu 74 Y LETD,

2. RO FHESE W a7 A4 v TER W REFa XY b ESRL, 4 YRR Z2DHFERIE#ERTE X O
EOMFIZOWTHEZRL 73,

F R B

BREER . L 7F v 7Y=L EFRIFTCOPIZ L > T, ¥ —N—DCPUARIDEWDIZS AT LMY E— ME
MTERL R oTWVWE, £RET7 7 ADIEFITEL BoTWa e RREI N,
EZOhBFEHR: A2 b ORE, = FX—T 1 BOTVANIWNKY 7, 7TV r—>aryrurs
LDERE, FIAN—DERE, Y7 V727D 7Y FTOHFHEHIE > TCPULEERNEL 2

D, CVMIZBR A Y TERWV, ¥ 7 7 ZADEVE Vo IENFEEL TV 5,

SUEFIE :

1.UNCE 74 Y IZ&oTA YRR AR 74 Y LET,

2. Linuxf Y AX Y2 CPUE XEV HARENE WD, B/ A4V TERW FXFa Xy v esBL, 427 =
F—Y v —) CTHMOBWNW B AZRELET,

tF a2V T 4 IN—FA— R

BEER . tLI7F 2y 7YV —ILTOF v ZOFER, EX 2074 20— — ARG zdicars 4y
TERWZ e bholz,
MBFIE: X220 74 270—7 (B—F) HEiEY — L IZXoTF 2 v 7 2ITVET,

Quick Check
ScreenShot
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X2V 74 7 N—TK=}

R— 2B TEET,

Testing Details

REDMETDH 5 LHWr S N5 E .

Cloud Virtual Machine

VDI V7Y v ZBBEE R L T

Protocol Port Direction Policy Effects

TCF 3388 Inbound Ope Mone

TCF 22 Inbound Ope Mone

TCR 443 Inbound Upe Mone

TCR 80 Inbound Cpen Mone

TCP 21 Inbound Not opened @) Unable to access FTP
TCP 20 Inbound Not opened (i) Unable to access FTP
ICMP 0 Inbound Ope Mone

ALL ALL Cutbound Ope Mone

¥F 2V FATA—TN—ADH AR AEERATOIVHER, LF 20T 4 70— T =L OB FFaXy
FESBBO L, tX 2T 4 Z— TV EBHRELTLEE N,

FOMY ) 2a—> 3

FRO NI TN a—T 4 7 ®fToTH, LinuxAd Y RAX Y RAZEHRTERWGEEIE, 2L T7F 2y ZHERZ2HE
FL., 77y P LT 74— KRNy 7 LTLIEE W,
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LinuxA{ > A X > A ZSSHTEFKT X2\

REEETH © : 2021-10-27 17:33:36

2iBH :

CONRBFAI2=T 4 PoFEOLNLDDTHD, ZEFTTICTRAL £3, Tencent CloudBHE R i & 1ZFAFR
BHDERA,

CZWEEENBED 7 7 4 MREIZ, BFEEIZETLTILES WV, BEWZIGCT, RAFy T ay MEK
BREDHIETT —=ZNw 77y TRITIZENTELT,

BR DA

SSHZHH L CLinuxA Y AX > 2icn 74 > ZiTo7zB, THHTEEHA ) 7203 KB LELE) ©
FoREN., Linuxf Y ARV RWZIEREIZO 74 Y TEERA,

FREDRE S & CALH

SSHZMM L 7zLinuxf ¥ A X Y ZAADB 7 A4 U3k L, =7 —HRpEENGEE. =7 —ElZalsxL.
RDOEL DHEZZT7—IHHRIHETIZFESH0ZHL. RECHEZREL T, FIEZSHLUMBRT LTS
S

SSHu 7' 1 > = 7 —User root not allowed because not listed in AllowUsers

REDFEHE

oMY, SSHY — AR L—F—u g VNI X—=2%27 774 712, ur 4 ra—¥—%2flR
LTWEDITEIDET, T RXA—XDFHIERD B D T,

AllowUsers : 1 7 4 U DFFRAIENTVWE L —HF —DERT A PYXMTHH, TDONRTRX =Pk TnW3
I—HF—DAOTA VTEET,

DenyUsers : 0 74 U HELRINTVWEL—HF—D T T7v 7 VIXAMNTHD, TDT X=X EINTWVWDS
I—HF—=FFTRNTe I UBERINET,

AllowGroups : 227 {4 Y DFFA[ N TVWE L —H =T —T DRV A FPYRXAMTHD, TDNRTA—ZHFhE
NTWda—HF—=r—7Dsrur 4 TEET,

DenyGroups : 7' A4 UHEBEINTVWEL—Y =N —TDTI79 7V ANTHH, ZDT XA —XHERE
NTVWE2—F =T N—=FFFTXRTur{ UHIERINET,

A -

EERY > —DBENAMIZFFAIRY & — &b RiZZ b %93,

R TG I
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1 UFETFNE 220 L. SSHTEE L sshd_config 7 7 A NMICHEA, RELTMERL T3,
2. 1—H—u /A VHlH N Z X=X ZHIFR L, SSHY — b X % FHiE#) 3 4UX5E 7 T3,
ALIBF I

1. VNCZ{#HH L TLinux{ > A& >Riza 4y LET,
2 U TDa~xy FEEITL, VIMZT 4 Z%ZfH L T sshd_config iRE7 7 MITHEAE T,

vim /etc/ssh/sshd_config
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BAZML TIREE—FMICAD, UTOREZHRL THIFRS 2722, 73BITOREIC ¢ ZEMLTaxr L
£,

AllowUsers root test
DenyUsers test
DenyGroups test

AllowGroups root

4. EscZM LU THRET—FEKT L, wogz AL TEEZRIFLE T,
5 FZBUHEHT20SIL T TOa~y F2FEITL, SSHY— b X2 HEH L £9,
CentOS
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systemctl restart sshd.service

Ubuntu
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service sshd restart

SSHY —v R ZHE#TL L. SSHEFHL Tu /A > TE2 X518k 3, FHcOWTIZ SSHAZ(HH LT
LinuxA Y A& > 2i1ca 74y 22BN,

SSHu 7' 1 > = < —Disconnected:No supported authentication methods available

B& DB
SSHZMLTrZ A 2. ROL S —IERPTRRENE T,
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Permission denied (publickey,gssapi-keyex,gssapi-with-mic).
sshd[10826]: Connection closed by XXX.XXX.XXX.XXX.

Disconnected:No supported authentication methods available.

FEDFEH
SSHY — P A2 X 5T PasswordAuthentication 287 X —XDPEHEIN, XAV — RFFiEa 74 DRI
TolzZ EDREATT,

PRV
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1 FETFNE 2208 L. SSHTEE L sshd_config 7 7 A NMICHEAT T,
2. PasswordAuthentication 287 X —&X%ZZHE L, SSHY— V' R E2HEH TIUXSE T T,

LB

1. VNCZ{fH L CLinuxf Y A& > xizcaz74 > LET,
2. UToa~wy REFITL, VIMZT 1 X%ZHH LT sshd_config aXE 7 7 A MITHEAE T,

vim /etc/ssh/sshd_config
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.MU THEE— FICAD., PasswordAuthentication no % PasswordAuthentication yes IZ%&
HLET,

4. EscH LU THRET—FERT L., WgZ AN L TEEZRIFLE T,

5. FFHFEHT 208G U T TOa~y FEHEITL, SSHY—E AZHEH L £3,

CentOS

systemctl restart sshd.service

Ubuntu
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service sshd restart

SSHY — b 2 ZHEH T2, SSHEHHL TR A Y TE5 X510 F3, fHlcOWTIE SSHEEH LT
LinuxA ¥ 2 & > 2ica 74 > 2 ZTBRLTIZEW,

SSH®u 7' 1 > Z —ssh_exchange_identification: read: Connection reset by peer

B DOBA

SSHEfEHLTr 74 >3 5Kz, =7 —1H#H ssh_exchange_identification: read: Connection reset by peer | %3
RREINET, dLAEROLT —HRIPIFREINE T,
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"ssh_exchange_identification: Connection closed by remote host"
"kex_exchange_identification: read: Connection reset by peer"

"kex_exchange_identification: Connection closed by remote host"

IO REH

ZDORATOMBEIFAET ZRENIZ DD 35, X< H2FERIROBIEET T,

0 —hL7 7t AN X o T TR X Tw 3

Fail2ban<denyhost’z &', IS0 DREAIEY 7 b Y 2 712X > TI7 7 A4 7T =L — IR EEINT-
sshdi¥ & TR AEMEADHIR T ATV S

Q= y V=7 IZHERD B

RS

WHEETFIE 22U, 772 ZARV S —, 775477 +—)b— )b, sshd%E. % v N7 —27EELZ WL DD
H2OMEEZRE L, RLE T,

Lk ES |

772 ARV ¥ —BREDOHER L iR

LinuxTl¥ /etc/hosts.allow BEXU /etc/hosts.deny 77 AN Ko TT7 7 AR —BRETSZ
EMTE, 22D7 7 A NVFZNENEFFAIRY = HERRY =B LTWET, iz

\¥. hosts.allow 77 ANTHRRAMEEL—ILZHEL., hosts.deny 77 AL TZDMDITRTDHER
FNEEERTEZ N TEET, hosts.deny %2flic 22, HARY S —DFERFRD L5122 D 5,
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in.sshd:ALL # TRTCDsshiEmrER
in.sshd:218.64.87.0/255.255.255.128 4 218.64.87.0—127DsshZIEH
ALL:ALL $ IRTOTCPEREZIED

VNCZ R L CLinuxf Y A& > AlZu2' 4> L, /etc/hosts.deny 7 7A4L1EX

¥ /etc/hosts.allow 77 A NZHEREL., HEREMFICEDSWTROMMTERZERL T I W,
REWCAD DD o TG ERFMEE CTEHE L TLZEWV, ZER T SITAMTLED £75

KRBE, FREFEICRD DR o158 1E. ROFIAITHEATL I W,

2B .
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TIERRAE) S —EZHRELTVEWES, T7A4NL D774 MEITRTT S 72 THDH., TRTOEHIFA]
XNTVWET,

iptables 7 7 £ 79 1 — VL — )V ORER

Fail2ban<>denyhost’z &', A/ S DRAMIEY 7 by = 7 D% Z 9T, iptables”? 7 4 77 4 — LWL — )L 3%
HEINTLEI MR LET, UTOavx Y FE2EITLT. 7747V +—ADSSHEMZIES L7z Z 23D
B0 D R LE T,

sudo iptables -L —--line-number
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&2 Tencent Cloud Cloud Virtual Machine

SSHERDEGR SN TWEGEIE. ST 23V 7 2 7DFR 74 MY A MR EOEERY) S —I12Xk->T, TH
B TREZIToTLIEE W,

SSHIEZMDIER SN TWARDL > HE X, ROFIHITHEATLZE W,

sshdBE DR L A%

1. UTFTDa~v>y REFEITL, VIMZT 4 2% LT sshd_config XA, 77 A ILEHRELET,

vim /etc/ssh/sshd_config
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&2 Tencent Cloud Cloud Virtual Machine

2. MaxStartups DHZHET Z2LBENDH 20505 R L ET, sshd_config KEZ 7 4 ILH

D MaxStartups WX &Ko T3 2RAEHBEREL T, ERENICEZ S G EHELLI-WEEE. ZOfE
T HAARE ST HHENDH D £ T,

PP REIRGE . UTOFIHEZZRUTEEL TLZEW,

2111 2HLUTREE— FICAD, EEETRICEscCZH L TREE— F2RT L. wogz AT L TEAEZRFL
£7,

SiEA

MaxStartupsi310:30:100237 7 # L b RETH D, SSHIRE T T L XD, 74 727 4 T 4 sl & #8728 W [AlRfHE
DORARZIEEL £3, 10:30:100& 1%, 10%FH OFEHELIE, HEHED10012E T 2 £ T, 30%DiER (i)
Tl ziER T2 2R LET,

212 FTDa<wy FZETL. sshdh—b 22 HEH L %7,
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&2 Tencent Cloud Cloud Virtual Machine

service sshd restart

FRED BN NG ENE, ROFIAITHEATL 72X W0,

2v PU—IBEDT A

1. 794 R=FP7RLZZFHLTEZA Y LTWVADLE SRR LET,
NIV OEGEE. X7V v ZIPIZUIDBZTOroHERLTL XN,
MWz DFEIE. ROFIEICHEATL FE W,

2. Mo xy VY —IEEEFHL T, EEICEREINI0ETAFLETD,
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&2 Tencent Cloud Cloud Virtual Machine

N3V DEEIE. 4 Y ARX A ZHEHRICUNCZHEHL T, Y AZ 2274 Y L TLEI WD,

Nonz ) OEEER. 77X MERICEDSW TRy MY —7REOMEZ R L TLZZ W,

ZZETTSSHRE 74 Y ORMEDRRI A TORWEGEEX, AT LA —FVIEEPELCTWED, FI3Z
DMDEHEN L EZRNC K 2 A[REED D D 5, MEOUHZED 270, 77 v P2 LTITEEIZE 0,
SSHu 7' 1 > Z —Permission denied, please try again

B oA
rootL—H% —2SSHZ {HH L CTLinuxf > XA & > Rizwr 74 538, =7 —1E#H [Permission denied, please try
again] BERRENET,

I DEHERA

Y AT LI K o TSELinuXY —ERANT 7 7 4 LS N7z, £TESSH H—E X2k -
T PermitRootLogin RENEHEINLILIZLEDHDTT,

PRV

WUFNE 2288 L. SELinux¥—E RB X USSHHE 7 7 4/ ) sshd_config D PermitRootLogin %5
A =22 L, MEDHEKZ R L THREZRRL %75

ST NE

SELinux¥— ¥ X DR & #E&xhL

1. VNCZ{#H L CLinux{ Y 2 &Z > RIzaZ 4> LET,
2. TFoa~y FEETL. BHEDSELNUXDY —E R AT — X A 7R L £,
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&2 Tencent Cloud Cloud Virtual Machine

/usr/sbin/sestatus —-v

IRENTZ 8T X — KD enabled THIUIEINLRIREETH D, disabled THIUIEERNLIREET T, AR
ETHIUIKRD X ICFREINE T,
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&2 Tencent Cloud Cloud Virtual Machine

SELinux status: enabled
3. EBEDIRFICIL U Ty SELinux¥ — ¥ A 2 —Ii £ 7= 13k sk L £ 4,
SELinux¥ — & Z & —FI2 501t

UToa<y F%25ETL. SELinux¥—Y A%Z—FRINCEILL 3, ZEIIV 7 LEA JZERERD, AT
LFEEA VAR ARHEFHTEZLEEHD FHA,
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&2 Tencent Cloud Cloud Virtual Machine

setenforce 0

SELinux# — b & % ke Esh{L
MTFoa<y F#FETL. SELinux¥r—b 228 L 3,
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&2 Tencent Cloud Cloud Virtual Machine

sed -1 's/SELINUX=enforcing/SELINUX=disabled/' /etc/selinux/config

THE
Z D a<r FIZSELinuxy — E 2 d3enforcinglREEDIH B IC D AEHA X N E 5,
ARV RFTRICVAT LEREBA Y AX U A2HEH L, ZH2ANTT20E N DD $3,

sshdFE DHERR L R

1. VNCZ{#HH L TLinux{ YA &X>Riza 4y LET,
2. U TDa~y FEFEITL, VIMZT 4 X%ZfH L T sshd_config iXKET7 7 4 MIHEAFE T,
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&2 Tencent Cloud Cloud Virtual Machine

vim /etc/ssh/sshd_config

3.iZMH L THEE— FICAD., PermitRootLogin no % PermitRootLogin yes ICZBEL 7,

2B .

sshd_config TI D NT X —XPRESNTWIRWEE, rootL—%F —a 74 Y377 +)L b TEFA X
KRS

ZDRT X —=RiFrootL—H —=MSSHEHFH L Tr /A VT 258ICDOAFEL., rootL—H =232 DD FET
AVRZ AT T L YT EGEIREHELEEA,

4. Esczf L THREBEE—FZHK T L. wgZ AL TEEZRIFELE T,
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&2 Tencent Cloud Cloud Virtual Machine

5 FToa~y FEFEITLT, SSHY— L A EHEH L £ 7,

service sshd restart

SSHY —VPRZ2HE#IT L., SSHEHHLTue A > TE2 K512k D 3, eHlicoOWTIZ SSHZHH LT
LinuxA Y A& > 2i1ca 74y 2250,

SSHwu ' 14 »Ff = —Too many authentication failures for root

B DA
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&2 Tencent Cloud Cloud Virtual Machine

SSHE#HLTr 24 T 2K, vr 4 VRIS AY — FEEREIA ST 22, =5 —1E#H Too many
authentication failures for root] 23R X1, EReOHRT X L E 3,

FIEDREK

& o 72827 — R EEEH L CAS L, SSHY—EZADARZATY— KUty bRYS—FRFIFH—LZ L
MIRK T,

RS

1L TFNE 220 L, SSHTEE Lz sshd_config 7 7 A VICHEAE T,

2.SSHY —EADNRATV— KU+t y hRY S —D MaxAuthTries 8T X — XX ELHR L TEHL, SSHY —
P2 EEHTIUIE T T,

S NE

1.VNCZ{fH L CLinuxf Y A& > Rizcaz7 4> LET,
2. UToa<wy FEFEITL, VIMZT 4 XZHH L T sshd_config aXE7 7 A MITHEAE T,
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&2 Tencent Cloud Cloud Virtual Machine

vim /etc/ssh/sshd_config

BUTREMLERENEENTWARVPHERL £7,
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&2 Tencent Cloud Cloud Virtual Machine

MaxAuthTries 5

2B -
ZDORIRA=RIFT7HNITET 7T 4 7I2HRoTELT, 2=V —EESSHEZHHL TR 71 5 5
W2, BES 72T — P2 L TANTE LR ZHIRT 27DICHWohE T, RELLBEREZEZ S &
SSHiEw AU X, BEHD LI —EFEMLERREINET, 2L, BHEO7 vy MEry 733, SSHr Y
A VEHMEHT2 e TEET,

EEEDIRICIE L T, REZZEEHTEI0E I 0ZRELTL IV, ZEBPLERIE ST sshd_config iXiE
TZ7ANDNY 77y TRAERLTHEL e 2 BHDLET,
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&2 Tencent Cloud Cloud Virtual Machine

4. iU CTHRET—FICAD, UTOHFREXZETE0., FRIITOREIC + ZBMLTaXyFLET,

MaxAuthTries <[EE- 72827 — KD ASIZEFA]T 2 [E5>

5.EscZM L THREET—RNEKRTL, WwqZ ANL TEEEZREFELET,
6. L Tha~y FEEFTL., SSHY— L R ZHEH L £ 7,
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&2 Tencent Cloud Cloud Virtual Machine

service sshd restart

SSHY—E 2 ZHEF T2 L, SSHEHHL TR A > TES X1 D ET, G OVWTIX SSHEMEH LT
Linuxf ¥ 2 &> 2lzu 74 v 2T E 0,

SSHiEZH)RF = < —error while loading shared libraries

B DA

Linuxf > A X Y AMSSHY —E A% EET 2 &, DITICEML 227 —[Efidisecurenn 77 7 £ LIRS 1L
L, ERRFEHZRINET,
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&2 Tencent Cloud Cloud Virtual Machine

"error while loading shared libraries: libcrypto.so.10: cannot open shared object file: No such file or directory”
"PAM unable to dlopen(/usr/lib64/security/pam_tally.so): /usr/lib64/security/pam_tally.so: cannot open shared object

file: No such file or directory”

FIEDRH

SSHY —E ZOBENKTET Z2BEDO S AT L T4 750V 7 7 AADREDNTD, TIMHRZREREDEEIC
£35HDTT,

RS

WFFIE 22 LT, SRATALAFAT 7V 7 7 A VEHERL, BEZITWET,

AL

A -

Z ZTldliberypto.s0.107 4 75V 7 7 A VO RFEWHZHNZE D XTI, ZOMDF A4 75710 7 7 A VEEDL
HAES SHAEML TV E T, EEORWITIG U TERERZITo T EE W,

FATIV 7 7 ANVERERET S

1.VNCZ#HH L TLinuxf Y A&X>2icu 74> LET,
2. LIFTDa~y REZEITL, liberypto.so.107 4 77V 7 7 A VM EHER L £ 35
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&2 Tencent Cloud Cloud Virtual Machine

11 /usr/lib64/libcrypto.so.10

DIRICEEPIL 72 1EHRR I N8558, /usr/1ib64/liberypto.so.10 & libecrypto.so.1.0.2k 74 7
FUVI7ANDY T )Y I THBRIERLET,
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&2 Tencent Cloud Cloud Virtual Machine

lrwxrwxrwx 1 root root 19 Jan 19 2021 /usr/lib64/libcrypto.so.10 -> libcrypto.so.l

. UTDa~vwy F2FITL., libecrypto.so.1.0.2k 74 75V 7 7 A VEREHEREL T3,
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&2 Tencent Cloud Cloud Virtual Machine

11 /usr/lib64/libcrypto.so.1.0.2k

DU ICHEM L 72 BB S E 5
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&2 Tencent Cloud Cloud Virtual Machine

-rwxr—-xr—-x 1 root root 2520768 Dec 17 2020 /usr/lib64/libcrypto.so.1.0.2k

4. EFIRTA TV T 74 INVDNRRA, MR, 71— ERELHRL. UTOFETUEZITWE T,
47510774 IVDMRERL B

MWERTZ 7 A NDT v Fa— K

AFwTFay hE— LNy ZI12XB) BN

SATSV 774 NVDORRL B

1. U TDa~wy REFEITL, libcrypto.so.1.0.2k 77 A LEZHRRLET,
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&2 Tencent Cloud Cloud Virtual Machine

find / —-name libcrypto.so.1.0.2k

2. IREINMERICHE SOWTLTDa~x Yy REFEITL, 9477V 77 ANV EEERT 4L Z M) Icar—LET,
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&2 Tencent Cloud Cloud Virtual Machine

cp <FIMH1TEELZFA4 75V 774 LVOMEN)RZA> /usr/1ib64/1liberypto.so.1.0.2k

BUTDa<wy FEIEICHEITL., 77 A VDR, FTA#H. JNV—T2ZEL£T,
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&2 Tencent Cloud Cloud Virtual Machine

chmod 755 /usr/lib64/libcrypto.so.1.0.2k
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&2 Tencent Cloud Cloud Virtual Machine

chown root:root /usr/lib64/libcrypto.so.1.0.2k

4. TDa<wy FEFEITL. Y7 MY U7 2EKRLET,
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&2 Tencent Cloud Cloud Virtual Machine

In -s /usr/1lib64/libcrypto.so.1.0.2k /usr/lib64/libcrypto.so.10

5 FToa~y F&EZEITL, SSHY—v 2 %ZEH L £,
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&2 Tencent Cloud Cloud Virtual Machine

service sshd start

N7 7 AVDT v Ta—F
1.FTPY 7 bv =72k D, MOEHEZY —N—FED libcrypto.so.1.0.2k DI 77V 774 10%, HIY
DY —=N=D \\tmp T4 L7 b7y Fa—KLET,

A
CZTWRHMDY —N—D \\tmp T4 LZ MUADT v 77— R2HICE D EITH, BEORMIZIELETE

THIENTEERT,
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&2 Tencent Cloud Cloud Virtual Machine

2T Da~x Yy FE2EITL, A7V 77 ANBIEERT 4L 27 PJIZav—L%x7T,

cp /tmp/libcrypto.so.1.0.2k /usr/lib64/libcrypto.so.1.0.2k

. UToa~y FRIBEICETL. 77 A NVOWER, FTEHE. ZLV—7%2ZHL %7,

©2013-2022 Tencent Cloud. All rights reserved. Page 117 of 322



&2 Tencent Cloud Cloud Virtual Machine

chmod 755 /usr/lib64/libcrypto.so.1.0.2k
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&2 Tencent Cloud Cloud Virtual Machine

chown root:root /usr/lib64/libcrypto.so.1.0.2k

4. Toa~<wy FEFEITL. Y7 MV U7 2EKRL T,
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&2 Tencent Cloud Cloud Virtual Machine

In -s /usr/1lib64/libcrypto.so.1.0.2k /usr/lib64/libcrypto.so.10

5 FToa~y F&EZEITL, SSHY—v 2 %ZEH L £,
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&2 Tencent Cloud Cloud Virtual Machine

service sshd start

2FvFTay ba—nAnv 212k 3YHNY

A VARVASAT AT A A DBMEDRAF v T ay b =Ny 7558 T, 9477V 7741%Y
ANYTEIENTEET, OV TIE, A F v T vay bhALDT =20 =LAy 7 BTSN,
THER:

AFyTTay bAa—ANy ZE{TH L, AF v F¥ay MEED T — B EbN25E1”HH FTDT, E
HITHIELTLEE W,
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&2 Tencent Cloud Cloud Virtual Machine

SSHY — U AN EFEICHE T2 E T, XFv 7Y ay MERIFEI DT WE 5@ NS DEIC, —E3T>a—L
Ny 72T Ie2BEOLET, =Ny 7 E[ToTHSSHY —EADBEFEIIEEH L LZWESIE. 2060
RETI AT AT CREENELTW-Z e Z2ERLE T,

SSH¥Y — b 2 i@l = < — fatal: Cannot bind any address

BRR DA

Linux{ > A X > AMSSHY — L A ZEEH T2 . LUTFICEL LTS —EFHRdsecurer 77 7 £ LNICERI
L0, FRRFEHEERINE T,
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&2 Tencent Cloud Cloud Virtual Machine

FATILED.
fatal: Cannot bind any address.

address family must be specified before ListenAddress.

FIE D RE

SSHY — VY 2D AddressFamily 287 X —XKENTHEYIBR I LICLSDHDTI, AddressFamily %7
A—ZFERARICHEHRT 2 78 Falz4 — FOIFECHWLNE T, T XA —XNIPV6DAZREL, — /T
AT LNTIIPVEDS 7 27 7 4 F12H o TWRWD, F2IXIPVeDRRENEINC R > TV AIGE, ZORENRZ %
AIREMED D D £35

R T
1 LEETFNE 220 LT, SSHTEE Lz sshd_config 7 7 A VA, RELXTERL 3,
2. AddressFamily XTI X —X%ZZHEL, SSHY — L X 2HEHITIUITT TI,

SN

1.VNCZMH L CLinuxf Y A& > 2icaz4 > LET,
2L TDa<wy FEEITL. VIMZT 4 X%ZHH LT sshd_config aXE 7 7 A WITHEAF T,
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&2 Tencent Cloud Cloud Virtual Machine

vim /etc/ssh/sshd_config

BUTREMLERENEENTWARVPHERL £7,
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&2 Tencent Cloud Cloud Virtual Machine

AddressFamily inet6

F<HOWLENZ T X=X DFAIZRDEEBHTT,

inet: IPv47a b a A4 = 2fHLES, 77 4V MATT,

ineté : IPv6 7’1 F 2 L2 A — FRFHLET,

any | IPvAB X UIPv6 78 F a V2R A — s 2FRHICT 77 4 712 L ¥ 3,

4. iU THREET— FICAD, ROFEXEET 20, FRIITOHLEIC + ZBMLTaxXyLED,
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&2 Tencent Cloud Cloud Virtual Machine

AddressFamily inet
TR
AddressFamily 287 X —Z&|3 ListenAddress X DANIERELRFIUTEINIRD XA,
5.Esc W L THREE—RFZHE T L, WqZ AN L TEEZRIFELE T,
6. LFTDa~>y FEHITL, SSHY —C R ZHEH L 73,
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&2 Tencent Cloud Cloud Virtual Machine

service sshd restart

SSHY— V2 ZHEF T2, SSHEHHL TR > TEZ X1 ETF, G OVWTIX SSHEMEH LT
LinuxA Y A& v 2izu 74 > = ZBRLTZE 0,

SSH¥ — b R jiE#fif = & — Bad configuration options

B DA

LinuxA > A& > ZAMSSHY — L 2 ZE#H) T2 &, UMM L/-2 T —[Fldisecurer 77 » £ LNIZFKERE L
L, FRRFERRINET,
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&2 Tencent Cloud Cloud Virtual Machine

/etc/ssh/sshd_config: line 2: Bad configuration options:\\\\

/etc/ssh/sshd_config: terminating, 1 bad configuration options

IR DFHH
WET 7 AN T 7 AN A= REREREL T —REDEENTFEET LI 2ICED2HDTT,

R B
WHEFINE TR EIN 2L T OUNUMIEH 22/ L, sshd_config i€ 7 7 A V2 BEL £ 73,
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&2 Tencent Cloud Cloud Virtual Machine

WERT 7 A NDT v Tr— K
SSHY —E ZADHEA A h—JL
AFyvFTay ba—nANy ZI2Xk30HNY

ST NE

I —HRIINEL-REY 7 A VEE

I —HHROP T T — DD IKENPHIBITIRINTWBRIEEIE., VIMZT 4 RiZ k-

T /etc/ssh/sshd_config iXE7 7 ANEEBEREET LI ENTEE T, DA VXAV ZADIELVWHRE
T7ANEZRL, ZEETI N TEET,

N7 7 A4 ND7 v Fa—F

1L.FTPY 7 b =712k D, MDIEHERY — =D /etc/ssh/sshd_config DIA4 77V 77 41%, H
BDY—N—D \\tmp 74 LZ VX7 vy 7T —KLET,

2B .

ZZTEHMNOY == \\tmp T4 L2 bUADT v Fu—REFlice hETH, EEORIMIIGT TEH
THIENTEET,

QUTDa~Y REFEITL, 9477V I 7 ANVBIERERT 4L 27 FVICab—LET,
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&2 Tencent Cloud Cloud Virtual Machine

cp /tmp/sshd_config /etc/ssh/sshd_config

BUTDa<wy FEIEICEITL., 77 A VDR, FTA#H. JV—T2ZEL£T,
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&2 Tencent Cloud Cloud Virtual Machine

chmod 600 /etc/ssh/sshd_config

chown root:root /etc/ssh/sshd_config

4. D Toa~vwy FEFEITL, SSHY—L2ZEE L 7,
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&2 Tencent Cloud Cloud Virtual Machine

service sshd start

SSHY—FE RODHFA YA b—)L

1. VNCZ{HH L TLinuxf > A& > 2izcarZ 4> LET,
2. TFoa~y FEFEITL, SSHY—EZAZ 7V A YA =L L %T,
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&2 Tencent Cloud Cloud Virtual Machine

rem -—e openssh—server

B.LUTDa~vy F2EITL, SSHY—ER%2 4 YA =L LE T,
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&2 Tencent Cloud Cloud Virtual Machine

yum install openssh-server

4. DT a~y FESEITL, SSHY—L R & EE L 3,
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&2 Tencent Cloud Cloud Virtual Machine

service sshd start

2FvFTay b= ZI2k3YHNY

AVARVASAT AT A A DBMEDRAF vy T ay bea—INw 7558 T, 9477V 7741%
ANVTBZIEDNTEET, I OVWTIE, ZF v T2 ay hhbDTFT—Xa—nNy 7 BIBELEZIW,
THE

AFvTTay b=y ZE{TH5E, RFvTTay MEED T —XBKON25E808HD £TDT, E
HITHIELTLEE W,
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@ Tencent Cloud Cloud Virtual Machine

SSHY — U AN EFEICHE T2 E T, X+ v 7Y ay MERIFEI O WG 5@ NS DEIC, —E3T>r—
Ny Z2RATIeE2BEOHLET, =Ny 7 E[ToTHSSHY —E AR EFEIIEEH L LWEEIE. 2060
RETI AT AT CREENELTW-Z e Z2ERLE T,

IR AR, Tl 222 T BoRBATISRE,
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&2 Tencent Cloud Cloud Virtual Machine

Linux{ > A X >R : CPUE IR EY D
HARpEWEda 7 {4 Ty

BAEEPH © : 2022-06-29 15:44:13

ZDRF 2R FTlELinux CVMASCPUZ 7213 X BV O HERBEHW=DIZR [ Y TERVWHEED N7 71
Ya—T 4 I BIORMLEIZOWTIHAL £ 7,

ZZ BB RA

CPUERIZXEVDEHARNE T X2, Y—ULRADINEREDELRD, —N=I12B 7L Y TERVRED
MENR I DRI ET, — /. CPUEZIEIXEY DFEHAENEL RZERE LTIE, "~ Ky =270%E
K, X760 7vtR, EFED7TatX, bafDORERLTANVRREDERDEZHNE T, Cloud Monitor
ZEFA LT, CPUEZRIEXEVEHBOMIMEY 7 — b Z{ER L. CPUX/IEX TV HHRIBEIEZEZ 25512
WP END LDICTEZENTEET,

KFEY — L

Top : Linux> 27 A T—RINICHERA XN ZEHRY —LTF, 7ut AL L TOCPUEEXE Y AR E D
TNAEA LHIGT 272DICHVWHNE T, U TORIdtopa~ > FOHNIFEROHITT,
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Z Tencent Cloud Cloud Virtual Machine

top - 22:16:25 up 6:18, 1 user, load average: 0.00, 0.01, 0.05
Tasks: 68 total, 1 running, 67 sleeping, 0 stopped, 0 zombie
$Cpu(s): 0.0 us, 0.3 sy, 0.0 ni, 99.7 id, 0.0 wa, 0.0 hi, 0.0 si, O
1016516 total, 605016 free, 77224 used, 334276 buff/cach
0 total, 0 free, 0 used. 778708 avail Mem
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Topa~> FOHNERIZTIC2OD 89— M2 TWET, EESFIZCPUBIUXEY Y Y — 2D LRI fH
R ERL TOET,

117H : YA 7 2 OBERA, BfEou 74 v 2 =% —EB LI 27 2D,

21TH : Y RAT7 2D 70 R, EITHDOTa A, " Xx—=ay, AV—=F, Yy TSuet R0,
3fTH : CPUDBITE DM AR,

AfTH © X OBIEDHEHKIL,

51{7H : SwapfEIE D HRAE D FIRM

TEPE T ZDRITTY Y —ADEHERNEZLZL TV T,

PID: 7ma+t2dID,

USER : Fut XD H,

PR : 7ot 2DMESEIENL NI : NICEfE, NICEEA/NZ W EEIENAEL 72D £5,

VIRT : L TWAHREXEY DY A X, HIZKB,

RES : HIEHHTP O X EY DY A X, HilZKB,

SHR: L TWaHEXEY DY A4 X, HIZKB,

S: Fut ADIREE,

%CPU : BEHRFEREFREAIC 7 vt 223 L 72CPURRI D S —t > 7 —

%MEM : BEHIRFERFRAIC 70t ARFH L7z X E Y D8—k T =3,

TIME+ : Fut X2 L 7-CPUIFH, F5/1%0.01s,

COMMAND : Y+t 24,

e 75 AL P
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CcvMizu /4 v

EEDO=—RZpTrr4 R E#ERL, CVMIce 74 Y L%,

B R —F 4 DY 7 F Y x7ICE > TLinUX CVMICY B— h a2 4 ¥ LE T,

THR

Linux CVMASCPUR EFRREIC D 2355, 17 A VT ERWVIRBIZR 2 A[REMED H D 35,
VNCZ i L CLinuxf Y A&X>2icaz7’4 > LT,

THE

Linux CVMMDCPUR B HFIRREICH 28T, a Y Y — L TIEHICR 4 Y TE T,

7at 20 5HREOHES

RDa<y REETL. AT LDERMZIHER T2 b2, 3cpu 4l sMEM FICEDOWT, HEZ LD
VY —2Z2HELTWE a2 2HEL 7,
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top

a2 D9
RAV< 32—V %y —NDO Tt RICHEDSE, e b oIy a—F 4 V7 %{To T, ZAUILU=mLER & D

9,
EB TR AN RKREDOCPUEZIEXEV Y Y —RZ2HELTWAEEIE, #7007 LB AR—-X it L
TWENESIEIN L, mELEEIT —AN—REDT v T 7L —F BIT5 2 2B#DHLET,
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BELR IO AP KBEDCPUEZIEIXAEV VY —RZ2HEHLTWAHEE. 4 VAR YA A NV RITEGL T
WAHAREMEDIH D £3, TR X2 HLKET T, FhidtFa V74 Y7 VEFEHLTY A LADKH & BRER
BP0, BRBEZIBLTT—Z 2N 27y L, YATLDEHA VAN —NLEITH &2 THREFLEZ W,
TencentCloud® 2 Y R—3% > b 7R ZARKEDCPUXZIEXEV VY =R ZHAELTWAHEIE. 5750
FRE M ZITS T2, 77 v Pl LTIEE 7230,

—&1y72Tencent Cloud 2 > R — 3 ¥ MZIZRDB DD H 3,

sap00x : tF 2V 74 avR—x> bt

Barad agent : Eifia > R—3x> F Frt R

secu-tcs-agent . ¥ 2 V74 aryR—3xr 7ok

Fat XDRT

1.9 Lz, VY =22 56LTWS 7ot 20RMIIGEE T, KT T230ENDH 2 a0t ZDOPIDEIHL
5.

2. xk EANTLET,

3. FRDES1Z, BT T20ENHZ T at ADPIDZ AN L, Enterz2iiL 7,

Z ZTIEPIDA23D Tt 2D T 2HIicy b %3,

o =)
oy, 398 -

tovt 2 1441292
ZA97148 total, ZAI7148
gual-kill [defawlt pid = 2931 £3
I"H HI UIRT RES
H H H
] H
H H
3] B :
A 138156 "E._EF 1268 R
5] 57592 436 Zb1
a H H
1] B B
] B2
]
H
H
A

i

HH .82 kLh

Enterff L 72#%1C kill PID 23 with signal [15]: DERRINTHEX, HilF TEnterzH L., 77 11
ROE MR L F T

4. BEDIEHEICSE T35 &, HEMIC Send pid 23 signal [15/sigterm] &EWI X wb—IRFRRIN

%3, Enterzf L THER T HUL5E T T

Z DAt oD B E R E
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CPUN T 4 FILIRRBIZ® 252D & T RHAEMRIBE DAL

FEIRE D FiRH

Load averagelZCPUBARIDFHMBTH D, ZDENEWIEE, ZDORRAT F 2 —0NEL ., FITRBDX X7 BZ N
TEERLTVET,

toplc X 2EEE T, FTRUCHEHBIL 72 b DR E N E1E. CPUD T A RIVIREBIZH 2002 5., load averageh’
FEHICEOI L ERLET,

EL B
Ld, £

0 zombie

top — 19:46:57 up 27 days,
: 94 total,

[ T T Iy |

o = 0 0 ax
i} us, .l 3 Ve

[¥=]

KiB Mem: 1016656 total,
KiB Swap: 0 total, 0 used,

RILEE S
TRIDELS1IZ, XDaxy FEFEITL T a ADREZHZE L, DREO ot AR 0WhES0%F v 7L
3,
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ps —axjf
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9006 9006

;A -

DIREE X IZHWICER VR Y —FSIREEELE T, ZOREBO 7oL AGEFK T T2 TES, BHOKTT
5ZHTEEEA,

Tat ZIDIRENZ L BEL TWAEEIEK,. Tt 2ADKEFEY Y — AR TR T, £ A7 2% FHilH) 3
52 TRIRTEET,

Kswapd0 7 1+t R1Z & 3CPUSHE B HEBINR WSS DXL
AR D BiEE

Linux> 27 LER=Y Y T DA A=A LI Lo TRAEY ZEHT 2 L FARIC, 74 A2 O— 8% 573E] L TIRAE X
EVIKFATTOVE T, —77, kswapd0iZLinux> 27 2 DIRAEX £V EHICBW TR D EZ 2HY T2 70
L2 TT, AT LDXEVBPRELTVEEE., kswapdOiZFHBICR—IUI D B X BIERITVWE T, R—IYID
BZIEIICPUY Y — R ZIEFICHE T 2720, 20 7at 3% L DCPUY Y — A& #GMNICEE L X3,
ARG

1. RDa~<=>y FEFEITL, kswapd0 7 vt 2% @O F 5,
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top

2. kswapd0 7' Bt Z DIREER B L £ 3,

ke L CIER Y — TIREEICH D, B2 OFETRHD IR E <. HIRIZ < OCPUY ¥V — X Z {5 H L
TWVWAEEIE. A7 v 73%FFTL, XEVDOEHEERNEHEZRL T X0,

3. vmstat . free . ps REDARYFZFETL, AT LHNADTRELADXEY) HHERNEZRBEL £,
AV DOHEERNIIH T T, AT OB E LI ANELOLER T ADK T ZITWVWE T, si. soDfED T
BREWEEE. AT LTHBELRR=JUDBEZBEDPFEL, BIEDS AT LOYHX £ 3= — X 2]z
BRLABOTWVWERIEERLTVWET , YATLXEVDT v 77 L — FE IR IZ&E W0,
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Linuxf Y AKX VA . R—bFOREEIC K 51
TA DB TEIRN

BEHH © : 2023-06-08 17:03:09

ZDFRF 2R T, Cloud Virtual Machine?’ R — F DFEICE D VE— bR F A U TERWEED N7 7L
Ya—T 4 VT ERRRITOWTHAL £7,

A -

DT O#EMETIX. CentOS7.6 ¥ A7 %A LZCYMEHIE LTHHL %3,

FREE Y — L

Tencent Cloud2Mefit 32 Y — L ZHL T, v 274 Y TERVWEEIIR—-etx 2V 74 7 —TDREICH
HLUTWARE I 02Tl e TEET !

H Ca2 i

A YRRV AR = MEEEY — L

X 2T 4 I —TOREDOHEIMH I NTIGEE. A ¥ AR 2K — Mgk —L D Port Verification
REZ /T LT, BIET 2 K— b2RRL. HEa A4 Y 2iRAET, R— P ZHBL TSRS U TERWVY
B, UToNEEZZR LU TERRZFEL 73,

oINS a—T 40

Fv V-7 ERONBEHET 5

Pinga~> FEMHLT. 2y " —2EiE T AMT22eNTEET, FARIC, Bhdry by —28E (&
BBEIPLYYHWEF YV T) DAY 2—X—TT7 A 2T\, B=Hhlxy NV =7 ORELRDD, ¥ —
N—DRER D Z R TE LT,

1. B—HLara—X—Taxy R R4V —ILE2HEET,

Windows ¥ X T A AR —F>T7 7 ANVBEZEELTETEZ 27V v 2L, lemd) EANT22, avr oA
VEATRTRY IADRFRRINE T,

Mac OS : Terminalyy — /L 2B = % 3,

2 TDa< Yy FEFETLT, 2y bY—28HEZTANLET,
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ping + CVM A Y ARV ADNT ) v ZI1p 7 KL X

A VAR YADNT Y v ZIP7 RLAZEE T2 HEICOWTIE, 7 v ZIP7 FLADOHTE 2 Z8BLF X
W, 722 213, pingl39.199.XXX.XXX a< Y FEEFLE T,
2w N7 = DBIEFETHUX, RD XS BARERINET,
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1% 49700 . 0D

0 HIEE:

[|B]=9ns TTL=53
ATIB]=1Bmse TTL=53
R B)=18Bns TTL-53

2 B7I6)=18ns TTL=53

== M-

B (e E55,

al¢l
' J'-_-— = 1¥m= ,

TEZRPBEA LT P LEL) ERRSNDHE. 2y MY —ZEGICHENRDH L 2R L TWET, 08

By A VARV AIPT FLAADPing DEM RFa XY 2BBIC I TN a—T 4 VT 2I{To T XN,

A VARV AR— P DERERERT S

1.UNCZHLTCVMA Y2 &>vRi2ur4 Y LET, ahlic oW TiE, VNCZ{EH L TLinuxf > A% > Al2u
Ay B ZBRLTTE W,
2. UTDa~<y &5 7L, Enter¥—%2f LT, VE—bPKR—-1IORBKRELZT AL, K=PZT7 7R TE
2020 I LE T,

©2013-2022 Tencent Cloud. All rights reserved. Page 148 of 322


https://intl.cloud.tencent.com/document/product/213/14639
https://intl.cloud.tencent.com/document/product/213/32494

&2 Tencent Cloud Cloud Virtual Machine

telnet + CVM A YRRV ADNTYwZI1p 7 RLZA + K-+ HE

Bl Z1X. telnet 119.XX.XXX.67 22 A< Y REFEITLT. R— rFE52\0OHEHmET AP LE T,
BEORM  ROKNIRT L5 REFRPIRIN, K— 12127 7 ATEE T,
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[root@VM-8-25
Trying 1189.
Connected teo 1189.

BELRM  ROKNTRT & 5 2EHREN, R—121I27 7 A TERWI R RLET, A VARV AD
T7 47T+ NVEREFEFXF 20T 4 7N —TRR=-F22ZFALTVANRE IRy, BEOHZ2 12y F7—
T DORIET BET R L TLIZE W,

[rootc@VM-B-25-centos

Trying 119. .67T.

telnet: connect to address 1!

sshd¥— VP XA 2T 3

SSHZMH L CLinuxf Y A& >2icur4 >y 32, THEHTERY) HEFICKRLELRE 20w X yt—
IMFRREINTIGE, sshdR— FDEEH I N TVWRWD, sshd¥ — B AR I N TWRWZ & MRETH % A]
BEMED DD FF, ZOHA. SSHEM TLinuxA Y 2AZ v 21Cu 74 U TERVIFOBIRE R F 2 X FE2BEIC
FIINT 2a—=T 4 VT RToTLEEN,
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Linux{ Y AX A . VNCrR A VT —
Module is unknown

HR DA

VNCEZHH L TCYVMIZIEEICR A Y T&EF, 4 Y%AV —REANTBHENICT T —X v+— [Account
locked due to XXX failed logins | 23F&/RE113 (FTRSH) .

CentO3 Linux 7 (Core)
Kernel 3.18.8-1862.18.1.el17.x86_64 on an xB86_64

login: root
fAccount locked due to 18 failed logins
Password :

ZZ BB RA

VNCEMH L/7zr 24 > Tld /etc/pam.d/login &WHpamEY o — L2 MUOH L THRIEZITWE T, —7H.
logingX & 7 7 4 MIZIE pam_tally2.so EY 2 — LDFBIANFELE T, pam _tally2.so EY 2—L D%
AElX. LinuxZ—F —IN[EEK L Tl o ATV = R AL Tua s A4 v 2{To 7258, BENIIXgEa v 7,

F KB H Y 7 Z2ITI D TT, TD Dbk Ra vy 7 ZFETHRT 20ERH D, TOz2{TbRkiTh
ey 27X EgxeirbE7,

074 Y DRBHPBOE SN BT EZBA 756, 074 7 H0v Y V3—EDKHET v 7 S0 51En, Y
IO WEPTONIGEE T AV bay r7a3nTual A Y TERIRZABESH D 3, TRIFFREINT
Wa a7 A Y ATRIBEREIET S,
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user _unknown=ignore :

-sess1i0n

—

pam_tally2 EY a2 —LDXT X —=XDiBHIEDL FDRD £ B

NI A—X
deny=n

lock time=n

un lock time=n

no_lock time
magic_root
even_deny_root

root_unlock time=n

BRI

1 ILFETNE 220U,

LES,
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optional

loging &7 7 4 WIZA D,

Cloud Virtual Machine

deny=6 un lock time=300 even

close

open

force revoke

pam_ck connector.so

i

027 A Y RBEEDINEI 28 2 7137 7 e AR SN E T,

074 vRRICR y 7 B RER (B)

07 A VRMEBDHIRR 288 2 78, v v 7 fRERICE 3 2 IFH,

0 27 7 4 )L lvar/log/faillog H1Z fail_locktime 7 1+ — /L R 2SdEk STV EH A,

root—H% — (uid=0) NI DEY 2 — L ZMNUPH LGE. 7> X —OREIZHE 2

FHA
rootL—%—onu 74V RKEEL D deny=n[al 2 # X 72 121EX 7 7 L ADBER IR E T,

even_deny root IZXIET 2 AT ay, TDFTT a VERELEGED, rootL—

Y—onu 74 KRB HIRZBEZ 7% 00 v 7 K,

pam_limits.so EY a2 —ILKEIC—RRa X > h &2
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2.7 AV b hay 7 SRR EZHERL, £X 2V 74 Ry —2d@{bL £,

WLHEIE

1.SSHZEH L7ZCVMA Y X2 2 Dr 74 Vil LT EE W, sHllic DWW TIE SSHZ ] L CLinuxA >~
2B vAlcu 74y e ZBRLTIZE W,

0274 RN LI E RO FIRTEA LT,

074 NRBLESGEE, B2 - —E— F 2T 20ENH D £3,

2. a4 VIR, RDavy REETL T 7/ EREHERL £ 35,

©2013-2022 Tencent Cloud. All rights reserved. Page 153 of 322


https://intl.cloud.tencent.com/document/product/213/32501

&2 Tencent Cloud Cloud Virtual Machine

vim /var/log/secure

D7 7 ANME—RINICE X 2V T 4 1T 2 EHROELEICHO S, 2D S B KDDL — —DCVM
s 4 > oEn T3, TRIDOLS1Z, [BROHFD»S pam_tally2 OHEZLTT—Xvt—IZRGT AL
MTEET,
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Oct
Oct
Oct
Oct
Oct

Oct
Oct
Oct
Oct

145
145
)
:59
:59
A1
:A1
‘A3
(B4

M-96-4-centos
UM-96-4-centos
IM-96-4-centos
M-96-4-centos
UM-96-4-centos
M-96-4-centos
UM-96-4-centos
IM-96-4-centos
M-96-4-centos

ost=£2A3.213.66.178 user-root

3. EZRDa~y REETL.

F pam_tally2 ZHEBELET,

Cloud Virtual Machine

sshd[167841: Failed password for invalid wuser dell from ZBZ.15
sshd[167841: Received discommect from 282.153.37.285 port 13869
sshd[167841: Discommected from 2B82.153.37.285 port 13869 [preau

login:
login:
login:
login:
login:

pam_tallyZ(login:auth): user root (B) tally 12, deny 2
pam_succeed if (login:auth): requirement "uid >= 18B8" no
FAILED LOGIN £ FROM ttyl FOR root, Authentication failu
pam_tallyZ(login:auth): unknown option: un_lock_time=38H
pam_tallyZ(login:auth): wuser root (B) tally 13, deny 2

sshd 167367 Pam_Wnixisshnd -alehy. aldthenticatlon 141 lure. 1ogn

/etc/pam.d IZAD, BZOHDpamEY 2 — LT 7 —DF—7—
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cd /etc/pam.d

find . | xargs grep -ri "pam_tally2" -1

THROD XS RIERBIFREINDEGEIE. login 77 ANKCBVWTIDNRIX—XPRHREINTVWBE I ERL
T3,
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bash-4.2# find . | xargs grep —ri “pam_tallyz" -1
.#login

.#login
bash-4.28 _

4. kDa<wy REZFEITL, pam_tally2.so Y 2 —LiKEIX—KNLa Xy v 2MLEST, RELXTETT
5, a7 A TEBHL51CKDET,

sed -1 "s/.*pam_tally.*/#&/" /etc/pam.d/login
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5.7hv Y b0uy I NENREREICE2D00, BMYULDMBICL2bD0r 2R L 3, HY4L g
WKEoTRZ oGEIE. ROAETEXF 2V T4 RV —2@b32 22 HRL F3,

CVMD SR — R 2288 L, KXF, /NCF, Fifkal s, BT eHAaEbE12~ 16 OEMLR 7 > X L8R
T—FRERELE T, sbflliconTIE, A Y AX 2D 2ZAT—FE Uty b IS ZIWN,
CVMADfEbhTwiRnwa—F—2HIRL 5,

sshd® 7 7 + )L k D22K — + %1024~65525 D DM DIEH AR — MCEE L 3, atflicoWTIE, CVMY
E— T 7 AL ER=FOEHE B ISBLIEI N,

CVMDtF 25 4 70— FICEEMITOENTVAL— 2B L, #5%BL070 FarichBElh R — DA
BEA—TZL, IRTOTA FaLBLIER—- A -T2 B LRV e 2H#EL 3, §ElliconwTid, ¢
Fal)F 4 Z—T— LB &I I,

mysqgl. redis’REDRNT N v 7 3y b T —=22aAT7 7TV r—2a Y —ERAR-I\DT7 7R ZHMT L L
BHERLFHA, BAEITAZR— b2 —A L7 7 RACEH, FRENErY V=7 AT E L
DTEXT,

MEFE) . TEH) REDOREY I MY TEA VAL, UTARA LT T—LEBMLT, BELa S
A VIERZERLHPICPHIETE 2 L5ICLE T,
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Linuxf > A&Z X :VNCr /' £f Lo —
Account locked due to XXX failed logins

HR DA

VNCEZHH L TCYVMIZIEEICR A Y T&EF, 4 Y%AV —REANTBHENICT T —X v+— [Account
locked due to XXX failed logins | 23F&/RE113 (FTRSH) .

CentO3 Linux 7 (Core)
Kernel 3.18.8-1862.18.1.el17.x86_64 on an xB86_64

login: root
fAccount locked due to 18 failed logins
Password :

ZZ BB RA

VNCEMH L/7zr 24 > Tld /etc/pam.d/login &WHpamEY o — L2 MUOH L THRIEZITWE T, —7H.
logingX & 7 7 4 MIZIE pam_tally2.so EY 2 — LDFBIANFELE T, pam _tally2.so EY 2—L D%
AElX. LinuxZ—F —IN[EEK L Tl o ATV = R AL Tua s A4 v 2{To 7258, BENIIXgEa v 7,

F KB H Y 7 Z2ITI D TT, TD Dbk Ra vy 7 ZFETHRT 20ERH D, TOz2{TbRkiTh
ey 27X EgxeirbE7,

074 Y DRBHPBOE SN BT EZBA 756, 074 7 H0v Y V3—EDKHET v 7 S0 51En, Y
IO WEPTONIGEE T AV bay r7a3nTual A Y TERIRZABESH D 3, TRIFFREINT
Wa a7 A Y ATRIBEREIET S,
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user _unknown=ignore :

-sess1i0n

—

pam_tally2 EY a2 —LDXT X —=KXDiHHIZLL FDRD £ B

NI R =X
deny=n

lock time=n

un lock _time=n

no_lock time
magic_root
even_deny_root

root_unlock time=n

BRI

1LFETFNIE 220U,

LS,
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loging & 7 7 4 WIZA D,

Cloud Virtual Machine

deny=6 un lock time=300 even

close

open

force revoke

pam_ck connector.so

A

027 A RBEEDINEI 28 2 7137 7 e AMESE SN E T,

074 yRERICe Yy 7 Eh s (7)) .

074 RBEBDHIR 288 2 721, 1 v 7 RERICE S 2 KM,

v 77 7 4 )L Ivar/log/faillog HZ .fail_locktime 7 4+ —/L R23EEERS LTV EH A,

rootL—% — (uid=0) NI DEY 2 — NV EZMRUOH LGE. 7> X —OREIZHE 2

FHA-
rootL—H¥ —onr 74 VR deny=nmlZ X 72R1E 7 7 L AR ERINE T,

even_deny root G2 A T ay, TDFTT a VERELEGED, root—

Y—on 74 KRB HIRZEZ 7% 00 v 7 K,

pam_limits.so EY a2 —ILKEIC—RRa X > b &2

Page 160 of 322



&2 Tencent Cloud Cloud Virtual Machine

2.7 AV b hay 7 SRR EZHERL, £X 2V 74 Ry —2d@{bL £,

WLHEIE

1.SSHZEH L7ZCVMA Y X2 2 Dr 74 Vil LT EE W, sHllic DWW TIE SSHZ ] L CLinuxA >~
2B vAlcu 74y e ZBRLTIZE W,

0274 RN LI E RO FIRTEA LT,

074 NRBLESGEE, B2 - —E— F 2T 20ENH D £3,

2. a4 VIR, RDavy REETL T 7/ EREHERL £ 35,
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vim /var/log/secure

D7 7 ANME—RINICE X 2V T 4 1T 2 EHROELEICHO S, 2D S B KDDL — —DCVM
s 4 > oEn T3, TRIDOLS1Z, [BROHFD»S pam_tally2 OHEZLTT—Xvt—IZRGT AL
MTEET,
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Oct
Oct
Oct
Oct
Oct
Oct
Oct
Oct
Oct

M-96-4-centos
M-96-4-centos
M-96-4-centos
M-96-4-centos
M-96-4-centos
M-96-4-centos
M-96-4-centos
M-96-4-centos
M-96-4-centos

o0st=2A3.213.66.178 user=root

3. JEICXDa~<wy REFEFTL.

F pam_tally2 PMRLET,

Cloud Virtual Machine

sshd[167H4]1: Failed password for invalid user dell from ZHZ.153.3
sshd[16784]1: Received discommect from 2B2.153.37.285 port 13869:1
sshd[16784]1: Disconnected from ZBZ.153.37.2685 port 13869 [preauth
login: pam_tallyZ2(login:auth): wuser root (@) tally 12, deny 2
login: pam_succeed if (login:auth): requirement “"uid >= 1888" not

login:|FAILED LOGIN 2 FROM ttyl FOR root, Authentication failure
login:|pam_tallyZ(login:auth): unknown option: un_lock_time=388
login:|pam_tally2(login:auth): user root (@) tally 13, deny 2
sshd[167368TT pam_Un i<l ssnd -althy: althentication fal lire,  1ognane

/etc/pam.d IZAD, B Z7OHDpamEY 2 — LT 7 —DF =7 —
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cd /etc/pam.d

find . | xargs grep -ri "pam_tally2" -1

THOD &S RIERHPIFERENDHEIE. login 77 A NMCBVTIDANTIX—ERREINTNEILEZRL
£,
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bash-4.2# find . | xargs grep —ri “pam_tallyz" -1
.#login

.#login
bash-4.2# _

4. kDa<wy REZEITL, pam_tally2.so Y 2 —LiKEWX—KNLRa Xy v 2MLEST, RELXTTT
5, a7 A TEBHL51CKDET,

sed -1 "s/.*pam_tally.*/#&/" /etc/pam.d/login
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5.7hv >y b0uy I NENREREICEI D00, MYULDKBICL2D00 2R L 3, B4 H KR8
WKEoTRZI oHEE. ROAETEXF 2V T4 RV —2@b32Z e 2 HRL ET,

CVMD SR — R 2288 L, KT /NCF, Fidkal s, BT eHAaabe12~16HOEM R 7 > X L8R
T—FRERELE T, sbflliconTIE, /1 Y AX 2D 2ZATY—FE Uty b IS IWN,

CVMAD b TwiRnwaL—F—2HIRL 7,

sshd®D 7 7 # )L k 022K — + #1024~65525DE DM DIEFH AR — MTEE L £3, sHiliconTiE, CVMY
E— T 7 AL ER—-FOEHE B ISBLIEI W,

CVMDtF 2V 5 4 70— FICEEMITOENTVAL— 2B L, #%B L0070 P arlicbhBElLR— DA
BEA—TZL, IRTOTA FaLBIER— A -3 LRV e 2H#EL 3, §HlliconwTid, ¢
Fal) T4 Z—T)—LDEN & ZBBL I W,

mysqgl. redis’R & DTV v I 31y NI =212aA7 7TV 5= ay—ELRAR=IDT7 7R EHRT LI L
BHERLFHA, BAEITEZR— b2 —A L7 7 RACEH, FRENErY V=7 7R RICTEZ L
DTEXT,

(B REDREY 7 bV 2T HA VA =1L, UTAEA LT 7—20%BMLT, BEka /4 VIEHRE
HPPICHETED LD LET,
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Linux{ > A&X > X . VNCADua 7' £ 21k
LWRRAT—=RZANLTHIREDLRDHD FH
A

HR DA

VNCZMEH L TCVMIZu 74 Y35 [ELWRRAT—=FZALTHrIM Y TEF, Lol lLThrox
5 —X w+t—Y"Hint : Caps Lockon’3#Rmadh 2 (FTREMW) .

AIERE: R RN, AT, ORMEST shod | SRR

7. SSHZMHH LY E— b4 vDFE 7 —Xv+t—"Permission denied,please try again.” 23R /R 41
5 (THMZR) .

[root@vM-96-14-centos ~]# ssh root@

root@4 's password:
Permission denied, please try again.

Z 2 b5 RA

BHE IR Y- DIXBIZ X 5T /var/log/btmp DO FZEEBNRKEL LD T XL e REROARENDS D D £
T ZDT77ANMEILT—0 74 >0ORZOERCHWLN., BEPIKETELZ 0 A VRon ZEZAAIIL
BENMEC, EERRa A onTER)ET, TRICRLE T,

S
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bash-4.2# 11 -h
bash: 11: command not found
bash-4.2# 1ls -alh
total 9.8G
drwxr->xar-x 18 root root
19 root root ..
root root anaconda
root root audit
root root boot . log
root root boot . log-28191186
root root boot . log-Z2HZBH887
root  utmp btmp
root  utmp btmp-ZHZBH8H7
chrony chrony chrony
syzlog adm cloud-init.log
root root cloud-init-output. log
root root cCrom
root root dmesg
root root dmesg.old

2
2
1
1
1
1
1
2
1
1
1
1
1

R T TR

1. TFIE 22 L, a7 741 /var/log/btmp DBEENKEZ TELRVWHMEREL £,
2.MBUI-DHBIZEL 2D SRR L, EXx 2V T4 R —%mbL 3,

WL IE

1.SSHZEH L72CVMA Y A X Y Z2ADu 74 v il LT L Z W, Gl DWW TIE SSHZ A L TLinuxA >~
AR 2\ a 74 v RIS EI W,

074 I LG E RO FIECHEA F T,

0r 4 NCKRBLIEGEE, =2 -V —FE— F2HHT20E05HD £3,

2. /var/log WZAD, B2 77 A /var/log/btmp DEEZMWRL X7,

3.8 774 /var/log/btmp DEENKZITEZHEEE. Xoa~xy FE2FEITL, btmpr ZONER 7V
T7LES, B 7575 AN )7 TEHE, A YTEBLL51ICKDET,
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cat /dev/null > /var/log/btmp

4. 7H > b0ay P NBNRERRIEIC L2 D0, YL DKEBICEI2D00 2B L £ T, Mk hKE
WEoTRIoGER. ROFETEF 2V T4 RO —2@{b T2 2HRELET,

CVMD R — RZ2ZH L, KRF, NF, Rk s, BFEz2HAE D12~ 16T OEM IR 7 > X L8R
T— REZFRELET, FGHHICOVWTIE, A VARV ADNRZAT —FE )ty b 2ITBELIEIWN,
CVMADffbI TV —%HIFRL £ 35

sshd® 7 7 + )L k D22K — + %1024~65525 D DM DIEH AR — MCEE L 3, HflicoVTiE, CVMY
E—F T 7 3L bAR— FDOEFH B ISR,
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CVMDtFx 2V 5 4 70— FICEEMITOENTWEIL— L EZEHL, #5BX070 FarithBERRK— DA
A=l TRTOTB PaALBIER—- 24 =T LRV e 2H#ERL 3, §ffliconTid, +
Xal)TF 4 Z—TI—LDEN B TR I,

mysqgl. redis’RE DTV v I 31y NI =212aA7 7TV 5= a Y —LRAR=IDT7 7 RAEHIRT S L
R L SR A, BETAR— b NER -7 7R RICEE, RNy V=7 e 2B EicT A
NTEET,

MES) . TEH RYOREY I MV 2T EA VA=V, VTARA LT T—LEBMLT, BELn S
4 VIERZRRPITHISTES K51 LT,
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Linux{ > A X > A . VNCZE /2 1ESSHu 7' 4
>~ I 7 — Permission denied

HR DA

VNCZ721ISSHu 7' 4 23T 3. =5 — X v t— I “Permission denied” 23R ~E N5,
VNCE /A V7 —IE TRD XS ICERREINET,

Centlds Linux ¥ (Corel
Eerpel 3.18.8-1862 .16.1.e17

Hint: Capz Lock on

o in:
Password :

Permission denied

SSHO 7’4 L5 —IZ FRD L S ICFERENE T,

[root@vM-96-14-centos ~]# ssh root@

root@4 's password:
Permission denied, please try again.

Z 2 b5 IRA

VNCE 723SSHZH L7z e 7' 4 > Tld /etc/pam.d/login &WHpamEY 2 — L Z U U THEEZITWE
3, /etc/pam.d/login DREIWXBWT, 77 4/ FTIlE system—auth EI a—L% A4 VKR— b+ LTl
1TV, system-auth EY2—ET 7 L P T pam_limits.so BV a—L%A Y KR—+ L TRIAZITWV
%9, system—auth OF 74V FREFTHOLED T,
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nullok try first pass
uid >= 500 quiet

uid < 500 quiet

shab12 shadow nullok try firs

revoke

success=1 default=1gnore service 1in

pam_limits.so EY 2 —LDERKEIELI—HF —DEy T a VOmETHEI AT LY Y — XDHH
HfRT 22 TT, 774N PTIEIDET 2a—VDFRET 7 4 WIE /etc/security/limits.conf TH
D, ZOFE7 7 A NF2—F —DERAIRERTRA T 7 A VL. ARAL v R RAXEVREDY Y — A {#
FARZHELTVET, RIX—ROHHPITROLBH T,

IXT X —
i

soft nofile

hard
nofile

fs.file-max

fs.nr_open

B

B ZEMTEZ T 7 ANT 4 RAZYTEORIE (V7P )3Iv ),

IS ZEBTEDL I 7ANT A RNV TRDOBRARE =RV 3Iv ), ZOREMEZEZS
ZYIITEERA,

AT AT TRARXZBWTHL ZEMWTEDL 77 A NNV KT (H—FILHDstruct file) DL
B, VAT LERIINTEHIRTHD, 2—F =1L TOHDTEDHD FEA,

1207t A TEID BTAEERRKRTZ 7 A VT 4 A7) 7 ZE (@) .

EFEca 24 o TERWERZ, REZ 74V /etc/security/limits.conf HDrootL—H —2FAL 22D
TED77ANT A AT )T ROBRKBOZEICLT —0H5Z I X3S H D £33, ELVRE
!¥ soft nofile < hard nofile < fs.nr_open DEEFRZHZLTORIFNUUIRD FHA,
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IR 5 TR

NI TFNE 228 L. soft nofile . hard nofile BXU fs.nr_open ZIELWVWEKEEBIEL 3,

yUBLES S I

1.SSHZEM L7:CVMA A X > 201 74 il L T E W, Flli oW TIid SSHZ ] L TLinuxA >~
AR AR T A Y e TBRLTZE WV,

027 A A LG E I RO FITES X T,

a4 NRB LG ER =2 —F—E— 2T 28E0HD £5,

2.3 XA —& soft nofile . hard nofile BXUY fs.nr_open ODfHD soft nofile < hard
nofile < fs.nr_open DBFRZIE/ZLTWENE I 2R L %7,

RDA< Y FEFEITL. soft nofile BXY hard nofile DIEZHERL 3
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/etc/security/limits.conf

Z 2T OHUSAERIZ3000001 £ 3000002TF, FPRID LS IR RENE T,

soft nofile 1M
file 1

ont" 65L, 2514C
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RDa<wy REFITL. fs.nr_open DIEZMHERL XTI,

sysctl —a 2>/dev/null | grep -Ei "file-max|nr_open"

Z 2 TOHUSHIRIZ1048576 TF, FTRID XS ITRRENET,

“file-max|nr_open"

3. /etc/security/limits.conf 77 ANLZEIEL, ROFREE 7 7 A VORREBIEMEIFMEEL £3,
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root soft nofile :100001

root hard nofile :100002

4. /etc/sysctl.conf 77 ANZEIEL. ROFELE 7 7 A VORBIEMELIIEBEL 73,

B .

soft nofile < hard nofile < fs.nr_open DEARZEZLTVWAEEIE. ZOFIEHIHETIEDD %
Fho AT LDERAHIBOAFREL TWBGEICHMAE T2 A TEE T,

fs.file-max =2000000

fs.nr_open =2000000

5. Xpa~vy FEFETTIe, REBEBICENCRYET, REEZTT2ul/ L0 TE3X5 kD ET,
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sysctl -p

©2013-2022 Tencent Cloud. All rights reserved. Page 177 of 322



Z Tencent Cloud Cloud Virtual Machine

Linux{ > AR > A . [etc/fstabDRE L T —
RN = B B =1 -

HR DA

SSHTLinux CVMADIEH RV E— br 74 YR TEF, VNCARTRI A VT 5L, ¥ RAT LDERBIKBHHER
X, FRI®D X 51 T'Welcome to emergency mode] ¥\ 5 X vt —IWRRINE T,

] Reached target Remote File Suystems (Pre).

1 Reached target Remote File Systems.
Starting Crash recovery kernel arming. ..

] Started Security Auditing Service.
starting Update UTMP about System Boot/Shutdowm. ..

] Started Update UTMP about System Boot/Shutdown.
Starting Update UTMP about System Runlevel Changes...

]I Started Update UTMP about System Runlevel Changes.
Welcome to emergency mode! After logging in, type " journalctl -xb" to vie
system logs, “systemctl reboot" to reboot, “systemctl default” or "D to
try again to boot into default mode.
Give root password for maintenance
(or press Control-D to continue):

Z 2 b5 RA

Jetc/fstab DEEDLPEYITH 2 Z ENREKE WO AIREELR D D T3,
Bl 21X, /Jetc/fstab ICBWVWTT 4 AZBTANAL ZZTHEINIIS Y Y FENS XD ICHKESNTWBES
b, CVMZHEEI T2 TAA ZEGHEDL>T LIV, YATLADIEFICEE LB 32ex3dh £9,

P YARES

ILPETNE 2B LT /etc/fstab REZ 7 A NVEBEL, Y—N"—%2HEFHL TrOBEEL 7,

WL
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AVARYRARZT 7R A L, ZORMBEZUHET 25132050 £9,

FE1 D UNCEMRLZzu 74 > ()

HiF2: LAF¥ 2 —F— FOffH

1.VNCZ#H L CLinuxf Y2 &> 2icaz 4> LET,

2.UNCA v 2 —7 2 —RIT#EAH, HROFHIH DL A4 VR =T 2 —ANRKREINI 6, root7 7D > b DA
7—RKZANL., EnterZffl L TH—N—12n 74 > LTL X0,

ANENTRRAT—=FRIE, T7 4V FTREERREINFEEA,

THO Y DAY — R Z2BRETRVWEE, $REENTLE o 7HAE. AE22ZSR LT L T 2X
W,

BLUTDa~vy FEFEITL. /etc/fstab 7 7ANDNw 77y TN ES, ZTZTlX. /home T4 L7
FUANDNy 77y TRHNZED £5,
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cp /etc/fstab /home

4. DITDa~y FEFEITL, VIZT 4 XZ2HL T /etc/fstab 7 7 AV ZRHZ T,
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vi /etc/fstab

5. TRNI/RT L2, iZ#H LU THREET— FICAD, A=V L EHRELT—DITOLHICBEIXE, + ZANL
TITOREICOWTaxX Yy v 77 b LETD,

A

WELT —ZRETERVEEIE. AT LT A A7UHNDT Y Y PENTVWEITXRTDT 4 AT DHREIZTDWN
TaXy b7 bl P=—N=DEERKBIIE 7RI AT v 78 2SR LU TRET LI 2 BHDOLET,
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<etcofstab
Created by anaconda on Tue Mov 26 B2:11:36 ZH19

ficcessible filesystems, by reference, are maintained under 'rsdevsdisks’.
See man pages f=stab(5), findf=(8), mount(B) and-sor blkid(B) for more info.

After editing this file, run 'systemctl daemon-reload' to update systemd
units generated from this file.

i
i
i
i
s
s
s
s
s

UUID=65%e6f 89-71f a-463d-842e-ccdf 2cHbeBfe ~ ext4 defaults
#rdevrwdcl_rdata auto rw,relatime,data=-ordered 8 2

6.Escx# L Twq & ASJ L7, Enterzf L TRREZREL. 7 4 X 2R T LET,
7.2V = Af YARXR A HEF L, EHICEE, a4 TE20E502MAEL £73,

i :
A=A VAR A HEE L3, BERNLRFIRICOWTIE, 4 v A2y 20/ EH) 2 2SR ES
W

8.0 A VLI, T4 AZDHEIY Y Y N DOREDRDERGEX, letc/istab” 7 A L DREE SR L.
I BRREERIT o TLIEE W,
1.LAF2—F— FOHH 2B L, A VAXR VAL AF 2 —F— FITAD ET,

\)

LAF 2 —F— FOMHICE 2> A7 212 FIHOHD mount ¥ chroot DEEa~Y FEFETL, EBKE
DHDIZT VLA TES I 2l T 20ENH D £3,

2. 51D 27 v 73- 27 v T6IfE-T. Jetc/fstab 7 7 A LDBEEEZITVE T,

B LAF2—F—FORTEZBBL, A VARVADLAF 2—FE— FZRTLET,

4 AVARVAMLAF 2a—F—RERTT22, vy bR VIRBICED £3, A Y AX Y 20EEH) 251
LTS AT LAZBEH L, EEIBICIERICO 4 U TE3 2 e RHREL TN,

5874 VI LT, T4 A7 DHBIYY Y M OREDPDEREEX, letc/istab” 7 A L DFIE 2B,
WIGT BREZITo TSIV,
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Linux{ > A X > R . sshdiZE 7 7 1 IR
0\_553— 5 Flliﬁil:/_\

BAEHEPTH © : 2023-06-08 17:38:23

#HIRIZDOWT
SSHZ M L CLinuxf ¥ AX>RizuZ 4 > 5%k, Tssh exchange_identification: Connection closed by remote
host] %7z1% Tno hostkey alg] 23HIRT %,

ZZHNBJRK

/var/empty/sshd BXU /etc/ssh/ssh_host_rsa_key X7 7 A VOMERNEEHXN 7Y, sshdik
ET7 7 ANDHERMNEE I N7, SSHEMHA L72n 74 YA TERLS R o TWAAREMNDH D £5,

V)a—Tay

FRROL T —HEHRIIG U TN T 2 FIHZER L, RET 7 A VOHRZEEL %73,
T 7 —1E#AY ssh_exchange identification: Connection closed by remote host| T& % &1, /var/empty/sshd
7 7 A IWHERDEIE FIEZ TS 7230,

—1E¥A [no hostkey alg) T 235E1%. /etc/ssh/ssh_host rsa_key 7 7 A WIERDIEIE FlE%E 2SR 72
S\,

WL IE

Ivar/empty/sshd 7 » £ VHEBRDEIE

1. VNCZ{HH L CLinuxAf Y AX > Riza 74 >,
2.RDa<w Y FEETL., =7 —DREKNZHERL 3,
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sshd -t

RD &S G mRSNET ©
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"/var/empty/sshd must be owned by root and not group or world-writable."

3.XDavy FEZEITL., /var/empty/sshd/ 7 7 ANWMERZEEL 3,
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chmod 711 /var/empty/sshd/

letc/ssh/ssh_host_rsa_key 7 7 4 VR DBIE

1. VNCZ{HF L CLinuxf YA X > 2lca 74 >,
2.RDAX Y FEFEITL, =7 —DREKNZHERL £3,
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sshd -t

BRENDHERICWERD IO BT 4 — L EDREETNET,
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"/etc/ssh/ssh_host_rsa_key are too open"

3. RKDavwy FEZEITL., /etc/ssh/ssh_host_rsa_key 7 7 A NMEREZELEL %,
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chmod 600 /etc/ssh/ssh_host_rsa_key
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LinuxA{ > A& > A . Jetc/profile 2 — L3RR
N—73 255
RIEEHH . 2023-06-08 17:41:26

#HI I DOWT
SSHZFH L CLinuxAf Y AR > 2iIca 74 >3 58, SSHa~< > KA Lastlogin:) BHEIEHRZ H S Lz%ica v
7ENFE L

Z2bN5HEA

/etc/profile 77 ANADEREINZZLITLD, /etc/profile T /etc/profile Za—L3 58
RPBELAREMD DD T, 25858, Ta—NABEREL—-FREBIZRD, a4 OB TERIBRDET,

V) a—ay

WFETFNE 2208 L. /etc/profile 77 AL %2 F v 7 LTEBELET,

WLHEIE

1. VNC%E{#HH L CLinuxf YA &R > Rizar4 >,
2. TDa~xy FEFEITL., /etc/profile 77 A NZEMHRLE T,
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vim /etc/profile

3. /etc/profile 7 7ANANIC /etc/profile B a~Y RREENINE I 0% F v 7 LET,
BENIHEE. ROFITHEATLIZZ W,

BENRVWEEX, 77y PR LTEE L, Y R— b2 TIIEEW,

4. iTHREEE— RITAD., /etc/profile B a~< Y FOHIZ # ZEMLTZOa~< Y RizaxX>y bLE T,
5.EscZf L THREET—FNERT L, wqZ AL TEEEZREFEL ET,

6. B SSHZIM L CLinuxf Y A& > Ricu 74 Ttrs 4 Y LET,
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P —N—DREEEI N du L TERY

REEHTH ¢ 2022-04-07 16:31:02

CORFaXYFTE, CYMIE STV v 73y N7 =gl T0AE5EIC. v 74 Y TERVEER B
g 2RI OWTHIL 9,

W 12D W T

CVMIZBFEDIEESHFNGER L TWA 7, DX TWAR[gEMEDRH D 3, LITOHERMEHL T, CVM
PHHINT VI E I LR TE XD,
CVMBRT Vw7 3y b= licns e, 4 FAX =L £72ESMSZNH LTSN TWS 2t Zid
ML ET,
'CVMz2 > Y —)L ] (https://console.intl.cloud.tencent.com/cvm/index) DH D B/ R 7 —X 2| »N—iZ, CVM®D
AT = RAPTHEINTNE Z e IRENFE T,

[ /e8 OD Ji

CVMICIBHRFIER 723V R AR FOBFAETZ L, L—NMCER LS Y RESNCOESNET (75
AR—hty bT—2Dur4 K- 122, 36000, 3389%[RE, fiDry vV —2r 77 AZLTHE#INE
T BRBFEEIY v I AN—ZFHL T —N—lZu /Y TEXT) ,

FEHICOWTIE, [Z79 Y FEF 2 T4 BRLNLDODHEE RFILT 4 OFHE TSI X0,

V)a—gay

1.9 A4 PR —LEIZSMSDIERICIES T, ERLTW2ary 7Ty Y ZHEIRLET, X a V74 U7 %25
BB C T AT LAEEHA VA=V LET,

2 MAANDITENC X 2 ENK T BRVEEE, P N—3BEOHLZRADD > AR DD £, I ELT

2121F, FA X2V 742 ISR,

3.F2V T4 VRIZEHBRL, BRLTWSary 7YY RHIBRL®ZR, 77 v F2iEE LT, ARAXSY U

ZNZEAE U TRt 2 fRFR S 2 £ 5%
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@ Tencent Cloud Cloud Virtual Machine

HIRBEORNERNE W= 7 f TERWy

BREHEHTH ¢ 2024-01-05 14:21:54

ZDRFa2XY T, Linux & Windows CVMIZTFIRIEOHHEN ST T2 2 2I12& D, VE— FNTHEHRTER
WD b T 7N a—T 14 ¥ 7 HIEERIRGIEICOWTHHAL £3,

fEEDHRR

Tencent Cloud CVM =z > Y —)L icma ' 4 >~ L C. CVMOFIBIEER T — X 12, FIEEO M HARAE T = TCVM
WHRTERWIEERLTWR I eRbh b %3,
LT 2H Y =V THIBIEOMEHEN ST X5 N E L,

A2 a4

1. BB ST 5CVMA Y XA Z 2Ly VNCZERHL TR 4 Y LR T !
Windows A > A& > Z © VNCZ#HH L TWindows A >~ A X > 2ica 74 > LEF
Linux4 2 & >~ R :YNCZ{HF L CLinuxf Y2 &ZX > 2 Zur74 > LET

2.CVMD +F 7V 2 —TF 4 ¥ 7 L EANDMIL

Windows CVM

Linux CVM

VNCZ% {fH L TWindows CVMiZa 7' 1 > L7z#%, LT O#HEZEITL T ZE W !
ZiEH :

PUF 0#fETIiX. Windows Server 20123 2 5 4 % L 7=CVMZ il ¥ L CTHAL % 3
1.CVMT,

Vw7, BRRAIIRX=I%—%FRL T, [ZRI<Fx—Vv—) BHETT,

2. HBEX TEBEINL, VY —RE=ZX—%2B 227V v 7 L%,

BV VY —RF=&—] T, ¥OTRELAPLDZL OWIHEZHEL TW 202 MR L £3, EEDXE

BIHINWT, Ta A EFEIEEL TV 202l L %3,

HIIEZ KEICHBE T2 7R ADEHE T 0t A TH 255, 727 AROEICL 20, BIXURRLRHEL
TARRENDZH, BIXCVMKEZET v 77 L —F TE2RERDHIE0E I 0EMRL 3,

HEEZ KEICHBE T2 7 ADERELR T A TH 2551, VA VR b oA ORENFEKETH % A]EE
MHRHDET, TuRX AT TETIT283EXF 2V 74 Y 7 b2 7 2HLTUA VR ZERTE £,
T—RDNY Ty TRICSATLEHA VA=V THI D TEET,
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&2 Tencent Cloud Cloud Virtual Machine

THR

Windows> 27 LA TDEZL DUANAT VT T LIS AT LT B2 ABEINTOVET, FRIIRX =TI v —>
7atRAD 7 a v 2GR A LTI 2TV E S !

WHEDY AT LT RAIFTERREBELEHARD D, 13 A XI1EC\Windows\System327 1 L7 b VIZH D &
T VANRTB TS LDOKHIES AT A7 0 ZROAFTEFE TS LAFTEAD, BHRHAZR L, B b
WTERVWE ZAIIHD T,

HIEZ REICHE % 7 rt A2 Tencent Clouda > K—3 > b 7 ut A THB5EF. 77 v F2iAE LTB
FWEDELTZZ WV, FIREICMLL., BRKEEZRETZ 2 L5RL £7,

VNCZE i L CLinux CVMIicr 7' 4 > L7z, UTO#EEZETL T X W .

2B

DUT o#ETld. CentOS 7.6 X7 A% L7-CVMZHI & L CTHAL %735

1. TFoa~<y REFEITLT, iftop Y —iu (iftop V — I LiZLinux CVMD b5 7 4 v ZEARY —L) A4 VR b —
XD,
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yum install iftop -y

A -
Ubuntu X 7 L DA, apt-get install iftop -y A3 Y REFEITLTLZZ W,
2. UTDa~<Y RZEFEITL, Isofz 4 YA P =L LET,
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yum install lsof -y

BUTDa<wy FZETL, iftopzFETLEY, TRIIRTEBHTY !
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iftop
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4 centos
4 centos
4 centos
4 centos
4_centos
4_centos
4 centos
4 centos
4 centos
4 centos
4 _centos

cum: 69.4KB  peak: 6.82Kb rates:
42 . 1KB 4.45Kb
111KB 11.3Kb

<=, = WYrI74vI7DHMAERLET
TXWEEENF 74 v 7R LET
RXIZZEBENZ 74 v 7 2R LET
TOTALIZME N2 7 4 v 7 ZRLET
CumlZiftopZ FEAT 2 BiltA L 2RI HIEE TOR I 7 74 v V7 RLE T
peak I b7 7 4 v 7 DE—T ZIRLET
rates X Z N ZNiEE2s, 10sL40sfElDFE 77 4 v 7 ERLET
4. iftop TIHB XN N7 74 v ZDIPIZHE-> T, UToa~y FEFTLT, ZOIPIKHERINTWE Fat 2
MR L £5,
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lsof -i | grep IP

HlzIE, HEINFT 74 v ZDIPA201.205.141.123054. U Toa~y REFETLET .
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lsof -1 | grep 201.205.141.123

ROFERIREE N 255G, CYMFIIRIZEICSSHY BRIk o TIHE SN D 2 ¥ D £3,
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sshd 12145 root 3u IPV4 3294018 0to TCP 10.144.90.86:ss5h—>203
sshd 12179 ubuntu 3u IPV4 3294018 0t0 TCP 10.144.90.86:ssh->203

5. (R ENET 2 7ot 22 MR LT, 7o AREFICEEL TW2 02 B L %3,

THIEZ KREICHET 2 0 ANEE T a R TH 56, 77 AROZEICK 20, BLUOARREL KL
TRRENRDZ, BIXCVMKEZEZT v 77 1L —F TE2RERDHE0E DI DEMRL 3,

HEEZ KEICHBE T 2 7 APRERELR T A TH 2551, VA VRHE b a4 ORENFRETH % A]EE
HHDET, 7oA HPTHRT I 283X 2V 74 Y7 b 27 2L TUVA VR EERTE %9,
T=BDNy 7Ty TRICVAT LEHA VA= LTEHIEBTEET,
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&2 Tencent Cloud Cloud Virtual Machine

TEE T KEICHE T 2 7rt X0Tencent Cloud2 Y R—%x > b 7av X THE25EF. 77 v F2EE LTB
fnEbDE L ZE WV, MBICHLL, REZRETE S X5 R L 75

HRMNPT FLADFTEMZERNCTF = v 7522 2BEO LT, IPI138MET A FTIPY F L AFfEz
MRTZET, MRUIPO 7 F L ROFAEHDIENTH 25E1F. VAIZDEL . BRICHEEREL TLZE W,
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@ Tencent Cloud Cloud Virtual Machine

>t

X 2T 4 I —TORENRERTY £—

MESETE WD

BAEEPTH ¢ 2022-05-26 18:50:48

ARF2XY T CYMEEF 2V 54 20— FORENFEET, VE— MERTERVIED 571
Sa—T 4 VI HEERREIZOWTHHL X7,

FREEY — L

Tencent Cloud @t 32 X2V 7 4 Zv—7 (K—1F) WEky — L 2fHL T, VE—-MERTERVZ D
X2V T4 N —TORECEEL T L0z cExd,
1.e¥a07470—7 (K—1F) Bty —rvica 4 Y LS,

2. Port Verification[#[[ii T, MHXNRD A ¥ A& > 2 7%:#R L. Quick Checkz 27V v 27 LE3F, TallEifiaR

TEoI1T:
ID/ZEFIE RS
— BRI
e BN

ZDA VAR AP L TOWRWKR— 2 SN /z85E. Open all portstifE 2 M LT, H— —T—fZHY
WKHEHAINZR—-FZBML. VE—br A Y EHRMTLET,
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R liES X

Y im0 AE o1 Fm

TCP 3389 PN iy Q] 7

TCP 22 PN i $Tc] x

TCP 443 PN K& x

TCP 80 N iy §t %

TCP 21 PN FEE @ Foik{EMftp

TCP 20 PN FiE ® FiEfERftp

ICMP 0 N iy §t %

ALL ALL HHih iy Q] 7

X2V T4 N —TORELLEET S

MREEY — VW ZHHL T, ¥ 2V 74 70 —TDOR—- VREWMEDD 5 Z & RSN/ 5, Open all portsti
BEZFIH L CCVMO— NI EI N2 R— 24 VX —3 v MCEHABRLZS RV, £REFVE— ISV
R=bM2HRARYARTEIREDRDIGE. X2 VT4 TN —=TDA N RET T MANT Y RL—L%H
ARTAXLT, VE— MEHOMEZBATE X T, FMOBEICOVTIE, X2V T4 70— —1D
L% ZBRLIZE W,
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&2 Tencent Cloud Cloud Virtual Machine

Linux{ > A X ZAOVNCIERAB L UL &
Fa—F—FEFEHLEZI N IV 2—T 4
N4

WH. LinuxS 27 LADBBEDIZE AYIE. INCHRELAF2a—FE—REHEALEN I IS 2 —F 4 VI TfiR
RTZZeNTEET, TITIE TD220DEEHAWT, SSHE 74 URTERN, AT LADEERERY
WAL NI TN 2 =T 4 YT RITIFEZODWTIHHLE T, A VAR VAD I TN a—T 4 7 EE
DHELZDVWTHERNIENTEET,

NoOTNTa—T 4 VTV =)V

VNCu 7' £ &, Web7 7 U ¥ %o TCYMIZY E— MET 2 HIETH D, HHFEIEX. EHZSSHY E—1tn
A UBTERVWERIMEHLE T, INCur /4 V2T 5. CYMDOR T — X ZADEHEBELS AT LN
DFTE T 7 A VDEE L\ o F AR EDAIBET

L AF 2 —F— Fi&, #%E. Linux> 27 A EFEICER LR WHERVNCTRE 74 U TERWEEIMHEHL %

T, —MRVIEZ—RA 7 =R LTI, fstabiED R, BERI AT LT 7 A VDRV, IbEINZ 477107 >
A IVOIHAE/RIEIZ ED3D D £3

[FRE DRFE R X UL
VNCHRIC K BSSHR A VD NI TN a—F 4 V7 HE

B DA

SSHZMH L CLinuxf Y A2 > Rizur4 >33, TRIOXS1Z, [ssh_exchange_identification: Connection
closed by remote host] &\ 5 =7 —EMNERINF T,

[root@ ~]# ssh root

kex_exchange identification: read: Connection reset by p

ZzZoh3FER

kex_exchange_identification 7 = — X T dconnection reset™ 7 —%, &H. sshPFHE D Vot 2ApBhEI =2 &
FEBKLE T, sshdE 7 7 A VOMRPIEHINTWER Y, REICEREDND ZAREMEDRH D 3,
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PRRTT IR
UUFEFIE 2 2L, sshdD 7Rt 2% F = v 7 LT, MEEZRHEL THERLET,

JLFE )

MToFEZZSE L., VNCZHH L CLinuxf Y A&Z>RicaZ74 v L%ET,
1. F

Xz~ 3 &

12, CVMa vy —vicaZzZfL L, a2z 4> L7=winux CVWMZE RO T, AllovZ4 220927 L%
ER

Instances Shanghai 2
ding rey
g GPUC A
st
3l GPUC [
t

2. Wz THEHET 774 > | LinuxfA Y ARV A] 74 Y FUT, VNCRZ A V27 ) v 7 LET,
3. llogin) DRICL—HF—%% AJIL. Enterzf L £3, [Password] O%IZ/$AY— K% AJ1L. Enterz#f
LET, FROXSIChiUI v o4 VIt TVE T,

CentlS Linnx B (Cored
Eernel 4.18.8-3A5.18.2 .218_4.xB6 64 on an xB6_H4

fictivate the web console with: systemct]l enable TN SO0 l-;|| it .zsocket

HM-5-B6-centos login: root
1

tRLH-5-Bh—centos © 1H

4. Toa<y FEETL, sshd7 Bt 2B ERICEIEL TW22HERL 3,
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ps —ef | grep sshd

THR®D &5 2R R AU, sshd7 Bt ZFIEH T,
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[rootPUM-B-11-centos " 1# ps il

root 1173 :88 7 18 :80:88 . binssshd -D -oCi
.com, aesZo6- aesZ5b-cbc,aes —gcmi ssh.com,aes1Z8-ctr,aesl1d8-cbc -o
sh.com,umac-

IKexAlgo

1- —uhvwﬂlqu; 1l}|m_~.—

- H1lBoper
ignatur quu; ithms=ecdsa-shaZ-nis

BHZBB HH grep --color=auto hd

5.XDa~<xy FEFETL, =7 —DRERKNZHERL F3,
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sshd -t

THR®D & 5 215, "/var/empty/sshd must be owned by root and not group or world-writable.
"BIRENTGE. T —DJRKNE.  /var/empty/sshd/ DOMERDOMETH 2 0]REMHEDIH D 3,

[rootl “1# sshd -t
svarsemptyssshd must be owned by root and not group or world-writab

[root® ~ 14
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F/2. TRNITORT &£91Z.  /var/log/secure R H B LT —|EMEiESTA2IL2 T, VI a—T4
VIR TEIENTEET,

: user root.
systemd[1]: session-174.scope: Succeeded.
systemd[1]1: Started Session 175 of user root.
systemd[1]1: session-175.scope: Succeeded.

systemd[1]: Started Session 176 of user root.
systemd[1]: session-176.scope: Succeeded.
sshdl[1236511: fatal: rvarsempty/sshd must be ouned by root

6. XKDaA~X Y REFEITL T, /var/empty/sshd T4 L 27 bV DMREZMHRL EI,
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11 -d /var/empty/sshd/

TRD XS BRERIIBRINE T, MRN7T7T7TICEEINT-ZeB3b0 D 75,

[rootl@ I 11 -d svarsempty-ssshd-

drirwawx. Z2 root root 4896 Jul 13 2821

7.RDa~xy REFEITL. /var/empty/sshd/ 7 7 A NMMERZZEL 3,
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chmod 711 /var/empty/sshd/

SSHZ{#HH L CLinuxA Y A2 &> 2icu 274> BB LTTAM2f7o 8, IERBICA VAR RAIZYE—R T A
VTEB XD FET,
VNCHRUT X BLinux> AT L DEFIRRD ST TN a—T 4 07

B DA

SSHTLinux CVMADIEH RV E— b 74 P TEF, VNCHKXTRI A VT2 L. ¥ X7 2DEENIKRBHHER
S, TRI®D X 512 'Welcome to emergency mode] £ WS X v t—IDRRIRINE T,
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Z Tencent Cloud Cloud Virtual Machine

Reached target Remote File Systems (Pre).

Reached target Remote File Systems.

Starting Crash recovery kernel arming...

Started Security Auditing Service.

Sdtarting Update UTMP about System Boot/Shutdownm...
Started Update UTHMP about System Boot/Shutdown.
Starting Update UTMP about System Runlevel Changes...

] Started Update UTHMP about System Runlevel Changes.
Welcome to emergency mode! After logging in, type " journalctl -xb" tc
system logs, "systemctl reboot" to reboot, “systemctl default” or "D
try again to boot into default mode.
Give root password for maintenance
(or press Control-D to continue):

ZZo03FHE

Jetc/fstab DREVBFEYITH 2 Z e HEK WS AJREEDS D b £ 3,
Bl Z1X. Jetc/fstab IXBWVWTT 4 AZBTANAL ZZTHEINICS Y Y FENDS X ICHKESINTWEEE
H. CVMZHEFNT AL TFAL ZRELDRZEDLoTLEWL, AT ADNEFHICEF L2 BA3ZenH) ET,

R
TN 2B T /etc/fstab RET 7 ANEBIEL, Y—AN"—2HEH L THLHMHIEL T3,

BT NIE

1. UEFNET 228 L. VNCEHH L TLinuxf Y A X > Ricu 74 Y LET,

2. THITRT L 51C. VNCA & —7 = —RITHEA, FIROFHH DX 5784 V&2 —T7 2 —APFTRSINT 5,
root7 1w Y FDRRAT —REAS L, EnterZfl L TH—N—12r 74 Y LTIV, ANINRT—F
E. 77 4V TR FREINEEA,

Give root password for maintenance

(or press Control-D to continue):
[root(» I

8. AT A Ao, UTOa~y FEFEITL, fstab7 7 A LANDERY 22— L T _XMUERBIEL WD E D 2%
HERL 7,
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1sblk

THOD XS BAERPEENE T, 77 ANVHARY 2 — L7 VVEHICERD 3D D £7,
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[root@l “1# 1sblk

NAME MaJ:MIN RM SIZE RO TYPE MOUNTPOINT
sr# 11:8 1 184.1M B rom

wda ‘H H OHG B disk

Ludal 253:1 8 586G @ part ~/

[root@ “1# cat rsetcsfstab

setcsfstab
Created by anaconda on Tue Nov 26 BZ2:11:36 26819

Accessible filesystems, by reference, are maintained under '~sdevsdiskr’.
see man pages fstab(5), findfs(8), mount(8) and-or blkid(8) for more info.

After editing this file, run 'systemctl daemon-reload’' to update systemd

units generated from this file.
i
UUID=659e6f89-71f a-463d-842e-ccdf ZcBoebBfe - ext4 default
sdevsudbl sdata ext3 defaults

[root 1

4. I Toa<wy REFEITL, fstab7 7 A LDy 77 v F2ED £9,
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cp /etc/fstab /home

5 TDa~y REEITL, VIZT 4 XZFHLT /etc/fstab 7 7 A NVEFHEE T,
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vi /etc/fstab

6. TNT/RT X, iZHLTHEE—FICAD, D=V ILERELT —DITOHBEICBIHZIE., + ZANL
THDOHREIZIOVWTIAX Y N 7Y FLET,
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setcsfstab
Created by anaconda on Tue Nov 26 BZ2:11:36 2819

ficcessible filesystems, by reference, are maintained under 'rsdevsdisk/’
see man pages fstab(5), findfs(8), mount(B) and-sor blkid(8) for more in

After editing this file, run 'systemctl daemon-reload’' to update syste
units generated from this file.

i1
UUID=659e6f89-71f a-463d-842e-ccdf ZcB6eBfe ~ ext4d
tAdev udbl sdata ext3 defaults

7.EscE L Twqe AT L7288, Enter2 i L TREEZMREL, =74 XREKTLE T,
8.aAVY—IhHA VAR ZAEFHEEH LT, i OVTIE, A ¥ AX Y 2O HEE) 2 TSI W,
9. IEFICHEE), ur A TEINEIDEMIEL T,

LAFx 2—F— FIZXBLINUXT AT LDEENRBD NS TN a—F 4 7

B DA

TRITRS X512, Linux> 2 7 A0 HEEIRICESIE 3. ZRHOFAILEDEFIKMOIEH M EHRICK RSN TV E
ED
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Z Tencent Cloud Cloud Virtual Machine

] Reached target Local File Systems (Pre).
1 Reached target Local File Suystems.
Starting Restore /runsinitramfs on shutdownm...
Starting Tell Plymouth To Write Out Runtime Data...
Starting Create Uolatile Files and Directories...
[FAILED] Failed to start Restore - runsinitramfs on shutdoum.
See 'systemctl status dracut-shutdown.service' for details.
[ 1 Started Tell Plumouth To Write Out Runtime Data.
[FAILED] Failed to start Create Uplatile Files and Directories.
See 'systemctl status sustemd-tmpfiles-setup.service' for details.
Starting Security Auditing Service...
[FAILED] Failed to start Security Auditing Service.
See 'systemctl status auditd.service' for details.
Starting Update UTMP about System Boot- Shutdownm. ..
[FAILED] Failed to start Update UTMP about System Boot- Shutdoum.
See 'systemctl]l status systemd-update-utmp.service' for details.
[DEPEND]1 Dependency failed for Update UTMP about System RBunlevel Changes.
[ Reached target Suystem Initialization.
Listening on D-Bus System Message Bus Socket.
Listening on Open-iSC51 iscsid Socket.
Started daily update of the root trust anchor for DNSSEC.
Started Dailuy Cleanup of Temporaruy Directories.
Started dnf makecache --timer.
Reached target Timers.
Listening on ACPID Listen Socket.
Listening on 355D Kerberos Cache Manager responder socket.
Listening on Open-iSCS1 iscsiuio Socket.
Reached target Sockets.
Reached target Basic System.
Starting Authorization Manager...
Started libstoragemgmt plug-in server daemon.
Started Machine Check Exception Logging Daemon.
Starting Sustem Security Services Daemon...
] Started ACPI Event Daemon.
Starting Hardware RNG Entropy Gatherer Wake threshold serwvice...
[FAILED] Failed to start NTP client-/server.
See 'systemctl status chronyd.service' for details.
Starting VDD volume serwvices...
[ 1 Started D-Bus Suystem Message Bus.
Starting Network Manager...
[ 1 Reached target sshd-keugen.target.
[FAILED] Failed to start Hardware RNG Entropy Gatherer Wake threshold service.
See 'systemctl status rngd-wake-threshold.service' for details.
[DEPEND]1 Dependency failed for Hardware BRNG Entropuy Gatherer Daemon.
[FAILED] Failed to start UDD wvolume services.
See 'systemctl status wdo.service' for details.
[ 1 Started D-Bus Suystem Message Bus.

e

]
]
]
]
]
]
]
]
]
]
]

ZXZ6n3EH
bin7 7 A LRlib7 7 A Lz Y, BERI AT LT 7 A IVDREDRK CEINCKIT 220D D £3,

FRIRTT T
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WHETFIE 2B L, aYY—AhoHf Y ARV ALV AF 2 —F— FITAD,

WE S,

SN

Cloud Virtual Machine

NN a—T 4 T BIEELT

1. L A% 2 —F— FHIGRAENIC, SBRRER IC X 2 E 2T 2720, A VARV ABNY 77 v I35 %H
KBEIDHLET, CBSTIWE A F v 7> ay NOER BN L TNy I 7y I TE O—HILT AT LT 4 AV TlE

HARLA A= DVER BN L TARX =N 77w TTEET,
2. Tz RT &9, CVMz vy —rizaz4 >,
270450 FDM > BRAFETFLRE > LAZF 2 —F— FORBEZEIRLE T,

h () Running Shanghsi Zone &

3. TSR T O, Ry X7y L TLVAXF2a—FE— RO 74 Y FUT,
RO TA T BEDDNRRAT— RERELE T,
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&2 Tencent Cloud Cloud Virtual Machine

Enter Rescue Mode b4

(D 1. Before entering the rescue mode, you need to set 3 password, which is used to atoess the instance during the rescue
pericd. The default usemame is "root”. After exiting the Rescus Mode, you need to access the instance with the original
password
2 In the Rescue Mode, the instance starts up from CD-R0M by default. The operating system for CO-ROM start-up is
CentDS 7.5 6d-bic
3.%When an instance is in Rescue Mode, it cannot be started up or shut down.

4. To enter the Resoue Mode, the instance should be shut down. Forced shutdown may result in data loss or file system
cormuption. We recommend manually shutting down the OV manually before the operation.
5. After exiting the Rescue Mode, the CWM instance will be “shut down” by default. Please immediately restart it.

Close

4. VAX2—FE—FOREZ 7V v 7328, A VARV ADAT—XAD L AF 2 —F— FROMIE 1I228DD
I3, TR X512, @, ZOMMHITESLINCET LES,

1D/Name Monitoring Status T Availability Zone T Instance Type T Instance Configuration  Primary IPvd (@ Primary IPv6 nstance Billing Mode ¥ Network

L 2% 2 —F— FOREFIEHBENZEZ, TRIORT IO, f VARV ADRAT —RADRWLZ I R T T X —
Sarvve—If[ED L AF2a—F—F] KELHLET,

Q View instances pending repossession

ID/Name Monitoring Status T Availability Zone ¥ Instance Type T Instance Configuration  Primary IPv4 ( Primary IPv6 nstance Billing Mode T Network Billing Mot

i (D Rescus Mods Shanghai Zone 4 GPU Compute GNES - Pay-ss-you-go il by wraffic
Crested 2t 2021-07-08

18:00:28

5. root 7HU YV IFBEIL AT I3 THRELERATV—FZHEHL. XROHFRTA vV RARXR R Il L v LE

ERS
A VAR T Y v ZIPHE 35E1E. SSHZMH L CLinuxf Y A& > 2lca 74 > 2 TS8R X0,
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A VAR RN T VY w ZIPBRWEGER, VNCZH L TLinuxf Y AX > 2ica 74 v 2 T2 L7ZE W,
6. ZZTE VNCAHRICX2m 74 Y 2HNCHD £3, a4 IZELED, Tadoavwy FEETL. ¥ X
TAEATAARTDL—b =T 42areR7 Y FLET,

2B .

LAX2—F—RFTDA VAR VADY AT LT 4 AT TAA Aldvda, Vv— Fo%—F 1 2 a idvdal T, 7
TZANVITIE~YY Y FERTVWEE A,

mkdir -p /mnt/vml
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mount /dev/vdal /mnt/vml

FATVRET T2, TRO XS BERMNEINET,

[rootl “ 1 mkdir -p /mnt-suml
[rootl “ 1 mount st uml

[rootl I
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7.%0 Y ML S, TEDOY AT L= X=T 4 2 a YNOT—RZETCE S X 51D ¥T,

mount -o bind A Y FEFHLTITD I 7 A LS AT LD TF 4 L7 PV DO—HE~YY > L, 2

D chroot AV Y REMALTIHEDL— T4 L7 MU Tavy FEFETTEI 5 TEET, ARNRERME
avx Y REXRDEEBHTI,

mount
mount
mount
mount

mount

bind
bind
bind
bind
bind

/dev /mnt/vml/dev
/dev/pts /mnt/vml/dev/pts

/proc /mnt/vml/proc
/run /mnt/vml/run

/sys /mnt/vml/sys

chroot /mnt/vml /bin/bash

©2013-2022 Tencent Cloud. All rights reserved.

Page 224 of 322



©> Tencent Cloud

chroot a~< Y FZEEITITI5E,
7 —IHWD 72 T R,

THOD &S x s —ERPFRENTHE

Cloud Virtual Machine

cd / a~< Y FTHITTEET,

N—b+T4 L7 FPUDBEEIUIDBFEZOLNTVWRVDT, cd

/mnt/vml ZFTLTA— =T 4>ayD7r—X R LE T,

[rootEUM-H-11-centos ~ 1#
[rootPUM-HB-11-centos "~ 1#
[rootEUM-H-11-centos ~ 1#

[rootPUM-B-11-centos ~ 1#
[rootPUM-B-11-centos

)
[rootPUM-B-11-centos ~1#
[rootPUM-HB-11-centos "~ 1#
[rootPUM-B-11-centos ~ 1#
chroot: failed to run

lrootM-H-11-centos " 1#

8. THITRT &1,
%, HBEENEITRTOZ 7 ANV EBRRTE

bin lib

[rootPUM-B-11-centos vmlls 11

Nov 3
18

~ 1‘1

» 14

root root

5 root root

root

root

root

4896
a

4896

1144
8

4896

4896

4696 Jun 16

4896 1 18

.zusr/bi

Nowv
Apr
Mar
Apr
Nov
Nov :
~ 1 ‘1
~ 14

root
root

root
root

root
uml 1#
binl#

. ] root

. -11-centos

[rootPUM-B-11-centos
smmt/uvml usy

[rootfUM-B-11

[rootPUM-B-11-centos

cd
pd

binli 1s
binl# _

ntos

command

mkdir -p smnt-/uml

mount sdevsudal /mnt/uml
mount bind sdev smnt-suml- dev

mount bind sdevspts /mnt- suml- dev/pts
mount bind /proc /mmt uml-/proc

mount bind /run /7mnt/uvml/run

mount -o bind /suys s/mnt-suml-sys

chroot /mnt-/uml /bin-sbash
*/binsbash’ : No such

=0
=0
=0
=0

file or directo

DAY FE O AT LA— =T 42 a¥D /usr/bin T4 L7 MVIZH

EMTEET,

lib64

n/

9. ZDOME T, MUOSOIEF LRI Y 2IERLTU TDa~wy REFETL. EERI AT ALAD /usr/bin T4

L7 MV HBE T 7ANEBHEMLUTEERS VANV E— b TaA—33 N TEET,
Erh~yy i UTFToa~wy FERIERETLET,
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cd /usr/bin/ && tar -zcvf bin.tar.gz *
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scp bin.tar.gz root@EHA VAKX Y Rip ! /mnt/vml/usr/bin/

2iBH :
NIV ZIPEBREDHIFANT Vv 73y NI —=FHTaA—TEXETH, X7V v ZIPEEBRLETRVG
X, 79AR— b2y bUY—IRBETa—32308E R HD £3,
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o2 /mnt/vml/usr/bin/
" can't be established.
GLmHaVo8ihDvNtbeA.

[root@ bin]# scp bin.tar.gz root@é

The authenticity of host °*
ECDSA key fingerprint is SHA256:e+y4]YiXm44
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes

Warning: Permanently added ' ' (ECDSA) to the list of known hosts.

root(@ 's password:
bin.tar.gz
root(

B Y LRAFa2a—F—FTW UTDa~xy RRIERFETINE T,

=

cd /mnt/vml/usr/bin/
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tar —-zxvf bin.tar.gz
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chroot /mnt/vml /bin/bash

FITRRIE. TRO LS RSN E T,

[rootP /1 chroot /mmt- uml /bin-ba
baseb4 basename bash shbu bashbug-64 hatch

/1 chroot /mmt- uml /bin-ba
714
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10. TRUSRT LD, A VARV RADBEDTET Lo, 4 Y AR Y AHBEEZ N T 2TEH 02 ofth > EH
REF WA > L AF 2 —F— FOKTZERL T,

M LRAF2—F—F&RTHE A VARV REFT vy PR VIRBEICR D, BEIRICS AT ABEEDRTTONRE T,
THRD XS ITH o758 AT LI TTIRELTINATOVET,

CentDS Linux 8 (Core)
Kernel 4.18.8-348.7.1.e18_5.x86_64 on an x806_64

Activate the web console with: systemctl enable --now cockpit.socket

UM-B-11-centos login:
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CVMOHEF £7213> v v b XY 3K
L& LADFRK &R

BAEPTH © : 2020-10-20 17:08:22

CVMZEY vy "R U E - 3HEHT 2 . MENEETZAREMELD D £3, LFEEPHBENREE LGS
Z. ROFIEZEFTLTCRIEDO NSNS a—F 4 Y2 %IToTL XN,

ZZ2bN 5 A

CPUEX 73X EY DRSNS T EE T,

Linux CVMDACPIBEE Y0 75 1% 4 Y A =L L TWVWEHEA,

Windows CVMD > 27 L7 v 77— MDD D X £ 9,

#1®TWindows CVMZ A L 7zIf, £2#HKIZSE T LTV EE A

A VA=AV EINTVEZHR-PMURINOY 7+ Y27, FE A DREVANVZITERLE L,

A A I /A

CPU * XEY) DR ZHERT 3

1.CVM®DOSIZHINWT, CPU « XE Y OFHERZMERL £3,

Windows CVM®D¥55& - CVMT, TXRI7N—] 2527V v 7 LT, RRIX=I % —%2ERL £7,

Linux CYVYMDHE 1 top I~ Y FZ2FE{TL. scpu 4l sMeEM FDOERZHEZEL £ 3,

2. FEBEDCPU - XEVDFAFICE > T, CPUZXEY DFAELIEN T 22K T LET,
FROBEZETLTHCYME Y v v MR D Y EFIFHEE T X R WSS, Ml 7//EdE) 22T TR
W,

ACPIBE /U S AR A VA= LTWALPHERT S

2iBH :
Z DOFEAEIZLinux CVMICE A L £ 9
KDa<wy REEITFTLT, ACPITu L ANTEET A0 I el L 75,
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ps —ef | grep -w "acpid" | grep -v "grep"

ACPI7 0t ZADTEET 2356, il 7/AEH) Z2FEIT L TLEEW,

ACPI7at ZEIE LB WES., ACPIBH a5 4% 4 VA F— L LT XV, sl IREICOWTIE,
Linux&EJFEHRE & TSR L a0,

WindowsUpdate 53T L TW 5 0 2R T 3

DiEA
Z DA IZWindows CVMIZTEH L £ 35
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Windows CVMDOSA > X —7 = — AT, A&X—F >2aY ba—L% )L > Windows Update 227 1) v 7 L.
Ry FERIITOT T ADREREINTVE0E I 2R L 7,

Windows3® % % v FEERFITT 256, SATLDT v v EY VFHZWL O DRI TWE T, HHTHE
MBPRTESD, vy XY V/HEIIKKT 20682 H D £3, WindowsDHEHHITE T 5D %2FE- T
Mo, CVMZ Y v v bR U ERIEHEH T2 2B8D L ET,

Ny FRTB YT APEHINTORWEEIE, @G 7/HED 25T L TIRE N,

CVMOFEHLRBRT L= ¥ S 2 RT3

A -

Z O#EAEIZWindows CVMIZIE L % 3%

Windows CVMZE I TIHEA T 2355, & AT L13SysprepZ i L TA X — P ZEAA T 2720, #IHHGICKE R A
DB ENRH D £, PHALPE T T BHIC, WindowslZy v v M &Y U B X UHEHREZERL 5,
A L 7=Windows CVMZS#IHA{LH D35 4A. Windows CVMOFIHEIEAZE T LTH 5, CVME S ¥ v F XYV E /-
BHEET2Z e 2BHOLET,

FIEEAITE T 5 % &, il 7/AEE) 25T L T2 E W,

AVRAP=ALEY 7 VY27 REREEIT 20 50287 5

MEY —VEREZTANVZNEKY 7 b =72 HHLT, CVMIZA YA = L7V 7 by = 7 IEEIC/EE S
2, raADOKRE, FRETVANRERLTWEINE I 1 RiERL T,

BEDPRELLGE, SATLAPEELT, Yy v VU Y e HEHNKWRT 20EErHD T, 2OV 7+
VTR T VA VAL, X2V T4 VI V2T ERHLTAXF Y Y320, TNy 77 v I&,
SATALAEBHA VAN —ALTEIEBEHDLET,
BEDRODSRRNGE, SRl T/ AEE) ZETLTLIEE W,

R T /R

SiBH :

Tencent Cloud{Z5RHl# T /FHEBEIARE Z 2L L. BERIEEAIT L RICCVMD > v v b X7V F 73 FHIEEENT R L
TBECHEHTEE T, ZOWBELZMERT 2. CYMOREEIRE T 72 3HEREPAIEEIC R D £ 32, 7— XD
K77 AN AT LOEGZT I ZRITAIRELD D 5,

1.CVMa >y —ricaz4 v LET,

2. A VARV RABMR=IT, v v MY VERIGHERH T L2CVMZERL £ 7,

CVMD Y % v b &Y ZDfM> A VARV ARE > vy VROV E 7V v 7 LET,

CVMOF#E) : 2Dfi> 4 YA XV ARRE > Bz 21V v 7 L7,

3Ry I 7 TFEA TR TRy 7 AT, BT Yy VRY Y E-3RHIEER - ERL, BEEZ vy 7L E
KRS

WH S vy PR VEFERLIGE. RORIIRT LI
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&2 Tencent Cloud

Shutdown

You have selected 1 Instance, Learn More =

MNe. Instance Name Instance |D Operation

1 Unnamed Can be shut down

Are you sure you want to shut down the selected instances?

CVM No Charge when Shut down

No Charge When Shut Down is available when the following conditions are

met:
* Pay-as-you-go Instances
* The instance's system disk and the data disk are both cloud disks.

* MNon-GPU-and FPGA-based instances

Forced shutdown

Forced shutdown may lead to data loss or file system damage. This is only allowed

when the instance cannot be shut down normally.

QK Cancel

RHIEEE 2 EIR L 258, ROKIRT I

Restart Instance

You have selected 1 Instance , Learn Mare »

No. Instance Name Instance 1D Current Bandwidth C...

1 Unnamed 1 Mbps

Are you sure you want to restart the selected instances?

Dwring restarting, this instance cannot work and your service may be affected.

Forced restart

Just like turning off the computer and then powering it on, forced restart may lead to
data loss or damage to file system, This is allowed only when the instance cannot be

restarted normally.

0K Cancel
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Network Namespace & {El T & 72\

REEETH ¢ 2020-03-03 18:59:23

H 2
[i] e oD i BH
LWty b7 —27 % — 22— (Network Namespace) #HiER 3T 2 a~ > FE2FETTBHRC, EiTEh 3 a

YRR T7V =L, FlFBZENTEFEHA, Dmesg DX vt—I 7 v 7+ ! “unregister_netdevice: waiting

for lo to become free. Usage count = 1”

[ 728 O Ji (K]

YEMEE D — 2 bug T3, BE., TieDh —FNN— 3 YIZIEEEbughBFEL TV E T,
Ubuntu 16.04 x86_64D % — L N—3 a > H34.4.0-91-generic TS
Ubuntu 16.04 x86_32D 1 — LN —3 a > H34.4.0-92-generic T

V1) a—Tay

H—FNN— a > %44.0-98-genericlc 7 v S UL — RT3 L, BN —T a T Dbugh ik STV E
ED

WL IE

1. TROa~y REETL, BIEDH —FAN— a Y EHERBLE T,
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uname —r

2. PRt a~ >y FZEFITL., 4.4.0-98-genericD7 v 77 L —RN=2 a URDH 20 %R L E3,
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sudo apt-get update

sudo apt-cache search linux-image-4.4.0-98-generic

TROBWMPEREINTGEE, V—RIZUZNN—TarddDD, 7y TV — T2 eDA[RETHHI L%
ALY,
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linux-image—-4.4.0-98-generic - Linux kernel image for version 4.4.0 on 64 bit x86 S

3. FEEDa~vwy REETL, HiLuA—U g vDh—rl e 2RSS 2Header Sy 7 —S % A4 Y A —L L
9,

©2013-2022 Tencent Cloud. All rights reserved. Page 239 of 322



&2 Tencent Cloud Cloud Virtual Machine

sudo apt-get install linux-image-4.4.0-98-generic linux-headers-4.4.0-98-generic

4. Tetoa~xwy FEEITL, AT LAZHEHL T3,
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sudo reboot

5. TatDa~ Yy FEFEITL, YATLICAD, ==V a v EERELET,
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uname —r

TED LD BIERNBREINSGEE. A=Y a VERHICEII L2 2R L TWET,
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4.4.0-98-generic
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B —ILE L0 BEER-E

BEEETH ¢ 2021-08-31 17:07:41

A AR AHCHHEZHEHT 356, BELER— 0o VY AZVAOBREZRETEEY, ZOTFART
F. FIA Y RZZAEHCHH L E— FhOh — 2L L IOCBEE T AREER. FRB XU FEIEZENL F
£

71— VB DRFE B K VLB

EEHER
A= FOUVCBET BREEIE. v v on A YRR RE R FRE RS SR TARMES S D £ 5,

ZZoh3FHE

& —%JV hung_task

hung task X 7 =X 4%, »—+I/L AL v RkhungtaskdiZ & - THEE X4, khungtaskdi

TASK_UNINTERRUPTIBLEIKFEED 7 2 #BEH L ¥£3, kernel.hung_task_timeout_secs (F7 4L

MiZ120F)) EREMNICDIKEETH D Hild 2855, hungtask 7Rt 2D R X v ZIEMABH TSN E T,
kernel.hung_task_panic=1 WKHET D&, I—FI/bpanic B bV H—Zh, v~ ULHEEEL ET,

H—=INDY 7 bavy 277 v 7 soft lockup

soft lockup £ 1& CPU 23— v a— RIZHBE XN, O 7 re ARETTERNI L EZWVWWE T, soft lockup %
M 2 B, £ CPU IC—ERFEIICEITE N S —x )L AL v K [watchdog/X|ZHI D ¥ TR ThHhH, Z
DALy FHR—ERBAN (77 L M 2*kernel.watchdog_thresh . 3.1007—*%
)V kernel.watchdog_thresh D7 7 #/L MI10W) ICETSNRWEEIE, softlockupBRAE L2 & 2K
KU %95

kernel.softlockup_panic=1 WKHET S E. H—/panic 3tV HT—ZN, v UDPHEEL FI,

J— RV panic

A —FVDEE L crash i3, v Y OFEHZ5 ISR LEd, —KIVE A —F ) panic > F V) FERDOEED T
I

F— 22 hung_task 2SHHFL L. #*D kernel.hung_task_panic=1 IZKELHE,

H—MZY 7 havy 77 v 7 softlockup 2SHIR L. 7*D kernel.softlockup_panic=1 IZiXEL7=HE,.
A =2V bug B3 b U A — i E,

MHALFNE
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7 —F MBS 5 MEORES K O FIESEM LSS, 77 v 2Rl L. Bz S 5 12RE LS
5 eBEDHLET,

N—FT 4 A7 MEDRES & L

N—FF 4 X7 inode BI7NWIZ/% 3

EEHES LW > A L2IEHRT 5 2. [Nospaceleftondevicel &\ 5 T35 —IFRMNERIN, D df -
i avY RE#HAT2 2. inodeAEMHAE100%R RTINS,
EZON3FEHE: 77 41> 27 4 inode HHEE LT3,

MLFENE : S 2 0HDIRNT 7 A VEHIBRS 25, F7@3— 74 A7 2HBRLE T,

N—FTF4 RV BEERRBINTD S

REEER T LW7 7> A LZ1ERT 5 L. [Nospaceleftondevice] ¥\W5 L5 —IEWMAERIN, D df -
h avy REHEAT2 2. 74 A7 FRBHEI00%EZRIN 5,
EZONBFERE: N— T4 RIERDMEL TV 5,

SHLFENE : S 2 0HDIRNT 7 A VEHIBRS 25, $7@3 A — P74 A7 2HRLE T,

N—RF 4 RI7BHRAMOERL 23

EEER: 77 AL RT LD T 7 AVOHAIRD ULHTERIRD, Filin 7 7 A VERERTE R0,
EZZONBER: 77 AL AT ADBIEL TV,

MHALFE -

IN=RTFT G RIT=RENY I T 9T TE5DDRAFy T>ay bEERKLET, iflli 27y 72y b0
ek 2 TSR 7230,

2N—RF 4 A7 DEAL FZIHL T, MILT 2L FIEEZEITLE T ¢

SATFLT 4R

T—RT 4 RY

A VAR A BEBREH L E T, 7L 1 2 Z Y 20FEEE) 2 TSRV,

1. RDa<y FEFEFTL, tARDERT 4 ZAZ2ICHIET27 74V AT LDEAL T2RRLET,

©2013-2022 Tencent Cloud. All rights reserved. Page 245 of 322


https://console.intl.cloud.tencent.com/workorder/category
https://intl.cloud.tencent.com/document/product/362/5755
https://intl.cloud.tencent.com/document/product/213/4928

&2 Tencent Cloud Cloud Virtual Machine

lsblk -f

2. XDAXY REFEITL, T—RXRT 4 R ET7 VA YA =L LET,
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umount <XfJEFT BT 4 ATV FoSZ>

.77 AN AT LDERAL FIZIH LT, Roa~vxy REFEITL, BEEZITVWET .
ext3/extd 7 7 A LT AT LTI, XDa~xy FEEFTLET .
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fsck -y /dev/XILT 4 A

xXts 77 AN AT LATIE, ROavYy REFEITLET
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xfs_repair /dev/MIHT 4 A7

N—FF 4 X7 %util BV

BEEHER: (VAR RICT IHBREL, SSHEIZVNCEMH Lzu 274 Ik 5, $R3I6E LR
W

EZZOoNB3FEEA  10EFMIE L. N— KT 1 27 %util H3100%IZEL TV 5,

SHLFENE : 10 BB EHNLE I 2R R L. 22210 DFtARD L EEAAZRS T, TF XD &EMERER
N=RTF 4 AV IS 202l T 2 0ER3H D £3,
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AT LbinE ziElibY 7 b ¥ 7 DREAN
RI&EHH ¢ 2022-05-06 11:46:50

HHRRE I DWW T
A< Y ROETEREFIATLERD 7ut X T, a~xy KRRV, £72Elib7 7 A ALBROR 57
WREDI T —EmMOBFEEL ET,

ZZHNBJRK

MTR3TeBh, CentOS 7. CentOS 8. Ubuntu 2072 ¥ D 27 A Dbin, sbin, lib, lib64ldY 7 b1 > 7T
ERS
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lrwxrwxrwx
1lrwXrwxrwx
lrwxrwxrwx

1rwXrwxrwx

T

root
root
root

root

root
root
root

root

o O I3 4

19
19
19
19

2018
2018
2018
2018

bin -> usr/bin
1lib —-> usr/lib
1ib64 —-> usr/lib64

sbin -> usr/sbin

V7 )Y IDHIBRENEGER. av Y FOERITERRE AT ARBH O 0 AT —NEELE T,

V) a—ay
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WFETFIE 22 LT, RERY 7Y Y 7 RFARTIER L TL XV,

WLIHE T I

1. LAF 2 —F— FIZEAE T,
2. ZOH®D mount . chroot REDIATYNEFETLET, £D55H, chroot ANV KEFEITLY

AN .
= .

I —0H35E1E. cd /mnt/vml EFEITLET,
I —DPRWEEIE. cd / BEITLET,
B UTOa~wY REEITLT, ST A3V M)V IBHE20E IR L 3,
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ls —al / | grep -E "lib|bin"

VI MV IWHBEER. Ty PRl UTER L. $R— 2RI TIRE W,
VI MDY IPRWEEIF BEWIGCTUTOa~x Y REFETLT, MB35V 7 M) Y 7 2ERL T2
[
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In -s usr/1ib64 1ibe4
In —-s usr/sbin sbin
In -s usr/bin bin

In -s usr/lib 1lib

4. D TDa~xy FEFETLT, YZ7h VU 28 Fzv 7L ET,

©2013-2022 Tencent Cloud. All rights reserved. Page 254 of 322



&2 Tencent Cloud Cloud Virtual Machine

chroot /mnt/vml /bin/bash

o —FRBRVIEEER. Y7 M) U IZDEBIEIEILTVWE T,
5L AF 2 —F—FEKRTLT, YATL%ZEHL X,
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CVMIZ T A VAR ADRDON 255

BEEH © ; 2022-05-06 11:46:50

CVMIZFFV AT — R, A =TV —2arKR—% > b Ot & ORENRK TNy 7 — IR A X% AlHE
Y23 b 3, AXTE. CYMDB YA NV RIRAZIN TV S0 S 02l s 351k 2 OfRGEZRN L &
ED

[ DR

SSHF R ZHH £721Z UNCH R 2 LTA Y RAXvyRza 4 k. LUFOHIETCYMD Y A L RIRA X
NTWEES WL ET,

rclocal ICEEDH % a~ > REMENTWVWD

MFoa<wy REFEITL. rc.local 77 ANEHERLET,
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cat /etc/rc.local

iz, HEHD woet xx . /tmp/xx RE, EHBFREBHLEOAL X—JBEMLTWARVaYY R
ThHol%E., CYMIZEVHERTY A L RAIRAZINTOVET,

crontab ICEEDH 3 X A7 BIMEN TV

UTFoa<y FEFTL, BEDRF Y 2 — L REVIZEL X T,
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crontab -1

Bz X, HATESD wget xx . Jtmp/xx RE, EBFREBHSEDOA X —JIBMLTWIWa<s Y K

THol¥E. CVMEEVIERTY A LV RAIRBAZINTVE T,
ld.so.preload THIFIZ 4 77 VDAL P % v ZBHEMLTVWET
MToa<w>y F%2FEITL., /etc/ld.so.preload 7 7 A NEMERL T,
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cat /etc/ld.so.preload

HTEROZEHBTEML TWRWEINZ 4 77V TH o258, CYMIEEWIERTY A VRARZRBAINTVE

ER
sysctl.conf IZT7 = R=I X EFUDPHFKEINTVET
DToa<wy FEFEFTL, 7—IR=IXE)OFRRNEHEEREL T3
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sysctl —-a | grep "nr_hugepages "

OLINT., D o¥EBBEAKD T 7S A HHL TWERWT —IR=—IUXEY 2H N LEGE. CVMIEEWIERTY
ANVAIRAZINTVE T,

WLIH I

1. 2F v 7> ay FOEN 2B L, SRATLT—EDNw 27 v 25T LETD,
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2. VAT LDEHA VAL =L BBELT, f VARVAZATLAREHA VA M—LL, UTOUNEZSHEL Tk
X2V T4 RV —EELLET,

CVMD SR — R 2288 L, KXF, /NCF, Fifkals. BT eHAaabE12~16HOEM R 7 > X L8R
T—FRERELET, sbllicoVTIE, /1 Y AX V2D 2ZATY—FE Uty b IS IWN,
CVMADfEbhATwiR WL —F—2HIRL 7,

sshd® 7 7 + )L k D22:K — + %1024~65525 D DM DIEH R — MCEE L 3, atflicoWTIE, CVMY
E— T 7 AL ER—-FOEH B ISBLIEE W,

CVMDtF 2V 7 4 70— FICHEFIT 5N TWRL— L 2EH L, EFEEBLETD b a LR ERE— DA
BEA—TNZL, IRTOTA FaLBIER—- A -T2 B LRV e 2#EL 3, §FElliconwTid, ¢
FalF 4 Z—TN—LDENE BB IV,

mysqgl. redis’R & DTV v I 31y VT =212aA7 7TV 5= ay Y —LRAR= D7 7R EHRT LI L
BHERLERA, BETEZR— 20 —FL7 7R RCEH, $REMNEERY V-2 7 72 EICT R
DTEXT,

MEGE ) . [EH) RYOREY 7 NI =2T7BA VA =1L, UTZNRA LT 7—L%BINLT, BEEknr
A VERZ ELPICHIETE 2 K5ICLE T,

N
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7 7 A WER D T Z — no space left on
device

BEHH © : 2022-05-06 11:46:50

#HI I DOWT
Linux CYMTHI LW 7 7> A L RERT % & 212, no space left on device| D7 —23F4ET 5,

ZZHN5RA

T 4 R BRI

7 7 ANY AT A inode DR

df dun3 f~—=k

7 7 ANVEHIREAIED, MIET 27 7 ANNY RIZ2FOT R ANERLK->TED, T4 AZEEDDPRD
DEY Y —=ZAZN TRV,

mount< 7 ¥ bR A b, FlZIE, SATLAT 4 RATZD /data TALZ PURKEREFHL, 25

12 /data ZXRU Y FRAVPELTZEDMOT =R T4 A2V T HE, AT LT 4 A2 Tdfdudi—
BLIRNGEDD 5,

V)a—2ay

PSR B2 L, MEZHEB L OCMBRL TS W,

yUBLYSRTS

T 4 A7 BEPFMORIE 2 R
1.CVMicae 74 > L3, sElliconWTid, o 74 > 2 L CLinuxf > A& > 2lica 74 v & 25
72X,

2. CTUTDa~wy FEFEITL. N—FT 4 AZEHBLHEL 3,
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df -h

BNA— KT ZA7HHARDE N T Y FARA VP EREL, EHIUTOa<v Yy REEITLTZEDOR Y Y FRA
Y MIZADET,
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cdiffb~w v FARA > b

BZIE, CAS AT LT 4 A7 Y FARA Y IR ELRIEES,. cd / 2FEITLET,
4. TOa<wy FEETL, HHEEORKEVWT 4 L7 M) EBRRLE T,
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du -x —--max-depth=1 | sort -n

HHARRREZBAILT 4 L2 MY ORRKRIUSIE LT, UTOFIEEZFETL £735

T4 L7 MUBRPN= KT 4 ATRER LD KIEIBEWIGE, dof dup A —E o MEZ Rk FIEE SR L5 %
frEEZFAEL TSIV,

T4 L2 PUVERBNPREVGS, T2 23T L THHABTENPREZVWT 7 A L Z2RE L. Malie Y3 2RI
EDHIBRT 208 5 0EFHE L T 22XV, HIFRTERWES, CBSILE ON—RTF 4 A7 A ML —VFE
JEER L TL72& W0,
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7 7 4 VT R F Ainode bSTEAR D REIRE % Rk

1.CVMicue 74 > L3, sEliconWTid, o 74 > 2 L CLinuxf Y A& > 2lica 74 v & 250
72X,

2. TUTDa~wy FEFEITL. N—FT 4 AZHEHBEZMHEL 3,

df -h

BN—FRKTFT 4 A7HHEDOEGVY T Y FARA VI EFREL, SHIUTOav Y REFEITLTZEDOR Y Y FKRA
Y RMIZADET,
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cdiffb~w v FARA > b

BlZIE, CAS AT LT 4 AT Y FARA Y FBRELRIESE,. cd / 2FEITLET,
4. TDa<wy FEETL. 77 ANMERDP®RZDT 4 L7 M) ERRKRL, ZOMEEZRRELET, Zoav v
R DI D02 B 728, DA BRiH K ZX W0,
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find / -type £ | awk -F / —-v OFS=/ '"{SNF="";dir[$0]++}END{for (i in dir)print dir[i]

df duiF~—8B W S (8 % Rk

Tu AW T 7 ANMNY RS2 5T 5EE2RR
MUToa<y F2FETL. GHLTWwWA 7 741D 7at XA 7R L %75,
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lsof | grep delete

V2 —=UAERITIGC T, UTOFIEZEITL £,
kil s 7" et 2,

Y- AZHEH L T,
T7ANMNY R HEHAT 2702 A2 0WGE, V- N"N—2HEH TR TEET,

mount~<Y > b R R + ORERE % Bk
1.mounta~> REFETL, HHEEIKEZVHERT 4 A2% /mnt V7> LT, #:
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mount /dev/vdal /mnt

2. U TDa~y FEEITL, /mnt ITAD ET,
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cd /mnt

. UToavy FEFETL, HHEEOREVWT 4 L7 M) ERRELE T,
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du -x —--max-depth=1 | sort -n

V& — VARG Ty MAENRE XA RRIUTEID T4 L7 PV £ T 7 A VZHIBRT 2028 5 hr 2 dHifi L
S
4. umounta~r FZ2FEITL, WRT 4 A7 Z2~v Y MERRL 3, # :
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umount /mnt
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2y b — 7 BE O
HEY) 214 Ty —

BEHH  : 2022-07-26 17:41:55

ed

[ /RE D &iAH

kY —YaroCVMica 7’4 VT 5RLA TV —DETEE T,

[ERE D 7 HT

ENOEEL—T 4 ¥ ZHODBB DR WE X2 OMERIC X b, WHILEEAEL &5 e, EEY > 759k
WIZIRMECI D, 77 ADARLRIEIRD £F, Tencent CloudiZ 3 TICZOMEEZ R F v ) 7 ICME L TWE
KRS

BAE, kY —2 a2 Y OCYVMZIBA L T, REENTEHENUORX ¥ TF Y R T 20END 256, TEEED —
JaryTHALEZCYMEREHLT, LKV —Y 3 OCYMIZu /4 >3 5 Z 8 CTHIEEZ I TE £ 7,

V) a—ay

1. FEEEY —2 a2 Y OWindows CVMZIEA LT, % ¥ FH—n—] E LTHHLET,
THR:
(HRARTARFE] R=YD 1) =Y aryeETVER T, PEEEBY -2 a VEERL 5,
ZZEZVYVv I LTHATS >>
Windows CVMIZ. JtKVU — a »1i2dH 2 Windows & LInuxOCVMAD R 7' f V2P R —F L TWVW5D T, AT
5T eaRLET,
FEEEY —Y a > DWindows CVMZBA T 38548, 1MbpsU LOFRIBZ WA TI2LENHD XS, 5L
B, I h—nN—zun/4 yTEERA,
2. WA LT, EEO=—E LT, HEEEY —2 2 > OWindows CVMD B 7' 14 V iEZ#EIRT 5% .
RDP 7 7 A4 W% F|H L TWindows CVMiZ v 7' 4 >3 3
VE—FF X7 by 7ZHHLTWindows CVMIZu 7' £ >3 %
VNC Z#FJH L TWindows CVMic e 7' 4 > 3§ %
3. FEEEY — Y a > DWindows CVMT, EED=—— 2B L T, LKV —P a YiZH 2CVMADa 7 1 V5
ZEIRT 5 ¢
KY —2 a2 vOLinuxCVMIica 74 > L3,
Zttn 7 4 A EFH L CLinuxCVM ice 27’4 > 5%
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VE—=FTRX2Z7 by 7%ZHMAL TLinuxCVMIiZue 74 > 5%
VNC% A L CLinuxCVMIicmr 7' 4 > 3§ 3%

KV —2 2 > DOWindows CVMIicr 7' 4 > L ¥3,

RDP 7 7> A /L% | L TWindows CVMIZa 7' £ >3 5%
VE—FTFTR2Z7 by 7%Z2HH L TWindows CVMIiZa 74 > 5 %
VNC% F|H L TWindows CVMiZ v 27’4 > § %
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V7P A MNIT I RATELEA

REEHTH ¢ 2020-09-10 17:47:51

CORFaX T, V299 A P77 RATERVWHBEZHEL TN I IV a—T 4 V7T 5 5FECD
WTETFH L % 35

A RE7S i A

v FU—J DR, 77479V —ILDRE. P—N—DEMPETELZREDFEFIL>T, V=79 A b
W7 7R TELRLIRo>TWVWET,

i [ oD JLFH

Y- N—BERED S TN a—T 4 VT

PF—NR=—D¥ v v b XYY N—FY 27 DE, CPU/XEV/AFRIEOHARNE T E 22 DFRKICE - T,
VTP A MIT 7R TERLSRLAGESNDHD £T, 207D, ERIZY ——DOKEIRAE. CPU/XE Y /A7
BIEOMHERNE F I TNV a—T 4 T35 EBTITHLET,

1.CVMa >y —ricaZ Ly, 4 VARV ADEHRR—ITA VARV ADEEICETLTWE Y S 2R
BLET,

EHCFEITLTWREEIR. A7 v 72 BETLTLEIWN,
EFCFAITLTOWRWESIE, CVMA Y ZAX A% Y AR — L TLEEW,

2.

A VAR YADIDIA VAR AT 7 ) v 7 Ly % 5T 4 VAR Y ADFEMAR—=IITAD £3,

3. 'RV TR TRERL, CPU/X T AFIRIBOM AR 2GR L £ 3

CPU/X &Y DFHENET X 25581, Windowsf > 2 & > 2 : CPUE XEY DHHENETE 520074 >
AHE & Linuxf Y AKX 22 CPUE XEY DERERNPETE 570074 VA 2ZRLUTHNTIZE N,
RO HENE T X258, WHIEO HERNETELdn 74 Y AREEEZSIRL THNT 230,
CPU/X & V) HHBIRDMEARINDIER TH 2581, A7 v 74 BFATLTLIE X0,

4,

RDawy REFETL, WebH —ERIZHIGT 2R — PDEFICERIN TV 20 2R L 5.

ee -

HTTPH — BRI X b TWB80K— bt ZfFle LT, BIEIZOWTHHL £,
Linuxf > A& > A . netstat -ntulp |grep 80 XY FRZEFEITLZE T,
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> Tencent Cloud Cloud Virtual Machine

[root@VM_2_184_centos ~]# netstat -ntulp |grep 80

tcp 0 0 0.0.0.0: 0.0.0.0:* LISTEN

WindowsA{ Y A X >~ A :CMDa~<> KF 4 Y —)L&VH FiF. netstat -ano|findstr :80 a~v Y F&EH
TLED,

:\Users\Administrator>netstat —anoifindstr :80
TCP A.A.A.9:80 n.A.90.0:9 LISTENING
TCP 10.135.182.70:53406 1A.225.38.181:80 TIME_UWAIT

ICP 19.135.182.78:53419 10.225.30.181:86 TIME_VWAIT
ICP 190.135.182.78:53423 10.225.30.181:80 TIME_VWAIT
ICP [::1:80 [z:1:0 LISTENING

A= IDPEFREHINTOVIEEIE. 27 v 75 2FTLTLIEE W,

A= FDPEFICERINTORWESIX, Webr—E 270 ABEEFH XN TWEH, FRIFEFICHRINT
WAEDPEER L TLZE W,

5.

WebH —E 270t 2T 2R = FBRATELZNE I DL, 7747V 4+ —IVORELTHERLE T,

LinuxAf > 2 & > X . iptables?’80K— b % f VX —F v MIA =TV L TWENE I DEHERT 5720

2. iptables -vnL <Y FZEFETLET,

80R—F 2 A YR —Fy MTA=T Y LTWEHEF. v PV —ZHEEEDO 7 70y a—TF 4 ¥ 7 BFELT
LT,

80R— b2 VR =%y NMZTA—=TY L TORWEAIX, iptables -I INPUT 5 -p tcp -—-dport 80 —
j ACCEPT A~y RZFEITLT, 80R— 24 —F U LTLEXW,

Windowsf Y A& X : 0SDA ¥ Z =7 =z —AT, [R&—=1t]>[arvibo—nxn] s> [T747 71—
BGE] 27V w7 L, Windows”7 7 £ 77 s+ — LHERNC R > T0W A 2R L £ 35

NIRRTV ARGEER. Ay P ZEEMEEO T Ty a—T 4 7 BEITLTLEI N,
SHERNZIR o TOVRWIEEIE, 7747V —L@REZ L 7IZLTL I W,

2y V—2BEERED NS TN a—T 4 VT
V2 TH A MNITI7EATERVDIZ, *v VY — B ERENERTH ZREEDH D T, Xoa~vy FEHE
fTL. 2y P —=218%7 y FRRAREWLA TV —BH20E IR L T XV,
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WRY—N—DRT VY v Z71PpEpingLET

KD XS HIERMBRINTEESE. 7y FAARE WL A T —NHhE I ERLTWEEH, MTRE# -
TEBII I TN a—T4 Y7L TLEEN, BEARNEREEZ. CVMO Ay b T4 L — o8y PR A B IH
X0,
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* m® B " 0 "BO:~ chenhuiping$ ping 193.112.12.138

.M. ™_r.1%2.12.138 (193.112.12.138): 56 data bytes

64 bytes from 193.112.12.138: icmp_seq=0 ttl=43 time=161.240 ms
64 bytes from 193.112.12.138: icmp_seq=1 tt1=43 time=161.996 ms
64 bytes from 193.112.12.138: icmp_seq=2 ttl1=43 time=164.837 ms
64 bytes from 193.112.12.138: icmp_seq=3 tt1=43 time=215.650 ms
64 bytes from 193.112.12.138: icmp_seq=4 tt1=43 time=166.375 ms
64 bytes from 193.112.12.138: icmp_seq=5 tt1=43 time=160.576 ms
64 bytes from 193.112.12.138: icmp_seq=6 tt1=43 time=161.016 ms
64 bytes from 193.112.12.138: icmp_seq=7 ttl=43 time=164.129 ms
64 bytes from 193.112.12.138: icmp_seq=8 ttl=43 time=192.682 ms
64 bytes from 193.112.12.138: icmp_seq=9 ttl1=43 time=163.376 ms
64 bytes from 193.112.12.138: icmp_seq=10 tt1=43 time=161.859 ms
—— 193.112.12.138 ping statistics ——-

1 packets transmitted, 11 packets received, 0.0% packet loss
ound-trip min/avg/max/stddev = 160.576/170.340/215.650/16.765 ms

N7y PRAREWLA TV —DPRWEEE. X2V 74 70— TREOHHENED N7 7y a—T 4~
T RETLTLEE Y,

XaVTF 4 N—TREDHEHERED VS TN a—T 4 VT

X2V T4 0= BHETEA VAR ADA NG YR - T MNTY Y RN T 4 v I EHIEITE S
T 7477+ =D LTS, ZONL—MZE, TR FALPE—F RUT—REZHEETEET, Web7 1
L REEDR— A VX =2y MZA—T Y LTOWERWEED, Vo7V, N7 7R TERI LD FT,

1.CVMa vy —izarZft L, MY RARXVRAVRA L] R=YTA VARV ADID/A VAR A% T v
THIET, ZHTEAVRRYADFMR—JICAD T,

2. kX2 VT A TN—FXTZERL, Web7 B L RABHEDK— b2 A VX =y MTE=TYLT0ENE S
P, "M YRENTWEEXF 2V T4 V=T FET2LF2 VT4 7N —=TDANT YR 7T MRy
Y RIL—LEHERLE T,

=TV LTVBRHEF. FAA VA ICPHED N7 70y a—T7 4 7 BRMEOENT ZFEIT LT
W,

F =T LTORVWESEIE, Web7 e AFROR—- b2 X =%y MTA—=T VT 27012, X2V T4
TN—TDFREZLEBELTLIEI W,

FX A V%, ICPHED S TNy a—TF 4 7L BERIE OB

B N—BEHE, ry Y- ZBEE . b X2V T4 SN TREOHEEME R NS TN a—T 4 VT L
7o, CVMD AT v ZIPZfioT7 72 ALTLIEEW, PP FLRATT7 7R ATE, FXALHTT7 7%k

ATERWEGEIE. FXA VHDOICPH &GN ORMEIC X 2 [eEDLH D 5,

1. g N REAE TRIERECEOMEIC L 2 22, FFAa[ 2323, ICPHEZEFE IS ¥ 2 —2 v MEH

P—ERRMET 27 = 7V A MI. ZOITENEENRDBDERDET, Vv 7H A bOIEEZKGKENHE
LRWEDIZ, V7% A4 M2rb RF25581F. £TIRICPHEZITVL., @EEHR SICPHRERESZHUST L
THhH, VeIV A 227 78 ATESEIICLTLIEZ,
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FX A YHAPICPHEZIE L TWARWEEIX, FA A YHDICPHE ZEITLTL I W,

TencentCloud® K X 4 Y # P —EL X EHHLTWEHEEIX. FXA HEHaYy Y —Lituer 4 Y LTS T5
FXA VMR TEET,

FXA YEPBICPHEZEIIRFL TWAHEIR. A7 v 72 2FITL TRV,

2.

fRTFIMCOVWTEZSIR L, BE T 2MEEZ@ L. P70y a—T 40 YT LET,

Y TYA T 7 ERATERVE WS BESRRI NS, A7 FKT LET,

VT HA MNCTZERATEROVE WS BEBBRINTORWESIE., FEREEORBT 74— v 2L
TL7EEWN,
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DIV A NDTIERTT

BEEHTH © : 2020-03-03 19:09:30

[l R A

V7Y A M7 7 RATBEIC, 2y MEEBFEL, A FBMEFLTOVET,

[Vl e AT

HTTPY 7 X F @2 7utRid, KX A YO, TCPEH DML, V7T X MDEF, $—"—=12&L5V 7
TR DFZAE - U - IWEEROR L, 77 9P ICXBHTMLa — ROENT - 1Z0DV Y —ZAANDY) ZJ T X M, B
FUR=TVDL YRV VT« R BFEATVETS, D55, HTTPY 7 ZA NI —H—Du—HLvr 5347~
M 27470 e —AN—[DXY V' T—=2 /=R, ZLTH—N—Z@#HBLTVET, ZO=DDEBEDOVT
NDCRIENRE LGS, V273 A M7 7 AT 5EOAY— KK T T 2R[REMEDH D 7,

V1) a—Tay

Bh—r 547 FDER

1.0 —1NT 5347 VT HERLZH O AT LT Z72AL, B—AADRLREFAAL VEIZT 7R RAT B R
P—FRETAMLET,

2. 7T A MERICESONWT, vh— 2y b —J I ZBENRD 208D R iERL £3,

Bl ZIE. TRAMERNP TR T L5 > TWAEGEIR.
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The following are the

test results of Tencent's

domain name.

inews.gqg.com
WwWw.qq.com
3g.qq.com
mail.qqg.com
user.qzone.qq.com
r.qzone.qq.com
w.qzone.qq.com
ptlogin2.qq.com
check.ptlogin2.qq.com
ui.ptlogin2.qq.com
imail.qq.com

v.qg.com

The following are the
test results of other's
domain name.

¢.3g.163.com
weibo.com
www.baidu.com
wWww.sina.com.cn

www.taobao.com

Normal network , 194 milliseconds delay

Normal network , 128 milliseconds delay

Normal network , 140 milliseconds delay

Normal network , 99 milliseconds delay

Normal network , 98 milliseconds delay

Normal network , 203 milliseconds delay

Normal network , 188 milliseconds delay
Normal network , 96 milliseconds delay

Normal network , 189 milliseconds delay
Normal network , 91 milliseconds delay

Normal network , 129 milliseconds delay

Normal network , 129 milliseconds delay

Normal network , 143 milliseconds delay
Normal network , 211 milliseconds delay

Normal network , 94 milliseconds delay

Normal network , 138 milliseconds delay

Normal network , 136 milliseconds delay

Cloud Virtual Machine

FERP OB XA YT 7R AT ERDOLA Ty =% L. 2y P —IDIEHETH 208 5 » 2R T
ERES

IEFTRWEEE, MEZHEEL THRRT S L5, 2y PV —7H - 2D TN Z—I1TEE S0,
EHTHEHEE. v P 7 =270 7 DR ZEIT LTIV,

2v M NO—2 VYT DHER
1.B—ANT 54 7Y FTH—N—DRT U v ZIPEpingT 52 LT, N7y FRAPEWLA TV —05 30
EIOMEMERL TLEE W,

©2013-2022 Tencent Cloud. All rights reserved. Page 282 of 322



@ Tencent Cloud Cloud Virtual Machine

NTy PEAREWLA TV =0H55E1F. MTRZffio T2k L T 23w, BERNAREREEZ. —1—0
2w b= T4 L=y bR ADI 2 ZBR LT E W,
Ry PAARENLA TV =BRWEEIR. AT v 722 FITLTIEE W,
2.

dig/nslookup I~ Y RZ{H- TDNSOMEMNZHEZE L. DNSIHHTIC X 2METH 205 0% b T TNy 2 —
T4 LET,

BTV v ZIPEEoTEEDR=IW T 7ELRAL, V2TV A M7 7R TEEDOXy M AE—F
KT OIREDDNSIZH 208 I Db 2 b TEET,

Z5TH 55513, DNSIMT 2R L T 2 & W, BERNREEEIL. BRI OWTEZ TR TZE 0,
ZITRWEGE, = "—0ER 2FITLTLEIW,

P — N — DRER

1.CVMa >y —nrizarz4 v LED,

2. MR T HA VARV ADID/IA VAR Y A Z IR L, %5 T 24 VARV ADFHMR—=JICAD £73,

3 THICRT LI, 4 YRRV ADFHMR—IT [F=X =0 7) RTEESL, 4 YRR 2D Y —ZFH
K2 TR L £ 95

< - -:Tl‘ (evm-hk-xmo-01) Log In More

Basic Info ENI Monitoring Security Groups Operation Logs

Last 24 hours Last 7 days Select Date [ Data Comparison 10 zecond(s) ¥

O] B

1 MWLIL’LWL&WMWWNMWHWNWMUWM 1.6% 0.5% 0.883%

CPU Monitoring CPU Utilization

Basic CPU Usage 4
2
o TR YOO o 2% 0% 065%
1 -
System Avg. CPU Avg. Load R
Workload o
orkloa L _ I\__m F‘M\'\ 0.44 0 0.034
Memeory Monitor Memory Usage 400
- 174MB 171MB 171.514MB
Memory Utilization -
(%) o
9.5% 9.3% 9.34%

CPU/XEV) OHZRAET X 28 E81%. WindowsAf Y 2 X > 2 : CPUE XEY DI HARNETXS-0u 7 (>
AHEE LinuxAf Y AX VA CPUE XEY DHERNGETE2/-00 74 VAEE 2SR U THARTLIEZ W,
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HIIEOMHENES T E 25813, WHEOHERNETEL/-00 74 YAREZSH L THANTL X0,
A VAR ZADY Y = AKHEPIEFETH 255F, 1 Z0DOREOHER 2FIT LTI W,

(E D DRIEDHERS

A VAR ZADY Y — AMARTICHE S NWT, —N—AMIZLZ VY —ZAHEDHEIMTH 20 5 0% ML
7,

FIOTHIEGEF. Y—vRxTa I st T 20, b—N"—HlO 7y 77— 2T 2 2BTITHL
F9, LY —AN—ZEAL T, BEFEOY —N"—DHMZTHIBELZILHTEET,

ZOTHRVWEGREZ, ur 7 7 ANV, MEZREL TroERAEDD 2 RELEFEITTLHILE2ETTD
L&
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2 NI — T hH— R FFa—HKELT —
DIGE

BEHH  : 2022-05-06 11:46:50

Mz DWW T

CVMA Yy 7 =27 A= FINVFFa—RETLTI—PHEEL LT,

ZZHN5RHK

CVMEZ*y hV7—2h—FINFFa—%T 74V TRELET, ZONHKNTEIY bV —2h— P2yl
TZNZNDCPUICALE L., % v b —Z7IIEREZF EXE 2 e N TEET, ABINLREERD - 5HA,
Y V=T A= FINTFF 2 —RETT I —DFRETZAREED D D £5°

V)a—Tay

WA 22 L. ENIF 2 — DB EBIEL TL XV,

WLHETIE

MUTOFEIZBITFZCVMDT 7 L FDXA vty v 7 —2H— Kl eth0 T. ENIF 2 —OfE%IZ2T T,
1. U Toa~y REFEITL. BEDENIF 2 —DEEEHERL 3,
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ethtool -1 ethO

DToORRSY Z—r I, BUEDF 2 —DIERDENIF 2 —ORAFEB LD /NS W EAVREINE T, SRED
YIcingE. BIET 208X H D £3,
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Channel parameters for ethO:

Pre—-set maximums:

RX: 0
TX: 0
Other: 0
Combined: 2 ##4 = N—=YK— T IENIF 2 — DIRAMEEL

Current hardware settings:
RX:
TX:
Other:

Combined:

= O O O

## 4 IERE L TWVWAENTF 2 — DK
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2. U TDa~xy FEFEITL. BHEDENIF 2 — DK EHREL 75,

ethtool -L eth0 combined 2

A FTF 2 — iz REL £7, ERORIIIIGU THET 2 2 e TE, REMZY — =2 K—1

3 BENIF 2 — DR AKEETT,
3. U TDa~wy REETL, BHEDENIF 2 —DEBERELXF v 7 LET,
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ethtool -1 eth

PN A=} BENIF 2 — DRAEDBERE LT 2ENIF 2 — OIE# L [ LTHIUL, RERRY)
<Y,
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CVMA%xy hU—F T4 1L —XFy br R

BEEH © ; 2022-05-06 14:57:08

[ D i AH

0 —ANVTCVMIZT 72 R 550, HB5WVECYMTHDO A Y T =21V Y =7 7R AT BRI VX —F v
DT IBFEALE LA, ping ARV FEMHLT, X7y FRAREVWLA TV —2RRALE L,

[T D 734

Ny ZR=VY Y7 OMEE, V7 — ROWE, —"—EfDEV, YA T L0FREMEREDREKEIC X
D XF7y PEAREWLA Ty —%25| ZEITARMEDDH D £5, CVMBEDO DK ZFRI L 2%, MTR%Z
AL TR DR ZE 21T 2N TEET,

MTRIZ Ay b7 =28y —LThHH, 2OV —ILTEMHIh/izLKRK—-r2@EUCT, Xy MV —7REIFEET
BIRNEHERT D TEET,

PRV UVSRES

Z ZTliLinux ¥ Windows CVMZBIIICELD . MTROEH /57EB X UMTRD L K — MERITN T 2 9 51RO W
TR L £95

2iBH :

0 — H IV FE 72 IECVMTPRIng DM RN 72 o TW A58, MTRISHRZERL EE A,

MTRZFEITL TWVWA KRR FOSIZIG U T, MTROMAMN R GEER TSR T30,

WIinMTRD&HH3B & A (Windows OS)

MTRO#iAE X O A (Linux OS)

WIinMTR : (3Windows {Z#)G S 2 fERR A > & —% v FEZHTY —LTH D, Pingttracert® 3 X TOREREZ LA
L. 777 4HNA Y R=T2—AnHD, &/ — FOIGER-E Ty P 2AORMZHERT 2N TEX
ED

WIinMTRZA4 YA F—1F 3

1. Windows CVMIiZm 7’4 > L %7,

2.0S4 Y H =72 —RT, 779H—TuAWebH 4 b (FLEEENZF v L) 17 7€AL, MIET 2
OS& 4 ZOWINMTRA Y A b — ARy r—I %KX va— K535,

3. WInMTRA ¥ A b —Lo%w & — O B fR/IFERES 5,
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WinMTROfEF

1. WinMTR.exeZ X 727 ) » 7 LT, WinMTRY —L%[d <,
2. TR T X912, WInMTRY 4 > R DHost7 4 —/L FIZ, WROYF—N—IPE=IT R XA %2 AL,
Start* 7V v 7 L%,

Host: |[192.168.10012 -l | Options || Est |

| LCopyp Test to clipboard | | Copy HTML to clipboard | | Export TEXT | |E:-:|:u:|rt HTML|

Hozthame | Fr | Logs | Sent | Fieu:v| Best | Avrg | Whorst | Last |

WinMTR v0.92 GPL V2 by Appnor MSP - Fully Managed Hosting & Cloud Provi|www. appnor. com 2

3. FTRINTRT L 512, FEREORIITIET T, WInMTRE—ERMETEN20D%2F-T, Stopz 27V vy 7 L. T
APERTLET,
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Host: [192.168,100.12 ;||| Stop || | optons || Est |

| LCopy Test to clipboard | | Copy HTML to clipboard | | Export TEXT | |E:-:|:u:nrt HTML|

Hozthame | Mr | Logs & | Sent | Fieu:v| Best | Avrg | Worst | Last |
132.98.91.130 1 ] 2a 2a 1 2 13 12
13216810012 2 ] 2a 2a 1] 0 1] 1]

Double click on host name for more information. WWW. SpPLOT. com

7 A MEROERIZATO#ED -

Hostname : 5654 — N —ITREH L 72 &R X MIPX 2138 T 95

Nr:&EH L%/ — T,

*Loss%* I WIS B S — KDy F R ARTT,

Sent ! XEL7AT =Xy r =TT,

Recv : {5 L7208 T 35

Best : i D JEERHET I

Avrg : FEIBERIE T3,

Worst : iR EDILERETT,

Last : [EL D JSE RT3,

MTR : Linux”Z v 8 7 — AL TA YR —3v bZEZW$T %Y —)L T, Ping. traceroute. nslookup DHERE % itk
LT, 774V TICMP Ry 7 =Y %2FHLT=2D ./ — RDOEDX v N7 — 7 HEIREEEZ T A M LT,

MTRZA YA b—F 3

BEF D Linux D3FEIT L 72N —2 a VIFHANIMTRZ 4 Y A b — L L% L7z, Linux CYMIZMTR%Z A4 > A h—L LT
WEWEEZ, U LS5 a~w Yy REEITLTA YA =L LET
CentOS OS
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yum install mtr

Ubuntu OS :
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sudo apt-get install mtr

MTR HHEE % 5 X — & DFiHH

-h/--help : "V T X =2 —%RRT 5

-v/--version : MTR D \— a U IEHEFRT 3

-r/--report : fERIFLAR—- 2 LTHHT 3

-p/--split : **--report** & X RMNIC, FBPFORRZEHICY X FRRT S
-c/--report-cycles : B THETZTF— X RNv Fr—IDHEFREBEL, T 74V FTlE10L 4123
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-s/--psize : X T —I DY A4 X ERET S

-n/--no-dns : IP7 KL I LT KX A4 YO 2 1Th 7w

-a/--address | 1 —H — X7 —Z Ry r—YDHEIPT FLAZRELET, EEI—F—PH—-DKRZ + LICHE
BOIPY RL2AZRD DT —2R

-4 . |Pv4

-6 . IPv6

I—RF—2R

O — 5L TIPA3119.28.98.39DH — N — % fil ¥ L % 3,
MFoa<y REFETLT, LE—FE LTOMTROZHRERZH L %3,
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mtr 119.28.98.39 —--report

RD &S G mRSNET ©
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[root@VM_103_80_centos ~]# mtr 119.28.98.39 —--report
Start: Mon Feb 5 11:33:34 2019

HOST:VM_103_80_centos Loss% Snt Last Avg Best Wrst StD
1.]-- 100.119.162.130 0.0% 10 6.5 8.4 4.6 13.7 2
2.]--100.119.170.58 0.0% 10 0.8 8.4 0.6 1.1 0
3.]--10.200.135.213 0.0% 10 0.4 8.4 0.4 2.5 0
4.|-- 10.200.16.173 0.0% 10 1.6 8.4 1.4 1.6 0
5.]--14.18.199.58 0.0% 10 1.0 8.4 1.0 4.1 0
6.]-— 14.18.199.25 0.0% 10 4.1 8.4 3.3 10.2 1
7.]-— 113.96.7.214 0.0% 10 5.8 8.4 3.1 10.1 2
8.|-— 113.96.0.106 0.0% 10 3.9 8.4 3.9 11.0 2
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9.|-- 202.97.90.206 30.0
10.|-— 202.97.94.77 0.0%
11.]-- 202.97.51.142 0.0%
12.|-- 202.97.49.106 0.0%
13. |- ix-xe-10-2-6-0.tcore2.LVW 10.0%
14.|-- 180.87.15.25 10.0%
15.|-- 180.87.96.21 0.0%
16.|-— 180.87.96.142 0.0%
17.|-—— 27?27 100.0%
18.|-- 100.78.119.231 0.0%
19.]-- 119.28.98.39 0.0%

FERHENEREILATDOL S
HOST: /—FDIP 7 RLREIE R XA VT,
Loss% : 787 v b B AR TT,

Snt: B THELLT — Xy r—YOFTT,
Last : [EEDJEERETI,

Avg : I ERHET T,

Best : &I DJLERHT T,

Wrst | iR DJNER T35

StDev : DIEHERZE, RAMEIIRKEWIIY, T — X v Fr—IW%Y /) — FTORERBOENKEL RS,

LR — b OFERIHT & AL

hee -
Fv b7 =7 RAEDIEHEIC L o TR = A0S H —N— DXy b7 — 2 OREDFRE L7581 WM

10
10
10
10
10
10
10
10
10
10
10

164.
162.
168.
348.
345.
187.

187.
186.

O J O B O B b W J 0 B>

O OO 0 0 0 0 0 0 o > o

T T Y Y S W SN o6 ) W S

161.
161.
161.
347.
343.
187.

187.
186.

W O Wb J 0 I WU

Cloud Virtual Machine

165.
167.
168.
350.
345.
187.

194.
186.

DODMTR 7—% (@=L 6CVMB XUCVM 6 —A)L) ZINET L 2 2 BEIDO L £,
1. LR=PORERICE D 585V —N=IPIERT v bR ARRE LY D 02 TERT 5,
GRS — N—13% 7y PR ADRE L TORWEEIE, Y MY —2 OHEHIIIER T3,

GRS —N—=1FZ Ty bR ADFELLGEIE. AT v 72 2FEITLTL W,
2. LR— MEREMR L, RUNCATry bR 2ABRELL — FERELET,
GRSV — N =T v b B ARFE LGSR, BRIESEAEY —AN—D4y VTV — 7 DFREPNEYITH S Z &
WKED, S —N—DT 74 7T =D

BREZTER L TL 2 E W,

g O O oo O N W 0O Ww O u

O N O O O o N N -, O

Ny PRABBRIIO=S % ¥ I THRELLGERZ, B—A1F XV 7D%y bV =7 ORETH 270, Z DK

Bo7 FL A7 78X 5RO R CHERDH 20502 F = v 7 LTLEE W, FRUHENFET 255

. Fr U 7 IBWEDELZE W,

Ry R ADBEEITHAEL, MRIK Y NI LETH 2551 77 v Ml LTRWEDbE 21T

W, TV TIHRRELGVWEIIC, TAFDRZ ) —VF v TF v 2T LTLIEE W,
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CVMty N —27 7 7% 287 v MESK

BEEHH © : 2022-05-06 11:46:50

DT FRAPMTIE, FIZCVMT 72287 v MEKORMEZ S| ZE 2 TR[EEEDH 2 T RHB e, XM5d s~ 7
TN a—T 4 7 EMLGERRN L RS,

ZZHN5IRA

CVMAy b7 =277 72287y MEROBMEIZOWTEZ LN L2HMBERDEEHTT !
HEHIRD ~ ) A =12 X BTCP 87 v MMER

BREHIRD bV A —12 X BUDP %47 » MEK

V7 U zT7HDIABD MY H—I2X B850y MEK

UDP EENy 7 7 3 7 )L

UDP Z{E Ny 7 7 3 7)1

TCP 3 RTO#HHF 2 —h 7L

TCP UV JIZRX MDA —N—=T 01—

Btk s LR IR

iptables policy BEE# /L — L DFLIE

GEn=S e

MEEZRE LML 201 Y AR 274 3308 RH D £3, aHflid. Linuxf v 2Z > 2ica 74 >
B LU WindowsA Y AZ > Ricu 2z 4 v 2Z2BLEI WV,

oINS a—T 4 T

HEHIRD MV H—IT X BTCP %5 v MEK

CVMA Y AR ¥ ZIIFEBOMEDL DD, ke icry b =7 HEENELZ D £3, 4 VA XY ADHIEHIES
Ry "L VAR ZARTHIL T 2R L5 E. 77 v b7 4 — ABIOEERIRA bV A — X,
Ry MEBRZBIEEZT DD ET, FIIATa—T 4 YT MUFIEIRDEBHTT

1.4 VYRR ZADEEIEE v bR L 3

Linux f Y AR > AT, sar -n DEV 2 AV Y REETLTRBIEE 7y VR TLI N TEZE

3, rxpck/s & txpck/s FEEIIERE T v b, rxkB/s ¥ txkB/s FEEIIEZEFBIETT,
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2B LZHBIE Ry b F—XBHHALT A v AR 2fHE BB L, 4 Y 2R RAHOHEER MLt v
ZIZELTVWROWLE I D ETERLE T,

ARIVAY ZICELTVWRHEER, A VAR AR Z T v 77V — N T 50, $RIEEBRZNET 208D
HHETD,

A VAR Y AMRRDMERER V2w ZIGEL TORWERIE, 77 v M2 L, BEZ S 5 RE LTINS %
ZEMTEET,

HEEHIFBD Y A —I12 X 3UDP % v FEE

HEHIRD B U A =12 K BTCP 7 v MEKR FIHZSEZEIZ, 4 VARV AHEROMWRER by 212K 5807 v
MEEPE S YW L E 3

ARMVAY ZITELTOWRHEER A VAR AR E T v 7V — N5 50, $RIEBRZMNET 208D
HHET,

A YRR Y ZAERRDTERER P LA ZITEL TOWRWEEE, 77y M7+ —LADDNSY 7 LR MIHS 25810
W72 SEFEFIR DR TH B2 AJHEMED D D £ T, 4 ¥ ARV ZABROFIBIER 7 v M 34 ¥ 2RV Z{EREDHERER
Pty ZITELTWS5EIE. DNSY 72X b O#EHIED bV A —Xh, UDP o v MEEDFAET 2 0]HE
MDD ET, 77 v PR LTUEERBEICRET 2 N TEET,

V7 U =T7EIDRABD MY H—I2X B0y MEK

FRV—TFT 4 YTV RAT LD /proc/net/softnet_stat D _FIHDH v > MEDEME B L2581,
(Y7 2 7EIDIAACE 280y MEK) LHTT 2R TEET, A YAXYANBY 7 bY =7 DEIDA

B bV =Ly MERDSGIZREI SNTGEIE. ROFIET 7 70> a—T 4 Y7 %ITWV, MLT 252
EPTEXT .

RPSOERLEINT WA S D E RS 5 :

BIELEINTVWBEEAEIE. H—FNW>%F X —& net.core.netdev_max_backlog DVNXTEZ L7 v ME

KpGlFREZIEIND DD, RELSTE2BEDRDHD FT, I—2N T X=X OFHIERICOWTIE, LinuxA
VAR Y AT BINAER E NS 1 — 8T X — X OFH % TSR IEE W,

AILENTORVEEIR, CPUS Y I rardy 7 by = 7EIDIALARAENI EIZX o T, 7— XHESP

PICEZEFECTERVEEPG ZEIINTOVRVLE S MR LET, dLESTHNUL:

RPSOEMLZERL., ¥ 7 by = 7EIDIAADEID B T2 X DIGEIC L £5,

FBETavZABY 7Y 2 7EIDIABONGEEZGIZEI L TWE0LE S 2R L £7,

UDP EENY 7 7 B3 7L

A VAR YA UDP Ny 7 7 FRIZK DTy MERZGIZREI L TW2EHEIE. XROFIETHF 770y a—
TAYTERITONLT 22N TEXT .

1. ss —nump A Y FEMHHLTUDPEENY 77 B I7A0E I nERL %7,

2. 7VTHBEGEIR. H—FN85 X —& net.core.wmem_max & net.core.wmem_default % K%<
L. UDP 7u 77 22 HEH L TEMMILE T, I—2N7 X—ROFMIERICOVWTIE, Linux £ ¥ A& >
AT MRINHER X NS D — 38T X=X DFH 2 TSR 720,
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3. FZNTH T v MEROMENREHE I N VIEEIE. ss —nump 2~ Y FEEHLTEREANY 7 7 Y
BOZWERLTWARWI L 2ERTEET, ZOHAIX. Y1 Ra— Riisetsockopt /i L TSO_SNDBUF % 3%
ELTWENE I DEHERT A2ENDHD, 25 THIULX, 2— FEZZLFE LT SO SNDBUFZHEAXHTLZX
(AN

UDP ZENRy 77 B 7L

A VARV ADUDP Ny 7 7 ARIZE D 8Ty MEREFIZFEI LTS v ROFIETHALS 2 Z 23T
EES A

1. ss —nump <Y FZMALTUDP ZENY 77 BT LMY S hEMEL T,

1. 7VTHBEHEEE. H =T X —&K net.core.rmem_max & net.core.rmem_default Z R
L. UDP 7 2o 22 MEF L TEMILET, I —F285 X —XOFHERICOVTIE, Linux f 2% >
AT RINCHEHZNDE I — N85 X — XD % 28BN,

2. ZFNTH T v MEEOBENRH XN WEEIX. ss —nump 2~ Y REFEHLTZENY 7 7 B HARGY
BOIHERLTORWI L 2ERTEE T, ZOHAI. ¥V %R a— Khisetsockopt# /i L T SO_RCVBUF%
RELTWELE SRR TIRENDHD, Z25THIURX, a— FEZZEFELTSO RCVBUFZERXHTL /2
W,

TCP I RTOEHRF 2 -7V

TCP I RTOHHiF 2 —DE T net.core.somaxconn BXUFEE T T AN listen ZFEUHTRAICTE XN
% backlog 87 X =X DHND/NEWHDEE R D E T, £ VARV AIZTCP $RTOEHF 2 -7 L THEZ
IZ& B8y VEENEELZEESIE. ROFIETHLT 22N TEFT !

1. H—F %5 X —&K net.core.somaxconn ZRELLET, I—FN 8T X —=XDFFEMIFERICOWTIE,
Linux 4 ¥ 2R > ZAT— RN X NS B — 32085 X — XD & TSR0,

2. %7 ut A7) backlog X T X =X EE LI MR LET, ELTWSHEE. backlog $7 X —& %
MIGICKEL LET,

TCPYJIZAPDXA—N—T7 10—

TCPD 7 — X Z{EWFIT, socket S user ik »Try 7 INTWAHE, 7 —XlX backlog ¥ 2 —ITEEI N F
T, ZOTBLRCKKTLE, TCPUZZ A MDA —N=T0=05|ER Ty MEERDPFEAEL 3,
WENX, EHE T T LDNRT =V APIERTHL L HEEIND Zeh b, ROFEEZSHL T, X7 4
LARAPD P T TN a—T 4 Y7 RITOMLT 2 Z e TEXT !
W57 1 7T 1) setsockopt 2/ LT buffer %4 X% HEIMICERE L TWA 0 E S R iERT

RELTBD., 2DOZDEINIWVEGEIR, ¥ T I L Z2BIEL, é%kﬁ%ﬁ{%ﬁﬁ?é# F7zl%
setsockopt Z /M X B TICH A XEIBET LI N TEET,
;A -
setsockopt DI H — 285 X —& net.core.rmem_max & net.core.wmem_max IZX o THIFRXF
T, FEETu ST LA RFHET B LIS, net.core.rmem _max & net.core.wmem max 7 [FHARVIZEHEE
TR TEET, ABRICEG 07 2 2HEF L, REZAMLET,
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BELTOVERWESIZ., H—FN8F X —& net.ipvd.tcp_mem . net.ipvd.tcp_rmem BN
net.ipvéd.tcp_wmem #KZL 352 TTCPsocket DL NILEFESTZZ N TEET,

A —=FNRT X =R DEIEIZOWTIE, Linux 4 ¥ AR Y 2T RINHEH SN2 5 — 3085 X— X DFHIH %

THBMRLTZE W,

Eme s’ LRI EE

CVMA YRR ¥ RIFEBDHERRDI D D . B S 2 I B REIEIEI R D £ 9, A ¥ A X ¥ ADHEHED A
VAR Y ARSI T 2 EMEERRBE LG E. 77y b7 4 — 2 OEEHIR U -3, Sy MERE
GIEEZT DD 5, MUFIEIXRDO LB TT !

2B .

PR 3 AR MITRESNLDCVMA Y RAZ Y ZADty > a YETHD, TCP, UDPLICMPAIEZENE T, T
DOEMEIZCVMA Y ARV AT ss ¥ netstat IV 2N L THEEIN2y b — 28I D HAEL
VA= 28

A VAR Y ADERB R LT, A Y AX 2R ZHIR U, 4 Y A X ZEREDOHERER by Z1Z#EL T
WRWPE I D EERL E 5,

R R Y ZITELTWAEEIE. A VAR AR Z T v T 7L — RT3 20, FRIEEHRZ LT 20650
HHET,

A VAR ZMRRDMRER P2y ZIZEL TOWRWESE, 77 v P2l LT ZEIKET S 22T
S

iptables policyBi#E /L — L DFE

CVM®iptablesiZ Bi# /L — L Z 8 E L TWRWER ., iptables policyB# /L — L %28 E T % & CVMIZEE L 728
Ty MPTRTEEINZAREMEDH D £3, WHFIHIATO BT,
1. TFToa~<> KESITL. iptables policy L — L ZHEE L £5,
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iptables -L | grep policy

iptables policy/L — L& 7 7 + /L b TIZACCEPT T3, INPUTF = — > policy 2’ ACCEPT TR WA, H— N —I12F
HELT ATy PO TNTHESINE T, HIZIRX. UTORREDNY 2 — 2 ENGE. CYVMAD T v b RT
BEFEINZ e EEKRLE T,
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Chain INPUT (policy DROP)
Chain FORWARD (policy ACCEPT)
Chain OUTPUT (policy ACCEPT)

2. Toa~y FEFETL, REWIHLET -P DERADEEZEEHL I,
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iptables —-P INPUT ACCEPT

ZHEE, FlAt oa<y FEREETLTHRTE LT, UTOMRNY X—2 5133 TT,
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Chain INPUT (policy ACCEPT)
Chain FORWARD (policy ACCEPT)
Chain OUTPUT (policy ACCEPT)
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A ARV AIPY FL A% ping TERW

REEHTH ¢ 2023-02-01 16:43:58

[EEDHRR

B—HNVRRA SR HA VAR ZIZpIngDil o R WIEEIX, LT XS BRFERNPEZ 6NET

R—7"y b —=N—DREMNEL L BV

R XA VEHDIEL L T2 Tunian

Vv o kEE

a—Apy 7= BIEFICEHIEL TVWAHIET (MDY = 7% 4 s ADpingdii@5) . FlDE(EICED b
TN a—T4 YT REMLULET !

A YRRV ZIZNENRT Y v ZIPT R URADRIE ST WS 0% HERR

X a2l T 4 TN — T DRE MR

SR T LERE % MRS

Z DD HAE

ST

AVRARVRRZIEANATYV Y ZIP7 FUADBHEZINTVW AL ZRERELET

A -

A VRRYRZNT Y v ZIP7 RUADHKEINTWEHEDA, Internet LD a > VP a—X LHEETEE
Fo A VARV TY v ZIP7 FLABKEZINTOVEREWVWEGE, 794 RXR—FMP7 FLATIEAE»H A &
R ZANDpingHiE D T4 A,

1.CVMa >y —izar74 Y LET,

2. T4V R&Z Y2V R HET, TRIRT XIIZ, pingeFEITL72WA Y AR Y RID/I4 ¥ AR Y A4 % #ER
L. TRICLDEINTWVWDE LHIZ, ZDA Y AR Y ZADOFMEIEICAD £73 ¢
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& Console  Producls

Cloud Virtual .

Machine ins-11f9%epy (Unnamed)

Basic Info ENI Monitoring Security Groups Operation Logs

Instances
Dedicated Host
Instance Info Architecture diagram

Placement Group et T
Image
Auto Scaling @1 security group(s)

Cloud Block .

Storage 3| 1 ENIGS)

Project Default Project L""l

Snapshots

South China (Guangzhou) |i| Tencent Linux Release 1.2 (Final)

SSH Key Running

Guangzhou Zone 4

Security Groups

EP None [] System Disk disk-nf3zczes

Subnet Default-Subnet)

3. Txw bU—21EH BT, AV RAX VAW NNT Y v ZIP7 RLABPEKESINTWEIRHERLE T,
RESNTWABIGA, X274 70 —TORERHE LTLIEE W,
FEEINTVRWIEGEE, EIPTZ 97 R Y —2% N A T 4 07 LTLEEW,

X aVTF A IN—FORELHERLET

X2V T4 V=T IRET7 747U+ —1THD, BEEMNTIONTVES VAR ZADA Y ANT Y R T
T4 IETI NIRRT T4 v 2 RGIHITA2Z D TEET, EF2 )T 4 7NV —TDAL—L T, 7B b
I, K=b, RUS—REZIBET LI ENTEET, pinglZICMP7a Fa L z2fif3 272D, 4 VARV R
YEEE I F 2 ) T 4 V=T TRICMPE A L TCW A R iR T 20BN H D £, LUT OfE%x Efife
L. A VAR VATHHAZIATWS X2V T4 70 —T BIXUOA ANV FL—L 7Y bXY Y FL—LD
A ERERE L T & W,

1.CVMa >y —rizuarz4 > L%E3,

2. 4V AR YZAYA M HET, X2 VT4 V=T ZRETEA VAR ADID/A ¥ AR A4 7%ERL
T, ZDA YRR Y ZDOFFMEEICAD 3,

3. kX2 VT A N—FXTHFRL, THITRT LI1Z, WRA VARV ADEF 2 ) 7 4 V0 — T EHEH
WCAD £,

©2013-2022 Tencent Cloud. All rights reserved. Page 308 of 322


https://intl.cloud.tencent.com/document/product/213/16586
https://console.intl.cloud.tencent.com/cvm/index

@ Tencent Cloud Cloud Virtual Machine

Cloud Virtual <

Machine ins-1If99epy (Unnamed)

Basic Info EMI Monitoring Security Groups Operation Logs
Instances —

Dedicated Host

Placement Group Bound to security group sert Bind
..... e QOutbound rule

Image

Prior...  Security Group ID/name Operation

Auto Scaling v Tencent intemal-20190813181436218
1 sg-dejyvedx

Cloud Block

Storage Source

Snapshots

S5H Key

Security Groups

EIP

4. 4 VAR VATHHINTVWEEF 2V T4 70 —TF BIUAYANT Y RIL—=LET Y PN Y RIL—LOD
AR T 22 21I2&D, A Y RAEX VR EEEZMNITEF 2 ) T 4 Z—FTIXICMPZFA] L TW 5 0% |
WrL ¥ 3,

FAILTWBIBE, VAT LAREZTHERE LTLEX W,

FFAILBRWEHE, ICMPZa r alDRY & —%2FFA[ 32 X 5ICREL TLZE W,

[RATLREZHALET

L VARV ZADOSK A THRHWT LT, MERFIEEZERLEI,

Linux OSDGE. Linux — L DTG X —RE T 7470+ — )LDREZTEE LTLEEWN,

Windows OSD &, Windows®D 7 7 A4 77 4 — L DEZTER LTI, 774 70+ —IVIZHED T
AUX, WindowsD vy PV —2Z&EZ )ty b LTLFEEW,

Linuxh —RIVDRGR—=RL T 747V 4 —VORELHERBLET

2B .

Linux OSTldpingFFal XN E0E, H—FNE T 7 ATV +—LDMAFDREIICED F5, WINerLEEExh
TWa A, ping’s7 v b [Request timeout| 1272 D %3,

H—F N85 X —Ricmp_echo_ignore_allZHERB L 5

1.UNCTA v R&RIZu 74 Y LET, st LLBUTZ ISR E W,
VNCIZ &K BLinuxAf Y AR Y ANDR T4 >~

VNCIZ & 2Windows{ ¥ A X ¥ A~NDR T L >~

2. Fitma~xy RE2HEITL, ¥ A7 LDicmp_echo_ignore allDRE Z R L £ 5,
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cat /proc/sys/net/ipv4d/icmp_echo_ignore_all

0DREINIHE. Y AT LATIETRTDICMP EchoV) 7 T X " BFFR[E N D72, 7 74 77 + — LD IE % i
e LT 72w,

1R ENTIGE. AT LATIETNTODICMP EchoV 7 A b MER I NS 720, FIES ZHEML TL 72X W,
3. Tt a~y FEFEITL, I —FL,8F7 X —Xicmp_echo_ignore allDREEZEEL £,
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echo "0" >/proc/sys/net/ipv4d/icmp_echo_ignore_all

T7 A7 04— NORELHERLET

TiLoa<wy FEFEITLT, HEDY—RN—DT7 74 77+ —NLL— LB XULEYE T SZICMPIL—L 2% X T
WE N ETER L £ 95,
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iptables -L

DU 2R ENT5E, %5 T 2ICMPL— AR LI THWERA,

©2013-2022 Tencent Cloud. All rights reserved. Page 312 of 322



&2 Tencent Cloud
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Chain INPUT (policy ACCEPT)

target prot opt source
ACCEPT icmp -- anywhere
Chain FORWARD (policy ACCEPT)
target prot opt source
Chain OUTPUT (policy ACCEPT)
target prot opt source
ACCEPT icmp —-- anywhere

©2013-2022 Tencent Cloud. All rights reserved.

destination

anywhere

destination

destination

anywhere

icmp echo-request

icmp echo-request
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RENTHERIE. ICMPIZHIST AL — B X TWAESIE. Tidoa~wy F2FETLT. MbT 31—
PEMILET,

#Chain INPUT

iptables —-A INPUT -p icmp —--icmp-type echo-request —-j ACCEPT
#Chain OUTPUT

iptables -A OUTPUT -p icmp —--icmp-type echo-reply —-j ACCEPT

Windows 7 7 4 7V + — IV OREZHERLET
1.4 VRARYRAIZA A4 Y LET,
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2.2y br—URRIVELE L, Windows Defender 7 7 4 7V # —VOREZEIRL £ 7,

3. TWindows Defender 7 7 £ 77 x —/L| WA T, BMELRFRELFRL 5,

3. ®RENTz ¥ 2V 7 4 (b X /zWindows Defender 7 7 £ 7w+ —JL| v 1 > RV T, ICMPIZEES %
TORRNTYREALYANY Y RDOIL—ADPEEEXINTWE0EMERL T,

TRIWCRT &I, ICMPIZET 27T AT Y R A4 YR Y ROV —IDBENICIH > TV BHEE. V—IL%
BT L TL XN,

WindowsD %y VNV —2BEZ VLY FLET

1. ZHIADVPCH v b7 — 27 TIEDHCPA B K — b TN TV 2 1 &R L TL 22XV (201846 H LIRHICIER L 7
VPCt v F V=27 DHE, DHCPAIHR— SN TVWET) . ¥ R—=F SN TOVRWVWEE, vy b7 —FZHREICE
FAFIIPHIE L WA ZHERE L TL 720,

2. DHCPAIHR— b LTV B E. DHCPIZHID Y Toh/e T 74 R—= b2y b7 —=ZIPRIEL WO ZHER LT
{FEV IELLBRWEE, /T4 tonr A Ve (UWNCTr 21 ) 2] LEHE & L TPowerShellz
EH) L, DHCPa Y R—3 > F’DRIPZHEIIGT 5 X 51C. ipconfig /release ¥ ipconfig/renew (¥
VEHETAINEZDHD FEA) EETLTATLIIEIN,

3.DHCPIZEID H¥Ton/ T T4 R=bF 2y P T =ZIPHBIEL WA, KIARE L CTpingdill 672 WEHE, A X — b X
Za—o 77 ANVBEBELTETZER L, ncpa.cpl EFANLTCOKIZZV v 27 L%F, a—hL#
wieE L. LANA — FZ2 RN LT 6 /ML 55

4. PRl iEZM L THEZRTEZRVWEEIE, BHEZEL LTCMDTU TOa~v Yy FE2FETLTYI U2 H
EEI L %95,
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reg delete "HKEY_LOCAL_MACHINE\\SOFTWARE\\Microsoft\\Windows NT\\CurrentVersion\\Ne

ZF DD HE

LR FEEZHA L CHMEL R TERVWEA, LTOWNAEELZ TS X0,

R XA HADping BB L BRWEEIX, Vo 79 A POREZMRL TLZE W,

RTV v 73y bU—=TIPADPIngiill &2 WEHEIX, 4 VAKX Y ZADEHRE WG HDOMTRT —& (2 —H L
HCVMA, CVMD» 5B —HAAN) ZIRF L. 77 v P2 LTy = 7ICEE LT L ZE W0,
MTROFIHSFEICONWTIE, F—N—F v b T — 7L 87 v b o Z0ML 2 TSI E X0,

©2013-2022 Tencent Cloud. All rights reserved. Page 316 of 322


https://console.intl.cloud.tencent.com/workorder/category
https://intl.cloud.tencent.com/document/product/213/14638

&2 Tencent Cloud Cloud Virtual Machine

KX A &% cEZwv (CentOS 6.x &
2T 1)

BEHH © : 2020-01-08 16:35:32

HRDFH
CentOS 6.x OSOCVMZ FESHI T 50>, service network restart <Y RZETLEFE., CYVMIZ R X A

VHRBIITTERWVGED DD T, £/, /etc/resolv.conf RETZ 7 ANEHRRT S L. DNSIHEHN 7
V7ENTWAZ DB EL 7,

L2 HNDRA

CentOS 6.x OSTlE. grep D N— a U HIEL 2 728, initscriptsD N — 2 ¥ 73 9.03.49-1 kK DKW E, NI
HHET,

FRIRTT
initscripts Z fefi N — 2 YIZ7 v 77 L — K L. DNSIEIRZFHER L £3,

yUBLES S I

1.CVM e 74 Y LET,
2. XD a< Yy REEITLT, initscripts D N— a Y 2R L. 9.0349-1 X DRV AN—=T a3 >y (NTDBTET )
THEDEMRLET,
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rpm —q initscripts

RD KD IRERPBE S NET ¢
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initscripts-9.03.40-2.el6.centos.x86_64

initscripts DN — < a > linitscripts-9.03.40-2 TH b, BEFORE N— 3 > (initscripts-9.03.49-1) K& DK<,
DNSTEHN 7V 7B VR IBH DI eBT1H £5,
3. XDa<y FEEITLT, initscripts ZRHTN—T a7 v 727 L — R L, DNSIEREHAERL £ 3
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yum makecache

yum -y update initscripts

service network restart
4.7 v 7TV — KR T L6, ROa~vy REFEITLT, initscripts DN— 2 VIFREZMHRAL, 7y 77—
FHOIN LTcin e 5 D2 iEad L £ 3,
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rpm —q initscripts

RD &S I RRSNET :
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initscripts—-9.03.58-1.el6.centos.2.x86_64

FRENT=AN—T a VIFLHTON—Y a Y 2 B D | initscripts-9.03.49-1N—Y a Y kD &L, Ty 7L —FH
WINLTWE Zenahh %3,
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