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"version":"2.0",
"statement":

[

"effect":"effect",

"action": ["action"],
"resource": ["resource"],
"condition": {"key":{"value"}}

}
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"action":["mongodb:actionl", "mongodb:action2"]
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"action": ["mongodb:Describe*"]
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"action" . ["mongodb:*"]
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gcs:project_id:service_type:region:account:resource
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"resource":[ "gcs::mongodb:bj:uin/12345678:instance/cmgo-aw6glg0z"]
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"resource":[ "gcs::mongodb:bj:uin/12345678:instance/*"]
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"resource": ["*"]
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"resource": ["resourcel", "resource2"]
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{
"version": "2.0",
"statement": |
{
"action": [

"monitor:GetMonitorData",
"monitor:DescribeBaseMetrics",
"mongodb:*"

]I

"resource": "*",

"effect": "allow"
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}
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"version": "2.0",
"statement": [

{

"action": [
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"monitor:GetMonitorData",
"monitor:DescribeBaseMetrics",
"mongodb:Describe*"
]I
"resource":

"effect": "allow"
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"version": "2.0",
"statement": |
{

"effect": "allow",

"action": [
"mongodb:CreateDBInstance",
"mongodb:CreateAccountUser"

1y

"resource": [

"gcs::mongodb: :uin/100001540306:instanceld/cmgo—awbg****"
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1,
"condition": {
"ip_equal": {
"gcs:ip": [
"10.0.0.4"
]
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{
"version": "2.0",
"statement": |
{
"effect": "allow",
"action": ["name/sts:AssumeRole"],
"resource": ["gcs::cam::uin/12345:RoleName/DevOpsRole"]
}
]
}
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./bin/mongo —umongouser —-plxh***** 172 xx.xx.xx:27017/admin —--ssl --sslCAFile Mongo
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-u L RIEREBAREN 4.

-p BRI,

172.xx.Xx.XXH127017 %3 BI$5E MongoDB SLliyiEss IP Huli (SIHO5) . AUSICH 455, G50 kS &
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--ssICAFile : 48 SSL IANERYIE S K- #E 1R,
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./bin/mongo —umongouser -—-plxh***** 172 xx.xx.xx:27017/admin —--tls —--tlsCAFile /data

--tIsCAFile : 4§ TLS INIERVIEF SR BE 12,
4. ERE IR E RN TR,
MongoDB shell IRANAF], $2~MERATREFFIEE S, AT LAv5.0.15 094,

RN R @ BRI R (sd) ARTERH] %5159 3423371
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MongoDB shell version v5.0.15

connecting to: mongodb://172.27.20.37:27017/admin?compressors=disabled&gssapiServiceName=mongodb
{"t":{"$date":"2023-03-24T06:11:10.331Z" },"s":"I", "c":"NETWORK", "id" "ctx":"threada”,’
{"t":{"$date":"2023-03-24T06:11:10.335Z"},"s":"W", "c":"NETWORK", "id":23238, "ctx":"js","msg"

ateNames™:"CN: Tencent Cloud MongoDB™}}
Implicit session: session { "id" : uUID(" N ) }
MongoDB server version: 5.0.12
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HZIES SDKEZ A, B2 [T Z1ES SDK @it SSLINIEIEEEHE 2,
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keytool —-importcert -trustcacerts —-file <certificate file> -keystore <trust store>

~-file <certificate file> :#§ SSLIEfsL TLS IEF532fF MongoDB-CA.crt.

~keystore <trust store> :{REZBHENHIN,

—storepass <password> . TREBHENZN,
B JVM RSB MEREHE, 1ERIE LR trustStore 5 password, DUEAIEREEHE, URI SHEWIE SN
V7 IR ZE R F P RS AE R
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System.
System.

import

import

String

setProperty ("javax.net.ssl.trustStore", trustStore);

setProperty ("javax.net.ssl.trustStorePassword", password);

com.mongodb.MongoClientURTI;
com.mongodb.MongoClientOptions;

uri = "mongodb://mongouser:password@10.x.x.1:27017/admin";

MongoClientOptions opt = MongoClientOptions.builder () .sslEnabled(true).sslInvalidHo

MongoClient client = new MongoClient (uri, options);
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Go

AR GO RS, @i SSLINIEST RO HRAE E R ARG, 1 EARE SCFR1E SUEHRIEF S fF MongoDB-
CA.crt (VEETE, URI FHPHZIVIKS R HER, 1P {5E 550158,

package main
import (

"context"

"crypto/tls"
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"crypto/x509"

"io/ioutil"

"go.mongodb.org/mongo-driver/mongo"

"go.mongodb.org/mongo-driver/mongo/options"

func main () {
ca, err := ioutil.ReadFile ("MongoDB-CA.crt")
if err != nil {
return
}
pool := x509.NewCertPool ()
ok := pool.AppendCertsFromPEM([]byte(ca))
if lok {
return
}
tlsConfig := &tls.Config{
RootCAs: pool,
InsecureSkipVerify: true,
}
uri := "mongodb://mongouser:password@10.x.x.1:27017/admin?ssl=true"
clientOpt := options.Client () .ApplyURI (uri)
clientOpt.SetTLSConfig(tlsConfiqg)

client, err := mongo.Connect (context.TODO(), clientOpt)
if err != nil {
return

}

client.Disconnect (context.TODO ())

python

0T ONfER Python 165, i SSLIAUEST SOERBURE RIS/ E, TH AR SCFRE DU ik +5 3+ MongoDB-
CA.crt FUEETE. URI HHFHEZIIIKS R HEER, 1P EE G5 ER.
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from pymongo import MongoClient
uri = "mongodb://mongouser:password@10.x.x.1:27017/admin"
client = MongoClient (uri,

ssl=True,

ssl_ca_certs="'MongoDB-CA.crt',

ssl_match_hostname=False)
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HREN Tue Mar 28 20:45:15.987 | COMMAND [conn103] command local.oplog.rd command: getMore}{ getMore: 19469797298, collection: “oplog.rs", 5000

maxTimeMS: 5000, term: 1, lastKknownCommittedOpTime: { ts: Timestamp 168 0000[T, t: 1} } planSummary: COLLSCAN
cursorid: 19469797298 keysExamined:0 docsExamined:0 keyUpdates:0 writeConflicts:0 numYields:1 nreturned:0 reslen:292 locks:{ Global: {
acquireCount: { r: 6 } }, Database: { acquireCount: { r: 3 } }, oplog: { acquireCount: { r: 3 } } } protocol:op_command 5000ms
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lastknownCommittedOpTime: { ts: Timestamp 1680142662000|1, t: 1} } planSummary: COLLSCAN cursorid:18354911056 keysExamined:0 docsExamined:0 keyUpdates:0
writeConflicts:0 numYields:1 nreturned:0 reslen:292 locks:{ Global: { acquireCount: { r: 6 } }, Database: { acquireCount: { r: 3} }, oplog: { acquireCount: {r: 3}}}
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lastknownCommittedOpTime: { ts: Timestamp 1680142662000|1, t: 1} } planSummary: COLLSCAN cursorid:19721469777 keysExamined:0 docsExamined:0 keyUpdates:0
writeConflicts:0 numYields:1 nreturned:0 reslen:292 locks:{ Global: { acquireCount: { r: 6 } }, Database: { acquireCount: { r: 3 } }, oplog: { acquireCount: {r:3}}}
protocol:op_command 5000ms
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@ Hﬁ i:H.E =R MongoDB

use admin

db.createUser ({

user: "username",
pwd: "password",
roles:

[

{role: "readAnyDatabase", db: "admin"},

{role: "read", db: "local"}
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