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Console Guide
Console Overview

Last updated : 2023-10-17 17:45:00

To help you quickly get started with the CSS console, this document will introduce some frequently used CSS
services. They are grouped into four modules based on user needs: Basic Services, Scenario-Specific Services, Data
Center, and CSS Toolkit.

Basic Services

This module provides basic services of CSS. If you only want to use basic live streaming services, this is the right

module for you.

Feature Description

You can view live streaming value-added features, their application scenarios, and
functional characteristics.

Overview You can view relevant data such as billing bandwidth/traffic trends, live streaming
real-time data, and concurrent connection numbers.
You can switch billing modes or change the time granularity as needed.

Add and manage your own acceleration domains and configure CNAME for them.

Generate live streaming URLSs.

You can apply created templates for recording, transcoding, screencapture, time-
Domain Management shifting, watermarking, and callbacks to live streaming domains.

You can configure live streaming domains with authentication, HTTPS protocol,

acceleration regions, bandwidth caps, delayed playback, IP blacklists and

whitelists, HTTP response headers, origin server information, and more.

Stream Management Manage live, historical, and disabled streams and disable and resume streams.

Resource Package

View usage of traffic and transcoding packages.
Management

Live+

Live+ gathers various value-added services for Cloud Streaming Services, including transcoding, watermarking,
screencapture, standby stream, pull and relay, and more. If you need to use these services, you can configure them in

this module.
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Feature

Feature Configuration

Pull and Relay

Data Center

Cloud Streaming Services

Description

We provide configuration template services for various features required in live
streaming, such as watermarking, recording, transcoding, screencapture, time-
shifting, adaptive bitrate, callbacks, and DRM management. To reduce the
complexity of page navigation, we have added a new process for binding templates
to domain names.

We offer the ability to pull live video or on-demand files from third-party platforms
and push them to Cloud Streaming Services. You can directly perform operations
such as mixing, recording, and more on the audio and video content. This feature
allows for easy cross-platform distribution and the capability to convert on-demand
content to live streaming.

Data analysis provides users with professional data analysis services. You can query the consumption of

traffic/bandwidth, transcoding, watermarking, relaying, and screencapture within a specific time granularity.

Additionally, it offers log analysis functionality, making it convenient for users to monitor resources and obtain useful

data.

Feature

Billing Usage Statistics

Operation Analysis

Stream Data Query

Errors

Stream Interruption
Records

SDK Quality Monitoring

CSS Toolkit

Description

You can query the billing items, including the related data generated by push and
pull stream traffic/bandwidth, recording, time-shifting, screencapture, transcoding,
and relaying.

You can view live streaming playback data analysis, user distribution, and origin
server back-to-origin data, among other information.

You can query the data details of a single video stream, such as push, playback,
live streaming records, callback events, etc., and export the data to your local
machine.

You can query abnormal events that occur during live streaming push.

You can query the records and reasons for live streaming push interruptions.

You can query the push data information of the live SDK for the past 3 days.
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The Live Toolbox mainly provides some auxiliary features for ensuring live streaming processes and the use and

management of live SDKs.

Feature Description

Quickly experience the Web push feature, with input sources including camera
Web Push capture, screen sharing, and local file collection. It also supports multi-stream
mixing, enabling push testing in various scenarios.

Address Generator Provide the necessary information to splice push/playback URLs.

Quickly diagnose common live streaming push/playback issues. The diagnostic

Self-Diagnosis
results are for reference only.

In conjunction with the Live SDK, you can add and manage official licenses and bind

MLVB SDK
related resource packages.
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Overview

Last updated : 2024-06-07 15:21:39

In the CSS console, you can manage domain name and streams, configure transcoding, recording, and acceleration,

as well as push streams (web) and monitor resources.

Prerequisites

You have activated CSS.

You have logged in to the CSS console.

Overview

By clicking on the Overview in the left sidebar, you can view a variety of data, including real-time downstream
bandwidth, today's downstream traffic, the current number of push channels, concurrent connections, and trends for
billed bandwidth, billed traffic, and the number of push channels over the past 30 days. Additionally, you can view the
Business Analysis , switch Billing Mode as required, or adjust the time granularity. For beginner's guidance, you

can click on the Guide in the upper right corner to view instructions for getting started with CSS.
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Overview

Quickly build your own live streaming service i Helpiul 1B nNothelpiul

Add domains in CSS Develop your own application

Add domains and generate live streaming URLs

Add a playback domain and a push domain in i ‘ We offer detailed development guides to help
the CSS console and use them to generate live you easily build your own live streaming service

streaming URLs

Add Domain Generate URLs \/\

CSs features

2 Live transcoding € e recording ¢ Live screencapture L

L Standby streams L g Streaming security B Time shifting L4

n OOTB live W Live subtities

Today's Data

Current Downstream Bandwidth Today's Downstream Traffic Current Push Channels

O Mbps 0 MB O Channel(s)

Yesterday Last 7 days Last 30 days 2024-05-10 00:00:00 ~ 2024-05-10 17:52:52  [5]

Region Global v

Bandwidth Trend Traffic Trend Push Channels

Granularity 5 minutes v

Live watermarking

Stream mixing

Cloud Streaming Services

& Starter's roadmap ¢ Hide guide

Build live streaming capabilities into your application

-

P Relay

L Delayed playback

Concurrent Connections (i)

0 people

Domain Name

All (including deleted on v

Usage Statistics &

— Bandwidth

Today's Data

Analysis  The business status

Push Playback
Exception Exception

0 times o times

Plans &
Approx. Approx.
traffic left standard
1 B = min

Recommended ()
Traffic plan 10 TB
(?ne-year live streamir
license
TSC transcoding plan 100

Saves bandwidth usage by 50%
video quality

See also
Price Calculator |
Bills

Operation Analysis Sel

Billing Mode
Chinese mainland Daily Bill

Outside Chinese Daily Bi
mainland Switel

Time zone

UTC+08:00

This section displays the downstream peak bandwidth, downstream traffic usage, the current number of push

channels, and the number of concurrent connections of the day.

Item Description

Current Downstream

The peak bandwidth consumed for acceleration by all playback domain names.

Bandwidth

Today's Downstream The total traffic consumed for acceleration by all playback domain names on the

Traffic current day.
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Current Push Channels The number of current push channels.

If the playback protocol is RTMP or FLV, Concurrent Connections indicates the
number of online viewers.

If the playback protocol is HLS, Concurrent Connections cannot be used as an
indication of the number of online viewers.

Concurrent Connections

Usage Trends

This section displays usage trends (Bandwidth Trend, Traffic Trend, and Push Channels) for today, yesterday,
the last 7 days, and the last 30 days.

Item Description

The sum of the peak bandwidth consumed for acceleration by all playback domain
names in the query period.

Bandwidth Trend

The total traffic consumed for acceleration by all playback domain names in the
query period.

Traffic Trend

The number of push channels under the selected domain names in the query
period.

Push Channels

Changing the Granularity

You can click the drop-down list box next to Granularity to change the granularity of the usage trend data.
Bandwidth Trend
Traffic Trend

Push Channels
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Today Yesterday

Region Global v

Bandwidth Trend

Granularity 5 minutes

Last 7 days

Traffic Trend

Cloud Streaming Services

Last 30 days 2024-05-04 00:00:00 ~ 2024-05-10 17:54:51 E Domai

Push Channels

1 hour
1 day

2024-05-06 11:05:00

== Bandwidth 0 Mbps

O
— Bandwidth
Today Yesterday Last 7 days Last 30 days 2024-05-04 00:00:00 ~ 2024-05-10 17:54:51  [=] Domai
Region  Global v

Bandwidth Trend I Traffic Trend |

Granularity 5 minutes

1 hour

1 day

Push Channels

2024-05-07 07:55:00
== [raffic 0 MB
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Today Yesterday Last 7 days Last 30 days 2024-05-04 00:00:00  ~ 2024-05-10 17:54:51 [ Domai

Bandwidth Trend Traffic Trend Push Channels

Granularity 5 minutes

1 day

ETCEE

Business Analysis

Note:
The real-time data statistics and reporting on the business analysis page may experience delay (about 1 hour).

Querying Business Analysis Data

By default, the business analysis feature displays the current day's business usage data. It supports filtering by
domain name and flow ID. Also, it supports querying data from the last 7 days.

Scenario 1: When the business status is good.

1.1 If the business condition is good, click Historical Analysis .

©2013-2022 Tencent Cloud. All rights reserved. Page 13 of 553



Cloud Streaming Services

&2 Tencent Cloud

Analysis  The business status is good. | Historical Analysis

Push Exception Playback Other
Exception Exceptions

0 times 0 times 0 times

1.2 Navigate to the business analysis page to query relevant data.

There may be a delay of about one hour in the data shown on this page. You can refresh to view the latest data.

Yesterday Last 7 days 2024-05-11 ~ 2024-05-11 H All (including deleted ones)  « 1 Subscribe to messages to obtain live sireaming exception analysis
notifications periodically.

Exception Trend

Exceptions
Generated Live Streaming Exceptions
O times
Il FPush Exception Il Playback Exception Other Exceplions
0 times 0 times 0 times
Push Exception Playback Exception Other Exceptions
StreamName Domain Name AppName Occurrences Possible Causes Optimization Advice
Mo exception.
Total items: 0 10 « /page 1 /1 page

Scenario 2: When there is an exception during streaming.
If there is an exception during streaming, click Optimize Now to enter the business analysis page.
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Analysis 1662 live sireaming exceptions. | Optimize Now

Push Exception Playback Exception Other Exceptions

1 4 times 4 times 1 644 times

After entering the business analysis page, you can view information on the number of exceptions, exception trends,
Push Exception, Playback Exception , and Other Exceptions . And understand the potential reasons for the

exceptions and optimization suggestions.
Push Exception
Playback Exception

Other Exceptions

©2013-2022 Tencent Cloud. All rights reserved. Page 15 of 553



@Tencent Cloud Cloud Streaming Services

There may be a delay of about one hour in the data shown on this page. You can refresh to view the latest data.

Yesterday Last 7 days 2024-05-11  ~ 2024-05-11 = All (including deleted ones)

l+=

Exceptions Exception Trend
Generated Live Streaming Excepfions 2,000
1662 tmes 1,500
1,000
Il FPush Exception Il Playback Exception Il Other Exceptions

1 4 times 4 times 1 644 times v

2024-05-11 00:00:00

sh Exception Playback Exception Other Exceptions

StreamName Domain Name AppMName Occurrences Possib
.com live 1times Flaybai
- .com live 1times Flaybai
.com live 3times Playbar
com live Btimes Playbar
.com live 1times Flaybai
Total items: 5

©2013-2022 Tencent Cloud. All rights reserved. Page 16 of 553



@Tencent Cloud Cloud Streaming Services

Thare may be a delay of about one hour in the data shown on this pags. You can refresh to view the latest data.

Yesterday Last 7 days 2024-05-11 =~ 2024-05-11 = All {including deleted ones)

l+=

Exceptions Exception Trend
Generated Live Streaming Exceplions 2,000
1 662 times 1,500
1,000
Il Fush Exception Il Flayback Exception I Other Exceptions

1 4 times 4 times 1 644 times o

2024-05-11 00:00:00

Push Exception Playback Exception Other Exceptions
Domain Name Occurrences Possible Causes
com 1times The bandwidth or traffic increases dramatically.
..com 1times The bandwidih or traffic increases dramatically.
.com 1times The bandwidih or traffic increases dramatically.
.com 1times The bandwidih or traffic increases dramatically.
Total items: 4
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There may be a delay of about one hour in the data shown on this page. You can refresh to view the latest data.

Yesterday Last 7 days 2024-05-11  ~ 2024-05-11 m All (including deleted ones) 1
Query
Exceptions Exception Trend
'u Generated Live Streaming Exceptions
1 662 times
Il Fush Exception Il Flayback Exception Other Exceptions
1 4 times 4 times 1 644 times
Push Exception Playback Exception | Other Exceptions |
Recording Exception Screenshot Exception ‘ Transcoding Exception Callback Exception LVC Exception Manitoring Exception Relay
Domain Name AppName Occurrences Possible Causes
.com 22times Failed to upload the sc
.cn 147times Failed to upload the sc
com 1458times Failed to upload the sc

Downloading Exception Data

1. Based on your actual business needs, you can click

|
to download the business analysis report. This PDF document contains the streaming exception result information

detected within the last 7 days. You can review and analyze it.
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There may be a delay of about ene hour in the data shown on this page. You can refresh to view the latest data.

Last 7 days

Query

Exceptions

2024-03-11  ~ 2024-05-11

|

" Generated Live Streaming Exceptions

1662 imes

Il Fush Exception

1 4 times

Push Exception Playback Exception

Domain Name

StreamName

.com

Other Exceptions

Il Flayback Exception

4 times

AppN.

live

live:

live

live

live:

All (including deleted ones)

Other Exceptions

1644 imes

ITences

1times

1times

Jtimes

8times

1times

»[2]

Cloud Streaming Services

notifications periodically.

Possible Causes

Playback lagging may eccur during ..

Playback lagging may occur during

Playback lagging may occur when t...

Playback lagging may occur during

Playback lagging may occur during

Subscribe to messages to obtain live sireaming exception analysis

Optimization Advice

Check whether the network is stabl
atthe sfream pushing end, or use t
officially recommended Push SDK

Check whether the network is stabl
at the stream pushing end, or use t
officially recommended Push SDK

Check imestamp encoding at the
stream pushing end, or use the
officially recommended Push SDK

Check whether the network is stabl
at the siream pushing end, or use t
officially recommended Push SDK

Check whether the network is stabl
at the stream pushing end, or use t
officially recommended Fush SDK

1 1 page

2. When downloading abnormal data, all modules are selected by default. You can also manually select the necessary

modules.

©2013-2022 Tencent Cloud. All rights reserved.
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Download Exception Data

Select the functional modules whose exception data needs to be downloaded.

Select All

Fush Exception
Screenshot Exception

LVC Exception

Streaming Exception Analysis Free Subscription

Playback Exception
Transcoding Exception

Monitoring Exception

Recording Exception
Callback Exception

Relay Exception

Cancel

Cloud Streaming Services

1. We offer a message subscription service. Based on your actual business needs, simply check the subscription

option to regularly receive streaming exception analysis notifications.

©2013-2022 Tencent Cloud. All rights reserved.
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There may be a delay of about one hour in the data shown on this page. You can refresh to view the latest data.

) 4

Yesterday Last 7 days 2024-03-11 ~ 2024-05-11 H All (including deleted ones) = k3 D:unscr\be fo messages to obtain live streaming exce

ofifications periodically.

Query
Exceptions Exception Trend
u Generated Live Streaming Exceptions

1662 tres

Il Fush Exception Il Flayback Exception Other Exceptions

1 4 times 4 times 1 644 times

Push Exception Playback Exception Other Exceptions
StreamMName Domain Name AppName Occurrences Possible Causes Optimization Adv
Check whether the
com live 1times Playback lagging may occur during ... at the siream push
officially recemme!
Check whether the
com live times Playback lagging may occur during ... &t the stream push

officially recomme

Check timestamp 1
com live 3times Playback lagging may occurwhent. . stream pushing en
officially recommel

Check whether the
com live Btimes Playback lagging may occur during ... at the stream push
officially recomme

Check whether the
com live times Playback lagging may occur during at the stream push
officially recommel

2. Once subscribed, we will send your CSS business exception analysis to the following channels on a weekly basis:

message center, email, and SMS.

Free subscription to live streaming exception analysis is

successful.

Messages in Tencent Cloud Console Mail Short Message

Complete Cancel

3. If you choose to unsubscribe, simply click Unsubscribe .
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& Analysis

There may be & delay of about one hour in the data shown on this page. You can refresh to view the Iatest data

4
Today Yesterday Last 7 days 20240511 ~2024-05-11 [ Al (including deleted ones) = Query 1 Subs:nbed

Exceptions Excepiion Trend
w Generated Live Streaming Exceplions

1 662 times

M Push Exception Ml Playback Exception Other Exceptions

14 times 4 times 1 644 times

Push Exception Playback Exception Other Exceptions
StreamName Domain Name AppName Occurrences Possible Causes Optimization Advice

Check whetner the network is stable
com live Atimes Playback lagging may occur during at the siream pushing end, o use the
officially recommended Push SDK 2.

Check whetner the network is stable
com live Atimes Playback lagaing may eccur during at the siream pushing end, or use the
officially recommended Push SDK [4

Check timestamp encoding at the
com live atimes Playback lagging may eccurwhent._.  stream pushing end. or use the
officially recommended Push SDK [2

Check whetner the network is stable
com live stimes Playback lagging may occur during at the siream pushing end, o use the
officially recommended Push SDK 2.

Check whetner the network is stable
com live Atimes Playback lagaing may eccur during at the siream pushing end, or use the
officially recommended Push SDK [4

10 v /page 1 1 page

4. A pop-up reminder appears, and you need to click OK again to complete the unsubscription process. We

recommend keeping your subscription active to regularly receive streaming exception analysis notifications.

Are you sure you want to unsubscribe?

Resource Package

Note:
The remaining amount of resource packages displayed on the overview page is not real-time data. The update time

coincides with the settlement time of the account statement.

Viewing Resource Package Consumption Details

Click Manage on the right to enter the Resource Package/Plugin Management page.
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Overview

Quickly build your own live streaming service

Add domains in CSS

Add domains and generate live streaming URLs

Add a playback domain and a push domain in
the CSS console and use them to generate live

streaming URLs

Add Domain

CSS features

Generate URLs

s Helpiul | Not helpful

! Develop your own application

Cloud Streaming Services

& Starter's roadmap ¢ Hide guide

Build live streaming capabilities into your application

We offer detailed development guides to help

you easily build your own live streaming service

L
s
“

S

Analysis

Push
Exception

0 times

Plans (O

Approx.
traffic left

1TB

You can view the Usage, Creation Time, Expiration Time, Status, and Auto-renewal of traffic resource

packages/transcoding resource packages.

Auto-renewal (renew automatically when it is exhausted or expired) is supported for streaming traffic resource

packages and streaming transcoding resource packages (including standard transcoding and top speed codec

transcoding). For details, see Renewal documentation.

The bu

Purchasing Traffic Resource Package: Click Buy under the traffic package statistics, and you will enter the CSS

Traffic Resource Package Purchase Page to purchase related packages.

Resource Plan/Plugin Management

Traffic plan

Buy plan

ID

Note:

Transcoding plan

Usage details

Type

Standard transcodin...

Standard transcodin...

TSC transcoding plan

TSC transceding plan

Usage

Used/Total: 100 hours/100 hours

Used/Total: 5 hours/5 hours

Used/Total: 50 hours/50 hours

Used/Total: 100 hours/100 hours

For information on billing prices, see Pricing Overview.

Billing

Switching Billing Mode

Creation Time

2023-04-26 16:42:07

2023-04-26 15:42:07

2023-04-26 15:42:06

2023-04-26 15:42:06

Expiration Time $

2024-04-26 15:42:07

2024-04-26 15:42:07

2024-04-26 15:42:08

2024-04-26 15:42:06

Based on your actual business needs, if your current billing mode is daily bill-by-traffic or daily bill-by-bandwidth, you

can click Switch to change the billing mode.

©2013-2022 Tencent Cloud. All rights reserved.
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Billing Mode

ninese mainlanc Daily Bill-by-Traffic  Switch

Cutside Chinese mainland Daily Bill-by-Traffic  Switch

To view billing switch reminders, click Confirm to complete the switch of billing mode. For more detailed information
on billing changes, see Changing Billing Modes.
Chinese Mainland Billing Mode:

Change (Chinese Mainland) %

* The new billing mode will take effect at 00:00 (UTC+8)
the next day.

Eefore Daily bill-by-traffic
Aite Daily bill-by-bandwidth

Products LVE, LEE

| understand the pricing & for different billing modes.

Cancel

Outside Chinese Mainland Billing Mode:
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Change (Outside Chinese Mainland) %

* The new billing mode will take effect at 00:00 (UTC+8)
the next day.

Eefore Daily bill-by-trafiic
Afte Daily bill-by-bandwidth

Products LVE, LEE

| understand the pricing 2 for different billing modes.

Cancel
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Domain Management
Adding Domain Names
Adding Your Own Domain

Last updated : 2023-10-08 14:13:06

To use CSS, you must have at least two domains, one push domain and one playback domain. You cannot use the
same domain for both push and playback.

Prerequisites

1. You have activated CSS.

Adding Your Own Domain

1. Log in to the CSS console and select Domain Management on the left sidebar.

2. Click Add Domain and complete the following settings in the pop-up window:

2.1 If you need to add a push domain: Enter the domain name and select the domain type as Push Domain.

2.2 If you need to add a playback domain: Enter the domain name, select the domain type as Playback Domain,
and choose the acceleration region, with the default being Chinese mainland.

2.3 Tags are used to categorize and manage resources from different dimensions. If the existing tags do not meet your
requirements, you can also go to the Tag Console to manage tags uniformly.

2.4 Click on Add Domain.
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Add Domain W

o Basic settings >

e * Playback Domain v

cceleration region * Cutside Chinese mainland v

@‘r’ou are applying for activating live acceleration service in Hong
Kong/Macac/Taiwan (China Region) and other regions, Please note that the
request for Chinese mainland will not be resalved. For specific prices,
please see reference documentation [

a0 (ontionz| 103y - d
g (optional) () x

+ Add

Caution

The domain name can be up to 45 characters long and cannot contain uppercase letters.

By default, you can add up to 100 domains under each Tencent Cloud account. If you you need to add more than 100
domains, please submit a ticket to raise the limit.

You can change the acceleration region of a domain added. On the Domain Management page, click the name of
the domain or click Manage on the right. Select the Advanced Configuration tab, click Edit in the Region

configuration area, select the acceleration region again in the pop-up window, and click Save.

Verifying Your Domain

To make sure that a domain can only be added by its owner, you need to verify your ownership of a domain before you
can add it in the CSS console. For example, to add a.test.com ,you need to verify your ownership of

test.com .Youdont need to verify again when adding domains with the same parent domain, such as
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b.test.com . You can verify a domain either by adding a DNS record or by uploading an HTML file. If a previously

added domain is not verified, when you add a domain with the same parent domain, verification is still required.

DNS record

You can verify your ownership of a domain by adding a DNS record at your DNS provider. If you use Tencent Cloud’s
DNS service, follow the steps below to add a DNS record.

1. Log in to the DNSPod console.

2. Select DNS > My Domains on the left sidebar and click the parent domain of the domain you want to add.

3. On the Record Management page, click Add Record.

4. Enter the following information:

Parameter Description

Host Enter “cssauth”.
R
ecord Select “TXT".
Type
Record CSS assigns a unique record value for each domain. You can view it in the CSS console when
Value adding your domain.

5. Click Confirm. The TXT record will take effect in about five minutes.

6. Return to the CSS console, click Verify now. If the verification succeeds, you can proceed to the next step.
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Verify domain W

DNS record HTML file

1 Add the DNS record below for the primary domain
liveteststream.com at your DNS provider. How do | add a DNS record?

cssauth_C.

cssauth Ig TXT a 15 F-
. w n

2 The TXT record has been added and will take effect in about five
minutes.

>

HTML file

You can also verify your domain by uploading an HTML file.

1. When asked to verify your domain in the CSS console, select HTML file.

2. Download the file.

3. Upload the file to the root directory of the second-level domain.

4. Make sure you can access the filevia http://second-level domain/second-level
domain_cssauth.html .

5. Click Verify now. If the verification succeeds, you can proceed to the next step.
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Verify domain W
DNS record HTML file
1 Download the verification file n_cssauth.html 3

2 Upload the file to the root directory of liveteststream.com

3 Check whether the file can be accessed through
http://. com/l; 1_cssauth.html

.

Caution
After finishing the Basic settings, you can proceed to the CNAME configuration step. For more information about

CNAME configuration, see Configuring CNAME for Domain Name.
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Configuring CNAME

Last updated : 2023-11-20 17:00:36

After the domain is connected to CSS, the system will automatically assign a CNAME domain for you (the CNAME
suffix for the push domainis .tlivepush.com , andthe CNAME suffix for the playback domain is
.txlivecdn.com )., which you can view in Domain Management. To make your domain accessible, you need to

add a CNAME record at your DNS service provider. You can use CSS only after the configuration takes effect.

Notes

CNAME resolution is required for both playback and push domains.

For detailed directions on how to add a CNAME record, please consult your DNS service provider.

CNAME configuration generally takes effect in about 15 minutes. If you configure multiple levels of CNAMEs, CSS will
be unable to track the resolution result. If your domain can be accessed, then the CNAME configuration is successful.

If CNAME configuration fails to take effect after a long time, refer to Domain Configuration to troubleshoot the issue.

Prerequisites

You have registered a domain.
You have verified the domain and added it in Domain Management of the CSS console. You haven’t added a CNAME

record for the domain (the icon in the CNAME column is

0]

Directions

The following part shows you how to configure a CNAME record at Alibaba Cloud, Baidu Al Cloud, Wanwang, and
Xinnet. The directions in this document are for reference only. Please follow the directions of your DNS service

provider. To check whether your CNAME configuration has taken effect, see Verifying CNAME Records.

Alibaba Cloud

If your DNS service provider is Alibaba Cloud, use the following steps to add a CNAME record:
1. Log in to the Alibaba Cloud console and go to Alibaba Cloud DNS > Manage DNS.
2. Click the domain for which you want to add a CNAME record to go to the DNS Settings page.
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3. Click Add Record and complete the following settings:

Type: Select CNAME .

Host: Enter the subdomain. For example, if your playback domainis play.mygcloud.com ,enter play ;ifyou
want to resolve mygloud.com ,enter @ ;if youwantto add a wildcard record, enter \\* .

ISP Line: Default isrecommended.

Value: Enter the CNAME of the domain. You can view your domain’s CNAME ( domain.txlivecdn.com ) onthe
Domain Management page of the CSS console.

TTL: 10 minutes is recommended.

4. Click OK.

Baidu Al Cloud

If your DNS service provider is Baidu Al Cloud, use the following steps to add a CNAME record:

1. Log in to the Baidu Al Cloud console and go to Domain Name System.

2. Select the domain you added to CSS and click Resolve in the Operation column.

3. Add a DNS record:

CVM server record: Enter the second-level domain (prefix) of your domain. For example, if your playback domain is
play.mygcloud.com ,enter play ;if youwanttoresolve mygloud.com ,enter @ ;if youwanttoadda

wildcard record, enter \\* .

Record type: Select CNAME record .

Resolution line: Default isrecommended.

Record value: Enter the CNAME. You can view your domain’s CNAME ( domain.txlivecdn.com )onthe

Domain Management page of the CSS console.

TTL: 10 minutes is recommended.

4. Click Confirm.

Wanwang

If your DNS service provider is Wanwang, use the following steps to add a CNAME record:

1. Log in to the Wanwang Member Center.

2. On the left sidebar, click Product Management > My Cloud Resolution to enter the cloud resolution list page.

3. Click the domain name to be resolved to enter the resolution record page.

4. On the resolution record page, click Add Resolution.

5. To add a CNAME record, select CNAME as the record type. For the host record, enter the domain prefix (such as
www ). For the record value, enter the CNAME to point to. Keep the default resolution line and TTL.

6. After completing the settings, click Save.

Xinnet
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If your DNS service provider is Xinnet, add a CNAME record by setting an alias (CNAME record).

An alias record allows you to map multiple names to the same computer and is generally used for computers providing
both www and mail services. Suppose a computer named host .mydomain.com (A record) provides both www
and mail services. To facilitate user access, you can set two aliases (CNAME records) starting with www and

mail for this computer.

Verifying CNAME Records

A new CNAME record generally takes effect within 30 minutes. The exact time needed varies with provider. You can
check whether a record has taken effect using the following methods.

Method 1: Go to Domain Management of the CSS console. If the icon in the CNAME column is

, CNAME configuration is successful.

CNAME configured

Method 2: When you add your domain in the CSS console, after completing the basic settings, in the CNAME
configuration step, you can view the CNAME status of the domain.
Method 3: On Linux/macOS, runthe dig command( dig your domain ). If the first row displays the

destination domain provided by CSS, CNAME configuration is successful.
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steven@P_PMMTIAN-MB1 ~ % [dig| . umm "mm mmomm W
<<>> DiG 9.10.6 <<>> L.uy M. B W ___"m -

global options: +cmd

Got answer:

;1 —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 41591

;1 flags: qr rd; QUERY: 1, ANSWER: 17, AUTHORITY: 4, ADDITIONAL: 7
;7 WARNING: recursion requested but not available

- me =ae
- =

;7 OPT PSEUDOSECTION:

; EDNS: version: @, flags:; udp: 4096

77 QUESTION SECTION:

A R [ m. IN A

ANSWER SECTION:
. __m = = m pm "W 600 IN CNAME wm = ey N N

Method 4: On Windows, open a Command Prompt window and enter nslookup your domain . Ifthe

destination domain name provided by CSS is displayed, CNAME configuration is successful.

If CNAME configuration fails to take effect after a long time, refer to Domain Configuration to troubleshoot the issue.
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Push Domain Name Management
Push Configuration

Last updated : 2023-10-07 11:55:10

To protect your live streaming content, push authentication is enabled for push domains by default. You can use the
address generator on the details page of a push domain to generate a push URL, which you can use to push streams

(upload live videos) to the CSS platform.

Must-Knows

CSS provides a test domain name xxxx.tlivepush.com .You can use it to push streams for test purposes, but
the test domain should not be used in production environments.

A push URL is valid before the expiration time you specify. After it expires, you need to generate a new URL.

Prerequisites

You have activated CSS.

Authentication Configuration

1. Go to Domain Management, click the target push domain name or click Manage to enter the domain details

page.
2. Click Push Configuration and, in the Authentication Configuration area, click Edit.

Basic Info Push Configuration Template Configuration Advanced Configuration

Push URL

URL Compositio PushDomain + AppName + StreamName + Authentication Info

RTMP URL rtmp:// 'm / AppName / TtxSecret= md5(k e SixTime= hex(time)

WeDRTG URL webrtc: n / AppName / StreamName ?ixSecret= mdS(key+SireamName-+hex(time)) &t<Time= hex(time)

SRTURL@ st/ | 190007streamid=#l:n= a r= AppName / xSecret=  mas(key hex(ti MxTime=  hex(time}

RTMP over SRTURL  rtmpu/ .om :3570/ AppName / MxSecret= md5 (ke hex(time)) &txTime= hexitime)

Authentication Configuration

Backup Key @

3. In the pop-up window, toggle on Push Authentication.
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4. Enter the primary key and backup key, and click Save.

Authentication Configuration »

Push Authentication (:)

P' mar ¥ ey J
Generate
Only support case-sensitive letters and digits, with a length of up
to 256 bits.
Backup Key
Generate
COnly support case-sensitive letters and digits, with a length of up
to 256 bits.

Note
The primary key is required and the backup key is optional. Entering both allows you to switch to the other key when

one key is disclosed.

Push Address Generator

Directions

1. Go to Domain Management, click the target domain name or click Manage on its right to enter the details page.
2. Select Push Configuration and, in Push Address Generator, complete the following settings:

2.1 Select an expiration time, suchas 2022-11-24 16:00:35 .

2.2 Enter a custom stream name ( St reamName ).

2.3 Click Generate Push Address to generate a push URL containing the StreamName .
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Push Address Generator

1 Callback Address http:

Expiration Time 2021-03-16 11:16:20 H StreamMame *

Mo push address yet. Please click "Generate Push Address".

3. If you haven’t enabled authentication for your push domain, then you will also find RTMP, WebRTC, SRT, and
RTMP over SRT URLs in the Push URL area. Replace StreamName inyour playback URL with the stream name

used for push, and you can use the URL to play the stream.

Push URL
Push Domain + AppName + StreamName + Authentication Info
RTMP UR tmp:// 'm / AppName / StreamName 7?txSecret= md5(key+StreamName+hex(time)) &txTime= hex(time)
webrtc:// n / AppName / StreamName ?txSecret= md5S(key+StreamName+hex(time)) &txTime= hex(time)
RT URL® srt:// | :80007streamid=#!::h= a o= AppName / StreamName ,txSecret= md5(key+!
SR mpid/ .om :3570/ AppName / StreamName ?txSecret= md5S(key+StreamName+hex(time)) &txTime= hex(time)

Push URL format

An RTMP push URL looks like this:
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rtmp://domain/AppName/StreamName?txSecret=Md5 (key+StreamName+hex (time) ) &txTime=hex (

Parameter description
domain : The push domain name.
AppName : The live streaming application name, whichis 1ive by default and is customizable.
StreamName : The custom stream name used to identify a live stream.
txSecret :The authentication string generated after push authentication is enabled.
txTime : The expiration timestamp for the push URL.

Caution
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If you have enabled authentication, txTime indicates the expiration time of the URL.

For the sake of convenience, the console allows you to specify the URL expiration time in human-readable format. If
you enable authentication, when generating push URLs, the system will convert it to a hex timestamp (the
value of txTime ).

As long as you start push or playback before the expiration time and the stream is not interrupted, the push or

playback can continue even after the URL expires.

Sample Code of Push URL

We offer sample code in PHP, Java, and Go for generating push URLs. To view the code, follow the steps below:
1. Log in to the CSS console and click Domain Management.

2. Click a push domain name or click Manage on the right to enter its details page.

3. Select Push Configuration and scroll down to find Push Address Sample Code.

4. Click the tab to view the sample code for PHP, Java, or Go.

PHP

Java

GO
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/‘k*
* Get the push URL
* If you do not pass in the authentication key and URL expiration time, a URL witho

* @param domain: Your push domain name.

u streamName: A unique stream name to identify the push URL.
w key: The authentication key.
* time: The URL expiration time (example: 2016-11-12 12:00:00).

* @return String url

%/

function getPushUrl ($domain, S$streamName, Skey = null, S$time = null) {
if (Skey && Stime) {
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StxTime = strtoupper (base_convert (strtotime ($Stime),10,16));
//txSecret = MD5( KEY + streamName + txTime )
StxSecret = md5 (Skey.SstreamName.StxTime) ;
Sext_str = "?".http_build_gquery (array (
"txSecret"=> $txSecret,
"txTime"=> $txTime
))
}

return "rtmp://".Sdomain."/live/".SstreamName . (isset ($Sext_str) ? S$Sext_str : "

echo getPushUrl ("123.test.com","123456","69e0daf7234b01£257a7adb9£807ae9£f", "2016-09
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package com.test;

import java.io.UnsupportedEncodingException;
import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;

public class Test {

public static void main(String[] args) {

System.out.println (getSafeUrl ("txrtmp", "11212122", 1469762325L));
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private static final char[] DIGITS_LOWER =

{'o"', '"12', '2v, '3', '4', '5', ‘'¢', '7', '8', '9', 'a', 'b', 'c', 'd',
/*
* KEY+ streamName + txTime
*/
private static String getSafeUrl (String key, String streamName, long txTime)
String input = new StringBuilder().
append (key) .

append (streamName) .

append (Long.toHexString (txTime) .toUpperCase()) .toStri

String txSecret = null;
try {
MessageDigest messageDigest = MessageDigest.getInstance ("MD5");
txSecret = byteArrayToHexString(
messageDigest.digest (input.getBytes ("UTF-8"))) ;
} catch (NoSuchAlgorithmException e) |
e.printStackTrace () ;
} catch (UnsupportedEncodingException e) {

e.printStackTrace () ;

return txSecret == null 2 ""
new StringBuilder() .
append ("txSecret=") .
append (txSecret) .

(

(
append ("&") .
append ("txTime=") .
(

append (Long.toHexString (txTime) .toUpperCase () ) .
toString();

private static String byteArrayToHexString (byte[] data) {

char[] out new char[data.length << 1];

for (int 1 = 0, j = 0; i1 < data.length; i++) {
out [Jj++] = DIGITS_LOWER[ (0xFO0 & datalil]) >>> 4];
out [j++] = DIGITS_LOWER[OxOF & datal[il]];

}

return new String(out);
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package a

import (
"crypto/md5"
" fmt n
"strconv"
"strings"

"time"

func GetPushUrl (domain, streamName, key string, time int64) (addrstr string) {
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var ext_str string

if key != "" && time != 0/
txTime := strings.ToUpper (strconv.FormatInt (time, 16))
txSecret := md5.Sum([]byte (key + streamName + txTime))
txSecretStr := fmt.Sprintf ("%x", txSecret)
ext_str = "?txSecret=" + txSecretStr + "&txTime=" + txTime
}
addrstr = "rtmp://" + domain + "/live/" + streamName + ext_str
return

}

/*

*domain: 123.test.com

*streamName: streamname

*key: 69e0daf7234b01£f257a7adb9f807ae9f
*time: 2022-04-26 14:57:19 CST

*/

func main () {

domain, streamName, key := "123.test.com", "streamname", "69e0daf7234b01f257a7a
//CST: ChinaStandardTimeUT, "2006-01-02 15:04:05 MST" must be const

t, err := time.Parse("2006-01-02 15:04:05 MST", "2022-04-26 14:57:19 CST")

if err !'= nil{

fmt .Println("time transfor error!")

return

}
fmt.Println (GetPushUrl (domain, streamName, key, t.Unix()))

return

Related Operations

You can start pushing streams after the push URL is generated. For details, see Live Push.
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Recording Configuration

Last updated : 2024-07-26 14:44:12

The live recording feature is disabled by default. This document describes how to bind a recording template to a push

domain to enable the recording feature, as well as how to unbind a template to disable the feature.

Use Limits

After enabling the recording feature, please make sure that your VOD or COS service is in normal status. If VOD or
COS is not activated or is suspended due to overdue payments, live recording will fail. No recording files will be
generated. Nor will fees be incurred.

A template takes effect about 5-10 minutes after it is bound to a domain.

After a template is successfully bound to a push domain, recording will be enabled for push addresses under that
domain.

One domain can be bound with only one recording template. After binding, all streams under that domain will be
recorded according to the template.

Mixed-stream recording does not support mixing streams inside the Chinese mainland with those outside. It will cause

an error and playback will fail.

Prerequisites

You have logged in to the CSS console and added a push domain.

You have created a recording template.

Binding a Recording Template

1. Go to Domain Management, and click the target push domain or click Manage to enter the domain details page.
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Domain Management

Push domain: CSS provides you with a default push domain, you can also add your ICP filed domain for live push.
Playback domain: You need to add your ICP filed domain for live playback. For more information on domain management, please see Domain Management & and CNAME Configuration [ According to relevant regulations, to a
Identity Verification Guide [Z,

Edit Tag Certificate Management

Domain Name CNAME (D Type T Scenario Region T Status
Lop @ .com B Playback Domain css Global Enabled

Outside Chinese

top 0] .com 0 Playback Damain css maintand
top 0] wcom D Playback Domain Css Chinese mainland
to Lcom 0 Playback Domain Css Chinese mainlznd E
P [ 3y
oy .com o Playback Domain Ccss Chinese mainlznd
P 2yl
fop @ com o Push Domain Ccss Global
1o .com D Playback Domain Ccss Chinese mainlznd
P 2yl
top @ am D Playback Damain Ccss Chinese mainland
op ®@ wcom D Playback Damain Ccss Chinese mainland
LEOm ®@ «com D Push Domain Css Global

Total entri

2. Select the Template Configuration tab and click Edit in the Recording configuration area.
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Domain Management | B .com

Basic Info Push Configuration Template Configuration Advanced Configuration

(i} Recording, watermarking, screencapture are value-added services. Binding templates of these services takes

Recording Configuration

Template Mame Mone
Template 1D Mone
Storage Mone
raing Content Mone
cording Format Mone

Storage Penod Mone

3. Select a recording template and click Confirm.
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Recording Configuration 5

Select a template (or add a template in “Feature Configuration [3*

Template
Mame

Recording Recording Storage

Template ID Content Format Period

F

Original str... HLS Fermanent

Watermarke

d stream,

testTranscodi

Q| testoo1 ngtemplate  FLVHLSMP4 60 day(s),3...
(B H
Criginal
stream

A

Transcodi
ng template
D
gwTranscodi
ng template
D:
testkikiTransc
oding
template IC:

HLS Permaneant

ks -

Confirm Cancel
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Recording Configuration

Select a template (or add a template in “Feature Configuration 3

Template
Mame

Recording Recording

Template ID Content Format

Criginal str... HLS

Watermarke
d stream,
testTranscodi
Q| testoo1 ngtemplate  FLV HLSMP4
(B4
Criginal
stream

Transcodi

ng template

D
gwTranscodi
ng template

D
testkikiTransc
oding
template IC:

HLS

Confirm Cancel

Unbinding a Recording Template

Storage
Period

Permanent

60 day(s),3...

Permanent

Cloud Streaming Services

1. Go to Domain Management, and click the target push domain or click Manage to enter the domain details page.
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Domain Management

Cloud Streaming Services

Push domain: CS5 provides you with a default push domain, you can also add your ICP filed domain for live push.
Playback domain: You need to add your ICP filed domain for live playback. For more information on domain management, please see Domain Management & and CNAME Configuration [ According to relevant regulations, to a

Identity Verification Guide [Z,

Domain Name

1top
top

top
iop
top
dop
top

top

top

Certificate Management

CNAME (O Type T Scenario Region ¥ Status 1
0] _ .com 0 Playback Domain css Global Enabled
0] com @ Playback Damain Css ﬁif;ilii;hinese Enabled
0] wcom D Playback Domain Css Chinese mainland Enabled
O] Lcom 0 Playback Domain css Chinese mainland Enabled
0] .com D Playback Domain css Chinese mainland Enabled
0] com o Push Domain css Global Enabled
0] .com D Playback Damain css Chinese mainland Enabled
@ am D Playback Damain css Chinese mainland Enabled
® wcom (D Playback Damain css Chinese mainland Enabled
®@ «com D Push Domain Css Global Enabled

2. Select the Template Configuration tab and click Edit in the Recording configuration area.

Recording Configuration

4
T |4 B
CHArama

Rarnrdine
e aing r
Storane Pe

testO01

[vOoD]

Original stream, Watermarked stream, Transcoded and watermarked stream (Transcoding

S R U S [—

O e el s e S Y e o roacmrsimee [T = et =5
= L = — = - o A

FLV, HLS,MP4

60 day(s),30 day(s),Permanent

3. Unselect the template and click Save.
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Recording Configuration

Select a template (or add a template in "Feature Configuration 2"

Template
Mame

Recording Recording

Template ID Content Format

Original str... HLS

Watermarke
d stream,
testTranscodi
@ test001 ng template  FLV,HLS,MP4
D: -
Criginal
stream

Transcodi
ng template
D:
gwTranscodi
ng template
D .
testkikiTransc
oding
template IC:

Confirm Cancel

HLS

Note:

Unbinding a recording template will not affect ongoing live streams.

Storage
Period

Permansant

60 day(s),3...

Permansant

To cancel recording for ongoing streams, stop the streams and push them again.

Obtaining Recording Files

You can obtain recording files in the following ways:

Recording to VOD

From the VOD console
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Log in to the VOD console, select the target subapplication, and click Video/Audio Management on the left sidebar.

You can view all your recording files on this page.

Application Management

* After a subapplication is disabled, all its datz and configurations will be retained. It can no longer be accessed, but will incur costs. For details, see Billing Overview [2.

Application * After the subapplicaticn is terminated, its data and configurations will be cleared and cannot be recovered.
Management

Usage Statistics e
Create application Edit tags Disable Terminate Enable Cost allocation by tag
Application Name/ SubAppld Subapplication Description Creation Time $ Update Time Status (D
primary application Default Application
s 2021-09-03 08:30 2022-09-06 06:17 @ Enabled
D
;
E 2022-09-20 06:22 2022-09-20 06:22 @ Enabled
O
€ Application Audio/Video M t £ primary application v | SubAppld: . m
Management
Uploaded Uploading | Q
28 Application test
Overview N -
PR CRPERRIES  Primary application to Task Center. The status on this page indicates whether a file is blocked. Blocking takes effect in about five minutes. Blocked files cannot be played.
(=} Video/Audio + The VOD console shows at mast 5,000 media files. You can export the information of al your media fles.
Management
* The files you upload to VOD will incur storage costs, which vary according to the storage class you choose. Fees incurred each day are deducted the following day. For the usage and billing details, see your bill
= Audio/Video
Management
L » . W _ o - L o .
Upload Video Transcoding Scenario transcading Adaptive bitrate streaming ask Flow Content moderation Remaster More ¥
- Image
Management
g Name/ID Status Moderation result Source Y Uploading time 4 Expiration time @

Cold Storage

o -
+ Smart Bitrate NEW = R D ] @ Normal Not moderated yet Record 2024-06-03 15:12:13 Permanent
Reduction 0026:1

Task center
[ » ] o o @ Normal Not moderated yet Record 2024-06-03 15:12:12 2024-08-02

System Configuration

From recording callbacks

If you have configured a recording callback address in the console or using an API, after a recording file is generated,
a notification will be sent to the callback address configured. For details about the fields of the callback, see How to

Receive Event Notification.

Note:
The recording callback method is recommended for its reliability and real-timeliness.

Using a VOD API

You can also call the SearchMedia API of VOD to query recording files.

Recording to COS
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@ Tencent Cloud Cloud Streaming Services

From the COS console

Log in to the COS console, click Bucket List on the left sidebar, and then click the target bucket. You will be able to
find the recording files in the file list.
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@ Tencent Cloud Cloud Streaming Services

Time Shifting Configuration

Last updated : 2024-05-07 19:04:45

This document shows you how to bind a time shifting template to a push domain to enable time shifting for the domain,

as well as how to unbind a template to disable the feature. Time shifting is disabled by default.

Use Limits

A template takes effect about 5-10 minutes after it is bound to a domain.

After a template is successfully bound to a push domain, time shifting will be enabled for push addresses under that
domain.

One domain can be bound to only one time shifting template. After binding, time shifting will be enabled for all streams

under the domain.

Prerequisites

You have logged in to the CSS console and added a push domain.

You have created a time shifting template.

Binding a Time Shifting Template

1. Go to Domain Management, and click the target push domain or click Manage to enter the domain details page.
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&2 Tencent Cloud

Domain Management

Push domain: CSS provides you with a default push domain, you can alse add your ICP filed domain for live push.
Flayback domain: You need to add your |CP filed domain for live playback. For more information on domain management, please see Domain

Domain Name
top
top
top
top
top
top
top
top

com

Certificate Management

® ©®© ® @ & O © ©

2 and CNAME C

Type ¥

Playback Domain

Playback Domain

Playback Domain

Playback Domain

Pugh Domain

Playback Domain

Playback Domain

Playback Domain

Push Domain

Cloud Streaming Services

[Z Accerding to relevant regulations, to accelerate a domain in the Chinese mainland, you ne

Region T

Qutside Chinese mainland

Chinese mainland

Chinese mainland

Chinese mainland

Global

Chinese mainland

Chinese mainiand

Chinese mainland

Global

2. Select the Template Configuration tab and click Edit in the Time shifting configuration area.

Time shifting configuration

Mone

Mone

gion Mone

Mone

Mone

MNone

3. Select a time shifting template and click Confirm.
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&2 Tencent Cloud

Time shifting configuration

Select a template (or add a template in "Feature Configuration 2"

Acceleration

Template Nam Template ID

(1]
(57

Cutside Chinese
mainland

Chinese mainland

O test11 Chinese mainland

Qutside Chinese
mainland

Qutside Chinese
mainland

Unbinding a Time Shifting Template

1. Go to Domain Management, and click the target push domain or click Manage to enter the domain details page.

©2013-2022 Tencent Cloud. All rights reserved.

Watermarked
stream

Transcoded
stream (template
10 )

Transcoded
stream (template
1D )

Watermarked
stream

Original stream

Cancel

Cloud Streaming Services

T days

30 days

3 days

T days

T days

(7]

[1=]

a5

as

55

a5
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&2 Tencent Cloud

Domain Management

Push domain: CSS provides you with a default push domain, you can alse add your ICP filed domain for live push.
Flayback domain: You need to add your |CP filed domain for live playback. For more information on domain management, please see Domain

Domain Name CNAME (O
top 0] com
top [0} ‘com
top O] com
top O] com
top 0] .com
top [O] com
top @ com
top @ com
com @ com

2 and CNAME C

Type ¥

Playback Domain

Playback Domain

Playback Domain

Playback Domain

Pugh Domain

Playback Domain

Playback Domain

Playback Domain

Push Domain

Cloud Streaming Services

[Z Accerding to relevant regulations, to accelerate a domain in the Chinese mainland, you ne

Region T

Qutside Chinese mainland

Chinese mainland

Chinese mainiand

Chinese mainland

Global

Chinese mainland

Chinese mainiand

Chinese mainland

Global

2. Select the Template Configuration tab and click Edit in the Time shifting configuration area.

Time shifting configuration

testi1
zfion region  Chinese mainland
Stream type Transcoded stream (template 1D: )

me-zhift days 3 days

S segment length bs

3. Unselect the template and click Save.
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Status T Added T
Enabled 2024-01-
Enabled 2023-12-
Enabled 2023-11-
Enabled 2023-11-
Enabled 2023-09-
Enabled 2023-08-
Enabled 2023-03-
Enabled 2023-03-
Enabled 2021-08-
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@ Tencent Cloud Cloud Streaming Services

Time shifting configuration

Select a template {or add a template in "Feature Configuration 2"

Acceleration T!
Template Name Template ID eqion Stream type Time-shift days i
Qwutside Chinese Watermarked
) T days he
mainland stream
Transcoded
Chinese mainland stream (template 30 days 8e
|0 )
Transcoded
(O] test11 Chinese mainland  stream (template 3 days Be
[ )
Cuiside Chinese Watermarked
) 7 days ae
mainland stream
Qutside Chinese
) Qriginal stream T days ae
mainland

Note:

Unbinding a time shifting template will not affect ongoing live streams.
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@ Tencent Cloud Cloud Streaming Services

Screencapture and Porn Detection
Configuration

Last updated : 2024-06-25 15:51:16

Live streaming push is set to have the screenshot feature turned off by default. This article will guide you on how to
enable the screenshot feature on a specified push domain and establish a connection with a screenshot template, as

well as how to unbind the template and disable the screenshot feature.

Notes

The template configuration will take effect in about 5 — 10 minutes.

After completing the screenshot template configuration, you also need to configure the callback template to receive the
screenshot results. For callback template configuration, please refer to Callback Configuration.

A domain can only be associated with one screenshot template. After the association, all streams under that domain

will have screenshot tasks performed according to that template.

Prerequisites

You have logged in to the CSS console and added a push domain name.

You have already created a Screenshot Template.

Bind Screencapture Template

1. Go to Domain Management, and click the target push domain or click Manage to enter the domain details page.
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&2 Tencent Cloud

Domain Management

Push domain: CSS provides you with a default push domain, you can also add your ICP filed domain for live push.

Cloud Streaming Services

Playback domain: You need to add your ICP filed domain for live playback. For more information on domain management, please see Domain Management [2 and CMAME Configuration [& According to relevant regulations, to accelerate a domain in the Chinese mainl:

Add Domain Edit Tag

Certificate Management

Domain Name CNAME © Type T Sci Region T Status ¥
1op @ .com Playback Domain css Qutside Chinese mainland Enabled
top @ com Playback Domain css Chinese mainiand Enablet
top @ com Playback Demain Ccss Chinese mainland Enablet
top (D .com Playback Domain Ccss Chinese mainland Enables
top @ com Push Domain Css Global Enable:
top (D com Playback Domain Ccss Chinese mainland Enable:
top @ com Flayback Domain css Chinsse mainland Enable:
top @] com Playback Domain css Chinese mainland Enables
com @ .com Push Domain css Global Enable:

2. Select the Template Configuration, and click on the Edit button in the upper right corner of the Screenshot

Configuration tab.

Screencapture configuration

Template Mame None
Template IC None
Screencapture Interva s

3. Select a screenshot configuration template based on your actual business needs.
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Cloud Streaming Services

&2 Tencent Cloud

Screencapture configuration X

Select a template (or add a template in "Feature Configuration 2"

T
\
[1x]
o
-
T
T
[}

test001 2
O

10

Cancel

4. Click Confirm to complete the configuration.

Unbind screenshot template

1. Go to Domain Management and click the push domain name to be configured or Manage to enter the domain name

details page.

Domain Management

Push domain: CSS provides you with a default push domain, you can also add your ICP filed domain for live push
Playback domain: You need to add your ICP filed domain for live playback. For more information on domain management, please see Domain Management [2 and CNAME Configuration [2 According to relevant regulations, to accelerate a domain in the Chinese maink

Add Domain Edit Tag

Domain Name CNAME Type T Scenaric Region T Status T
top @ com Playback Demain Ccss Qutside Chinese mainland Enabled
top com Playback Domain css Chinese mainland Enabled
top @ com Playback Domain Ccss Chinese mainland Enabled
top (D com Playback Domain Ccss Chinese mainland Enabled
top [0} com Fush Domain css Global Enable:
top (0] .com Playback Domain css Chinese mainland Enabled
top @ com Playback Domain css Chinese mainland Enabled
top @ com Playback Domain Ccss Chinese mainland Enabled
@ com Push Domain css Global Enabled

2. Select theTemplate Configuration tab, and click on the Edit button in the upper right corner of the Screenshot

Configuration tab.

Certificate Management

©2013-2022 Tencent Cloud. All rights reserved.
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@ Tencent Cloud Cloud Streaming Services

Screencapture configuration

me tesiD01

3. Based on your actual business needs, uncheck the corresponding template and click Confirm .

Screencapture configuration X

Select a template (or add a template in "Feature Configuration 2"

T
!
(=]
e
=
o
T
1
5
'
[1=]
=)

() |testooq 2

10
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@ Tencent Cloud Cloud Streaming Services

Watermark Configuration

Last updated : 2024-06-18 14:40:42

The watermark feature is disabled by default for live push. This document describes how to bind/unbind a push

domain name to/from a watermark template to enable/disable the watermark feature.

Notes

The template configuration will take effect in about 5-10 minutes.

After the template is bound successfully, the watermark feature will be enabled for push addresses under the specified
push domain name.

One domain name can be bound to only one watermark template. After they are bound, all streams under the domain

name will be watermarked according to this template.

Prerequisites

You have logged in to the CSS console and added a push domain name.

You have created a watermark template.

Binding Watermark Template

1. Go to Domain Management and click the push domain name to be configured or Manage to enter the domain
name details page.
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@ Tencent Cloud Cloud Streaming Services

Domain Management

Push domain: CSS provides you with a default push domain, you can also add your ICP filed domain for live push.
Flayback domain: You need to add your ICP filed domain for live playback. For more information on domain management, please see Domain Management 4 and CMAME Configuratic
accelerate a domain in the Chinese mainland, you need to verify your idenfity. For details, see |dentity Verification Guide [&.

Add Domain Edit Tag Certificate Management

Domain Mame CNAME @) Type T Scenario Region T Status ¥ Add
— 1 @ . ——— Push Domain Ccss Global Enabled 202
Total entries: 1. Selected: 0 10«

2. Click Template Configuration and, in the Live Watermarking area, click Edit.

Live watermarking Edit
Te ate Mame  test
Previe Preview

3. Select a watermark template and click Confirm.
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@ Tencent Cloud Cloud Streaming Services

Watermark Configuration b4

Select a template (to add a template, please go to "Feature Template " for settings)

Template Mame Template ID ‘:IE e Operation

Position

O Upper left Preview :
Upper left Preview
Upper right Preview
Upper right Preview
Upper left Preview
Upper left Preview
Upper left Preview
Upper left Preview -

I Confirm Cancel

Note:

You can click Preview in the Operation column to view the watermark.

Unbinding Watermark Template

1. Go to Domain Management and click the push domain name to be configured or Manage to enter the domain

name details page.
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@ Tencent Cloud Cloud Streaming Services

Domain Management

Push domain: CSS provides you with a default push domain, you can also add your ICP filed domain for live push.
Flayback domain: You need to add your ICP filed domain for live playback. For more information on domain management, please see Domain Management 4 and CMAME Configuratic
accelerate a domain in the Chinese mainland, you need to verify your idenfity. For details, see |dentity Verification Guide [&.

Add Domain Edit Tag Certificate Management

Domain Mame CNAME @) Type T Scenario Region T Status ¥ Add
— 1 @ . ——— Push Domain Ccss Global Enabled 202
Total entries: 1. Selected: 0 10«

2. Select Template Configuration and click Edit in the Live Watermarking section.

Live watermarking Edit
Te ate Mame  test
Previe Preview

3. Clear the target template and click Confirm.
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@ Tencent Cloud Cloud Streaming Services

Watermark Configuration '

Select a template (to add a template, please go to "Feature Template (2" for settings)

Template Mame Template |D 13-5 e Operation

Position

Upper left Preview :
Upper left Preview

Upper right Preview

Upper right Preview

Upper left Preview

Upper left Preview

Upper left Preview

Upper left Preview -
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@ Tencent Cloud Cloud Streaming Services

Callback Configuration

Last updated : 2024-06-25 15:52:05

The callback feature is disabled by default for Cloud Streaming Services (CSS) push. After a push domain name is
bound to a callback configuration, the callback feature will be enabled for all push addresses under this domain name.
If a callback event is triggered by the configured template during live streaming, Tencent Cloud will send a request to
the customer's server which is responsible for the response. After verification, the customer can obtain a JSON packet
containing the callback information.

This document describes how to bind/unbind a push domain name to/from a callback template to enable/disable the

callback feature.

Notes

The template configuration will take effect in about 5-10 minutes.

When a CSS event is triggered after the callback feature is enabled, you can receive the event information through the
event message notification.

The callback templates are managed at the domain name level in the console, and rules created by APIs cannot be
canceled for the time being. If you bound a template to a specified stream through the callback APIs and want to
unbind it, you need to call the DeleteLiveCallback Template API.

One domain name can be bound to only one callback template. After binding, all streams under it will be called back

according to this template.

Prerequisites

You have logged in to the CSS console and added a push domain name.

You have created a callback template.

Binding Callback Template

1. Go to Domain Management, and click the target push domain name or Manage to enter the domain details

page.
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&2 Tencent Cloud

Domain Management

Push domain: CSS provides you with a default push domain, you can also add your ICP filed domain for live push.

Cloud Streaming Services

Playback domain: You need fo add your |CP filed domain for live playback. For more information on domain management, please see Domain Management [2 and CNAME Configuration [2 According to relevant regulations, to accelerate a domain in the Chinese main

Add Domain Edit Tag

Domain Name
op
top
top
top
top
top
top
top

2. Select Template Configuration

Callback Configuration

3. Select the corresponding callback template, and click Confirm .

Certificate Management

CNAME ®

® ® @ @ @ ©@ © ©

Mone

Mone

Type T

Playback Domain

Playback Domain

Playback Domain

Flayback Domain

Push Demain

Playback Domain

Playback Domain

Playback Domain

Push Demain

Region ¥

Outside Chinese mainland Enabled

Chinese mainland

Chinese mainland

Chinese mainland

Global

Chinese mainland

Chinese mainland

Chinese mainland

Global

Enabled

Enabled

Enabled

and click Edit in the upper right corner of the Callback Configuration tab.
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Callback Configuration

Select a template (or add a template in "Feature Configuration 2"

emplat

O test

(1]

18]

Unbinding Callback Template

http:if

http:i/

Cancel

back U

Cloud Streaming Services

1. Go to Domain Management, and click the target push domain name or Manage to enter the domain details

page.

Domain Management

Push domain: CSS provides you with a default push domain, you can also add your ICP filed domain for live push.
Playback domain: You need to add your ICP filed domain for live playback. For more information on domain management, please see Domain Management [Z and CNAME Configuration [2 According to relevant regulations, to accelerate 8 domain in the Chinese main

Add Domain Edit Tag

Domain Name
top
Aop
top
top
top
top
top

top

Total entries: 8. Selected 0.

Certificate Management
CNAME ®

0]

® @ @ @ © © ©

2. Select Template Configuration

and click Edit

©2013-2022 Tencent Cloud. All rights reserved.

Type T

Playback Domain

Playback Domain

Playback Domain

Playback Domain

Fush Demain

Playback Domain

Playback Domain

Playback Domain

Push Demain

Region T Status T
Qutside Chinese mainland Enabled
Chinese mainland Enabl
Chinese mainland Enabl
Chinese mainland Enabl
Global Enabi
Chinese mainland Enabl
Chinese mainland Enabl
Chinese mainland Enabl
Global Enabl

in the upper right corner of the Callback Configuration tab.
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@ Tencent Cloud Cloud Streaming Services

Callback Configuration

emplaie Name test

Push Callbac nitp:if

3. Uncheck the associated template and click Confirm .

Callback Cenfiguration !

Select a template (or add a template in "Feature Configuration 2"

empilat

[9i]

Name Template ID Callback URL

hitp:f.

j test http-f/
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@ Tencent Cloud Cloud Streaming Services

Standby Stream Configuration

Last updated : 2024-05-07 19:04:45

This document shows you how to bind a standby stream template to a push domain to enable the standby stream
feature for that domain, as well as how to unbind a template to disable the feature. The standby stream feature is
disabled by default.

Notes

A template takes effect about 5-10 minutes after it is bound to a domain.
After a template is successfully bound to a push domain, the standby stream configured will take effect for all push

addresses under that domain.

Prerequisites

You have logged in to the CSS console and added a push domain.

You have created a standby stream template.

Binding a Standby Stream Template

1. Go to Domain Management, and click the target push domain or click Manage to enter the domain details page.
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&2 Tencent Cloud

Domain Management

Push domain: CSS provides you with a default push domain, you can alse add your ICP filed domain for live push.
Playback domain: You need to add your |CP filed domain for live playback. For more information on domain management, please see Domain

Add Domain Edit Tag Certificate Management

Domain Name CNAME (O
top O] com
top [0} ‘com
top O] com
top [O] com
top 0] com
top [O] com
top @ com
top @ com
com @ com

2 and CNAME C

Type ¥

Playback Domain

Playback Domain

Playback Domain

Playback Domain

Pugh Domain

Playback Domain

Playback Domain

Playback Domain

Push Domain

Cloud Streaming Services

2 According to relevant regulations, to accelerate a domain in the Chinese mainland, you ne

Region T

Qutside Chinese mainland

Chinese mainland

Chinese mainiand

Chinese mainland

Global

Chinese mainland

Chinese mainiand

Chinese mainland

Global

Status T Added T
Enabled 2024-01-
Enabled 2023-12-
Enabled 2023-11-
Enabled 2023-11-
Enabled 2023-09-
Enabled 2023-08-
Enabled 2023-03-
Enabled 2023-03-
Enabled 2021-08-

2. Select the Template Configuration tab and click Edit in the Standby stream configuration area.

Standby stream configuration

Template Name Mone
Template IC Mone
Standby stream Mone

ait time 0=

Max playback time 0=

3. Select a standby stream template and click Confirm.
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Standby stream configuration

Select a template (or add a template in "Feature Configuration 2"

Name seconds)

Q testood 2

Note:

Cancel

120

120

120

120

b

Preview

Preview

Preview

Preview

Preview

You can click Preview in the Operation column to preview the standby stream.

Unbinding a Standby Stream Template

Cloud Streaming Services

1. Go to Domain Management, and click the target push domain or click Manage to enter the domain details page.
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&2 Tencent Cloud

Domain Management

Push domain: CSS provides you with a default push domain, you can alse add your ICP filed domain for live push.
Playback domain: You need to add your |CP filed domain for live playback. For more information on domain management, please see Domain

Domain Name
top
top

top
top
top

top
1op
top
com

Certificate Management

® ®© ® @ & O 6 ©

2 and CNAME C

Type ¥

Playback Domain

Playback Domain

Playback Domain

Playback Domain

Pugh Domain

Playback Domain

Playback Domain

Playback Domain

Push Domain

Cloud Streaming Services

2 According to relevant regulations, to accelerate a domain in the Chinese mainland, you ne

Qutside Chinese mainland

Chinese mainland

Chinese mainiand

Chinese mainland

Global

Chinese mainland

Chinese mainiand

Chinese mainland

Global

Status T Ad

2024-01-

2023-12-

2023-11-

2023-11-

2023-09-

2023-08-

2023-03-

2023-03-

2021-08-

2. Select the Template Configuration tab and click Edit in the Standby stream configuration area.

Standby stream configuration

3. Unselect the template and click Save.

test001

Preview
2s

120 s

©2013-2022 Tencent Cloud. All rights reserved.

Page 76 of 553
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Standby stream configuration

Select a template (or add a template in "Feature Configuration 2"

Template nlayback ~
. Template |D o Operation
Jame ime
seconds

0 120 Preview

0 120 Preview

3 120 Preview

0 9 Preview
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@ Tencent Cloud Cloud Streaming Services

Latency Control

Last updated : 2024-05-28 10:29:07

Itis possible to control the latency of HLS playback by adjusting the size and number of HLS segments. Note that

setting the latency too low may cause playback to stutter.

Prerequisites

You have activated CSS and logged in to the CSS console.

You have added a push domain name.

Latency control

1. Select Domain Management on the left sidebar and click the target push domain or click Manage on the right to

enter the details page.

Domain Management

Push domain: CSS provides you with a default push domain, you can also add your ICP filed domain for live push
Playback domain: You need to add your ICP filed domain for live playback. For more information on domain management, please see Domain Management [3 and CMAME Configuration [ According to relevant regulations, to accelerate a domain in the Chinese mainiand, you need to verify yo

Add Domain Edit Teg Certificate Management

Domain Name CNAME & Type T Scenario Region ¥ Status T Added Time
com @ ~com Playback Domain css Outside Chinese mainiand  Enabled 2024-02-05 17:51:38
_org @ .com Playback Domain css Chinese mainiand Enabled 2024-01-22 11:39:47
org @ com Playback Domain css Chinese mainland Enabled 2024-01-11 17:26:45
~org @ com Playback Domain css Chinese mainiand Enabled 2023-12-05 11:09:58
com © com Playback Domain css Qutside Chinese mainland  Enabled 2023-11-27 11:26:05
xyz o] com Push Domain css Glooal Enabled 2023-11-08 23:08:50
Lcom @ com Playback Domain css Qutside Chinese mainland  Enabled 2023-08-3116:23:26
o @ com Playback Domain css Outside Chinese mainland ~ Enabled 2023-08-31 15:29:03
org @ L.com Push Domain css Glaoal Enabled 2023-02-02 10:47:31
com @ .com Playback Domain css Global Enabled 2022-12-08 22:25:35

2.In Advanced Configuration > Playback latency configuration , you can configure the latency for HLS.
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@ Tencent Cloud Cloud Streaming Services

Domain Management / org

Basic Info Push Configuration Template Configuration Advanced Configuration

Playback latency configuration (i)

HLS latency High ) Medium Low

3. Based on your actual business needs, select appropriate latency parameters.

Select different configurations, corresponding to HLS segments configurations, high for 5 seconds 4 segments,
medium for 4 seconds 3 segments, and low for 2 seconds * 3 segments. The actual slice duration is related to the
GOP length. Each TS should contain at least one GOP. It is recommended to set the push stream GOP to 1s ~ 2s.

4. When GORP is set to two seconds, the latency is as follows:

Setting High Medium Low

Estimated Latency 20-25s 10-15s 6-8s
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@ Tencent Cloud Cloud Streaming Services

IP Blocklist/Allowlist Configuration

Last updated : 2024-05-16 17:26:18

This document shows you how to configure an IP allowlist/blocklist to filter requests and control access to streaming

content.

How It Works

IP allowlist: Only the configured IP addresses are allowed to push streams to Cloud Streaming Services.

IP blocklist: Only the configured IP addresses are restricted from pushing streams to Cloud Streaming Services.

Reminders

An IP allowlist/blocklist takes effect about ten minutes after configuration.

For an IP allowlist/blocklist configuration to apply to ongoing streams, you need to restart the streams.

Prerequisites

You have activated CSS and logged in to the CSS console.

You have added a push domain.

Configuring an IP Allowlist/Blocklist

1. Select Domain Management on the left sidebar. Click the name of the target playback domain or click Manage on
the right to enter the domain management page.
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Domain Management

Push domain: CSS provides you with a default push domain, you can also add your ICP filed domain for live push
Playback domain: You need to add your ICP filed domain for live playback. For more information on domain management, please see Domain Management [4 and CNAME Configuration [4 According to relevant regulations, to accelerate a domain in the Chinese mainiand, you ne¢

Identity Verification Guide [

Domain Name CNAME D
0]
[OF
[0} com
@ com
[—] © aom
@ com

Type ¥

Playback Domain

Playback Domain

Playback Domain

Playback Domain

Push Domain

Playback Domain

Cloud Streaming Services

Scenario Region T Status T Added Time

css DLI!EHIE Chinese Enabled 2024-03-19 17:11:08
mainland

Ccss Global Enabled 2024-02-29 15:20:34

€8s Du!sme Chinese Enabled 2024-02-01 11:45:23
mainland

css Ou!s‘de Chinese Enabled 2024-01-16 20:48:54
mainland

css Global Enabled 2024-01-16 20:48:09

css Qutide Chinese Enabled 2024-01-03 18:19:30

mainland

2. Within the Advanced Configuration> IP allowlist/blocklist, click on

o

to enable the IP Allowlist/Blocklist.

Domain Management /

Basic Info Push Configuration

Playback latency configuration (i)

HLS latenc) High () Medium

Template Configuration

Advanced Configuration

[3]
1]

IP allowlist/blocklist

Status {:’cmse

You can use IP allowlist/blocklist to filter requests by IP. How to use IP allowlist/blocklist? [4

3. After enabling the IP Allowlist/Blocklist , enter the IP Allowlist/Blocklist configuration page and perform the

following configuration:
Blocklist

Allowlist
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IP Allowlist/Blocklist Configuration

* Enter one IP or IP range (/8/16/24 for example) per line and separate IPs/IP
ranges with line breaks. The format of IP:port is not supported.

(wa)

O Blockiist Allowlist

The 403 error will be returned for requests from client IPs n

N [ R 5 T i | i T T . b
TOL Gk AN eNnier 2 I [e = = £S5

Cancel
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IP Allowlist/Blocklist Configuration

* Enter one IP or IP range (/8/16/24 for example) per line and separate IPs/IP
ranges with line breaks. The format of IP:port is not supported.

1]

Authenticate By Blocklist | Allowlist

The 403 error will be returned for requests from client IPs not

Can entel more IPs/IP ranges

Cancel

Configuration

Description
Item

Allowlist or blocklist:
You cannot select both.
Authenticate By If you configure an allowlist, only IP addresses on the list will be able to access your
streaming content.
If you configure a blocklist, IP addresses on the list cannot access your streaming content.

IP List The IP blocklist supports a maximum configuration of 200 rules, and the IP allowlist
supports up to 500 rules. Please separate entries with a newline character.
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You can enter IP addresses or IP ranges (/8/16/24). The “IP address: port number” format
is not supported.
IPv6 is not supported currently.

4. Click Save to save the configuration (it takes a while for the configuration to take effect).

IP allowlist/blocklist

You can use IP allowlist/blocklist to filter requests by IP. How to use IP allowlist/blocklist? [4
Deploying

Authenticate By Blocklist

Modifying an IP Allowlist/Blocklist

1. Select Domain Management on the left sidebar. Click the name of the target playback domain or click Manage on

the right to enter the domain management page.

Domain Management

Pugh domain: CSS provides you with a default push domain, you can also add your ICP filed domain for live push.
Playback domain: You need fo add your ICP filed domain for live playback. For more information en domain management, please see Domain Management [4 and CNAME Configuration [3 Accerding to relevant regulations, to accelerate a domain in the Chinese mainland, you nee
Identity Verification Guide (2

Add Domain Edit Teg Certificate Management

Domain Name CNAME () Type T Scenario Region ¥ Status ¥ Added Time

Outsids Ch

® com Piayback Domain css elds hinese Enabled 2024-03-19 171108
mainland

@ _com Piayback Domain css Gloval Enabled 20240229 15:20:34
Outsids Ch

® com Piayback Domain css elds hinese Enabled 2024-02-01 114523
mainland
Qutside Chinese

(@] +.com Playback Domain css 3 Enabled 2024-01-16 20:48:54
mainland

: @ .com Push Domain €8S Global Enabled 2024-01-16 20°43:09

Outside Chinese
(o] ~com Playback Domain css N Enabled 2024-01-03 18:19:30
mainland

2. Select the Access Control tab. In the IP allowlist/blocklist area, click Edit.
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IP allowlist/blocklist

Cloud Streaming Services

You can use |P allowlist/blocklist to filter requests by IP. How to use P allowlist/blockli

() Enable | Edit

Blocklist

3. Modify the configuration and click Save.

Disabling IP Allowlist/Blocklist

Follow the steps below to disable IP allowlist/blocklist:

1. Select Domain Management on the left sidebar. Click the name of the target playback domain or click Manage on

the right to enter the domain management page.

Domain Management

Push domain: CSS provides you with a default push domain, you can also add your ICP filed domain for live push.
Playback domain: You need to add your ICP filed domain for live playback. For more information on domain management, please see Domain Management [ and CNAME Configuration B4 According to relevant regulations, to accelerate a domain in the Chinese mainland, you net

Identity Verification Guide [

Add Domain Edit Tag Certificate Management

Domain Name CNAME (D

@

2. Select the Access Control tab.

to disable IP allowlist/blocklist.

Type T

com Playback Domain

com Playback Domain

~.com Playback Domain

..com Playback Domain

~.com Push Domain

_com Playback Domain

Scenario

Ccss

In the IP allowlist/blocklist area, click

©2013-2022 Tencent Cloud. All rights reserved.

Region ¥

Outside Chinese
mainland

Global

Outside Chinese
mainland

Outside Chinese
mainland

Global

Outside Chinese
mainland

Status T

En

En

abled

abled

nabled

nabled

nabled

nabled

Added Time
2024-03-19 17:11.08
2024-02-29 1520034

2024-02-01 11:45.:23

2024-01-16 20-48:54
2024-01-16 20:48:09

2024-01-03 18:13:30
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IP allowlist/blocklist

You can use IP allowlist/blocklist to filter requests by IP. How to use IP allowlist/block

() Enable  Edit

Authenticate By Blocklist
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Delayed Playback

Last updated : 2023-12-01 19:10:06

Delayed playback is a feature that processes streams in the cloud, enabling the playback end to operate with a set
delay. This delay is distinct from the inherent delay of the protocol itself. Delayed playback is applicable to significant
live steaming events. To prevent unforeseen circumstances during the events, if you need to prepare control and
response measures in advance, you can configure this feature directly through the console. For instance, during the
live streaming of a large-scale evening party, if you set a delay of 5 minutes in advance, the online audience will see
the picture 5 minutes later than the actual event. In case of an unexpected incident, the director will have a 5-minute
pre-processing time period to switch machine positions or backup streams through the director's console, thereby

mitigating live streaming risks.

Notes

You can enable delayed playback via three methods:

Configure it in the Cloud Streaming Services (CSS) console.

Call the playback delaying API.

Adda txDelayTime parameter tothe end of a push URL. For details, please see Push Configuration,

Note :

Currently, the APl method is not recommended because calling an API involves configuration caching, which makes it
difficult to estimate when the feature takes effect. You are advised to quickly enable the feature using the first or third
method.

After enabling delayed playback, you need to add a delayed playback configuration in the console or using an API
before the feature can take effect. After it takes effect, extended feature fees will be incurred for streams published.

Delayed playback will take effect after waiting for 5 minutes once the configuration is completed.

Prerequisites

You have activated the Cloud Streaming Services (CSS) and logged in to the CSS console.

You have added a push domain.

Configuring Delayed Playback

1. Go to Domain Management and click the push domain to be configured or click Manage on the right to enter the

domain details page.
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Cloud Streaming Services

2. Select the Advanced Configuration tab. In the Delayed playback configuration area, click

»

to enable the delayed playback configuration.

Basic Info Push Configuration Template Configuration Advanced Configuration

Playback latency configuration

HLS latency High @ Medium Low

If the GOP for publishing is 2s, the latency is estimated to be 1

IP allowlist/blocklist

You can use IP allowlist/blocklist to filter requests by IP. How to use IP allowlist/blocklist? [Z

Status I close
Authenticate B -

Delayed playback configuration

After enabling delayed playback, you need to add a delayed playback configuration in the console or using an API before the feature can take effect. After it takes
effect, extended feature fees will be incurred [4 for streams published. This feature is currently in free public beta and will start charging on June 15th, 2023.
Welcome to use it.

Delayed playback allows you to add a delay to the delivery of live streams. This gives you time to deal with emergencies in important events. You can quickly
configure this feature by adding a delay parameter to the playback URL. Learn more [4

Delayed playback can also be used to reduce stutter in playback by imperceptibly adding a buffering delay on the server side, achieving smoother live streaming.

Status () Close

2.1. To add a new congifuration, click Add.

Delayed playback configuration

After enabling delayed playback, you need to add a delayed playback configuration in the console or using an APl before the feature can take effect. After it takes
effect, extended feature fees will be incurred [4 for streams published. This feature is currently in free public beta and will start charging on June 15th, 2023.
Welcome to use it.

Delayed playback allows you to add a delay to the delivery of live streams. This gives you time to deal with emergencies in important events. You can quickly
configure this feature by adding a delay parameter to the playback URL. Learn more [4
Delayed playback can also be used to reduce stutter in playback by imperceptibly adding a buffering delay on the server side, achieving smoother live streaming.

saus @D Enable

StreamName AppName Delay (Sec) Expiration Time @  Creation Time Status Operation

You don't have any configurations yet.

Total item

1 /1 page

3. Complete the following settings based on your needs:
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Delayed playback configuration X

Scope o All Custom

Apply the configuration to the current domain

Delay *
sec

Enter a positive integer not greater than 600
Expiration Time * H
Delayed playback configuration X
Scope All o Custom

Apply the configuration to a specific application or stream, which will

override the configurations applied to domains.
AppName *

StreamName *

Delay *
sec
Enter a positive integer not greater than 600
Expiration Time * H
Configuration .
g Description
Item
Select All or Custom:
Scope All: Apply the configuration to the current domain.
Custom: Apply the configuration to a specific application or stream, which will override the
configurations applied to All.
AppName When there are configurations for the same AppName and StreamName, the most recently
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created configuration takes effect.

When there are configurations for the same AppName and StreamName, the most recently

StreamName ,
created configuration takes effect.

Delay A positive integer no greater than 600.

Expiration Time The maximum selectable time is no more than 7 days from the current time.

3.1. Click Confirm to save the configuration.

3.2. Based on your actual business needs, click New on the right side to continue adding Delayed playback

configuration.

Delayed playback configuration

After enabling delayed playback, you need to add a delayed playback configuration in the console or using an API before the feature can take effect. After it takes
effect, extended feature fees will be incurred [Z for streams published. This feature is currently in free public beta and will start charging on June 15th, 2023.
Welcome to use it.

Delayed playback allows you to add a delay to the delivery of live streams. This gives you time to deal with emergencies in important events. You can quickly
configure this feature by adding a delay parameter to the playback URL. Learn more [4

Delayed playback can also be used to reduce stutter in playback by imperceptibly adding a buffering delay on the server side, achieving smoother live streaming.

siews @0 enable New

AppN Delay (Sec) Expiration Time ®  Creation Time Status Operation

You don't have any configurations yet.  Add

Total items: 0 10 v / page 1 /1 page

Note :

You can add up to 50 delayed playback configurations.

Modifying Delayed Playback Configuration

1. Select Domain Management, and click the push domain to be configured or click Manage on the right to enter the
domain details page.

2. Select the Advanced Configuration tab. In the Delayed playback configuration area. Click Edit on the right
side to enter the delayed playback configuration page.

3. Update the configurations based on your needs, and click Confirm to save the modifications.

©2013-2022 Tencent Cloud. All rights reserved. Page 90 of 553


https://console.intl.cloud.tencent.com/live/domainmanage

Cloud Streaming Services

&2 Tencent Cloud

Delayed playback configuration

After enabling delayed playback, you need to add a delayed playback configuration in the console or using an APl before the feature can take effect. After it takes
effect, extended feature fees will be incurred [& for streams published. This feature is currently in free public beta and will start charging on June 15th, 2023.

Welcome to use it.
Delayed playback allows you to add a delay to the delivery of live streams. This gives you time to deal with emergencies in important events. You can quickly

configure this feature by adding a delay parameter to the playback URL. Learn more [
Delayed playback can also be used to reduce stutter in playback by imperceptibly adding a buffering delay on the server side, achieving smoother live streaming.

stous (@D Enable

StreamName AppName Delay (Sec) Expiration Time @  Creation Time Status Operation
All All 1 2023-05-30 00:00:00 2023-05-29 17:41:24 Active Edit] Delete
Total items: 1 10 v /page 1 /1 page

Deleting Delayed Playback Configuration

1. Select Domain Management, click the push domain to be configured, or click Manage on the right to enter the

domain details page.
2. Select the Advanced Configuration tab. In the Delayed playback configuration area, select the configuration

to be deleted and click Delete on the right side.

Delayed playback configuration

After enabling delayed playback, you need to add a delayed playback configuration in the console or using an API before the feature can take effect. After it takes
effect, extended feature fees will be incurred [Z for streams published. This feature is currently in free public beta and will start charging on June 15th, 2023.

Welcome to use it.
Delayed playback allows you to add a delay to the delivery of live streams. This gives you time to deal with emergencies in important events. You can quickly

configure this feature by adding a delay parameter to the playback URL. Learn more [
Delayed playback can also be used to reduce stutter in playback by imperceptibly adding a buffering delay on the server side, achieving smoother live streaming.

sies @D Enable

StreamName AppName Delay (Sec) Expiration Time @  Creation Time Status Operation
Al All 1 2023-05-30 00:00:00  2023-05-29 17:41:24  Active
Total items 10 v 1 /1 page

3. Confirm whether to delete this Delayed playback configuration, and click Are you sure you want to delete to

successfully delete it.
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Are you sure you want to delete this configuration?

After deletion, ongoing streams will be delivered in real time again only after you stop them

and publish them again

Are you sure you want to delete Cancel

Note :

After deletion, ongoing streams will be delivered in real time again only after you stop them and publish them again.

Disabling Delayed Playback

If you want to disable delayed playback configuration after enabling it, follow these steps:

1. Select Domain Management, click the push domain to be configured, or click Manage on the right side to enter
the domain details page.

2. Select Advanced Configuration tab. In the Delayed playback configuration area, click

«©

to toggle off the configuration.

Delayed playback configuration

After enabling delayed playback, you need to add a delayed playback configuration in the console or using an AP before the feature can take effect. After it takes
effect, extended feature fees will be incurred [4 for streams published. This feature is currently in free public beta and will start charging on June 15th, 2023.
Welcome to use it.

Delayed playback allows you to add a delay to the delivery of live streams. This gives you time to deal with emergencies in important events. You can quickly
configure this feature by adding a delay parameter to the playback URL. Learn more [Z

Delayed playback can also be used to reduce stutter in playback by imperceptibly adding a buffering delay on the server side, achieving smoother live streaming.

ses [ @D tnable ew

3. Confirm whether to disable this delayed playback configuration, and click Disable.
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Are you sure you want to disable delayed playback?

After delayed playback is disabled, the delayed playback configurations added \

nger take effect. For ongoing streams, the change will be applied on

you stop the streams and publish them again

Note .
After delayed playback is disabled, the delayed playback configurations added via the console or using APIs will no
longer take effect. For ongoing streams, the change will be applied only if you stop the streams and publish them

again.
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Moderation Configuration

Last updated : 2024-07-10 16:39:06

The moderation feature of live stream pushing feature is off by default. This document introduces instructions on how
to associate a moderation template with a specific push domain to activate the moderation feature and how to

disassociate the template to deactivate the moderation with successful association completed.

Notes

The configuration of the template comes into effect approximately 5-10 minutes post completion.

With successful association of the template completed, the moderation feature is activated for push URL under the
specified push domain.

Only one moderation template can be associated with a domain. Once associated, all streams under that domain will

be moderated in accordance with the associated template.

Prerequisites

You have successfully logged in to the CSS console and have completed Adding Your Own Domain.

A moderation template has been created.

Associating Moderation Template

1. Go to Domain Management. Click Domain Name you want to configure or Manage to enter the domain details
page.
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Domain Management

Push domain: CSS provides you with a default push domain, you can also add your ICP filed domain for live push.

Cloud Streaming Services

Playback domain: You need to add your ICP filed domain for live playback. For more information on demain management, please see Domain Management © and CNAME Configuration [ According to relevant regulations, to accelerate a demain in the

Identity Verification Guide &.

Add Domain Edit Tag

Domain Name

top

top

top
wtop
top
top
.top
top
top

Certificate Management
CNAMEQD)

®

0}

.com @

com @

.com D

«com @

com @

com @

com @

com @

com D

L.com @

Type 7

Playback Demain

Playback Domain

Playback Domain

Playback Demain

Playback Domain

Push Demain

Playback Demain

Playback Domain

Playback Domain

Push Demain

Scenario

€58

€58

€SS

€55

€58

€58

€55

€58

Region T

Global

QOutside Chinese mainland Enabled

Chinese mainland

Chinese mainland

Chinese mainland

Global

Chinese mainland

Chinese mainland

Chinese mainland

Global

2. Select the Template Configuration tab. Click Edit in the right upper corner of the Moderation Configuration

tag.
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Domain Management / .com

Basic Info Push Configuration Template Configuration Advanced Configuration

@ Recording, watermarking, screencapture are value-added services. Binding templates of these services takes effect in 10 minutes. Service fees are incurred after the push starts. Unbinding a template will not affect the current live streaming, and will tak

Recording Configuration Edit Screencapture configuration
None None
None None
None Screencapture Interval 0
None
None
N Callback Configuration
one
None
Nene
Live watermarking Edit
None
N Moderation Configuration
one
Nene None
None
Nane
Time shifting configuration Edit
Disabled
MNone None
None Close
None Disabled
None eyword library used for audic moderatio None
MNone
None

Standby stream configuration

Nene
None

None

0s

0s

3. Choose a moderation configuration template according to your business requirements and click Confirm to

complete the configuration.
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Moderation Configuration

A0

Select a template (or add a template in "Feature Configuration &

Template Name Template ID Content type to Screencapture OCR
moderate terval
All moderations 2 Enable
L.] test001 All moderations 2 Close
All moderations 2 Cloze
All moderations 2 Enable

Unbinding Moderation Template

1. Go to Domain Management. Click Domain Name you want to configure or Manage to enter the domain details

page.
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Domain Management

Push domain: CSS provides you with a default push domain, you can also add your ICP filed domain for live push.

Cloud Streaming Services

Playback domain: You need to add your ICP filed domain for live playback. For more information on demain management, please see Domain Management © and CNAME Configuration [ According to relevant regulations, to accelerate a demain in the

Identity Verification Guide &.

Add Domain Edit Tag

Domain Name

top
top
top
Jtop
top
top
.top
top
top

Certificate Management

CNAMEQD)

®

0]

.com @

com @

.com @

«com D

com @

com @

com @

com @

com D

L.com @

Type 7

Playback Demain

Playback Domain

Playback Domain

Playback Demain

Playback Domain

Push Demain

Playback Demain

Playback Domain

Playback Domain

Push Demain

Scenario

€58

€55

€ss

€55

€58

€58

€55

€58

Region T

Global

QOutside Chinese mainland Enabled

Chinese mainland

Chinese mainland

Chinese mainland

Global

Chinese mainland

Chinese mainland

Chinese mainland

Global

2. Select Template Configuration tab, click Edit in the top-right corner of the Moderation Configuration tag.
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Domain Management /

Basic Info Push Configuration Template Configuration Advanced Configuration

Cloud Streaming Services

@  Recording, watermarking, screencapture are value-added services. Binding templates of these services takes effect in 10 minutes. Service fees are incurred after the push starts. Unbinding a template will not affect the current live streaming

Recording Configuration

emplate Nams None
emplate 1D None

None

Recording Content  None

None

None

zmz  Mone

e ID None

None

Time shifting configuration

ame None

None

egion  None

pe None

me-shift days MNone

None

Edit

Edit

Edit

Screencapture configuration

emplate Name None
emplate IT None

Screencapture Intenal - Os

emplate Name  None

None

Mederation Configuration

emplate Name test001

All moderat

e interva 25

Nene

OCR-based maoderation polic Close

oderatio Nene

Standby stream configuration

emplste Name  None
emplate IC None
Standhy stres None
. 0s

e Os

3. Based on your business requirements, uncheck the relevant template and click Confirm to proceed.
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Moderation Configuration

Select a template (or add a template in "Feature Configuration &

Template b

@ test001

Note:

Template 1D

All moderahions

All moderations

All moderations

All moderations

Unbinding the moderation template does not affect the ongoing live streams.
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creencapture -
terval )
Enakble
Close
Clozs
Enakle
Cancel
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Remote Authentication Configuration

Last updated : 2024-06-17 17:32:29

With remote authentication, after authenticating a push/playback request for hotlink protection, CSS will call your
server APl to send the request to your server so that you can determine whether the request is legitimate. Based on
the result your server returns, CSS will approve or reject the push/playback request. This ensures more precise

authentication and improves security. However, you need to develop your own authentication server.

Workflow

Remote authentication works as follows:

Remote authentication server

D—>
- —

Y
o MM

User request

No Description

1 A request is sent to CSS.
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Cloud Streaming Services

2 If remote authentication is enabled for the domain, CSS will process the request as specified and then

send it to your authentication server.

3
be approved, while the code 403 indicates that the request should be rejected.
4 CSS approves or rejects the request based on the result.
Prerequisites

You have activated CSS and logged in to the CSS console.

You have added a push domain.

Configuring Remote Authentication

Your authentication server returns the result. The HTTP status code 200 indicates that the request should

1. Log in to the CSS Console, and select Domain Management on the left sidebar. Click the the push domain you

want to configure remote authentication for, or click on Manage on the right side to enter the Domain Management

page.

Domain Management

Push domain: CSS provides you with a default push domain, you can also add your ICP filed domain for live push.

Playback domain: You need to add your ICP filed domain for live playback. For more information on domain management, please see Domain Management [ and CNAME Configuration [2 According to relevant regulations, to acceler

Verification Guide [&

Add Domain Edit Tag Certificate Management

Domain Name CNAME @

O]

O]

O]

@

O]

@

@

@
[ -] @
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1.com

Type T

Playback Domain

Playback Domain

Playback Domain

Playback Domain

Push Domain

Playback Domain

Playback Domain

Playback Domain

Push Domain

Scenario

css

Css

Ccss

Css

Css

Css

Ccss

Region T Status °

QOutside Chinese

maintand Enabled
Chinese mainland Enabled
Chinese mainland Enabled
Chinese mainland Enabled
Global Enabled
Chinese mainland Enabled
Chinese mainland Enabled
Chinese mainland Enabled
Global Enabled
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2. Under the Advanced Configuration tab, find Remote authentication.

Remote authentication(i)

Passes through reguests to yvour own authentication server so that yvou can determing whether to approve a request. This ¢

3. Click

to enable remote authentication and complete the following settings:
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Remote authentication

AUThE erve Bss5* https://

Request method POST b
URL authentication

Farameters to keep = Keep all Remaove all O Keep specified parameters | wvalueljvalue2
Custom parameters to adc Type Field Value Jperat

Select host A Shost
Add

Time e e * 3000

¥ refries = - 1 +

ehavior upon timeout(f) O Approve Reject

Configuration Item

Authentication server address

Request method

URL
authentication

Parameters to keep

©2013-2022 Tencent Cloud. All rights reserved.

Cloud Streaming Services

Description

The address of your authentication server (required). Format:
http(s)://+Domain or IP address+Port+Path.

POST is selected by default. You can also use HEAD or GET.

All URL parameters are kept by default. You can also specify
parameters to keep or remove all parameters.
If you select Keep specified parameters, you need to enter the

parameters to be retained in the input box. Chinese characters and

Delete
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spaces are not supported. Separate multiple parameters with "|", for
example: valuel|value2 .

Authentication parameters are case-sensitive; "key" and "KEY" are
considered as two different parameters.

Click Add, and the parameter type can be either Select Parameter
or Custom. (Up to 50 parameters can be added)
Select Parameter supports choosing host, uri, query, client_ip,
and cdn_ip parameters.
host: The push domain.

Custom parameters uri: The original request URL.

to add client_ip: The request client IP.
cdn_ip: The request CDN-side IP.
When you select Custom, you need to fill in the parameter and
value fields. Chinese characters and spaces are not supported.
Authentication parameters are case-sensitive; "key" and "KEY" are
considered as two different parameters.

This is required. Enter a value between 500 and 3000. The default

Timeout period (ms) per try is 3000

Max retries Enter a value between 0 and 3. The default is 1.

This specifies whether to approve or reject a request if the system
does not receive a response (HTTP status code 200 or 403) after

Behavior upon timeout the total timeout period elapses (Total timeout period = Timeout
period per try x (Max retries + 1)). The default is Approve. You can
also set it to Reject.

4. Click Save.
Note:

The remote authentication configuration will take effect about 10 minutes after completion.

Modifying Remote Authentication Settings

1. Select Domain Management on the left sidebar. Click the the push domain you want to configure remote

authentication for, or click on Manage on the right side to enter the Domain Management page.
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Domain Management

Push domain: CSS provides you with a default push domain, you can also add your ICP filed domain for live push.
Playback domain: You need to add your ICP filed domain for live playback. For more information on domain management, please see Domain Management [ and CNAME Configuration [2 According to relevant regulations, to acceler
Verification Guide 2.

Add Domain Edit Tag Certificate Management

Domain Name CNAME @ Type T Scenario Region T Status *

Outside Chinese

(D com Playback Domain Css maintand Enabled
[0} com Playback Domain Css Chinese mainland Enabled
@ .com Playback Domain Ccss Chinese mainland Enabled
@ .com Playback Domain Css Chinese mainland Enabled
@ .com Push Domain css Global Enabled
(0] .com Playback Domain css Chinese mainland Enabled
@ .com Ig Playback Domain css Chinese mainland Enabled
@ com Playback Domain css Chinese mainland Enabled
: @ 1.com Push Domain Css Global Enabled

2. Under the Advanced Configuration tab, find Remote authentication and click Edit.

3. Modify the settings and click Save.

Remote authentication ()

Fasses through reguests to your own authentication server so that you can determineg whether to approve a request. This ensu

Remote authentication ()Al:tive

Authentication server address hitps:/f
Feguest methoc POST

URL authentication Kept parameters: valuel|value2

Type Fielc Value
Select host Zhost
Timeout period (ms) per fr 3000
ax retries 1times
Behavior upon timeout Approve
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Disabling Remote Authentication

1. Select Domain Management on the left sidebar. Click the push domain you want to disable remote authentication

for, or click Manage on the right to enter the Domain Management page.

Domain Management

Push domain: CSS provides you with a default push domain, you can also add your ICP filed domain for live push
Playback domain: You need to add your ICP filed domain for live playback. For more information on domain management, pleazse see Domain Management [& and CNAME Configuration [2 According to relevant regulations, to acceler
Verification Guide E2.

Add Domain Edit Tag Certificate Management

Domain Name CNAME (© Type T Scenario Region T Status
@ com Playback Domain Ccss :i‘:f‘ilgidchinese Enabled
@ .com Playback Domain Css Chinese mainland Enabled
(D .com Playback Domain C55 Chinese mainland Enabled
[0} com Playback Domain Css Chinese mainland Enabled
@ com Push Domain css Global Enabled
@ com Playback Domain css Chinese mainland Enabled
@ ..com @ Playback Domain Css Chinese mainland Enabled
@ .com Playback Domain C55 Chinese mainland Enabled
: @ ..com Push Domain css Global Enabled

2. Under the Advanced Configuration tab, find Remote authentication and click

to disable remote authentication.
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Remote authentication i)

Cloud Streaming Services

Faszses through reguests to your own authenfication server so that you can determine whether to approve a request. This ensures maore pre

I Active Edit

hitps/
POST

Kept parameters: valueijvalue2

Select host

3000
1times

Approve
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Playback Domain Name Management
Playback Configuration

Last updated : 2024-05-28 10:27:20

After pushing a stream successfully, you can use the address generator of the CSS console to generate a playback

URL (you need to enter the StreamName , which should be the same as the stream ID in the push URL).

Prerequisites

You have logged in to the CSS console.

You have added a playback domain. For directions on how to add a domain, see Adding Your Own Domain Name.

Directions

1. Select Domain Management on the left sidebar and click the name of your playback domain or click Manage on the
right.

Domain Management

Push domain: CSS provides you with a default push domain, you can also add your ICP filed domain for live push
Playback domain: You need to add your ICP filed domain for live playback. For more information on domain management, please see Domain Management B2 and CNAME Configuration [ According to relevant regulations, to accelerate a domain in the Chinese mainland, you need t

Guide [
Add Domain Edit Tog Certificate Management
Domain Name CNAME © Type T Scenario Region T Status T Added Time

Qutside Chinese

top @ com Playback Domain Ccss mainiand Enabled 2024-01-03 18:13:40
top (D com Playback Domain css Chinese mainland Enabled 2023-12-05 11:13:42

1top @ .com Playback Domain css Chinese mainland Enabled 2023-11-24 16:19:08
top (D com Playback Domain css Chinese mainland Enabled 2023-11-24 1412:59
top (D com Push Domain css Global Enabled 2023-09-19 19:10:42
top @ w.com Playback Domain css Chinese mainland Enabled 2023-08-31132123

top @ w.com Playback Domain css Chinese mainland Enabled 2023-03-10 14:38.54
top @ -com Playback Domain css Chinese mainland Enabled 2023-03-10 14:37:32
com @ .com Push Domain css Global Enabled 2021-08-31 16:52:03

2. Select Playback Configuration and, in Playback Address Generator, complete the following settings:
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Domain Management / top (I Origin server mode () I

Basic Info Playback Configuration Template Configuration Access control Advanced Configuration

Playback URL

Playback Domain + AppName +* StreamMame + Authentication Info

rimp:i/ top / AppName /! StreamName
hitpif top / AppName /! StreamName flv
hitp:/f .fop 7 AppName / StreamName .m3ug
webrtc:f/ ttop / AppName [ StreamName
It's priced differently from LVE Billing of LEE [2
Playback Address Generator
top
n  Closed
Q mos SHA256
Key @ 123
Validity Period ©  Ssec
oorwginalalream Transcoded siream Adaptive bitrate streams =
o) | 2024-05-09 14:50:41 & |«

2.1 You are required to select an encryption type . Make your choice based on your security needs and
performance considerations. The options for encryption types include MD5 and SHA256, with MD5 being the default.
2.2 Select the type of stream to play, which can be the original stream, the transcoded stream, or adaptive
bitrate streams. If you select Transcoded stream, you need to specify a transcoding template. If you select
Adaptive bitrate streams, you need to specify an adaptive bitrate template.

2.3 Enter the StreamName.

Only supports English letters, digits, and symbols.

such as liveteststream. Make sure it's the same as the StreamName in your push URL.

2.4 After you select an adaptive bitrate template, the names of the streams in the template will be listed in descending
order by bitrate.

2.5 Select an URL Expiration Time, suchas 2024-05-09 14:50:41

Note:

The URL expiration time refers to the hex(time) in the authentication information, and modifying it will change the
playback URL. The actual validity period is the sum of the URL expiration time and the authentication validity period.
Beyond this actual validity period, new requests will be denied, preventing further streaming through that address.

3. Click Generate Address.

©2013-2022 Tencent Cloud. All rights reserved. Page 110 of 553



&2 Tencent Cloud

Playback Address Generator

top
Closed »
Type Q vD5 SHA256
Key @D 123
Validity Period )  5sec
Original stream o Transcoded stream Adaptive bitrate streams
liveteststream _ | test002 A
Time @ | 2024-05-09 14:50:41 =
Generation Result
T Playback Address
2024-05-09 14:50:48 @
TMP UR mp:l! topliivelliveteststream_test002 Ig 58
hitp:i top/ive/iveteststream_teston2 fiv g 58 (5)
HLS URL http:/i topllive/livetestsiream_test002.m3us [y (2 (O
RT webrtc: toplive/liveteststiream_testd02 i 52 (5

Cloud Streaming Services

It's priced differently from LVE Billing of LEB &

4. If you haven’t enabled authentication for your playback domain, in the Playback URL area on the same page, you

can find playback URLs for RTMP, FLV, HLS, and UDP. Replace StreamName

your push URL, and you can use the URLSs to play the stream.

Playback URL

Playback Domain + AppName * StreamName <+ Authentication Info

Tl R rimp:/f top / AppMName / SitreamName
hitp:/i [fop 7 AppName / SireamMame flv
HLS URL http:if .top / AppName / StreamName .m3ug
RT webric:/f .fop / AppName / StreamMName

It's priced difierently from LVB

Note:

For more information, see Live Playback.

Playback URL Format

Playback URL for the original stream

©2013-2022 Tencent Cloud. All rights reserved.
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RTMP format: “rtmp://domain/AppName/StreamName?txSecret=Md5 (key+StreamName+hex (time
FLV format: “http://domain/AppName/StreamName.flv?txSecret=Md5 (key+StreamName+hex (t
M3U8 format: “http://domain/AppName/StreamName.m3u8?txSecret=Md5 (key+StreamName+hex
UDP format: webrtc://domain/AppName/StreamName?txSecret=Md5 (key+StreamName+hex (time

domain : Your playback domain name.
AppName : The live streaming application name, whichis 1ive by default and is customizable.
StreamName : The stream ID, which uniquely identifies a stream and is customizable.

txSecret : The authentication string generated after playback authentication is enabled.
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txTime : The expiration timestamp of the playback URL configured in the console.
Note:
If you have enabled authentication, the actual expiration time of a URL willbe txTime plus the validity period of the
authentication key.
For the sake of convenience, the console allows you to specify the URL expiration time in human-readable format. If
you enable authentication, when generating playback URLs, the system will convert it to a hex timestamp (the value of
txTime ).
As long as you start push or playback before the expiration time and the stream is not interrupted, the push or

playback can continue even after the URL expires.

Playback URL for the transcoded stream

If a transcoding template is bound to your playback domain, and you want to play the transcoded stream, you need to

append the template name ( _transcoding template name ) to the original playback URL.

For example, if the original playback URLis http://domain/AppName/StreamName.flv?

txSecret=Md5 (key+StreamName+hex (time) ) &txTime=hex (time) and the name of the transcoding

template bound is hd , the playback URL of the transcoded stream would be
http://domain/AppName/StreamName_hd.flv?

txSecret=Md5 (key+StreamName_hd+hex (time) ) &txTime=hex (time)

Adaptive bitrate playback URL

Only HLS and WebRTC are supported for adaptive bitrate playback. The URL formats for the two protocols are
different.
To get an HLS adaptive bitrate URL, add the template name ( _adaptive bitrate template name ) after

StreamName of the original playback URL.

For example, suppose the original playback URL is http://domain/AppName/StreamName.m3u8?
txSecret=Md5 (key+StreamName+hex (time) ) &txTime=hex (time) and the name of the adaptive bitrate
template bound is autobitrate .

The HLS adaptive bitrate URL would be http://domain/AppName/StreamName_autobitrate.m3u8?
txSecret=Md5 (key+StreamName_autobitratet+hex (time) ) &txTime=hex (time)

The format of a WebRTC adaptive bitrate URL is:

Playback domain (domain) + Application name (AppName, which is live by default),
Stream ID (StreamName) + Authentication information + Adaptive bitrate stream names
+ Name of the initially played stream + Bitrate control mode.

Note:

The adaptive stream names are listed in descending order by bitrate.

Suppose the adaptive bitrate template bound has three streams. Their names are "test 1", "test 2", and "test 3", and
their bitrates are 200 Kbps, 300 Kbps, and 400 Kbps respectively.The WebRTC adaptive bitrate URL would be:
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webrtc://domain/AppName/StreamName?txSecret=Md5 (key+StreamName+hex (time) ) &txTime=he

H.265 playback URL

CSS supports pushing and playing H.265 streams. If the original stream is an H.264 stream, you can configure a

transcoding template to transcode it into an H.265 stream. For details about how to do this in the console or by calling

an API, see Live Remuxing and Transcoding.
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Playback Authentication Configuration

Last updated : 2024-06-19 16:08:10

Overview

By default, the content of Cloud Streaming Services (CSS) is publicly accessible, allowing you to view the live
streaming content as soon as you obtain the playback address. If you require access control over the live streaming
content during the use of Live Video Broadcasting (LVB) or Live Event Broadcasting (LEB), this can be achieved
through authentication settings to protect the content of the live streaming resources. Key authentication is used to
generate the authentication txSecret field in the live streaming address, which can prevent unauthorized use of the live
streaming due to domain name leaks. We recommend that you enable the key authentication feature to enhance the

security of your live streaming content.

How to Configure

To enable URL authentication, a CSS user needs to generate an encrypted URL and provide it to other users. When a
user requests content using the encrypted URL from a CSS acceleration node, the node will check the authentication
information of the request to determine whether the request is valid. If it is, the node will return the content normally;

otherwise, the node will reject the request, protecting your live streaming content.

Prerequisites

CSS has been activated, and you have logged in to the CSS console.

You have added a playback domain name.

Enabling Key Authentication

1. Select Domain Management and click the playback domain name for which you want to enable authentication

or click Manage to enter the domain name management page.
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Domain Management

Push domain: CSS provides you with a default push domain, you can also add your ICP filed domain for live push
Playback domain: You need to add your ICP filed domain for live piayback. For more information on domain management, please see Domain Management [ and CNAME Gonfiguration [3 According to relevant regulations, to accelerate a domain in the Chinese mainiand, you need to verity you

Guide E2.
Add Domain Edit Tag Certificate Management
Domain Name CNAME @ Type ¥ Region ¥ Status T Added Time

Outside Chinese

@ com Playback Domain CSs N Enabled 2024-02-05 17:51:38
mainland
og o) com Flayback Domain css Chinese mainland Enabled 2024-01-22 11:30:47
01y ® .com Playback Domain CSs Chinese mainiand Enabled 2024-01-11 17:26:45
org o) Lcom Playback Domain css Chinese mainland Enabled 2023-12-05 11:09:58
Outside Ch
com © com Playback Domain css uielde Ehinese Enabled 2022-11-27 11:26:05
mainiand
Xyz @ com Push Domain Css Global Enabled 2023-11-08 23:08:50
Outside Chinese
com @ zom Playback Domain css Enabled 2023-08-31 162325
mainland
cn @ .com Playback Domain Css OU!EH’E Chinese Enabled 2023-08-31 15:29:03
mainland
org com Push Domain Css Global Enabled 2023-02-02 10:47:31
com © com Playback Domain css Global Enabled 2022-12.08 22:26:35

2.Inthe Access control > Key Authentication section, click

to enable key authentication.

Domain IManagement / .com o Origin server mode (1)

Basic Info Playback Configuration Template Configuration Access control Advanced Configuration

Key Authentication

The authentication key is used to generate the txSecret parameter in the live streaming URL for authentication, which prevents unauthorized playback caused by domain name disclesure. How to generate a live streaming UR

Primary Ke None

Backup Ke: None

3. Complete the following settings on the authentication configuration page:
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Authentication Configuration W
T - test Generate
- - testing Generate

Time - 20 +

Configuration

Description
Item

When configuring a primary key for authentication, based on your actual needs and security

policy, you can select a primary key randomly generated by the system, or enter a
Primary Key custom primary key, for example, test.

It supports only uppercase letters, lowercase letters, and digits, with a maximum length of

256 characters.

When configuring a backup key for authentication, based on your actual needs and security

policy, you can select a backup key randomly generated by the system, or enter a custom
Backup Key backup key, for example, testing.

It supports only uppercase letters, lowercase letters, and digits, with a maximum length of

256 characters.

Validity Time It supports only integers.
(s) Enter the signature validity period, such as 20.
Note:

Playback authentication of a playback domain name is disabled by default.
Authentication Key : It includes a primary key (required) and a backup key (optional). You can switch smoothly to
the backup key if your primary key is disclosed.

4. Click Save to save the configuration.
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Modifying Key Authentication

1. Select Domain Management, and click the playback domain name that requires authentication configuration

or click Manage to enter the domain name management page.

Domain Management

Push domain: CSS provides you with a default push domain, you can also add your ICP filed domain for live push

Playback demain: You need to add your ICP filed domain for live playback. For more information on domain management, please see Domain Management [2 and CNAME Configuration [2 According to relevant regulations, to accelerate a domain in the Chinese mainland, you need to verify you

Guide B2
Add Domain Edit Tag Certificate Management
Domain Name CNANE @ Type T cena Region T Status ¥ Added Time
Outside Ch
© com Playback Domain css ulside thinese Enabled 2024-02-05 17:51:38
com mainiand
org ® om Playback Domain Css Chinese mainland Enabled 2024-01-22 11:39:47
org o) com Playback Domain css Chinese mainland Enabled 2024-01-11 17:26:45
org o) com Playback Domain css Chiness mainland Enabled 2023-12-05 110953
Cutside Chi
com © com Playback Demain css utside Chinese Enabled 2023-11-27 11:26:05
mainland
e o] com Push Domain css Global Enabled 2023-11-08 23:08:50
com @ om Playback Domain Css OU!EH]E Chinese Enabled 2023-08-31 16:23:26
mainland
Outside €
en @ com Flayback Domain css uiside Ehinese Enabled 2023-08-3115:29.03
mainland
org com Fush Domain css Global Enabled 2023-02-02 10:47-31
com com Playback Domain CSs Global Enabled 2022-12-08 22:25:35

2.Inthe Access control > Key Authentication section, click Edit to enter the key authentication configuration

page.

Basic Info Playback Configuration

Key Authentication

Template Configuration

| Access control |

Advanced Configuration

The authentication key is used to generate the txSecret parameter in the live streaming URL for authentication, which prevents unauthorized playback caused by domain name disclosure. How to generate a live streaming L

© ]

test
testing

20

3. Modify the configuration item information according to your actual needs, and click Save to complete the

modification.

Disabling Key Authentication

©2013-2022 Tencent Cloud. All rights reserved.
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Note:

When you choose to disable key authentication, make sure you understand the risks involved. Disabling key

authentication may expose your live streaming service to piracy, resulting in additional service fees. Therefore, we

recommend that you keep key authentication enabled to protect your live streaming content.

After Enabling Key Authentication, if you need to disable this feature, follow these steps:

1. Select Domain Management, and click the playback domain name that requires authentication configuration

or click Manage to enter the domain name management page.

Domain Management

Push domain: GSS provides you with a default push domain, you can also add your IGP filed domain for live push
Playback domain: You need to add your ICP filed domain for live playback. For more information on domain management, please see Domain Management [Z and CNAME Configuration [Z According to relevant regulations, to accelerate a domain in the Chinese mainiand, you need to verify you

Guide [2

Add Domain Edit Tag

Certificate Management

Domain Name CNAME @ Type ¥ Scenario Region ¥ Status T Added Time
@ com Playback Domain Css OU!SME Chinese Enabled 2024-02-05 17:51:38
com mainland
org om Playback Domain Css Chinese mainiand Enabled 2024-01-22 11:39.47
org com Playback Domain css Chinese mainland Enabled 2024-01-11 17:26:45
org com Playback Domain css Chinese mainland Enabled 2023-12-05 110953
Qutside Chi
com © com Playback Domain css Lside Chinese Enabled 2023-11-27 112605
mainland
vz o) com Push Domain css Global Enabled 2023-11-08 23:06:50
com @ om Playback Domain Css OU!SH]E Chinese Enabled 2023-08-31 16:23:26
mainland
Outside Ch
en © com Playback Domain css uiside Ehinese Enabled 2023023115200
mainiand
org .com Push Domain css Global Enabled 2023-02.02 10:47:31
com com Flayback Domain css Global Enabled 2022-12-08 22:25:35

2.Inthe Access control > Key Authentication

to disable key authentication.

Basic Info

Key Authentication

Playback Configuration

section, click

Template Configuration Advanced Configuration

Cloud Streaming Services

The authentication key is used to generate the txSecret parameter in the live streaming URL for authentication, which prevents unauthorized playback caused by domain name disclosure. How to generate a live streaming URI

Edit

test
testing

ty Time (s 20

3. Before disabling key authentication, confirm once more if you really wish to proceed. If you understand and accept

the risks, click Confirm to proceed.
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Confirm Disabling of Key Authentication %

Disabling key authentication may result in unauthorized playback, which will incur costs.
Therefore, you're advised to keep it enabled.
| fully understand the risks above

After authentication is enabled for the playback domain name, the original playback URL will be inaccessible and an

Note:

error 403 will be returned. Before enabling this feature, please make sure that your live streaming platform is

compatible with the following authentication algorithm so that your streaming services will not be affected.

Example

Original playback URL:
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http://www.test.com/live/test01.flv

The authentication parameters configured are as follows:
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Primary key: ngoeig03
Backup key: -
Validity period: 12495 seconds

Note:

If you have enabled authentication, the actual expiration time of a URL willbe txTime plus the validity period of the
key.

For the sake of convenience, the time you set in the console is the actual expiration time. If you have enabled

authentication, the system will calculate the txTime when generating playback URLs.
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If you use FLV or RTMP methods to start pulling the stream before the expiration time, the stream will be maintained
normally as long as the connection is not interrupted or stopped, even if the expiration time has passed.

If you use the HLS method to start pulling the stream before the expiration time, the stream will be stopped when the
expiration time is reached.

Timestamp calculation:

Setting time: 2018.12.01 08:30:00
Decimal Unix timestamp: 1543624200

Hexadecimal Unix timestamp: 5C01D608 (case—-insensitive). CSS uses hexadecimal times
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Authentication signature calculation:

txSecret = MD5 (key+StreamName+txTime)

StreamName is the stream name, which is the same as the StreamID
txTime is the timestamp

key is the authentication key

txSecret = MD5 (ngoeiq03+test01+5C01D608)

txSecret = MD5 (ngoeig03test015C01D608)

txSecret = ce797dc6238156d548ef945e6adlea20

New playback URL:
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http://www.test.com/live/test0l.flv?txSecret=ce797dc6238156d548ef945e6adlea20&txTim

The expiration time of this URL is 2018.12.01 08:30:00 + 12495 seconds, i.e., 2018.12.01 11:58:15 Beijing time.
If authentication fails or the URL expires, CSS will return 403.
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Referer Configuration

Last updated : 2024-06-18 14:44:09

You can set referer blocklist/allowlist and rules to block/allow playback requests so as to protect live streaming

content. You can also choose whether to allow empty referer.

How to Configure

Referer URL is based on the HTTP protocol. CSS uses the referer field in an HTTP request to identify the source and

verify the request, and then determine whether to accept or reject the request.

Notes

Referer information is included in HTTP requests. Therefore, referer configuration is ineffective for non-HTTP (such as
RTMP, WebRTC, QUIC) requests. If you want to restrict the access of RTMP requests so as to prevent malicious
users from bypassing referer hotlink protection through RTMP pull, perform configurations in the protocol disablement
settings.

Enabling, disabling, or modifying the referer takes effects in 15-20 minutes after the configuration. You don't need to
push streams again.

The referer hotlink protection feature verifies the referer information in the header of an HTTP request so as to check
whether the request is valid and allow or reject live streaming accordingly. However, there may be cases where a
forged referer bypasses the verification to hotlink the service. Therefore, we recommend you not strongly rely on

referer for content protection.

Prerequisites

You have activated the CSS service and logged in to the CSS console.

You have added a playback domain name.

Enabling Referer

1. Select Domain Management, and click the target playback domain or click Manage on the right to enter the

domain management page.
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@ Tencent Cloud Cloud Streaming Services

Domain Management

Push domain: CSS provides you with a default push demain, you can also add your ICP filed domain for live push.
Playback domain: You need to add your ICP filed domain for live playback. For more infermation on domain management, please see Domain Management [ and CMNAME Configuration [& According to relevant regulations, to accelerate
Verification Guide [

Add Domain Edit Tag Certificate Management

Domain Name CNAME @ Type T Scenario Region T Status T
+top @ com I Playback Domain css ﬁl;ﬁi‘:idchinese Enabled
top @ com Playback Domain Css Chinese mainland Enabled
.top @ .com Playback Domain Ccss Chinese mainland Enabled
top [0} .com Playback Domain Ccss Chinese mainland Enabled
top [0} LCom Push Domain css Global Enabled
itop [0] -com Playback Domain css Chinese mainland Enabled
@ LCom Playback Domain css Chinese mainland Enabled
top @ L.com Playback Domain css Chinese mainland Enabled
com @ com Push Domain css Global Enabled

Total entri

2. In Access Control > Referer Configuration, click

to enable Referer Hotlink Protection.

Domain Management / .top () Crigin server mode (1)
Basic Info Playback Configuration Template Configuration Advanced Configuration
Key Authentication

The authentication key is used to generate the txSecret parameter in the live streaming URL for authentication, which prevents unauthorized playback caused by domain name disclosure.

Referer

The Referer HTTP header field is used fo identify and filter a request. How to use Referer for authentication? [4

3]+~

3. And configure as follows:
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Cloud Streaming Services

Referer Configuration %

Configuration Item

Referer Type

Allow Empty
Referer

Referer Patterns

© Elockiist Allowiist

Description

Select Blocklist or Allowlist as the referer type.

You cannot select both of them,

When the referer allowlist is configured, request sources on the list will be allowed to
access the live streaming content while those not on the list will be blocked.

When the referer blocklist is configured, request sources on the list will be blocked to
access the live streaming content while those not on the list will be allowed.

When this feature is enabled, access will be allowed for HTTP requests with empty or no
referer field. Users can access the live stream URL directly via browsers.
When this feature is disabled, requests with empty referer will be rejected.

You can enter up to 100 patterns. Please separate them with line breaks, Do not leave
empty rows or enter semicolons ( ;) .
You can enter IPs or domain names. The field supports path prefixes (domain names
and IPs) and wildcards (domain names) for match. For example:
Ifyouenter 101.1.0.1 and www.test.com ,the configuration will take effect for
both 101.1.0.1/157 and www.test.com/tencent.
If youenter *.test.com ,the configuration will take effect for both

www.test.com and a.test.com .

If you enter no referer pattern, the blocklist/allowlist is not configured.
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4. Click Save to save the configuration.

Modifying Referer

1. Select Domain Management, and click the target playback domain or click Manage on the right to enter the

domain management page.

Domain Management

Push domain: CSS provides you with a default push domain, you can also add your ICP filed domain for live push.
Playback domain: You need to add your ICP filed domain for live playback. For more information on domain management, please see Domain Management [2 and CNAME Configuration [2 According to relevant regulations, to accelerate
Verification Guide 2.

Add Domain Edit Tag Certificate Management

Domain Name CNAME Type T Scenario Region T Status T

Outside Chinese
abled
.top (0] .com Ig Playback Domain css —— Enabled

top (D .com Playback Domain css Chinese mainland Enabled

Llop (D .com Playback Domain css Chinese mainland Enabled
top @ ..com Playback Domain css Chinese mainland Enabled
top @ .com Push Domain css Glohal Enabled
itop (D com Playback Domain Css Chinese mainland Enabled

top @ .com Playback Domain Css Chinese mainland Enabled
top @ 1.com Playback Domain css Chinese mainland Enabled
com @ .com Push Domain css Global Enabled

2.In Access Control > Referer Configuration, click Edit to enter the referer configuration page.

3. Modify the configuration items and click Save.
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Domain Management /

Basic Info Playback Configuration

Key Authentication

.top C) Origin server mode ()

Template Configuration Advanced Configuration

Cloud Streaming Services

The authentication key is used to generate the txSecret parameter in the live streaming URL for authentication, which prevents unauthorized playback caused by domain name disclosure.

Referer

Referer Type Blocklist

Allow Empty Referer  Yes

The Referer HTTP header field is used to idenfify and filter a request. How to use Referer for authentication? [2

Disabling Referer

After enabling the referer, you can disable it by performing the following steps:

1. Select Domain Management, and click the target playback domain or click Manage on the right to enter the

domain management page.
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Domain Management

Push domain: CSS provides you with a default push demain, you can also add your ICP filed domain for live push.
Playback domain: You need to add your ICP filed domain for live playback. For more infermation on domain management, please see Domain Management [ and CMNAME Configuration [& According to relevant regulations, to accelerate
Verification Guide [

Add Domain Edit Tag Certificate Management

Domain Name CNAME @ Type T Scenario Region T Status T
top @ com I Playback Domain css ﬁl;ﬁi‘:idchinese Enabled
top @ com Playback Domain Css Chinese mainland Enabled
Ltop @ .com Playback Domain Css Chinese mainland Enabled
top [0} .com Playback Domain css Chinese mainland Enabled
top [0} LCom Push Domain css Global Enabled
itop [0] -com Playback Domain css Chinese mainland Enabled
@ i.com Playback Domain css Chinese mainland Enabled
top @ L.com Playback Domain css Chinese mainland Enabled
com @ com Push Domain css Global Enabled
Total entries: 9. Selecte;

2. In Access Control > Referer Configuration, click

to disable the referer.

Referer

The Referer HTTF header field is used to identify and filter a request. How to use Referer for authentication? 4

S @l Edit

Referer Type Elocklist

eferer  Yes
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Template Configuration

Last updated : 2024-05-28 10:26:22

With CSS, the original bitrate is used for playback by default. To use a different playback bitrate, you can bind your
domain with a transcoding or adaptive bitrate template. This document shows you how to bind a template to and

unbind a template from a playback domain.

Notes

A template takes effect about 5-10 minutes after it is bound to a domain.

After you specify a transcoding template, the backend will generate playback URLs of different formats for the
transcoded stream. To avoid image distortion, push the stream at a resolution as close as possible to the original
resolution.

H.265 is supported by fewer players than H.264. Playback may fail if a player does not support H.265. To solve this
issue, you can configure a transcoding template to transcode your video to H.264.

Loading may take some time for the first user accessing the URL that uses a different playback bitrate.

One domain can be bound with multiple transcoding templates. After you bind a template, videos will be transcoded
as specified in the template.

You can create up to 50 transcoding templates.

Prerequisites

You have logged in to the CSS console and added a playback domain name.

You have created a transcoding template or an adaptive bitrate template.

Transcoding Template

Binding a transcoding template

1. Go to Domain Management. Click the name of your playback domain or Manage on the right.
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@ Tencent Cloud Cloud Streaming Services

Demain Management

Push domain: CSS provides you with a default push domain, you can also add your ICP filed domain for live push
Playback domain: You need to add your ICP filed domain for live playback. For more infermation on domain management, please see Domain Management [2 and CNAME Configuration [2 According to relevant regulations, te accelerate a domain in the Chinese mainland, yc
Verification Guide E2

Add Domain Edit Tag Certificate Management

Domain Name CNAME @ Type T Scenario Region ¥ Status ¥ Added Time

Qutside Chinese
-top @ com Playback Domain css mainland Enabled 2024-01-03 18:13:40

top o com Playback Domain css Chinese mainiand Enabled 2023-12-05 11:13:42

top (D .com Playback Domain css Chinese mainland Enabled 2023-11-24 16:19:06
top ® com Playback Domain css Chinese mainland Enabled 2023-11-24 141259
top (D 1.com Push Domain css Global Enabled 2023-09-19 18-10:42
fop (0] -com Playback Domain css Chinese mainland Enabled 2023-08-31 18:21:23

top @ -com Playback Domain css Chinese mainland Enabled 2023-03-10 14:38:54
“fop @ L.com Playback Domain css Chinese mainland Enabled 2023-03-10 14:37:32
com @ lcom Push Domain css Global Enabled 2021-08-31 16:52:03

2. Select Template Configuration > Transcoding Configuration , and click Edit in the upper-right corner of the

Transcoding Configuration tab.

Domain Management / top () Origin server mode ()

Basic Info Playback Configuration Template Configuration Access control Advanced Configur:

Transcoding Configuration

Template Mame Template 1D Codec Bitrate

Mo data yet

i
=)
o
o

3

1
—
[=]

L |

T

o
r=]
B
—_

3. Based on your actual business needs, choose different transcoding configuration templates.
Note:
Choosing different transcoding configuration templates will specify the encoding method and bitrate settings set by the

transcoding template for the playback URL under that domain.
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Transcoding Configuration %

Select a template (or add a template in "Feature Configuration 2"

B Template Name Template 1D Codec Bitrate
test002 origin 5000 .
arigin 2000
origin 2000
test001 origin 2000
origin 0
origin 0
origin 2000
origin 0

4. Click Confirm.

URL format for transcoded streams

After binding a transcoding template, append its name to your playback URL ( playback URL_transcoding
template name). If you do not append the template name, the original stream will be played. For more information on
playback URLs, see Playback Configuration.

Suppose the name of the transcoding template bound is hd, and the original playback URL is as follows:
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http://domain/AppName/StreamName.flv?txSecret=Md5 (key+StreamName+hex (time) ) &txTime=

To play the transcoded stream, you need to use the following URL:
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http://domain/AppName/StreamName_hd.flv?txSecret=Md5 (key+StreamName_hd+hex (time) ) &t

Unbinding a transcoding template

1. Go to Domain Management. Click the name of your playback domain or click Manage on the right.
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&2 Tencent Cloud

Demain Management

Push domain: CSS provides you with a default push domain, you can also add your ICP filed domain for live push

Cloud Streaming Services

Playback domain: You need to add your ICP filed domain for live playback. For more infermation on domain management, please see Domain Management [2 and CNAME Configuration [2 According to relevant regulations, te accelerate a domain in the Chinese mainland, yc

Verification Guide E2

Add Domain Edit Tag Certificate Management

Domain Name CNAME @
.top [0] com
top (0] com
top (0] _com
top (0] com
.top (0] L.com
top (0] _com
top @ _com
11op @ s.com
com @ Lcom
Total entries: 9. Selected: 0

Type T

Playback Domain

Flayback Domain

Playback Domain

Playback Domain

Push Domain

Playback Domain

Playback Domain

Playback Domain

Push Domain

Scenario Region T

Qutside Chinese

mainland
css Chinese mainiand
css Chinese mainiand
css Chinese mainland
css Global
css Chinese mainiand
css Chinese mainland
css Chinese mainiand
css Global

Status T

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Added Time

2024-01-03 18:13:40

2023-12-05 11:13:42

2023-11-24 16:19:06

2023-11-24 14:12°59

2023-09-19 18-10:42

2023-08-31 18:21:23

2023-03-10 14:38:54

2023-03-10 14:37:32

2021-08-31 16:52:03

2. Select Template Configuration > Transcoding Configuration , and click Edit in the upper-right corner of the

Transcoding Configuration tab.

Domain Management /

top () Origin server mode (i)

Basic Info Playback Configuration Template Configuration

Access control

Advanced Configur

Transcoding Configuration

Template Name Template 1D

test002

test001

Codec

arigin

arigin

10 =

=]

o
=]
[7]

Bitrate

5000

2000

3. Based on your actual business needs, deselect the corresponding templates.
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Transcoding Configuration X

Select a template (or add a template in "Feature Configuration 2"

Tarmirlata koo Tarminlata 15 -..l..

testlnz2 origin 5000
origin 2000
origin 2000
[ ]| testoo1 origin 2000
origin ]
origin 0
origin 2000
origin ]

4. Click Confirm.
Note
To delete a template, you need to unbind it first and then go to Feature Configuration > Live Transcoding to delete

it. For details, see Deleting a Template.

Adaptive Bitrate Template

Binding an adaptive bitrate template

1. Go to Domain Management. Click the name of your playback domain or Manage on the right.
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&2 Tencent Cloud

Demain Management

Push domain: CSS provides you with a default push domain, you can also add your ICP filed domain for live push

Cloud Streaming Services

Playback domain: You need to add your ICP filed domain for live playback. For more infermation on domain management, please see Domain Management [2 and CNAME Configuration [2 According to relevant regulations, te accelerate a domain in the Chinese mainland, yc

Verification Guide E2

Add Domain Edit Tag Certificate Management

Domain Name CNAME @
.top o) com
o o an
top 0] .com
oo 0] com
1o 0] 1.com
op 0] _com
o @ com
Hop @ v.com
com (©] Lcom

Type T

Playback Domain

Flayback Domain

Playback Domain

Playback Domain

Push Domain

Playback Domain

Playback Domain

Playback Domain

Push Domain

Scenario Region T

Quiside Chinese

mainland
css Chinese mainiand
css Chinese mainiand
css Chinese mainland
css Global
css Chinese mainland
css Chinese mainland
css Chinese mainiand
css Global

Status T

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

2024-01-03 18:13:40

2023-12-05 11:13:42

2023-11-24 16:19:06

2023-11-24 14:12°59

2023-09-19 18-10:42

2023-08-31 18:21:23

2023-03-10 14:38:54

2023-03-10 14:37:32

2021-08-31 16:52:03

2. Select Template Configuration > Adaptive bitrate configuration , and click Edit in the upper-right corner of

the Adaptive bitrate configuration tab .

Adaptive bitrate configuration

Template Name Template ID

Template Description

Mo data yet

Stream couni

3. Based on your actual business needs, choose the appropriate adaptive bitrate configuration template.

Note:

Choosing different adaptive bitrate configuration templates will specify the sub-stream information set by the adaptive

bitrate template for the playback URL under that domain.
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Adaptive bitrate configuration X

Select a template (or add a template in "Feature Configuration 2"

i

B Template Name Template |D Template Des Stream count

15

v |testil 2
v |

4. Click Confirm.

Adaptive bitrate URL format

Only HLS and WebRTC are supported for adaptive bitrate playback. The URL formats for the two protocols are
different. For details, see Playback Configuration.

HLS URL:
Suppose the name of the adaptive bitrate template bound is autobitrate, and the original playback URL is as

follows:
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http://domain/AppName/StreamName.m3u8?txSecret=Md5 (key+StreamName+hex (time) ) &txTime

To play the transcoded stream, you need to use the following URL:
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http://domain/AppName/StreamName_autobitrate.m3u8?txSecret=Md5 (key+StreamName_autob

WebRTC URL:

Suppose the adaptive bitrate template bound has three streams. Their names are "test 1", "test 2", and "test 3", and
their bitrates are 200 Kbps, 300 Kbps, and 400 Kbps respectively.
The adaptive bitrate playback URL would be as follows:
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webrtc://domain/AppName/StreamName?txSecret=Md5 (key+StreamName+hex (time) ) &txTime=he

Unbinding an adaptive bitrate template

1. Go to Domain Management. Click the name of your playback domain or click Manage on the right.
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&2 Tencent Cloud

Demain Management

Push domain: CSS provides you with a default push domain, you can also add your ICP filed domain for live push

Cloud Streaming Services

Playback domain: You need to add your ICP filed domain for live playback. For more infermation on domain management, please see Domain Management [2 and CNAME Configuration [2 According to relevant regulations, te accelerate a domain in the Chinese mainland, yc

Verification Guide E2

Add Domain Edit Tag Certificate Management

Domain Name CNAME @
.top [0]

top
top
top
«top
fop

top

“fop

®© ®©@ @ & 6 © 6 6

L.com

l.com

Type T

Playback Domain

Flayback Domain

Playback Domain

Playback Domain

Push Domain

Playback Domain

Playback Domain

Playback Domain

Push Domain

Scenario

css

css

Region Y

Qutside Chinese
mainland

Chinese mainiang

Chinese mainiand

Chinese mainland

Global

Chinese mainiand

Chinese mainland

Chinese mainiand

Global

Status T

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Added Time

2024-01-03 18:13:40

2023-12-05 11:13:42

2023-11-24 16:19:06

2023-11-24 14:12°59

2023-09-19 18-10:42

2023-08-31 18:21:23

2023-03-10 14:38:54

2023-03-10 14:37:32

2021-08-31 16:52:03

2. Select Template Configuration > Adaptive bitrate configuration , and click Edit in the upper-right corner of

the Adaptive bitrate configuration tab .

Adaptive bitrate configuration

Template Name

test01

3. Based on your actual business needs, deselect the corresponding templates.

Template ID

©2013-2022 Tencent Cloud. All rights reserved.
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Adaptive bitrate configuration pd

Select a template (or add a template in "Feature Configuration 2"

- — —

Template Name Template ID emplate Des

E testd1 2

(7]
I3e]
)

4. Click Confirm.

Note
To delete a template, you need to unbind it first and then go to Feature Configuration > Live Transcoding to delete

it. For details, see Deleting a Template.

©2013-2022 Tencent Cloud. All rights reserved. Page 145 of 553


https://console.intl.cloud.tencent.com/live/config/transcode
https://intl.cloud.tencent.com/document/product/267/31071#delect

@ Tencent Cloud Cloud Streaming Services

HTTPS Configuration

Last updated : 2024-07-02 15:44:17

Overview

The HTTPS protocol is a network protocol built based on the SSL and HT TP protocols for encrypted transfer and
authentication, which is more secure than the HTTP protocol. If you want to enable HTTPS acceleration, you can do
so by enabling the HTTPS feature for the playback domain name and configuring a correct and valid certificate. You
can purchase a certificate from Tencent Cloud SSL Certificate Service. If you already have one, you can upload it to
the CSS console for configuration. Currently, CSS only supports the PEM format. If your certificate is in another
format, you need to convert it to PEM format first. The format requirements and configuration method for the certificate

are as follows:

Prerequisites

You have logged in to the CSS console.

You have added a playback domain name.

Directions

Step 1. Edit the HTTPS configuration

1. Enter Domain Management and click the playback domain name to be configured or Manage on the right to

enter the domain name details page.
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&2 Tencent Cloud

Domain Management

Push domain: CSS provides you with a default push domain, you can also add your ICP filed domain for live push
Playback domain: You need to add your ICP filed domain for live playback. For more information on domain management, please see Domain

Add Domain Edit Tag Certificate Management

Domain Name CNAME @
top Q com
top com
top @ ..com
top [0} com
top @ com
top Q com
top @ com
top @ com
..com @ com
Total entries: 9. Selecte

2 and CNAME C

Type T

Playback Domain

Playback Domain

Playback Domain

Playback Domain

Push Domain

Playback Domain

Playback Domain

Playback Domain

Push Domain

2. Select Advanced Configuration > HTTPS Configuration, then click

to enable the HTTPS service.

Domain Management /

top C’ Origin server mode (i)

Basic Info Playback Configuration Template Configuration

Scenario

Access control

Cloud Streaming Services

Region T

Outside Chinese mainland

Chinese mainiand

Chinese mainland

Chinese mainland

Global

Chinese mainland

Chinese mainland

Chinese mainiand

Global

Status T

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

[% According to relevant regulations, to accelerate a domain in the Chinese mainland, you ne

Adde

2024

2023

2023

2023

2023

2023

2023

2023

2021

Advanced Configuratit

HTTPS Configuration (D)

HTTFS service ()

Certificate expiration time Mone

3. After enabling the HTTPS service, enter the HTTPS Configuration page and proceed with the following settings:
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HTTPS Configuration »

Certificate Source Q) New Existing

znter. see HTTS Configuration [

HTTPS Configuration e

Certificate Source New () Existing

C Domain Name Expiration Ti...

Mo data

0 certificate iz added. Pleaze go to Cerificate Management [& o
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4. Select the source of the certificate to be configured, enter relevant information, and click Save.

Certificate Source Required Configuration ltems

Certificate Name: enter a custom name used to identify the certificate.

Certificate Content: enter the content of the .crt file for Nginx. For more
Self-owned certificate information, please see Certificate content.

Private Key Content: enter the content of the .key file for Nginx. For more

information, please see Certificate key.

Tencent Cloud-hosted

. Certificate List: select an uploaded certificate in SSL Certificate Service.
certificate

Note:

The HTTPS feature will take effect approximately 2 hours after configuration is completed, please be patient.

Certificate Description

A certificate provided by the CA includes Apache, IIS, Nginx, and Tomcat files. The encryption service of CSS
uses Nginx, so you should select the content of the Nginx files for the configuration.
Go to SSL Certificate Service console > Certificate Management, select the target certificate, click Download in

the "Operation" column, and decompress the downloaded package to get the following files:

|| Apache > . mem, Ol
s L Lkey
[ Nginx [
|| Tomcat B
Certificate
content:
enter the entire content between ————- BEGIN CERTIFICATE-————-— and -———- END CERTIFICATE————-

inthe .crt file for Nginx.

Sample content:
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MIIFvDCCBKSgAwIBAIQBTo6zUPDPEibYY | Qs FADBY
1swCOYDVQQGEWIDT jEIMCMGALIUEChMCVHI £211cy

MB&
Kol

aru

bMI4aPlv
END CERTIFI(

Note:
If your certificate is issued by an intermediate CA and contains multiple certificates, the certificate content should be

spliced as follows:

Certificate

private key:

enter the entire content between ~ ————- BEGIN RSA PRIVATE KEY-———— and ————- END RSA PRIVATE
KEY————- inthe .key file for Nginx.

Sample content:
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BEGIN R5A PRIVATE KEY-----
MIIEpAIBAAKCAQEAtxs@va+IIpRExbIkPbIvKokTXZr+uYAd /vTqI9NL7 zGzUc TS
JCeXIccerKiXThya9y734HPX1/0Jas@8in+tlgllyz,/PpfufudNoCOm3s55IrTOG
aaXxL MVDZ
9Qg6 TyAu
el4b wEPM
40 +qIU
ABPt 5tfo
AlbY M=MR

: HVuH
CKSY
1UEF
pUas
+EBs

wEe j
Lo/ A

Step 2. Verify the configuration

The HTTPS configuration will take effect in about 2 hours. Please visit the domain name about 2 hours after the

certificate is submitted. If HTTPS is displayed in the address bar of the browser, the configuration is successful.

& https://console.cloud.tencent.com/live,

Step 3. Modify the configuration

The HTTPS feature can be enabled and disabled. Once it is disabled, CSS will no longer provide HTTPS service for

the domain name. If the certificate has expired, it should be replaced with a new valid one.

FAQs

What format of the certificate should be filled in for the live HTTPS configuration?

How to identify whether a certificate is in PEM format or DER format?
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Region Configuration

Last updated : 2024-07-10 16:39:06

To use content delivery, acceleration, and playback services in a different region, you can change the acceleration

region for your playback domain in the CSS console.

Prerequisites

You have logged in to the CSS console.

You have added a playback domain name.

Note:

In the process of adding a new domain and selecting a playback domain, please choose the acceleration region
required for live broadcast distribution, such as "Chinese mainland". Subsequently, fill in the domain name and tag

information optionally. Click on Add Domain and proceed to the next step.
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Add Domain

o Basic settings >

pe * Playback Domain

“celeration region * Chinese mainland

(DYou are enabling acceleration for a domain in the Chines
will be unable to handle requests from other regions. For tt
details, see documentation [4

+ Add () Paste

Notes

CSS pricing differs inside and outside the Chinese mainland. For details, see Pricing Overview.

A playback domain cannot be used outside its acceleration region.
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If the accelerated region includes the Chinese mainland, you need to apply for ICP filing for your playback domain.

Changing the acceleration region will reset the bandwidth cap. You need to configure it again.

Directions

1. Go to Domain Management. Click the name of your playback domain or Manage on the right.

Domain Management

Push domain: CSS provides you with a default push domain, you can also add your ICP filed domain for live push.
Playback domain: You need to add your ICP filed domain for live playback. For more information on demain management, please see Domain Management 2 and CNAME Configuration [ According to relevant regulations, to accelerate a domain in the €
Identity Verification Guide [.

Add Domain Edit Tag Certificate Management

Domain Name CNAME T Scenario Region Status
Ltop © «com @ Playback Domain css Global Enabled
o ® com @ Playback Domain css Casiair=2 Enabled

mainland

top © com D Playback Domain €ss Chinese mainland Enabled
.top © .com @ Playback Domain css Chinese mainland Enabled
.top © com @ Playback Domain €ss Chinese mainland Enabled
top © com @ Push Domain css Global Enabled
top ® com @ Playback Domain css Chinese mainland Enabled
@ com @ Playback Diomain = Chinese mainland Enabled
Jtop @ com @ Playback Domain css Chinese mainland Enabled
com @ Lcom @ Push Domain css Global Enabled

2. Select the Advanced Configuration tab and find Region configuration.
3. Click Edit. In the pop-up window, you can change the acceleration region to Chinese mainland, Global, or
Outside Chinese mainland.
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Domain Management / «top o Origin server mode ()

Basic Info Playback Configuration

HTTPS Configuration(?)

©

None

Playback latency configuration (O

Template Configuration

High Medium Q) Low

HTTP response headers(7)

m (2} Your canfiguration has taken effect

Se... Field

4. Click Save.

Region configuration

Cloud Streaming Services

Access control Advanced Configuration

Region configuration

Chinese mainland

Bandwidth cap configuration(l)

Because data is collected every five minutes, after you configure a bandwidth
rejection. The resources used during this period will be billed as usual.

Close
HTTP response headers affect the response of the client (browser). You can configure up to 10 headers. How to configure HTTP respanse headers? @
Value
Na data yet
R .
Qutside Chinese mainland A

Acceleration Region

Chinese mainland

Global

Outside Chinese
mainland

©2013-2022 Tencent Cloud. All rights reserved.

(T} You are applying for activating live acceleration service in

Hong Kong/Macao,/Taiwan (China Region) and other regions.

Please note that the request for Chinese mainland will not be

resolved. For specific prices, please see

reference documentation &

ICP Filing
Required
Yes

Yes

No

Description

Cannot handle requests outside the Chinese mainland.

Acceleration is supported globally, but prices differ inside and
outside the Chinese mainland.

Cannot handle requests inside the Chinese mainland. Prices differ
inside and outside the Chinese mainland.
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Origin Server Configuration

Last updated : 2024-07-10 17:25:39

If you have a self-built origin server and live streaming source, CSS can pull streams from your origin server and
distribute the content for you. This document describes how to configure origin server information for a playback

domain in the CSS console.

Limits

Origin server configuration takes effect about one hour after configuration is complete.
After configuring an origin server for a playback domain, you can no longer bind a push domain to the playback
domain by specifyinga StreamName .Nor can you configure watermarking, transcoding, recording, screenshot, or

porn detection tasks for the playback domain.

Prerequisites

You have logged in to the CSS console.
You have built a live streaming origin server.

You have added a playback domain name.

Origin-Pull Configuration

You can edit a domain’s origin server information, including the basic information, protocol, and host in the console.
1. In the CSS console, select Domain Management on the left sidebar. Click the name of your Playback

Configuration or click Manage on the right.
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&2 Tencent Cloud

Domain Management

Cloud Streaming Services

Push domain: CSS provides you with a default push domain, you can also add your ICP filed domain for live push
Playback domain: You need to add your ICP filed domain for live playback. For more information on domain management, please see Domain Management [2 and CNAME Configuration [2 According to relevant regulations, to accelerate a domain in the Chinese mainland, y
verify your identity. For details, see ldentity Verification Guide 2

Add Domain Edit Tag

Domain Name

Total entries: 9. Selectad: 0

Certificate Management

CNAME @D Type Y Scenario Region T Status T Added Time Operation
Outside Ch
[0} com Playback Domain css m:;"aiu nese Enabled 2024-01-03 18:13:40 Manage Disa

@ ®© ®@ @ & 0 e ©

L.com Playback Domain css Chinese mainland Enabled 2023-12-05 11:13:42 Manage Disa
com Playback Domain css Chinese mainland Enabled 2023-11-24 16:19:06 Manage Disa
_com Playback Domain css Chinese mainiand Enabled 2023-11-24 141259 Manage Disa
com Push Domain css Global Enabled 2023-09-19 19:10:42 Manage Disa
com Playback Domain css Chinese mainland Enabled 2023-08-31 182123 Manage Disa
.com Playback Domain css Chinese mainland Enabled 2023-03-10 14:38:54 Disa
com Playback Domain css Chinese mainland Enabled 2023-03-10 14:37:32 Manage Disa
com Push Domain css Global Enabled 2021-08-31 16:52:03 Manage Disa

10 « /page 1

2. Beside Domain Management/Domain, click

to enable or disable Origin server mode.

Domain Management /

Basic Info

top -I Origin server mode (i)

Playback Configuration Template Configuration Access control Advanced Configura

3. If the origin server mode is already enabled, you can modify its settings on this page.

Basic Configuration Description

Origin server information

Origin Server
Information

Origin Server Type

Forwarding protocol

HTTPS

Primary origin server

Description

Supports two types: Live Streaming Origin Server and StreamPackage.
Supports RTMP, HTTP-FLV, and HLS protocols.

If the FLV or HLS protocol is used, you can enable HTTPS.
If you enable HTTPS, port 443 will be used. Post-redirection HTTPS is also
supported. There are no port restrictions.

The address of the primary origin server, which can be an IP address or domain.
You can also configure a backup origin server. The addresses will be polled.
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Backup origin server The address of the backup origin server (optional).
Origin server host By default, the origin server address is used as the Host header if it is not
header configured.
Origin server settings b4
N Server Type O Live streaming origin server StreamFackage

Forwarding protocol = HLS v

LTTPS »

N server: Origin se1 v | x001.elementtest.org 80

Host header

If the FLV or HLS protocol is used, you can configure an HTTP host header that specifies the exact domain that CSS
accesses when pulling from the origin server. If not configured, the origin address is used as the Host header by

default.

Notes

The difference between an origin server address and a host header is as follows:
An origin server address is the IP address an origin-pull request is sent to.

A host header specifies the domain of the origin server address a request is sent to.

Configuration example

1. An origin server is configured for the playback domain xx001.elementtest.org as follows:
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Domain Management / .com _) Crigin server made (D)

Basic Info Origin-pull configuration Access control Advanced Configuration

Basic settings(i)

1 server information Port
Primary

=r host heade test001.com

2. The process of pulling from the origin server would be as follows:

When the user accesses the resource by opening http://xx001.elementtest.org/index.m3u8 , because
the resource is not yet cached in Tencent Cloud, CSS will resolve the domain test001.com to getthe server
address of the origin server. Supposeitis 1.1.1.1 .CSSwillaccessthe 1.1.1.1 server, find the

index.m3u8 fileinthe web server test002.com , and then return the resource to the user.

Remuxing

If the RTMP or HTTP-FLV protocol is used, you can enable HLS remuxing. Below are the formats of an RTMP,
HTTP-FLV, and HLS address.

RTMP: rtmp://Playback domain/AppName/StreamName

FLV: http://Playback domain/AppName/StreamName.flv

M3U8: http://Playback domain/AppName/StreamName.m3u8

Notes

Number of HLS segments: Three by default. Value range: 3-10.
HLS segment size: Three seconds by default. Value range: 3-10. The actual segments generated will not be smaller
than the GOP size.
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Origin server settings X
1 Server Type O Live streaming origin server StreamPackage
Crigin senver
information
Forwarding protocol * RTMP A
Primary origin server = Origin ser -
Remuxing Others

T
T
I
[
L
(£}

HLS segment size® 3000 ms

HTTP configuration
If the HLS protocol is used, you can configure the HTTP settings.

Item Description

If you enable this, Tencent Cloud will not cache the 301 or 302 status

code. When 301 or 302 is returned by the origin server, Tencent Cloud

will automatically redirect until it obtains the requested resource (max 10
Redirection redirects) and return the resource to the user. No redirects are needed on

the user end.

If you disable redirection, Tencent Cloud will return the 301 or 302 status

code to the user end, which will redirect to get the resource.

By default, URL parameters are not passed through. If you enable this,
parameters may be added to the URL without performing URL encoding
or decoding.

Pass-through of origin server URL
parameters

By default, HTTP request headers are not passed through. You can
HTTP request header pass-through enable this to pass through the headers. Duplicate headers (case-
insensitive) are not supported currently.
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HTTP response header pass- By default, HTTP response headers are not passed through. You can
through enable this to pass through the headers. Duplicate headers (case-
sensitive) are supported currently.

By default, GET request is supported, and Option request is supported

OPTIONS request o
after enabling it.

HTTP settings Cache time URL rewriting Others

Cache configuration

If the HLS protocol is used, you can configure the resource cache time. After Tencent Cloud obtains the requested

resource successfully from the origin server (status code 200), it will cache the index file and segments as configured.

Item Description

The time to cache the index file when the origin server returns the 200 status
Index file cache time code. The default cache time is 1,000 ms. The maximum time that can be set is
60,000 ms.

The time to cache the TS/M4S/MP4 segments when the origin server returns the
Segment cache time 200 status code. The default cache time is 1,000 ms. The maximum time that can
be set is 60,000 ms.

Cache time by status code According to the status code corresponding to the configured cache, if the same
request is received within the cache time, there is no need to visit the origin
server, and the status code can be returned directly. The default cache time is 1s.
When the origin server returns a non-200 status code, if it is unable to handle it
immediately, and you don’t want to pass through all subsequent requests to the
origin server, you can cache the status code and return it directly to the user. This
can reduce the load on the origin server.
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Currently, the following status codes can be cached, regardless of the file type:
4XX: 400, 403, 404, 405
5XX: 500, 503, 504

For the cache key rule configuration, retain the parameters that have an impact
on the resource content as the cache key, convert a category of requests for the
same resource into a unified cache key and hit the same cache to improve the hit
rate.

File Type

Choose file types. There are options of index or shard, Index is selected by
default.

Retain specified parameters

Only English, characters and numbers can be entered. Multiple parameters are
separated by ";".

Up to 30 groups of parameters are supported. Each parameter name should not
exceed 20 characters.

If a parameter is specified, even if the parameter does not have a value, it will be
cached separately from the parameters with the same name that have value.
Note:

You must enable the origin-pull URL parameter passthrough in HT TP settings
before configuring the cache key rules.

Cache key rule
configuration
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HTTP settings Cache time URL rewriting Others

ndex file cache time(®) 1000 ms

Segment cache time(@) 10000 ms

Cache time by status code(@)
Status code Cache time
400 1 Sec
403 1 Sec
404 1 sec
405 1 Sec
500 1 sec
503 1 Sec
504 1 sec

Cache Key Rule Configuration (@)
File Type Keep specifie Operatio
Index key1;key? Modify Delete

Add

URL rewriting

If the HLS protocol is used, you can configure URL rewriting.
Tencent Cloud allows you to rewrite the actual URL CSS pulls from to a URL that better matches your origin server.

Currently, you can only rewrite the URL path.
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Notes

Original URL: Requests are matched by prefix. For example, if you enter /test01 , the rewriting rule will be
applied to all requests under /test01 .Regular expressions are not supported currently.

Target URL: Requests are matched by prefix. For example, if you enter /test01/test02 , all requests under

/test willberewrittento /test01/test02 .Regularexpressions are not supported currently.

HTTP settings Cache time URL rewriting Others
Origin RL Target URL COperati
ftestD1 ftest0/test02 Delete
Add

Limits
You can configure at most 10 rewriting rules for each playback domain.
Spaces and the following special characters are not supported: <>"#{} |\ "~[]"

You can re-arrange the rules to adjust their priorities. Rules at the top have higher priorities.

Others
Item Description
The timeout period for establishing a TCP connection. The default time is 10,000 ms, and the
value range is 2000-60000 (ms).
Connection Please set the timeout period according to your origin server conditions and network
timeout conditions. If the timeout period is too short, when a pull request fails due to network issues,

CSS may switch origin servers too frequently. If the timeout period is too long, CSS may wait
a long time before it tries a different origin server, causing playback failure at the client end.

The maximum number of retry attempts. If multiple origin server addresses have been
Max retries configured, when a request fails, CSS will try a different address.
Value range: 1-10.
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HTTP settings Cache time
Connection t -1 10000
ax retries(@D 1
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Bandwidth Cap Configuration

Last updated : 2024-05-28 10:25:05

CSS allows you to set a bandwidth cap for your playback domain. In the acceleration region of your domain, if the
peak downstream bandwidth in a reference period hits the cap you set, a 403 error will be returned to playback
requests. This feature is disabled by default.

Note:

If the bandwidth cap configuration is enabled, the scanning granularity is 5 minutes. If there is a sudden increase in
usage within a short period of time, the previous scan may not have triggered the threshold, and the next scan may
directly exceed the threshold. In this scenario, there will be a certain delay (approximately 5 minutes) in the access
interception operation, and the consumption during this period will be billed normally.

Prerequisites

You have logged in to the CSS console.

You have added a playback domain name.

Limits
Default B idth [
Acceleration Region © gu tBandwidth Capping Remarks
Region
Chinese mainland Chinese mainland You can only set a cap for the Chinese mainland.
Qutside the Chinese Outside the Chinese You can only set a cap for outside the Chinese
mainland mainland mainland.

You can set different caps for inside and outside
Global acceleration Global acceleration the Chinese mainland.
You can also set a global cap.

Configuring Bandwidth Cap

1. Go to Domain Management. Click the name of your playback domain or Manage on the right.
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Domain Management

Push domain: CSS provides you with a default push domain, you can also add your ICP filed domain for live push
Playback domain: You need to add your ICP filed domain for live playback. For more information on domain management, please see Domain Management [4 and CNAME Configuration [ According to relevant reguiations, to accelerate a domain in the Chinese mainiand, you need to verfty you

Guide [2
Add Domain Edit Tag Certificate Management
Domain Name CNAME Type T Scenario Region T status ¥ Added Time

Outsige Chinese

org o) com Flayback Domain css Enabled 2024-03-19 17-11:08
mainland
org © com Playback Domain css Global Enabled 2024-02-29 15:20:34
xyz @ com Playback Domain css Ouiside Chinese Enabled 2024-02-01 11:45:23
mainland
Outside Chi
Xz © com Playback Domain css uiside Lninese Enabled 2024-01-16 20:48:54
mainland
xyz @ .com If Push Domain css Global Enabled 2024-01-16 20:48:09
top (D com Playback Domain Ccss CrERETED Enabled 2024-01-03 18:19:30
mainland
op @ com Playback Domain css Global Enabled 2023-12-19 15:19:25
Outside Chi
0z © com Playback Domain css uiside Chinese Enabled 2023-1-2422:02:37
mainland
xyz @ com Push Domain css Global Enabled 2023-11-24 22:01:38
Outside Chir
com ® com Playback Domain css utsioe Chinese Enabled 2023-08-15 20:08:12

mainland

2. Select Advanced Configuration > Bandwidth cap configuration to view the Bandwidth cap configuration
tab.

Domain Management 7 corg (I origin server mode

Basic Info Playback Configuration Template Configuration Access control Advanced Configuration

HTTPS Configuration:

Certificate expiration time  None

Region configuration

Global

Bandwidth cap configuration®

Playback latency configuratiol

Because data is collected every five minutes, after you configure a bandwidth cap, if usage increases sharply, the
RTMP and FLV latenc High Medium € Low rejection. The resources used during this period will be billed s usual.

Ba 1 Cap Close

HTTP response headers()
HTTP response headers affect the response of the client (browser). You can canfigure up to 10 headers. Hov to configure HTTP response headers? [2

Se. Field Value

ation has taken effect

No data yet

3. Click Edit in the upper-right corner of the tab to enter the bandwidth cap configuration page.
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Bandwidth cap configuration(®

Because data is collected every five minutes, after you configure a bandwidith cap, if usage increases sharply, there may be a five-minute delay
rejection. The resources used during this period will be billed as usual.

Bandwidth Cap Close

4. Click

»

to enable Bandwidth Cap .
Note:

After the bandwidth threshold for global acceleration is configured, it will take effect preferentially.

Bandwidth cap configuration X

Because data is collected every five minutes, after you configure a bandwidth cap,
if usage increases sharply, there may be a five-minute delay in request rejection.
The resources used during this period will be billed as usual.

Feference perioc Every 5 minutes

4.1 After the bandwidth cap is enabled, proceed with the following configuration:

Bandwidth Threshold

Valid Region is determined based on the acceleration region type of the playback domain name. For related
configuration rules, refer to Limits.

Fill in the bandwidth threshold based on your actual business needs. Choose the threshold unit as Mbps, Gbps, or
Tbps.
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Cloud Streaming Services

alid Region Bandwidth Thresholc

Chinese mainland 200 Tops -
Global Accelera. . 20000 Gbps ~
Outside Chines... 500000 Mbps -

5. Click

@

to enable Alert threshold .

5.1 After the alert threshold is enabled, set the alert threshold percentage based on your actual business needs.

When the access bandwidth/bandwidth threshold reaches the alert threshold, the system will alert you through the
Message Center and other methods.

6. Click Save.
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Bandwidth cap configuration

Because data is collected every five minutes, after you configure a bandwidth cap,
if usage increases sharply, there may be a five-minute delay in reguest rejection.

The resources used during this period will be billed as usual.

Every 5 minutes

Bandwidth Thresholc

Chinese mainland 200 Tbps
Global Accelera. . 20000 Gbps
Outside Chines. . 500000 Mbps

Cloud Streaming Services

Note:
The conversion factor between the bandwidth units is 1,000: 1 Tbps = 1,000 Gbps; 1 Gbps = 1,000 Mbps.
If you change the acceleration region for your domain, you need to configure the bandwidth cap again.

The default alert threshold is 80% of the bandwidth cap. Value range: 0-100.

Disabling Bandwidth Cap

1. Go to Domain Management. Click the name of your playback domain or Manage on the right.
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Domain Management

Push domain: CSS provides you with a default push domain, you can also add your ICP filed domain for live push
Playback domain: You need to add your ICP filed domain for live playback. For more information on domain management, please see Domain Management [4 and CNAME Configuration [ According to relevant reguiations, to accelerate a domain in the Chinese mainiand, you need to verfty you
Guide 2

Add Domain Edit Teg Certificate Management

Domain Name Scenario Region T Status Y Added Time
Outside Chir
org [0} com Flayback Domain css utside Chinese Enabled 2024-03-19 17:11:08
mainland
org © com Playback Domain css Global Enabled 2024-02-29 15:20:34
xyz @ com Playback Domain css Outside Chinese Enabled 2024-02-01 11:45:23
mainland
Outside Chi
Xz © com Playback Domain css uiside Chinese Enabled 2024-01-16 20:48:54
mainland
xyz @ .com If Push Domain css Global Enabled 2024-01-16 20:48:09
top @ com Playback Domain css CrERETED Enabled 2024-01-03 18:19:30
mainland
100 @ com Playback Domain css Global Enabled 2023-12-19 15:19:25
Outside Chi
xz © com Playback Domain css uiside Chinese Enabled 2023-11-2422:02:37
mainland
XYz @ com Push Domain css Global Enabled 2023-11-24 22:01:38
Outside Chir
com o) com Playback Domain css utsioe Chinese Enabled 2023-08-15 20:08:12

mainland

2. Select the Advanced Configuration tab to view the Bandwidth cap configuration tab.

Domain Management / corg (I origin server moge (

Basic Info Playback Configuration Template Configuration Access control Advanced Configul

HTTPS Configuratiol

Region configuration

» Acceleration re Global

Bandwidth cap configuration(

Playback latency configuration (i)

Because data is collected every five minutes, after you configure a bandwidth cap, if usage increases sharply, e
enc High Medium ) Low rejection. The resources used during this period will be billed as usual.

Bandwidth Ca Enadle
Ba dth Threshold (Chinese Mainland| 200 Tops
HTTP response headers (i) ~ . -
B o P 20 Thos
HTTP response headers affect the response of the client (browser). You can configure up to 10 headers. How {o configure HTTP response headers? [4 Bandwidth Threshold (Re nese Mainla 500 Gbps
m @ Your configuration has taken eflect Alel eshold Access bandwidth reaches 80% of the bandwidth cap
Se Field Value
No data yet

3. Click Edit in the upper-right corner of the tab to enter the bandwidth cap configuration page.
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Bandwidth cap configuration(®

Because data iz collected every five minutes, after you configure a bandwidth cap, if usage increases sharply, there may be a five-minute dela)
rejection. The resources used during this period will be billed as usual.

Bandwidth Cap Enable

Bandwidth Threshold (Chinese Mainland 200 Tbps
Bandwidth Threshold (Global Acceleration) (Preferentia 20 Thps
Eandwidth Threshold (Regions Ouiside Chinese Mainland 500 Ghps

Alert threshold Access bandwidth reaches 80% of the bandwidth cap

4. Click

to disable Bandwidth Cap .
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Bandwidth cap configuration %

Because data is collected every five minutes, after you configure a bandwidth cap,
if usage increases sharply, there may be a five-minute delay in reguest rejection.
The resources used during this period will be billed as usual.

ieference period Every 5 minutes

Valid Region Bandwidth Threshold
Chinese mainland 200 Thps -
Global Accelera... 20 Thps *
Qutside Chines. . 500 Ghps v

(!
[18)

5. Click Save.
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Bandwidth cap configuration

Because

data is collected every five minutes, after you configure a bandwidth cap,

if usage increases sharply, there may be a five-minute delay in reguest rejection.
The resources used during this period will be billed as usual.

2 perioc Every 5 minutes

Cancel
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IP Blocklist/Allowlist Configuration

Last updated : 2024-06-05 15:41:31

This document shows you how to configure an IP allowlist/blocklist to filter requests and control access to streaming

content.

How It Works

IP allowlist: Only IP addresses on the list can access your streaming content.

IP blocklist: IP addresses on the list cannot access your streaming content.

Must-Knows

An IP allowlist/blocklist takes effect about ten minutes after configuration.

Prerequisites

You have activated CSS and logged in to the CSS console.

When both IP Blocklist/Allowlist and Playback Region Management (Regional Block/Allowlist) are enabled at the
same time, the system's judgment logic is as follows:

1.1 First, check the IP Blocklist/Allowlist:

If the IP is in the allowlist, it is directly allowed.

If the IP is in the blocklist, access is directly denied.

If the IP is not in the blocklist/allowlist, go to the next step.

1.2 Then, check the Regional Block/Allowlist (only when the IP is not in the IP Block/Allowlist):

If the region is in the allowlist, then allow access; otherwise, deny access.

If the region is in the blocklist, then deny access; otherwise, allow access.

Configuring an IP Allowlist/Blocklist

1. Select Domain Management on the left sidebar, and click the target playback domain or click Manage on the
right to enter the domain management page.
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Domain Management

Push domain: CSS provides you with a default push domain, you can also add your ICF filed domain for live push.

Cloud Streaming Services

Playback domain: You need to add your ICP filed domain for live playback. For more information on domain management, please see Domain Management [2 and CNAME Configuration E2 Accerding to relevant regulations, to accelerate a domain in the Chinese mainland, you nee

Identity Verification Guide [2

Add Domain Edit Tag

Certificate Management

Domain Name CNAME
® com
= -
@ com
@ com
@ com

Type ¥

Playback Domain

Flayback Domain

Playback Domain

Playback Domain

Push Domain

2. Within the Access Control> IP allowlist/blocklist, click on

o

to enable the IP Allowlist/Blocklist.

.top o Origin server mode (i)

Domain Management /

Basic Info Playback Configuration

Key Authentication

Scenario

css

Ccss

Template Configuration Advanced Configuration

Region T

Outside Chinese
mainland

Global

Outside Chinese
mainland

Outside Chinese
mainland

Global

Status T Added Time

Enabled 2024-03-19 17:11:08
Enabled 2024-02-29 15:20:34
Enabled 2024-02-01 11:45:23

Enabled 2024-01-16 20°48:54

Enabled 2024-01-16 20:48:09

The authentication key is used to generate the txSecret parameter in the live streaming URL for authentication, which prevents unauthorized playback caused by domain name disclosure. How to generate a live streaming |

Referer

The Referer HTTP header field is used to identify and filter a request. How to use Referer for authentication? [2

IP allowlist/blocklist

*ou can use IP allowlist/blocklist to filter requests by IP. How to use IP allowlistblocklist? [2

3. After enabling the IP Allowlist/Blocklist , enter the IP Allowlist/Blocklist configuration page and perform the

following configuration:
Blocklist

Allowlist
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IP Allowlist/Blocklist Configuration

* Enter one IP or IP range (/8/16/24 for example) per line and separate IPs/IP
ranges with line breaks. The format of |P:port is not supported.

m

O Bilockiist Allowlist

The 403 error will be returned for requests from client IPs not

Y5, — .\,l.l .l.l. - | Tald' |ﬂ."ﬁ|.. -

Cancel
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IP Allowlist/Blocklist Configuration

* Enter one IP or IP range (/8/16/24 for example) per line and separate IPs/IF
ranges with line breaks. The format of IP:port is not supported.

1]

Authenticate By Blocklist | Allowlist

The 403 error will be returned for requests from client IPs not

Cancel

Configuration Item Description

Allowlist or blocklist:

You cannot select both.

If you configure an allowlist, only IP addresses on the list will be able to access your
streaming content.

If you configure a blocklist, IP addresses on the list cannot access your streaming

Authenticate By

content.

IP List The IP blocklist supports a maximum configuration of 200 rules, and the IP allowlist
supports up to 500 rules. Please separate entries with a newline character.
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You can enter IP addresses or IP ranges (/8/16/24). The “IP address: port number”
format is not supported.
IPv6 is not supported currently.

4. Click Save to save the configuration (it takes a while for the configuration to take effect).

IP allowlist/blocklist

You can use |P allowlist/blocklist to fiter requests by IP. How to use IF allowlistblocklist? [

Status | Deploying

Authenticate B Blocklist

Modifying an IP Allowlist/Blocklist

1. Select Domain Management on the left sidebar, and click the target playback domain or click Manage on the

right to enter the domain management page.

Domain Management

Push domain: CSS provides you with a default push domain, you can also add your ICP filed domain for live push

Playback domain: You need to add your ICP filed domain for live playback. For more information on domain management, piease see Domain Management [4 and CNAME Configuration E2 According to relevant regulations, to accelerate a domain in the Chinese mainland, you ne¢
Identity Verification Guide [

Add Domain Edit Tag Certificate Management

Domain Name CNAME @ Type ¥ Scenario Region T Status T Added Time

Outside Chinese
® com Playback Domain css 3 Enabled 2024-03-19 17-11:08
mainland

: @ .com Playback Domain €8S Global Enabled 2024-02-29 15:20:34

Outside Chinese
(O] ~com Playback Domain css 3 Enabled 2024-02-01 11:45:23
mainland

Outside Ch
[©) com Playback Domain css e cnese Enabled 2024-01-16 20:48:54
mainiand

@ _com Push Domain c8s Global Enabled 2024-01-16 20°48:09

2. Click Access Control and, in the IP Allowlist/Blocklist area, click Edit.
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IP allowlist/blocklist

You can use |P allowlist/blocklist to filter requests by IP. How to use IP allowlist'blocklist? 4

Status () Enable | Edit

Authenticate B Elocklist

3. Modify the configuration and click Save.

Disabling IP Allowlist/Blocklist

Follow the steps below to disable IP allowlist/blocklist:
1. Select Domain Management on the left sidebar, and click the target playback domain or click Manage on the

right to enter the domain management page.

Domain Management

Push domain: CSS provides you with a default push domain, you can also add your ICP filed domain for live push
Playback domain: You need to add your ICP filed domain for live playback. For more information on domain management, please see Domain Management [2 and CNAME Configuration [2 According to relevant regulations, to accelerate a domain in the Chinese mainiand, you ne¢
Identity Verification Guide [5

Add Domain Edit Tag Certificate Management

Domain Name CNAME @ Type Y Scenario Region ¥ Status ¥ Added Time

Outside Chinese

@ com Playback Domain css y Enabled 2024-03-19 17°11:08
mainland

[eaa——] o cam aphackDoman G55 ioba enabes 2024220 152034

Outside Chinese

@ com Playback Domain css y Enabled 2024-02-01 11:45:23
mainland
Outside Ch

@ com Piayback Domain css utewds cninsse Enabled 2024-01-16 20 48:54
mainland

@ “com Push Domain css Global Enabled 2024-01-16 20:48:09

2. Select the Access Control tab. In the IP allowlist/blocklist area, click

to disable IP allowlist/blocklist.
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Cloud Streaming Services

IP allowlist/blocklist

You can use IP allowlist/blocklist to filter requests by IP. How to use IP allowlist'blocklist? 4

Status IEnabIe Edit

thenticate B Blocklist
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Blocking Playback by Protocol

Last updated : 2024-07-11 17:53:34

You can block playback for a domain by blocking specific protocols. Playback requests that use the blocked protocols
will be rejected.

Prerequisites

You have activated CSS and logged in to the CSS console.

You have added a playback domain name.

Blocking Protocols

1. Select Domain Management on the left sidebar. Click the name of the target playback domain or click Manage on

the right to enter the domain management page.

Domain Management

Push domain: CSS provides you with a default push domain, you can also add your ICP filed domain for live push.
Playback domain: You need to add your ICP filed domain for live playback. For more information on domain management, please see Domain Management [ and CNAME Configuration I According to relevant regulations, to accelerate a domain in the Chi
Identity Verification Guide [3.

Add Domain Edit Tag Certificate Management

Domain Name CNAME Type Scenario Region Status Added
top 0] com @ Playback Domain css Global Enabled 2024-0

Outside Ch B
top com B Playkack Demain css usige Hhiness Enabled 2024-0

mainland

top @ .com @ Playback Domain css Chinese mainland Enabled 2023-1
top 0] com @ Playback Domain css Chinese mainland Enabled 2023-1
.top o com B Playback Domain css Chinese mainland Enabled 2023-1
top 0] com @ Push Domain css Global Enabled 2023-0
top ® com @ Playback Domain css Chinese mainland Enabled 2023-0
.top @ .com O Playback Domain S5 Chinese mainland Enabled 2023-0
top @ com @ Playback Domain css Chinese mainland Enabled 2023-0
.com ®© com @ Push Domain css Global Enabled 2021-0

2. Select the Access Control tab. In the Block playback by protocol area, you can block playback that uses the
RTMP, FLV, HLS, DASH, and WebRTC protocols.
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3. Click Edit and toggle on the protocols you want to block.

Domain Management / -top C’ Origin server mode ()
Basic Info Playback Configuration Template Configuration Advanced Configuration
Key Authentication

The authentication key is used to generate the txSecret parameter in the live streaming URL for authentication, which prevents unautharized playback caused by domain name disclosure. How to generate a live streaming URL using the authentication key? &

Referer

The Referer HTTP header field is used to identify and filter a request. How to use Referer for authentication? &

IP allowlist/blocklist

You can use IP allowlist/blocklist to filter requests by IP. How to use IP allowlist/blocklist? &

Block playback by protocol

Block playback that uses certain protacols

4. Click Save.
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Block playback by protocol X

* After you block the protocal, playback requests that use the protocol will be
rejected. This applies only to the current playback domain.

* After you unblock the protocal, the protocol can be used to splice playback URLs
according to the URL splicing rules [2. This applies only to the current playback
domain.

CHolol°l®

atency. It's priced differently from LVB. For details, see Billing of LEB &

Note:
It takes a while for the blocking configuration to take effect. After configuring blocked protocols, please wait for the
configuration to take effect before you block other protocols.

Except for HLS, protocol blocking only takes effect for new live streams. It does not affect ongoing streams.

Unblocking Protocols

To unblock a blocked protocol, follow the steps below:
1. Select Domain Management on the left sidebar. Click the name of the target playback domain or click Manage on

the right to enter the domain management page.
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Domain Management

Push domain: CSS provides you with a default push domain, you can also add your ICP filed domain for live push.

Cloud Streaming Services

Playback domain: You need to add your ICP filed domain for live playback. For more information on domain management, please see Domain Management [ and CNAME Configuration I According to relevant regulations, to accelerate a domain in the Chi

Identity Verification Guide [3.

Add Domain Edit Tag Certificate Management

Domain Name CNAMEQD
top (0]
top ©
op ©
top 0]
top @
top @
top ©
top ©
com ©

com @

wcom @

.com @

com @

com D

com @

com @

.com @

com @

com @

Type 7

Playback Domain

Playback Domain

Playback Domain

Playback Domain

Playback Domain

Push Domain

Playback Domain

Playback Domain

Playback Domain

Push Domain

Scenario

[

[

[

[

[

€55

€55

Region 7

Global

Outside Chinese
mainland

Chinese mainland

Chinese mainland

Chinese mainland

Global

Chinese mainland

Chinese mainland

Chinese mainland

Global

Status 7 Added
Enabled 2024-0
Enabled 2024-0
Enabled 20231
Enabled 20231
Enabled 20231
Enabled 2023-0
Enabled 2023-0
Enabled 2023-0
Enabled 2023-0
Enabled 2021-0

2. Select the Access Control tab. In the Block playback by protocol area, toggle off the protocol you want to

unblock.
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Domain Management / -top C) Origin server mods (D)

Basic Info Playback Configuration Template Configuration Advanced Configuration

Key Authentication

The authentication key is used to generate the txSecret parameter in the live streaming URL for authentication, which prevents unauthorized playback caused by domain name disclosure. How to generate a live streaming URL using the authentication key? &

Referer

The Referer HTTP header field is used to identify and filter a request. How to use Referer for authentication? @

wree )

IP allowlist/blocklist

You can use IP allowlist/blocklist to filter requests by IP. How to use IP allowlist/blacklist? &

Block playback by protocol

Block playback that uses certain protocols

Close

aybacl Close

3. Click Save.
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Block playback by protocol Py

® After you block the protocol, playback requests that use the protocol will be
rejected. This applies only to the current playback domain.

After you unblock the protocel, the protocol can be used to splice playback URLs
according to the URL splicing rules @, This applies only to the current playback

domain.

B. For details, see Billing of LEB @

ﬁﬁQQQQQ

Save Cancel
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Latency Control

Last updated : 2024-05-28 10:22:55

Set a latency that fits your needs. Note that setting the latency too low may cause playback to stutter.

Note

Latency configuration will take effect approximately 10 minutes after configuration.

Prerequisites

You have activated CSS and logged in to the CSS console.

You have added a playback domain name.

Latency control

1. Select Domain Management on the left sidebar and click the playback domain for which you want to configure

RTMP and FLV latency, or click Manage on the right to enter the details page.

Domain Management

Push domain: CSS provides you with a default push domain, you can alse add your ICP filed domain for live push
Playback domain: You need to add your ICP filed domain for live playback. For more information on domain management, please see Domain Management [ and CNAME Configuration [2 According to relevant regulations, to accelerate a domain in the Chinese mainiand, you need to v

Guide B
Edit Tag Certficate Management
Domain Name CNAME Type T Scenario Region T Status T Added Time
top [0} com Playback Domain css ﬁ::i::gn;m"m Enabled 2024-01-03 181340
ton [0} com Playback Domain css Chinese mainiand Enabled 2023-12:05 11:13:42
Lop o com Playback Domain css Chinese mainland Enabled 2023-11-24 16.19:06
top o© com Playback Domain css Chinese mainland Enabled 2023-11-24 141259
top [0} com Push Domain css Global Enabled 2023-09-19 19-10.42
top [0} com Playback Domain css Chinese mainland Enabled 2023-08-31 182123
@ com Playback Domain css Chinese mainiand Enabled 2023-03-10 14:38:54
1op @ .com Playback Domain css Chinese mainiand Enabled 2023-03-10 1437:32
com @ com Push Domain css Global Enabled 2021-08-31 165203
Total eniries: 8. Selected: 0

2.In Advanced Configuration > Playback latency configuration , you can configure the latency for RTMP and
FLV.
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Cloud Streaming Services

3. When live streaming latency parameters are configured, it is recommended to select appropriate latency

parameters based on your actual business needs. It is advisable to set the GOP for publishing to 1-2s because the

larger the GOP value, the greater the live streaming latency. Note that setting the latency too low may cause playback

to stutter.

4. When GORP is set to two seconds, the latency is as follows:

Setting High

Estimated Latency 7-9s

Domain Management /

Basic Info Playback Configuration

HTTPS Configuration (i)

HTTPS service ()

Certificate expiration time MNone

Medium

.top () Origin server mode (1)

Template Configuration

Access control

Low

4-5s

Advanced Configuration

Playback latency configuration (i)

RTMP and FLV latency High Medium () Low
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HTTP Response Header Configuration

Last updated : 2024-05-28 10:21:53

You can use HTTP headers to define fields that carry information about HT TP transactions. Header fields work on the

domain level. This means the header fields you configure will take effect for all responses under your domain.

Prerequisites

You have logged in to the CSS console.

You have added a playback domain name.

Use Limits

You can configure at most 10 header fields.

You cannot add two fields with the same name. To specify multiple values for a field, use this format: value 1,
value 2, value 3 .

If a field you configure is the same as a field used by the CSS backend, you will be asked to modify it.

A custom field can be 1-100 characters long and can contain letters, numbers, and hyphens (-).

The value of a field cannot be empty. It can be 1-1,000 characters long and cannot contain Chinese characters.

Configuring HTTP Response Header

1. Go to Domain Management. Click the name of your playback domain or click Manage on the right.
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Domain Management

Push domain: CSS provides you with a default push demain, you can also add your ICP filed domain for live push
Playback domain: You need to add your ICP filed domain for live playback. For more information on domain management, please see Domain Management [2 and CNAWE Configuration [2 According to relevant regulations, to accelerate a domain in the Chinese mainiand, you need to ve
Guide E2

Add Domain Edit Tag Certificate Management

Domain Name Scenario Region T Status T Added Time
top o) com Playback Domain css ﬂ:ﬁ‘l‘:i:hi"ese Enabled 2024-01-03 18:13:40
Ltop O com Playback Domain css Chinese mainiand Enabled 2023-12-05 1:13:42
top o) com Playback Domain css Chinese mainiand Enabled 2023-11-24 16:19.06
top O com Playback Domain css Chinese mainiand Enabled 2023-11-24 14:12:58
top o) com Push Domain css Global Enabled 2023-08-19 19:10:42
top o) com Flayback Domain css Chinese mainiand Enabled 2023-08-31 182123
@ com Flayback Domain css Chinese mainiand Enabled 2023-03-10 143854
top [} com Flayback Domain css Chinese mainiand Enabled 2023-03-10 143732
com @ com Fush Domain css Global Enabled 2021-08-31 165203

2. Select the Advanced Configuration tab.

Domain Management / top (I Origin server mode (&)

Basic Info Playback Configuration Template Configuration Access control Advanced Configu

HTTPS Configuratiol

HTTPS service » Accelersiion region Chinese mainland

Region configuration

Bandwidth cap configuration(®
Playback latency configuration (i)

Because data is collected every five minutes, after you configure a bandwidth cap, if usage increases she
RTMP and F - High Medium ) Low rejection. The resources used during this period will be billed as usual

Bandwidth Ca Close

HTTP response heade|

HTTP response headers affect the response of the client (browser). You can configure up to 10 headers. How te configure HTTP response headers? I3

PR © o covoton et

se. Field value

No data yet

3. Inthe

HTTP response headers area, click Edit to add new header fields or modify/delete existing header fields.
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New '

Type () Preset Custom

eld Access-Control-Allow-Methods -

Cancel

To add a header field, click New :
Select Preset to add a preset field: Access-Control-Allow-Methods , Access-Control-Max—Age ,Or

Access—-Control-Expose—Headers .

New W

Type O Preset Custom

Cancel

Field Description

Indicates which HTTP methods are allowed for cross-origin requests. You can
specify multiple methods at a time: Access-Control-Allow-Methods: POST,
GET, OPTIONS.

Access-Control-Allow-
Methods

Access-Control-Max-Age Indicates how long (seconds) the results of a preflight request can be cached

Access-Control-Expose-

Indicates which headers can be exposed to clients as part of the response
Headers
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Select Custom to add a custom field.

Note:

The name of a custom field can be 1-100 characters long and can contain letters, numbers, and hyphens. The value of
a custom field can be 1-1,000 characters long and cannot contain Chinese characters.

The system has default support for the header parameter Access-Control-Allow-Origin, which is used to enable cross-
domain requests without the need for customization. There are two specific scenarios:

When the request header does not include Origin, the returned header will be 'Access-Control-Allow-Origin: *'.

When the request header includes 'Origin: ${Origin}', the returned header will be 'Access-Control-Allow-Origin:
${Origin}'. For example, when the request header has Origin: https://cloud.tencent.com, the returned header will be

Access-Control-Allow-Origin: https://cloud.tencent.com.

New X

Type Preset () Custom

Field adefine-header

Cancel

4. When you are finished, Click OK. Your configuration may be in one of three statuses: yet to take effect, failed, or
effective.
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HTTP response headers(i)

Cloud Streaming Services

HTTF response headers affect the response of the client (browser). You can configure up to 10 headers. How to configure HTTF response hea

Mew

Cance
Field

Access-Control-Allow-Methods
Accezs-Control-Max-Age
Access-Control-Expose-Headers
adefine-header

bdefine-header

HTTP response headers(i)

-

falue
GET, POST, OPTIONS X
600 X
Content-Length X
1 *
1 *

HTTF response headers affect the response of the client (browser). You can configure up to 10 headers. How to configure HTTF response hes

©2013-2022 Tencent Cloud. All rights reserved.

@ Your configuration is being processed and has yet to take effect

Field

Access-Control-Allow-Methods

Access-Control-Max-Age

Access-Control-Expose-Headers

adefine-header

hdefine-header

Value

GET, POST, OFTIONS

800

Conteni-Length
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Access Control by Region Configuration

Last updated : 2024-06-17 18:09:12

Access control by region lets you can manage a blocklist or allowlist for playback regions for the current domain,

providing better control over content distribution in specific areas.

How It Works

If you are configuring a blocklist, requests from the selected regions are banned.

If you are configuring an allowlist, only requests from the selected regions are allowed.

Must-Knows

After you complete the configuration of the blocklist and allowlist for the playback region, it takes approximately 10
minutes to take effect.
If you have enabled both the IP Blocklist/Allowlist Configuration and playback region management features, note that

the IP blocklist/allowlist takes precedence over playback region management.

Prerequisites

You have activated CSS and logged in to the CSS console.

You have added a playback domain.

Configuring Access Control by Region

1. Select Domain Management on the left sidebar. Click the playback domain you want to configure region

management for, or click Manage on the right side to enter the Domain Management page.
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Domain Management

Push domain: CSS provides you with a default push domain, you can also add your ICP filed demain for live push

Cloud Streaming Services

Playback domain: You need to add your |CP filed domain for live playback. For more information on domain management, please see Domain Management B2 and CNAME Confiuration [2 According to relevant reguiations, to accelerate a domain in the Chinese mainiand, you need to

Guide 2

Add Domain Edit Tag Certificate Management

Domain Name

fop (0] com
top o] com

top (0] com
top (0] com
top (0] com

Ltop (0] com
@ com
top @ com
com [©)] com

Type T

Playback Domain

Playback Domain

Playback Domain

Playback Domain

Push Domain

Playback Domain

Playback Domain

Playback Domain

Push Domain

2. Under the Access control tab, find Access control by region.

©2013-2022 Tencent Cloud. All rights reserved.

Scenario

Region T

Outside Chinese
mainiand

Chinese mainland

‘Chinese mainland

‘Chinese mainland

Global

Chinese mainland

‘Chinese mainland

Chinese mainland

Global

Status T

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Added Time
2024-01-03 18:13:40

2023-12-05 11:13:42
2023-11-24 16:19:06
2023-11-24 14:12:59
2023-09-1319:10:42
2023-08-3118:21:23
2023-03-10 14:38.54
2023-03-10 143732

2021-08-31 16:52:03
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3. Click

to enable access control by region and complete the following settings:

Domain Management / ..com O Origin server mode ()
Basic Info Origin-pull configuration Access control Advanced Configuration
Key Authentication

Cloud Streaming Services

The authentication key is used to generate the txSecret parameter in the live streaming URL for authentication, which prevents unauthorized playback caused by domain name disclosure. b

streaming URL using the authentication key? [&

Referer

The Referer HTTP header field is used to identify and filter a request. How to use Referer for authentication? [&

IP allowlist/blocklist

You can use IP allowlist/blocklist to filter requests by IP. How to use IP allowlist/blocklist? 2

Status »

Authenticate By Blocklist

Block playback by protocol

Block playback that uses certain protocols

ck RTMP playbac Close
ack FLV playbac Close
ack HLS playbac Close
ck DASH playbac Close

EERTC playback  Close

Access control by region

Specify an allowlist/blocklist of regions from which playback requests are allowed/banned. Learn more [4
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Access control by region 4

If you are configuring a blocklist, requests from the selected regions will be
banned; if you are configuring an allowlist, only requests from the selected regions
will be allowed.

Authenticate By Q) Blocklist Allowlist
Select regions Selected 0
Q Regions
b Asia
F  Africa
¥ Europe
“

¥k MNorth America
¥ South Amenca

F Oceania

Configuration

Description
Item

Choose whether to configure an Allowlist or Blocklist.

An allowlist and blocklist cannot be effective at the same time.

If you configure an allowlist, access to live stream content will be allowed only for the

. regions added to the allowlist. Access will be denied for regions that are not added to the

Authenticate By .
allowlist.
If you configure a blocklist, access to live stream content will be denied for the regions
added to the blocklist. Access will be allowed for all regions that are not added to the

blocklist.
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Configuring You can view and expand regions under Asia, Africa, Europe, North America, South
Regions America, and Oceania and them to the list of selected regions.
You can also search for regions to find them more quickly.

4. Click Save to save the configuration (it takes a while for the configuration to take effect).

Access control by region

Specify an allowlist/blocklist of regions from which playback requests are allowed/banned.

Status Edit

I Allowlist

Modifying Access Control by Region

1. Select Domain Management on the left sidebar. Click the playback domain you want to modify the region

management settings for, or click Manage on the right side to enter the Domain Management page.

Domain Management

Push domain: CSS provides you with a default push domain, you can also add your ICP filed demain for live push
Playback domain: You need to add your ICP filed domain for live piayback. For more information on domain management, please see Domain Management 2 and CNAME Configuration [2 According to relevant regulations, to accelerate a domain in the Chinese mainland, you need to

Guide &2
Domain Name CNAME © Type T Scenario Region T status T Added Time
top o) _com Playback Domain css g:ﬁl‘:i;m"gge Enabled 2024-01-03 18:13:40
Ltop o) com Playback Domain css Chinese mainland Enabled 20231205 111342
top o) com Playback Domain css Chinese mainland Enabled 2023-11-24 16:19:06
top o) com Playback Domain css Chinese mainland Enabled 2023-11-24 1412:59
top o) com Push Domain css Global Enabled 2023-08-19.19.10 42
iop (0] .com Playbaclk Domain css Chinese mainland Enabled 2023-08-3118:21.23
[©] com Playback Domain css Chinese mainland Enabled 20230310 14:38:54
top ) com Playback Domain css Chinese mainland Enabled 2023-03-10 143732
com @ com Push Domain css Global Enabled 2021-08-31 16:5203

2. Under the Access control tab, find Access control by region and click Edit.
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Access control by region

Specify an allowlist/blocklist of regions from which playback requests are allowed/banned.

Type Allowlist

3. Modify the configuration and click Save.

Disabling Access Control by Region

Follow the steps below to disable access control by region:
1. SelectDomain Management on the left sidebar. Click the Playback Domain you want to disable access control by

region for, or click Manage on the right side to enter the Domain Management page.

Domain Management

Push domain: CSS provides you with a default push domain, you can also add your ICP filed demain for live push
Playback domain: You need to add your ICP filed domain for live playback. For more information on domain management, please see Domain Management 2 and CNAME Configuration [Z According to relevant regulations, to accelerate a domain in the Chinese mainiand, you need to'

Guide 2
Domain Name CNAME ® Type T Scenario Region T Status T Added Time
op (0] .com Playbacik Domain css ;;m:i;:mnese Enabled 2024-01-03 18:13:40
iop (D _com Playback Domain css Chinese mainiand Enabled 2023-12-05 11:13:42
top @ com Playback Domain css Chinese mainland Enabled 2023-11-24 16:19:06
top ® .com Playback Domain css Chinese mainland Enabled 2023-11-24 141259
top @ com Push Domain css Global Enabled 2023-09-19 191042
wtop (D .com Playback Domain css Chinese mainiand Enabled 2023-08-31 18:21:23
@ com Playback Domain css Chinese mainland Enabled 2023-03-10 14:38:54
top @ com Playback Domain css Chinese mainland Enabled 2023-03-10 14:37:32
com @ com Push Domain css Global Enabled 2021-08-31 16:52:03

2. Under the Access control tab, find Access control by region. Click

to disable access control by region.
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Cloud Streaming Services

Access control by region

Specify an allowlist/blocklist of regions from which playback requests are allowed/banned.

v [@]

e Allowlist
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Remote Authentication Configuration

Last updated : 2024-06-17 17:00:55

With remote authentication, after authenticating a push/playback request for hotlink protection, CSS will call your
server APl to send the request to your server so that you can determine whether the request is legitimate. Based on
the result your server returns, CSS will approve or reject the push/playback request. This ensures more precise

authentication and improves security. However, you need to develop your own authentication server.

u

Remote authentication server

Workflow

Remote authentication works as follows:

) )
&R
o—> . =
s ) e —
=
User request Origit
No Description
1 A request is sent to CSS.
2 If remote authentication is enabled for the domain, CSS will process the request as specified and then
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send it to your authentication server.

Cloud Streaming Services

should be approved, while the code 403 indicates that the request should be rejected.

4 CSS approves or rejects the request based on the result.

Prerequisites

You have activated CSS and logged in to the CSS console.

You have added a playback domain name.

Configuring Remote Authentication

Your authentication server returns the result. The HT TP status code 200 indicates that the request

1. Select Domain Management on the left sidebar. Click the name of the target playback domain or click Manage on

the right to enter the domain management page.

Domain Management

Push domain: CSS provides you with a default push domain, you ean aiso add your ICP fied domain for live push.

Playback domain: You need to add your |CP filed domain for live playback. For more information on domain management, please see Domain Management [4 and CNAME Configuration [4 According to relevant reguiations, to accelerate a domain in the Chinese mainiand, you need to verify your

Guide 2
Domain Name CNAME @
@ com
[o] com
® com
o} com
o com
o) com
] 0
@ com
@ .com

Type T

Playback Domain

Playback Domain

Playback Domain

Playback Domain

Push Domain

Playback Domain

Playback Domain

Playback Domain

Push Domain

2. Under the Access Control tab, find Remote authentication.

©2013-2022 Tencent Cloud. All rights reserved.

Region T

Outsige Chinese mainiand

Chinese mainiand

Chinese mainiand

Chinese mainiand

Global

Chinese mainland

Chinese mainland

Chinese mainland

Global

Status T

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Added Time

2024-01-03 18:13:40
2023-12-05 11:13:42
2023-11-24 16:19:06
2023-11-24 14:12:59
2023-09-19 19:10:42
2023-08-3118:21:23
2023-03-10 14.38:54
2023-03-10 14:37:32

2021-08-31 16:52.03

Page 204 of 553


https://console.intl.cloud.tencent.com/live/livestat
https://intl.cloud.tencent.com/document/product/267/35970
https://console.intl.cloud.tencent.com/live/domainmanage

@ Tencent Cloud Cloud Streaming Services

Domain Management / (I origin server mode &

Basic Info Playback Configuration Template Configuration Advanced Configuration

Key Authentication

The authentication key is used to generate the txSecret parameter in the live streaming URL for authentication, which prevents unauthorized playback caused by domain name disclosure.
streaming URL using the authentication key? [4

Referer

The Referer HTTP header field is used to identify and filter a request. How to use Referer for authentication? [2

Refere C)

IP allowlist/blocklist

‘You can use IP allowlist/blocklist to filter requests by IP. How to use IP allowlist/blocklist? [Z

Block playback by protocol

Block playback that uses certain protocols

MP playback Enable

k FLV playback Close

Block HLS playback Close

Close

Close

Access control by region

Specify an allowlist/blocklist of regions from which playback requests are allowed/banned. Learn more [4

»

Remote authentication(®

Passes through requests to your own authentication server so that you can determine whether to approve a request. This ensures more precise authentication. Learn more [£

3. Click

to enable remote authentication and complete the following settings:
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Remote authentication

Request method FOST v

URL authentication

Farametiers to keep = O Keep all Remove all Keep specified parameters

Custom parameters o add Type Field Value Operation

Select - host - Shost Delete

Add

Fequest header

authentication

Reguest header to keep = Keep all Remove all O Keep specified parameters | valueljvalueZ

Custom parameters to add Type Field Value Operation

Select - User-Agent - FlUser-Agent Delete

Add

meout period (ms) per try = 3000
Max retries = - 1 +
Behavior upon timeout(® O Approve Reject

Asynchronous Authentication @ D

Save Cancel
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Configuration ltem
Authentication server address

Request method

Parameters to

keep

URL

authentication
Custom
parameters to add
Request header to
keep

Request

header

authentication
Custom

parameters to add

Timeout period (ms) per try

Max retries

©2013-2022 Tencent Cloud. All rights reserved.

Cloud Streaming Services

Description

The address of your authentication server (required). Format:
http(s)://+Domain or IP address+Port+Path.

POST is selected by default. You can also use HEAD or GET.

All URL parameters are kept by default. You can also specify
parameters to keep or remove all parameters.

If you select "Keep specified parameter", fill in the box the parameters
you want to keep. Separate them with |, as in value1|value2.

The parameters are case-sensitive (“key” and “KEY” are different
parameters).

Click "Add" to add authentication parameters (max 50). You can
either select a parameter to add or add a custom parameter.

The parameters you can select include "host", "uri", "client_ip", and
"cdn_ip", which represent the playback domain, the original request
URL, the client IP address, and the CDN IP address respectively.

If you select "Custom", "Parameter" and "Value" are required. The
names and values are case-sensitive ("key" and "KEY" are different
parameters). Chinese characters are not allowed.

All URL parameters are kept by default. You can also specify
parameters to keep or remove all parameters.

If you select "Keep specified parameter”, fill in the box the parameters
you want to keep. Separate them with |, as in value1|value2.

If you select "Keep all", the CDN node will delete the host header. If
you want to keep it, select "Keep specified parameter” or add a
custom parameter.

The parameters are case-insensitive.

Click "Add" to add authentication parameters (max 50). You can
either select a parameter to add or add a custom parameter.

The parameters you can select include "User-Agent", "Referer", and
"X-Forwarded-For", which represent the system and browser
information of the user, the referer of the URL, and the URL disguise.
If you select "Custom”, "Parameter" and "Value" are required. The
names and values are case-insensitive. Chinese characters not
allowed.

This is required. Enter a value between 500 and 3000. The default is
3000.

Enter a value between 0 and 3. The default is 1.
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Behavior upon timeout The default is "Approve". You can also set it to "Reject”.
Whether to approve or reject a request if the system does not receive
aresponse (HTTP status code 200 or 403) after the total timeout
period elapses (Total timeout period = Timeout period per try x (Max
retries + 1)).

Asynchronous authentication is disabled by default. You may enable
this feature manually based on your specific business requirements.
Once enabled, playback will commence without waiting for the
remote authentication result, allowing for immediate content viewing.
If the remote authentication subsequently fail, the playback will be
disconnected. This approach avoids the issue of increased initial
screen load time due to the latency of remote authentication. In the
asynchronous authentication mode, the authentication for ts and
m3u8 files in the HLS protocol will not be effective, and synchronous
authentication will continue to be maintained.

Asynchronous Authentication

4. Click Save.
Note:
After configuring the remote authentication feature, it will take approximately 10 minutes to become effective. We

appreciate your patience during this time.

Remote authentication®

Passes through reguests to your own authenfication server so that you can determine whether to approve a request. This ensures more precise authentication. Learn more [

) Deploying [edit

https-ifwww example.com:8080/ApilRemoteAuthenticationinterface
POST

uthentication Keep all

Select host $host

Kept parameters: valuel|value2

Value

Select User-Agent Slser-Agent

Timeout period (ms) per tr 3000
1times
Approve

Asynchronous Authentication Enable
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Modifying Remote Authentication Settings

Cloud Streaming Services

1. Select Domain Management on the left sidebar. Click the name of the target playback domain or click Manage on

the right to enter the domain management page.

Domain Management

Push domain: CSS provides you with a default push domain, yeu can also add your ICP filed domain for live push

Playback domain: You need to add your |CP filed domain for live playback. For more information on domain management, please see Domain Management [4 and CNAME Configuration [4 According to relevant reguiations, to accelerate a domain in the Chinese mainiand, you need to verify your

Guide 2
Add Domain Edit Tag Certificate Management
Domain Name CNAME ©

® ®@ ® @& &6 © 6 0 O
E

2. Under the Access Control tab, find Remote authentication and click Edit.

3. Modify the settings and click Save.

©2013-2022 Tencent Cloud. All rights reserved.

Type T

Playback Domain

Playback Domain

Playback Domain

Playback Domain

Push Domain

Playback Domain

Playback Domain

Playback Domain

Push Domain

Region T

Outsige Chinese mainiand

Chinese mainiand

Chinese mainland

Chinese mainland

Global

Chinese mainland

Chinese mainland

Chinese mainland

Global

Status T

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Added Time
2024-01-03 18:13:40
2023-12-05 1111342
2023-11-24 16:19:08
2023-11-24 1411259
2023-09-19 19:10:42
2023-08-31 18:21:23
2023-03-10 14:38:54
2023-03-10 14:37:32

2021-08-31 16:52:03
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Remote authentication (i)

Passes through requests to your own authentication server so that you can determine whether to approve a request. This ensures more precise authentication. Learn more [

Remaote authentication ()Activ
Authentication server address https:ifwww.example.com:8080/ApilRemoteAuthenticationinteriace
Request method POST

URL authentication Keep all

Select host Shost

Reguest header authentication kept parameters: valuel|value2

Select User-Agent SUser-Agent

meout period (ms) per tr 3000
etries 1times
Behavior upon timeout Approve

Asynchronous Authentication Enable

Disabling Remote Authentication

1. Select Domain Management on the left sidebar. Click the name of the target playback domain or click Manage on

the right to enter the domain management page.
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Domain Management

Push domain: CSS provides you with & default push domain, you can alse add your ICP filed domain for live push.
Playback domain: You need to add your ICP filed domain for live playback. For more information on domain management, please see Domain Management [2 and CNAME Configuration [2 According to relevant regulations, to accelerate a domain in the Chinese mainland, you need to verify your

Guide [2

Add Domain Edit Tag

Domain Name

Certificate Management

CNAME @ Type T

0] .com Playback Domain
o] com Playback Domain
0] +.com Playback Domain
[o] w.com Playback Domain
[0] -com Push Domain
[0] com Playback Domain
@ com Playback Domain
@ com Playback Domain
@ Lcom Push Domain

Scenario

2. Under the Access Control tab, find Remote authentication, and click

to disable remote authentication.

Remeote authentication(i)

Region Y

Qutside Chinese mainland ~ Enabled

Chinese mainland

Chinese mainland

Chinese mainland

Global

Chinase mainiand

Chinase mainiand

Chinese mainiand

Global

Cloud Streaming Services

Status T Added Time

2024-01-03 18.13:40

Enabled 2023-12-05 11:13.42
Enabled 2023-11-24 16:19.06
Enabled 2023-11-24 14:12:59
Enabled 2023-08-19 19:10:42
Enabled 2023-08-31 18:21:23
Enabled 2023-03-10 14:38:54
Enabled 2023-03-10 14:37:32
Enabled 2021-08-31 16:52:03

Passes through requests to your own authentication server so that you can determing whether to approve a request. This ensures more precise authentication. Learn more [4

nttps-/fwww. example.com:8080/Api/RemoteAuthenticationinterface

POST

Keep all

Select host

Kept parameters: valuei|value2

Select User-Agent

3000
1times
Approve

Enable

Shost

Slszer-Agent

3. To disable the remote authentication configuration, it is expected to take effect in about 10 minutes. Click Confirm.

©2013-2022 Tencent Cloud. All rights reserved.
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Disable remote authentication W

The change will take effect in about 10 minutes. Do you want to continue?
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Certificate Management

Last updated : 2024-07-11 17:45:00

Normally, live streaming domain names use the Hypertext Transfer Protocol (HTTP). HTTP can be converted to
Hyper Text Transfer Protocol over Secure Socket Layer (HTTPS) using SSL/TLS protocol for encrypted data

transmission. You can go to Certificate Management to query and configure SSL certificates for domain names.

How to Configure

The purpose of configuring an SSL certificate for a domain name is to encrypt key user data for secure transmission. A
Secure Sockets Layer (SSL) certificate allows a site to switch from HTTP (HyperText Transfer Protocol) to its SSL-

based encrypted version HTTPS (HyperText Transfer Protocol over Secure Socket Layer).

Configuring Certificate

1. Go to Domain Management in the CSS console, and click Certificate Management to go to the certificate

management page.
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Domain Management

Push domain: £55 provides you with a default push demain, you can also add your ICP filed domain for live push.
Playback domain: You need to add your ICP filed domain for live playback. For more information on domain management, please see Domain Management [ and CNAME Configuration [ According to relevant regulations, to accelerate a domain in the Chi
Identity Verification Guide .

Y

Domain Name CNAMEQ) Type 7 Scenario Region 7 Status T Added
1top 0] com @ Plsyback Domain css Global Ensbled 2024-00
.top @ com @ Playback Domain css Outside Chinese Enabled 2024-0

mainland
10p 0] om O Playback Domain css Chinese mainland Enabled 2023-1:
Lop 0] com @ Playback Domain 55 Chinese mainland Enabled 20231
Ltop o com B Playback Domain 55 Chinese mainland Enabled 20231
top 0] com @ Push Domain 55 Global Enabled 202300
top 0] com @ Playback Domain s Chinese mainland Enabled 20230
top ©)] com B Playback Domain 55 Chinese mainland Enabled 20230
top o) com B Playback Domain 55 Chinese mainland Enabled 20230
com @ om @ Push Domain css Global Enabled 2021-0:

2. Click Configure Certificate to add a certificate configuration.

“  Certificate Management

You can uplaad your own certificate or go ta SSL Certificate Service [ to appy for a free DV SSL certificate issued by TrustAsia.

N

Configure Certificate

Domain Name Remarks HTTPS Configuration Expiration Time §

No data yet

3. In the certificate configuration pop-up window, select a certificate source:
Self-owned certificate: enter remarks, content, and key of this certificate. After the configuration is saved, the
certificate info will be synced to Certificate Management in the SSL Certificate Service console. For details about how

to set the certificate content and key, please see HTTPS Configuration.
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Configure Certificate x

o Upload Certificate >

_ertificate Source ONEW Existing

View Sample &

View Sample &

Mext

Tencent Cloud-hosted certificate: select a certificate you purchased in the SSL Certificate Service console.
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Configure Certificate x

o Upload Certificate >

_ertificate Source Mew OExisting

D Domain Mame Expiration Time

o certificate is added. Please go to Certificate Management & to

Mext

4. After the certificate is confirmed to be available, click Next to enter the domain name configuration page.
5. In Bind Domain Names, select one or more playback domain names which match the certificate. If a selected
domain name is already bound to a certificate, the new certificate will apply.

6. In Selected, you can view selected domain names and whether their HTTPS configuration is enabled.
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Configure Certificate

° Upload Certificate b o Select domain name

Certificate Info

Expiration Time  2022-07-07 07:58:59

Bind Domain Names Selected (1) Enable HTTPS Configurat
Q Domain Name HTTPS Configuration
Domain Name Certificate e... HTTPS Confi...
Enable
2022-07-070..  Close
+—

7. Choose whether to enable HTTPS Configuration for selected domain names:

Note:

Toggling Enable HTTPS Configuration on will enable HTTPS configuration for the domain names.

Enable HTTPS Configuration is enabled by default. If you toggle this button off, the HTTPS configuration status of
the domain names will not change after binding, with only their certificate updated.

8. Click Confirm.
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Viewing Certificate Configuration

After you configure a certificate, you can go to Certificate Management to view its configuration, including the domain

name, remarks, source, HTTPS configuration, and expiration time.

Configure Certificate

Domain Name Remarks Certificate Source HTTPS Configuration Expiration Time
Self-owned certificate Enabled 2020-12-30 16:00:00
Self-owned certificate Enabled 2020-12-31 16:00:00
Self-owned certificate Enabled 2020-12-30 16:00:00
Tencent Cloud-hosted certificate Disabled 2022-07-07 07:59:58
Self-owned certificate Disabled 2020-12-30 16:00:00

Total items: 5 10~

Updating Certificate Configuration

1. Go to Certificate Management, find the target certificate configuration in the list, and click Update on its right.

Tencent Cloud-hosted certificate Dizabled 2022-07-07 0T:5%:5¢

2. On the certificate configuration page, configure the certificate again.

3. Click Confirm.

Deleting Certificate Configuration

1. Go to Certificate Management, find the target certificate configuration in the list, and click Delete on its right.
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@ Tencent Cloud Cloud Streaming Services

Tencent Cloud-hosted certificate Dizakled 2022-07-07 07:58:2

2. In the confirmation pop-up window, click Confirm.

Unbind Certificate *

After you unbind the certificate, the corresponding domain name cannot use HTTPS
cenfiguration. Are you sure you want to unbind it?

Confirm Cancel

Note:

After you unbind the certificate, the domain names cannot use HTTPS configuration.
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Stream Management

Last updated : 2024-07-16 09:36:23

Log in to the CSS console and enter Stream Management. Stream Management includes interrupting live streams
and disabling live streams, as well as viewing Live Streams, Primary/Backup Streams, Stream History,

Disabled Streams, and their detailed information. Here is a brief introduction and usage of these features:

Live Streams Management

Log in to the CSS console, then navigate to Stream Management > Live Streams, and perform operations according

to your actual business needs.

Preview live stream

In the Live Streams list, you can select the domain and corresponding online stream you want to query. Click

"Preview" on the right to view the real-time live streaming image.

Stream Management

ams I Primary/Backup streams Stream History Disabled Streams v 0 Ex

StreamName Domain Name AppMName Status Playback Delayed

View stream data

Click on the stream data on the right side to view detailed information of the online live stream, such as traffic,

bandwidth, frame rate, bitrate, etc.
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@ Tencent Cloud Cloud Streaming Services

Stream Management

Primary/Backup streams Stream History Disabled Streams v O E

StreamName Domain Name AppMName Status Playback Delayed

Interrupt live stream

Click Stream Interruption on the right to interrupt the current live stream publishing.
Note:

After the interruption, the current live stream will stop publishing. You can resume the live stream by republishing with

the same Stream Name.

Stream Management

Primary/Backup streams Stream History Disabled Streams v O E

StreamName Domain Name AppMName Status Playback Delayed

Disable live stream

Click Disable to disable the live stream.
Note:
After disabling, the current live stream will stop publishing (republishing is not possible for the current Stream Name

until it is re-enabled). You can manually resume it or it will be automatically enabled after 7 days by default.
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Stream Management

Primary/Backup streams Stream History Disabled Streams h O E

StreamName Domain Name AppMame Status Playback Delayed

live On live No

Primary and backup stream management

The primary and backup stream feature refers to the system's ability to automatically merge and output two live
streams with the same Stream ID. The primary stream's content is prioritized for playback. If there are issues with the
primary stream's content, you can automatically or manually switch to the backup stream content to ensure the
stability of the live image. The primary and backup streams can be enabled or disabled for optimal scheduling. When
optimal scheduling is enabled, the system will dynamically evaluate the quality of each stream and select the highest-
quality stream as the primary stream.

Log in to the CSS console, then navigate to Stream Management > Primary/Backup streams, and perform

operations according to your actual business needs.

Preview live stream

Click Preview on the right to view the real-time live streaming image.

Stream Management

Dizabled Streams O E

StreamName Stream count Auto-switch

View stream data

Click on the stream data on the right side to view detailed information of the online live stream, such as traffic,
bandwidth, frame rate, bitrate, etc.
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Stream Management

Live Streams I Primary/Backup streams I Stream History Disabled Streams O E
StreamName Stream count Auto-switch
- »

Optimal Scheduling Management

Enable optimal scheduling

Click

, to enable optimal scheduling. When optimal scheduling is enabled, the system will dynamically evaluate the quality

of each stream and select the highest-quality stream as the primary stream.

Stream Management

Live Streams | Primary/Backup streams I Stream History Disabled Streams 0 |
StreamName Stream count Auto-switch

' @]

Disable Optimal Scheduling
Click

, to disable optimal scheduling.
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Stream Management

I Stream Histary Disabled Streams O

StreamName Stream count Auto-switch

Primary and Backup Stream Switching

Click on the left-pointing triangle to expand the manual switch to the standby option.
Click the Switch on the right side to switch between the main and backup streams. By manually switching the main

and backup streams, you can flexibly deal with issues that may arise during the live broadcast.

Stream Management

Live Streams Primary/Backup streams Stream History Disabled Streams 0

StreamName Stream count Auto-switch

+
E Irnm 2 (:)

StreamName Domain Name AppName Push Start Time Primary Sou
live 2023-10-17 09:3%:46 No Push

live 2023-10-17 09:3%:11 Yes Push

Stream History Management

Log in to the CSS console, then navigate to Stream Management > Stream History, You can query historical live

stream data and perform operations according to your actual business needs.

Disable Historical Live Stream

In the historical stream list, you can select the domain name to be queried and the corresponding historical live
stream. Click Disable to disable the historical live stream.

Note:

After being disabled, the current live broadcast will stop pushing (streaming cannot be re-pushed until the current

StreamName is restored). It can be manually restored or automatically enabled after 7 days by default.
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You can view stream history in the past 7 days under the Stream History tab or query records in the past month in

Stream Interruption Records.

Stream Management

Live Streams Primary/Backup streams II Disabled Streams v o

StreamName Domain Name Push End Time
.org

«com keg 2023-10-16 21:54:13

.com
.com 2023-10-16 21:53:38
Scom

View stream data

Click on the stream data on the right side to view detailed information of the online live stream, such as traffic,

bandwidth, frame rate, bitrate, etc.

Stream Management

Live Streams Primary/Backup streams II Disabled Streams v 0 I
StreamName Domain Name AppName Push End Time
.com ve 2023-10-16 21:54:13
.com ve 2023-10-16 21:53:58

Disabled Streams Management

Log in to the CSS console, then navigate to Stream Management >Disabled Streams, and perform operations

according to your actual business needs.

Enable live streaming

In the Disabled Streams list, select the corresponding disabled live stream and click Enable to resume the live stream

publishing.
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Stream Management

Live Streams Primary/Backup streams Stream History Disabled Streams

StreamName Status Operation

Disabled Streaming

View stream data

Click on the stream data on the right side to view detailed information of the online live stream, such as traffic,

bandwidth, frame rate, bitrate, etc.

Stream Management

Live Streams Primary/Backup streams Stream History I Disabled Streams I

StreamName Status Operation

Disabled Enab\elSt'eam ng
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Package Management

Last updated : 2023-10-30 11:17:55

You can view the usage of your traffic and transcoding plan in the CSS console.

Traffic plan

Select plan on the left sidebar. You can do the following under the Traffic plan tab:
View the usage, purchase time, expiration time, and status (unused, in use, exhausted, expired, or frozen) of your

traffic plan.

Cloud Streaming

Resource Plan/Plugin Management

Traffic plan Transcoding plan
Buy plan Usage details

Services

Domain

Stream
Creation Ti... +

Na data yet

Feature
Configuration

View the deduction details of your traffic plan, including the plan ID, plan type, usage, deduction type, deduction
ratio, deducted amount, and deduction time. Usage statistics are updated at the time of billing each day (the

exact billing time may vary). For details about how deductions work, see Prepaid plan.

€ Usage details

Resource Pack Type | Traffic plan v Deduction time | 2023-10-24  ~ 2023-10-24 m

Mo data yet

View your current billing mode in the top right corner. Traffic plan can be used for deduction only in daily bill-by-

traffic mode. If you use other modes, your plan will be frozen and their validity will not be extended.
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Click Buy plan to go to the purchase page to buy traffic plan.
Note
Before you buy a plan, please read Traffic plan to learn about the billing details and limits.

You can refund a plan in the console if it meets the requirements of our refund policy.

Transcoding plan

Select plan on the left sidebar. You can do the following under the Transcoding plan tab:
View the usage, purchase time, expiration time, and status of standard transcoding plan and TSC transcoding

plan.

Cloud Streaming

Resource Plan/Plugin Management
Services

= Traffic plan Transcoding plan
Overview
Buy plan Usage details

Domain

Stream
Creation Ti... +

| ED

No data yet

Feature
Configuration

View the usage details of standard transcoding plan and TSC transcoding plan, including the plan ID, plan type,
usage, deduction type, deduction ratio, deducted amount, and deduction time. Usage statistics are updated at the

time of billing each day (the exact billing time may vary).

€& Usage details

Resource Pack Type | Transceding plan b Deduction time | 2023-10-24  ~ 2023-10-24 m

No data yet

View your current billing mode in the top right corner. Transcoding plan can be used for deduction only in daily bill-
by-traffic mode. If you use other modes, your plan will be frozen and their validity will not be extended.

Click Buy plan to go to the purchase page to buy transcoding plan.
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Note
Before you buy a plan, please read Standard Transcoding plan and TSC Transcoding plan to learn about the billing

details and limits.
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Feature Configuration
Live Watermarking

Last updated : 2023-09-26 12:53:46

CSS supports the watermark feature. It adds watermarks to the live streaming screen to protect video content from
theft. This document describes how to create, modify, bind, unbind, and delete a watermark template in the console.
You can create a watermark template in the following ways:

Create a watermark template in the CSS console. For more information, please see Creating Watermark Template.

Create a watermark template by calling an API. For more information, please see AddLiveWatermark.

Notes

After creating a template, you can bind it to a push domain name. The binding will take effect in 5-10 minutes.

The watermark templates are managed at the domain name level in the console, and rules created by APIs cannot be
canceled there for the time being. If you bound the watermark configuration to a specified stream through the
watermark management APl and want to unbind them, you need to call the DeleteLiveWatermark API.

Binding, unbinding, and modifying a template affect only new live streams after the update but not ongoing ones. To
make the new rule take effect for ongoing live streams, you need to interrupt them and push them again.

Prerequisites

You have activated the CSS service and added a push domain name.

Creating Watermark Template

1. Log in to the CSS console and select Feature Configuration > Live Watermarking.

2. Click Create Watermark Template.

3. Enter a watermark name, which can contain up to 30 letters, digits, underscores (_), and hyphens (-).

4. Click Select image to upload an image as the watermark.

Note :

For the best visual effect, the watermark should be a transparent image in PNG format; the image size should be
smaller than 2MB; the uploaded image file name should only support: English, numbers, and symbols - | _ . *.

5. Set the watermark image preview window size:

Default width and height values: Width 1920px, Height 1080px.
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