@ Tencent Cloud Cloud Streaming Services

Cloud Streaming Services

APl Documentation

Product Documentation

Tencent Cloud

©2013-2022 Tencent Cloud. All rights reserved. Page 1 of 588



@ Tencent Cloud Cloud Streaming Services

Copyright Notice
©2013-2024 Tencent Cloud. All rights reserved.

Copyright in this document is exclusively owned by Tencent Cloud. You must not reproduce, modify, copy or distribute

in any way, in whole or in part, the contents of this document without Tencent Cloud's the prior written consent.

Trademark Notice

2y Tencent Cloud

All trademarks associated with Tencent Cloud and its services are owned by Tencent Cloud Computing (Beijing)
Company Limited and its affiliated companies. Trademarks of third parties referred to in this document are owned by

their respective proprietors.
Service Statement

This document is intended to provide users with general information about Tencent Cloud's products and services
only and does not form part of Tencent Cloud's terms and conditions. Tencent Cloud's products or services are
subject to change. Specific products and services and the standards applicable to them are exclusively provided for in

Tencent Cloud's applicable terms and conditions.

©2013-2022 Tencent Cloud. All rights reserved. Page 2 of 588



&2 Tencent Cloud

AP| Documentation
History
Introduction
API Category
Making API Requests

Request Structure
Common Params
Signature v3
Signature

Responses

Live Transcoding APls

DeleteLiveTranscodeRule
DeleteLiveTranscodeTemplate
DescribeLiveTranscodeRules
DescribeliveTranscodeTemplate
DescribeLiveTranscodeTemplates
CreateLiveTranscodeTemplate
ModifyLiveTranscodeTemplate

CreateLiveTranscodeRule

Delayed Playback Management APls

AddDelayLiveStream
DescribelLiveDelaylInfoList

ResumeDelayLiveStream

Domain Name Management APls

AddLiveDomain
AuthenticateDomainOwner
DeleteLiveDomain
DescribeLiveDomain
DescribeLiveDomains
EnableLiveDomain
ForbidLiveDomain

ModifyLivePlayDomain

Watermark Management APls

AddLiveWatermark

CreateLiveWatermarkRule

©2013-2022 Tencent Cloud. All rights reserved.

Contents

Cloud Streaming Services

Page 3 of 588



&2 Tencent Cloud Cloud Streaming Services

DeleteLiveWatermark
DeleteLiveWatermarkRule
DescribeLiveWatermark
DescribeLiveWatermarkRules
DescribeLiveWatermarks
UpdateLiveWatermark

Certificate Management APls
DescribelLiveDomainCert
DescribeLiveDomainCertBindings
ModifyLiveDomainCertBindings
UnBindLiveDomainCert
DescribeLiveCert
DescribeLiveCerts

Live Stream Mix APls
CancelCommonMixStream
CreateCommonMixStream

Stream Pulling APIs
RestartLivePullStreamTask
DeleteLivePullStreamTask
DescribeLivePullStreamTasks
ModifyLivePullStreamTask
CreateLivePullStreamTask

Recording Management APIs
DescribeRecordTask
CreateLiveRecordRule
CreateLiveRecordTemplate
CreateRecordTask
DeleteLiveRecordRule
DeleteLiveRecordTemplate
DeleteRecordTask
DescribeLiveRecordRules
DescribeLiveRecordTemplate
DescribeLiveRecordTemplates
ModifyLiveRecordTemplate
StopRecordTask

Time Shifting APls
CreateLiveTimeShiftRule

CreateLiveTimeShiftTemplate

©2013-2022 Tencent Cloud. All rights reserved. Page 4 of 588



&2 Tencent Cloud Cloud Streaming Services

DeleteLiveTimeShiftRule
DeleteLiveTimeShiftTemplate
DescribeLiveTimeShiftRules
DescribeLiveTimeShiftTemplates
DescribeTimeShiftRecordDetail
DescribeTimeShiftStreamList
ModifyLive TimeShiftTemplate
Live Callback APIs
CreateLiveCallbackRule
CreateLiveCallbackTemplate
DeleteLiveCallbackRule
DeleteLiveCallbackTemplate
DescribeLiveCallbackRules
DescribelLiveCallbackTemplate
DescribelLiveCallbackTemplates
ModifyLiveCallbackTemplate
Screencapturing and Porn Detection APls
CreateLiveSnapshotRule
CreateLiveSnapshotTemplate
CreateScreenshotTask
DeleteLiveSnapshotRule
DeleteLiveSnapshotTemplate
DescribeLiveSnapshotRules
DescribeLiveSnapshotTemplate
DescribeLiveSnapshotTemplates
ModifyLiveSnapshotTemplate
Authentication Management APIs
DescribeLiveDomainReferer
DescribelLivePlayAuthKey
DescribelLivePushAuthKey
ModifyLiveDomainReferer
ModifyLivePlayAuthKey
ModifyLivePushAuthKey
Monitoring Data Query APls
DescribeAllStreamPlaylnfoL.ist
DescribeGroupProlspPlaylnfoList
DescribeHttpStatusinfoList

DescribeLiveDomainPlayInfoList

©2013-2022 Tencent Cloud. All rights reserved. Page 5 of 588



2 Tencent Cloud Cloud Streaming Services

DescribeLiveStreamPushinfoList
DescribeLiveTranscodeDetaillnfo
DescribePlayErrorCodeDetailInfoList
DescribePlayErrorCodeSuminfoList
DescribeProlspPlaySuminfoList
DescribeProvincelspPlayInfoList
DescribeStreamDayPlayInfoList
DescribeStreamPlayInfolList
DescribeStreamPushlinfoList
DescribeTopClientlpSuminfoList
DescribeVisitTopSuminfoList

Billing Data Query APls
DescribeAreaBillBandwidthAndFluxList
DescribeDeliverBandwidthList
DescribeLiveTimeShiftBillInfoList
DescribeLiveTranscodeTotallnfo
DescribeScreenShotSheetNumList
DescribeTranscodeTaskNum
DescribeUploadStreamNums
DescribeConcurrentRecordStreamNum
DescribeBillBandwidthAndFluxList

Live Stream Management APIs
DescribeLiveForbidStreamList
DescribeLiveStreamEventList
DescribeLiveStreamOnlineList
DescribeLiveStreamPublishedList
DropLiveStream
ResumelLiveStream
DescribeLiveStreamState
ForbidLiveStream

Data Types

Error Codes

©2013-2022 Tencent Cloud. All rights reserved. Page 6 of 588



@ Tencent Cloud Cloud Streaming Services

AP| Documentation
History

Last updated : 2023-09-20 11:50:54

Release 35

Release time: 2023-09-20 11:38:24
Release updates:

Improvement to existing documentation.
New APls:

o RestartLivePullStreamTask

Release 34

Release time: 2023-09-20 10:28:23
Release updates:

Improvement to existing documentation.
Modified data structures:

¢ PullStreamTasklInfo

o New members:RecordTemplateld, BackupToUrl

Release 33

Release time: 2023-07-25 15:54:49
Release updates:

Improvement to existing documentation.
New APls:

¢ DescribeRecordTask
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https://intl.cloud.tencent.com/document/api/267/56967
https://intl.cloud.tencent.com/document/api/267/30767#PullStreamTaskInfo
https://intl.cloud.tencent.com/document/api/267/56133

&2 Tencent Cloud

New data structures:

o RecordTask

Release 32

Release time: 2023-05-15 11:50:28
Release updates:

Improvement to existing documentation.
New APls:

o DescribeBillBandwidthAndFluxList

New data structures:

« BillDatalnfo

Release 31

Release time: 2023-04-28 10:49:30
Release updates:

Improvement to existing documentation.
New APls:

o CreateScreenshotTask

Modified data structures:

» CallBackTemplatelnfo
o New members:AudioAuditNotifyUrl

Release 30

Release time: 2023-02-21 16:13:45

Release updates:

©2013-2022 Tencent Cloud. All rights reserved.
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https://intl.cloud.tencent.com/document/api/267/30767#RecordTask
https://intl.cloud.tencent.com/document/api/267/36098
https://intl.cloud.tencent.com/document/api/267/30767#BillDataInfo
https://intl.cloud.tencent.com/document/api/267/54799
https://intl.cloud.tencent.com/document/api/267/30767#CallBackTemplateInfo

&2 Tencent Cloud

Improvement to existing documentation.

New APIs:

» CreateLiveTimeShiftRule

» CreateLiveTimeShiftTemplate

» DeleteLiveTimeShiftRule

o DeleteLiveTimeShiftTemplate

» DescribeLiveTimeShiftRules

o DescribeLiveTimeShiftTemplates
» DescribeTimeShiftRecordDetalil
o DescribeTimeShiftStreamList

» ModifyLiveTimeShiftTemplate

New data structures:

+ TimeShiftRecord
« TimeShiftStreamInfo

o TimeShiftTemplate

Release 29

Release time: 2023-01-17 17:37:46

Release updates:

Improvement to existing documentation.

Modified data structures:

CallBackRulelnfo

o Modified members: CreateTime, UpdateTime, Templateld, DomainName, AppName

CertInfo

Cloud Streaming Services

o Modified members: Certld, CertName, Description, CreateTime, HitpsCrt, CertType, CertExpireTime,

DomainList

DomainCertinfo

o Modified members: Certld, CertName, Description, CreateTime, HitpsCrt, CertType, CertExpireTime,

DomainName, Status, CertDomains, CloudCertld

Domainlinfo

o Modified members: Name, Type, Status, CreateTime, BCName, TargetDomain, PlayType, IsDelayLive,

CurrentCName, RentTag, RentExpireTime, IsMiniProgramLive

©2013-2022 Tencent Cloud. All rights reserved.
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https://intl.cloud.tencent.com/document/api/267/53726
https://intl.cloud.tencent.com/document/api/267/53725
https://intl.cloud.tencent.com/document/api/267/53724
https://intl.cloud.tencent.com/document/api/267/53723
https://intl.cloud.tencent.com/document/api/267/53722
https://intl.cloud.tencent.com/document/api/267/53721
https://intl.cloud.tencent.com/document/api/267/53720
https://intl.cloud.tencent.com/document/api/267/53719
https://intl.cloud.tencent.com/document/api/267/53718
https://intl.cloud.tencent.com/document/api/267/30767#TimeShiftRecord
https://intl.cloud.tencent.com/document/api/267/30767#TimeShiftStreamInfo
https://intl.cloud.tencent.com/document/api/267/30767#TimeShiftTemplate
https://intl.cloud.tencent.com/document/api/267/30767#CallBackRuleInfo
https://intl.cloud.tencent.com/document/api/267/30767#CertInfo
https://intl.cloud.tencent.com/document/api/267/30767#DomainCertInfo
https://intl.cloud.tencent.com/document/api/267/30767#DomainInfo
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ForbidStreamInfo

o Modified members: StreamName, CreateTime, ExpireTime, AppName, DomainName

LiveDomainCertBindings

Cloud Streaming Services

o Modified members: DomainName, CertificateAlias, CertType, Status, CertExpireTime, Certld, CloudCertld,

UpdateTime

Rulelnfo

o Modified members: CreateTime, UpdateTime, Templateld, DomainName, AppName, StreamName

WatermarklInfo

o Modified members: Watermarkld, PictureUrl, XPosition, YPosition, WatermarkName, Status, CreateTime,

Width, Height

Release 28

Release time: 2023-01-03 15:23:15
Release updates:

Improvement to existing documentation.
New APls:

» DescribeAllStreamPlayInfoList

o DescribeStreamPushlinfoList

Modified APlIs:

» CreateLiveCallbackTemplate
o New input parameters:PushExceptionNotifyUrl
» ModifyLiveCallbackTemplate

o New input parameters:PushExceptionNotifyUrl

New data structures:

» MonitorStreamPlayInfo
» PushQualityData

Modified data structures:

» CallBackTemplatelnfo

o New members:PushExceptionNotifyUrl

©2013-2022 Tencent Cloud. All rights reserved.
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https://intl.cloud.tencent.com/document/api/267/30767#ForbidStreamInfo
https://intl.cloud.tencent.com/document/api/267/30767#LiveDomainCertBindings
https://intl.cloud.tencent.com/document/api/267/30767#RuleInfo
https://intl.cloud.tencent.com/document/api/267/30767#WatermarkInfo
https://intl.cloud.tencent.com/document/api/267/37306
https://intl.cloud.tencent.com/document/api/267/36094
https://intl.cloud.tencent.com/document/api/267/30815
https://intl.cloud.tencent.com/document/api/267/30809
https://intl.cloud.tencent.com/document/api/267/30767#MonitorStreamPlayInfo
https://intl.cloud.tencent.com/document/api/267/30767#PushQualityData
https://intl.cloud.tencent.com/document/api/267/30767#CallBackTemplateInfo

&2 Tencent Cloud

Release 27

Release time: 2022-11-16 17:08:10
Release updates:

Improvement to existing documentation.
Modified APlIs:

» CreateLivePullStreamTask
o New input parameters:VodLocalMode
« ModifyLivePullStreamTask

o New input parameters:VodLocalMode

Modified data structures:

¢ PullStreamTasklInfo

o New members:VodLocalMode

Release 26

Release time: 2022-11-08 11:19:20
Release updates:

Improvement to existing documentation.
New APls:

» DropLiveStream

Modified data structures:

o TranscodeDetaillnfo

o New members:MainlandOrOversea

Release 25

Release time: 2022-10-08 11:02:57

Release updates:
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https://intl.cloud.tencent.com/document/api/267/48357
https://intl.cloud.tencent.com/document/api/267/48354
https://intl.cloud.tencent.com/document/api/267/30767#PullStreamTaskInfo
https://intl.cloud.tencent.com/document/api/267/30795
https://intl.cloud.tencent.com/document/api/267/30767#TranscodeDetailInfo

&2 Tencent Cloud

Improvement to existing documentation.
New APls:

o AuthenticateDomainOwner

o DescribeTranscodeTaskNum

Modified APls:

» AddLiveDomain
o New input parameters:VerifyOwnerType
» ModifyLiveSnapshotTemplate
o Modified input parameters: CosAppld, CosBucket, CosRegion

New data structures:

¢ TranscodeTaskNum

Release 24

Release time: 2022-08-31 10:17:40
Release updates:

Improvement to existing documentation.
Modified APls:

» ModifyLivePullStreamTask

o New input parameters:WatermarkList

Modified data structures:

o PullPushWatermarklInfo

o New members:Location

o Deleted members: Watermarkld, WatermarkName, Status, CreateTime
o PullStreamTasklInfo

o New members:BackupSourceType, BackupSourceUrl, WatermarkList

Release 23

Release time: 2022-08-23 14:24:31
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https://intl.cloud.tencent.com/document/api/267/50612
https://intl.cloud.tencent.com/document/api/267/50613
https://intl.cloud.tencent.com/document/api/267/35189
https://intl.cloud.tencent.com/document/api/267/30828
https://intl.cloud.tencent.com/document/api/267/30767#TranscodeTaskNum
https://intl.cloud.tencent.com/document/api/267/48354
https://intl.cloud.tencent.com/document/api/267/30767#PullPushWatermarkInfo
https://intl.cloud.tencent.com/document/api/267/30767#PullStreamTaskInfo
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Release updates:
Improvement to existing documentation.

New APIs:

» DescribeLiveDomainCertBindings

» ModifyLiveDomainCertBindings

Deleted APls:

« BindLiveDomainCert
» CreateLiveCert

» DeleteLiveCert

» ModifyLiveCert

» ModifyLiveDomainCert

Modified APIs:

o CreateLivePullStreamTask
o New input parameters:WatermarkList
e DescribelLiveDomains

o New output parameters:PlayTypeCount

New data structures:

BatchDomainOperateErrors

LiveCertDomainlnfo

LiveDomainCertBindings

PullPushWatermarkInfo

Modified data structures:

» ForbidStreamInfo
o New members:AppName, DomainName

Release 22

Release time: 2022-07-06 14:59:45
Release updates:

Improvement to existing documentation.
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https://intl.cloud.tencent.com/document/api/267/49645
https://intl.cloud.tencent.com/document/api/267/49644
https://intl.cloud.tencent.com/document/api/267/48357
https://intl.cloud.tencent.com/document/api/267/35186
https://intl.cloud.tencent.com/document/api/267/30767#BatchDomainOperateErrors
https://intl.cloud.tencent.com/document/api/267/30767#LiveCertDomainInfo
https://intl.cloud.tencent.com/document/api/267/30767#LiveDomainCertBindings
https://intl.cloud.tencent.com/document/api/267/30767#PullPushWatermarkInfo
https://intl.cloud.tencent.com/document/api/267/30767#ForbidStreamInfo

&2 Tencent Cloud

New APIs:

CreateLivePullStreamTask

DeleteLivePullStreamTask

DescribeLivePullStreamTasks
ModifyLivePullStreamTask

New data structures:

o PullStreamTasklInfo

¢ RecentPullinfo

Release 21

Release time: 2022-06-30 15:37:50
Release updates:

Improvement to existing documentation.
Modified APls:

» CreatelLiveTranscodeTemplate
o New input parameters:DRMType, DRMTracks
» ModifyLiveTranscodeTemplate

o New input parameters:DRMType, DRMTracks

Modified data structures:

» Templatelnfo
o New members:DRMType, DRMTracks

Release 20

Release time: 2022-06-24 15:41:09
Release updates:

Improvement to existing documentation.
New APls:

o DescribeLiveTimeShiftBilllnfoList
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https://intl.cloud.tencent.com/document/api/267/48357
https://intl.cloud.tencent.com/document/api/267/48356
https://intl.cloud.tencent.com/document/api/267/48355
https://intl.cloud.tencent.com/document/api/267/48354
https://intl.cloud.tencent.com/document/api/267/30767#PullStreamTaskInfo
https://intl.cloud.tencent.com/document/api/267/30767#RecentPullInfo
https://intl.cloud.tencent.com/document/api/267/30790
https://intl.cloud.tencent.com/document/api/267/30784
https://intl.cloud.tencent.com/document/api/267/30767#TemplateInfo
https://intl.cloud.tencent.com/document/api/267/47919

&2 Tencent Cloud

New data structures:

« TimeShiftBillData

Release 19

Release time: 2022-06-15 16:16:30
Release updates:

Improvement to existing documentation.
Deleted APls:

o DescribeAllStreamPlaylInfolList

» DescribeAreaBillBandwidthAndFluxList
o DescribeLiveDomainPlayInfoList

» DescribeProlspPlaySuminfoList

» DropLiveStream

Modified APIs:

» CreatelLiveRecordTemplate
o New input parameters:FlvSpecialParam
« ModifyLiveRecordTemplate

o New input parameters:FlvSpecialParam

New data structures:

» FlvSpecialParam

Deleted data structures:

 BillArealnfo

« BillCountrylnfo

« BillDatalnfo

o DomainDetaillnfo

e DomainlinfoList

o MonitorStreamPlayInfo

» ProlspPlaySuminfo

Modified data structures:

©2013-2022 Tencent Cloud. All rights reserved.
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https://intl.cloud.tencent.com/document/api/267/30767#TimeShiftBillData
https://intl.cloud.tencent.com/document/api/267/30845
https://intl.cloud.tencent.com/document/api/267/30838
https://intl.cloud.tencent.com/document/api/267/30767#FlvSpecialParam
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» RecordTemplatelnfo

o New members:FlvSpecialParam

Release 18

Release time: 2022-03-31 15:46:30
Release updates:

Improvement to existing documentation.
Deleted APls:

o DescribeBillBandwidthAndFluxList

¢ DescribeStreamPushlinfoList

Modified APls:

o CreatelLiveRecordTemplate
o New input parameters:RemoveWatermark
» ModifyLiveRecordTemplate

o New input parameters:RemoveWatermark

Deleted data structures:

» PushQualityData

Modified data structures:

» RecordTemplatelnfo

o New members:RemoveWatermark

Release 17

Release time: 2022-01-24 14:29:35
Release updates:

Improvement to existing documentation.
New APls:

o DescribelLiveTranscodeTotallnfo

©2013-2022 Tencent Cloud. All rights reserved.
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https://intl.cloud.tencent.com/document/api/267/30767#RecordTemplateInfo
https://intl.cloud.tencent.com/document/api/267/30845
https://intl.cloud.tencent.com/document/api/267/30838
https://intl.cloud.tencent.com/document/api/267/30767#RecordTemplateInfo
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New data structures:

¢ TranscodeTotallnfo

Release 16

Release time: 2022-01-19 14:55:06
Release updates:

Improvement to existing documentation.
Modified APls:

o DescribeBillBandwidthAndFluxList

o New input parameters:RegionNames

Release 15

Release time: 2021-11-10 17:38:35
Release updates:

Improvement to existing documentation.
Modified APls:

¢ DescribeLiveDomains

o New input parameters:Play Type

Release 14

Release time: 2021-09-14 10:19:36
Release updates:

Improvement to existing documentation.
Modified APls:

¢ DescribeLiveDomains

o New output parameters:CreateLimitCount

©2013-2022 Tencent Cloud. All rights reserved. Page 17 of 588


https://intl.cloud.tencent.com/document/api/267/30767#TranscodeTotalInfo
https://intl.cloud.tencent.com/document/api/267/36098
https://intl.cloud.tencent.com/document/api/267/35186
https://intl.cloud.tencent.com/document/api/267/35186
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Release 13

Release time: 2021-08-06 15:40:33
Release updates:

Improvement to existing documentation.
Modified APls:

¢ UnBindLiveDomainCert

o New input parameters:Type

Release 12

Release time: 2021-07-19 16:40:55
Release updates:

Improvement to existing documentation.
Modified data structures:

¢ RecordParam

o New members:Procedure, StorageMode, Classld

Release 11

Release time: 2021-06-04 11:41:54
Release updates:

Improvement to existing documentation.
New APls:

» DescribeLiveDomainReferer

« ModifyLiveDomainReferer

New data structures:

» RefererAuthConfig

©2013-2022 Tencent Cloud. All rights reserved. Page 18 of 588


https://intl.cloud.tencent.com/document/api/267/30774
https://intl.cloud.tencent.com/document/api/267/30767#RecordParam
https://intl.cloud.tencent.com/document/api/267/40611
https://intl.cloud.tencent.com/document/api/267/40610
https://intl.cloud.tencent.com/document/api/267/30767#RefererAuthConfig

&2 Tencent Cloud

Release 10

Release time: 2021-05-12 19:12:07
Release updates:

Improvement to existing documentation.
Modified APlIs:

o DescribeAllStreamPlayInfoList
o New input parameters:PlayDomains

o DescribeStreamDayPlayInfoList

o New input parameters:MainlandOrOversea, ServiceName

Release 9

Release time: 2021-05-10 14:50:39
Release updates:

Improvement to existing documentation.
Modified APls:

¢ DescribelLiveForbidStreamList

o New input parameters:StreamName

Modified data structures:

¢ CommonMixControlParams

o New members:PasslnputSei

Release 8

Release time: 2021-04-15 16:24:25
Release updates:

Improvement to existing documentation.
Modified data structures:

» PushQualityData

©2013-2022 Tencent Cloud. All rights reserved.
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o New members:StreamParam

Release 7

Release time: 2021-02-03 17:31:24
Release updates:

Improvement to existing documentation.
Modified APlIs:

o DescribeStreamPlayInfolL.ist

o New input parameters:ServiceName

Release 6

Release time: 2021-01-27 15:16:31
Release updates:

Improvement to existing documentation.
New APls:

o DescribeUploadStreamNums

Modified APIs:

» DescribeProvincelspPlayInfoList

o New input parameters:IpType

Release 5

Release time: 2021-01-07 19:36:46
Release updates:

Improvement to existing documentation.
Modified data structures:

e DomainCertInfo

©2013-2022 Tencent Cloud. All rights reserved.
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https://intl.cloud.tencent.com/document/api/267/37297
https://intl.cloud.tencent.com/document/api/267/39500
https://intl.cloud.tencent.com/document/api/267/37299
https://intl.cloud.tencent.com/document/api/267/30767#DomainCertInfo
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o New members:CertDomains, CloudCertld

Release 4

Release time: 2020-10-16 18:30:51
Release updates:

Improvement to existing documentation.
New APls:

o DescribeAreaBillBandwidthAndFluxList

New data structures:

« BillArealnfo

« BillCountrylnfo

Modified data structures:

« Templatelnfo

o New members:ShortEdgeAsHeight

Release 3

Release time: 2020-09-25 11:40:32
Release updates:

Improvement to existing documentation.
Modified APIs:

» CreateLiveTranscodeTemplate

o New input parameters:ShortEdgeAsHeight
» DescribeLiveTranscodeRules

o New input parameters:Templatelds, DomainNames
» ModifyLiveTranscodeTemplate

o New input parameters:ShortEdgeAsHeight
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https://intl.cloud.tencent.com/document/api/267/30767#TemplateInfo
https://intl.cloud.tencent.com/document/api/267/30790
https://intl.cloud.tencent.com/document/api/267/30787
https://intl.cloud.tencent.com/document/api/267/30784

&2 Tencent Cloud

Release 2

Release time: 2020-08-06 19:42:55
Release updates:

Improvement to existing documentation.
New APls:

o DescribeDeliverBandwidthList

New data structures:

+ BandwidthInfo

Modified data structures:

¢ CommonMixControlParams

o New members:AllowCopy

Existing Release

Release time: 2020-07-30 20:02:43
Existing APls/data structures are as follows:
Improvement to existing documentation.
Existing APls:

o AddDelayLiveStream

» AddLiveDomain

» AddLiveWatermark

» BindLiveDomainCert

» CancelCommonMixStream
» CreateCommonMixStream
« CreateLiveCallbackRule

» CreateLiveCallbackTemplate
» CreateLiveCert

» CreateLiveRecord

» CreateLiveRecordRule

» CreateLiveRecordTemplate
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Cloud Streaming Services

Page 22 of 588


https://intl.cloud.tencent.com/document/api/267/37836
https://intl.cloud.tencent.com/document/api/267/30767#BandwidthInfo
https://intl.cloud.tencent.com/document/api/267/30767#CommonMixControlParams
https://intl.cloud.tencent.com/document/api/267/30850
https://intl.cloud.tencent.com/document/api/267/35189
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» CreateLiveSnapshotRule

» CreateLiveSnapshotTemplate
» CreateLiveTranscodeRule

o CreateLiveTranscodeTemplate
» CreateLiveWatermarkRule

» CreateRecordTask

» DeleteLiveCallbackRule

» DeleteLiveCallbackTemplate

» DeleteLiveCert

» DeleteLiveDomain

» DeleteLiveRecord

» DeleteLiveRecordRule

» DeleteLiveRecordTemplate

» DeleteLiveSnapshotRule

» DeleteLiveSnapshotTemplate

» DeletelLiveTranscodeRule

» DeleteLiveTranscodeTemplate
» DeleteLiveWatermark

» DeleteLiveWatermarkRule

» DeleteRecordTask

o DescribeAllStreamPlaylnfolList
» DescribeBillBandwidthAndFluxList
» DescribeConcurrentRecordStreamNum
» DescribeGroupProlspPlaylnfoList
o DescribeHttpStatusinfolist

» DescribeLiveCallbackRules

» DescribeLiveCallbackTemplate
» DescribeLiveCallbackTemplates
o DescribeLiveCert

» DescribelLiveCerts

» DescribeLiveDelaylInfoList

» DescribeLiveDomain

» DescribeLiveDomainCert

» DescribeLiveDomainPlayInfoList
o DescribeLiveDomains

» DescribeLiveForbidStreamList
o DescribeLivePlayAuthKey

» DescribeLivePushAuthKey
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https://intl.cloud.tencent.com/document/api/267/30834
https://intl.cloud.tencent.com/document/api/267/30791
https://intl.cloud.tencent.com/document/api/267/30790
https://intl.cloud.tencent.com/document/api/267/30825
https://intl.cloud.tencent.com/document/api/267/37309
https://intl.cloud.tencent.com/document/api/267/30814
https://intl.cloud.tencent.com/document/api/267/30813
https://intl.cloud.tencent.com/document/api/267/35188
https://intl.cloud.tencent.com/document/api/267/30844
https://intl.cloud.tencent.com/document/api/267/30843
https://intl.cloud.tencent.com/document/api/267/30842
https://intl.cloud.tencent.com/document/api/267/30833
https://intl.cloud.tencent.com/document/api/267/30832
https://intl.cloud.tencent.com/document/api/267/30789
https://intl.cloud.tencent.com/document/api/267/30788
https://intl.cloud.tencent.com/document/api/267/30824
https://intl.cloud.tencent.com/document/api/267/30823
https://intl.cloud.tencent.com/document/api/267/37308
https://intl.cloud.tencent.com/document/api/267/37306
https://intl.cloud.tencent.com/document/api/267/36098
https://intl.cloud.tencent.com/document/api/267/36188
https://intl.cloud.tencent.com/document/api/267/36097
https://intl.cloud.tencent.com/document/api/267/37305
https://intl.cloud.tencent.com/document/api/267/30812
https://intl.cloud.tencent.com/document/api/267/30811
https://intl.cloud.tencent.com/document/api/267/30810
https://intl.cloud.tencent.com/document/api/267/30779
https://intl.cloud.tencent.com/document/api/267/30778
https://intl.cloud.tencent.com/document/api/267/33532
https://intl.cloud.tencent.com/document/api/267/35187
https://intl.cloud.tencent.com/document/api/267/30777
https://intl.cloud.tencent.com/document/api/267/35186
https://intl.cloud.tencent.com/document/api/267/30801
https://intl.cloud.tencent.com/document/api/267/30772
https://intl.cloud.tencent.com/document/api/267/30771

&2 Tencent Cloud

Cloud Streaming Services

» DescribeLiveRecordRules

» DescribeLiveRecordTemplate

» DescribeLiveRecordTemplates

» DescribeLiveSnapshotRules

» DescribeLiveSnapshotTemplate
» DescribeLiveSnapshotTemplates
» DescribeLiveStreamEventList

o DescribeLiveStreamOnlineList

» DescribeLiveStreamPublishedList
» DescribeLiveStreamPushInfoList
» DescribeLiveStreamState

» DescribeLiveTranscodeDetaillnfo
» DescribeLiveTranscodeRules

» DescribeLiveTranscodeTemplate
» DescribeLiveTranscodeTemplates
» DescribeLiveWatermark

» DescribeLiveWatermarkRules

» DescribeLiveWatermarks

» DescribePlayErrorCodeDetaillnfoList
» DescribePlayErrorCodeSuminfoList
» DescribeProlspPlaySuminfoList
» DescribeProvincelspPlaylnfoList
» DescribeScreenShotSheetNumList
» DescribeStreamDayPlayInfoList
o DescribeStreamPlayInfoList

» DescribeStreamPushlInfoList

» DescribeTopClientlpSuminfoList
» DescribeVisitTopSuminfoList

» DropLiveStream

» EnableLiveDomain

» ForbidLiveDomain

» ForbidLiveStream

» ModifyLiveCallbackTemplate

» ModifyLiveCert

» ModifyLiveDomainCert

» ModifyLivePlayAuthKey

» ModifyLivePlayDomain

« ModifyLivePushAuthKey
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https://intl.cloud.tencent.com/document/api/267/30841
https://intl.cloud.tencent.com/document/api/267/30840
https://intl.cloud.tencent.com/document/api/267/30839
https://intl.cloud.tencent.com/document/api/267/30831
https://intl.cloud.tencent.com/document/api/267/30830
https://intl.cloud.tencent.com/document/api/267/30829
https://intl.cloud.tencent.com/document/api/267/30800
https://intl.cloud.tencent.com/document/api/267/30798
https://intl.cloud.tencent.com/document/api/267/30797
https://intl.cloud.tencent.com/document/api/267/37303
https://intl.cloud.tencent.com/document/api/267/30796
https://intl.cloud.tencent.com/document/api/267/37302
https://intl.cloud.tencent.com/document/api/267/30787
https://intl.cloud.tencent.com/document/api/267/30786
https://intl.cloud.tencent.com/document/api/267/30785
https://intl.cloud.tencent.com/document/api/267/30822
https://intl.cloud.tencent.com/document/api/267/30821
https://intl.cloud.tencent.com/document/api/267/30820
https://intl.cloud.tencent.com/document/api/267/37301
https://intl.cloud.tencent.com/document/api/267/37300
https://intl.cloud.tencent.com/document/api/267/37299
https://intl.cloud.tencent.com/document/api/267/37298
https://intl.cloud.tencent.com/document/api/267/36095
https://intl.cloud.tencent.com/document/api/267/37297
https://intl.cloud.tencent.com/document/api/267/36094
https://intl.cloud.tencent.com/document/api/267/37296
https://intl.cloud.tencent.com/document/api/267/37295
https://intl.cloud.tencent.com/document/api/267/30795
https://intl.cloud.tencent.com/document/api/267/35185
https://intl.cloud.tencent.com/document/api/267/35184
https://intl.cloud.tencent.com/document/api/267/30794
https://intl.cloud.tencent.com/document/api/267/30809
https://intl.cloud.tencent.com/document/api/267/30770
https://intl.cloud.tencent.com/document/api/267/35183
https://intl.cloud.tencent.com/document/api/267/30769

&2 Tencent Cloud

« ModifyLiveRecordTemplate

» ModifyLiveSnapshotTemplate
» ModifyLiveTranscodeTemplate
» ResumeDelayLiveStream

» ResumelLiveStream

» StopLiveRecord

» StopRecordTask

e UnBindLiveDomainCert

» UpdateLiveWatermark

Existing data structures:

« BillDatalnfo

« CallBackRulelnfo

« CallBackTemplatelnfo

o CdnPlayStatData

» CertInfo
 ClientlpPlaySuminfo

o CommonMixControlParams
» CommonMixCropParams
» CommonMixInputParam

« CommonMixLayoutParams
« CommonMixOutputParams
» ConcurrentRecordStreamNum
« DayStreamPlayInfo

» Delaylnfo

» DomainCertInfo

e DomainDetaillnfo

» Domainlnfo

» DomainlinfoList

» ForbidStreaminfo

» GroupProlspDatalnfo

o HisSpecialParam

» HttpCodelnfo

» HttpCodeValue

« HttpStatusData

« HttpStatusinfo

» MonitorStreamPlayInfo
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https://intl.cloud.tencent.com/document/api/267/30838
https://intl.cloud.tencent.com/document/api/267/30828
https://intl.cloud.tencent.com/document/api/267/30784
https://intl.cloud.tencent.com/document/api/267/30849
https://intl.cloud.tencent.com/document/api/267/30793
https://intl.cloud.tencent.com/document/api/267/30837
https://intl.cloud.tencent.com/document/api/267/37307
https://intl.cloud.tencent.com/document/api/267/30774
https://intl.cloud.tencent.com/document/api/267/30818
https://intl.cloud.tencent.com/document/api/267/30767#BillDataInfo
https://intl.cloud.tencent.com/document/api/267/30767#CallBackRuleInfo
https://intl.cloud.tencent.com/document/api/267/30767#CallBackTemplateInfo
https://intl.cloud.tencent.com/document/api/267/30767#CdnPlayStatData
https://intl.cloud.tencent.com/document/api/267/30767#CertInfo
https://intl.cloud.tencent.com/document/api/267/30767#ClientIpPlaySumInfo
https://intl.cloud.tencent.com/document/api/267/30767#CommonMixControlParams
https://intl.cloud.tencent.com/document/api/267/30767#CommonMixCropParams
https://intl.cloud.tencent.com/document/api/267/30767#CommonMixInputParam
https://intl.cloud.tencent.com/document/api/267/30767#CommonMixLayoutParams
https://intl.cloud.tencent.com/document/api/267/30767#CommonMixOutputParams
https://intl.cloud.tencent.com/document/api/267/30767#ConcurrentRecordStreamNum
https://intl.cloud.tencent.com/document/api/267/30767#DayStreamPlayInfo
https://intl.cloud.tencent.com/document/api/267/30767#DelayInfo
https://intl.cloud.tencent.com/document/api/267/30767#DomainCertInfo
https://intl.cloud.tencent.com/document/api/267/30767#DomainInfo
https://intl.cloud.tencent.com/document/api/267/30767#ForbidStreamInfo
https://intl.cloud.tencent.com/document/api/267/30767#GroupProIspDataInfo
https://intl.cloud.tencent.com/document/api/267/30767#HlsSpecialParam
https://intl.cloud.tencent.com/document/api/267/30767#HttpCodeInfo
https://intl.cloud.tencent.com/document/api/267/30767#HttpCodeValue
https://intl.cloud.tencent.com/document/api/267/30767#HttpStatusData
https://intl.cloud.tencent.com/document/api/267/30767#HttpStatusInfo
https://intl.cloud.tencent.com/document/api/267/30767#MonitorStreamPlayInfo

&2 Tencent Cloud

» PlayAuthKeylnfo

» PlayCodeTotallnfo

» PlayDatalnfoByStream
» PlayStatinfo

» PlaySumStatinfo

» ProlspPlayCodeDatalnfo
» ProlspPlaySuminfo

« PublishTime

o PushAuthKeylnfo

» PushDatalnfo

» PushQualityData

» RecordParam

» RecordTemplatelnfo
« Rulelnfo

» SnapshotTemplatelnfo
» StreamEventinfo

« StreamName

» StreamOnlinelnfo

« Templatelnfo

o TimeValue

» TranscodeDetaillnfo

o Watermarklinfo
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https://intl.cloud.tencent.com/document/api/267/30767#PlayAuthKeyInfo
https://intl.cloud.tencent.com/document/api/267/30767#PlayCodeTotalInfo
https://intl.cloud.tencent.com/document/api/267/30767#PlayDataInfoByStream
https://intl.cloud.tencent.com/document/api/267/30767#PlayStatInfo
https://intl.cloud.tencent.com/document/api/267/30767#PlaySumStatInfo
https://intl.cloud.tencent.com/document/api/267/30767#ProIspPlayCodeDataInfo
https://intl.cloud.tencent.com/document/api/267/30767#PublishTime
https://intl.cloud.tencent.com/document/api/267/30767#PushAuthKeyInfo
https://intl.cloud.tencent.com/document/api/267/30767#PushDataInfo
https://intl.cloud.tencent.com/document/api/267/30767#PushQualityData
https://intl.cloud.tencent.com/document/api/267/30767#RecordParam
https://intl.cloud.tencent.com/document/api/267/30767#RecordTemplateInfo
https://intl.cloud.tencent.com/document/api/267/30767#RuleInfo
https://intl.cloud.tencent.com/document/api/267/30767#SnapshotTemplateInfo
https://intl.cloud.tencent.com/document/api/267/30767#StreamEventInfo
https://intl.cloud.tencent.com/document/api/267/30767#StreamName
https://intl.cloud.tencent.com/document/api/267/30767#StreamOnlineInfo
https://intl.cloud.tencent.com/document/api/267/30767#TemplateInfo
https://intl.cloud.tencent.com/document/api/267/30767#TimeValue
https://intl.cloud.tencent.com/document/api/267/30767#TranscodeDetailInfo
https://intl.cloud.tencent.com/document/api/267/30767#WatermarkInfo

@ Tencent Cloud Cloud Streaming Services

Introduction

Last updated : 2023-05-18 17:58:17

Leveraging Tencent’s powerful technologies and the capabilities of its core audio/video services, CSS (Cloud
Streaming Services) offers professional, stable, and fast live streaming and content distribution services that

guarantee ultra-low latency and are capable of handling a large number of concurrent requests.

Before using the APIs of CSS, make sure you have read and agree to its billing rules.

Notes:

o All APIs in this section are version 3.0. New CSS APls added in the future will also be version 3.0. We

strongly recommend you use 3.0 APlIs.
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@ Tencent Cloud Cloud Streaming Services

API| Category

Last updated : 2023-09-20 11:50:54

LVB Transcoding APIs

Frequency Limit (maximum

AP Name Feature requests per second)
DeleteLiveTranscodeRule Deletes a transcoding rule 200
DeleteLiveTranscodeTemplate Deletes a transcoding template 200
DescribelLiveTranscodeRules Gets the list of transcoding rules 500

Gets a single transcoding

DescribeliveTranscodeTemplate 500
template
Gets the list of transcodin

DescribeLiveTranscodeTemplates g 500
templates

CreateLiveTranscodeTemplate Creating a transcoding template 200
Modifies the transcoding template

ModifyLiveTranscodeTemplate ) g P 200
configuration

CreateLiveTranscodeRule Creates a transcoding rule 200

Delayed Playback Management APIs

Frequency Limit (maximum requests per

APl Name Feature
second)

AddDelayLiveStream Sets a live streaming delay 200

he list of delayed
DescribelLiveDelaylnfoList Gets the list of delaye 500

playbacks.

Is the live st i

ResumeDelayLiveStream Cancels the live streaming 200

delay
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https://intl.cloud.tencent.com/document/api/267/30789
https://intl.cloud.tencent.com/document/api/267/30788
https://intl.cloud.tencent.com/document/api/267/30787
https://intl.cloud.tencent.com/document/api/267/30786
https://intl.cloud.tencent.com/document/api/267/30785
https://intl.cloud.tencent.com/document/api/267/30790
https://intl.cloud.tencent.com/document/api/267/30784
https://intl.cloud.tencent.com/document/api/267/30791
https://intl.cloud.tencent.com/document/api/267/30850
https://intl.cloud.tencent.com/document/api/267/33532
https://intl.cloud.tencent.com/document/api/267/30849

&2 Tencent Cloud

Domain Name Management APls

API Name

AddLiveDomain

AuthenticateDomainOwner

DeleteLiveDomain

DescribeLiveDomain

DescribelLiveDomains
EnableLiveDomain

ForbidLiveDomain

ModifyLivePlayDomain

Feature

Adds domain name

Verifies the ownership of a
domain

Deletes domain name

Queries domain name
information

Queries domain name list
Enables domain name
Disables domain name

Modifies playback domain
name

Watermark Management APIs

API Name

AddLiveWatermark
CreatelLiveWatermarkRule
DeleteLiveWatermark

DeleteLiveWatermarkRule

DescribelLiveWatermark

DescribelLiveWatermarkRules
DescribelLiveWatermarks

UpdateLiveWatermark

Feature

Adds watermark
Creates watermarking rule
Delete watermark

Deletes watermarking rule

Gets the information of a single

watermark

Gets the watermarking rule list

Queries watermark list

Updates watermark

©2013-2022 Tencent Cloud. All rights reserved.
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Frequency Limit (maximum requests per
second)

100

20

100

500

200

100

100

200

Frequency Limit (maximum requests

per second)
100
200
100

200

500

500
500

100
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https://intl.cloud.tencent.com/document/api/267/50612
https://intl.cloud.tencent.com/document/api/267/35188
https://intl.cloud.tencent.com/document/api/267/35187
https://intl.cloud.tencent.com/document/api/267/35186
https://intl.cloud.tencent.com/document/api/267/35185
https://intl.cloud.tencent.com/document/api/267/35184
https://intl.cloud.tencent.com/document/api/267/35183
https://intl.cloud.tencent.com/document/api/267/30826
https://intl.cloud.tencent.com/document/api/267/30825
https://intl.cloud.tencent.com/document/api/267/30824
https://intl.cloud.tencent.com/document/api/267/30823
https://intl.cloud.tencent.com/document/api/267/30822
https://intl.cloud.tencent.com/document/api/267/30821
https://intl.cloud.tencent.com/document/api/267/30820
https://intl.cloud.tencent.com/document/api/267/30818

&2 Tencent Cloud

Certificate Management APIs

API Name

DescribeLiveCert

DescribeLiveCerts

DescribeLiveDomainCert

DescribeLiveDomainCertBindings

ModifyLiveDomainCertBindings

UnBindLiveDomainCert

Live Stream Mix APls

API Name Feature

Feature

Gets certificate information
Gets certificate information list

Gets domain name certificate
information

Querying domains bound with
certificates

Binding a certificate to multiple
playback domains

Unbinds domain name certificate

CancelCommonMixStream Cancels general stream mix 100

CreateCommonMixStream Creates general stream mix 200

Stream Pulling APIs

API Name
DeleteLivePullStreamTask

DescribelLivePullStreamTasks

RestartLivePullStreamTask

CreateLivePullStreamTask

Feature
Deletes a stream pulling 50
task
eries stream pullin
QU | pulling 30

tasks
RestartLivePullStreamTask 20

Creates a stream pulling 50
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Frequency Limit (maximum
requests per second)

500

500

500

20

20

200

Frequency Limit (maximum requests per second)

Frequency Limit (maximum requests per
second)
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https://intl.cloud.tencent.com/document/api/267/49644
https://intl.cloud.tencent.com/document/api/267/30774
https://intl.cloud.tencent.com/document/api/267/35998
https://intl.cloud.tencent.com/document/api/267/35997
https://intl.cloud.tencent.com/document/api/267/48356
https://intl.cloud.tencent.com/document/api/267/48355
https://intl.cloud.tencent.com/document/api/267/56967
https://intl.cloud.tencent.com/document/api/267/48357

&2 Tencent Cloud

ModifyLivePullStreamTask

task

Modifies a stream pulling
task

20

Recording Management APls

APl Name

CreateLiveRecord

CreateLiveRecordRule
CreateLiveRecordTemplate

CreateRecordTask
DeleteLiveRecord

DeleteLiveRecordRule
DeleteLiveRecordTemplate
DeleteRecordTask
DescribelLiveRecordRules
DescribeLiveRecordTemplate
DescribelLiveRecordTemplates
DescribeRecordTask

ModifyLiveRecordTemplate
StopLiveRecord

StopRecordTask

Time Shifting APls

Feature

Creates recording task (disused; please
use the new API)

Creates a recording rule
Creates a recording template
Creates recording task (new)

Deletes recording task (disused; please
use the new API)

Deletes a recording rule

Deletes a recording template.
Deletes recording task (new)

Gets the list of recording rules
Gets a single recording template
Gets the list of recording templates
CreateRecordTask (New)

Modifies a recording template

Terminates recording task (disused;
please use the new API)

Terminates recording task (API)
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Frequency Limit (maximum
requests per second)

500

200

200

20

200

200

200

20

500

500

500

20

200

200

20
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https://intl.cloud.tencent.com/document/api/267/30840
https://intl.cloud.tencent.com/document/api/267/30839
https://intl.cloud.tencent.com/document/api/267/56133
https://intl.cloud.tencent.com/document/api/267/30838
https://intl.cloud.tencent.com/document/api/267/30837
https://intl.cloud.tencent.com/document/api/267/37307

&2 Tencent Cloud

APl Name
CreateLiveTimeShiftRule
CreateLiveTimeShiftTemplate
DeleteLiveTimeShiftRule
DeleteLiveTimeShiftTemplate
DescribeLiveTimeShiftRules
DescribelLiveTimeShiftTemplates

Describe TimeShiftRecordDetail

Describe TimeShiftStreamList

ModifyLiveTimeShiftTemplate

LVB Callback APls

APl Name
CreateLiveCallbackRule
CreateLiveCallbackTemplate
DeleteLiveCallbackRule
DeleteLiveCallbackTemplate

DescribeLiveCallbackRules
DescribeLiveCallbackTemplate

DescribelLiveCallbackTemplates

Feature

Creates a time shifting rule

Creates a time shifting
template

Deletes a time shifting rule

Deletes a time shifting
template

Queries time shifting rules

Queries time shifting
templates

Queries time shifting details
Queries time shifted streams

Modifies a standby stream
template

Feature

Creates callback rule

Creates callback
template

Deletes callback rule

Deletes callback
template

Gets callback rule list
Gets a callback template

Gets callback template
list
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Frequency Limit (maximum requests per

second)

20

20

20

20

20

20

20

20

20

Frequency Limit (maximum requests per
second)

200

200

200

200

500

500

500
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https://intl.cloud.tencent.com/document/api/267/53721
https://intl.cloud.tencent.com/document/api/267/53720
https://intl.cloud.tencent.com/document/api/267/53719
https://intl.cloud.tencent.com/document/api/267/53718
https://intl.cloud.tencent.com/document/api/267/30816
https://intl.cloud.tencent.com/document/api/267/30815
https://intl.cloud.tencent.com/document/api/267/30814
https://intl.cloud.tencent.com/document/api/267/30813
https://intl.cloud.tencent.com/document/api/267/30812
https://intl.cloud.tencent.com/document/api/267/30811
https://intl.cloud.tencent.com/document/api/267/30810

&2 Tencent Cloud

ModifyLiveCallbackTemplate

Modifies callback
template

200

Screencapturing and Porn Detection APls

API Name

CreateLiveSnapshotRule
CreateLiveSnapshotTemplate
CreateScreenshotTask
DeleteLiveSnapshotRule
DeleteLiveSnapshotTemplate

DescribelLiveSnapshotRules

DescribelLiveSnapshotTemplate

DescribelLiveSnapshotTemplates

ModifyLiveSnapshotTemplate

Feature

Creates screencapturing rule
Creates screencapturing template
Creates a screencapturing task
Deletes screencapturing rule
Deletes screencapturing template
Gets screencapturing rule list

Gets single screencapturing
template

Gets screencapturing template list

Modifies screencapturing template
configuration

Authentication Management APls

API Name

DescribeLiveDomainReferer

Feature

of a live streaming domain name

DescribelLivePlayAuthKey

DescribeLivePushAuthKey

ModifyLiveDomainReferer

Queries the playback authentication key
Queries the push authentication key

Configures referer allowlist/blocklist of a live

streaming domain name
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Frequency Limit (maximum
requests per second)

200

200

20

200

200

500

500

500

200

Queries referer allowlist/blocklist configuration

Frequency Limit (maximum
requests per second)

20

500

500

20
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Cloud Streaming Services

&2 Tencent Cloud

ModifyLivePlayAuthKey Modifies the playback authentication key 100

ModifyLivePushAuthKey Modifies the push authentication key 200

Monitoring Data Query APls

Frequency Limit

APl Name Feature (maximum requests per
second)
he pl k f all
DescribeAllStreamPlayInfoList Gets.t © p.aybac. data of all streams at a 20
specified time point
iesd tream playback data b
DescribeGroupProlspPlaylnfoList Q'ue'rles owns Pay y 200
district and ISP
. eries the details of each playback HTTP
DescribeHttpStatusinfolList Quer ! Pay 200
status code
DescribeLiveStreamPushinfoList Gets the push data of live streams 500
DescribeliveTranscodeDetaillnfo Queries LVB transcoding statistics 200
ies th I-ti f each
DescribePlayErrorCodeDetaillnfolList Queries the real-time data of eac 100
playback HTTP error code
ies th f playback
DescribePlayErrorCodeSuminfoList | Jueries the aggregated data of playbac 200
HTTP error codes
ies the playback inf tion by ISP
DescribeProvincelspPlayInfoList Quengstl © playbaci informatl y 200
and district
DescribeStreamDayPlayInfolL.ist Queries the traffic data of all streams 500
ies the pl k inf tion list of
DescribeStreamPlaylInfoList Queries the playback information list o 500
stream
DescribeStreamPushlinfoList Gets the push data of a stream 40
ies the information of top n client IPs
DescribeTopClientlpSuminfoList Queries the informati pncl 100
in certain period of time
Queries the information of top n domain
DescribeVisitTopSuminfoList names or stream IDs in certain period of 100

time
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Billing Data Query APIs

API Name

DescribeDeliverBandwidthList
DescribelLive TimeShiftBillinfoList

DescribeLiveTranscodeTotallnfo
DescribeScreenShotSheetNumList
DescribeTranscodeTaskNum
DescribeUploadStreamNums
DescribeConcurrentRecordStreamNum

DescribeBillBandwidthAndFluxList

Feature

Queries the billable bandwidth of
live stream relaying

Queries time shift billing data

Queries total usage of the
transcoding service

Queries the number of
screenshots

Queries the number of
transcoding tasks

Queries the number of LVB
upstream channels.

Queries the number of concurrent
recording channels

Queries the data of billable LVB
bandwidth and traffic

Live Stream Management APls

API Name Feature

second)
he list of forbi
DescribelLiveForbidStreamList Gets the list of forbidden 100
streams.
DescribelLiveStreamEventList Queries streaming events. 300
DescribelLiveStreamOnlineList Queries live streams. 100
ies the list of h
DescribeLiveStreamPublishedList |~ Cue"es the list of pushed 300
streams.
DropLiveStream Pauses a live stream 100
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Frequency Limit (maximum
requests per second)

20

20

200

100

20

20

200

100

Frequency Limit (maximum requests per
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ResumelLiveStream Resumes a live stream. 100
DescribelLiveStreamState Queries stream status. 300
ForbidLiveStream Forbids a live stream. 200
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Making AP| Requests
Request Structure

Last updated : 2021-07-19 16:45:36

1. Service Address

The API supports access from either a nearby region (at live.tencentcloudapi.com) or a specified region (at live.ap-

guangzhou.tencentcloudapi.com for Guangzhou, for example).

We recommend using the domain name to access the nearest server. When you call an API, the request is
automatically resolved to a server in the region nearest to the location where the APl is initiated. For example, when
you initiate an API request in Guangzhou, this domain name is automatically resolved to a Guangzhou server, the

result is the same as that of specifying the region in the domain like "live.ap-guangzhou.tencentcloudapi.com".
Note: For latency-sensitive businesses, we recommend that you specify the region in the domain name.

Tencent Cloud currently supports the following regions:

Hosted region Domain name

Local access region (recommended, only for non-financial availability , ,
live.tencentcloudapi.com

zones)

South China (Guangzhou) g\l:zsg;hou.tencentcloudapi.com

East China (Shanghai) live.ap-shanghai.tencentcloudapi.com
North China (Beijing) live.ap-beijing.tencentcloudapi.com
Southwest China (Chengdu) live.ap-chengdu.tencentcloudapi.com

live.ap-

Southwest China (Chongqgin
( 9ding) chongqing.tencentcloudapi.com

live.ap-

Hong Kong, Macao, Taiwan (Hong Kong, China) hongkong.tencentcloudapi.com

live.ap-

Southeast Asia (Singapore
(Singapore) singapore.tencentcloudapi.com

Southeast Asia (Bangkok) live.ap-bangkok.tencentcloudapi.com
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South Asia (Mumbai) live.ap-mumbai.tencentcloudapi.com
Northeast Asia (Seoul) live.ap-seoul.tencentcloudapi.com
Northeast Asia (Tokyo) live.ap-tokyo.tencentcloudapi.com
U.S. East Coast (Virginia) live.na-ashburn.tencentcloudapi.com

live.na-

U.S. West Coast (Silicon Valle
( Y) siliconvalley.tencentcloudapi.com

North America (Toronto) live.na-toronto.tencentcloudapi.com
Europe (Frankfurt) live.eu-frankfurt.tencentcloudapi.com
Europe (Moscow) live.eu-moscow.tencentcloudapi.com

2. Communications Protocol

All the Tencent Cloud APIs communicate via HTTPS, providing highly secure communication tunnels.

3. Request Methods

Supported HTTP request methods:

o POST (recommended)
« GET

The Content-Type types supported by POST requests:

» application/json (recommended). The TC3-HMAC-SHA256 signature algorithm must be used.
 application/x-www-form-urlencoded. The HmacSHA1 or HmacSHA256 signature algorithm must be used.

» multipart/form-data (only supported by certain APIs). You must use TC3-HMAC-SHA256 to calculate the signature.

The size of a GET request packet is up to 32 KB. The size of a POST request is up to 1 MB when the HmacSHA1 or
HmacSHA256 signature algorithm is used, and up to 10 MB when TC3-HMAC-SHA256 is used.

4. Character Encoding

Only UTF-8 encoding is used.
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Common Params

Last updated : 2023-04-28 10:51:58

Cloud Streaming Services

Common parameters are used for all APIs authenticating requestors. Common parameters must be included in all API

requests, and they will not be described in individual APl documents.

The exact contents of the common parameters will vary depending on the version of the signature method you use.

Common parameters for Signature Algorithm v3

When the TC3-HMAC-SHA256 algorithm is used, the common parameters should be uniformly placed in the HTTP

request header, as shown below:

Parameter

Type
Name yp

X-TC-Action String

X-TC-

) String
Region
X-TC- Int

nteger

Timestamp g
X-TC-

(_; String
Version

Authorization String

Required

Yes

Yes

Yes

Yes

Yes

Description

The name of the API for the desired operation. For the specific value, see
description of common parameter Action inthe input parametersinr
documentation. For example, the API for querying the CVM instance list i

DescribeInstances .

Region parameter, which is used to identify the region to which the data y
work with belongs. For values supported for an API, see the description ¢
parameter Region inthe input parameters in related APl documentati
parameter is not required for some APIs (which will be indicated in relate
documentation), and will not take effect even it is passed.

The current UNIX timestamp that records the time when the API request
for example, 1529223702. Note: If the difference between the UNIX time:
server time is greater than 5 minutes, a signature expiration error may oci

API version of the action. For the valid values, see the description of the ¢
parameter version inthe APl documentation. For example, the versi
2017-03-12.

The HTTP authentication request header, for example:
TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_requ
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc96317
Here:

- TC3-HMAC-SHA256: Signature method, currently fixed as this value;

- Credential: Signature credential; AKIDEXAMPLE is the Secretld; Date i:
UTC time, and this value must match the value of X-TC-Timestamp (a co
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parameter) in UTC time format; service is the name of the product/service
generally a domain name prefix. For example, a domain name cvm.tencel
refers to the CVM product and the value would be cvm;

- SignedHeaders: The headers that contains the authentication informatic
type and host are the required headers;

- Signature: Signature digest.

The token used for a temporary certificate. It must be used with a tempor:
X-TC-Token String No can obtain the temporary key and token by calling a CAM API. No token i
a long-term key.

Assuming you want to query the list of Cloud Virtual Machine instances in the Guangzhou region, the request structure

in the form of request URL, request header and request body may be as follows:

Example of an HTTP GET request structure:

https://cvm.tencentcloudapi.com/?Limit=10&0ffset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE/20
18-10-09/cvm/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993
£f0614b047e5d£4582db9%e9bf4672ba50567dbalbceccfl74c474

Content-Type: application/x-www—form-urlencoded

Host: cvm.tencentcloudapi.com

X-TC—-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

The following example shows you how to structure an HTTP POST (application/json) request:

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/2018-05-30/cvm/tc3_request,
SignedHeaders=content-type;host, Signature=582c400e06b5924a6f2b5d7d672d79c15b1316
2d9279p0855cfba6789%a8edb4dc

Content-Type: application/json

Host: cvm.tencentcloudapi.com

X-TC-Action: DescribelInstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

{"Offset":0,"Limit":10}

Example of an HTTP POST (multipart/form-data) request structure (only supported by specific APIs):
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https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/2018-05-30/cvm/tc3_request,
SignedHeaders=content-type;host, Signature=582c400e06b5924a6f2b5d7d672d79c15b1316
2d9279b0855cfba6789%a8edbidc

Content-Type: multipart/form-data; boundary=58731222010402

Host: cvm.tencentcloudapi.com

X-TC—-Action: DescribelInstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

——-58731222010402

Content-Disposition: form-data; name="Offset"

0
—-58731222010402

Content-Disposition: form-data; name="Limit"

10
—--58731222010402—--

Common parameters for Signature Algorithm v1

To adopt the HmacSHA1 and HmacSHA256 signature methods, common parameters must be put into the request

string, as shown below:

Parameter Name Type Required Description

The name of the API for the desired operation. For the specific
value, see the description of common parameter Action inthe

Action String Yes input parameters in related APl documentation. For example, the
API for querying the CVM instance list is

DescribeInstances

Region parameter, which is used to identify the region to which
the data you want to work with belongs. For values supported for
an API, see the description of common parameter Region in

Region String Yes the input parameters in related APl documentation. Note: This
parameter is not required for some APIs (which will be indicated in
related APl documentation), and will not take effect even if it is
passed.
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Timestamp Integer Yes The current UNIX timestamp that records the time when the API
request was initiated, for example, 1529223702. If the difference
between the value and the current system time is too large, a
signature expiration error may occur.

A random positive integer used along with Timestamp to
Nonce Integer Yes
prevent replay attacks.

The identifying Secretld obtained on the Cloud AP| Key page. A
Secretld String Yes Secretld corresponds to a unique SecretKey which is used to
generate the request signature (Signature).

Request signature used to verify the validity of this request. This is
calculated based on the actual input parameters. For more
information about how this is calculated, see the API
authentication documentation.

Signature String Yes

APl version of the action. For the valid values, see the description
Version String Yes of the common input parameter Version inthe API
documentation. For example, the version of CVM is 2017-03-12.

Signature method. Currently, only HmacSHA256 and HmacSHA1
are supported. The HmacSHA256 algorithm is used to verify the
signature only when this parameter is specified as HmacSHA256.
In other cases, the signature is verified with HmacSHA1.

SignatureMethod String No

The token used for a temporary certificate. It must be used with a
Token String No temporary key. You can obtain the temporary key and token by
calling a CAM API. No token is required for a long-term key.

Assuming you want to query the list of Cloud Virtual Machine instances in the Guangzhou region, the request structure

in the form of request URL, request header and request body may be as follows:

Example of an HTTP GET request structure:

https://cvm.tencentcloudapi.com/?Action=DescribelInstances&Version=2017-03-12&Sign
atureMethod=HmacSHA256&Timestamp=1527672334&Signature=37ac2f4£fde00b0ac9bd9eadeb4’
9blbbee224158d66e7ae5fcadb70b2d181d02&Region=ap—guangzhou&Nonce=23823223&SecretId
=AKIDEXAMPLE

Host: cvm.tencentcloudapi.com

Content-Type: application/x-www—-form-urlencoded

Example of an HTTP POST request structure:
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https://cvm.tencentcloudapi.com/

Host: cvm.tencentcloudapi.com

Content-Type: application/x-www—form-urlencoded
Action=DescribelInstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Timestamp=

1527672334&Signature=37ac2f4£fde00b0ac9bd9eadeb4d59blbbee224158d66e7aebfcadb70b2d18
1d02&Region=ap—-guangzhou&Nonce=23823223&Secret Id=AKIDEXAMPLE

Region List

The supported Region field values for all APIs in this product are listed as below. For any API that does not support

any of the following regions, this field will be described additionally in the relevant APl document.

Region
Southeast Asia Pacific (Bangkok)
North China (Beijing)

South China (Guangzhou)

Hong Kong/Macao/Taiwan (Hong Kong, China)

Southeast Asia Pacific (Jakarta)
South Asia Pacific (Mumbai)
Northeast Asia Pacific (Seoul)
East China (Shanghai)

Southeast Asia Pacific (Singapore)
Northeast Asia Pacific (Tokyo)
Europe (Frankfurt)

Eastern U.S. (Virginia)

Western U.S. (Silicon Valley)
North America (Toronto)

South America (Saopaulo)

©2013-2022 Tencent Cloud. All rights reserved.

Value
ap-bangkok
ap-beijing
ap-guangzhou
ap-hongkong
ap-jakarta
ap-mumbai
ap-seoul
ap-shanghai
ap-singapore
ap-tokyo
eu-frankfurt
na-ashburn
na-siliconvalley
na-toronto

sa-saopaulo
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Signature v3

Last updated : 2020-07-14 18:08:38

TencentCloud API authenticates every single request, i.e., the request must be signed using the security credentials in
the designated steps. Each request has to contain the signature information (Signature) in the common request

parameters and be sent in the specified way and format.

Applying for Security Credentials

The security credential used in this document is a key, which includes a Secretld and a SecretKey. Each user can

have up to two pairs of keys.

» Secretld: Used to identify the API caller, which is just like a username.
» SecretKey: Used to authenticate the API caller, which is just like a password.
* You must keep your security credentials private and avoid disclosure; otherwise, your assets may be

compromised. If they are disclosed, please disable them as soon as possible.

You can apply for the security credentials through the following steps:

1. Log in to the Tencent Cloud Console.
2. Go to the TencentCloud API Key console page.
3. On the TencentCloud API Key page, click Create to create a Secretld/SecretKey pair.

Using the Resources for Developers

TencentCloud API comes with SDKs for seven commonly used programming languages, including Python, Java,
PHP, Go, NodeJS and .NET. In addition, it provides AP| Explorer which enables online call, signature verification, and

SDK code generation. If you have any troubles calculating a signature, consult these resources.

TC3-HMAC-SHA256 Signature Algorithm

Compatible with the previous HmacSHA1 and HmacSHA256 signature algorithms, the TC3-HMAC-SHA256
signature algorithm is more secure and supports larger requests and JSON format with better performance. We
recommend using TC3-HMAC-SHA256 to calculate the signature.

TencentCloud API supports both GET and POST requests. For the GET method, only the Content-Type:

application/x-www-form-urlencoded protocol format is supported. For the POST method, two protocol formats,
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Content-Type: application/json and Content-Type: multipart/form-data, are supported. The JSON format is supported
by default for all business APIs, and the multipart format is supported only for specific business APIs. In this case, the
API cannot be called in JSON format. See the specific business APl documentation for more information. The POST
method is recommended, as there is no difference in the results of both the methods, but the GET method only

supports request packets up to 32 KB.

The following uses querying the list of CVM instances in the Guangzhou region as an example to describe the steps of

signature splicing. We chose this API because:

1. CVM is activated by default, and this APl is often used;
2. It is read-only and does not change the status of existing resources;
3. It covers many types of parameters, which allows it to be used to demonstrate how to use arrays containing data

structures.

In the example, we try to choose common parameters and API parameters that are prone to mistakes. When you
actually call an API, please use parameters based on the actual conditions. The parameters vary by API. Do not copy

the parameters and values in this example.

Assuming that your Secretld and SecretKey are AKIDz8krbsJ5yKBZQpn74WFkmLPX3EXAMPLE and
Gubt9xGARNpq86cd98joQYCNIEXAMPLE, respectively, if you want to view the status of the instance in the
Guangzhou region whose CVM instance name is "\u672a\u547d\u540d" and have only one data entry returned, then

the request may be:

curl -X POST https://cvm.tencentcloudapi.com \

—H "Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPL
E/2019-02-25/cvm/tc3_request, SignedHeaders=content-type,host, Signature=72e49%4ea
809ad7a8c8f7a4507b9bddcbaa8e581f516e8da2f66e2c5a96525168" \

—-H "Content-Type: application/json; charset=utf-8" \

—-H "Host: cvm.tencentcloudapi.com" \

—-H "X-TC-Action: DescribeInstances" \

-H "X-TC-Timestamp: 1551113065" \

-H "X-TC-Version: 2017-03-12" \

-H "X-TC-Region: ap-guangzhou" \

-d '"{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance

—name"}]}"'

The signature calculation process is explained in detail below.

1. Concatenating the CanonicalRequest String

Concatenate the canonical request string (CanonicalRequest) in the following pseudocode format:

CanonicalRequest =
HTTPRequestMethod + '\n' +
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CanonicalURI + '\n' +
CanonicalQueryString + '\n' +
CanonicalHeaders + '\n' +
SignedHeaders + '\n' +
HashedRequestPayload

Field Name Explanation
HTTPRequestMethod HTTP request method (GET or POST). This example uses POST .
CanonicalURI URI parameter. Slash ("/") is used for API 3.0.

The query string in the URL of the originating HTTP request. This is always an empty s

“* for POST requests, and is the string after the question mark (?) for GET requests. Fc
CanonicalQueryString example: Limit=10&0Offset=0,

Note: CanonicalQueryString mustbe URL-encoded, referencing RFC3986, the
UTF8 character set. We recommend using the programming language library. All speci

characters must be encoded and capitalized.

Header information for signature calculation, including at least two headers of host
content-type .Custom headers can be added to participate in the signature proce
improve the uniqueness and security of the request.

Concatenation rules:

1. Both the key and value of the header should be converted to lowercase with the lead
and trailing spaces removed, so they are concatenated in the format of key:value\n
format;

, 2. If there are multiple headers, they should be sorted in ASCII ascending order by the
CanonicalHeaders header keys (lowercase).

The calculation result in this example is content-type:application/json;

charset=utf-8\nhost:cvm.tencentcloudapi.com\n .

Note: content-type mustmatch the actually sent content. In some programming

languages, a charset value would be added even if it is not specified. In this case, the

request sent is different from the one signed, and the sever will return an error indicating
signature verification failed.

Header information for signature calculation, indicating which headers of the request
participate in the signature process (they must each individually correspond to the heac
in CanonicalHeaders). Content-type and host are required headers.
Concatenation rules:
SignedHeaders 1. Both the key and value of the header should be converted to lowercase;
2. If there are multiple headers, they should be sorted in ASCII ascending order by the
header keys (lowercase) and separated by semicolons (;).

The value in this example is content-type;host
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Field Name

HashedRequestPayload
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Explanation

Hash value of the request payload (i.e., the body, suchas {"Limit": 1, "Filter
[{"Values": ["\u672a\u547d\ub540d"], "Name": "instance-name"}]}
this example). The pseudocode for calculation is
Lowercase(HexEncode(Hash.SHA256(RequestPayload))) by SHA256 hashing the pay
of the HTTP request, performing hexadecimal encoding, and finally converting the encc
string to lowercase letters. For GET requests, RequestPayload is always an empt
string. The calculation result in this example is
35e9c5b0e3ae67532d3c9£17€ad6c90222632ebbl1ff7£6e89887£1398934fF

According to the rules above, the CanonicalRequest string obtained in the example is as follows:

POST

content-type:application/json,; charset=utf-8

host:cvm.tencentcloudapi.com

content-type, host

35e9¢5b0e3ae67532d3ec9f17ead6ec90222632e5b1£f£f7£6e89887£1398934£064

2. Concatenating the String to Be Signed

The string to sign is concatenated as follows:

StringToSign =
Algorithm + \n +

RequestTimestamp + \n +

CredentialScope + \n +

HashedCanonicalRequest

Field Name

Algorithm

RequestTimestamp

Explanation
Signature algorithm, which is currently always TC3-HMAC-SHA256 .

Request timestamp, i.e., the value of the common parameter X-TC-Timestamp i
request header, which is the UNIX timestamp of the current time in seconds, such as
1551113065 in this example.
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Field Name

CredentialScope

HashedCanonicalRequest

Note:
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Explanation

Scope of the credential in the format of Date/service/tc3_request ,including
date, requested service and termination string (ic3_request). Date is a datein U
time, whose value should match the UTC date converted by the common
parameter X-TC-Timestamp ; service isthe product name, which should v
the domain name of the product called. The calculation result in this exampleis 201
25/cvm/tc3_request .

Hash value of the CanonicalRequest string concatenated in the steps above. The

pseudocode for calculation is Lowercase(HexEncode(Hash.SHA256(CanonicalRequ

The calculation result in this example is
5ffe6a04c0664d6b969fab9al3bdab201d63ee709638e2749d62a09calsd

1. Date has to be calculated from the timestamp "X-TC-Timestamp" and the time zone is UTC+0. If you add

the system's local time zone information (such as UTC+8), calls can succeed both day and night but will
definitely fail at 00:00. For example, if the timestamp is 1551113065 and the time in UTC+8 is 2019-02-26
00:44:25, the UTC+0 date in the calculated Date value should be 2019-02-25 instead of 2019-02-26.

2. Timestamp must be the same as your current system time, and your system time and standard time must be

synced; if the difference between Timestamp and your current system time is larger than five minutes, the

request will fail. If your system time is out of sync with the standard time for a while, the request will fail and

return a signature expiration error.

According to the preceding rules, the string to be signed obtained in the example is as follows:

TC3-HMAC-SHA256
1551113065

2019-02-25/cvm/tc3_request
5ffe6a04c0664d6b969fab9al3bdab201d63ee709638e2749d62a09cal8d7031

3. Calculating the Signature

1) Calculate the derived signature key with the following pseudocode:

SecretKey = "GuS5t9xGARNpg86cd98joQYCNIEXAMPLE"
SecretDate = HMAC_SHA256 ("TC3" + SecretKey, Date)
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HMAC_SHA256 (SecretDate, Service)
SecretSigning = HMAC_SHA256 (SecretService, "tc3_request")

SecretService

Field Name Explanation

SecretKey The original SecretKey, i.e., Gu5t 9xGARNpg86cd98joQYCN3EXAMPLE .

Date The Date field information in Credential ,suchas 2019-02-25 in this example.
Service Value in the Service field in Credential ,suchas cvm inthis example.

2) Calculate the signature with the following pseudocode:

Signature = HexEncode (HMAC_SHA256 (SecretSigning, StringToSign))

4. Concatenating the Authorization

The Authorization is concatenated as follows:

Authorization =
Algorithm + ' ' +
'Credential="' + SecretId + '/' + CredentialScope + ', ' +
'SignedHeaders="' + SignedHeaders + ', ' +
'Signature=' + Signature
Field Name Explanation
Algorithm Signature algorithm, which is always TC3-HMAC-SHA256 .
Secretld The Secretld in the key pair, i.e., AKIDz8krbsJ5yKBZOpn74WFkmLPx3EXAMPLE .
) Credential scope (see above). The calculation result in this example is 2019-02-
CredentialScope
25/cvm/tc3_request .
. Header information for signature calculation (see above), suchas content-type;host
SignedHeaders o
in this example.
. Signature value. The calculation result in this example is
Signature

72e494ea809%ad7a8c8f7a4507b9%bddcbaa8eb81f516e8da2f66e2¢c5a96525168

According to the rules above, the value obtained in the example is:

TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE/2019-02-25/cvm/tc
3_request, SignedHeaders=content-type;host, Signature=72e494ea809ad7a8c8f7a4507b9
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bddcbaa8e581£f516e8daz2f66e2c5a96525168

The following example shows a finished authorization header:

POST https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE/20
19-02-25/cvm/tc3_request, SignedHeaders=content-type;host, Signature=72e494ea809%a
d7a8c8£7a4507b9%bddcbaa8e581f516e8da2f66e2c5a96525168

Content-Type: application/json; charset=utf-8

Host: cvm.tencentcloudapi.com

X-TC-Action: DescribelInstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1551113065

X-TC-Region: ap-guangzhou

{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\ub540d"], "Name": "instance—-nam
e"}1}

5. Signature Demo

Java

import java.nio.charset.Charset;

import java.nio.charset.StandardCharsets;
import java.security.MessageDigest;
import java.text.SimpleDateFormat;

import java.util.Date;

import java.util.TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TencentCloudAPITC3Demo {
private final static Charset UTF8 = StandardCharsets.UTF_8;

private final static String SECRET_ID = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE";
private final static String SECRET_KEY = "Gubt9xGARNpqg86cd98joQYCNIEXAMPLE";
private final static String CT_JSON = "application/json; charset=utf-8";

public static byte[] hmac256 (byte[] key, String msg) throws Exception {
Mac mac = Mac.getInstance ("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec (key, mac.getAlgorithm());
mac.init (secretKeySpec) ;

return mac.doFinal (msg.getBytes (UTF8)) ;

}
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public static String sha256Hex (String s) throws Exception {
MessageDigest md = MessageDigest.getInstance ("SHA-256");
byte[] d = md.digest (s.getBytes (UTFS8)) ;

return DatatypeConverter.printHexBinary (d) .toLowerCase () ;

}

public static void main (String[] args) throws Exception {

String service = "cvm";

String host = "cvm.tencentcloudapi.com";
String region = "ap-guangzhou";

String action = "DescribeInstances";
String version = "2017-03-12";

String algorithm "TC3-HMAC-SHA256";
"1551113065";
String.valueOf (System.currentTimeMillis () / 1000);

SimpleDateFormat sdf = new SimpleDateFormat ("yyyy-MM-dd") ;

String timestamp

//String timestamp

// Pay attention to the time zone; otherwise, errors may occur
sdf.setTimeZone (TimeZone.getTimeZone ("UTC")) ;
String date = sdf.format (new Date (Long.valueOf (timestamp + "000")));

[/ KEAAAAKAAAAALA Step 1: Concatenate the CanonicalRequest String **xAx*kAttx44

String httpRequestMethod = "POST";

String canonicalUri = "/";
String canonicalQueryString = "";
String canonicalHeaders = "content-type:application/json; charset=utf-8\n" + "hos

t:" + host + "\n";

String signedHeaders = "content-type;host";
String payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\ub
40d\"1, \"Name\": \"instance—-name\"}]1}";

String hashedRequestPayload = sha256Hex (payload) ;

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canoni
calQueryString + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;

System.out.println (canonicalRequest) ;

[/ FFRAFAAAAAAALA Step 2: Concatenate the string to sign *FAFFHrxtLdix

String credentialScope = date + "/" + service + "/" + "tc3_request";

String hashedCanonicalRequest = sha256Hex (canonicalRequest) ;

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope +
"\n" + hashedCanonicalRequest;

System.out.println(stringToSign) ;

gy EEELGGLLaGiiy Grep 38 Celculate the sicnatum@ wwiiaridiirid
byte[] secretDate = hmac256 (("TC3" + SECRET_KEY) .getBytes (UTF8), date);
byte[] secretService = hmac256 (secretDate, service);

byte[] secretSigning = hmac256 (secretService, "tc3_request");
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String signature = DatatypeConverter.printHexBinary (hmac256 (secretSigning, string
ToSign) ) .toLowerCase () ;

System.out.println (signature) ;

[y FEREEFREEFEEE Grap ds Concatenate the AUtherilzatiem FEEEFEEEFssds

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + creden
tialScope + ", "

+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

System.out.println (authorization);

TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put ("Authorization", authorization);

"Content-Type", CT_JSON);

"Host", host);

"X-TC—-Action", action);

"X-TC-Timestamp", timestamp) ;

headers.put
headers.put
headers.put
headers.put

headers.put ("X-TC-Version", version);

(
(
(
(
(
headers.put (

"X-TC-Region", region);

StringBuilder sb = new StringBuilder();
sb.append ("curl -X POST https://") .append (host)

.append (" -H \"Authorization: ") .append(authorization) .append("\"")
.append (" -H \"Content-Type: application/json; charset=utf-8\"")
.append (" -H \"Host: ") .append(host) .append ("\"")

.append (" -H \"X-TC-Action: ") .append(action) .append("\"")
.append (" -H \"X-TC-Timestamp: ") .append(timestamp) .append ("\"")
.append (" -H \"X-TC-Version: ") .append(version) .append ("\"")
.append (" -H \"X-TC-Region: ") .append(region) .append("\"")
.append (" -d '").append(payload) .append("'");

System.out.println(sb.toString());
s
s

Python

# —*— coding: utf-8 —*-
import hashlib, hmac, json, os, sys, time

from datetime import datetime

# Key Parameters

secret_id = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gubt9xGARNpg86cd98joQYCNIEXAMPLE"
service = "cvm"

host = "cvm.tencentcloudapi.com"

endpoint = "https://" + host
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region = "ap-guangzhou"

action = "DescribelInstances"

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

#timestamp = int (time.time())

timestamp = 1551113065

date = datetime.utcfromtimestamp (timestamp) .strftime ("$Y-%m-%d")

params = {"Limit": 1, "Filters": [{"Name": "instance—-name'", "Values": [u"\u672a\u
547d\u540d"] }]}

§ oAxAxFAKAxAkxkx Step 1: Concatenate the CanonicalRequest string ***xxxxktitix
http_request_method = "POST"
canonical uri = "/"

mn

canonical_querystring =

ct = "application/json; charset=utf-8"

payload = json.dumps (params)

canonical_headers = "content-type:%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"

hashed_request_payload = hashlib.shalb6 (payload.encode ("utf-8")) .hexdigest ()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_guerystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print (canonical_request)

# xkxEAxkxkkkkx Gtep 2: Concatenate the string to sign *Hrxdxdstsdhtdx

credential_scope = date + "/" + service + "/" + "tc3_request"
hashed_canonical_request = hashlib.shal56 (canonical_request.encode ("utf-8")) .hexd
igest ()

string_to_sign = (algorithm + "\n'" +

str(timestamp) + "\n" +
credential_scope + "\n"" +
hashed_canonical_request)

print (string_to_sign)

# kkkkhhkkkhkhkkkkk Step 3: Calculate the Slgnature Kk ko ko ko ko kA Kk

# Function for computing signature digest

def sign (key, msg):

return hmac.new (key, msg.encode ("utf-8"), hashlib.sha256).digest ()
secret_date = sign(("TC3" + secret_key).encode ("utf-8"), date)

secret_service = sign(secret_date, service)
secret_signing = sign (secret_service, "tc3 request")
signature = hmac.new (secret_signing, string to_sign.encode ("utf-8"), hashlib.shaZ2

56) .hexdigest ()
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print (signature)

§f AAFA A AL ALK A Step 4: Concatenate the Authorization **#*##kkidiit

authorization = (algorithm + " " +

"Credential=" + secret_id + "/" + credential_ scope + ", " +
"SignedHeaders=" + signed_headers + ", " +

"Signature=" + signature)

print (authorization)

print ('curl -X POST ' + endpoint

+ ' —-H "Authorization: ' + authorization + '"’

+ ' —-H "Content-Type: application/json; charset=utf-8"'
+ ' -H "Host: ' + host + '"’

+ ' -H "X-TC-Action: ' + action + '"'

+ ' -H "X-TC-Timestamp: ' + str(timestamp) + '"'

+ ' -H "X-TC-Version: ' + wversion + '"'

+ ' -H "X-TC-Region: ' + region + '"'

+ " -d '"" + payload + "'")

Golang

package main

import (
"crypto/hmac"
"crypto/sha256"
"encoding/hex"
"fmt"

"time"

)

func sha256hex (s string) string {
b := sha256.S5um256 ([]byte(s))
return hex.EncodeToString(b[:])

}

func hmacsha256 (s, key string) string {
hashed := hmac.New(sha256.New, []byte (key))
hashed.Write ([]byte(s))

return string (hashed.Sum(nil))

}

func main () {

secretId := "AKIDz8krbsJS5yKBZQpn74WEFkmLPx3EXAMPLE"
secretKey := "Gu5t 9xGARNpg86cd98joQYCN3EXAMPLE"
host := "cvm.tencentcloudapi.com"
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algorithm := "TC3-HMAC-SHA256"
service := "cvm"

version := "2017-03-12"

action := "DescribeInstances"
region := "ap-guangzhou"

time.Now ()
1551113065

//var timestamp int64

var timestamp int64 =
// step 1: build canonical request
httpRequestMethod "POST"

"/"

canonicalQueryString

canonicalURI :=

canonicalHeaders
host + "\n"
signedHeaders

T{"Limit":

payload 1, "Filters"

"instance—-name"}] }°

hashedRequestPayload

canonicalRequest
httpRequestMethod,
canonicalURI,
canonicalQueryString,
canonicalHeaders,
signedHeaders,
hashedRequestPayload)

fmt.Println (canonicalRequest)

// step 2: build string to sign
date

time.Unix (timestamp,

credentialScope

hashedCanonicalRequest

string2sign
algorithm,
timestamp,
credentialScope,
hashedCanonicalRequest)

fmt.Println(string2sign)

// step 3:

secretDate

sign string

hmacsha256 (date,

secretService

secretSigning

signature hex

fmt.Println (signature)

// step 4: build authorization

authorization
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"content-type:application/json;

fmt.Sprintf ("%$s/%s/tc3_request",

hmacsha256 (service,
hmacsha256 ("tc3_request",
.EncodeToString ([]byte (hmacsha256 (string2sign,

fmt.Sprintf ("%$s Credential=%s/%s,

Cloud Streaming Services

.Unix ()

string

charset=utf-8\n" + "host:" +

"content-type;host"

: [{"Values": ["\u672a\ub547d\u540d"], "Name":

sha256hex (payload)

fmt.Sprintf ("%$s\n%s\n%s\n%s\n%s\n%s",

0) .UTC() .Format ("2006-01-02")

date, service)

sha256hex (canonicalRequest)
fmt.Sprintf ("$s\n%d\n%s\n%s",

"TC3"+secretKey)

secretDate)
secretService)

secretSigning)))

SignedHeaders=%s, Signature=%
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s",

algorithm,
secretId,
credentialScope,
signedHeaders,
signature)

fmt.Println (authorization)

curl := fmt.Sprintf ('curl -X POST https://%s\

—-H "Authorization: %s"\

—-H "Content-Type: application/Jjson; charset=utf-8"\
-H "Host: %s" -H "X-TC-Action: %s"\

—-H "X-TC-Timestamp: %d"\

-H "X-TC-Version: %s"\

-H "X-TC-Region: %s"\

-d '%s'', host, authorization, host, action, timestamp,

fmt.Println (curl)
s

PHP
<?php
SsecretId = "AKIDz8krbsJI5yKBZQpn74WFkmLPx3EXAMPLE";
SsecretKey = "GubS5t9xGARNpg86cd98 joQYCN3EXAMPLE";
Shost = "cvm.tencentcloudapi.com";
Sservice = "cvm";
Sversion = "2017-03-12";
Saction = "Describelnstances";
Sregion = "ap-guangzhou";

// Stimestamp = time () ;
Stimestamp = 1551113065;
Salgorithm = "TC3-HMAC-SHA256";

// step 1: build canonical request string

ShttpRequestMethod = "POST";

$ScanonicalUri = "/";

ScanonicalQueryString = "";

ScanonicalHeaders = "content-type:application/json;
t. H\n";

$signedHeaders = "content-type;host";

Spayload = '"{"Limit": 1, "Filters": [{"Values":

"instance-name"}]}"';

ShashedRequestPayload = hash ("SHA256", S$payload);
ScanonicalRequest = S$httpRequestMethod."\n"
.$ScanonicalUri."\n"

.$ScanonicalQueryString."\n"
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version,

Cloud Streaming Services

region, payload)

charset=utf-8\n"."host:".S$hos

["\u672a\u547d\u540d"], "Name":
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.ScanonicalHeaders."\n"
.$signedHeaders."\n"
.ShashedRequestPayload;

echo ScanonicalRequest.PHP_EOL;

// step 2: build string to sign

Sdate = gmdate ("Y-m-d", Stimestamp);

ScredentialScope = $date."/".S$service."/tc3_request";
ShashedCanonicalRequest = hash ("SHA256", S$canonicalRequest);
$stringToSign = S$Salgorithm."\n"

.Stimestamp."\n"

.ScredentialScope."\n"

.$hashedCanonicalRequest;

echo $stringToSign.PHP_EOL;

// step 3: sign string

SsecretDate = hash_hmac ("SHA256", S$date, "TC3".SsecretKey, true);
SsecretService = hash_hmac ("SHA256", S$service, S$secretDate, true);
S$secretSigning = hash_hmac ("SHA256", "tc3_request", S$secretService, true);
Ssignature = hash_hmac ("SHA256", S$stringToSign, S$secretSigning);

echo $signature.PHP_EOL;

// step 4: build authorization

Sauthorization = $algorithm
." Credential=".S$secretId."/".ScredentialScope
", SignedHeaders=content-type;host, Signature=".$signature;

echo $Sauthorization.PHP_EOL;

Scurl = "curl -X POST https://".Shost
.' —-H "Authorization: '.S$Sauthorization.'"'

.'" -H "Content-Type: application/json; charset=utf-8"'

.'" —H "Host: '.Shost.'"'

.'" -H "X-TC-Action: '.Saction.'"'

.'" -H "X-TC-Timestamp: '.S$timestamp.'"'
.'" -H "X-TC-Version: '.S$Sversion.'"'

.'" -H "X-TC-Region: '.$region.'"'

" —-d '"".$payload."'";

echo S$Scurl.PHP_EOL;

Ruby

# —*— coding: UTF-8 —*-
# require ruby>=2.3.0
require 'digest'
require 'json'

require 'time'
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require 'openssl'

# Key Parameters

secret_id = 'AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE"'
secret_key = 'Gubt9xGARNpg86cd98joQYCNIEXAMPLE'
service = 'cvm'

host = 'cvm.tencentcloudapi.com'

endpoint = 'https://' + host

region = 'ap-guangzhou'

action = 'DescribelInstances'

version = '2017-03-12"

algorithm = 'TC3-HMAC-SHA256'

# timestamp = Time.now.to_1

timestamp = 1551113065

date = Time.at (timestamp) .utc.strftime ('%Y-%m—-3d")

§ AxkxIkKkxAkxkx Step 1: Concatenate the CanonicalRequest string ***xxxxktixix
http_request_method = 'POST'
canonical uri = '/’

rr

canonical_querystring =

canonical_headers = "content-type:application/json; charset=utf-8\nhost:#{host}
\n"

signed_headers = 'content-type;host'

# params = { 'Limit' => 1, 'Filters' => [{ 'Name' => 'instance-name', 'Values' =>

["\u672a\ub47d\u540d"'] }] }

# payload = JSON.generate (params, { 'ascii_only' => true, 'space' => ' ' })

# json will generate in random order, to get specified result in example, we hard
—-code it here.

payload = '{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "i
nstance—-name"} ]}’

hashed_request_payload = Digest::SHA256.hexdigest (payload)

canonical_request = [

http_request_method,

canonical_uri,

canonical_querystring,

canonical_headers,

signed_headers,

hashed_request_payload,

].join("\n")

puts canonical_request

§ Fxkxkkkkxkxkx Step 2: Concatenate the string to sign ***xxxsxksxktix
credential_scope = date + '/' + service + '/' + 'tc3_request'

hashed_request_payload = Digest::SHA256.hexdigest (canonical_request)

string_to_sign = [
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algorithm,
timestamp.to_s,

credential_scope,

hashed_request_payload,

].join("\n")

puts string to_sign

Cloud Streaming Services

f Wwwdwiwistied Stap Jg Caleulate the SigmaiLuurg et

digest = OpenSSL::Digest.new('sha256")

secret_date = OpenSSL::HMAC.digest (digest,

'"TC3' + secret_key, date)

secret_service = OpenSSL::HMAC.digest (digest, secret_date, service)

secret_signing = OpenSSL::HMAC.digest (digest, secret_service,

'"tc3_request')

signature = OpenSSL::HMAC.hexdigest (digest, secret_signing, string to_sign)

puts signature

# kkhkkhkkhkkhkkhkhkKhkhk k) Kk Step 4:

Concatenate the Authorizatlion ****xxxALthtxt

authorization = "#{algorithm} Credential=#{secret_id}/#{credential_scope}, Signed

Headers=#{signed _headers}, Signature=#{signature}"”

puts authorization

puts 'curl -X POST ' + endpoint \

+ ' —-H "Authorization: + authorization + """’ \

+ ' —-H "Content-Type: application/json; charset=utf-8""' \
+ ' -H "Host: ' + host + '"' \

+ ' -H "X-TC-Action: ' + action + '"' \

+ ' -H "X-TC-Timestamp: + timestamp.to_s + """ |\

+ ' -H "X-TC-Version: + version + "7 |\

+ ' -H "X-TC-Region: ' + region + '"' \

+ " -d '" + payload +

Signature Failure

The following situational error codes for signature failure may occur. Please resolve the errors accordingly.

Error Code

AuthFailure.SignatureExpire

AuthFailure.SecretldNotFound
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Description

Signature expired. Timestamp and server time cannot differ by more than five
minutes.

The key does not exist. Please go to the console to check whether it is
disabled or you copied fewer or more characters.
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Error Code Description

Signature error. It is possible that the signature was calculated incorrectly, the

AuthFailure.SignatureFailure signature does not match the content actually sent, or the SecretKey is
incorrect.

AuthFailure.TokenFailure Temporary certificate token error.

AuthFailure.InvalidSecretld Invalid key (not a TencentCloud API key type).
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Signature

Last updated : 2021-11-02 15:05:13

Tencent Cloud API authenticates each access request, i.e. each request needs to include authentication information
(Signature) in the common parameters to verify the identity of the requester.

The Signature is generated by the security credentials which include Secretld and SecretKey. If you don't have the
security credentials yet, go to the TencentCloud APl Key page to apply for them; otherwise, you cannot invoke the
TencentCloud API.

1. Applying for Security Credentials

Before using the TencentCloud API for the first time, go to the TencentCloud AP| Key page to apply for security
credentials.

Security credentials consist of Secretld and SecretKey:

» Secretld is used to identify the APl requester.
» SecretKey is used to encrypt the signature string and verify it on the server.

* You must keep your security credentials private and avoid disclosure.

You can apply for the security credentials through the following steps:

1. Log in to the Tencent Cloud Console.
2. Go to the TencentCloud API Key page.
3. On the API Key Management page, click Create Key to create a Secretld/SecretKey pair.

Note: Each account can have up to two pairs of Secretld/SecretKey.

2. Generating a Signature

With the Secretld and SecretKey, a signature can be generated. The following describes how to generate a signature:
Assume that the Secretld and SecretKey are:

» Secretld: AKIDz8krbsJ5yKBZQpn74WFkmLPX3EXAMPLE
o SecretKey: GuSt9xGARNpg86¢cd98joQYCN3EXAMPLE

Note: This is just an example. For actual operations, please use your own Secretld and SecretKey.
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Take the Cloud Virtual Machine's request to view the instance list (Describelnstances) as an example. When you

invoke this API, the request parameters may be as follows:

Parameter name Description Parameter value

Action Method name Describelnstances

Secretld Key ID AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp Current timestamp 1465185768

Nonce Random positive integer 11886

Region Region where the instance is located ap-guangzhou

Instancelds.0 ID of the instance to query ins-09dx96dg

Offset Offset 0

Limit Allowed maximum output 20

Version API version number 2017-03-12

2.1. Sorting Parameters

First, sort all the request parameters in an ascending lexicographical order (ASCII code) by their names. Notes: (1)
Parameters are sorted by their names instead of their values; (2) The parameters are sorted based on ASCII code, not
in an alphabetical order or by values. For example, Instancelds.2 should be arranged after Instancelds.12. You can
complete the sorting process using a sorting function in a programming language, such as the ksort function in PHP.

The parameters in the example are sorted as follows:

{

'Action' : 'Describelnstances',

'InstanceIds.0' : 'ins-09dx96dg’',

'Limit' : 20,

'Nonce' : 11886,

'Offset' : O,

'Region' : 'ap-guangzhou',

'SecretId' : 'AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE',
'Timestamp' : 1465185768,

'Version': '2017-03-12",

}

When developing in another programming language, you can sort these sample parameters and it will work as long as

you obtain the same results.
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2.2. Concatenating a Request String

This step generates a request string.

Format the request parameters sorted in the previous step into the form of "parameter name"="parameter value". For
example, for the Action parameter, its parameter name is "Action" and its parameter value is "Describelnstances”, so it
will become Action=Describelnstances after formatted.

Note: The "parameter value" is the original value but not the value after URL encoding.

Then, concatenate the formatted parameters with "&". The resulting request string is as follows:

Action=DescribelInstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0
&Region=ap-guangzhou&SecretId=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465
185768&Version=2017-03-12

2.3. Concatenating the Signature Original String

This step generates a signature original string.

The signature original string consists of the following parameters:

1. HTTP method: POST and GET modes are supported, and GET is used here for the request. Please note that the
method name should be in all capital letters.

2. Request server: the domain name of the request to view the list of instances (Describelnstances) is
cvm.tencentcloudapi.com. The actual request domain name varies by the module to which the API belongs. For
more information, see the instructions of the specific API.

3. Request path: The request path in the current version of TencentCloud API is fixed to /.

4. Request string: the request string generated in the previous step.

The concatenation rule of the signature original string is: Request method + request host + request path + ? + request

string
The concatenation result of the example is:
GETcvm.tencentcloudapi.com/?Action=Describelnstances&Instancelds.0=1ins-09dx96dg&L

imit=20&Nonce=11886&0ffset=0&Region=ap-guangzhou&SecretId=AKIDz8krbsJ5yKBZQpn74WF
kmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

2.4. Generating a Signature String

This step generates a signature string.
First, use the HMAC-SHA1 algorithm to sign the signature original string obtained in the previous step, and then

encode the generated signature using Base64 to obtain the final signature.

The specific code is as follows with the PHP language being used as an example:
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SsecretKey = 'GubS5t9xGARNpg86cd98joQYCN3EXAMPLE';

SsrcStr = 'GETcvm.tencentcloudapi.com/?Action=DescribelInstances&InstancelIds.0=ins
-09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-guangzhou&SecretId=AKIDz8krbsJ5
yYKBZQOpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12";

$signStr = base64_encode (hash_hmac ('shal', S$srcStr, S$secretKey, true));

echo $signStr;

The final signature is:

E1iP9YW3pW28FpsEdkXt /+WcGel=

When developing in another programming language, you can sign and verify the original in the example above and it
works as long as you get the same results.

3. Encoding a Signature String

The generated signature string cannot be directly used as a request parameter and must be URL encoded.

For example, if the signature string generated in the previous step is EliP9YW3pW28FpsEdkXt/+WcGel=, the final
signature string request parameter (Signature) is EliP9YW3pW28FpsEdkXt%2f%2bWcGel%3d, which will be used to
generate the final request URL.

Note: If your request method is GET, or the request method is POST and the Content-Type is
application/x-www-form-urlencoded, then all the request parameter values need to be URL encoded
(except the parameter key and the symbol of =) when sending the request. Non-ASCII characters need to
be encoded with UTF-8 before URL encoding.

Note: The network libraries of some programming languages automatically URL encode all parameters, in
which case there is no need to URL encode the signature string; otherwise, two rounds of URL encoding

will cause the signature to fail.

Note: Other parameter values also need to be encoded using RFC 3986. Use %XY in percent-encoding for
special characters such as Chinese characters, where "X" and "Y" are hexadecimal characters (0-9 and

uppercase A-F), and using lowercase will cause an error.

4. Signature Failure

The following situational error codes for signature failure may occur. Please resolve the errors accordingly.

Error code Error description
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Error code
AuthFailure.SignatureExpire
AuthFailure.SecretldNotFound
AuthFailure.SignatureFailure
AuthFailure.TokenFailure

AuthFailure.InvalidSecretld

5. Signature Demo

Cloud Streaming Services

Error description

The signature is expired
The key does not exist
Signature error

Token error

Invalid key (not a TencentCloud API key type)

When calling API 3.0, you are recommended to use the corresponding Tencent Cloud SDK 3.0 which encapsulates

the signature process, enabling you to focus on only the specific APIs provided by the product when developing. See

SDK Center for more information. Currently, the following programming languages are supported:

» Python

« Java

o PHP

« Go

» JavaScript
« NET

To further explain the signing process, we will use a programming language to implement the process described

above. The request domain name, AP| and parameter values in the sample are used here. This goal of this example is

only to provide additional clarification for the signature process, please see the SDK for actual usage.

The final output URL might be:

https://cvm.tencentcloudapi.com/?Action=DescribeInstances&Instancelds.0=ins-09dx9
6dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-guangzhou&Secret Id=AKIDz8krbsJ5yKBZQp
Nn74WFkmLPx3*******gSignature=zmmjn35mikh6pM3V7sUEuX4wyYM$3D&Timestamp=1465185768¢&

Version=2017-03-12

Note: The key in the example is fictitious, and the timestamp is not the current time of the system, so if this URL is

opened in the browser or called using commands such as curl, an authentication error will be returned: Signature

expired. In order to get a URL that can work properly, you need to replace the Secretld and SecretKey in the example

with your real credentials and use the current time of the system as the Timestamp.
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Note: In the example below, even if you use the same programming language, the order of the parameters in the URL
may be different for each execution. However, the order does not matter, as long as all the parameters are included in

the URL and the signature is calculated correctly.

Note: The following code is only applicable to API 3.0. It cannot be directly used in other signature processes. Even
with an older API, signature calculation errors may occur due to the differences in details. Please refer to the

corresponding documentation.

Java

import java.io.UnsupportedEncodingException;

import java.net.URLEncoder;

import java.util.Random;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;

import javax.xml.bind.DatatypeConverter;

public class TencentCloudAPIDemo {

private final static String CHARSET = "UTF-8";

public static String sign (String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance (method);

SecretKeySpec secretKeySpec = new SecretKeySpec (key.getBytes (CHARSET), mac.getAlg
orithm());

mac.init (secretKeySpec) ;

byte[] hash = mac.doFinal (s.getBytes (CHARSET)) ;

return DatatypeConverter.printBase64Binary (hash) ;

}

public static String getStringToSign (TreeMap<String, Object> params) {
StringBuilder s2s = new StringBuilder ("GETcvm.tencentcloudapi.com/?");

// When signing, the parameters need to be sorted in lexicographical order. TreeM

ap 1s used here to guarantee the correct order.

for (String k : params.keySet ()) {

s2s.append (k) .append ("=") .append (params.get (k) .toString()) .append("&") ;
}

return s2s.toString() .substring (0, s2s.length() - 1);

}

public static String getUrl (TreeMap<String, Object> params) throws UnsupportedEnc
odingException {

StringBuilder url = new StringBuilder ("https://cvm.tencentcloudapi.com/2");

// There is no requirement for the order of the parameters in the actual request
URL.

for (String k : params.keySet ()) {

// The request string needs to be URL encoded. As the Key is all in English lette
rs, only the value is URL encoded here.

url.append (k) .append ("=") .append (URLEncoder.encode (params.get (k) .toString (), CHAR
SET) ) .append ("&") ;
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}

return url.toString() .substring (0, url.length() - 1);

}

public static void main (String[] args) throws Exception {

TreeMap<String, Object> params = new TreeMap<String, Object>(); // TreeMap enable
s automatic sorting

// A random number should be used when actually calling, for example: params.put
("Nonce", new Random() .nextInt (java.lang.Integer.MAX VALUE));

params.put ("Nonce", 11886); // Common parameter

// The current time of the system should be used when actually calling, for examp
le: params.put ("Timestamp'", System.currentTimeMillis () / 1000);

params.put ("Timestamp", 1465185768); // Common parameter

params.put ("SecretId", "AKIDz8krbsJIS5yKBZQpn74WFkmLPx3EXAMPLE"); // Common paramet
er

params.put ("Action", "DescribeInstances"); // Common parameter

params.put ("Version", "2017-03-12"); // Common parameter

params.put ("Region", "ap-guangzhou"); // Common parameter
params.put ("Limit", 20); // Business parameter

params.put ("Offset", 0); // Business parameter

params.put ("InstancelIds.0", "ins-09dx96dg"); // Business parameter

params.put ("Signature", sign(getStringToSign (params), "GuS5t9IxGARNpg86cd98joQYCN3E
XAMPLE", "HmacSHA1")); // Common parameter

System.out.println (getUrl (params)) ;

}

}

Python

Note: If running in a Python 2 environment, the following requests dependency package must be installed first: pip

install requests

# —*— coding: utf8 —*-

import base64

import hashlib

import hmac

import time

import requests

secret_id = "AKIDz8krbsJS5yKBZQpn74WFkmLPx3EXAMPLE"

secret_key = "Gubt9xGARNpg86cd98joQYCNIEXAMPLE"

def get_string_to_sign(method, endpoint, params) :

s = method + endpoint + "/2"

query_str = "&".join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str (key, s, method):

hmac_str = hmac.new (key.encode ("utf8"), s.encode("utf8"), method) .digest ()

return base64d.bb6dencode (hmac_str)
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if _ name_ == '__main__ ':

endpoint = "cvm.tencentcloudapi.com"
data = {

'Action' : 'DescribelInstances',
'InstanceIds.0' : 'ins-09dx96dg’',
'Limit' : 20,

'Nonce' : 11886,

'Offset' : O,

'Region' : 'ap—-guangzhou',

'SecretId' : secret_id,

'Timestamp' : 1465185768, # int (time.time())
'Version': '2017-03-12"

}

s = get_string_to_sign("GET", endpoint, data)

data["Signature"] = sign_str (secret_key, s, hashlib.shal)

print (data["Signature"])

# An actual invocation would occur here, which may incur fees after success
# resp = requests.get ("https://" + endpoint, params=data)

# print (resp.url)

Golang

package main

import (

"bytes"

"crypto/hmac"

"crypto/shal"

"encoding/base64"

"fmt"

"sort"

)

func main () {

secretId := "AKIDz8krbsJS5yKBZQpn74WFkmLPx3EXAMPLE"
secretKey := "GubtI9xGARNpg86cd98joQYCNIEXAMPLE"
params := map[string]string{
"Nonce": "11886",

"Timestamp": "1465185768",
"Region": "ap-guangzhou",
"SecretId": secretld,

"Version": "2017-03-12",
"Action": "DescribeInstances",
"InstancelIds.O0": "ins-09dx96dg",
"Limit": "20",

"Offset": "O",

}

var buf bytes.Buffer
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buf.WriteString ("GET")

buf.WriteString ("cvm.tencentcloudapi.com")
buf.WriteString ("/")
buf.WriteString("?")

// sort keys by ascii asc order

keys := make([]string, 0, len(params))
for k, _ := range params {

keys = append (keys, k)

}

sort.Strings (keys)

for i := range keys {

k := keys[i]

buf.WriteString (k)

buf.WriteString ("=")

buf.WriteString (params[k])

buf.WriteString ("&")

}

buf.Truncate (buf.Len() - 1)

hashed := hmac.New(shal.New, []byte (secretKey))
hashed.Write (buf.Bytes())

fmt.Println (base64.StdEncoding.EncodeToString (hashed.Sum(nil)))

}

PHP
<?php
SsecretId = "AKIDz8krbsJI5yKBZQOpn74WFkmLPx3EXAMPLE";
SsecretKey = "Gubt9xGARNpg86cd98joQYCN3EXAMPLE";
Sparam["Nonce"] = 11886;//rand();
Sparam["Timestamp"] = 1465185768;//time () ;
Sparam["Region"] = "ap-guangzhou";
Sparam["SecretId"] = S$secretld;
Sparam["Version"] = "2017-03-12";
Sparam["Action"] = "Describelnstances";
Sparam["InstancelIds.0"] = "ins-09dx96dg";
Sparam|["Limit"] = 20;
Sparam["Offset"] = 0;
ksort ($param) ;
$signStr = "GETcvm.tencentcloudapi.com/?";
foreach ( Sparam as Skey => Svalue ) {
$signStr = $signStr . Skey . "=" . Svalue . "&";
}
$signStr = substr($signStr, 0, -1);

Ssignature = base64_encode (hash_hmac ("shal", $signStr, S$secretKey, true));
echo $signature.PHP_EOL;

// need to install and enable curl extension in php.ini
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// S$param["Signature"]

= S$signature;

Cloud Streaming Services

// $Surl = "https://cvm.tencentcloudapi.com/?".http_build_query (Sparam) ;

// echo S$Surl.PHP_EOL;
// Sch = curl_init ();
// curl_setopt ($ch, CUR
// Soutput = curl_exec(
// curl_close($ch);

// echo Jjson_decode (Sou

Ruby

# —*— coding: UTF-8 —*-—
# require ruby>=2.3.0
require 'time'

require 'openssl'

require 'base64'

secret_id = "AKIDz8krbsJ5yKBZQpn74WEFkmLPx3EXAMPLE"
secret_key = "Gubt9xGARNpg86cd98joQYCNIEXAMPLE"
method = 'GET'

endpoint = 'cvm.tencentcloudapi.com'

data = {

'Action' => 'DescribelInstances',
'InstancelIds.0' => 'ins-09dx96dg"',

'Limit' => 20,

'Nonce' => 11886,

'Offset' => 0,

'Region' => 'ap-guangzhou',

'SecretId' => secret_id
'Timestamp' => 14651857
'Version' => '2017-03-1
}

sign = method + endpoin

params = []

LOPT_URL, S$url);
Sch) ;

tput) ;

14

68, # Time.now.to_1
2",

t+ /2

data.sort.each do |item|

params << "#{item[O0] }=#
end
sign += params.join ('&'

digest = OpenSSL::Diges

data['Signature'] = Baseb64.encode64 (OpenSSL: :HMAC.digest (digest,

n))

puts datal['Signature']
# require 'net/http'

# uri = URI('https://"'

{item[1]}"

)

t.new('shal')

+ endpoint)

# uri.query = URI.encode_www_form(data)

# p uri
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Responses

Last updated : 2020-01-13 15:26:08

Response for Successful Requests

For example, when calling CAM API (version: 2017-03-12) to view the status of instances (DescribelnstancesStatus),

if the request has succeeded, you may see the response as shown below:

{

"Response": {

"TotalCount": O,

"InstanceStatusSet": [],

"RequestId": "b5b41468-520d-4192-b42f-595cc34b6clc"”
}

}

e The APl will return Response , which contains RequestId , aslong as it processes the request. It does not
matter if the request is successful or not.

» Requestld is the unique ID of an API request. Contact us with this ID when an exception occurs.

» Except for the fixed fields, all fields are action-specified. For the definitions of action-specified fields, see the
corresponding APl documentation. In this example, TotalCount and InstanceStatusSet are the fields
specified by the APl DescribeInstancesStatus .0 TotalCount means thatthe requester owns 0 CVM

instance sothe InstanceStatusSet isempty.

Response for Failed Requests

If the request has failed, you may see the response as shown below:

{

"Response": {

"Error": {

"Code": "AuthFailure.SignatureFailure",

"Message": "The provided credentials could not be validated. Please ensure your s

ignature is correct."

b

"RequestId": "ed93f3cb-£35e-473f-b9£3-0d451b8b79c6"
}

}
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The presence of the Error field indicates that the request has failed. A response for a failed request will include

Error , Code and Message fields.

Code is the code of the error that helps you identify the cause and solution. There are two types of error codes

so you may find the code in either common error codes or API-specified error codes.

Message explains the cause of the error. Note that the returned messages are subject to service updates. The

information the messages provide may not be up-to-date and should not be the only source of reference.

Requestld is the unique ID of an API request. Contact us with this ID when an exception occurs.

Common Error Codes

If there is an Error field in the response, it means that the API call failed. The Code field in Error indicates the error

code. The following table lists the common error codes that all actions can return.

Error Code
AuthFailure.InvalidSecretld
AuthFailure.MFAFailure
AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire
AuthFailure.SignatureFailure
AuthFailure.TokenFailure

AuthFailure.UnauthorizedOperation

DryRunQOperation

FailedOperation
InternalError
InvalidAction
InvalidParameter
InvalidParameterValue

LimitExceeded

Description

Invalid key (not a TencentCloud API key type).
MFA failed.

The key does not exist.

Signature expired.

Signature error.

Token error.

The request does not have CAM authorization.

DryRun Operation. It means that the request would have succeeded, but
the DryRun parameter was used.

Operation failed.
Internal error.

The API does not exist.
Incorrect parameter.
Invalid parameter value.

Quota limit exceeded.
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Error Code
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter

UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

©2013-2022 Tencent Cloud. All rights reserved.
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Description

A parameter is missing.

The API version does not exist.
The number of requests exceeds the frequency limit.
Resource is in use.

Insufficient resource.

The resource does not exist.
Resource is unavailable.
Unauthorized operation.
Unknown parameter.
Unsupported operation.

HTTPS request method error. Only GET and POST requests are
supported.

API does not support the requested region.
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Live Transcoding APls
DeleteLiveTranscodeRule

Last updated : 2023-09-06 15:06:28

1. API Description

Domain name for API request: live.tencentcloudapi.com.

This APl is used to delete a transcoding rule.
DomainName+AppName+StreamName+TemplateId uniquely identifies a single transcoding rule. If you need to
delete it, strong match is required. TemplateId isrequired. Even if other parameters are empty, you still need to

pass in an empty string to make a strong match.
A maximum of 200 requests can be initiated per second for this API.

We recommend you to use API Explorer
Tryit
API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

P ter -
aramete Required Type Description
Name
. . Common Params. The value used for this API:
Action Yes String _
DeletelLiveTranscodeRule.

Version Yes String Common Params. The value used for this API: 2018-08-01.
Region No String Common Params. This parameter is not required for this API.
DomainName Yes String Playback domain name.

. Push path, which is the same as the AppName in push and
AppName Yes String

playback addresses andis 1ive by default.
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StreamName Yes String Stream name.

Templateld Yes Integer Template ID.

3. Output Parameters

Parameter Type Description
Name
Requestld String :
locating a problem.
4. Example

Example1 Sample request

Input Example

https://live.tencentcloudapi.com/?Action=DeletelLiveTranscodeRule

&DomainName=5000.1livepush.mygcloud.com
&AppName=1live

&StreamName=streaml

&TemplateId=1000

&<Common request parameters>

Output Example

{

"Response": {

"RequestId": "3cl140219-cfe9-470e-b241-907877d6£fb03"

4
}

5. Developer Resources

SDK

Cloud Streaming Services

The unique request ID, which is returned for each request. Requestld is required for

TencentCloud API 3.0 integrates SDKSs that support various programming languages to make it easier for you to call

APls.
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» Tencent Cloud SDK 3.0 for Python
» Tencent Cloud SDK 3.0 for Java

» Tencent Cloud SDK 3.0 for PHP

» Tencent Cloud SDK 3.0 for Go

» Tencent Cloud SDK 3.0 for Node.js
» Tencent Cloud SDK 3.0 for .NET

» Tencent Cloud SDK 3.0 for C++

Command Line Interface

¢ Tencent Cloud CLI 3.0

6. Error Code

Cloud Streaming Services

The following only lists the error codes related to the API business logic. For other error codes, see Common Error

Codes.

Error Code
FailedOperation.NotFound
InternalError
InternalError.ArgsNotMatch
InternalError.ConflInUsed
InternalError.ConfNotFound
InternalError.Invalidlinput
InternalError.NotFound
InternalError.RuleAlreadyEXxist
InternalError.RulelnUsing
InternalError.RuleNotFound
InvalidParameter
InvalidParameter.DomainFormatError

InvalidParameter.RuleNotFound

©2013-2022 Tencent Cloud. All rights reserved.

Description

No records found.

Internal error.

For the transcoding template adding API.
The template is in use.

The template does not exist.
Parameter check failed.

The record does not exist.

The rule has already been configured.
The rule is in use.

The rule does not exist.

Invalid parameter.

The domain name format is incorrect. Please enter a valid one.
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InvalidParameterValue Invalid parameter value.
MissingParameter Parameter missing.
ResourceNotFound.ForbidService You are blocked.
ResourceNotFound.FreezeService Service suspended.

The service has been suspended due to account arrears. Please top

ResourceNotFound.StopService i - i i
up it to a positive balance to activate the service first.

ResourceNotFound.UserDisableService You disabled the service.
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DeleteLive Transcode Template

Last updated : 2023-09-06 15:06:28

1. API Description

Domain name for API request: live.tencentcloudapi.com.
This API is used to delete a transcoding template.
A maximum of 200 requests can be initiated per second for this API.

We recommend you to use API Explorer
Try it
API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

Parameter . -
Required Type Description
Name
, , Common Params. The value used for this API:

Action Yes String .
DeleteLiveTranscodeTemplate.

Version Yes String Common Params. The value used for this API: 2018-08-01.

Region No String Common Params. This parameter is not required for this API.
Template ID.
1. Get the template ID in the returned value of the

Templateld Yes Integer CreateLiveTranscodeTemplate API call.

2. You can query the list of created templates through the
DescribeLiveTranscodeTemplates API.

3. Output Parameters
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Parameter Type Description
Name

The unique request ID, which is returned for each request. Requestld is required for

Requestld String ,
locating a problem.

4. Example

Example1 Sample request

Input Example

https://live.tencentcloudapi.com/?Action=DeletelLiveTranscodeTemplate
&TemplateId=1000

&<Common request parameters>

Output Example

{

"Response": {

"RequestId": "3c140219-cfe9-470e-b241-907877d6£fb03"
}

}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for you to call
APls.

» Tencent Cloud SDK 3.0 for Python
» Tencent Cloud SDK 3.0 for Java

» Tencent Cloud SDK 3.0 for PHP

» Tencent Cloud SDK 3.0 for Go

» Tencent Cloud SDK 3.0 for Node.js
e Tencent Cloud SDK 3.0 for .NET

» Tencent Cloud SDK 3.0 for C++

Command Line Interface
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¢ Tencent Cloud CLI 3.0

6. Error Code

Cloud Streaming Services

The following only lists the error codes related to the API business logic. For other error codes, see Common Error

Codes.

Error Code
FailedOperation.AiTranscodeOptionFail
FailedOperation.ConfInUsed
FailedOperation.NotFound
InternalError
InternalError.ArgsNotMatch
InternalError.ConflnUsed
InternalError.ConfNotFound
InternalError.Invalidlinput
InternalError.NotFound
InternalError.RuleAlreadyExist
InternalError.RulelnUsing
InternalError.RuleNotFound
InvalidParameter
InvalidParameterValue
MissingParameter
ResourceNotFound.ForbidService

ResourceNotFound.FreezeService

ResourceNotFound.StopService

ResourceNotFound.UserDisableService

©2013-2022 Tencent Cloud. All rights reserved.

Description

Failed to manipulate the Al APL.

The template is in use.

No records found.

Internal error.

For the transcoding template adding API.
The template is in use.

The template does not exist.
Parameter check failed.

The record does not exist.

The rule has already been configured.
The rule is in use.

The rule does not exist.

Invalid parameter.

Invalid parameter value.

Parameter missing.

You are blocked.

Service suspended.

The service has been suspended due to account arrears. Please top
up it to a positive balance to activate the service first.

You disabled the service.

Page 81 of 588


https://intl.cloud.tencent.com/document/product/1013
https://intl.cloud.tencent.com/document/api/267/30851#common-error-codes

@ Tencent Cloud Cloud Streaming Services

DescribelLiveTranscodeRules

Last updated : 2023-09-06 15:06:28

1. API Description

Domain name for API request: live.tencentcloudapi.com.
This API is used to get the list of transcoding rules.
A maximum of 500 requests can be initiated per second for this API.

We recommend you to use API Explorer
Try it
API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

Parameter Name Required Type Description
. _ Common Params. The value used for this API:
Action Yes String o
DescribeLiveTranscodeRules.
Version Yes String Common Params. The value used for this API: 2018-08-01.
Region No String Common Params. This parameter is not required for this API.
Array of
Templatelds.N No An array of template IDs to be filtered.
Integer
) Array of :
DomainNames.N No Stri An array of domain names to be filtered.
ring
3. Output Parameters
Parameter Type Description
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Name
A f
Rules ray o List of transcoding rules.
Rulelnfo
Requestld String The .unique reque?st ID, which is returned for each request. Requestld is
required for locating a problem.
4. Example

Example1 Sample request

Input Example

https://live.tencentcloudapi.com/?Action=DescribeLiveTranscodeRules

&<Common request parameters>

Output Example

{

"Response": {

"Rules": [

{

"CreateTime": "2018-09-12 15:52:01",
"UpdateTime": "2018-10-12 18:00:05",
"TemplateId": 1000,

"DomainName": "5000.livepush.mygcloud.com",
"AppName": "live",

"StreamName": "streaml"

}

1y

"RequestId": "3cl140219-cfe9-470e-b241-907877d6£fb03"

}
}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKSs that support various programming languages to make it easier for you to call
APls.
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» Tencent Cloud SDK 3.0 for Python
» Tencent Cloud SDK 3.0 for Java

» Tencent Cloud SDK 3.0 for PHP

» Tencent Cloud SDK 3.0 for Go

» Tencent Cloud SDK 3.0 for Node.js
» Tencent Cloud SDK 3.0 for .NET

» Tencent Cloud SDK 3.0 for C++

Command Line Interface

¢ Tencent Cloud CLI 3.0

6. Error Code

Cloud Streaming Services

The following only lists the error codes related to the API business logic. For other error codes, see Common Error

Codes.

Error Code

InternalError
InternalError.ArgsNotMatch
InternalError.ConfiInUsed
InternalError.ConfNotFound
InternalError.Invalidlnput
InternalError.NotFound
InternalError.RuleAlreadyExist
InternalError.RulelnUsing
InternalError.RuleNotFound
InvalidParameter
InvalidParameterValue
MissingParameter

ResourceNotFound.ForbidService

©2013-2022 Tencent Cloud. All rights reserved.

Description

Internal error.

For the transcoding template adding API.
The template is in use.

The template does not exist.
Parameter check failed.

The record does not exist.

The rule has already been configured.
The rule is in use.

The rule does not exist.

Invalid parameter.

Invalid parameter value.

Parameter missing.

You are blocked.
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ResourceNotFound.FreezeService Service suspended.

The service has been suspended due to account arrears. Please top

ResourceNotFound.StopService i - i i
up it to a positive balance to activate the service first.

ResourceNotFound.UserDisableService You disabled the service.
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DescribeLiveTranscodeTemplate

Last updated : 2023-09-06 15:06:28

1. API Description

Domain name for API request: live.tencentcloudapi.com.
This API is used to get a single transcoding template.
A maximum of 500 requests can be initiated per second for this API.

We recommend you to use API Explorer
Tryit
API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

Parameter . .
Required Type Description
Name
, , Common Params. The value used for this API:

Action Yes String o
DescribeLiveTranscodeTemplate.

Version Yes String Common Params. The value used for this API: 2018-08-01.

Region No String Common Params. This parameter is not required for this API.
Template ID.

Templateld Yes Integer Note: get the template ID in the returned value of the

CreateLiveTranscodeTemplate API call.

3. Output Parameters

Parameter

Type Description
Name
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Template Templatelnfo Template information.

The unique request ID, which is returned for each request. Requestld is

Requestld Strin
au "o required for locating a problem.

4. Example

Example1 Sample request

Input Example

https://live.tencentcloudapi.com/?Action=DescribelLiveTranscodeTemplate
&TemplateId=1000

&<Common request parameters>

Output Example

{

"Response": {
"Template": {
"Profile": "xx",
"AudioBitrate": 15,
"Rotate": O,
"BitrateToOrig": O,
"TemplateName": "xx",
"VideoBitrate": 30,
"ShortEdgeAsHeight": O,
"Vcodec": "xx",
"AdaptBitratePercent": 0.0,
"AiTransCode": O,
"Height": 250,

"width": 250,
"NeedAudio": 1,
"FpsToOrig": O,

"Fps": 30,
"TemplateId": 1000,
"Description": "xx",
"HeightToOrig": O,
"NeedVideo": 1,

"Gop": 3,

"Acodec": "xx"

b

"RequestId": "3cl140219-cfe9-470e-b241-907877d6fb03"
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5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for you to call
APls.

» Tencent Cloud SDK 3.0 for Python
» Tencent Cloud SDK 3.0 for Java

» Tencent Cloud SDK 3.0 for PHP

e Tencent Cloud SDK 3.0 for Go

» Tencent Cloud SDK 3.0 for Node.js
» Tencent Cloud SDK 3.0 for .NET

» Tencent Cloud SDK 3.0 for C++

Command Line Interface

¢ Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common Error
Codes.

Error Code Description

FailedOperation.NotFound No records found.

InternalError Internal error.
InternalError.ArgsNotMatch For the transcoding template adding API.
InternalError.ConflnUsed The template is in use.
InternalError.ConfNotFound The template does not exist.
InternalError.Invalidlinput Parameter check failed.
InternalError.NotFound The record does not exist.
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InternalError.RuleAlreadyExist
InternalError.RulelnUsing
InternalError.RuleNotFound
InvalidParameter
InvalidParameterValue
MissingParameter
ResourceNotFound.ForbidService

ResourceNotFound.FreezeService
ResourceNotFound.StopService

ResourceNotFound.UserDisableService

UnsupportedOperation.NotLVBCodeMode

©2013-2022 Tencent Cloud. All rights reserved.

Cloud Streaming Services

The rule has already been configured.
The rule is in use.

The rule does not exist.

Invalid parameter.

Invalid parameter value.

Parameter missing.

You are blocked.

Service suspended.

The service has been suspended due to account arrears. Please
top up it to a positive balance to activate the service first.

You disabled the service.

Not a LVB code/new console mode
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DescribeLiveTranscodeTemplates

Last updated : 2023-09-06 15:06:28

1. API Description

Domain name for API request: live.tencentcloudapi.com.
This API is used to get the transcoding template list.
A maximum of 500 requests can be initiated per second for this API.

We recommend you to use API Explorer
Try it
API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

Parameter . -

Required Type Description
Name

, , Common Params. The value used for this API:
Action Yes String o
DescribeLiveTranscodeTemplates.

Version Yes String Common Params. The value used for this API: 2018-08-01.
Region No String Common Params. This parameter is not required for this API.

3. Output Parameters

Parameter _
Type Description
Name
Array of . .
Templates y List of transcoding templates.

Templatelnfo
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Requestld String The unique request ID, which is returned for each request. Requestld is
required for locating a problem.

4. Example

Example1 Sample request

Input Example

POST / HTTP/1.1

Host: live.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: DescribeliveTranscodeTemplates

<Common request parameters>

{3}

Output Example

{

"Response": {
"Templates": [

{

"Wwidth": 250,
"Fps": 30,
"TemplateId": 1000,
"Gop": 3,

"Acodec": "xx",
"Profile": "xx",
"Description": "xx",
"VideoBitrate": 30,
"BitrateToOrig": O,
"AiTransCode": O,
"HeightToOrig": O,
"AudioBitrate": 15,

"Rotate": O,
"TemplateName": "xx",
"AdaptBitratePercent": 0.0,
"Vcodec": "xx",
"NeedAudio": 1,
"DRMTracks": "xx",

"NeedVideo": 1,
"DRMType": "xx",
"ShortEdgeAsHeight": O,
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"Height": 250,
"FpsToOrig": 0
}
1,

"RequestId": "xx"
}
}

5. Developer Resources

SDK

Cloud Streaming Services

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for you to call

APls.

» Tencent Cloud SDK 3.0 for Python
» Tencent Cloud SDK 3.0 for Java

» Tencent Cloud SDK 3.0 for PHP

» Tencent Cloud SDK 3.0 for Go

» Tencent Cloud SDK 3.0 for Node.js
» Tencent Cloud SDK 3.0 for .NET

» Tencent Cloud SDK 3.0 for C++

Command Line Interface

¢ Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common Error

Codes.

Error Code

InternalError
InternalError.ArgsNotMatch
InternalError.ConflnUsed

InternalError.ConfNotFound

©2013-2022 Tencent Cloud. All rights reserved.

Description

Internal error.

For the transcoding template adding API.
The template is in use.

The template does not exist.
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InternalError.Invalidinput Parameter check failed.
InternalError.NotFound The record does not exist.
InternalError.RuleAlreadyExist The rule has already been configured.
InternalError.RulelnUsing The rule is in use.
InternalError.RuleNotFound The rule does not exist.
InvalidParameter Invalid parameter.
InvalidParameterValue Invalid parameter value.
MissingParameter Parameter missing.
ResourceNotFound.ForbidService You are blocked.
ResourceNotFound.FreezeService Service suspended.

The service has been suspended due to account arrears. Please

ResourceNotFound.StopService , . ) )
top up it to a positive balance to activate the service first.

ResourceNotFound.UserDisableService You disabled the service.

UnsupportedOperation.NotLVBCodeMode Not a LVB code/new console mode
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CreateLiveTranscodeTemplate

Last updated : 2023-09-06 15:06:29

1. API Description

Domain name for API request: live.tencentcloudapi.com.

This API is used to create a transcoding template. Up to 50 transcoding templates can be created in total. To use a

template, you need to call CreateLiveTranscodeRule to bind the template ID returned by this API to a stream.

For more information about transcoding, see Live Remuxing and Transcoding.
A maximum of 200 requests can be initiated per second for this API.

We recommend you to use API Explorer
Try it
API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides APl request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

Parameter Name Required Type Description

Common Params. The value used for this API:

Action Yes Strin

g CreatelLiveTranscodeTemplate.
Version Yes String Common Params. The value used for this API: 2018-08-01.
Region No String Common Params. This parameter is not required for this API.

Template name, such as “900p”. This can be only a
combination of letters and digits.
TemplateName Yes String Length limit:
Standard transcoding: 1-10 characters
Top speed codec transcoding: 3-10 characters

VideoBitrate Yes Integer Video bitrate in Kbps. Value range: 100-8000.
Note: the transcoding template requires that the bitrate be
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unique. Therefore, the final saved bitrate may be different from
the input bitrate.

Audio codec. Default value: aac.

Acodec No String , )
Note: this parameter is unsupported now.
Audio bi . Default value: 0.
AudioBitrate No Integer udio bitrate. Default value: 0
Value range: 0-500.
Video codec. Valid values: h264, h265, origin (default)
Vcodec No String
origin: original codec as the output codec
Description No String Template description.
NeedVideo No Integer Whether to keep the video. 0: no; 1: yes. Default value: 1.

Width. Default value: 0.
Width No Integer Value range: 0-3000
It must be a multiple of 2. The original width is 0.

NeedAudio No Integer Whether to keep the audio. 0: no; 1: yes. Default value: 1.

Height. Default value: 0
Value range: 0-3000

Height No Integer The value must be a multiple of 2. The original heightis 0 .
This parameter is required for a top speed codec template
(when AiTransCode is 1 ).

Frame rate. Default value: 0.

Fps No Integer
Value range: 0-60
Keyframe interval in seconds. Default value: original interval
Gop No Integer
Value range: 2-6
Rotati le. Default value: 0.
Rotate No Integer ot.atlon angle. Default value: 0
Valid values: 0, 90, 180, 270
E [ lity:
Profile No String ncoqlng qula It}_/ .
baseline/main/high. Default value: baseline.
Whether to use the original bitrate when the set bitrate is larger
han the original bi .
BitrateToOrig No Integer than the original bitrate
0:no, 1:yes
Default value: 0.
HeightToOrig No Integer Whether to use the original height when the set height is higher

than the original height.
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FpsToOrig

AiTransCode

AdaptBitratePercent

ShortEdgeAsHeight

DRMType

DRMTracks

No

No

No

No

No

No

Cloud Streaming Services

0:no, 1: yes
Default value: 0.

Whether to use the original frame rate when the set frame rate
is larger than the original frame rate.

0:no, 1:yes

Default value: 0.

Integer

Whether it is a top speed codec template. 0: no, 1: yes. Default

Integer
value: 0.

Bitrate compression ratio of top speed codec video.
Target bitrate of top speed code = VideoBitrate * (1-
Float AdaptBitratePercent)

Value range: 0.0-0.5.

Whether to use the short side as the video height. 0: no, 1: yes.

Integer
Default value: 0.

The DRM encryption type. Valid values: fairplay, normalaes,
widevine.

If you do not pass this parameter or pass in an empty string,
the existing configuration will be reset.

String

The tracks to encrypt. Valid values: AUDIO, SD, HD, UHD1,

UHD2. You can choose only one video track (SD, HD, UHD1,
String or UHD2).

If you do not pass this parameter or pass in an empty string,

the existing configuration will be reset.

3. Output Parameters

Parameter

Type
Name i
Templateld Integer
Requestld String
4. Example

Description

Template ID.

The unique request ID, which is returned for each request. Requestld is required for
locating a problem.
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Example1 Creating a transcoding template

This example shows you how to create a transcoding template.

Input Example

POST / HTTP/1.1

Host: live.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: CreateliveTranscodeTemplate

<Common request parameters>

{

"Profile": "main",
"AudioBitrate": "500",
"Rotate": "O",
"Description”: "test",
"TemplateName": "900m",
"VideoBitrate": "900",
"Vcodec": "h264",
"Height": "250",
"Width": "250",
"NeedAudio": "1",
"FpsToOrig": "O",
"Fps": "30",
"BitrateToOrig": "Q0O",
"HeightToOrig": "0O",
"NeedvVideo": "1",
"Gop": "3",

"Acodec": "aac"

}

Output Example

{

"Response": {

"TemplateId": 1000,

"RequestId": "3cl140219-cfe9-470e-b241-907877d6fb03"
}

}

5. Developer Resources

SDK
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TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for you to call

APls.

» Tencent Cloud SDK 3.0 for Python
» Tencent Cloud SDK 3.0 for Java

» Tencent Cloud SDK 3.0 for PHP

» Tencent Cloud SDK 3.0 for Go

» Tencent Cloud SDK 3.0 for Node.js
» Tencent Cloud SDK 3.0 for .NET

» Tencent Cloud SDK 3.0 for C++

Command Line Interface

¢ Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common Error

Codes.

Error Code
FailedOperation.AiTranscodeOptionFail
FailedOperation.CallOtherSvrFailed
InternalError
InternalError.ArgsNotMatch
InternalError.ConflnUsed
InternalError.ConfNotFound
InternalError.ConfOutLimit
InternalError.Invalidlnput
InternalError.NotFound
InternalError.ProcessorAlreadyExist
InternalError.RuleAlreadyExist

InternalError.RulelnUsing

©2013-2022 Tencent Cloud. All rights reserved.

Cloud Streaming Services

Description

Failed to manipulate the Al API.

Failed to call the internal service.

Internal error.

For the transcoding template adding API.
The template is in use.

The template does not exist.

The number of templates exceeded the limit.
Parameter check failed.

The record does not exist.

The transcoding template name already exists.

The rule has already been configured.

The rule is in use.
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InternalError.RuleNotFound
InvalidParameter

InvalidParameter.ArgsNotMatch
InvalidParameter.GopMustEqualAndExists

InvalidParameter.ProcessorAlreadyExist
InvalidParameterValue
MissingParameter
ResourceNotFound.ForbidService

ResourceNotFound.FreezeService
ResourceNotFound.StopService

ResourceNotFound.UserDisableService

UnsupportedOperation.NotLVBCodeMode
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The rule does not exist.
Invalid parameter.
Incorrect template name.

The GOP of an adaptive bitrate template is required and must be
the same for each stream.

Invalid parameter value.
Parameter missing.
You are blocked.
Service suspended.

The service has been suspended due to account arrears. Please
top up it to a positive balance to activate the service first.

You disabled the service.

Not a LVB code/new console mode
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Cloud Streaming Services

ModifyLiveTranscode Template

Last updated : 2023-09-06 15:06:28

1. API Description

Domain name for API request: live.tencentcloudapi.com.

This API is used to modify the transcoding template configuration.

A maximum of 200 requests can be initiated per second for this API.

We recommend you to use API Explorer

Try it

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

Parameter Name

Action

Version
Region

Templateld

Vcodec

Acodec

AudioBitrate

Required

Yes

Yes

No

Yes

No

No

No

Type

String

String
String

Integer

String

String

Integer

©2013-2022 Tencent Cloud. All rights reserved.

Description

Common Params. The value used for this API:
ModifyLiveTranscodeTemplate.

Common Params. The value used for this API: 2018-08-01.
Common Params. This parameter is not required for this API.
Template ID.

Video codec. Valid values: h264, h265, origin (default)

origin: original codec as the output codec

Audio codec. Defaut value: aac.
Note: this parameter is unsupported now.

Audio bitrate. Default value: 0.
Value range: 0-500.
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Description No String Template description.

Video bitrate in Kbps. Value range: 100-8000.

Note: the transcoding template requires that the bitrate be
unique. Therefore, the final saved bitrate may be different from
the input bitrate.

VideoBitrate No Integer

Width in pixels. Value range: 0-3000.

Width No Integer
9 It must be a multiple of 2. The original width is 0.

NeedVideo No Integer Whether to keep the video. 0: no; 1: yes. Default value: 1.
NeedAudio No Integer Whether to keep the audio. 0: no; 1: yes. Default value: 1.

Height in pixels. Value range: 0-3000.

Height No Integer
g 9 It must be a multiple of 2. The original height is 0.

Frame rate in fps. Default value: 0.

Fps No Integer
Value range: 0-60

Keyframe interval in seconds.

Go No Integer
P g Value range: 2-6

Rotation angle. Default value: 0.

Rotate No Integer )
Valid values: 0, 90, 180, 270

Encoding quality:

Profile No Strin
"o baseline/main/high.

Whether to use the original bitrate when the set bitrate is larger
than the original bitrate.

0:no, 1: yes

Default value: 0.

BitrateToOrig No Integer

Whether to use the original height when the set height is higher
than the original height.

0:no, 1: yes

Default value: 0.

HeightToOrig No Integer

Whether to use the original frame rate when the set frame rate
is larger than the original frame rate.

0:no, 1: yes

Default value: 0.

FpsToOrig No Integer

AdaptBitratePercent No Float Bitrate compression ratio of top speed codec video.
Target bitrate of top speed code = VideoBitrate * (1-
AdaptBitratePercent)
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Value range: 0.0-0.5.

Whether to use the short side as the video height. 0: no, 1: yes.

ShortEdgeAsHeight No Integer

Default value: 0.

The DRM encryption type. Valid values: fairplay, normalaes,
DRMType No String widevine.

If you do not pass this parameter or pass in an empty string,
the existing configuration will be reset.

The tracks to encrypt. Valid values: AUDIO, SD, HD, UHD1,

UHD2. You can choose only one video track (SD, HD, UHD1,
DRMTracks No String or UHD2).

If you do not pass this parameter or pass in an empty string,

the existing configuration will be reset.

3. Output Parameters

Parameter -
Type Description
Name
Requestld String The llJnique request ID, which is returned for each request. Requestld is required for
locating a problem.
4. Example

Example1 Modifying a transcoding template

This example shows you how to modify a transcoding template.

Input Example

POST / HTTP/1.1

Host: live.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: ModifyLiveTranscodeTemplate

<Common request parameters>

{

"Profile": "main",
"AudioBitrate": "600",
"Rotate": "O",
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"Description”: "test",
"VideoBitrate": "1500",
"Vcodec": "h265",
"Height": "240",
"Width": "250",
"NeedAudio": "1",
"FpsToOrig": "0O",
"Fps": "30",
"TemplateId": "1001",
"BitrateToOrig": "0O",
"HeightToOrig": "0",
"NeedVideo": "1",
"Gop": "3",

"Acodec": "aac"

}

Output Example

{

"Response": {

"RequestId": "3c140219-c£fe9-470e-b241-907877d6£fb03"

}
}

5. Developer Resources

SDK

Cloud Streaming Services

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for you to call

APls.

» Tencent Cloud SDK 3.0 for Python
» Tencent Cloud SDK 3.0 for Java

» Tencent Cloud SDK 3.0 for PHP

e Tencent Cloud SDK 3.0 for Go

» Tencent Cloud SDK 3.0 for Node.js
» Tencent Cloud SDK 3.0 for NET

» Tencent Cloud SDK 3.0 for C++

Command Line Interface

¢ Tencent Cloud CLI 3.0

©2013-2022 Tencent Cloud. All rights reserved.
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6. Error Code

Cloud Streaming Services

The following only lists the error codes related to the API business logic. For other error codes, see Common Error

Codes.

Error Code
FailedOperation.AiTranscodeOptionFail
FailedOperation.NotFound
InternalError
InternalError.ArgsNotMatch
InternalError.ConfiInUsed
InternalError.ConfNotFound
InternalError.Invalidlnput
InternalError.NotFound
InternalError.ProcessorAlreadyExist
InternalError.RuleAlreadyExist
InternalError.RulelnUsing
InternalError.RuleNotFound
InvalidParameter

InvalidParameter.ArgsNotMatch

InvalidParameter.GopMustEqualAndExists

InvalidParameter.ProcessorAlreadyExist
InvalidParameterValue
MissingParameter
ResourceNotFound.ForbidService

ResourceNotFound.FreezeService

©2013-2022 Tencent Cloud. All rights reserved.

Description

Failed to manipulate the Al API.

No records found.

Internal error.

For the transcoding template adding API.
The template is in use.

The template does not exist.

Parameter check failed.

The record does not exist.

The transcoding template name already exists.
The rule has already been configured.
The rule is in use.

The rule does not exist.

Invalid parameter.

Incorrect template name.

The GOP of an adaptive bitrate template is required and must be
the same for each stream.

Invalid parameter value.
Parameter missing.
You are blocked.

Service suspended.
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ResourceNotFound.StopService The service has been suspended due to account arrears. Please
top up it to a positive balance to activate the service first.

ResourceNotFound.UserDisableService You disabled the service.

©2013-2022 Tencent Cloud. All rights reserved. Page 105 of 588



@ Tencent Cloud Cloud Streaming Services

CreateLiveTranscodeRule

Last updated : 2023-09-06 15:06:29

1. API Description

Domain name for API request: live.tencentcloudapi.com.

This API is used to create a transcoding rule that binds a template ID to a stream. Up to 50 transcoding rules can be

created in total. Before you call this API, you need to first call CreateLiveTranscodeTemplate to get the template ID.

Related document: Live Remuxing and Transcoding.
A maximum of 200 requests can be initiated per second for this API.

We recommend you to use AP| Explorer
Try it
API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides APl request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

Parameter -
Required Type Description
Name
. . Common Params. The value used for this API:
Action Yes String ,
CreateLiveTranscodeRule.
Version Yes String Common Params. The value used for this API: 2018-08-01.
Region No String Common Params. This parameter is not required for this API.
DomainName Yes String Playback domain name.
The push path, which is the same as AppName in the push and
AppName Yes String playback addresses andis 1ive by default. If you only want to
bind the template to a domain, pass in an empty string.
StreamName Yes String Stream name. If only the domain name or path is bound, leave this
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parameter blank.

Templateld Yes Integer Designates an existing template ID.

3. Output Parameters

Parameter .
Type Description
Name
Requestid String The l.mique request ID, which is returned for each request. Requestld is required for
locating a problem.
4. Example

Example1 Creating a transcoding rule

This example shows you how to create a transcoding rule.

Input Example

https://live.tencentcloudapi.com/?Action=CreatelLiveTranscodeRule
&DomainName=5000.1liveplay.myqgcloud.com

&AppName=1live

&StreamName=streaml

&TemplateId=1000

§<Common request parameters>

Output Example

{

"Response": {

"RequestId": "3cl140219-cfe9-470e-b241-907877d6£fb03"
}

}

5. Developer Resources

SDK
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Cloud Streaming Services

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for you to call

APls.

» Tencent Cloud SDK 3.0 for Python
» Tencent Cloud SDK 3.0 for Java

» Tencent Cloud SDK 3.0 for PHP

e Tencent Cloud SDK 3.0 for Go

» Tencent Cloud SDK 3.0 for Node.js
» Tencent Cloud SDK 3.0 for .NET

» Tencent Cloud SDK 3.0 for C++

Command Line Interface

¢ Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common Error

Codes.

Error Code
FailedOperation.RuleAlreadyExist
InternalError
InternalError.ArgsNotMatch
InternalError.ConfiInUsed
InternalError.ConfNotFound
InternalError.Invalidlinput
InternalError.NotFound
InternalError.RuleAlreadyExist
InternalError.RulelnUsing
InternalError.RuleNotFound
InternalError.RuleQutLimit

InvalidParameter

©2013-2022 Tencent Cloud. All rights reserved.

Description

The rule already exists.

Internal error.

For the transcoding template adding API.
The template is in use.

The template does not exist.
Parameter check failed.

The record does not exist.

The rule has already been configured.
The rule is in use.

The rule does not exist.

The rule exceeds the limit.

Invalid parameter.
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InvalidParameter.ConfNotFound
InvalidParameter.DomainFormatError
InvalidParameterValue
MissingParameter
ResourceNotFound.ForbidService

ResourceNotFound.FreezeService
ResourceNotFound.StopService

ResourceNotFound.UserDisableService

UnsupportedOperation.NotLVBCodeMode

©2013-2022 Tencent Cloud. All rights reserved.
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The domain name format is incorrect. Please enter a valid one.
Invalid parameter value.

Parameter missing.

You are blocked.

Service suspended.

The service has been suspended due to account arrears. Please
top up it to a positive balance to activate the service first.

You disabled the service.

Not a LVB code/new console mode
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Delayed Playback Management APls
AddDelayLiveStream

Last updated : 2023-09-06 15:06:32

1. API Description

Domain name for API request: live.tencentcloudapi.com.
This APl is used to set a delay in playing the images of large live streaming events, in case of emergencies.

Note: if you are to set the delay before stream push, set it at least 5 minutes before the push. This API supports

configuration only by stream.
A maximum of 200 requests can be initiated per second for this API.

We recommend you to use API Explorer
Tryit
API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

Parameter . -
ara Required Type Description
Name
Action Yes String Common Params. The value used for this API: AddDelayLiveStream.
Version Yes String Common Params. The value used for this API: 2018-08-01.
Region No String Common Params. This parameter is not required for this API.
) Push path, which is the same as the AppName in push and
AppName Yes String , .
playback addresses andis 1ive by default.
DomainName Yes String Push domain name.
StreamName Yes String Stream name.
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DelayTime Yes Integer Delay time in seconds, up to 600s.

Expiration time of the configured delayed playback in UTC format,
such as 2018-11-29T19:00:00Z.

Notes:

1. The configuration will expire after 7 days by default and can last up
to 7 days.

2. The Beijing time is in UTC+8. This value should be in the format as
required by ISO 8601. For more information, please see ISO Date
and Time Format.

ExpireTime No String

3. Output Parameters

Parameter -
Type Description
Name
Requestld String The llJnique request ID, which is returned for each request. Requestld is required for
locating a problem.
4. Example

Example1 Sample request

Input Example

https://live.tencentcloudapi.com/?Action=AddDelayLiveStream
&DomainName=5000.1livepush.myqgcloud.com

&AppName=live

&StreamName=streaml

&DelayTime=30

&ExpireTime=2018-12-30T11:00:00%

&<Common request parameters>

Output Example

{

"Response": {

"RequestId": "8e50cdb5-56dc-408b-8900-31818958d424"
}

}
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5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for you to call
APls.

» Tencent Cloud SDK 3.0 for Python
» Tencent Cloud SDK 3.0 for Java

» Tencent Cloud SDK 3.0 for PHP

» Tencent Cloud SDK 3.0 for Go

» Tencent Cloud SDK 3.0 for Node.js
» Tencent Cloud SDK 3.0 for NET

» Tencent Cloud SDK 3.0 for C++

Command Line Interface

¢ Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common Error
Codes.

Error Code Description

DryRun operation. A request will not be successful if the DryRun

DryRunOperation parameter is passed in.
FailedOperation.CallOtherSvrFailed Failed to call the internal service.
InternalError Internal error.
InternalError.CallOtherSvrError Error calling internal service.
InternalError.ConfigNotExist The configuration does not exist.
InternalError.GetBizidError Error getting user account.
InternalError.GetStreamInfoError Failed to get the stream information.
InternalError.NotPermmitOperat No permission to operate.
InternalError.StreamStatusError Exceptional stream status.
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InternalError.UpdateDataError Failed to update data.
InvalidParameter Invalid parameter.
InvalidParameterValue Invalid parameter value.
MissingParameter Parameter missing.
ResourceNotFound The resource is not found.
ResourceNotFound.ForbidService You are blocked.
ResourceNotFound.FreezeService Service suspended.

The service has been suspended due to account arrears. Please top

ResourceNotFound.StopService ) - i i
up it to a positive balance to activate the service first.

ResourceNotFound.UserDisableService You disabled the service.

ResourceNotFound.UserNotExist The LVB service has not been activated.
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DescribeLiveDelayInfoList

Last updated : 2023-09-06 15:06:32

1. API Description

Domain name for API request: live.tencentcloudapi.com.
This API is used to get the list of delayed playbacks.
A maximum of 500 requests can be initiated per second for this API.

We recommend you to use API Explorer
Tryit
API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

Parameter , .
Required Type Description
Name
, , Common Params. The value used for this API:
Action Yes String o }
DescribeLiveDelayInfoList.
Version Yes String Common Params. The value used for this API: 2018-08-01.
Region No String Common Params. This parameter is not required for this API.

3. Output Parameters

Parameter -
Type Description
Name
, Array of . Lo
DelayInfoList Delayed playback information list.
DelaylInfo
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Requestld String The unique request ID, which is returned for each request. Requestld is
required for locating a problem.

4. Example

Example1 Sample request

Input Example

https://live.tencentcloudapi.com/?Action=DescribeLiveDelayInfoList

&<Common request parameters>

Output Example

{

"Response": {
"DelayInfolList": [
{

"DomainName": "5000.pushdomain.com",
"AppName": "live",

"StreamName": "testStream",
"DelayInterval": 60,

"CreateTime": "2019-06-14T00:00:002",
"ExpireTime": "2019-06-15T00:00:00z",
"Status": 1

}

I

"RequestId": "8e50cdb5-56dc-408b-89b0-31818958d424"
}

}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for you to call
APls.

» Tencent Cloud SDK 3.0 for Python
¢ Tencent Cloud SDK 3.0 for Java
e Tencent Cloud SDK 3.0 for PHP
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Tencent Cloud SDK 3.0 for Go
Tencent Cloud SDK 3.0 for Node.js
Tencent Cloud SDK 3.0 for .NET
Tencent Cloud SDK 3.0 for C++

Command Line Interface

e Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common Error
Codes.

Error Code Description

FailedOperation Operation failed.
FailedOperation.CallOtherSvrFailed Failed to call the internal service.
InternalError Internal error.
InternalError.DBError DB execution error.
InvalidParameterValue Invalid parameter value.
ResourceNotFound.ForbidService You are blocked.
ResourceNotFound.FreezeService Service suspended.

The service has been suspended due to account arrears. Please top

ResourceNotFound.StopService i - i i
up it to a positive balance to activate the service first.

ResourceNotFound.UserDisableService You disabled the service.

ResourceNotFound.UserNotExist The LVB service has not been activated.
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ResumeDelayLiveStream

Last updated : 2023-09-06 15:06:32

1. API Description

Domain name for API request: live.tencentcloudapi.com.
This API is used to cancel the delay setting and recover the real-time display of the live streaming image.
A maximum of 200 requests can be initiated per second for this API.

We recommend you to use API Explorer
Tryit
API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

P t : .
arameter Required Type Description
Name
_ _ Common Params. The value used for this API:

Action Yes String ,
ResumeDelayLiveStream.

Version Yes String Common Params. The value used for this API: 2018-08-01.

Region No String Common Params. This parameter is not required for this API.
Push path, which is th the AppName in push and playback

AppName Yes String ush path, w IC. |§ e same as the App in pu play
addresses and is "live" by default.

DomainName Yes String Push domain name.

StreamName Yes String Stream name.

3. Output Parameters
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Parameter Type Description
Name

Requestld String ,
locating a problem.

4. Example

Example1 Sample request

Input Example

https://live.tencentcloudapi.com/?Action=ResumeDelayLiveStream
&DomainName=5000.1livepush.mygcloud.com

&AppName=live

&StreamName=streaml

&<Common request parameters>

Output Example

{

"Response": {

"RequestId": "8e50cdb5-56dc-408b-8900-31818958d424"
}

}

5. Developer Resources

SDK

Cloud Streaming Services

The unique request ID, which is returned for each request. Requestld is required for

TencentCloud API 3.0 integrates SDKSs that support various programming languages to make it easier for you to call

APls.

» Tencent Cloud SDK 3.0 for Python
» Tencent Cloud SDK 3.0 for Java

e Tencent Cloud SDK 3.0 for PHP

» Tencent Cloud SDK 3.0 for Go

» Tencent Cloud SDK 3.0 for Node.js
» Tencent Cloud SDK 3.0 for .NET

» Tencent Cloud SDK 3.0 for C++
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Command Line Interface

¢ Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common Error
Codes.

Error Code Description

DryRun operation. A request will not be successful if the DryRun

DryRunOperation parameter is passed in.
FailedOperation Operation failed.
FailedOperation.CallOtherSvrFailed Failed to call the internal service.
InternalError Internal error.
InternalError.CallOtherSvrError Error calling internal service.
InternalError.ConfigNotExist The configuration does not exist.
InternalError.GetBizidError Error getting user account.
InternalError.GetStreamInfoError Failed to get the stream information.
InternalError.GetUpstreamInfoError Error getting the live stream source information.
InternalError.NotPermmitOperat No permission to operate.
InternalError.StreamStatusError Exceptional stream status.
InternalError.UpdateDataError Failed to update data.
InvalidParameter Invalid parameter.
InvalidParameterValue Invalid parameter value.
LimitExceeded Quota exceeded.
MissingParameter Parameter missing.

ResourcelnUse The resource is occupied.
Resourcelnsufficient Insufficient resources.
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ResourceNotFound The resource is not found.
ResourceNotFound.ForbidService You are blocked.
ResourceNotFound.FreezeService Service suspended.

The service has been suspended due to account arrears. Please top

ResourceNotFound.StopService i - i i
up it to a positive balance to activate the service first.

ResourceNotFound.UserDisableService You disabled the service.

ResourceNotFound.UserNotExist The LVB service has not been activated.
ResourceUnavailable The resource is unavailable.
UnauthorizedOperation Unauthorized operation.
UnknownParameter Unknown parameter.
UnsupportedOperation Unsupported operation.
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Domain Name Management APIs
AddLiveDomain

Last updated : 2023-09-06 15:06:31

1. API Description

Domain name for API request: live.tencentcloudapi.com.

This API is used to add a domain name. Only one domain name can be submitted at a time, and it must have an ICP

filing.
A maximum of 100 requests can be initiated per second for this API.

We recommend you to use API Explorer
Try it
API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

Parameter Name Required Type Description

Action Yes String Common Params. The value used for this API: AddLiveDomain.
Version Yes String Common Params. The value used for this API: 2018-08-01.
Region No String Common Params. This parameter is not required for this API.
DomainName Yes String Domain name.

Domain name type.
DomainType Yes Integer 0: push domain name.
1: playback domain name.

PlayType No Integer Pull domain name type:
1: Mainland China.
2: global.
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3: outside Mainland China.
Default value: 1.

Whether it is LCB:

:LVB
IsDelayLive No Integer 0 ’
1: LCB.
Default value: 0.
Whether it is LVB on Mini Program.
: LVB.
IsMiniProgramLive No Integer 0

1: LVB on Mini Program.
Default value: 0.

The domain verification type.

Valid values (the value of this parameter must be the same as
VerifyType oOfthe AuthenticateDomainOwner API):

dnsCheck: Check immediately whether the verification DNS

record has been added successfully. If so, record this

VerifyOwnerType No String verification result.

fileCheck: Check immediately whether the verification HTML file

has been uploaded successfully. If so, record this verification

result.

dbCheck: Check whether the domain has already been verified.

If you do not pass a value, dbCheck will be used.

3. Output Parameters

Parameter .
Type Description
Name
Requestid String The l.mique request ID, which is returned for each request. Requestld is required for
locating a problem.
4. Example

Example1 Adding a domain name

Input Example

https://live.tencentcloudapi.com/?Action=AddLiveDomain

&DomainName=www.test .com
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&DomainType=0

&<Common request parameters>

Output Example

{

"Response": {

"RequestId": "eacb6b301-a322-493a-8e36-83b295459397"
}

}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for you to call
APls.

» Tencent Cloud SDK 3.0 for Python
» Tencent Cloud SDK 3.0 for Java

» Tencent Cloud SDK 3.0 for PHP

» Tencent Cloud SDK 3.0 for Go

» Tencent Cloud SDK 3.0 for Node.js
e Tencent Cloud SDK 3.0 for .NET

» Tencent Cloud SDK 3.0 for C++

Command Line Interface

e Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common Error
Codes.

Error Code Description
FailedOperation Operation failed.
FailedOperation.CallOtherSvrFailed Failed to call the internal service.
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FailedOperation.DeleteDomaininLockedTime The domain name cannot be deleted because it incurred traffic

FailedOperation.DomainAdded
FailedOperation.DomainGslbFail
FailedOperation.DomainNeedRealName
FailedOperation.DomainNeedVerifyOwner
FailedOperation.HostOutLimit
FailedOperation.ParentDomainAdded
FailedOperation.SubDomainAdded

InternalError

InternalError.ChineseCharacterDetected

InternalError.ConnectDbError

InternalError.DBError

InternalError.DomainAlreadyExist

InternalError.DomainFormatError

InternalError.DomainGslbFail

InternalError.DomainisFamous

InternalError.DomainlsLimited

InternalError.DomainNoRecord
InternalError.DomainToolLong
InternalError.Invalidinput

InternalError.InvalidUser

©2013-2022 Tencent Cloud. All rights reserved.

in the last 2 days and is in locked state.

The domain has already been added.

Failed to configure the domain rule.

The domain has not been verified.

The ownership of the domain has not been verified.

The number of domain names exceeded the upper limit (100).
The domain’s parent domain has already been added.

The domain’s subdomain has already been added.

Internal error.

Chinese domain names are not supported currently. Please
check the domain name format.

Database connection error.
DB execution error.

The domain name is already connected elsewhere. Please
check whether the entered domain name is correct, and if yes,
you can add it again after successful ownership verification.

The domain name format is incorrect. Please enter a valid one.
Failed to add the GSLB rule.

The domain name is already connected elsewhere. Please
check whether the entered domain name is correct, and if yes,
you can add it again after successful ownership verification.

Your domain name is unavailable. Please enter a correct
domain name.

The domain name has no ICP filing.
The domain name length exceeds the limit.
Parameter check failed.

Account information error.
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InternalError.NetworkError Internal network error.

InvalidParameter Invalid parameter.

InvalidParameter.DomainAlreadyExist The domain name already exists.
InvalidParameter.DomainFormatError The domain name format is incorrect. Please enter a valid one.
InvalidParameter.DomainHitBlackList This domain name is on the blocklist.
InvalidParameter.DomainlsFamous A blocklisted domain name is used.

The domain name is restricted. Please submit a ticket for

InvalidParameter.DomainlsLimited o o
application to remove the restrictions.

InvalidParameter.DomainToolLong The domain name exceeds the length limit.

It is not allowed to add a Mini Program domain name deleted in

InvalidParameter.MpHostDelete
the same month.

InvalidParameter.MpPluginNoUse The WeChat Mini Program plug-in is unauthorized.
ResourceNotFound.DomainNoRecord The domain name has no ICP filing.
ResourceNotFound.ForbidService You are blocked.
ResourceNotFound.FreezeService Service suspended.
ResourceNotFound.InvalidUser This API is not supported for the user.

The service has been suspended due to account arrears.

ResourceNotFound.StopService Please top up it to a positive balance to activate the service
first.
ResourceNotFound.UserDisableService You disabled the service.
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AuthenticateDomainOwner

Last updated : 2023-09-06 15:06:31

1. API Description

Domain name for API request: live.tencentcloudapi.com.
This APl is used to verify the ownership of a domain.
A maximum of 20 requests can be initiated per second for this API.

We recommend you to use API Explorer
Tryit

Cloud Streaming Services

API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

Parameter
Required Type Description
Name
, , Common Params. The value used for this API:
Action Yes String , )
AuthenticateDomainOwner.
Version Yes String Common Params. The value used for this API: 2018-08-01.
Region No String Common Params. This parameter is not required for this API.
DomainName Yes String The domain to verify.

The verification type. Valid values:

dnsCheck: Check immediately whether the verification DNS record
has been added successfully. If so, record this verification result.
VerifyType Yes String fileCheck: Check immediately whether the verification HTML file has
been uploaded successfully. If so, record this verification result.
dbCheck: Check whether the domain has already been successfully

verified.
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3. Output Parameters

Parameter -
Type Description

Name

The content verified.

If verifyType is dnsCheck , thisisthe TXT record that should be added for
Content String verification.

If verifyType is fileCheck ,thisis the file that should be uploaded for

verification.

The verification status.
Status Integer If the value of this parameter is 0 or greater, the domain has been verified.
If the value of this parameter is smaller than 0, the domain has not been verified.

The primary domain of the domain verified.
MainDomain String Verification is not required if another domain under the same primary domain has
been successfully verified.

The unique request ID, which is returned for each request. Requestld is required for

Requestld Strin
au "o locating a problem.

4. Example

Example1 Sample request

Input Example

POST / HTTP/1.1

Host: live.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: AuthenticateDomainOwner

<Common request parameters>

{
"VerifyType": "dnsCheck",

"DomainName": "akxynt.cn"

}

Output Example

{

"Response": {
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"Content": "cssauth_da06159efa9%92c365182ba5d453a7b65b",
"MainDomain": "akxynt.cn",

"RequestId": "20a9dlcl-7b2a-48b5-9a78-cObccab3dfbe",
"Status": 0

}

}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKSs that support various programming languages to make it easier for you to call
APls.

» Tencent Cloud SDK 3.0 for Python
» Tencent Cloud SDK 3.0 for Java

e Tencent Cloud SDK 3.0 for PHP

» Tencent Cloud SDK 3.0 for Go

» Tencent Cloud SDK 3.0 for Node.js
» Tencent Cloud SDK 3.0 for .NET

» Tencent Cloud SDK 3.0 for C++

Command Line Interface

¢ Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common Error
Codes.

Error Code Description

FailedOperation Operation failed.

InvalidParameter Invalid parameter.

InvalidParameter.DomainFormatError The domain name format is incorrect. Please enter a valid one.
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DeleteLiveDomain

Last updated : 2023-09-06 15:06:31

1. API Description

Domain name for API request: live.tencentcloudapi.com.
This APl is used to delete an added LVB domain name.
A maximum of 100 requests can be initiated per second for this API.

We recommend you to use API Explorer
Tryit
API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

Parameter Name Required Type Description

Action Yes String Common Params. The value used for this API: DeleteLiveDomain.
Version Yes String Common Params. The value used for this API: 2018-08-01.
Region No String Common Params. This parameter is not required for this API.
DomainName Yes String Domain name to be deleted.

DomainType Yes Integer Type. 0: push, 1: playback.

3. Output Parameters

Parameter -
Type Description
Name
Requestld String The unique request ID, which is returned for each request. Requestld is required for
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locating a problem.

4. Example

Example1 Deleting domain name

Input Example

https://live.tencentcloudapi.com/?Action=DeletelLiveDomain
&DomainName=www.test.com
&DomainType=0

&<Common request parameters>

Output Example

{
"Response": {
"RequestId": "eacb6b301-a322-493a-8e36-83b295459397"

}
}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for you to call
APls.

» Tencent Cloud SDK 3.0 for Python
» Tencent Cloud SDK 3.0 for Java

e Tencent Cloud SDK 3.0 for PHP

» Tencent Cloud SDK 3.0 for Go

» Tencent Cloud SDK 3.0 for Node.js
» Tencent Cloud SDK 3.0 for .NET

» Tencent Cloud SDK 3.0 for C++

Command Line Interface

¢ Tencent Cloud CLI 3.0
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6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common Error
Codes.

Error Code

FailedOperation

FailedOperation.DeleteDomaininLockedTime

FailedOperation.JiFeiNoEnoughFund
FailedOperation.NotFound
FailedOperation. TagUnbindError
InternalError
InternalError.ConnectDbError
InternalError.DBError
InternalError.NetworkError
InvalidParameter.DomainAlreadyExist

InvalidParameter.DomainFormatError

InvalidParameter.DomainlsLimited

ResourceNotFound.DomainNotExist
ResourceNotFound.ForbidService

ResourceNotFound.FreezeService

ResourceNotFound.StopService

ResourceNotFound.UserDisableService

©2013-2022 Tencent Cloud. All rights reserved.

Description
Operation failed.

The domain name cannot be deleted because it incurred traffic
in the last 2 days and is in locked state.

The billing platform returned an error of insufficient balance.
No records found.

Failed to unbind the tag. Try unbinding it manually.

Internal error.

Database connection error.

DB execution error.

Internal network error.

The domain name already exists.

The domain name format is incorrect. Please enter a valid one.

The domain name is restricted. Please submit a ticket for
application to remove the restrictions.

The domain name does not exist or is not matched.
You are blocked.
Service suspended.

The service has been suspended due to account arrears.
Please top up it to a positive balance to activate the service
first.

You disabled the service.
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DescribeLiveDomain

Last updated : 2023-09-06 15:06:31

1. API Description

Domain name for API request: live.tencentcloudapi.com.
This API is used to query the LVB domain name information.
A maximum of 500 requests can be initiated per second for this API.

We recommend you to use API Explorer
Tryit
API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

Parameter -
Required Type Description
Name
, , Common Params. The value used for this API:
Action Yes String o )
DescribeLiveDomain.
Version Yes String Common Params. The value used for this API: 2018-08-01.
Region No String Common Params. This parameter is not required for this API.
DomainName No String Domain name.

3. Output Parameters

Parameter -
Type Description
Name
Domainlinfo Domainlnfo Domain name information.
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Requestld

4. Example

Cloud Streaming Services

Note: this field may return null ,indicating that no valid value is obtained.

Strin
9 required for locating a problem.

Example1 Sample request

Input Example

https://live.tencentcloudapi.com/?Action=DescribelLiveDomalin
p

&DomainName=yourdomain.test.com

&<Common request parameters>

Output Example

{

"Response": {
"RequestId":
"DomainInfo":
"Name": "abc.
"Type": 1,
"Status": 1,
"CreateTime":
"BCName": 1,

"eac6b301-a322-493a-8e36-83b295459397",
{

com",

"2018-08-29 10:00:00",

"TargetDomain": "yourdomain.test2.com",

"CurrentCName": "yourdomain.test.com",

"IsDelayLive": O,

"RentTag":

0,

"RentExpireTime": "0000-00-00 00:00:00"

}
}
}

5. Developer Resources

SDK

The unique request ID, which is returned for each request. Requestld is

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for you to call

APIs.

©2013-2022 Tencent Cloud. All rights reserved.
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» Tencent Cloud SDK 3.0 for Python
» Tencent Cloud SDK 3.0 for Java

e Tencent Cloud SDK 3.0 for PHP

» Tencent Cloud SDK 3.0 for Go

» Tencent Cloud SDK 3.0 for Node.js
» Tencent Cloud SDK 3.0 for .NET

» Tencent Cloud SDK 3.0 for C++

Command Line Interface

¢ Tencent Cloud CLI 3.0

6. Error Code

The following only lists the error codes related to the API business logic. For other error codes, see Common Error
Codes.

Error Code Description

InternalError Internal error.
InternalError.ConnectDbError Database connection error.
InternalError.DBError DB execution error.
InternalError.DomainNotExist The domain name does not exist.
InvalidParameter Invalid parameter.
InvalidParameterValue Invalid parameter value.
MissingParameter Parameter missing.
ResourceNotFound.DomainNotExist The domain name does not exist or is not matched.
ResourceNotFound.ForbidService You are blocked.
ResourceNotFound.FreezeService Service suspended.

The service has been suspended due to account arrears. Please top

ResourceNotFound.StopService i - i i
up it to a positive balance to activate the service first.

ResourceNotFound.UserDisableService You disabled the service.
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DescribeLiveDomains

Last updated : 2023-09-06 15:06:31

1. API Description

Domain name for API request: live.tencentcloudapi.com.
This API is used to query domain names by domain name status and type.
A maximum of 200 requests can be initiated per second for this API.

We recommend you to use API Explorer
Try it
API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

Parameter

Name Required Type Description

Action Yes String Comm.on l?arams. The value used for this API:
DescribeLiveDomains.

Version Yes String Common Params. The value used for this API: 2018-08-01.

Region No String Common Params. This parameter is not required for this API.

DomainStatus No Integer Filter by domain name status. 0: disabled, 1: enabled.

DomainType No Integer Filter by domain name type. 0: push. 1: playback

PageSize No Integer Number of entries per page. Value range: 10-100. Default value: 10.

PageNum No Integer Page number to get. Value range: 1-100000. Default value: 1.

IsDelayLive No Integer 0: LVB, 1: LCB. Default value: 0.

DomainPrefix No String Domain name prefix.
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PlayType No Integer Playback region. This parameter is valid only when DomainType
issetto 1 .
1 : Chinese mainland
2 :global
3 :outside Chinese mainland

3. Output Parameters

Parameter Name Type Description
AllCount Integer Total number of results.
o Array of ) , )
DomainList , List of domain name details.
Domaininfo
The number of domain names that can be added
CreateLimitCount Integer Note: this field may return null , indicating that no valid values can be
obtained.
The number of domains accelerated in the Chinese mainland, globally, and
Array of outside the Chinese mainland respectively.
PlayTypeCount y Ut , . p. . Y .
Integer Note: This field may return null, indicating that no valid values can be
obtained.
The unique request ID, which is returned for each request. Requestld is
Requestld String u que requ , whien' N au u !
required for locating a problem.
4. Example

Example1 Querying the domain name list

Input Example

POST / HTTP/1.1

Host: live.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: DescribelLiveDomains

<Common request parameters>

{
"IsDelayLive": "0",

"PageSize": "10",
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"PageNum": "1",
"DomainStatus": "1",
"DomainType": "1"

}

Output Example

{

"Response": {

"RequestId": "eac6b301-a322-493a-8e36-83b295459397",

"AllCount": 2,
"CreateLimitCount": O,
"PlayTypeCount": [

1,

2,y

3

1y

"DomainList": [

{

"Name": "abc.com",
"IsMiniProgramLive": O,
"Type": 1,

"Status": 1,
"PlayType": 1,
"IsDelayLive": O,

"CreateTime": "2018-08-29 10:00:00",
"BCName": 1,

"CurrentCName": "",

"TargetDomain": "abc.com.liveplay.mygcloud.

"RentTag": O,

"RentExpireTime": "0000-00-00 00:00:00"

}
]
}
}

5. Developer Resources

SDK

Cloud Streaming Services

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for you to call

APls.

» Tencent Cloud SDK 3.0 for Python
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» Tencent Cloud SDK 3.0 for Java

» Tencent Cloud SDK 3.0 for PHP

e Tencent Cloud SDK 3.0 for Go

» Tencent Cloud SDK 3.0 for Node.js
» Tencent Cloud SDK 3.0 for .NET

» Tencent Cloud SDK 3.0 for C++

Command Line Interface

¢ Tencent Cloud CLI 3.0

6. Error Code

Cloud Streaming Services

The following only lists the error codes related to the API business logic. For other error codes, see Common Error

Codes.

Error Code
FailedOperation.CallOtherSvrFailed
InternalError
InternalError.ConnectDbError
InternalError.DBError
InternalError.GetBizidError
ResourceNotFound.EmptyData
ResourceNotFound.ForbidService
ResourceNotFound.FreezeService

ResourceNotFound.InvalidUser

ResourceNotFound.StopService

ResourceNotFound.UserDisableService

©2013-2022 Tencent Cloud. All rights reserved.

Description

Failed to call the internal service.
Internal error.

Database connection error.

DB execution error.

Error getting user account.

You are blocked.
Service suspended.
This API is not supported for the user.

The service has been suspended due to account arrears. Please top
up it to a positive balance to activate the service first.

You disabled the service.
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EnableLiveDomain

Last updated : 2023-09-06 15:06:31

1. API Description

Domain name for API request: live.tencentcloudapi.com.
This APl is used to enable a disabled LVB domain name.
A maximum of 100 requests can be initiated per second for this API.

We recommend you to use API Explorer
Tryit
API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

Parameter Name Required Type Description

Action Yes String Common Params. The value used for this API: EnableLiveDomain.
Version Yes String Common Params. The value used for this API: 2018-08-01.
Region No String Common Params. This parameter is not required for this API.
DomainName Yes String LVB domain name to be enabled.

3. Output Parameters

Parameter .
Type Description
Name
Th i ID, which i f h .R Id i ired f
Requestid String e unique request ID, which is returned for each request. Requestld is required for

locating a problem.
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4. Example

Example1 Enabling a domain name

Input Example

https://live.tencentcloudapi.com/?Action=EnableliveDomain
&DomainName=www.test .com

&<Common request parameters>

Output Example

{

"Response": {

"RequestId": "eacbb301-a322-493a-8e36-83b295459397"
}

}

5. Developer Resources

SDK

TencentCloud API 3.0 integrates SDKs that support various programming languages to make it easier for you to call
APls.

» Tencent Cloud SDK 3.0 for Python
» Tencent Cloud SDK 3.0 for Java

» Tencent Cloud SDK 3.0 for PHP

e Tencent Cloud SDK 3.0 for Go

» Tencent Cloud SDK 3.0 for Node.js
» Tencent Cloud SDK 3.0 for .NET

» Tencent Cloud SDK 3.0 for C++

Command Line Interface

¢ Tencent Cloud CLI 3.0

6. Error Code
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The following only lists the error codes related to the API business logic. For other error codes, see Common Error
Codes.

Error Code
FailedOperation.SdkNoPackage
InternalError
InternalError.ConnectDbError
InternalError.DBError
InvalidParameter.CloudDomainlsStop
InvalidParameter.DomainFormatError
InvalidParameter.DomainHitBlackList
ResourceNotFound
ResourceNotFound.DomainNoRecord
ResourceNotFound.ForbidService
ResourceNotFound.FreezeService

ResourceNotFound.InvalidUser

ResourceNotFound.StopService

ResourceNotFound.UserDisableService

©2013-2022 Tencent Cloud. All rights reserved.

Description

The user has no valid traffic package.

Internal error.

Database connection error.

DB execution error.

The gifted Tencent Cloud domain name has expired.
The domain name format is incorrect. Please enter a valid one.
This domain name is on the blocklist.

The resource is not found.

The domain name has no ICP filing.

You are blocked.

Service suspended.

This API is not supported for the user.

The service has been suspended due to account arrears. Please top
up it to a positive balance to activate the service first.

You disabled the service.
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ForbidLiveDomain

Last updated : 2023-09-06 15:06:30

1. API Description

Domain name for API request: live.tencentcloudapi.com.
This APl is used to disable an LVB domain name.
A maximum of 100 requests can be initiated per second for this API.

We recommend you to use API Explorer
Tryit
API Explorer provides a range of capabilities, including online call, signature authentication, SDK code generation,

and API quick search. It enables you to view the request, response, and auto-generated examples.

2. Input Parameters

The following request parameter list only provides API request parameters and some common parameters. For the

complete common parameter list, see Common Request Parameters.

Parameter Name Required Type Description

Action Yes String Common Params. The value used for this API: ForbidLiveDomain.
Version Yes String Common Params. The value used for this API: 2018-08-01.
Region No String Common Params. This parameter is not required for this APL.
DomainName Yes String LVB domain name to be disabled.

3. Output Parameters

Parameter .
Type Description
Name
Th i ID, which i f h .R Id i ired f
Requestid String e unique request ID, which is returned for each request. Request