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AR TKE FREH 23 T ATREA A R BGEL RN IAE,  F40 O R HRE RS S RO 2R, TRTEIE T SOh iy
PR THRE IR,

Al HEJE A

Kubelet X #F gc AIIXZMLHI, Al --image-gc-high-threshold . --image-gc-low-—

threshold . --eviction-hard . --eviction-soft M --eviction-minimum-reclaim <HEZ
ML LR MR, ERERIER, S0 AT EIE KBS PRI IR SRR BIREEE, 92
r7 FH R & 22 (R N S B B a1

WEALERNF 2 K8S 5517, FEW A kubelet FIA 2B TIN N LS, IHTRIRLL T DB T /04 -

1. U47 df 4, &FE kubelet MIAZHSITIN PN H R B SIFE T IR,

2. AR SERREE R, EFELLUT /7 AT IR RS i e AL

o AamTIHE R I H KA E R R
o Kubelet {8 FIfY H SRATERK AL AR

[ IR (L e f R S

HEBfTINE R B RETER R

AR AZHBATIHE B B R ERGAL Z2 R, Rl RE S A SHa TR LN, B4, Haia sl TN
docker, NIH#1T docker #H % a2 —E hang 1¥, kubelet HE 1% %] PLEG unhealthy, ifi CRI JHH timeout
R SEA S LEORE A, SMEPISIE R RPN Pod —E ContainerCreating 2{— & Terminating,

docker BRIAERIFH R

e /var/run/docker  HFFERLITIRE, @it dockerd Y --exec-root ZBEIEE.
e /var/lib/docker : HATHA(CAMEXIVEDE, B4, ARG, BRI EERIE. Aasbnift H S H KX
i3t docker ALY volume %,

Pod B33 EEH4
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Pod f£EZIEAH, AIRESHEILUT MM -

Warning FailedCreatePodSandBox 53m kubelet, 172.22.0.44 Failed create pod sandbo

x: rpc error: code = DeadlineExceeded desc = context deadline exceeded

Warning FailedCreatePodSandBox 2m (x4307 over 16h) kubelet, 10.179.80.31 (combine

d from similar events): Failed create pod sandbox: rpc error: code = Unknown desc

failed to create a sandbox for pod "apigateway-6dc48bf8b6-18xrw": Error respons
e from daemon: mkdir /var/lib/docker/aufs/mnt/1£09dé6clc9f24e8daaecabbf33a4230de7db
c758e3b22785e8ee21e3e3d921214-init: no space left on device

Warning Failed 5mls (x3397 over 17h) kubelet, ip-10-0-151-35.us-west-2.compute.in
ternal (combined from similar events): Error: container create failed: container_
linux.go:336: starting container process caused "process_linux.go:399: container

init caused \"rootfs_linux.go:58: mounting \\\"/sys\\\" to rootfs \\\"/var/lib/do
ckerd/storage/overlay/051e985771cc69f3f699895aldada9ef6483e912b46a99e004af7bb4852

183eb/merged\\\" at \\\"/var/lib/dockerd/storage/overlay/051e985771cc69£f3£699895a
1dada9ef6483e912b46a99e004af7bb4852183eb/merged/sys\\\" caused \\\"no space left
on device\\\"\""

Pod MERIEEH
Pod {EMiFRIEREH, FIRER HELLL T BSLIFEF

Normal Killing 39s (x735 over 15h) kubelet, 10.179.80.31 Killing container with 1
d docker://apigateway:Need to kill Pod

Kubelet 8 B RPTTEREEL R

kubelet BRIAFERHVE R
/var/lib/kubelet @it kubelet®y --root-dir ZHIEE, HTEMEEMHEE. Pod M RIVIRAS D

#HM volume (4, emptyDir . ConfigMap M Secret ) .

Pod B#

Kubelet {# Y ESRFTTERGEL 2L R/@ETH GRE Z2RGE) , #H/E Pod N EIERKIIAT mkdir, 52 Sandbox L6
Y, Pod i@ = HBLLL T MIEHA :

Warning UnexpectedAdmissionError 44m kubelet, 172.22.0.44 Update plugin resources
failed due to failed to write checkpoint file "kubelet_internal_checkpoint": writ
e /var/lib/kubelet/device-plugins/.728425055: no space left on device, which is u
nexpected.
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Kb PR IR

YR AHSITIN N docker N A A AL M, dockerd R EIRIER AN, fEFIENZFE, MNMSECLEE
PZEE S dockerd SRBEIAZEIH, FFESCTANTHHER SO FIE HZ2 AU LR dockerd REMS(F LIPS, TREDERATT :

1. FaIMBR docker HIER ST log AR AT R SR, @ H PR log SCfF, KT :

cd /var/lib/docker/containers

du -sh * # EEEBRANHFR

cd dda02c9a7491fa797ab730c1568bal6cba74cecd4e4a82e9d90d00fallde7743c

cat /dev/null > dda02c9a7491fa797ab730c1568bal6chba774cecd4eda82e9d90d00fallde’
43c-json.log.9 # MElog X

v U N Wn

V=2 .
TR -

o MBRSCERERT, BIUFEA cat /dev/null > FIUHATMIER, AEWEH rm . H m AXNWMERRY
X, TEEBHY docker HFFERERH, % SCHEAR & FRYZE AL S HERE L
o log MG ZEFR ORI BV, BB MBRIE H &

2. ATLA T a4, 1% Node PRid A AR, FHRHECHK Pod EREHET M.

kubectl drain <node—name>

ZAA A DIEIR dockerd B EIIFHETT i b Pod X M A Aatlis, FINTARASE RHE Rt 55848
FEAEREHE S CREESL volume M ATEE) WIS,
3. PUTLL a4y, EJ8 dockerd,

systemctl restart dockerd

# or systemctl restart docker

4. %51F dockerd ESIKE, Pod KRR E T RS, HRERREEIERINF K H A TR E R B,
5. JUTLU T an4y, HUHT SR EEARIC,

kubectl uncordon <node—-name>

AN CIPSR AR Vel
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AR kubelet Y gc FIIKZAH X SROIATRCE (E, HRCE LM, BMERESAERERIE, NSRS B
Pod tht B8 ZFEIHE T M L, I Pod —& ContainerCreating 2% Terminating A,
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ARSI TKE &£, @d TREMRFEZ JERL, THIRIRLL T BRI TR e

\na)

SR A

T RE NN R SEHRREERS BB TR CPU INTH A, i@HRBNMLE Timeout, KSR EIRSS
CIPEEN

[ FIRE (L e f R S

BT REK cpu ‘us’ (user) . 15 cpu ‘id’ (idle) ISR T, hRHBIREIREVIE I, @5 2T 10 HEREAE]
RS, FEIO Wait 8%, (#77 mB kT &, EmE e RErMEE,
AL top, atop Az iotop T E NI, SKHEIWRLEL 1/O 2 & IETERFERA F PERE,

BE IR ERFFRE

TERTA, fUT top MHEBLATNE. REIZFAT

TihA -
AN ER load average [HSHNIZT mIEEABEKENIER, Ha]bLU@E
Cpu(s) « Mem . $CPU M sMEM HIWEHEIREHLE R IETE & R Z 20T,

top — 19:42:06 up 23:59, 2 users, load average: 34.64, 35.80, 35.76
Tasks: 679 total, 1 running, 678 sleeping, 0 stopped, 0 zombie

Cpu(s): 15.6%us, 1.7%sy, 0.0%ni, 74.7%id, 7.9%wa, 0.0%hi, 0.1%si, 0.0%st
Mem: 32865032k total, 30989168k used, 1875864k free, 370748k buffers
Swap: 8388604k total, 5440k used, 8383164k free, 7982424k cached

PID USER PR NI VIRT RES SHR S $CPU $MEM TIME+ COMMAND

9783 mysgl 20 0 17.3g 16g 8104 S 186.9 52.3 3752:33 mysqgld
5700 nginx 20 0 1330m 66m 9496 S 8.9 0.2 0:20.82 php—fpm
6424 nginx 20 0 1330m 65m 8372 S 8.3 0.2 0:04.97 php—fpm
6573 nginx 20 0 1330m 64m 7368 S 8.3 0.2 0:01.49 php—fpm
5927 nginx 20 0 1320m 56m 9272 S 7.6 0.2 0:12.54 php-fpm
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6127
6131
6174
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6575
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5597
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nginx
nginx
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1330m
1321m
1319m
1320m
1321m
1319m
1320m
1310m
1310m
1310m
1310m
1310m
1310m
1309m
1306m
1300m
1310m
1302m
1310m
1302m

65m
57m
54m
56m
56m
54m
55m
44m
46m
45m
46m
45m
46m
44m
40m
36m
45m
36m
45m
38m

8500
8964
9520
9404
8444
9468
8212
8296
9556
8528
9444
8324
9184
8336
7884
9568
8552
8208
8420
9696
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:09.
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:15.
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70
72
73
43
92
33
11
05
03
53
02
20
62
34
46
58
25
23
86
41

php-fpm
php-fpm
php-fpm
php-fpm
php-fpm
php-fpm
php-fpm
php-fpm
php-fpm
php-fpm
php-fpm
php-fpm
php-fpm
php-fpm
php-fpm
php-fpm
php-fpm
php-fpm
php-fpm
php-fpm

Aanliss

(wait) 7~ 10 WAIT B9 CPU S, BUATRATE LI F-ME,

wa JEHN0%, WMREEFENE1% L, HWAFEHBREVHEECEKE, LR E CPU FIALELHAL,

Tasks
Cpu0
Cpul
Cpu2
Cpu3
Cpu4
Cpub
Cpub
Cpu7
Cpu8
Cpu9

CpulO

Cpull

top — 19:42:08 up 23:59, 2 users, load average: 34.64, 35.80, 35.76
: 679 total, 1 running, 678 sleeping, 0 stopped, 0 zombie
29.5%us, 3.7%sy, 0.0%ni, 48.7%id, 17.9%wa, 0.0%hi, 0.1%si, 0.0%st
29.3%us, 3.7%sy, 0.0%ni, 48.9%id, 17.9%wa, 0.0%hi, 0.1%si, 0.0%st
26.1%us, 3.1%sy, 0.0%ni, 64.4%id, 6.0%wa, 0.0%hi, 0.3%si, 0.0%st
25.9%us, 3.1%sy, 0.0%ni, 65.5%id, 5.4%wa, 0.0%hi, 0.1%si, 0.0%st
24.9%us, 3.0%sy, 0.0%ni, 66.8%id, 5.0%wa, 0.0%hi, 0.3%si, 0.0%st
24.9%us, 2.9%sy, 0.0%ni, 67.0%id, 4.8%wa, 0.0%hi, 0.3%si, 0.0%st
24 .2%us, 2.7%sy, 0.0%ni, 68.3%id, 4.5%wa, 0.0%hi, 0.3%si, 0.0%st
24 .3%us, 2.6%sy, 0.0%ni, 68.5%id, 4.2%wa, 0.0%hi, 0.3%si, 0.0%st
23.8%us, 2.6%sy, 0.0%ni, 69.2%id, 4.1%wa, 0.0%hi, 0.3%si, 0.0%st
23.9%us, 2.5%sy, 0.0%ni, 69.3%id, 4.0%wa, 0.0%hi, 0.3%si, 0.0%st
23.3%us, 2.4%sy, 0.0%ni, 68.7%id, 5.6%wa, 0.0%hi, 0.0%si, 0.0%st
23.3%us, 2.4%sy, 0.0%ni, 69.2%id, 5.1%wa, 0.0%hi, 0.0%si, 0.0%st
21.8%us, 2.4%sy, 0.0%ni, 60.2%id, 15.5%wa, 0.0%hi, 0.0%si, 0.0%st

Cpul?2

AN @ BN

mHE (ks ARIERA

o H117m



%) iiit=

Cpul3d : 21.9%us, 2.4%sy, 0.0%ni, 60.6%id, 15.2%wa, 0.0%hi, 0.0%si, 0.0%st
Cpuld4 : 21.4%us, 2.3%sy, 0.0%ni, 72.6%id, 3.7%wa, 0.0%hi, 0.0%si, 0.0%st
Cpul5 : 21.5%us, 2.2%sy, 0.0%ni, 73.2%id, 3.1%wa, 0.0%hi, 0.0%si, 0.0%st
Cpul6 : 21.2%us, 2.2%sy, 0.0%ni, 73.6%id, 3.0%wa, 0.0%hi, 0.0%si, 0.0%st
Cpul7 : 21.2%us, 2.1%sy, 0.0%ni, 73.8%id, 2.8%wa, 0.0%hi, 0.0%si, 0.0%st
Cpul8 : 20.9%us, 2.1%sy, 0.0%ni, 74.1%id, 2.9%wa, 0.0%hi, 0.0%si, 0.0%st
Cpul9 : 21.0%us, 2.1%sy, 0.0%ni, 74.4%id, 2.5%wa, 0.0%hi, 0.0%si, 0.0%st
Cpu20 : 20.7%us, 2.0%sy, 0.0%ni, 73.8%id, 3.4%wa, 0.0%hi, 0.0%si, 0.0%st
Cpu2l1 : 20.8%us, 2.0%sy, 0.0%ni, 73.9%id, 3.2%wa, 0.0%hi, 0.0%si, 0.0%st
Cpu22 : 20.8%us, 2.0%sy, 0.0%ni, 74.4%id, 2.8%wa, 0.0%hi, 0.0%si, 0.0%st
Cpu23 : 20.8%us, 1.9%sy, 0.0%ni, 74.4%id, 2.8%wa, 0.0%hi, 0.0%si, 0.0%st

Mem: 32865032k total, 30209248k used, 2655784k free, 370748k buffers
Swap: 8388604k total, 5440k used, 8383164k free, 7986552k cached

BEE 10 S ER

1. TS atop , BAEAHIKE 10 RS, ABIF, W sda TR busy 100% , FREEXE“EIEREMN

ATOP - lemp 2017/01/23 19:42:32 ————————~ 10s elapsed

PRC | sys 3.18s | user 33.24s | #proc 679 | #tslpu 28 | #zombie 0 | #exit 0 |
CPU | sys 29% | user 330% | irg 1% | idle 1857% | wait 182% | curscal 69% |

CPL | avgl 33.00 | avg5 35.29 | avglb 35.59 | csw 62610 | intr 76926 | numcpu 2

4 |

MEM | tot 31.3G | free 2.1G | cache 7.6G | dirty 41.0M | buff 362.1M | slab 1.2
G |

SWP tot 8.0G | free 8.0G | | | vmcom 23.9G | vmlim 23.7G |

DSK sda | busy 100% | read 4 | write 1789 | MBw/s 2.84 | avio 5.58 ms |

NET transport | tcpi 10357 | tcpo 9065 | udpi 0 | udpo 0 | tcpao 174 |

|
|
|
NET | network | ipi 10360 | ipo 9065 | ipfrw O | deliv 10359 | icmpo 0 |
|
|

NET ethO 4% | pcki 6649 | pcko 6136 | si 1478 Kbps | so 4115 Kbps | erro 0 |
NET lo ———= | pcki 4082 | pcko 4082 | si 8967 Kbps | so 8967 Kbps | erro 0 |
PID TID THR SYSCPU USRCPU VGROW RGROW RDDSK WRDSK ST EXC S CPUNR CPU CMD 1/12
9783 - 156 0.21s 19.44s OK -788K 4K 1344K -- - S 4 197% mysqgld

5596 — 1 0.10s 0.62s 47204K 47004K 0K 220K -- - S 18 7% php-fpm

6429 - 1 0.06s 0.34s 19840K 19968K OK OK —-- - S 21 4% php-fpm

6210 - 1 0.03s 0.30s -5216K -5204K OK OK —— - S 19 3% php-fpm

5757 = 1 0.05s 0.27s 26072K 26012K OK 4K -—- - S 13 3% php-fpm

6433 - 1 0.04s 0.28s —-2816K -2816K OK OK -- - S 11 3% php-fpm

5846 - 1 0.06s 0.22s -2560K -2660K 0K 0K -— - S 7 3% php-fpm

5791 - 1 0.05s 0.21s 5764K 5692K 0K OK -- - S 22 3% php-fpm

5860 — 1 0.04s 0.21s 48088K 47724K OK 0K -— - S 1 3% php—-fpm

6231 - 1 0.04s 0.20s —-256K —-4K OK OK —— - S 1 2% php-fpm

6154 - 1 0.03s 0.21s —-3004K -3184K OK OK -—— - S 21 2% php-fpm

6573 — 1 0.04s 0.20s -512K -168K OK OK -—— - S 4 2% php-fpm
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6435 - 1 0.04s 0.19s —-3216K -2980K OK OK -- - S 15 2% php-fpm
5954 - 1 0.03s 0.20s OK 164K OK 4K -—-— - S 0 2% php—-fpm

6133 — 1 0.03s 0.19s 41056K 40432K OK OK -—- - S 18 2% php-fpm
6132 - 1 0.02s 0.20s 37836K 37440K OK OK -- - S 11 2% php-fpm
6242 - 1 0.03s 0.19s -12.2M -12.3M OK 4K —- - S 12 2% php—-fpm
6285 — 1 0.02s 0.19s 39516K 39420K OK OK -- - S 3 2% php-fpm
6455 - 1 0.05s 0.16s 29008K 28560K OK OK -- - S 14 2% php-fpm

2. BA G WAL 10 RURERE, AU T IRTTIE |

o MEAEIZSIIL d, FIEFEMLEHRIE/EEHRA 10, RKESRATT

ATOP - lemp 2017/01/23 19:42:46 ————————— 2s elapsed

PRC | sys 0.24s | user 1.99s | #proc 679 | #tslpu 54 | #zombie 0 | #exit 0 |
CPU | sys 11% | user 101% | irg 1% | idle 2089% | wait 208% | curscal 63% |
CPL | avgl 38.49 | avgb 36.48 | avglb 35.98 | csw 4654 | intr 6876 | numcpu 2

4 |

MEM | tot 31.3G | free 2.2G | cache 7.6G | dirty 48.7M | buff 362.1M | slab
1.2G |

SWP tot 8.0G | free 8.0G | | | vmcom 23.9G | vmlim 23.7G |

DSK sda | busy 100% | read 2 | write 362 | MBw/s 2.28 | avio 5.49 ms |
NET transport | tcpi 1031 | tcpo 968 | udpi O | udpo 0 | tcpao 45 |

ethO 1% | pcki 558 | pcko 508 | si 762 Kbps | so 1077 Kbps | erro 0 |
NET lo ——— | pcki 406 | pcko 406 | si 2273 Kbps | so 2273 Kbps | erro 0 |
PID TID RDDSK WRDSK WCANCL DSK CMD 1/5
9783 - OK 468K 16K 40% mysqgld

1930 — OK 212K OK 18% flush-8:0

5896 - OK 152K OK 13% nginx

880 — OK 148K OK 13% jbd2/sda5-8

5909 - OK 60K OK 5% nginx

5906 - 0K 36K OK 3% nginx

5907 — 16K 8K 0K 2% nginx

5903 - 20K 0K OK 2% nginx

5901 - OK 12K OK 1% nginx

5908 - OK 8K 0K 1% nginx

5894 - 0K 8K 0K 1% nginx

5911 - OK 8K 0K 1% nginx

5900 - 0K 4K 4K 0% nginx

5551 - 0K 4K 0K 0% php—-fpm

5913 - OK 4K OK 0% nginx

5895 - 0K 4K 0K 0% nginx

6133 - 0K OK OK 0% php-fpm

5780 - OK OK OK 0% php—fpm

\
\
\
NET | network | ipi 1031 | ipo 968 | ipfrw 0 | deliv 1031 | icmpo 0 |
\
\
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6675 — OK OK OK 0% atop

o WAILIHATARS iotop —oPa EHEMPLLHERR 5 HIREL 10, KRIZERATT !

8:0]

worker process
worker process
worker process
worker process
worker process
worker process

worker process

worker process

worker process
worker process
worker process
worker process
worker process
worker process
worker process
worker process
pool www

worker process
worker process
worker process
worker process
worker process

pool www

worker process

worker process

Total DISK READ: 15.02 K/s | Total DISK WRITE: 3.82 M/s
PID PRIO USER DISK READ DISK WRITE SWAPIN IO> COMMAND
1930 be/4 root 0.00 B 1956.00 K 0.00 % 83.34 % [flush-
5914 be/4 nginx 0.00 B 0.00 B 0.00 % 36.56 % nginx:
880 be/3 root 0.00 B 21.27 M 0.00 & 35.03 % [jbd2/sda5-8]
5913 be/2 nginx 36.00 K 1000.00 K 0.00 % 8.94 % nginx:
5910 be/2 nginx 0.00 B 1048.00 K 0.00 % 8.43 % nginx:
5896 be/2 nginx 56.00 K 452.00 K 0.00 % 6.91 % nginx:
5909 be/2 nginx 20.00 K 1144.00 K 0.00 % 6.24 % nginx:
5890 be/2 nginx 48.00 K 692.00 K 0.00 % 6.07 % nginx:
5892 be/2 nginx 84.00 K 736.00 K 0.00 % 5.71 % nginx:
5901 be/2 nginx 20.00 K 504.00 K 0.00 % 5.46 % nginx:
5899 be/2 nginx 0.00 B 596.00 K 0.00 % 5.14 & nginx:
5897 be/2 nginx 28.00 K 1388.00 K 0.00 % 4.90 % nginx:
5908 be/2 nginx 48.00 K 700.00 K 0.00 % 4.43 % nginx:
5905 be/2 nginx 32.00 K 1140.00 K 0.00 % 4.36 % nginx:
5900 be/2 nginx 0.00 B 1208.00 K 0.00 % 4.31 % nginx:
5904 be/2 nginx 36.00 K 1244.00 K 0.00 % 2.80 % nginx:
5895 be/2 nginx 16.00 K 780.00 K 0.00 % 2.50 % nginx:
5907 be/2 nginx 0.00 B 1548.00 K 0.00 % 2.43 % nginx:
5903 be/2 nginx 36.00 K 1032.00 K 0.00 % 2.34 % nginx:
6130 be/4 nginx 0.00 B 72.00 K 0.00 % 2.18 % php-fpm:
5906 be/2 nginx 12.00 K 844.00 K 0.00 % 2.10 % nginx:
5889 be/2 nginx 40.00 K 1164.00 K 0.00 % 2.00 % nginx:
5894 be/2 nginx 44.00 K 760.00 K 0.00 % 1.61 % nginx:
5902 be/2 nginx 52.00 K 992.00 K 0.00 % 1.55 % nginx:
5893 be/2 nginx 64.00 K 972.00 K 0.00 & 1.22 % nginx:
5814 be/4 nginx 36.00 K 44.00 K 0.00 & 1.06 & php-fpm:
6159 be/4 nginx 4.00 K 4.00 K 0.00 % 1.00 % php—-fpm: pool www
5693 be/4 nginx 0.00 B 4.00 K 0.00 % 0.86 % php-fpm: pool www
5912 be/2 nginx 68.00 K 300.00 K 0.00 % 0.72 % nginx:
5911 be/2 nginx 20.00 K 788.00 K 0.00 % 0.72 % nginx:

B man iotop WMAAMUEBLMTILINSHIIE X, REIEERMAT -

-0, —-only

Only show processes or threads actually doing I/O,

es or threads.

-P, ——-processe

This can be dynamically toggled by pressing o.

S

IR L BRI (bR ARSUERT]

Aanliss

cache manager process

instead of showing all process
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Only show processes. Normally iotop shows all threads.
-a, ——accumulated
Show accumulated I/O instead of bandwidth. In this mode,

f I/0 processes have done since iotop started.

iotop shows the amount o

HoAth i (K]

TR EERE T HANIE K8S B ERAYARSS rIREIE AT s DU, B4l £ R LA K8S AT BRI

RN R @ BRI R (sd) ARTERH] 13 HA117101



O BT s
TR AL HRRR A B

TN E] ¢ 2022-09-23 17:01:20

ARSI ERANAT AT TKE SBRERFEREUR S TR AL [, HahmouTiER, HERLL T BRI TSI %
H%O

)i A

WU BRI, PR H SR & LU A5

—

mysgld: page allocation failure. order:4, mode:0x10c0d0

« mysqld  NHIEEHFRIRET,

e order : FRFEEHEOESTNEE (2rorder) , ARBIHANIZEIR 20 = 16 MNESENT,

o mode : WNEAEENFRIR, FERRIRSSXMF include/linux/gfp.h HEY, @HEEZ MRIATIGE
BHEER, NERANKZE —EXl, B, fEFRAZS GFP_KERNEL J& _ GFP_RECLAIM |

__GFP_IO | _ GFP_Fs NizHEZE®R, 1M _ GFP_RECLAIM &
GFP_DIRECT_RECLAIM| GFP_KSWAPD_RECLAIM WJIBHELEHR,
EE:

o X order [ENON, WAIRGIEAZERRA AN,
o X order [HBAK, WHHWNFEH AL, TEDEESKI KT,

AR A

BIREBIRIK

K8S & N1 Pod 7 netns KF@ E network namespace, PIE#IAAL netns I3 W H A% nf_conntrack 321
cache, FHEHIERIAE, AIRHNRANFCEWIL, TEIECEE BRI KITNTEAZRLE AT I
(v2.6.33 - v4.6 )

runc: [1:CHILD]: page allocation failure: order:6, mode:0x10c0d0

Pod ¥ —EALF ContainerCreating K%, dockerd Ea AU, HEMREMT :

RN R @ BRI R (sd) ARTERH] 14 HA17701
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Jan 23 14:15:31 dc05 dockerd: time="2019-01-23T14:15:31.288446233+08:00" level=er
ror msg="containerd: start container" error="oci runtime error: container_linux.g
0:247: starting container process caused \"process_linux.go:245: running exec set
ns process for init caused \\\"exit status 6\\\"\"\n" id=5b9%be8c5bbl121264899fac8d
9d36b02150269d41ce96babad36d70b8640cbl0lc

Jan 23 14:15:31 dc05 dockerd: time="2019-01-23T14:15:31.317965799+08:00" level=er
ror msg="Create container failed with error: invalid header field value \"oci run
time error: container_linux.go:247: starting container process caused \\\"process
_linux.go:245: running exec setns process for init caused \\\\\\\"exit status 6

ANV "ANN"NADA Y

Kubelet HEREEAIT -

Jan 23 14:15:31 dc05 kubelet: E0123 14:15:31.352386 26037 remote_runtime.go:91] R
unPodSandbox from runtime service failed: rpc error: code = 2 desc = failed to st
art sandbox container for pod "matchdataserver-1255064836-t4b2w": Error response
from daemon: {"message":"invalid header field value \"oci runtime error: containe
r_linux.go:247: starting container process caused \\\"process_linux.go:245: runni
ng exec setns process for init caused \\\\\\\"exit status G6\\\\N\\N\"NA\N"\\n\""}
Jan 23 14:15:31 dc05 kubelet: E0123 14:15:31.352496 26037 kuberuntime_sandbox.go:
54] CreatePodSandbox for pod "matchdataserver-1255064836-t4b2w_basic (485fd485-1ed
6-11e9-8661-0a587£8021ea)" failed: rpc error: code = 2 desc = failed to start san
dbox container for pod "matchdataserver-1255064836-t4b2w": Error response from da
emon: {"message":"invalid header field value \"oci runtime error: container_linu
X.go:247: starting container process caused \\\"process_linux.go:245: running exe
c setns process for init caused \\\\\\\"exit status G6\\\\\\NN"N\\N"\\n\""}

Jan 23 14:15:31 dc05 kubelet: E0123 14:15:31.352518 26037 kuberuntime_manager.go:
618] createPodSandbox for pod "matchdataserver-1255064836-t4b2w_basic (485fd485-1e
d6-11e9-8661-0a587£8021ea)" failed: rpc error: code = 2 desc = failed to start sa
ndbox container for pod "matchdataserver-1255064836-t4b2w": Error response from d
aemon: {"message":"invalid header field value \"oci runtime error: container_linu
X.go:247: starting container process caused \\\"process_linux.go:245: running exe
c setns process for init caused \\\\\\\"exit status 6\\\\\\\"\\\"\\n\""}

Jan 23 14:15:31 dc05 kubelet: E0123 14:15:31.352580 26037 pod_workers.go:182] Err
or syncing pod 485fd485-1ed6-11e9-8661-0a587£8021ea ("matchdataserver-1255064836-
t4b2w_basic (485fd485-1ed6-11e9-8661-0a587£8021ea) "), skipping: failed to "CreateP
odSandbox" for "matchdataserver-1255064836-t4b2w_basic (485£fd485-1ed6-11e9-8661-0a
587f8021ea)" with CreatePodSandboxError: "CreatePodSandbox for pod \"matchdataser
ver—1255064836-t4b2w_basic (485fd485-1ed6-11e9-8661-0a587f8021ea) \" failed: rpc er
ror: code = 2 desc = failed to start sandbox container for pod \"matchdataserver-—
1255064836-t4b2w\": Error response from daemon: {\"message\":\"invalid header fie
1d value \\\"oci runtime error: container_linux.go:247: starting container proces
s caused \\\\\\\"process_linux.go:245: running exec setns process for init caused
AAAAAAAAVANANANN NV "exit status 61V L LN LUV LL L VNN AN n VN e

Jan 23 14:15:31 dc05 kubelet: 10123 14:15:31.372181 26037 kubelet.go:1916] SyncLo
op (PLEG): "matchdataserver-1255064836-t4b2w_basic (485fd485-1ed6-11e9-8661-0a587f

RN R @ BRI R (sd) ARTERH] 5515 HA1701
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8021lea)", event: &pleg.PodLifecycleEvent{ID:"485fd485-1ed6-11e9-8661-0a587£8021e

a", Type:"ContainerDied", Data:"5b9%be8c5bb121264899fac8d9d36b02150269d41ce96babad
36d70b8640cb01c"}

Jan 23 14:15:31 dc05 kubelet: W0123 14:15:31.372225 26037 pod_container_deletor.g
0:77] Container "5b9%be8cbbbl121264899fac8d9d36b02150269d41ce96babad36d70b8640cb01

c" not found in pod's containers

Jan 23 14:15:31 dc05 kubelet: I0123 14:15:31.678211 26037 kuberuntime_manager.go:
383] No ready sandbox for pod "matchdataserver-1255064836-t4b2w_basic (485fd485-1e
d6-11e9-8661-0a587£f8021ea)" can be found. Need to start a new one

PUTAT cat /proc/buddyinfo #FE slab, RATFERINFENREIOBERZ, AT/

$ cat /proc/buddyinfo

Node 0, zone DMA 1 0 1 0 2 1 1 0 1 1 3

Node 0, zone DMA32 2725 624 489 178 0 0 0 0 0 0 O
Node 0, zone Normal 1163 1101 932 222 0 0 0 0 0 0 O

%4t OOM

WA L™ E, R RTINS, BER SETRGENFRZIIBIT, WG 2B NI B
Fo WRRGRMHNTE SRR, IR EE RN, MMiSECRS OOM,

ALTHA 15
1. A EAPE s E A2 R IR NI 2R, SE#1T drop_cache &1,

echo 3 > /proc/sys/vm/drop_caches
2. NEINPAT U TR AT N7 EE B,

Ve oY=
B ERATIP R, R EFERR, 2Epk5S R,

echo 1 > /proc/sys/vm/compact_memory

RN R @ BRI R (sd) ARTERH] 5516 117101
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SRAE DNS fiftf 5 5 PR AL

BT A © 2023-10-08 17:53:10

HEA TS

1. W{RERE DNS [ERBIT

RANNT DNS i@t £8f DNS GEE /2 CoreDNS) |, ELEMRERE DNS BITIEH ., kubelet E31Z%8 —-
cluster—-dns HAJLUEE| DNS ARZ Y Cluster IP :

S ps —ef | grep kubelet
/usr/bin/kubelet —--cluster—-dns=172.16.14.217

$X% DNS 1 Service :

$ kubectl get svc -n kube-system | grep 172.16.14.217
kube-dns ClusterIP 172.16.14.217 <none> 53/TCP,53/UDP 47d

K25 f7AE endpoint :
$ kubectl -n kube-system describe svc kube-dns | grep -i endpoints

Endpoints: 172.16.0.156:53,172.16.0.167:53
Endpoints: 172.16.0.156:53,172.16.0.167:53

f2 & endpoint 19 X Pod 273 1IEH :

$ kubectl -n kube-system get pod -o wide | grep 172.16.0.156
kube-dns-898dbbfc6-hvwlr 3/3 Running 0 8d 172.16.0.156 10.0.0.3

2. fR Pod BES-££58¥ DNS &S
7 Pod 7 HE S F4ERE DNS, AILULE Pod BT telnet /4y, 757 DNS 535411

# 1% dns service HY cluster ip
S telnet 172.16.14.217 53

WiRA
ARBIRANEA telnet FEMNA T E, AL nsenter ¥EA netns 92, SAEHIHE LAY telnet 3471
[ 08

77

RN R @ BRI R (sd) ARTERH] 17 HA17101


https://imroc.cc/kubernetes/troubleshooting/skill/enter-netns-with-nsenter

A

— BaRss

o |
L
o s |
N

Ll ERINLgAE, WFEEPFEL TR IE

o WENHRNZRHIZE, TEMOTEHNERME,

o WMERGEAPIXENN, 17 iptables,

o Ko kube-proxy 25 IEH BT, AL DNS 1Y IP /2 cluster ip, =45 kube-proxy 2T iptables BY ipvs HLII it
1TH R

3. e

WIREERE DNS IEH321T, Pod BES4ERE DNS E{EME, ALAnDUBINEE—PRE, MRABAES 8, "1
f#iFH nsenter # A netns MA 2N :

tcpdump -i any port 53 -w dns.pcap
# tcpdump —-i any port 53 —-nn —-tttt

AR, ATLMETR KRR B2 D miNel o, 4 Pod FUAZA. 18 EAL coroMpF, EENLEMF
(eth0) . CoreDNS Pod FirfEfiE EHLEM R, cor0 URAERN, SFRFREE BIFHFALEXN Lo, PHERTR.

IRANE A

SHVIERY
A5 DNS ZIHAH IER SR R[], 85 282N conntrack 22 SFEINETL, RAE K2 A% conntrack LY
bug, neffilter it NAT B RIRE A 2B R IR G S EEB R L EF

o HEAZNMEESGHE, HRMFEI—1 socket &iEHF FITHNT UDP X, H—EMRaEK4E,

o glibc, musl (Alpine Linux 1Y libc ) #B{#H “parallel query”, ENF& & HZNEIIER, KI5 62 ORER
%8, EREIRIEREF,

o HF ipvs A T conntrack, f&H kube-proxy Y ipvs FEZ, K] 1258k 6012 (R,

50 AR
i LocalDNS m] LI EEZ A #, 2250 DNS 15 K& A FEAHAY DNS %217k55 (dnsmasq, nscd &), FFREE

DNAT, tAEK4E conntrack 2%, 54+, HATEEsE DNS RS B TERERF,
&7 LocalDNS E1EEHF T3

o HMAEZETE—1DNSEFMRS .
o BN RIBIT—IDNSEATENRSS, FTE A EAT KA DNS &17/F 9 B C.AY nameserver,

PR SRR

RN R @ BRI R (sd) ARTERH] 518 HA11711
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AIRERA
« _[ilff DNS #f#,
o _Liff DNS HJ ACL BZFj KBS 28R T 5o

PR AT R A

AEREERENFD Pod INE T Service B ARIAERRIN, 1@ 2 Pod 557 DNS ‘2 A (5 A A,
AIRESR A

o T RPTKERBBOTERREMEE, FEUIR Pod BREERE DNS 1Y Pod AE[F —/N 1 s BE LZHE(S, DNS 1 KMk Lk
R,

o kube-proxy 5,

RN R @ BRI R (sd) ARTERH] 19 HA117101



O BRE s
£ Kube-Proxy 7 HERE AL FH

BT TN E] © 2022-11-02 14:36:48

TEREH TKE SRR ISR, FLEm T, mIReR HEARSS Vi n @i m) i, ANRIEIA GG Pod T IRIIEH, AT
AEZ 1T kube-proxy ZHAFIUARAR, SHCT s L1 iptables BX ipvs RS H &N T & LW, AR SCRIEEIR T RARA
kube-proxy AERYAE TR, FFEHMHMIE Z165], EASREEROEFHESIRIRIE, 18 DRI KT R
B,

kube-proxy RAEIEMAERCL T 5 iptables /&
R BRI

Failed to execute iptables-restore: exit status 2 (iptables-restore v1.8.4 (legac
y): Couldn't load target 'KUBE-MARK-DROP':No such file or directory

AR A

1. kube-proxy TEH1L1T iptables-restore I, Fi{K#fify KUBE-MARK-DROP Chain NFEFE, SEFEIF NI E
., KUBE-MARK-DROP Chain H kubelet f1534E$,

2. —EEShRAHY OS {# I iptables 5 ¥ nft, T{EKRAS kube-proxy {# 1Y iptables 547 legacy, 4{EKhRA
kube-proxy JBATIERE A OS LN, =Ky iptables Jaim APLACTT%AE] KUBE-MARK-DROP Chain, fmEihitA
OS tufE :

o tlinux2.6 (tk4)
o tlinux3.1

o tlinux3.2

o CentOS8

o Ubuntu20

BE1E5
4% kube-proxy, FREFZAN T IZHEAE

TKE SEREhA 1& 5 5%

>1.18 AR, EREE

1.18 F4% kube-proxy % v1.18.4-tke.26 &L E
1.16 F4 kube-proxy F| v1.16.3-tke.28 ML E

RN R @ BRI R (sd) ARTERH] 5520 HA117101


https://intl.cloud.tencent.com/document/product/457/46720

A BT

TKE SEEEhAS
1.14
1.12

1.10

WA

1& & 5Rg
F4% kube-proxy F| v1.14.3-tke.27 MLl E
F+4% kube-proxy | v1.12.4-tke.31 L E

F4% kube-proxy | v1.10.5-tke.20 &z E

TKE &HhiAER, 12 I TKE Kubernetes Revision A 5,

kube-proxy #1E iptables #iiAH 5% [y [n] &

HEHAARESR iptables BISBIH R B ALY

HIRE BRI

Failed to execute iptables-restore: exit status 1 (iptables-restore:

led)

Al R A

BaRss

line xxx fai

1. iptables #H X @145 (4l iptables-restore) fEMINILZE A iptables #UNIES, N TR Z NEHIFHLEAN, 2F|H file
lock SKMFEZ, linux TIZXF—M @ /run/xtables.lock
2. X FEIHH iptables # % @431 Pod, #l1 kube-proxy, kube-router LUK & F ) HostNetwork Pod, 415 &H
Bz fE, FIRERAAN IR R AR IR,

BRI

XFTEA A iptables HH X a7y Pod TREERFEMNIM  /run/xtables.lock XHFHEEF] Pod A, ELE/7=VANTF -

volumeMounts:

— mountPath: /run/xtables.lock

name: xtables-lock

readOnly: false

volumes:
- hOStPath:

path: /run/xtables.lock

RN R @ BRI R (sd) ARTERH]
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type: FileOrCreate

name: xtables-lock

iptables-restore [RAESBAZRHES A
HRE TR

Failed to execute iptables-restore: exit status 4 (Another app is currently holdi

ng the xtables lock. Perhaps you want to use the -w option?)

R A

1. iptables #H X @4y (4l iptables-restore) fEFNEZEA iptables BN, N T#ERZDNEHFIHLEA, XFH file
lock Kfff([F#, iptables-restore TEHUATHY & 21 KHN file lock, WIS YaiH H et E w1, WHEH,

2. A E — MR, kube-proxy RTE FNERE A (BT Service tH X HYSEAFALLN) BRZRAT, 0%
HIAZ RERECZIB, MR FS N B K,

3. HillUA iptables-restore 25t 7 —1 —w (-—wait) JEIE, ANBE -w=5 [, iptables-restore XT1EE MR EIHZE
5s, X{#f5 5s N—HHEHERKE, iptables-restore A] AL/,

BR85!

1. W15 kube-proxy Jy7r sl —HERIERE, AILLE AT R OS AR F iptables-restore A, FREA&EAN1 T IZ5E
RLFE

TR 0S TR EARRA
CentOS 7.2 &Pk
Ubuntu 20.04 KDL
Tencent Linux 2.4 KL E

2. AR kube-proxy N5 BN Daemonset #1%, AT LU 4% kube-proxy >KH2Ft iptables-restore iltA, 722 4%40
IEEEALE

TKE S EFhRA 1& 2 5%

>1.12 A, EHREE

1.12 H4 kube-proxy F| v1.12.4-tke.31 &L E
<1.12 FHE TKE SERERIERRA

RN R @ BRI R (sd) ARTERH] 22 HA117151
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WiRA
TKE &HiiAER, 1EZ M TKE Kubernetes Revision kA7 5,

HEAHRH iptables BINFEE K
HIRE R

Failed to ensure that filter chain KUBE-SERVICES exists: error creating chain "KU
BE-EXTERNAL-SERVICES": exit status 4: Another app is currently holding the xtable
s lock. Stopped waiting after 5s.

AR A

1. iptables #H X @45 (4l iptables-restore) fEMIMNILZE A iptables NI, N 7RG Z NEHIFHEEAN, 2F|H file
lock SKf[FAI*5, iptables-restore fEPATIN 1 JE 243K EX file lock, ANS:YFGAHEMHRRED, NIFHZERFE R
(HURT-w ZEME, BRINGs) , IXITRNERIE, WAkSHRE, EAFINLRE,

2. ZIREEHIHE B4 F+5E iptables file lock By (Al 5s.

BR85!

REjNEEHIRE iptables file lock YRR, 41 TKE #2415 4H A& B2 {9 NetworkPolicy (kube-router) 4
f, HARMAFFA iptables BTN RIERE, RIDUES AICRMER, UEISHRY @ v1.3.2

kube-proxy ZI| kube-apiserver & 7

HIRE R

Failed to list *core.Endpoints: Stream error http2.StreamError{StreamID:0xeal, Co
de:0x2, Cause:error(nil)} when reading response body, may be caused by closed con

nection. Please retry.

Al R B

kA Kubernetes 18 | go http2 FIEIIFE—" bug, % bug SEE P inHHEI—1 apiserver I E4 X HIYIE
#2, kube-proxy ERHIX bug J5, RFEFEPHINIKLK, BEZIHFIHAIS# Issue87615, PR95981,

BEE5
H2% kube-proxy, FREFZAN T IZHEAEE
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TKE SRI#hR A fie 5 3K

>1.18 TEL R, ERIER
1.18 F+2% kube-proxy % v1.18.4-tke.26 &L E
<1.18 4 TKE SEREEI SRR

PiRA -

TKE &HhiAE R, 125 U TKE Kubernetes Revision A 5,

kube-proxy B X284 4 panic, EE/FIEH
R BRI

panic: runtime error: invalid memory address or nil pointer dereference

[signal SIGSEGV: segmentation violation code=0x1 addr=0x50 pc=0x1514fb8]

GG

1. A kube-proxy #HXAVRESTELE bug, #IEATLIGEHINEII BT E R, SEE L BRI LENMER,
2. HERMEIER, R 2EaeiA ipvs BAAVHIMEE R, BEZIEER 2% ssue89729, PR89823, PR89785,

BEEsI
F4% kube-proxy, TaEAZAN T IZHEALH

TKE SRR A & & 3G
>1.18 TR EM R, ERIER
1.18 H4% kube-proxy | v1.18.4-tke.26 LI E
<1.18 P ES R, ERERE
TiRH -

TKE &HhiAE R, 152 U TKE Kubernetes Revision A 5,
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kube-proxy 8] ¥ panic
HRERRA

Observed a panic: "slice bounds out of range" (runtime error: slice bounds out of

range)

IS

kube-proxy XYL TELE bug, TEHIAT iptables-save IR HIFIFRHESE TR E [ ZN R — 1 buffer Hh, XM
Wk Fe S e 2 A ERY, XT3 buffer RRYBARIS AT ST, TR0 & panic, EZIEIER] 2%
Issue78443, PR78428,

3 Ei-E]

F2% kube-proxy, FEEHZAN T IBHEALE

TKE SR EEhA 1& 5 5Ng
>1.14 AEEL RS, EREE
1.14 F4% kube-proxy F| v1.14.3-tke.27 N2l E
1.12 F4% kube-proxy E v1.12.4-tke.31 LI E
<1.12 AR, EREE

TiRA

TKE shiAE R, 152 I TKE Kubernetes Revision FiiAs 7 5,

kube-proxy ipvs &z T JE M 5 G CPU

) i R
kube-proxy 1 ZRIHT 15 A Service ¥ &M SEL, L FHE :

o kube-proxy J& HAE R AN
o k55 Service B¢ Pod 28 FEATI K,

BR85!
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A\ — BaIRSS
O BRE
AR SR kube-proxy JEIHAMEFISINIEC R SR, FEVEABHEME X SEL, [HIRAR kube-proxy FISEERIN N

——ipvs-min-sync-period=1s (F/DRlHTHEIELs)
——ipvs—-sync-period=5s (5s/EHHH:RIHET)

X' FE kube-proxy FF5sllHT— 215 15 iptables #N, {H#E4:% CPU, #EFHUCH !

——ipvs—-min-sync-period=0s CR A HAE S T
——ipvs-sync-period=30s (30s/EHAMEmMIFT)

DU ERCEENSEEOME, BRI B TIERR SR EX S

IR L BRI (bR ARSUERT] 5526 HA117101



@ Bz RS
B API Server W48 15T [n)PERE AP

T BT R - 2022-11-02 11:43:23
AN =12 A EE R

SR AR A IR TERIE L TR NI Q1R B NI IS HEBLETR T R O, BB AR RS
REATAN TR

fRERH
SEEE N RZ AR ERE LRI SR 2H RS IEFHE30000-32768%% X [F,
AV i

1. 2EEE T R Z AR ER AR KRR 242 S 1EFE30000-32768%: X [F,

o FFENMIGRIE, Ee@EidiEdaiRE T VPC TMMEL, iEREEREH Master 17 U2 S IEAKGETZ VPC T WM
B,
o KeEEEREH Master 1 MV A2 IEHBGE Master 17 S PRER VPC WE L VPC I EX,

=N GIEEY e Gl El

RERTLAE R AR IRSS PERI G L TR AWMl ANEIT R AW ALZ S HERTEER T RS, A R SRR
RIEATAN TR

fEERH

REZ2HKIR CIDR 2 & EMIZE, seikIE 0.0.0.0/0 REARBCEZG, BHITAMTIFMNIL,

L HYA: ¥i:

W ERITE AW 2 )G, SEEMTPHEZIAE default/kubelb-internet Service AR, % Service & H
HPE— DR CLB, ERIN R NZ CLB SEZedH (Al4meE) , H EXTERNAL-IP FE R REI NI CLB
#y VIP, A1

S kubectl get service kubelb-internet
NAME TYPE CLUSTER-IP EXTERNAL-IP PORT (S) AGE
kubelb-internet LoadBalancer 172.16.252.94 152.136.8.98 443:32750/TCP 3mé4s

1. K& default/kubelb-internet Service NREHMEN CLB B@HIKE T ZeH, HHEZELHRS EMEC
(=
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> BT v

o SEBENREZLHNBEREEEF Master 17 iV 24 275 IEHGE30000 - 32768 11X A,
HEERET Master 17 SN L 2H B S IEFBEE Master i S FFER VPC WEXEL VPC + W W B,

e

RN R @ BRI R (sd) ARTERH] #528 HA11711



O BRT i
Service&Ingress W44 1T Al PERE AL B

BT E] ¢ 2023-02-03 11:12:46

Service e LB AR 55 C 17 0]

TR AR S5 B E AR S5 1Y Service, ANSREIIEIETVT A B CLB I RS HAVIEDL, BT MR E

1. ZEEBET M Z AR E R LR R Z 242 & EFE30000-32768% X [Fl,

2. ANRBALWARS, MH—PRET REGE AW ((EHESIKF )

3. W15 Service WY type 9 loadbalancer 2%, n] ZIi% CLB, E#:#:7 NodelP + NodePort /&5 r] L1777,
4. fi# Service 25 AT UTESERFH IEHE I,

Ingress Tt R W ARSS IR T A
FRURA TR 19 Ingress ATSRHHBIE TS, HELEETAT MO

1. HEKIRE504, HSEEET RLZ AR ERE LT RV LZ 242 A i E30000-32768% X [H,
2. Ko # Ingress #F7ERY CLB B IRE T ARMEE4430m 1124,

3. Ki & Ingress J5ARSS Service J& 75 A LAEEEERIEH 117,

4. ZiERORE404, TERE Ingress # & MUNZ 7S IEHI%E,

HEHEN Service £V [A]
£ TKE S£8EN, Pod ZH—fi%&d#5d Service 1 DNS ##F my-svc.my-namespace.svc.cluster.local K
HATEYG, A1RTE Pod W& Service LAV FIMIEN, BT TR ©

1. ki # Service ) spec.ports FEERIEH,

2. M Service #Y ClusterIP 275 AT, £ rdE, NTAHETEA DNS fEfrE(Ein@, n]2% L0 DNS it =5k
B A SR A

3. M Service #Y Endpoint 2 & AlidE, # i, AIZEREBEPAET R EESE (Pod) EEEVIHE—PRE,

4. Ko 25 247 Pod FITAE™ s _E 1Y iptables 8L ipvs & M2 5 525K,

CLB [A]¥A[R]/ F EARSS 15 (A AN @B 17 [A] Ingress 17 f ALY

HRER

RN R @ BRI R (sd) ARTERH] 5529 HA1711
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> BT v

T RN LSS E T CLB ViR LoadBalancer 287111y Service IV BER B4, TEREFEAT, 11X HY Kube-Proxy
£ IPVS # AT &1 CLB IP 4B ENAM dummy W+, ERIZREE T RRAEREE, THET CLB, EEIEAMEE
&% Endpoint, {EIXFME(LAT ARG CLB IMEERIG A HLHI =2 mh5e, FHEIHTE AT, T4 HIRN B,
[FFE, AP ERAESRRS TKE N, 2BFIK CLB B AE SBURSS V7A@ a7 A Ingress 171E LIV ZER YEESR

Bl Hih
CLB [E] 3R A @ R] RE S EUFFELL T ISR -

o Lits2 IPtables 82 IPVS 153X, TiRIARER AW Ingress = HIMAFDUERT B AN E,
o IPVS AT, HEBHNIALEERE LoadBanacer JEBIAIN Service HEISE 2T, BEPGETFRE,

ALBETT IR
o SBESPY R [EI PR
o BESRL R EIPR A

Wi
EES P R BIFA A AR 22 CLB S fRFRAG TR 1P SZHFIE VIP, ZBhRe HAfAL T A, anfRaEA alEd #252
TEORECREA,

figR R H] Service IN A REBEIAIEI IR A, DERATT

1. K22 kube-proxy FURRAR SR RHTIRA, ARAZIES AN T DI

i. fRDRZ A R EE 2 kube-proxy SZHHE LB Hitik45 @ % IPVS W+, nLUE TKE Kubernetes Revision filiAs )77t B
HRESZERZRERIRAS, HIA0 : v1.20.6-tke.12, v1.18.4-tke.20. v1.16.3-tke.25. v1.14.3-tke.24. v1.12.4-
tke.30, JE&EH KIRA S HZAE ST ©

+ EKS rescheduling optimization: Lower the score for super nodes that have been drained
in the same availability zone. (kube-scheduler)
2022-01-20 V1206 « The apiserver supports integration of ExternalName type external services. (kube-
the12 apiserver)
+ Supports binding the LB addresses to the ipvs ENIs. (kube-proxy)

ii. I EEREERRAS © AT DUE S A ARSI G, EEBNERERTTEEIYAIERNIRAS, W TEFRN
HERERA 22 BIVRRAS :

IR L BRI (bR ARSUERT] 5530 HA117151
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> BT v

ubernetes version Master 1.22.5-tke.5(Latest version) (3)

Mode 1.22.5-tke.S

iii. $%% kube-system i Z2[H] FIE 4N kube-proxy ) DaemonSet, B HT HEHRIVIA S, Wik FHZAE UK
A5, HERTIZRASIIRA, B4, 1.18 MARIERFEIERIBRIGMAS ZAT v1.18.4-tke.20,

2. NFTE M Service FINTERE

service.cloud.tencent.com/prevent—-loopback: "true"
EVE ST

o kube-proxy FHEIL(E ERF CLB VIP 8@ A, A]figdk a4 A @,
o service-controller AR CLB #21, FrHEAEFERM 1P iy 100.64 WER 1P,  A]fiF o fE Heke 2 (7],

GG

[FIAARA SR KAE T CLB FHFE KL & E 5t RS I, HRSCHYIRERY IP FRAER — T =, T Linux BRIAZISHER 1P
AL IP B, FEEHE S FHLNAREIER, Q1T EATR

MNode

o DHTEEREIARE
o SHTPHR IR

i} TKE CLB 28241y Ingress, =& Ingress HR AN — CLB L1280, 443197 ZMarasFLN
(HTTP/HTTPS) , 34 Ingress & location 4§EXf B TKE &1 s MHIFIRY NodePort {29 RS (4

RN R @ BRI R (sd) ARTERH] 31 HA117151



> BT v

location Xf . —> Service, & Service &Rt £ RUIHMHE NodePort ##ZE &) , CLB RHEIEKILAL
location # & ZIMHM Y RS (Bl NodePort) , Jii&EZ:5d NodePort J52 4853 Kubernetes [ iptables 5% ipvs #5444
XN 1Y Pod, £EEEHHIY Pod 15 AREEEIA Ingress, CLB il KL KA H A —E T SV N NodePort :

Ingress
(CLB)

2. Src IP: client pod; Dst IP: Node
out cluster

—_— e e e e e e — — — ——— e — — = —_—, e e e D e e e e e e e e, e, e, e, e, e, _E—m—— e — — — — = = =

—————————————————————

in cluster
Nodeport

aEE, SRR AR RUEAF R A TEREY Client FITFE T RN

1. S8 Pod 171R] CLB, CLB i K% & EEE —HB 1 RN . NodePort,

2. R 5ZF5K NodePort i, HIY IP 2754 IP, J& IP J& Client Pod FYELSZ IP, K2 CLB AHE{T SNAT, &fFE LR
IP #E& 2,

3. TR IP G- HIY IP EAEX NN, KILR-SHIEIA, CLB FHAZEIRE RS AR,

VITRIEEEEA Ingress RURREII G R Z 0 JLRVIERT, JRIKZ7/2 CLB ANSIEK RS Jauntant (Kif4s) , RERKXT—1
RS, AU Client BRGNS RIFR, HIREIARABFIIR SR G KNS, ATLRRVER, ARERFAIE—
MR, CLB A RIMEIAKY RS, NG AIAHE,

W LI

Kt 2 8W CLB AFTEREIFHHIRE ?

fEFH 23 Ingress #1 LoadBalancer 288420} Service NMEIEEIFARIE, FEZNW CLB IEIRYIR SR IP 2 FALHY
HERW P, M FHLAE R B ORI P, i 2RI, RIAALRMWIE IP 24 IP, Wit 7
[EIEZ

CLB BE&H# R EIIH ?

f. CLB ZHIWIR IP, ANHREMEM RS AR IP, wiAEEE LA RS, MiRiksHM RS, HZJH PodIP
U5 RS IP HAHHR, CLB WMAKLEXM A IP 2R — T, ATLARIMEATRER AT R, sk rl B AR [|I3A,

Client 5 Server KERBRED FLEE ?
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@ A wEIRSS

ANELRF Client 5 Server s fEFIMEERE, 50 Client B} Server SRBAER—T1 55, REAS S CLB [HIERAI ?

BN, LB @15 55 NodePort 455 RS, AIRERL R LATE 17 55 NodePort, IttH} Client 5 Server J& &G 1E R —T7

MEBATRE A AEEIFR, {HANSR N Service & externalTrafficPolicy: Local , LBELRE®ELZEH Server

Pod HY7 5, 4IER Client 5 Server if5d SEMIVEAEE AR L, MR EE RIS, FrLURSERT +
externalTrafficPolicy: Local HRIDIHLREEIIAAE (CIHEAM Ingress # LoadBalancer ZE54 A

Service) o

VPC-CNI K LB E;&# Pod B&tHFTE CLB [EIFA[ME ?

TKE 3@ FHY Global Router #8158 (WA %) , i&F—H& VPC-CNI (MM %) o HAll LB E# Pod
H## VPC-CNI Y Pod, Bl LB 4% NodePort /E24 RS, i 2 E#48E 5% Pod 18 RS, 4 FEIFIR :

XHERIA] e NodePort, NEEZAT—FEAJRER B R AER R B4R Client 5 Server fEAl— i, [FIFEAJRER
RAERIIARIE, s SR A] UL

BB ?

MG externalTrafficPolicy: Local WIRLEE SAKIMHE, —MRE, ViR EEEEAINIAR 558k 60 17 ) A
ERE CLB, KAARSABELBENGE, M CLB Si— B AN I BRIV, 25K B A,
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> BT v

VI EERENARSS R Service %W, flan server.prod.svc.cluster.local , T AR BLE N AR A
i CLB, AR SEURIFAAL,

MR SSERMEES, THEMH Service R, RILUHEH coredns 1Y rewrite 1, FHE A8 RIERENY Service,
coredns BLE REIAIT :

apiVersion: vl

kind: ConfigMap
metadata:

name: coredns
namespace: kube-system
data:

Corefile: |2-

.:53 {

rewrite name roc.example.com server.prod.svc.cluster.local

AR Z A Service HH—ME#, AILLEHATEE Ingress Controller (4l nginx-ingress) :

1. i _Exb rewrite 195 ERHE A4 IR B 219 Ingress Controllers
2. FFE M Ingress fRHEIE K location (%4 +%1%) VEEL Service, LA %G Pod, BEEVHEM AL5S CLB, [RIFE
FRE R[] P[]
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%) - iiv= i
Service&lngress H UL EEFIAL T

b N TE] © 2024-08-09 10:23:50

Kuberentes i@ AV A NEHRIR, AN AP REEFIH—IMIZEIRES, Rt BT LU 2%k

o HAHAZN AP 5 | AFH R | BEEHBEFEYAPRSEE, MES NIRRT E W,

BT ARIE A EII S SHIECE R B —2:, B Service/Ingress BEN— N RIFEIAH TR, # CLB 287

Service/Ingress AL TR EL B IR MM, SBEENAESSEFED LM, FHLL Event VA B A LE

P #ATAL I, BHIRRPD B, B 2AIZ SRR R 5E RS R Event BT,

Service/Ingress TEH FIEHZN MR BEARSSHYBTTRAT R, MRS H N SEIRS AR H, RS HE, ARt T
DLHY Service/Ingress iz #8 R KA BRI/ R ES

A{Af & %E Service/Ingress Event FIREE(E R 7

SR WARIRSS e B, JERE AN SR 1 SR
2. TEERBEEEIE D, ERFEIH YAML AR ID, MEASLREARRER
3. &1 IR%G5-#H > Service 5 Ingress, A Service B¢ Ingress 1a,.w\@o
4, BT HAN BRI Service B Ingress & F7
5. fEEBMF %, RIEE YT Service B¢ Ingress FEHAE R, 41 FTERIFTR, RILIER Ml Service/Ingress Y Event i
HERAD,

Service
Service:
annotati

ER IR 18 RS IS &3 - p S BREIR AE is not &
2022-09-22 20:04:27 2022-09-22 20:05:30 ‘Warning Service nginx-service [ EnsureServiceFailed Servic
2022-09-20 22:48:38 2022-09-22 20:01:50 Normal Pod :;s -scheduler, NotTriggerScaleUp pod ¢
2022-09-21 15:56:43 2022-09-22 20:01:50 Normal Pod test-scheduler- ] NotTriggerScaleUp pod ¢
2022-09-22 16:18:29 2022-09-22 19:45:44 Normal Pod test-scheduler] FailedSchedulingOnEkietNodes No ek

s}

TR
BIRE R EROL 1 NSRBI ES, 1IERIPE,
KRB H Ingress WIEYIRAREEE R ¢
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BaRss

kubectl get event | grep ingress

RIXFHH Service BIRFIRMHRHE R
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BaRss

kubectl get event | grep service

Service Event x5 | [RIFIANFH M

HiR  HBRAE PAYSES

E4001 TKE_QCSRoles BRI RIEIERIS, K& TKE IRSSKFZIY, 7

RN R @ BRI R (sd) ARTERH]
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E4004

E4005

E4008

E4009

E4011

E4012

E4013

E4014

E4016

E4026

E4033

BTt
ERR

EItaIES
IR

S EST

R}

iR B B
RIFHE

fEH EA e
EHAM TKE &1
BRI

A EAH I ETM

e H AR Y
PRI

EH ER Tt
TAESR 1 hZe

PR ARIFEE

sy
HE

SHERLEARTKE]

BTN, TR RIS DL IR 55 B2 D 5% A B R
Wi,

TE22 T BB EE Quota,

WA OIS
service.kubernetes.io/service.extensiveParameters,
PEIERI S U Service Annotation i,

=M

1. EHHEANA 268 1P #YTF PR .,
2. B Service {EA#EAIHTIY T 1D,
3. NI SRR s

R ETTEIR

B MBS, HKES LRTEEAAERR VPC
TR ES S, NS D, #FH—1E
WHMGNEIGM D, #IER S Service HHEH
CLB,

A 2 EIte U P B AR BT fiER &

R, PEIE T2 Service {H I ELH CLB,

TS RAE M BT, (b e i

kR IZE IR, GRS UL 2 Service & ] CLB,

2 Service FIAMEH T A — NI, BUUREE
Service MY A BH, {# FH HAhsm CHEE S b, TEI5
A[Z I Service i E.F CLB,

FRIEHTH Service 8 HgET1, HIERIZ UL £ Service
% H CLB,

TFHZEHFBCE, B2 U Service 1251
B, AWFTR

1. MHER Service HIZAMERL E YIRE,

2. TEFRTSINA B 2 FFHY TkeServiceConfig 5,

TAE DAL RS R s, I H K]

IR L BRI (bR ARSUERT]

Aanliss

IEH TAE

ORI A TR

WO R IR TR
A

g R A TR

e

HE SRR A TR
A

OB IR A TR
A

ORI A TR
A

IRFEL B, W
FEEHT AT RE T B
e i N RE L
o

TIRFED R HZE,
JUEEHT AT RE T B
Yyt e N RE L
o
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E4036

E4037

E4062

E4075

A TR B S
FIEERA

JESmPe T e

TRRGE

U HA

ESHIIITRE, MBI
ID $4i%

HostNetwork flFRIEZE:f#, f#H NodePort £ A,
[EJ% Service f#HHHIEZ UL i ] LoadBalancer |4
7% Pod 1538 Service,

Tt VIP, HEWrasb, JEE 1P JEYRSRE, 7Y
TCHMRFSME—, DUBSAMIR ], P %R %AE Pod
WA, 2RI TR E ARSI AL

=R

1. B HAME 05 \P BT BT T,
2. B3 Service {F R FH#THY M 1D,
3. S il F 28 RIS B ) 7 B 1

IEBARS ISINFHES, FHEH MM+ A
7 Secret WIRNE, IR UESUES ID, %
15 A2 L Service WML,

Ko7 Service HHRYESHIIEITfiE, s 1D T2 0L Hik
AT X,

Ingress Event 5 )5 RIFTAL BEIME

IR

E4003

E4005

E4008

E4009

E4010

BIRNE

I BRE R LR

R NI 2 R

PTES

PE T BB EE Quota,

P22 T B T MR Quota,

BRI EHIERIS, K& TKE iRSSIKA

TKE_QCSRole BABMIER #5248, FHEHINIBA PEEAIZ U k55

FAURH % A AN PR iR,

LR TFRE HTTPS Ml &N, N7
FUEK Ingress Y TLS FE%, ECiE

TLS FTEARACE Secret % HTTPS T dsf ZHVIET, THIEAIZ U

o

Ingress IEPlCE, HERFE HTTPS th
WO AR, HER TLS 7B, (A
HTTP WhOHATIRSS R ER

TLS FEBLE Secret ik %k Ingress H A HAMY Secret R, FHi%
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TRIRFD e HZE,
BT AT RE T B
Yyt e Vi AN RE L 3
o

OB VTIR I T %
A

WIRFEAREHZE, M
P BT R] RE SR D
e ANREIE H
o

ORI A TR
A

AMELATRETFERIX
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A
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TIRFED R 2E, W
PR ATRE SRR
e AN RE I H
o

GHIRIAD HEFHZE, M

%39 $£11771


https://intl.cloud.tencent.com/document/product/457/36837
https://intl.cloud.tencent.com/document/product/457/39141
https://intl.cloud.tencent.com/document/product/215/31786
https://console.intl.cloud.tencent.com/workorder/category
https://console.intl.cloud.tencent.com/workorder/category
https://intl.cloud.tencent.com/document/product/457/37808
https://intl.cloud.tencent.com/document/product/457/37016

A BT

%3

TLS FEXACE Secret NE

SO mm miES D
E4012  IERRESHEE
E4018  {5ECHNEHWAFE
feE O A MBI Z TKE
E4019 ol
feE O A th B2 Hth
E4020 Ingress & 1Y
Fe7E O A MBI T de AR
E4021
Pz
kubernetes.io/ingress.http-
E4022
022 lles, TERRRESRIERS
kubernetes.io/ingress.https-
E402
025 s, TERRRERIERS
E4027  WKFUREE
E4031 RN ST

IR L BRI (bR ARSUERT]

RCSog IHBIE S ID, B TSI
Ingress IEHRECE,

BT TLS A HAMY Secret WIRNE, 14
PSR A BAES ID, EERI 20
Ingress IEHRECE,

UEBARSIIIFTIIES, FH8EHT TLS Hs
BHIY Secret WIRANZ, SRS UEE
UEFS ID, PEIERTZ UL Ingress LEBILE,

E S PER S HE 5 S TS RE R Y
VPC THY TS fl, i
ID, EH—DNESERNETE ID, 15
A] & Ingress i E.A CLB,

i EA AEIELAUE P H CTE R E
LA EEr, HEESU Ingress
A CLB,

B MEIHE AR H AR E
R A FERD, PEER S Ingress
ffiFiE A CLB,

XSRS BIPERIS, MPRIZ A ST
HHHEYT AR

%% Ingress Annotation Wi, FEINEMERA
WREETE, RS R T
BT

£# Ingress Annotation Wi, WAINTFEREN
BRREEE, BWUE AP E N BT
BT,

REFRETTEK S

B RN Rule 7B, Ttk & ig
AR,

Aanliss

PR AT RE SRR
e AN RE I H
#o

RIRFD e 2E, W
Fr e RTRE SRR
e AN H
o

TRFE R HZE, W
F ST A] RE R D
$23 18 i S AN RELE Y B
o

FOETIRI A TR
A

HOE IR A TR R
A

HOE TR IRBA TR R
A

HOE IR A TR R
A

TRRFED HH2E, W
FrEEHT AT RE SR E
e AN RE I H
o
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A BT

E4034 IPv6 CLB, A75HH host ¥
B, (IPva AJDIAE
Host, #RIAHN VIP, IPv6
EZs))
E4035 UES ID K& SR
E4039 UE 3 HA
Ingress TAEI %4 1% 7 A
E4040
R UE 456
Ea041 Ingress H &L LRI TE 1Y
Service NMETE,
Ingress HH#E ZRINIHEERY
E4042 Service EIEX B & i
|
Ingress f5EHER
E4043 TkeServiceConfig HIFEAT
1E
kubernetes.io/ingress.rule-
E4044 .
mix, H IFETEE
£4046 GRS AR AL E R R, %
AU IR O S8 Yl R 1R
E4047 Ingress H L ZRHUNIFE €KY

Service & ClusterIP £,

BRI A

RN R @ BRI R (sd) ARTERH]

#NFE Ingress HFTH Host 7B, TRERE

e,

BT TLS A RARY Secret BWIRNE, 14
SRR A SRS ID, 1EERI S
Ingress UEHECE,

TEPBARSS RIIFTRVIESS, FH8EHT TLS His
BHIY Secret HIRNZ, FRRSOEUHEE
WEH ID, RIS U 7 TKE Ingress 1iES
&,

Bk TLS FB%, FECiE HTTPS Milress 2
FIES, TFEERIZ UL Ingress 1E BELIE,

NSRS Service FSEAETE, 77 ZMIBR
Ingress H{# 1% Service AY#E & NI4T 5
IRFBEAEHZ Service, MITES: Ingress
W22 T, HraizfARn Service ¥
s

AR Service T SEANFAEXFER i

I, FTFEMER Ingress H{# Fi% Service Y
R AN S 2 bt TR (8, TR
BT

RHZER FELE, FEHTZ2 0 Ingress (4
il TkeServiceConfig it & CLB, &Rk
% MiFR Service HIZAMERL E VIRETE R
PRI B 2 R TkeServiceConfig ¥ ik,

UK true B false, TH#IERIZ UL Ingress ik
B HTTP K& HTTPS i,

W ATEE 1-2048

Bk Service 2 NodePort 285,

BaRss

PRIRAD e 2E, W
P AT RE SR
e i AN RE L B B
o

TIRFEHH2E, W
FrEERHTATRE SRR
e AN REE R
o

TIRFED A HZE, W
PR A] RE SR S
$23 185 i S REIE Y
o

TIRFHZE, M
P ST AT RE SR
e AR
o

TIRFFHZE,
PS8t AT RE SRR
e AN RE IR
#o

TIRFD R HZE, W
PR A] RE SR S
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o

SRR e 2E,
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e AN RE I
o
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A BT

Ingress fA{EAFIA T %

BA048  mir
Ingress T#1E 5 MEE B4

BA049 T 2

oy | TIPFASMEREE TR
S5 B LA A B
Ingress HE R BTS2

BA0SZ R AR
FMIP AR, ikl

E4

05 wum

E4054  JEHAMCRAS) LR

caogs | FUURTHERNSREIR, £
O B

caogo | MORITEL BT
= SNAT Pro IfE
EREIIRA(L LT, CRD T

E4066 o il

E4068  EENEEFHUNRIFE LA

AL e

RN R @ BRI R (sd) ARTERH]

TLS R EBH T 2/ NM% A Host BLER
Secret, fHlFRZE RFE—1,

TLS FEHE — MG HIA T2
Secret, flFRZHF—1,

TEMERI S Ingress i
TkeServiceConfig Fit & CLB, t{FHH M
PRI I

Fe BB SO 1R — RS IR SR R A
", 4l Host: test (% RE., 4l Host:
Test.com IEM| © (\\*| [a-z0-9] ([-
a-z0-9]*[a-z0-9])7?) (\\.[a-z0-9]
([-a—=z0-9]*[a-z0-9])?)+

=R

1. B H MG 20 1P Y7 T T W,
2. ¥f Service TEfFE H#HY T 1D,
3. BN E A PRI th #¥51

e T HE T e im kR Quota.

=R

1. B EANE 208 1P 1Y T T T,
2. BT Service TR FHHTHYF M 1D,
3. BN E N PRI th #1

fE22 T B T 5 SNAT Pro g
e

M EREHFERA, FRE e T,

{5 FH B 2 2 8 (R D RE A OB P e R At
EERAN], PEIEAT S Ingress HE 1,

BaRss

Yt e b N RE
o

O

GHIRIADHFHZE, M
P ST AT RE SRR
e AN RE R
o

GRIRIAD e 2E, W
P e AT RE SRR
St e AN RE L B B
o

BHE

TIRFHZE, W
F ST AT RE SR
e AR R
o

R TIRI A TR
A

Ji5 Vi SE AT R RER I,
PR SN AT RE

R TIR I A TR
A

TIRFAFHZE, M
PS8 AT RE SR
e AN R
o

SRR, AT RE
EH TR

TRFE e HZE, W
PR A] RE R S
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https://intl.cloud.tencent.com/document/product/457/37015
https://console.intl.cloud.tencent.com/workorder/category
https://console.intl.cloud.tencent.com/workorder/category
https://console.intl.cloud.tencent.com/workorder/category
https://intl.cloud.tencent.com/document/product/457/42592

A BT

EEHIEEC B 5%, CLB Pl

E4071 £ VPC R YRR REAN1E
VPC REE— D=
Eae &b &

4074 TWRREEARE, JEuglE R
e
kubernetes.io/ingress.https-

E4081 rules, TEMEIUAIER

(B & Mh22)
NoSelector Service R+

E4082 4B, Ingress fEEIET &
T, AR T RMERE
FERAE 1.0 R T, THE

B4084 i SNAT Pro Jhie
feE B A e, his

B4098 4 1Dttt

= > A2 1A L=}
E4101 feE EA MEII R AR 1T

ERLIES

RN R @ BRI R (sd) ARTERH]

{6 F BN R BRI AN VPC B8 Hn H At = B ]
NI VPC 15 IS L Ingress 5184717,

CLB JrsmdbE mldl, nIRET suEEIE B

EVGE S B E, HEERTS
Ingress Annotation 1iFH,

NoSelector Service JG i~ S B %2
A, FEWH NodePort,

RGURMI, FTERBEEARTTR,

BN EIEEH B HREN 5 Y iR AR
) VPC TRy EIIMSLE, Wil E8a
ID, EH—PMESARNESME D, HI15
]2 Ingress i ELA CLB,

K 80/443 Ji 172 15 AR &
o

BaRss

Yt e b N RE
#o

O

HOE IR A TR R
A

Ji Vi SE AT A REAR I,
PR SN AT RE

TIRFFHZE, M
PR R] RE S B S
e AN REIE R
o

IRAHFHZE, M
P AT RE SRR
e AN R
o

SRIRIAD e 2E,
P e AT RE SR R
St e AN RE L B
o

HOE IR A TR R
A

TIRFDEHZE, W
P A] RE SR S
$23 185 i AN REIE Y B
o
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https://intl.cloud.tencent.com/document/product/457/41870
https://intl.cloud.tencent.com/document/product/457/40675
https://intl.cloud.tencent.com/document/product/457/37014

A BT i
Pod 45 Gk R HEE AL PR

T BTN ¢ 2023-11-09 15:52:31

RSN 2E TKE SBRER 24750 T rTRERZERYH DLINER R, 45 O R I DEA G, BB E i, e
JeIE IR T Ch IR E Lw(lﬁﬁﬁlff, HHIMEETTEIR S AREIERE VI, 58 DO KA,

LR AT A ERYES: (Pod) LIEETI

[ — SRR E T S B Pod rTDUERZ H TG, SHI—T19 s E Pod AT [ H AT & E Pod B, EEHITAI T
KA

1. K AR E Y SRR S T LR,

2. KA A R S E I GE A AR P BRI 3519 s P E R VPC W EX B VPC T B

[A—1 VPC WY TR E5A 4 (Pod) LKAV

[FAl—> VPC ARV 551 Pod RILAERZ AT, HHBIEEATRVEOIN, BT T RE
1. AN i 15 A Pod FFTE 1 RUZ A5 AT A AL

2. Pod FITTE" MY 2 2 75 IE A OB A i 19 s AT EERY VPC R B

3. KT R R R AUZ A IE A OB A SR W EL

A VPC WY T G A es (Pod) BiE#: (Pod) 5&#: (Pod)
[FITEIR B

AR VPC IR EL TR ES @ IR B 0 51 1% Sesd T, AR T@ 2 e AR BV AR, T4l
THE :

1 ARE T R G T RS AT LA,

2. KB T R R S IEFGE VPC BRI 25 W B

3. #u & Pod FTE " AUV A A2 2 5 (E M GEDN Ui 19 ROPTTERY VPC P EXER VPC F I X,

MRASR (Pod) 5A# (Pod) RIEEAETY], FH-DHITUOTRE !

1. KA Pod FITTE T Y 2 R4 R & IEFAGEN U VPC WE (80515 sPTERY VPC FIIMEY) FIA#RWEL,

2. {IFEEH Pod WIFE IP, AIHUATA a4, H—F R ip_masq agent HIHACE, UL T A48 B,

RN R @ BRI R (sd) ARTERH] 44 HA17701


https://intl.cloud.tencent.com/document/product/457/46720
https://intl.cloud.tencent.com/document/product/1003/31985
https://intl.cloud.tencent.com/document/product/553/18836

> BT v

kubectl -n kube-system edit configmap ip-masg-agent-config

e N NN
IDC 554 (Pod) EiEViH
IDC 5- Pod E.Ij 7 Z5cidsd Ik 8 L2 5% SEpdTil, ARITE. 2 ey ML ER B VIR G, BT

A

G2 IDC P K & HOE A AR M BT CVM B,

RN R @ BRI R (sd) ARTERH] 5545 HA17101


https://intl.cloud.tencent.com/document/product/1003/31985
https://intl.cloud.tencent.com/document/product/216/19255

> BT v

f# CVM 42 & 770f IDC WEL,

W 2r IDC 25 EH BGP X :

HARMEH BGP WY, WIFELE IDC WHELE VTR EE T —BkiEs HE LM X,

HEH BGP i, MBNFEN, @EAFEEMELE, FRIE IDC ARARESEE, SNATHCRISYEN RALE )

A 2525 P B T — BB R 2 %6

BiBe

AIFELE IDC EFH Pod 1Y IP, NIFEEHGE IDC MEL,

ERINBOLT, PR VPC ZAM TR SNAT AbEF# 7 NodelP, il IDC WEIN FRECIE A AET SNAT AbHE,

GE IDC BRI TN @ PATA4 kubectl -n kube-system edit configmap ip-masg-agent-config
, B ip-masqg-agent fiti&E, FHIF IDC MEZINEI NonMasqueradeCIDRs #1|5RH,

LEPSES (R

& = W iptables B ipvs #EHN

IERT LA AT T sy, BE 11 L iptables B(E ipvs ¥ &K,
PUTLL T @4, K2 iptables 54 HIN,

RN R @ BRI R (sd) ARTERH] 5546 HA117101



BaRss

iptables-save

PUTLUT e, K ipvs FA R,

RN R @ BRI R (sd) ARTERH]
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> BT v

ipvsadm -Ln -t/-u ip:port
Maems

DU an & a] T o TR BRI T R ERVAS: (Pod) HITEHIIEDL,
PATLUT e, 7RI Pod AU /L EHMM-F etho YL,

RN R @ BRI R (sd) ARTERH] 5548 HA17101



BaRss

tcpdump -nn -vv -i ethO host <X{¥fipod-ip>

HATLLF frds, TEXTH Pod 95 £ AT etho #9421,

RN R @ BRI R (sd) ARTERH]

49 11771



BaRss

tcpdump -nn -vv —-i ethO0 host <?J?\pod—ip>

PUTLU T a4, 1EXtiR Pod HY netns FHTIM - eth0 HYT,

RN R @ BRI R (sd) ARTERH]

50 F£11701



> BT v

tcpdump -nn -vv —i ethO port <iFKHEHE>

7 A P e e A PR % 1]

TEfHF Kubernetes izf7 M FHRYIEE, AIRESEEI—LeNLs (A, HAb Heies WA ZIRSS mem sy, (BN Klel el
BARIER, ARG AR E LEMFIREA, TR ERABIECORA ORISR, & IRCEAE
RN BENN AR E R GRS, Frid Ao OE— 240/ NaBTEE, A SCHRAEIA, T —8d A a5
it Z2m (netns) , FEHTE EHL LAY tepdump HATINEL,

fER A —8# A Pod netns 3l

RN R @ BRI R (sd) ARTERH] 51 HA11701



> BT v

YRGS AN, FEBCRHEIARRIE N, FIERT PRI TN,
1. HUTLU T an, ZREUZ Pod BIASFTIERY T A Pod 445,

kubectl get pod -o wide

2. %5 Pod FRAETI A, RFAN T RAIASKE G2 Shell , TR 4 i E5~AY Shell

RN R @ BRI R (sd) ARTERH] 5552 HA117101



> BT v

function e () {
set —eu
ns=${2-"default"}
pod="kubectl -n $ns describe pod $1 | grep -A10 "“Containers:" | grep -Eo 'dock
pid="docker inspect -f {{.State.Pid}} S$pod"
echo "entering pod netns for $ns/$1"
cmd="nsenter -n —--target S$pid"
echo $cmd
Scmd

RN R @ BRI R (sd) ARTERH] 5553 HA11711



> BT v

IER] R A S T R T AAfE A,
3. PATLL T a4y, —H#EEA Pod FTTERY netns,

e POD_NAME NAMESPACE

HATRBIATT

RN R @ BRI R (sd) ARTERH] 5554 HA17101


https://intl.cloud.tencent.com/document/product/457/57278#.E8.84.9A.E6.9C.AC.E5.8E.9F.E7.90.86.5B.5D(id.3Aprinciple)

BaRss

e istio-galley-58c7c7c646-m6568 istio-system
e proxy-5546768954-9rxg6 # AME NAMESPACE BRIAN default

Ve
WA Pod FRTERY netns 2 J5, FITETEFNL LHAT ip a B ifconfig @4
—tunlp MNEHYHIELRIIEITGGC,

4. AT T a4, A tepdump EATHNEL

RN R @ BRI R (sd) ARTERH]

KEERGIMF, T netstat

55 11701



> BT v

tcpdump -i ethO0 -w test.pcap port 80

5/ wireshark iR~

EATHAT ctrivc BAEFIME, A scp B sz AR FEEAMEN wireshark 777,
o, KARERAEILITH WA wireshark TR !
i telnet EEFZFHFAXMIAA, FlA1 "lbtest" o PUTLAT @S, BEECKSHIMIAR TR HE R H R,

RN R @ BRI R (sd) ARTERH] 5556 H117101



> BT v

tcp contains "lbtest"

ARG HTTP IS5, WIRTIEFT curl Z%MIAE FEIK,
PUTOUT it uri, BRSO B 1685138,

RN R @ BRI R (sd) ARTERH] 57 HA17101



BaRss

http.request.uri=="/mytest"

il e

HETEE Pod B8 THIA R 1D,

RN R @ BRI R (sd) ARTERH]
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BaRss

kubectl describe pod <pod> -n mservice

PIFA AR Pid,

RN R @ BRI R (sd) ARTERH]

%59 F£11771



S S s

docker inspect -f {{.State.Pid}} <container>

WA IZ BB network namespace,

RN R @ BRI R (sd) ARTERH] 5560 117101



nsenter —-n ——-target <PID>

RIS EALm 4T & ¢ kubectl, docker,

BEETREZEHRE

1. ESRA GRS RS , R EMSATEI £i
2. IEFERERAE ID, AR L,

3. EF M ST AT REE > TR,

4 £ T AR T, JEFEHREE L EHT R ID,

RN R @ BRI R (sd) ARTERH]

nsenter. grep. head.

sed,

BaRss


https://console.intl.cloud.tencent.com/tke2/cluster

%) ivn i

5. 1E T RV BT, AR, H D EHUS R I A ID, AT EFTR

— £E

PodEE E 5357 YAML

6. 1E T ARG R TUE T, IEFRREHTR, HIETUH P &R AL 242 A ERE30000-32768%i 11X
A, 40T EFR

0.0.0.0/0 TCP:30000-32768 TEiF

0.0.0.0/0 UDP:30000-32768 TEiF

RN R @ BRI R (sd) ARTERH] 5562 HA117101



> BT v

Pod IR 540 i it
Pod 5 JEERLA

N E] ¢ 2022-09-26 17:05:33

MR — RN TR, AP EEREXN ARG SRR T RV & 20T B8 ACE, 4B Pod HiA AR
SR, ATRE— N R RGO S B RS R E L 7 H T A

HTD LR, Ea]5% Pod 55 M8 RASAT IR, B0 SRR,

= AN

o HmS
HEES R E HmAal T
o BE Pod IR :

kubectl get pod <pod-name> -o wide

o &% Pod i yaml fiLi& :

kubectl get pod <pod—-name> -o yaml

« &F Pod H} -

kubectl describe pod <pod-name>

kubectl logs <pod-name> [-c <container-name>]

Pod IRA

TRAPFIZT Pod FIIRER

L7 ik

RN R @ BRI R (sd) ARTERH] 5563 H11711


https://intl.cloud.tencent.com/document/product/457/35760#.E9.97.AE.E9.A2.98.E5.AE.9A.E4.BD.8D

A BT

Error

NodeLost

Unkown

Waiting

Pending
ContainerCreating
Terminating
CrashLoopBackOff
InvalidImageName
ImageInspectError
ErrImageNeverPull
ImagePullBackOff
RegistryUnavailable
ErrImagePull
CreateContainerConfigError
CreateContainerError
RunContainerError
PreStartHookError
PostStartHookError
ContainersNotInitialized
ContainersNotReady
ContainerCreating
PodInitializing

DockerDaemonNotReady

RN R @ BRI R (sd) ARTERH]

Pod Ealid & LR,

Pod AIT{ET mURHK,

Pod FirfE 19 s R BRI AR R 57

Pod EfFE3),

Pod SF A L

Pod A #s IETEMBIEE,

Pod IEFEHH .

)

AEHEH, Kubelet IETERFEEE.
TSRS AR,

P RER S EAT AL N

SRMEES LRI
IEEEIRRHY,

BB G,

18 FH R G B

e Kubelet fif FH HYAZRRACE.
jellfe ¥ RIS

BB R

AT preStart hook %8,

AT postStart hook &%,
Aa AR,

AILE TR,

A,

Pod #14a{LH,

Docker :: %G 522 B,

BaRss

H64 11701



%) iiit=

NetworkPluginNotReady I SN e Y =TI 8

[ IR oL

RERTARSE Pod Y ROIRAS, JEEN NS8Ot — e A 7 R A

o Pod —[EALTF ContainerCreating 5% Waiting JRZ4S
o Pod —iE4F ImagePullBackOff K7

+ Pod —EA4LT Pending TR

o Pod —EALTF Terminating IRZS

o Pod faFEke 2 2RIK

« Pod 4T CrashLoopBackOff tK7s

o AARHEESRM

IR L BRI (bR ARSUERT] 5565 HA117101


https://intl.cloud.tencent.com/document/product/457/35761
https://intl.cloud.tencent.com/document/product/457/35762
https://intl.cloud.tencent.com/document/product/457/35763
https://intl.cloud.tencent.com/document/product/457/35764
https://intl.cloud.tencent.com/document/product/457/35765
https://intl.cloud.tencent.com/document/product/457/35766
https://intl.cloud.tencent.com/document/product/457/35767

S S s

Pod #FHFETE
i Systemtap E{; Pod 7% 1R H &

e h TN ) ¢ 2022-04-20 19:16:21

A EUMAIEFH Systemtap T ELENT Pod 5 A1 A,

MR TAE

TN RAEEE T R IR G, 1RIRDU T D BT R R e

Ubuntu #/ERSE
1. PUTLU T fn gy, &%E Systemtap.

apt install -y systemtap

2 T T iy, AR LAET,

stap-prep

REREIEERATT

Please install linux-headers-4.4.0-104-generic

You need package linux-image-4.4.0-104-generic-dbgsym but it does not seem to be
available

Ubuntu —-dbgsym packages are typically in a separate repository

Follow https://wiki.ubuntu.com/DebuggingProgramCrash to add this repository
apt install -y linux—headers-4.4.0-104-generic

3. MRHE LR el g5 R el AT H AT 7R 2L dogsym €2, HEARHEFHAEE, FHEHSE = AR EEE, EHITUT
s, % dogsym,

sudo apt-key adv —--keyserver keyserver.ubuntu.com --recv-keys C8CAB6595FDFF622

codename=$ (1sb_release —-c | awk '{print $2}'")

sudo tee /etc/apt/sources.list.d/ddebs.list << EOF

RN R @ BRI R (sd) ARTERH] 5566 11711



A BT

deb http://ddebs.ubuntu.
deb http://ddebs.ubuntu.
iverse

deb http://ddebs.ubuntu.
verse

deb http://ddebs.ubuntu.
iverse

EOF

sudo apt-get update

Aanliss

com/ ${codename} main restricted universe multiverse

com/ ${codename}-security main restricted universe mult

com/ ${codename}-updates main restricted universe multi

com/ ${codename}-proposed main restricted universe mult

4. FLEAF ARG, FIGBITEL T i,

stap-prep

REPRBIZERANT

Please install linux-headers-4.4.0-104-generic

Please install linux-image

-4.4.0-104-generic-dbgsym

5. RKPUTLL T a4y, ZRETERATHRII L,

]

apt install -y linux-image-4.4.0-104-generic-dbgsym

apt install -y linux-headers-4.4.0-104-generic

CentOS #EZRS

1. PATLUT e, %% Systemtap,

yum install -y systemtap

2. [ AETR /etc/yum.repos.d/Cent0S-Debug.repo @E%i@ﬂ%ﬁﬁ)\u?ﬁ\]?&#{%ﬁ, AR LDIBRINAR L 2L

debuginfo i,

[debuginfo]

name=Cent0S-Sreleasever — DebuglInfo

baseurl=http://debuginfo
gpgcheck=0

.centos.org/S$releasever/Sbasearch/

IR L BRI (bR ARSUERT] 67 HA117101



A BT

enabled=1

Aanliss

protect=1
priority=1

3. PUTLL T an BT TR F LT,  FFHEATHH R I 23,

WA

ZmA MRS kernel-debuginfo o

Stap-prep

4. ATDL T o s, RETERESELEZ MIA kernel-devel o

rpm —-gqa | grep kernel-devel

SR -

kernel-devel-3.10.0-327.el17.x86_64
kernel-devel-3.10.0-514.26.2.el1l7.x86_64
kernel-devel-3.10.0-862.9.1.e17.x86_64

FFEZ DA, WAFRRE S LRTPASHRERIRA, BRIZUATARZARAN  3.10.0-

862.9.1.e17.x86_64 , &t EibiREIGRFHTLLUT iS5 MIERZ R,

D=z .
TE .

o ALELHIT uname -r

i3 LA NS

fRf kernel-debuginfo # kernel-devel ¥EZZEH HEIERAS LHTAZRAMHFE,

rpm —-e kernel-devel-3.10.0-327.el7.x86_64 kernel-devel-3.10.0-514.26.2.el17.x86_64

b

IR L BRI (bR ARSUERT]

568 11751



> BT v

#i Pod RIS UF LI, ATLAEF Systemtap SRISHLERRR(E 5 AR TRIRUENL, 23R TAEEFRANT

1. Systemtap [HillAL il CES U, M goc FHAHIEM Linux WRAIEHHEE modprobe  MMEEIN%,
2. IRIEIIA A ENELIEST hook, IEINBIA]EE hook (B5HYAIR, HRHIASRIERS IEAYE E A,

[ IR o

ZB  FWAHF Pod FEF BIEENEE pid
1 BUATLUT sy, KA HS 1D

kubectl describe pod <pod name>

R[EIZHRA0T

Container ID: docker://5fb8adf9ee62afc6d3£f6£3d95900418187500392df£f015d7091eaaf99c
£f1c945

Last State: Terminated

Reason: Error

Exit Code: 137

Started: Thu, 05 Sep 2019 19:22:30 +0800
Finished: Thu, 05 Sep 2019 19:33:44 +0800

2. FUTLL T a4y, @i IREEIRY Container ID & A48 FHEFER pid,

docker inspect —-f "{{.State.Pid}}" 5fb8adf9eeb62afc6d3f6£3d95900418187500392dff0
15d7091eaaf99cf1c945

[EIE5RANT -

7942

T2 RI\AEHRSHE/ NMEETLE
LA BIHEEE RPN Exit Code FILUKEUAM EIGRIHIRAD, ASCIB7AH], MATLIF T :

o AIGUHRERGINR P WESE IRR, MRS RE129 - 2552 H],
o SREPRSHEOS7TNIFRHIEZM SIGKILL E5FIHY, (HILI5REensE RS EEE,

SRS . i Systemtap BIAELM 7 EER

RN R @ BRI R (sd) ARTERH] 5569 HA11711



> BT v

{B5 2 S W IR nT £ 2R, I a] DUEH] Systemtap JAIAS LA 5% LE S AL

1.0/ sg.stp XM, HiALLT Systemtap HIARNZE IR T

global target_pid = 7942

probe signal.send{

if (sig_pid == target_pid) {

printf ("%$s (%d) send %s to %s(%d)\n", execname (), pid(), sig_name, pid_name, sig
_pid);

printf ("parent of sender: %s(%d)\n", pexecname (), ppid())

printf ("task_ancestry:%s\n", task_ancestry(pid2task (pid()), 1));

b

1+
TE pid KMEFEHON PER2 hIRIW A S EHEE pid, A NLL7942 06,

2. PUTLA T an, SB1TIIA,

stap sg.stp

URGHER S HEILN, AR EE, FFRTmbaT

pkill (23549) send SIGKILL to server (7942)

parent of sender: bash(23495)

task_ancestry:swapper/0 (0m0.000000000s)=>systemd (0m0.080000000s)=>vGhyMO0 (19491m2.
579563677s)=>sh (33473m38.074571885s)=>bash (33473m38.077072025s)=>bash (33473m38.08
1028267s)=>bash (33475m4.817798337s)=>pkill (33475m5.202486630s)

P YARES

WIME task_ancestry , AIMIEFIEILERIATE MR, G4, HAERTEEI—M%A vehymo HISHH

AR, ZISEE KRR EAR SRS, TR EEE TIELRASRIER 51T,

IR L BRI (bR ARSUERT] 570 HA17101



@ Bz IR
A Exit Code BN Pod 7B HI R X

b N TE] © 2020-09-23 18:28:14

AR HUNARYE Pod 55 IRAS(FE EH 1Y Exit Code HE—20 7 (i [A]/#,,

#%E Pod #EIRSER
WATLL P, 25 Pod RASIEEL

kubectl describe pod <pod name>

LR -

Containers:

kubedns:

Container ID: docker://5fb8adf9ee62afc6d3f6£f3d95900418187500392dff015d7091eaaf99c
£f1c945

Image: ccr.ccs.tencentyun.com/library/kubedns—amd64:1.14.4
Image ID: docker-pullable://ccr.ccs.tencentyun.com/library/kubedns—amd64@sha256:4
0790881bbe9%efd4aecdff7fe8b892498eecb7feb6dcc22661402f271e03£7de344
Ports: 10053/UDP, 10053/TCP, 10055/TCP

Host Ports: 0/UDP, 0/TCP, 0/TCP

Args:

——domain=cluster.local.

——dns-port=10053

——config-dir=/kube-dns-config

——v=2

State: Running

Started: Tue, 27 Aug 2019 10:58:49 +0800

Last State: Terminated

Reason: Error

Exit Code: 255

Started: Tue, 27 Aug 2019 10:40:42 +0800

Finished: Tue, 27 Aug 2019 10:58:27 +0800

Ready: True

Restart Count: 1

RIS REMRIIER Last state FEH, Exit Code NIEF EXGRHNHAPRSH, XERNORIRRE
Fesr iR, AlARYER ARSI —20 0 #r 5 I

RN R @ BRI R (sd) ARTERH] 71 HA17101



S S s
1B RS i BH

o IRASHITELEO - 2552 [H],

o OFRRIEHIRH,

o HRARPBISEFEFIEH, NWIRARIXIAIN129 - 255, #l4l, RIERFLIEF LEFWIES ki1l -9 B
ctrl+c , FBREFIRSEN SIGKILL B SIGINT ,

o SEENEREERNSBIVRERY, KESHXEED - 128, EFREGRT, WMAVFRFELE[MF129 - 255X [H
AR

o EHIERRHURSHIATEO - 2552 [A (BAN, KiE exit (-1) ) , MR BEZHITRAL, SRS
HRTEO - 255:Z [H],
ERFR NS code , NIARRITEMR T XAT ¢
o STFERLRHI IS AL, Ay

256 — (|code| % 256)
o MIBENLEHINIRSHE NIER, 0y .

code % 256

LS IR RS

o 137 : RREFW sicrILL HHIESER, FHIERTREN
o WHEHT Pod HAMBNIEEAE] T HZIRH ( resources.limits ) . 4, WiFE&H (OOM) . BT
HIRFR I Z 850 Linux BY cgroup SKERRY, HHENESNFEEEIEIFERSE],  cgroup Bt HERHIE L CEEITF
kill -9 ) , K@ describe pod FILIEE| Reason &2 OOMKilled o
o TEFNAGHEFEAEH (OOM) |, NINEZRIEERE L — LR INTE,

© A
T2 cgroup R, EZEDYT R A B SRS FEREVHEZ -, ZBRIDAMNRSE H SR HEE R,
FFEaT
Ubuntu RS HEFEER S /var/log/syslog , CentOS R%HEFMEEH R
/var/log/messages H, MERGHEIAET journalctl -k WHHITESE,

o livenessProbe (fFifif#) KM, {75 kubelet {511 Pod,
o MEHREARDHIEFIL,

o 11255 : EHE R REIR, BAFRRFRERSASHEE—SEN, Hla, rIRERiRE =R A
exit (1) B exit (-1) SEW, Mi-1IFARTERNEE K255,

IR L BRI (bR ARSUERT] H72 HA17701
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Linux FrdEFR T E =

Linux RS ST 2 AKX FRIHE S, BRI ARSI N RIS S E 128, B4,

SEN9, WAIEFFRHURZSIENY9 + 128 = 137, HEEIREEFESESEMN T L !

3% Signal

SIGHUP

SIGINT

SIGQUIT
SIGILL

SIGABRT
SIGFPE

SIGKILL
SIGSEGV
SIGPIPE
SIGALRM
SIGTERM
SIGUSRI1
SIGUSR2
SIGCHLD
SIGCONT
SIGSTOP
SIGTSTP
SIGTTIN

SIGTTOU

RN R @ BRI R (sd) ARTERH]

RS
Value

11
13
14
15
30,10,16
31,12,17
20,17,18
19,18,25
17,19,23
18,20,24
21,21,26

22,22,27

Bt

Action

Term

Term
Core
Core
Core
Core
Term
Core
Term
Term
Term
Term
Term
Ign
Cont
Stop
Stop
Stop

Stop

iR Comment

BaRss

SIGKILL WHWiE

Hangup detected on controlling terminal or death of controlling

process

Interrupt from keyboard

Quit from keyboard

lllegal Instruction

Abort signal from abort(3)
Floating-point exception

Kill signal

Invalid memory reference

Broken pipe: write to pipe with no readers; see pipe(7)
Timer signal from alarm(2)
Termination signal

User-defined signal 1

User-defined signal 2

Child stopped or terminated

Continue if stopped

Stop process

Stop typed at terminal

Terminal input for background process

Terminal output for background process

$H73
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C/C++ 1B HIIRZSAY

BaRss

/usr/include/sysexits.h HIH T TRHRSHEIREL (R C/C++) , AITFSR :

TE X
#define EX_OK
#define EX__BASE
#define EX_USAGE
#define EX_DATAERR
#define EX_NOINPUT
#define EX_NOUSER
#define EX_NOHOST
#define EX_UNAVAILABLE
#define EX_SOFTWARE
#define EX_OSERR
#define EX_OSFILE
#define EX_CANTCREAT
#define EX_IOERR
#define EX_TEMPFAIL
#define EX_PROTOCOL
#define EX_NOPERM
#define EX_CONFIG

#define EX___MAX 78

RSS2

BRI E AT SELIT #AE

RN R @ BRI R (sd) ARTERH]

N

0

64

64

65

66

67

68

69

70

71

72

73

74

75

76

77

78

78

fitih

successful termination

base value for error messages
command line usage error
data format error
cannot open input

addressee unknown

host name unknown

service unavailable

internal software error

system error (e.g., can't fork)
critical OS file missing

can't create (user) output file
input/output error

temp failure; user is invited to retry
remote error in protocol
permission denied
configuration error

maximum listed value

H74 11771
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K& ax
1 Catchall for general errors

Misuse of shell builtins
2 (according to Bash
documentation)

Command invoked cannot

126

execute
127 "command not found"
128 Invalid argument to exit

128+n Fatal error signal "n"

130 Script terminated by Control-C

255% Exit status out of range

RN R @ BRI R (sd) ARTERH]

ZN /]l

let "var1 = 1/0"

empty_function()

{}

/dev/null

illegal_command

exit 3.14159

kill -9 spP1D of
script

Ctl-C

exit -1

BaRss

s

[

Miscellaneous errors, such as "divide by
zero" and other impermissible operations

Missing keyword or command

Permission problem or command is not an

executable

Possible problem with $PATH or a typo

exit takes only integer args in therangeO -
255 (seefirst footnote)

$? returns137 (128 + 9)

Control-C is fatal error signal 2, (130 =
128 + 2, see above)

exit takes only integer args in the range0 -
255

75 11771
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Pod —EALT ContainerCreating B¢ Waiting
RS

B ) ¢ 2020-10-10 14:20:01

ARSI EHATREFE Pod —EAL T ContainerCreating B¢ Waiting tRASHIJLRMET,  DUKAIATE T HEE A0 B0E 7 55
R, IR B BURIGHEATIER, T8 AL RS K & IERSECE T ]

A HER

 Pod ACEFHIR

« HE#{ Volume &K

o MEEEZEEIR R

o WRAFERAE

o Limit ZE /N RS TR

o PIEUERGIRIK

o CNI WZE5EIR

« controller-manager &7

o % docker B ARSERMIBRIERRA
o FIEFRIGARR

HEEITIR

K2 Pod ECE

1 ER ST T IEMIIER,
2. B R AOILE 1 IEMIA RS,

K2 Volume BN
EAEE Volume HEEUIEN, G5 EFENWEIERRK, TAIHMAERRKA :

1. Pod BB SBCRIE K R

) ivagin

FERFEERT K8S IRFIEE T, BRINEERUY Volume sl H N —BRFESSURI AL, MR T R PR, S
kubelet IR IEH B TEUER S apiserver JB15, MIEAR RIBIMEE L A IZT RIKZ, HENEHRAMY < BB
[FfY Pod (Pod #EF%) , #EKZHI REIRIER BT R B BIRE, #0Z7 <Y Volume R IER P TARHHR T,

RN R @ BRI R (sd) ARTERH] 5576 HA17101
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H1F cloud-controller-manager F554F Volume [IEfffRHEEG, IR RE RGN i EfREE, Kk, Pod
EF 233 cloud-controller-manager 1EAE|— NN RIBIESS, SRHIAREE Volume FHEEE Pod S FE Y = L

pi=108-2.L]
255 ContainerCreating HYBS AR # £,  (H8 & 7T LU A1,

2. fii¥h K8S #:# configmap/secret B subpath #J bug

SR, HEWRT Pod EHEEIN configmap B secret FINZ, Pod H&A# ST T FHIER E#/E (Bla, 5k
BRI kil FEERE) , Bafikix bug.

AR T DL, BRaNRFEEIANT . RERFEIT

$ kubectl -n prod get pod -o yaml manage-5bd487cf9d-bgmvm

lastState: terminated

containerID: containerd://e6746201faaldfe7£3251b8c30d59ebf613d99715£30b800740e587¢e
681d2a903

exitCode: 128

finishedAt: 2019-09-15T00:47:227%

message: 'failed to create containerd task: OCI runtime create failed: container_
linux.go:345:

starting container process caused "process_linux.go:424: container init

caused \"rootfs_linux.go:58: mounting \\\"/var/lib/kubelet/pods/211d53f4-d08c-11e
9-b0a7-b6655eaf02a6/volume—subpaths/manage-config-volume/manage/0\\\"

to rootfs \\\"/run/containerd/io.containerd.runtime.vl.linux/k8s.i0/e6746201faald
fe7£3251b8c30d59ebf613d99715£3b800740e587e681d2a903/rootfs\\\"

at \\\"/run/containerd/io.containerd.runtime.vl.linux/k8s.i0/e6746201faaldfe7£325
1b8c30d59ebf613d99715f3b800740e587e681d2a903/rootfs/app/resources/application.pro
perties\\\"

caused \\\"no such file or directory\\\"\"": unknown'

R R N B2 A5 EIEZ UL pre2784,

RERSZHETARE

JE 5 Pod X1 CRIZ AR, AanialTRZHA IR AN EH S ERE H & T @i A ds ) d—=5 H %
XAF, QIEREHE HSRFTEREER ZZ RN, MR SEEHRUIRA, #@E TR TIREER -

Events:

Type Reason Age From Message

Warning FailedCreatePodSandBox 2m (x4307 over 16h) kubelet, 10.179.80.31 (combine
d from similar events): Failed create pod sandbox: rpc error: code = Unknown desc

= failed to create a sandbox for pod "apigateway-6dc48bf8b6-18xrw": Error respons

RN R @ BRI R (sd) ARTERH] 77 HA17101


https://github.com/kubernetes/kubernetes/pull/82784
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e from daemon: mkdir /var/lib/docker/aufs/mnt/1£09d6clc9f24e8daaca5bf33a4230de7db
c758e3b22785e8ee21e3e3d921214-init: no space left on device

R DUL B e B 25 R TE S UL AL

BRETRAEREHA

AR IR NAFRE AL, SRADRTTATFIANE, B SARERNFRZ, (B HIHIEAERIREE L. 1H
S NP AT 5B B AL SRR,

KE limit &
BIIE 21 3%}

e T kubectl describe pod w4y, #i& event IREEEREAIT -
Pod sandbox changed, it will be killed and re-created,

o Kubelet fRE&UIT :

to start sandbox container for pod ... Error response from daemon: OCI runtime
create failed: container_linux.go:348: starting container process caused "proce
ss_linux.go:301: running exec setns process for init caused \"signal: killed\""

: unknown

OB RS
%’l limit B &S NAE T AR LURHE1T Sandbox I, e S5 Pod —E 4L T ContainerCreating 5¢ Waiting 1R,
2 HT memory limit BA7 I EEIR S EM,

B0, 12 memory limit AN E A/ NEFE m , WRZEAARFARHE K8S IHFIAK Byte, ZRBENRF memory limit 3
AIEBN A Mi B M . # memory limit & N1024m, MIFERRHEAINFEHIRFIE.024Byte Ll T, B/ NATE
ST, pause A9 — B3t cgroup-oom kill #8, 53 Pod HKAS—E LT ContainerCreating,

RENRERRERIK
RORBHE R RE L Pod RAZIME, BHERICIRRES, #WHEEATT :

o i THNIRMVERIG,

o Kubelet EiEVIRBRGRCE, HlAN, BRI pause BRTE ger.io b, M EFRE T R 78 B TRAL B,

o NIHURAE BT imagePullSecret (%A it iE B AL E A 1%

o BHEAK, PHGEMR, PIFEPIEAHE XS E%E kubelet Y ——image-pull-progress—-deadline Ml —-

runtime-request-timeout T,

N _EREAREE S, IE§EXRIEBHER Pod R,

RN R @ BRI R (sd) ARTERH] %578 117101


https://intl.cloud.tencent.com/document/product/457/35753
https://intl.cloud.tencent.com/document/product/457/35755
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K#& CNI MEREHEIR

KA fRFRIECE 2 G B, DSGBITIRSE G IEHR . MR EIRSUEE BTN, SHIILITHE
R

TIEELIE Pod 2%,
o LRI Pod IP,

K2 controller-manager &R H

#57F Master |- kube-controller-manager IR7, S ZIXEE,

K& HEH docker

H1E T EH docker BIHARAS docker RSEEHIERIIEN T, X722 T docker, tRJEES|%& Pod HIEM I [A] &,
4N, £ CentOS L, $HATLLUT a4y EE € %% 1 docker :

yum install -y docker

T8 & Z2E0 docker FRAN—E, HFRIATELIKE, T dockerd FrE2 LIERINAIIEA SR, # Pod IRE&—
ContainerCreating, 1T kubectl describe pod #i4y, A event IRFEEEATF :

Type Reason Age From Message

Warning FailedCreatePodSandBox 18m (x3583 over 83m) kubelet, 192.168.4.5 (combine
d from similar events): Failed create pod sandbox: rpc error: code

Unknown desc
= failed to start sandbox container for pod "nginx-7db9fccd9b-2j6dh": Error respo
nse from daemon: ttrpc: client shutting down: read unix @->@/containerd-shim/mob
y/de2bfeefc999af42783115acca62745e6798981dff75f4148fae8c086668f667/shim.sock: rea
d: connection reset by peer: unknown

Normal SandboxChanged 3ml2s (x4420 over 83m) kubelet, 192.168.4.5 Pod sandbox cha
nged, it will be killed and re-created.

IBIERRY docker fiAS, FHESEREIEILARRA docker,

RERGFERLER

R _EFERA A AR S sandbox 2R, 453 Pod —E4b T ContainerCreating B¢ Waiting IRZ,
AT kubectl describe pod @4, #F event IRFERT ¢

Warning FailedCreatePodSandBox 2m kubelet, 10.205.8.91 Failed create pod sandbox:
rpc error: code = Unknown desc = failed to create a sandbox for pod "lomp-ext-d8c
8b8cd46-4v8tl": operation timeout: context deadline exceeded

Warning FailedCreatePodSandBox 3s (x12 over 2m) kubelet, 10.205.8.91 Failed creat
e pod sandbox: rpc error: code = Unknown desc = failed to create a sandbox for po

d "lomp-ext-d8c8b8c46-4v8tl": Error response from daemon: Conflict. The container

RN R @ BRI R (sd) ARTERH] 9579 117101
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name "/k8s_POD_lomp-ext-d8c8b8c46-4v8tl_default_65046a06-f795-11e9-9bb6-b67fb7a70
bad_0" is already in use by container "30aa3f5847e0ce89%9e9d411le76783baldaccba’eb77
43e605al0a9%a862a72cle2". You have to remove (or rename) that container to be able
to reuse that name.

RIS, B A R R A,

RN R @ BRI R (sd) ARTERH] 5580 H117101



& BATE wans
Pod —EALT ImagePullBackOff 1RZS

ol E N TE] © 2020-04-24 16:17:13

AR AT HEFEL Pod —IEALT ImagePullBackOff IRASHY LRMETE, LURANMAE I HEE D BRE O 5 5 A, 1614
SRLU M BRI TR, A (A ik & L E R Al

A HEJH

o HTTP 287! Registry HliIE RN A insecure-registry

o HTTPS H% %3 Registry CA IEFHARISINZE T 1
o FAVERIGEEIAUERIR

o BHESUFHRIF

o GHEHIHGEN

o BEAFE

HEA 5 1%

K2 HTTP 3% Registry HilERENMA insecure-registry

Dockerd ERIAM HTTPS 26819 Registry f7HUR S, HEH HTTP 285U Registry I, 15 LR S H ki nE|
insecure-registry 24+, JE /55X reload Dockerd fHHA%%,

KZ HTTPS B R Z% Registry CA IEBRERGINZET =

LR HTTPS 265 Registry HHIEHJE T B AL UERN, Dockerd FramImixiEt, AR L& ] DUEF{#
SR,

TR Y, FEERF Registry #Y CA UERHGE ST AL #E

/etc/docker/certs.d/<Registry:port>/ca.crt

REMAHREBCELE

+i Pod RECE imagePullSecret. ALERY Secret NMEEEHE A IRH 23E K Registry INIEARI, i Pod —EXLT
ImagePullBackOff K7,

REFRGFREHRT
# Push BIBSGOCIFRER, T HRUINIR N BEER (M, WIFRZZEAT push BRI

RN R @ BRI R (sd) ARTERH] 581 HA11711
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REFRGRGHHGER

ELE 334
YT R BRI ES)E Pod I, RIRER FECAGREUR FEFEIEN. g TEIVISEMTMECAFZ KA RBEGE
TR T 2N R, = SEHRERSI5E 5 Pod HZHGEM

BOATEULT, kubelet SCHFERAT P RIS, 41 AR -

—-—-serialize-image-pulls Pull images one at a time. We recommend *not* changing th
e default value on nodes that run docker daemon with version < 1.9 or an Aufs sto
rage backend. Issue #10959 has more details. (default true)

PR IE RS
RDEARULT, Dttt Pod PIHGEES, Al EIT FEURIERD A, RBETT

—-—-Registry-gps int32 If > 0, limit Registry pull QPS to this value. If 0, unlimit
ed. (default 5)
—-—Registry-burst int32 Maximum size of a bursty pulls, temporarily allows pulls t

o burst to this number, while still not exceeding Registry-gps. Only used if --Re
gistry-gps > 0 (default 10)

RERBREFE
BEA G TAER R T Pod —EALT ImagePullBackOff R7S, RILLEN kubelet HAEHEATHAIN, AT 7R

PullImage "imroc/test:v0.2" from image service failed: rpc error: code = Unknown

desc = Error response from daemon: manifest for imroc/test:v0.2 not found

RN R @ BRI R (sd) ARTERH] 582 HA11711
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Pod —E4bT Pending 1IRZS

ol N TE] © 2020-09-04 16:45:31

ASAGS A ATRE FEL Pod —1EALT Pending IRZSHYLAMETE, DUNAMAGENS PEAD BRE N IR, 1E DU T
BRI TR, eI K & IEFRCERTA],

AR Ay

% Pod —EALT Pending RS, WiHHIZ Pod i R#E RN AL, TEE Pod ot Al@R K, BIAIHAT
kubectl describe pod <pod-name> 4y, WEREXFEIMEMHERELIT -

S kubectl describe pod tikv-0

Events:

Type Reason Age From Message

Warning FailedScheduling 3m (x106 over 33m) default-scheduler 0/4 nodes are avail
able: 1 node(s) had no available volume zone, 2 Insufficient cpu, 3 Insufficient

memory.

Al HEJR A

o TREFEAE

« AN /& nodeSelector 5- affinity

 Node 71E Pod %A A ZIE R

o [ERRAS kube-scheduler [ bug

« kube-scheduler KIEH3B1T

o PR HAA] T ARG Y /T R RS A RATH X

HEEITIR
REH MR BERT R

) ivagin
TRBEIEA A LT LAME N

RN R @ BRI R (sd) ARTERH] 5583 H11711



> BT v

« CPU f#:id =,
o FIRAI DB BERIAF A R
o FIRATH GPU BE A GEEAENGRY IR, GPU HBREAED .

iR Node TR M 2HH, RIASTLUT an RN IR 0 ELE &

kubectl describe node <node—name>
EREEREH, EFEFRELITAE

e Allocatable @ FR/RITT SRENS HIERYE TR AL,
e Allocated resources - ZoRETAEDERIEIE (Allocatable J#Z 17 s EFTE Pod 1Y Request) o

10420

HIE SEE AR, BIRMSHFBIR AT ISR AN fRIZE/NT Pod 1Y Request, NI Rifi 2 Pod IBIREK,
Scheduler 7£ Predicates (Tii) [t =5IFR#H1% Node, = Pod Ei% Node,

K2 nodeSelector & affinity FELE

{f1% Pod H' nodeSelector f5E T 17 & Label, NI EZRF R % EVE L Pod E|tl&1% Label B Node b S AEIERF
BIZSMN Node I, Pod FFETEMIARE, 824 KB R ATHi1E Kubernetes ' /7 W5 i TER,

A, 405 Pod FLE 1 affinity GERINME) |, WITEFESARYE E E BIR ATRE LR R IIFT & 41 Node, M ETEA
affinity tI4ELL T L ¢

e nodeAffinity : TRSEMNIME, RILIBEENSERIEY nodeSelector, FTER| Pod R VF#IAEERIHE —E 05T &
=19 Node,

e podAffinity : Pod 3gHIME, FTIF—RFIHE XKBHY Pod EEEIF— My, BIFE—N1 mBF— Al HIX
IORFPE

e podAntiAffinity : Pod REMME, BflER—3¢ Pod 18RS F— M, BTLUA R0k o s fis, Bilan, fF
SEAF DNS Iz55 11 Pod ElIA 70 AV FE AR A, Al RE SR R — 15 i Y ISR T 2 S 1 SR DNS b ki,
EAEAL S,

KZE Node BEFE Pod AR IHIER

[RIRR S

a5 S B ES AL (Taints) , 1 Pod B AN AYAEZ (Tolerations) , Pod FA=EEE% Node, TEAEZ
A, PILUJGHE kubectl describe node <node—name> f5iara Node E%ETS M. ~HAIT :

$ kubectl describe nodes hostl

RN R @ BRI R (sd) ARTERH] 5584 HA1711


https://kubernetes.io/docs/concepts/configuration/assign-pod-node/#nodeselector
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Taints: special=true:NoSchedule

Node b BB N5 s ALEN F3he B s 5 2\, FEIEIEES W iR00175 5.
FRIRT5 T
ASCHRBELU T RITIE, Gl HIERE TR OI% R

o JFIET : MHBRYS
WﬂXTﬁﬁ% Ll S RGP special o

kubectl taint nodes hostl special-

o Jil2 D 1E Pod BIHNIG RAE

@ BiHA :
A UA] Deployment FHELQIZERY Pod (%458 nginx ) IRINAER A,

i. 2% SR B Linux L6 (HEF) , BR nginx FMERITARS R
i. ATLA T a4, 4l Yaml,
kubectl edit deployment nginx
iii. 7€ Yaml Xff template H spec IINAER. B4, WHINEAFHE special (5RFATAN MA@
tolerations:
- key: "special"
operator: "Equal"

value: "true"
effect: "NoSchedule"

IR L BRI (bR ARSUERT] 5585 HA11711


https://intl.cloud.tencent.com/document/product/213/5436

BT

ASINZERUERN T AR

template:
metadata:
creationTimestamp: null
labels:
kfs—app: nginx
gcloud-app: nginx

ontainers:
image: nginx:latest
imagePullPolicy: Always
names: test
resources:
limits:
cpu: 300m
memory: 161
reguests:
cpu: 250m
memory: 2536Mi
securityContext:
privileged: false

terminationMessagePath: /fdev/termination-1

terminationMessagePolicy: File
dnsPolicy: ClusterFirst
imagePullSecrets:
- name: gcloudregistrykey
— name: tencenthubkey
restartPolicy: Always
schedulerName: default-scheduler
securityContext: {}

terminationGracePeriodSeconds: 30

tolerations:

— effect: NoSchedule
key: special
operator: Egqual
value: "trues"

iv. (RIFFFIR Hi gt AT AT i A R,

RERBEEEIRA kube-scheduler # bug

RaalRss

Pod —EALT Pending IRASFIRERIKARA  kube-scheduler M bug SE, I HAT DUl 20 5 2RhiA

TTmIR,

K2 kube-scheduler B & IE #3817

IHERERAE Master EY kube-scheduler JEMBITIER, WHE]ZXEBINNKE,

RERZEHEMAT AT RS ST R RSN ARS A EERTARX

RN R @ BRI R (sd) ARTERH]
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fR55 ¥R BB TN, A5 Rk i, s L Pod 3Xi%, FFAIEDHTHY Pod EIAS I LI H M 5 b,
X EHEE T RHELRY Pod, S8 7R B LR G AR RO AL R — D AT XA b AR
FR ] —> AT X AN BL A il 2 AT S PR S, BIMEE LA T PR IX N BA R ST, 1€ Pod (A=A
ﬁ;o

BRI C AR ALY Pod ASREVE BB H M a] A XA VI R4
= SRS RS F — RO LRSS, O T RGE S NS I AR KK 10 3R, @ i A e
B RE DR I

UEPRES(E
ARIYS R

FEHMER
EE LT ESERUG R, ATLAFEIN T R I e 15 A

$ kubectl taint node hostl special=true:NoSchedule
node "hostl" tainted

® PiBA :

FERLEL7 =T, DIREHASERTIN A BT s E AR AT e il i 2 B ERAS SR JE E Pod,  IHERSF, RILIZRIZHT T iR
fl node.kubernetes.io/unschedulable 15,

I BIAITE R

M v1.12 JF4h, Beta BRIANJT/E TaintNodesByCondition #$#%:, controller manager 27 Node 1Y

Condition, Node iZfTIRAFH I, MKEH Condition FFEAI N (BNfFE Condition 5- Taints FIATA X5R)

% B 3h%5 Node Al _-AHR 975 5

4N, ¥ Condition 25 outofDisk H Value & True , W] Node 2 HZZNM
node.kubernetes.io/out—of-disk 5,

Condition 5-15 s EYX B R RA0T -

Conditon Value Taints

OutOfDisk True node.kubernetes.io/out-of-disk

Ready False node.kubernetes.io/not-ready

Ready Unknown node.kubernetes.io/unreachable
MemoryPressure True node.kubernetes.io/memory-pressure

PIDPressure True node.kubernetes.io/pid-pressure

RN R @ BRI R (sd) ARTERH] 5587 H11711
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DiskPressure True node.kubernetes.io/disk-pressure

NetworkUnavailable True node.kubernetes.io/network—-unavailable

2 &#1 Condition HURFERIEN, FHRRUTE X !

e OutOfDisk J True, F/RTREEZZEIAFE,
e Ready N False, F/RT A HER,
Ready N Unknown, FRTIMEEE, f£ node-monitor-grace-period FTHEENINTEEHAN (BRI
40s) #T A FIRIRA, controller-manager 5t 22 Node JRZSE A Unknown,
¢ MemoryPressure N True, R TRNFEENK, KRrTHNFRED,
PIDPressure N True, F/RTim FiBfT T KZ#HE, PID =L,
DiskPressure N True, ZFE/RTiml EAVREEL AT FHZEH A E
e NetworkUnavailable 4 True, F/RTim EIMZSEA IEMELE, TIERHEAM Pod EHEE,

® 48 :

LRGSR — M E TR R, BERRIRS Y, BE—DENRINFS TS RREE
EFE EE, EANZT AR node.cloudprovider.kubernetes.io/uninitialized 15
R, R RRE LR BB RRIE A, DUEESR Pod A EEEIIRAIAALATRY ™ .

IR L BRI (bR ARSUERT] 5588 H11711
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Pod —EALTF Terminating IRZS

BN ¢ 2022-04-20 19:18:04

ARG I R AT HE S 8K Pod —IBAL T Terminating IRASHYLAMETE, DURAMMEE PEED BEN S H IR, 15
HIRLU T BRECKEATIRE, AL e & B EC E R AT

A HEJH

o MEEEZEEIRE

o TFE 7 XIFEME

« Docker 17 fiiiAs bug

o {#1E Finalizers

o {ERRA kubelet list-watch 1 bug

« Dockerd 5 containerd KA

» Daemonset Controller Bug

HEITIR

RERIEAREEARE

24 Docker FY%UE B RATTERGE MY, Docker FFEIEIER BT, HELFEHATHERMGIEEIE, kubelet IEH
Docker MIBRASIFLMIN, 11T kubectl describe pod <pod-name> 4y, && event lHFIR[FEIE RN
T

Normal Killing 39s (x735 over 15h) kubelet, 10.179.80.31 Killing container with i
d docker://apigateway:Need to kill Pod

FRUTIE N B2 (5 RIS B
RERSHFE " XHRHE

EIE 330
“VSFEERGARLET man chattr HHTEE, MARGIAIT

A file with the 'i' attribute cannot be modified: it cannot be deleted or rename
d, no link can be created to this file and no data can be written to the file. On
ly the superuser or a process possessing the CAP_LINUX_ IMMUTABLE capability can s

et or clear this attribute.

RN R @ BRI R (sd) ARTERH] 5589 H11711


https://intl.cloud.tencent.com/document/product/457/35753

> BT v

R
AR A ARBRA S A BB EANSIFFE 7 XIFEE, WS EERBUE SEPR,

TEET Pod MHIBRIRIEN, XTEHAIRER, HIZHFPEERAIMBRI S, 2SBESREREEMER, Pod R
WARF—EREF Terminating, BEFMEILT, kubelet Fra HEHLA T s

Sep 27 14:37:21 VM_O0_7_centos kubelet[14109]: E0927 14:37:21.922965 14109 remote_
runtime.go:250] RemoveContainer "19d837c77a3c294052a99ff9347c520bc8acb7b8b9%9a9%dc9of
ab281£fc09df38257" from runtime service failed: rpc error: code = Unknown desc = f
ailed to remove container "19d837c77a3c294052a99f£9347c520bc8acb77b8b9%a9dc9fab281f
c09df38257": Error response from daemon: container 19d837c77a3c294052a99££9347c52
Obc8acb7b8b9%a9dc9fab281£c09d£38257: driver "overlay2" failed to remove root files
ystem: remove /data/docker/overlay2/blaea29c590aa%abda79f7¢cf3976422073fb3652757f0
391db88534027546868/diff/usr/bin/bash: operation not permitted

Sep 27 14:37:21 VM_0_7_centos kubelet[14109]: E0927 14:37:21.923027 14109 kuberun
time_gc.go:126] Failed to remove container "19d837c77a3c294052a99f£9347c520bc8ach
7b8b9%9a9dc9fab281fc09df38257": rpc error: code = Unknown desc = failed to remove c
ontainer "19d837c77a3c294052a99f£9347c520bc8acb7b8b%a9dc9fab281£fc09df38257": Erro
r response from daemon: container 19d837c77a3c294052a99f£9347¢c520bc8acb7b8b9%9a9%dc?
fab281fc09df38257: driver "overlay2" failed to remove root filesystem: remove /da
ta/docker/overlay2/blaea29c590aa%abda’79f7¢£3976422073fb3652757£0391db885340275468
68/diff/usr/bin/bash: operation not permitted

FRERTT Ik

o WEMITTER | MERSGRBRRTEEIENARIKE 7 SXFEME, MRtgtpEig A,
o ImHHIRE T

1. Bt kubelet H SRR EE, 1T chattr -i <file> @4y, /wHIATT :

chattr -i /data/docker/overlay2/blaea29c590aa%9abda79f7¢cf£3976422073fb3652757£039
1db88534027546868/diff/usr/bin/bash

2. %4F kubelet HaNEIR, Pod HIFT B 3hIBR,

KERETFIE Docker 17 iiiA bug
Plgettid

Docker hang &, #HEMEMWE, 1T kubectl describe pod <pod-name> @HEHE event Tl T :

HAFTE - BBRaIHE b)) BRIEENH %590 11701



> BT v

Warning FailedSync 3m (x408 over 1h) kubelet, 10.179.80.31 error determining stat
us: rpc error: code = DeadlineExceeded desc = context deadline exceeded

T8 ROZ PR K AT BE M1 7ThRAS dockerd HY bug, BSARILUEST  kubectl -n cn-staging delete pod
apigateway-6dc48bf8b6-clcwk —-force —--grace-period=0 5R#lMIER Pod, {EH1T docker ps i
W, ARBRIZAER.

FRORTT I

F4% Docker fiRAZEA18, ZARMH T #HHY containerd, #X1EBZE A bug #1T TEE.
# Pod B Terminating IRAS, 1 $87 T8 BER TR THES . ARINEESRITHER, "TrEXSE0L S HBR
Bl

K& B A TFE Finalizers

Dig it

K8S %Y metadata HANSRTFE finalizers , @HEHHIZRIFEHEMEFQENY, finalizers HHE
IN— ML T ZEFIFRR, B0, Rancher AN —ERIFEFRRE A finalizers Rl

RN BR AR 7 P QR SRR, WIFE 03X B IR AR e i TR AT s B, B B E e RO R IZ
IR finalizers HRKR, F A]LAHIEMMBR I,

fRUTT B
fEH kubectl edit MmHAFINHERFEN, MR finalizers , MFRFEREAZEZME,

RERSFIEERS kubelet list-watch 1 bug

e I AR R I, (R v1.8.13 BiASHY K8S I, kubelet 2 list-watch S YN, %A @2 SEBHEM
F® Pod J&, kubelet RIRHUHE X H4E, FREIEMER, {# Pod —iE4L Terminating R3S,

BB TR BB THRE Kubernetes iIRA T4,

Dockerd 5 containerd IRE&FFEH

BIIE 21 3%}

docker 7E aufs TE#IKEN T ANSRIEE R, WIRTREAZE N panic , #REGERAIT :

aufs au_opts_verify:1597:dockerd[5347]: dirperml breaks the protection by the per

mission bits on the lower branch

Al E RN, dockerd HIEEH XA LUTFELUCK, HIGSATRER LIRS FD W,

RN R @ BRI R (sd) ARTERH] 91 HA117101


https://console.intl.cloud.tencent.com/workorder/category?level1_id=6&level2_id=350&source=0&data_title=%E5%AE%B9%E5%99%A8%E6%9C%8D%E5%8A%A1TKE&step=1
https://intl.cloud.tencent.com/document/product/457/30640

> BT v

Sep 18 10:19:49 VM-1-33-ubuntu dockerd[4822]: time="2019-09-18T10:19:49.903943652
+08:00" level=error msg="Failed to log msg \"\" for logger json-file: write /opt/
docker/containers/54922ec8b1863bcc504f6dacd41e40139047£7a84££09175d2800100aaccbadl
£/54922ec8b1863bcc504f6dac41e40139047£7a84f£09175d2800100aaccbadlf-json.log: no s
pace left on device"

B ibagii
| dockerd 5- containerd R NAEHIRS B EFA, AIRHAMTILFAAIE :

o HIEY describe pod IKHNASs ID, B docker ps BEEBReHASESN dockerd HRETERTFZRIIR

Do
e B3 docker-container-ctr BHEZA#E containerd FHVIRES, REIGIT :

$ docker—-container—-ctr —--namespace moby —--address /var/run/docker/containerd/do
cker-containerd.sock task ls |grep a%9al785b81343c3ad2093ad973f4£8e52dbf54823b8b
b089886c8356d4036fe0

a9%9al1785b81343¢c3ad2093ad973f4£f8e52dbf54823b8bb089886c8356d4036fe0 30639 STOPPED

4 containerd A FHIRANZE stopped BB C&EICH, 1M docker A ZHIRASANZ running, MIBAA dockerd 5
containerd :Z [AIA #a R AS[FS 7 1E (A

FRURTT Ik

o IMINREIRTTE © T docker container prune #iBELEEJE dockerd,
o MEARUSTIER B TIHER B8 containerd, &5 dockerd 4 Docker A& Bug.

Daemonset Controller Bug

K8S FRTEEN Bug 2= 53 Daemonset Pod 742 Terminating, Kubernetes 1.10 1 1.11 BiASZ I, BT
Daemonset Controller & i scheduler i predicates i#4E, ¥ nodeAffinity Y nodeSelector 24 THERF (f&3%fs
HZSE) , S5 spec 5 apiserver FIER—E, T HARYE I, Daemonset Controller XA#H T spec 9

rollingUpdate Z$%!f) Daemonset 1% hash,
MEES RS RTE SRR — BRI, ST Pod B8 ARSLE ShFIE IERITEIR,
ORI TR

o IfmIRGL T @ #5{R rollingUpdate 287 Daemonset fifi il nodeSelector ifi 7~{# ] nodeAffinity.
o WIERMRIITIE | 50 THEERTE 2RISR Kubernetes AT 1.12,

RN R @ BRI R (sd) ARTERH] 5592 H11711


https://intl.cloud.tencent.com/document/product/457/30640

EHBAT G
Pod i Fefe 2 i

ot TSR] ¢ 2020-04-24 16:17:14

ASAGS A ATRE S 2L Pod fEFERGE R LIMETE, DURAIMANES PEED BOE M5 8 IR A, TR IR DL A BRI
7P, ENLm) e Ik & IERECE T AT,

S HBUN

Kubernetes f# ke & el Z itk 2 (readinessProbe) MIf#iEfZ (livenessProbe) , REIFTELIRG 2 R MORF =97
AL T EISR

« Pod IP M Service HiiFR, @it Service VilAIR, TRENRA M R4 ERIKHY Pod,
o kubelet FF={E I BEMHZIXER,

SRR A RIMANERMIHEZ . FIA, WS ERD Bug FECLARENMN G E, # Pod AT
Unhealthy TRZS. #2 T REAEIRDUT 7 N TPER

Al e A

o (REFKCERLE SR

o TR

o BERHEMOR ST L
o PR PNIERRYS I TR
« SYN backlog & & it /|»

RERFRRERE
MIREERERE TSR, 2T Pod FEREIIL, HIA, A 8RB TEHUS B RGN

initialDelaySeconds BT, ﬁ%giﬂiﬁ?lﬁﬁi S TN e =0l ) an/ =2 S8 EJN, i
successThreshold BRIMEIREI1, W Pod AR —ILEWAT L, A4 Pod FFRFFEAAT LI E
JBo

BRETRBEEAEIR

RN R @ BRI R (sd) ARTERH] 5593 HA11711



%) ivn i

CPU Gl (BIANREH) R SBOEREERIER LR, @H X HIL timeout, T Pod #HHGE LI, HSE &
T AT S TP U T R R R

REAREERGHARDHERFIL

1HSZ%E (/1] Systemtap &L Pod 518 Hi A 53 IADUE L K iR,

REA SRR R A i

/] netstat -tunlp MANMMEVIEGEFE, oW IZa FRNRESERATAT | L O EIT A EER, (RS
BRI ERSRF RIESL reset 5, RBIANT :

20:15:17.890996 IP 172.16.2.1.38074 > 172.16.2.23.8888: Flags [S], seq 96880261,
win 14600, options [mss 1424, nop,nop, sackOK,nop,wscale 7], length 0
20:15:17.891021 IP 172.16.2.23.8888 > 172.16.2.1.38074: Flags [R.], seqg 0, ack 96
880262, win 0, length O

20:15:17.906744 1P 10.0.0.16.54132 > 172.16.2.23.8888: Flags [S], seq 1207014342,
win 14600, options [mss 1424, nop,nop, sackOK, nop,wscale 7], length 0
20:15:17.906766 IP 172.16.2.23.8888 > 10.0.0.16.54132: Flags [R.], seq 0, ack 120
7014343, win 0, length O

UL EEERATAL, R ERNERE R, MR SBERREIRN, ATRER A

TR EFENESNZMER hostNetwork MWrAHRITE TAIR K Pod, HRH—1Pod =W, HR Pod i
W R BA 2R, RS TERC G E, MITETS kubelet X ERAGELRINR SC4: Pod IN, & IRZE HEWT 2R IK
(BM&A WG ) 1Y Pod, SEEEERE LI,

K2 SYN backlog & EREE T/

BIE" 31 3%}

SYN backlog A/INATSYN BAFIA/D, A1 EAG T R T ESE R LA %, T SYN backlog %@ /N, #ha SEHTEHER
KW, i netstat -s | grep TCPBacklogDrop HIEHEHMT backlog ifi I SEEFINHNELZE &,

i AUk

AR EHIAH T backlog i T SEHYETL, NIEIES backlog {H, X NKSEHN

net.ipvéd.tcp_max_syn_backlog o

RN R @ BRI R (sd) ARTERH] 5594 HA17101


https://intl.cloud.tencent.com/document/product/457/35754
https://intl.cloud.tencent.com/document/product/457/35757

> Wiz s
Pod 4b-F CrashLoopBackOff JR7S

el EHTIN ] ¢ 2022-04-18 16:17:40

ARG 40 5E T2 Pod 4t T CrashLoopBackOff IKASHYLAMEE, DUAIMALES HEE D e AL 75 IR K, 151
DU B IGHATHEE, EANALIAE 5K & 1E AR E A,

AR Ay

Pod 46T crashLoopBackoff JIRA, WiHAZ Pod 7EIEH BEahid fGRHBHIE, HARAST Pod Y restartPolicy 4l
BAJE Never iEnJRES i EEHE, H Pod Y RestartCounts EHATO0, AIEESE idil Exit Code /EN
Pod 7R HIJF A EHEXN M AL HAEN RIS, 45/ 55 REiaE,

A HER

o WARHRETINRH
+ R4t OOM

e cgroup OOM

o WRANFERAL
o fREERG ALK

HEEAD IR

REAMEERE EINEH

Rand R LR, SBHIRSHIER 0 - 128:20H, SBESHIFEKAIRER LSS Bug, tHAIGERHAEAL,
HEE Aot AR e s H A,

REREGRERS OOM

) ivagin
AERZ ARG OOM, Pod HASHBHUIRAM N137, FoRHM sicrILL [E5FE1E, RN AR HBILLL TR

ER.

Out of memory: Kill process ...

RN R @ BRI R (sd) ARTERH] 5595 HA11711


https://kubernetes.io/docs/concepts/workloads/pods/pod-lifecycle/#restart-policy
https://intl.cloud.tencent.com/document/product/457/35758
https://intl.cloud.tencent.com/document/product/457/35767

> BT v

ZSEH R TR LS T HARIE K8S BHEIYHEEIHAE TRZMINTE, BUZ kubelet Y --kube-reserved I
—-system-reserved FIOECRINTER/D, BEA BB ZE R T HANIE A SR,

WA
i EFTE Pod BSERRANTE S B EBASHEN  /sys/fs/cgroup/memory/kubepods EF'E"chroup{E(
cgroup = capacity - "kube-reserved" - "system-reserved" ) . BEIEUT, AR

FIZE S, B e EEMIERISHE (B4 kubelet, dockerd, kube-proxy M sshd 55) 1T & HEHE @
kubelet B BRI 22 H], BARKERSG OOM 1,

RS
MR E ISR, AT DURTE SR 75 54O Tl 22 [R) A T S BRA T 2

KERERE cgroup OOM

PG AtR
AR ZEA cgroup OOM TMifZ IERYIERE, FIEZ| Pod FH/F T Reason N OOMKilled , WiRHAARSERR G HIYNTE

gt limit, FIRNAZEHES Memory cgroup out of memory FHIR(ER.
RRTT
TEMRAE TR K UEE limit,

TRAERAE

AR R NAERE AL B, BRADRTTAFRNE, BESMARIERNERZ, (B EIHIEAFERIRIE L. 1§
S N AT 5 W R AL N R

R RN

THSZ%E Pod (i FG & L — @ AL H 1Al

IR L BRI (bR ARSUERT] 5596 H11711


https://intl.cloud.tencent.com/document/product/457/35755
https://intl.cloud.tencent.com/document/product/457/35765

O BT s
Pod CREHE Hit&

ol N TE]  2023-05-23 09:51:21

\

|mn

ftﬂi

PR

Pod ZEANMTES, WIRARERA, XEoRERH.

JRIA]

1. Pod ZHIFE N M, BEEESE THEYREED,

2. Pod )5 H T HEMBG RN — MRS E M SBE e, KNERECE T ReadinessProbe 5-
LivenessProbe, K#f=RI2 SN A R RieE# I, 3KF] LivenessProbe RICKEHE, XHESE,

3. Pod IiCi& T preStop SKMEHEL L, #EE B RTRICHAT preStop, (LHEZ LN, preStop HAE
ReadinessProbe if X 4kS,

4. RN R TCP M, MREIEHEZR IR TCP BEIMAR A (e aniB s SR 7)) , H
PRI AR AR BHIE R T,

5. LivenessProbe &5~ 2520 Pod Ready K7, /275 Ready +EHUAT ReadinessProbe 455, HT preStop i
] ReadinessProbe 21", Pod it Ready T,

6. Pod Ready {HSCFRCizb B liE K, WHRRFH,

Bgh

1. Pod 1823 + TEIGEN S ERES, FEIEK initialDelaySeconds B StartProbe R{RFIEESIA
%%O

2. TCP R 7 A RESE 2 B M SRR, SEIEIUHEZL LTI FEH, ReadinessProbe £RIMIEL Dy iL TR & HOH#

KRS ARMHE, SEIRERT., FTEMHAEGIENG K, BUOLSHR M HTTP £8i5H 0, #/H HTTP £
WY 55 B S RS,

RN R @ BRI R (sd) ARTERH] 97 HA1711


https://kubernetes.io/docs/tasks/configure-pod-container/configure-liveness-readiness-startup-probes/#define-startup-probes

> BT v
BARHIEFEHRH

ol E N E] © 2020-04-24 16:17:14

ARG AATRE S AR E SRR A U=, DOMAMALEE PEE2D BE O 5 5 IR K IR T DU 2 BRAECKdE
7P, ENLm) e Ik & IERECE T AT,

S HBUN

Ao TANRH (RGN PFEIR) |, SBHGESHE@EF 0 - 12820, RIEME, EHIBHR IS0,
IRESEG N - 127 WA e A 4 S B FECE SR e B4, HRIEIRE R FahSBNSFAME 25K, s e
FrisfTid &4 panic HR AR = SBEF EaR .,

[ E /5% i Exit Code iE7 Pod 71 HI G K &H X N A s AR AR HURASH, 4/ 5 5 Ry L

A HEJR

o DNS Likfidtt
. BEFIEEIR

HEAE TR

Ki#& DNS B8 LiEfET

PP UMEERE DNS IRS5, WA RO SBIE IR IEH TahB H. BI40, 2R EahNfREEREERE, BEdEF
/] service MREANERIRA #R T 22 DNS fiftf, 5 MM RICRE S AR P IR EaB H, SECRGEE TR,
FfT ARG RTRE IR KA T

o EHMBIFERH, Pod LIEEHEERE DNS RS,
o SETE DNS IS5, TCIEMaR T IE K,
o Service BURA ML E AR, BUFHITIEMT,

REEFLE
AL A AT RES AR AR, ATRERRATT |

o BLESCARSEEER, T2 3 sl gt ie E S BN MR AR Hio
o BCENAENTEIE, FIA, BCEPRDNIETEBOREE, SEECERRENET, BRREEsR,

RN R @ BRI R (sd) ARTERH] 5598 HA11711


https://intl.cloud.tencent.com/document/product/457/35758

A BT
BB E G gE IR

oA © 2023-05-22 10:13:27

BOIMEIL T ISR BRI T MR, ARG E S IR & 5 VB T e 4E PR,

MIBHERIR, SEA IR 3 [BIES T 15 NS A B 4EDERA R o

AR B % T HETHPUR

1. B3R ARSI A,

2. FEARTFE B IR PR ZIE TR M B IR 1

B TESREFIEIG T, ERSHVERE > RNUBNRIB4E,

4. 1ESRRERBACIREY, AR TINZARIERR, 41 FEFR

Admin Own the read and write permissions over resources in all namespaces; read and write permissions over cluster nodes, volumes, namespaces, quotas; permissions to configure sub-acc:

permissions

Ops team Own the read and write permissions aver resources in all namespaces: read and write permissions aver cluster nodes, volumes, namespaces, quotas

Developer Owns the read and write permission for resources visible in the console of all namespaces or selected name spaces
Read-cnly

users  Owns the read-only permission for resources visible in the console of all namespaces or selected name spaces
Custom  The permission s subject to the selected ClusterRole, Please make sure that permissions of the selected

5. WESERE, AR AT TR iR ME A FE R,

R
INB LT B s TR E SRR T R EPEE, WREFEE R E S

MR EHBB4ERUR,  [RIN A BRI 38 [EEE T TR R A s 4EHERAR

18 m] LUE S HBRAR 5% %5 7 (ClusterRoleBinding/tkeopsaccount-ClusterRole,

ServiceAccount/tkeopsaccount, Sercet/tkeopsaccount-token-xxxx) i85 & TH = 4EAN R

1853 Kubernetes API % 7 BETH AR

fErT LG A LLT Kubernetes BRI T ISR = fiE AR,

ServiceAccount FZ BNV MEREFEIE

IR L BRI (bR ARSUERT]

Aanliss

HSE LT BRI T

ounts and their

1TindEPER, TR TS

99 #1175


https://console.intl.cloud.tencent.com/tke2/overview
https://console.intl.cloud.tencent.com/workorder

> BT v

kind: ServiceAccount
apiVersion: vl
metadata:

name: tkeopsaccount
namespace: kube-system
labels:

cloud.tencent.com/tke-ops—account: tkeops

ClusterRoleBinding/RoleBing & B = f /BB RN

Wi

1. F A label FEF240 T LRI,
2. roleRef AN BRI BUS TR HIBUR,

apiVersion: rbac.authorization.k8s.io/vlbetal
kind: ClusterRoleBinding

metadata:

annotations:
cloud.tencent.com/tke-ops—account: tkeops
labels:
cloud.tencent.com/tke-ops—account: tkeops
name: tkeopsaccount-ClusterRole

roleRef:

apiGroup: rbac.authorization.k8s.io

kind: ClusterRole

name: tke:admin

subjects:

— kind: ServiceAccount

name: tkeopsaccount

namespace: kube-system

(FJi%) ClusterRole/Role P B RSHIERIENIR

ANEEREPNE #H % ClusterRole/Role AIE#{# ] ClusterRoleBinding/RoleBinding % Bk, @ EHIERZA, R HEsHAIE
g, AR ARG,

o BHHGMNR
o HBER

RN R @ BRI R (sd) ARTERH] 55100 11771



A BT

apiVersion: rbac.authorization.k8s.io/vlbetal

kind: ClusterRole

metadata:
labels:

cloud.tencent.com/tke-rbac-generated:

name: tke:admin
rules:
- apiGroups:

(I ]

resources:

— Tx0

verbs:

— T %0

— nonResourceURLs:

— T %0

verbs:

—_ T %

RN R @ BRI R (sd) ARTERH]
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O BT

Nginx Ingress ¥ Connection Refused

SR fifi ok

L P EME I Nginx Ingress I, 87> Nginx Ingress Controller gIASEfEH, AJEEH I Connection Refused YA,
A CLB it Ef#48 RS, TCP/UDP WiWradsfF B E I,

AIHEJR A

#%F Nginx Ingress {3, Nginx Ingress Controller TAETEEA EHEAIZHIIARE S, Pod fEULE Kill signal 2 J5EHER
o AITNEFR :
func main() {

err := exec.Command("bash", "-c", |"pkill -SIGTERM -f nginx-ingress—controller"|.Run()

if err != nil {

klog.ErrorS(err, "terminating ingress controller")

os.Exit(1)
}

// wait for the NGINX process to terminate
timer := time.NewTicker(time.Second * 1)
for range timer.C {
if Inginx.IsRunning() {
timer.Stop()
break

DR SE S

HIEME TKE Service (EAEZHL FIRETT, 4 Pod FRZEAHMPRIN, Pod REMSALFRSECHAZEIRTIRSK, IR AR X
i, {HFRETREER, EFCHEERTE CATHRMN Pod HIEMFRE, HIATRESY T KA, FEERIEHLN RIS

RN R @ BRI R (sd) ARTERH] 55102 11771


https://github.com/kubernetes/ingress-nginx/blob/main/cmd/waitshutdown/main.go
https://intl.cloud.tencent.com/document/product/457/42070

@ A wEIRSS

FJ5, Pod FHEIEAIMIER, 40 FEIFTR

y
CLB | Graceful Shutdown

P

Last Request Last Response

Stop New Request _ Remove Endpoint

AP -

REFED IR

=== o
A -

X EIE B AR, EREEERER G SHFEERE

2
£ kube-system @4 Z2[R] F 48 ****-ingress-nginx-controller 1Y Service B 1 Annotation FrEHE FH AEHEEHL,

LUF A{d F Annotation FrBAfE FHALHEEH RG], 2% Service Annotation iR R 2 L Service Annotation 11,

kind: Service

apiVersion: vl

metadata:

annotations:

service.cloud.tencent.com/direct-access: "true" ## FFBEZE Pod HEX
service.cloud.tencent.com/enable-grace—-shutdown: "true" # FoRE R
name: my-service

spec:

selector:

app: MyApp

L2

IR L BRI (bR ARSUERT] 55103 11771


https://intl.cloud.tencent.com/document/product/457/36837
https://intl.cloud.tencent.com/document/product/457/39142

> BT

£ kube-system i #4 22/ T %4 ****-ingress-nginx-controller ) Deployment B[4 wait-shutdown & [fi /il — B Rl 1
sleep, R~BIANT :

lifecycle:

preStop:

exec:

command:

- sleep # B sleep HH

- 30s # B0 sleep HIHE

- /wait-shutdown # TEXX—1THi, &l sleep K/H

BZHNFIESE Service (LHEFH L AIFGEE DL P BRI EEMOUERIR, ] DOEH 1220 T8 BRI A]

&

o

IR L BRI (bR ARSUERT] 55104 11771


https://intl.cloud.tencent.com/document/product/457/42070
https://console.intl.cloud.tencent.com/workorder/category

& BRE o
CLB [a]¥f[a) {i

oo B A] - 2022-04-06 10:29:27

Hb =
H 31

H T EERENRL S5 CLB 17717] LoadBalancer 2874 Service I RERS B 5, MERESELT, 1 XHRASHY Kube-Proxy
£ IPVS 5 T 22 CLB IP 4BERIAM dummy W, (HRIXIREE T R AR, FHET CLB, BEEEAR L
& F Endpoint, {HXFEILAT HAIEIR R CLB R ARG EALHI =02, THENHEARDNT, FFEEHIX ML,

[FRE, MPEEAAERIRS TKE R, ZEFIK CLB [3 R FEUR S5 ViR @ e 5] Ingress T71E) LIVIERT TSR,
AR LB R BRI, FHHRAARRTT .

S HUN

CLB [E3A A AT RE FBUFELL TR ¢

« Lit/2 IPtables B2 IPVS #i5X, VilMARLEREAMN Ingress & HERAFDIER B A8,
o IPVS T, HEENIFALERE LoadBanacer 25BN Service HEITE A, SUE LGB FRE,
RIS 7 7%
p szt | = EIEZ N )
TiRH
B 55 U E [A] R [A) R B 2 CLB 2 RS E IR 1P SZ459E VIP, ZIhRE Haidb TR, a0 @ #2252
T8 SREERERAT,
R d FH Service N A]BEEE|IEIIARE, PEATT -

1. 27 kube-proxy FIRAE SR BRHTIA, ARANBIESIAN T DRI

i. fEPRZ A I FE L kube-proxy SHHE LB HitE48 @S IPVS W, ALUE TKE Kubernetes Revision higA 552 B
R FHZBE I IRA S, 40 : v1.20.6-tke. 12, v1.18.4-tke.20. v1.16.3-tke.25. v1.14.3-tke.24, v1.12.4-
tke.30,
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> BT v

ii. W RAEIIRRCA | T DAE SRR B AB R I A B F Y AR A S, A FEFTR

Cluster Information
Basic Information

Node Management v N N f

Namespace Cluster ID cls-5u97apjy

Workload v Deployment Type Managed Cluster

HPA v Status Running

Services and Routes v Region South China(Guangzhou)
Configuration M Project of New-added Resource(i) ~ DEFAULT PROJECT »*
Management

Authorization - Kubernetes Version Master 1.20.6-tke. 12 atest
Management Version)(i)

Storage v Node 1.20.6-tke.12
Add-On Management Runtime Components(3) docker 19.3 »*

Log Cluster Descriptior N/A

iii. %5 kube-system A& Z2[R] F 4 kube-proxy [ DaemonSet, FHTHERIIRAS, ELESZHFIZEE AR
A, HERTIZRARBRIRA, I, 1.18 IRARERBFEIRFEN SR ERAR S EZART v1.18.4-tke.20,

2. NATAE Service BSINTERE :
service.cloud.tencent.com/prevent—loopback: "true"
R

o kube-proxy FHEIL(EENRF CLB VIP 45T At —— fif i [a] 34 ]
o service-controller & CLB 1, FrEMAREELEN IP &8 100.64 WEL IP ——fR U fE HEAS 25 7] @

i3 = EIEZ N 1)
fROMER Ingress I AT REBEIRY[OIPA R, DERATT
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Aanliss

A BT

1. $222 T2 I CLB 7/2 SNAT #1 Keep Alive

VAL SEZL

TEM XFF FRERELE 1P,

ZREN M ER KIER, CLB 5 awmiksS 2B KER, CLB ~HSEEH IP,
¢H FfGE 100.127.0.0/16, HZIES

RIEIEH &, 1E1E CLB T HZEHBIAPCEEETE CVM Z 4

% FLE T s

2. #IFH TkeServiceConfig FIRE /1358 Ingress HIALERE /1, 5 F1Z &R Ingress, FTEEHRIM—1
i : "true" , Ingress

annotation . ingress.cloud.tencent.com/tke-service—-config—auto

Annotation 15 HH
HIY : NiZ Ingress H 4R MY TkeServiceConfig, #24t Ingress &AL HYEL
. S

BUER © 1% Ingress 24— 14N ¢ -auto-ingress-config iY TkeServiceConfig 8 IR

TBAN

auto-ingress-config 1Y TkeServiceConfig B 7 II— N FEX,
FEE— D DA R ZRINZ

3. AN -

spec.loadBalancer.l7Listeners|[] .keepaliveEnable , %E}dﬁjﬂ

TE, ATEFUR

$107 H11771

IR L BRI (bR ARSUERT]


https://console.intl.cloud.tencent.com/workorder/category
https://intl.cloud.tencent.com/document/product/214/32515
https://intl.cloud.tencent.com/document/product/457/40675

apiVersion: cloud.tencent.com/vlalphal
kind: TkeServiceConfig
metadata:
name: jetty-ingress-config
namespace: default
spec:
loadBalancer:
17Listeners:
- protocol: HTTP
keepaliveEnable: 1
port: 80
domains:
- domain: "" # domain
rules:

- url: "/health”
forwardType: HTTP #
healthCheck:

enable: false
protocol: HTTPS
keepaliveEnable: 1
port: 443
domains:
- domain: “sample.tencent.com”
rules:

- url: /"
forwardType: HTTPS #
session:

enable: true
sessionExpireTime: 3600
healthCheck:

HEZIES%E Ingress fii  TkeServiceConfig it & CLB,

[P i

RAJRKET CLB Rk L F 5k RS I, i SCHITRE K 1P #RAER—5 =, T Linux BROAZRSIEE 1P 24

PLIP Bl SL, FBHEE L AEFHLNEREIER, 40T EIFTR -

KRR © SREIST (L) ARFUELT

%108 11771
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> BT v

Client |

Hr-C B RS

il TKE CLB 2821V Ingress, =N Ingress EIRAIE— CLB L1%80. 44319722~
(HTTP/HTTPS) , 34 Ingress & location Z5E X M. TKE £ 11 i MHATRIRY NodePort 128 RS (54

location Xf W — Service, 1™ Service &R & Y MHE NodePort ##Fii&E) , CLB ARIETE KL

location # & ZIMHM Y RS (Bl NodePort) , JiiEZ5d NodePort J52 4850 Kubernetes [ iptables 5% ipvs #4444
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> BT v

XF MY G Pod, SEEEFRIY Pod 5 IR ASEE LRI NI Ingress, CLB & sk#E & 44 Hdh—A ™ s & NodePort :

Ingress
(CLB)

2. Src IP: client pod; Dst IP: Node
out cluster

1
1
|
—_—_— e e e — — — < - — — e e e e e e e e e Y, e, e, e, _,m—m—— e -

1
I ~

Y T

_____________________

in cluster
Nodeport

AN B, H A A T A AR R IE KT Client FTEET s

1. SR Pod iR CLB, CLB il K& ZEUERE —6 1 =HBYA A NodePort,

2. fR>CFI5K NodePort ff, HIY IP 2774 IP, JE IP 22 Client Pod FYESZ IP, Al CLB {7 SNAT, RFE S
IP #E L2,

3. TR IP G- HIY IP #AEX NN, KIHRFFEEIEA, CLB FHBCAZIRE RS MR,

ViR Ingress (RIS A% J T LAVAEN, JRIRUE7/2 CLB AN R RS SR (kiids) , RERXT—4
RS, FTLAMIS Client BB AN FEK, HIEPRRBE IR ERANAR, AUIERN, NRERHIE—
AR, CLB BAH AU RS, MRy A58,

ST R E A A

L f#F LoadBalancer ZERUHY NN Service I REEARSSES, =GIEMNM CLB HAIEX MY4ZERTes (TCP/UDP)
WEEREA Pod ¥iiA] LoadBalancer 287 Service Y EXTERNAL-IP M (B CLBIP) , JE4: Kubernetes SZfr E A%
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> BT v

EHEIEVA LB, MiZE i iptables 5% ipvs # & %544 Pod (R4t CLB) , 41 FEIFR :

CLB

i CLBIP |
i (iptables/ipvs) )--- Femmmmmmsmeees »>

i i backend pod
i Client i

| Node |

R4 Kubernetes FIZ A FAERIEAAE, {HIE TKE 9 ipvs #3X, Client ij[7] CLB IP Y2 EIER| CLB, 4l
RAE ipvs #UF, Pod iR A4ERTE LoadBalancer 287! Service 1 CLB IP fH{FERIFRAE, EHER_ERPAM Ingress
PR, 40T B

2. Src IP: client pod; Dst IP: Node
out cluster

_____________________

in cluster
Nodeport

AFEIYE, MHECLBAXEIRXT—1 RS, ZHBFIEFAN, MGuEE 2EGE T, MREHAEG DA, B
SHEGEE N,
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O BAE s

At TKE B ipvs XA HFE4 Kubernetes L% %128 (R4 LB, EFEZE LGN Pod) ?

B 2B NLLET TKE /Y ipvs BEEEE(# A LoadBalancer NIW Service 27 RS, WM CLB X5k NodePort 1y
FRERN 258, JRIKENT

o ipvs TETIEE INPUT B, FEEIFEEELHY VIP (Service [ Cluster IP #1 EXTERNAL-IP) 4AML IP, Fifik
Rk A INPUT #2245 ipvs AbFE,

« kube-proxy FIffi52F Cluster IP f] EXTERNAL-IP #4FZ|%4 AN kube-ipvs0 Y dummy W, ZM-FR{UY
FARGEE VIP (W% B 3 hHAE K local B HT), A TR,

« A CLB X NodePort iy SR IP /2 CLB HE /Y VIP, HIY IP /& Node IP, IR ST fily, 768
BIRIP AN IP (RN HWYIES] T kube-ipvs0 ) , ERFFEZEFH, ALl CLB WEEIHR SUKIZETRIX
MR, R REREEIAI, EIR CLB A RILETEIZH (REBERIAN N AR ] DAEE ), (E-dAE 2 THR
REEUFATVER, EFESEEN T RSN —E 75,

IyfFre EyRiAl i, TKE P98 8 RIS © ipvs B AYEE EXTERNAL-IP 2| kube-ipvs0 ., HEt2HEEEAN Pod i
1] CLB IP HUR A RHEA INPUT B8, 2B T AW+, HEIEFA CLB, XFHEERERIIAYIR SO AT RN
RPN IP AT, RN R R A E A INPUT 8ESBUE A A,

BIGIMTIRE S T CLB IR A, [EiFBERREA Pod ilA CLB YT EIEF] T CLB, HT ViR
WIARSS, IR BIHEA—EY A, W FAE 7RI A REME,

PiHH
HHEFBERRE X, HEAGEARA SRR,

M KRG RE

Kt 2 8W CLB AFTEEIZFHIRK ?

fEFH 22 Ingress 1 LoadBalancer 28842 Service NMEIEEIFARIE, FE 2N CLB WEIRYIR SR IP 2 FALHY
AW P, MFHLIANE R B ORI P, SikSCEZRIFAUN, RAALRMWIE IP 2441 IP, Wt~ FE
[EIEZ N

CLB B&HE &R MBI LH] ?

f. CLB ZHIWrR IP, AIFRAMESN RS HAMIFE IP, MiAEER LD RS, Mgk RS, {H2]H Pod IP
Y55 RS IP FAHIE, CLB tAKLEZXMA IP BAER—T &, FTRMERTRERE AT R, Mt rl sk AL [mIER,

Client 5 Server REHIEPERED HEE ?
A1SRF Client 5 Server J@id SEAIMERE, HES Client R Server #RBERI—T7 4, AEAHEE CLB [B]ER A ?

RN R @ BRI R (sd) ARTERH] 112 H11711


https://github.com/kubernetes/kubernetes/issues/79783

@ A wEIRSS

FRINECT, LB @it 5i NodePort 45%E RS, RJREFE & 5T 17 . NodePort, I Client 5 Server f& & 7E R — 7

SERATRE R AE[MIER, {HANSR A Service B externalTrafficPolicy: Local , LBREIREEKE|HE Server

Pod BYTi s, 4R Client 5 Server 53 SCERIEEE AR, WAL AERIER, FrLUREERT +
externalTrafficPolicy: Local HRIDIHLEEEIIAAIEE (CIHENIM Ingress F1 LoadBalancer ZER4 A

Service) .

VPC-CNI #J LB i Pod BEWHFFE CLB [EI3A R ?

TKE 3@ HHY Global Router #8158 (WA %R) , i&F—H& VPC-CNI (MM %) o HAll LB E8 Pod
H## VPC-CNI Y Pod, Bl LB 14§ NodePort fE24 RS, i 2 E#48E 5% Pod 124 RS, 41 FEIFIR :

SIFEENATS%S NodePort, G2 Bii—HFFTRER S RAIER T, [BAIR Client 5 Server fE[A— 17,8, FREATAER
RAE BRI, S5 R RAT AT LUREE
B LB ?

[e3€M5 externalTrafficPolicy: Local MINLEEAKIHME, —fokik, VilISEREPNAIARSS B F R4
SRR CLB, KNS ASERRENES, M CLB St— B MURIMEIMNSHERR VK, ER5 IR EIFAAE,

VilnEHNIRS R & H Service %#R, 4l server.prod.svc.cluster.local , EXFAENEERMARE
3 CLB, A2 3nl3h A,

IR L BRI (bR ARSUERT] 113 11711



> BT v

MRS EREIES, TEEME R Service £ %5, RILUHF coredns HY rewrite $ifF, FHESATEMIEEEANRY Service,
coredns BLERFIATT :

apiVersion: vl

kind: ConfigMap
metadata:

name: coredns
namespace: kube-system
data:

Corefile: |2-

.:53 {

rewrite name roc.oa.com server.prod.svc.cluster.local

AR Z A Service HH—MES, ATLLEITHEE Ingress Controller (4l nginx-ingress) :

1. F_Eab rewrite B9 75 EERHE AR B 2HHY Ingress Controllers
2. fFHEM Ingress RHEIE K location (3844 +#41%) VLAL Service, F¥E K% G Pod, BRI AL50 CLB, [FE
AE Ak (] AR 7] 7,
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O BAE e
CLB Ingress fill 2 fEHEFE A BE

1SS BN

QI CLB 267U Ingress ik, RIS E6009 o 4 TEFIR :

: endpoints "default-http-backend” not founds)

A HEJR

Nginx Ingress #£1X 1.0.0 ZBiYRA, 374F networking.k8s.io/v1 28RI¥5 Y Validating Webhook [E11d, F5EAF i
SURIERY CRD B, s v ZERBHTRAVIGIE,

O SRR
(ST 58 LA F WA TR ER A

1 L BUE v ERBRIRENRIE

¥ validatingwebhookconfigurations ¢! % webhooks.rules Y apiVersions 7B E%0 vibetal,

1. BRa RS ER G, R AT,

2 TR RRFEI YIS, I ERREALS, BEASRREENE UL,

3. Jﬁf%ﬁ{m”%ﬁﬁEF‘E"J“%()?X?%N]%%%”, HAERFIBITTHEZ | validat ingwebhookconfigurations o an
TIPS
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> BAE s

4, (FHERERPERE validatingwebhookconfigurations , HEAHGEIFEXNRIIEZLAMIREBYAML, KEE

— PNETRX R webhooks.rules 1Y apiVersions FEE SN vibetals,

5. A, b PIRERAYZ 17 & Nginx Ingress SEEITETRIRUERY IR, EOEGETHE ST RSBy iR @, FHFEFH
2% Nginx Ingress ¥ BZH 1, FHHRAMHZZRUIT -
i FESEREEE UL, RN S A SR,
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> BT v

ii. B Nginx Ingress G IFE, IF Nginx Ingress F-4¢E] 1.1.0 iR

Jiik2 : BUHEERRIE

1.8 RAE RS G, Ve SRR AT T s,
2 AR RRFEI YIS, R ERREAAS, BEASRRRENE L,
3. IEFE LM SHIH FTRN RN AR, FFERFERBTH#E | validatingwebhookconfigurations o
4. FHRERPIERE validatingwebhookconfigurations , BATHERIFATRAIEZAS M TIMIER,
5. FHRAAME, LB BRR IR 278 Nginx Ingress S BT TR40 UERY [RIEA, B8 G0 S BN IRy IR @, FR2Tt
2% Nginx Ingress § EZH 1, FHRAHZRUIT -
i FESRBEEE L, RN S A SR,
ii. #1.7 Nginx Ingress G UIIFE, I Nginx Ingress F-4E] 1.1.0 iR
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