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"version": "2.0",
"statement": |

{
"effect": "allow",
"action": [
"cdb:Describe*"

1,

"resource": "*",
"condition": {
"for_any_value:string_equal": {
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"gcs:resource_tag": [
"game&webpage",

"game&app"

}
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"statement": [

{

"effect": "allow",

"action": "cdb:*",

"resource": ["gcs::cdb::uin/12345678:instanceld/cdb-1", "gcs::cdb::uin/123
t

}
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"version": "2.0",

"statement": [

{
"effect": "allow",
"action": "clb:*",
"resource": "*x"

3

{

"effect": "allow",

"action": "finance:*",
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"resource": "gcs::clb:::*"

}
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"version": "2.0",

"statement": [

{
"effect": "allow",
"action": "clb:*",
"resource": "*x"
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{
"version": "2.0",
"statement": [
{
"effect": "allow",
"action": "clb:Describe*",
"resource": "*"
}
1
}
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{
"version": "2.0",
"statement": [
{
"effect": "allow",
"action": ["cmgtopic:*","cmgqueue:*"],
"resource": "*"
}
]
}
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{
"version": "2.0",
"statement":
[
{
"effect": "allow",
"action": "cmgtopic:*",
"resource": "qgcs::cmgtopic
bo
{
"effect": "allow",
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"action": "cmggqueue:*",

"resource": "gcs::cmgqueue: ::queueName/uin/${uin}/*"

}
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{
"version": "2.0",
"statement": [
{
"action": "cmggueue:SendMessage",
"resource":"gcs: :cmgqueue: : :queueName/uin/12345678/test-caten",
"effect": "allow"
¥
]
}
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{
"version": "2.0",
"statement": [
{
"effect": "allow",
"action": "cos:*",
"resource": "*"
I3
]
}
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{
"version": "2.0",
"statement": [
{
"effect": "allow",
"action": "cos:*",
"resource": ["gcs::cos:ap-shanghai:uid/1250000000:Bucket1-1250000000/dirl/
"qcs::cos:ap-shanghai:uid/1250000000:Bucket1-1250000000/dirl1"]
}
]
}
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"gcs::cos:ap-shanghai:uid/1250000000

{
"version": "2.0",
"statement": [
{
"effect": "allow",
"action": [
"cos:List*",
"cos:Get*",
"cos:Head*",
"cos:0ptionsObject"
1,
"resource":
}
]
}
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"version": "2.0",

"statement": [

{

"effect": "allow",

"action": "cos:*",

"resource": "gcs::cos:ap-shanghai:uid/1250000000:Bucket1-1250000000/dirl/o
t

}
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"version": "2.0",
"statement": [
{
"effect": "allow",
"action": [
"cos:List*",
"cos:Get*",
"cos:Head*",

"cos:0ptionsObject"
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"resource": "*x"

}
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{

"version": "2.0",

"statement":

[

{
"effect": "allow",
"action": "cos:*",
"resource": "gcs::cos:ap-shanghai:uid/1250000000:Bucket1-1250000000/dirl/*

o

{
"effect": "deny",
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"action": "cos:*",
"resource": "gcs::cos:ap-shanghai:uid/1250000000:Bucket1-1250000000/dirl/0

}
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"version": "2.0",

"statement": [

{

"effect": "allow",

"action": "cos:*",

"resource": "gcs::cos:ap-shanghai:uid/1250000000:Bucket1-1250000000/dirl/t
t

t
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"version": "2.0",

"statement": [

{

"effect": "allow",

"action": "cos:*",

"resource": "gcs::cos:ap-shanghai:uid/1250000000:Bucket1-1250000000/dirl/0
t

t
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"version": "2.0",

"statement": [

{
"effect": "allow",
"action": "cvm:*",
"resource": "*"

|

{

"effect": "allow",

"action": "finance:*",
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"resource": "qgcs::cvm:::*"

}
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"version": "2.0",

"statement": [

{
"effect": "allow",
"action": [
"cvm:Describe*",
"cvm:Inquiry*"
1,
"resource": "*"
3
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@ Hﬁ i:H.E iy 7]

{
"version": "2.0",
"statement": |
{

"action": [
"cvm:Describex*",
"cvm:Inquiry*"

1,

"resource": "*",

"effect": "allow"

}I
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@ Hﬁizﬂﬁ iy 7]

{

"action": [
"vpc:Describex*",
"vpc:Inquiry*",
"vpc:Get*"

]I

"resource": "*",

"effect": "allow"

}I
{

"action": [
"clb:Describe*"

]l

"resource": "*",

"effect": "allow"

}I
{

"effect": "allow",

"action": "monitor:*",

"resource": "*"

}
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CompanyExample #J CVM R&5HIEF CVM & PRI SRS E. SR RER, (1 H SR AVEIR,
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@ Hﬁ i:H.E iy 7]

"version": "2.0",
"statement": |
{
"action": [

"cvm:CreateCbsStorages",

"cvm:AttachCbsStorages",
cvm:DetachCbsStorages",
cvm:ModifyCbsStorageAttributes”,
cvm:DescribeCbsStorages",

cvm:DescribeInstancesCbsNum",
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@ Hﬁizﬂﬁ iy 7]

"cvm:RenewCbsStorage",
"cvm:ResizeCbsStorage"

1,
"resource": "*",

"effect": "allow"
s

WIR2 O FHZRISRAING TS, AT RIESE 1ZAE 1,
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@ Hﬁizﬂﬁ iy 7]

"version": "2.0",
"statement": [
{

"action": [
"cvm:DeleteSecurityGroup",
"cvm:CreateSecurityGroup"

I

"resource": "*",

"effect": "allow"

}

step2 ! FHZRMEZING TIKS . TRIESE BV
DUFSRIg RIS 7E CVM Il 5 BEA B, MIBR, B2 24 RIHIRIR,
IR B RIETETR T AL T R
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@ Hﬁ i:H.E iy 7]

{
"version": "2.0",
"statement": |
{
"action": [

"cvm:ModifySecurityGroupPolicy",
"cvm:CreateSecurityGroupPolicy",

cvm:DeleteSecurityGroupPolicy"

"resource": "*",

"effect": "allow"
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}
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Bk CompanyExample (ownerUin 7 12345678) T A —Fk+* Developer, % TS FRmEME N BILIK S
CompanyExample #J CVM x5 HIEF CVM £l & Hrrysds 1P ik, IF B A5 1P ik rFER,
IR T RN TE AT AN LT R,

"version": "2.0",

RN R @ BRI R (sd) ARTERH] 5563 1104701



A BT

"statement": [

{

"action":
"cvm:
"cvm:
"cvm:
"cvm:
"cvm:

"cvm:

1,

[
AllocateAddresses",
AssociateAddress",
DescribeAddresses",
DisassociateAddress",
ModifyAddressAttribute",
ReleaseAddresses"

"resource": "*",

"effect":

}

"allow"
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@ Hﬁ i:H.E V77 ) B

"version": "2.0",
"statement": [
{
"action": [
"cvm:DescribeAddresses",
"cvm:AllocateAddresses",

cvm:AssociateAddress"

"resource": "*",

"effect": "allow"
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}

t
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"version": "2.0",

RN R @ BRI R (sd) ARTERH] 5567 3104701



@ Hﬁizﬂﬁ iy 7]

"statement": [
{
"effect": "allow",
"action": [
"cvm:*",
"vpc:DescribeVpcEx",

"

vpc:DescribeNetworkInterfaces"

I
"resource": "*",
"condition": {
"for_any_value:string_equal": {
"gcs:resource_tag": [

"game&webpage"
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i E R

{
"version": "2.0",
"statement": [
{
"action": "cvm:*",
"resource": "gcs::cvm:gz::
"effect": "allow"
}
]
}

RN R @ BRI R (sd) ARTERH]
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@ Hﬁ i:H.E iy 7]

"version": "2.0",

"statement": [

{
"effect": "allow",
"action": "cvm:*",
"resource": "*x"

I3
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@ Hﬁ i:H.E iy 7]

{
"version": "2.0",
"statement": |
{
"action": [

"vpc:Describex",

"vpc:Inquiry*",

"vpc:Get*"
1,
"resource": "*",
"effect": "allow"
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}

t
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@ Hﬁ i:H.E iy 7]

"version": "2.0",
"statement": |
{
"action": "vpc:*",
"resource": "*",
"effect": "allow",
"condition": {
"string_equal_if_exist": {
"vpc:vpc": [
"vpc—-1id1"
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@ Hﬁizﬂﬁ iy 7]

I

"vpc:accepter_vpc": [
"vpc—1id1l"

1y
"vpc:requester_vpc": [
"vpc—-1d1"

]

}
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@ Hﬁizﬂﬁ iy 7]

"version": "2.0",
"statement": [
{
"action": [
"vpc:*"

]I

"resource": "*",

"effect": "allow"

"action": [
"vpc:AssociateRouteTable",
"vpc:CreateRoute",

"vpc:CreateRouteTable",

"vpc:DeleteRoute",
"vpc:DeleteRouteTable",
"vpc:ModifyRouteTableAttribute"

I

"resource": "*",

"effect": "deny"
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"version": "2.0",

RN R @ BRI R (sd) ARTERH] 5583 1104701



@ Hﬁizﬂﬁ iy 7]

"statement": [
{

"action": [
"vpc:Describe*",
"vpc:Inquiry*",
"vpc:Get*"

I

"resource": "*",

"effect": "allow"

b
{

"action": [
"vpc:*Vpn*",
"vpc: *UserGw*"

1y

"resource": "*",

"effect": "allow"

}
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@ Hﬁ i:H.E iy 7]

"version": "2.0",

"statement": [

{
"effect": "allow",
"action": "vpc:*",
"resource": "*"

|

{

"effect": "allow",

"action": "finance:*",
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@ ﬁﬁizﬂﬁ ks

"resource": "gcs::vpc:::*"

}
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i E R

"version": "2.0",

"statement": [

{
"effect": "allow",
"action": "vpc:*",
"resource": "*x"

I3
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@ Hﬁ i:H.E iy 7]

{
"version": "2.0",
"statement": |
{
"action": [
"vod:*"
1,
"resource": "*",
"effect": "allow"
b
{
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@ Hﬁizﬂﬁ iy 7]

"action": "cos:*",
"resource": "gcs::cos::uid/10022853:*",
"effect": "allow"

}
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| Create Custom Policy All Policies Custom Policy a @«

Policy Name Service Type ¥ Description Last Modified Operation

This policy allows you to manage all users under your account and their permissions, financial information an.. ~ 2018-08-13 17:5458 Assaciate User/User Group/Role

ReadOnlyAccess - This palicy authorizes you with the read-only access to all cloud assets that support authentication at APl or 2021-08-09 1042:42 Assaciate User/User Group/Role

QCloudFinanceFullAccess - This policy allows you to manage all financial items in your account, such as payment and billing. 2018-08-13 17:54558 Assaciate User/User Group/Role
QeloudACPFullAceess Application compliance platform  Full read-write access to ACP 2022-02-14 193742 Assaciate User/User Group/Role
QcloudACPReadCnlyaccess Application compliance platform  Read-only access to ACP 2022-02-1419:3743 Associate User/User Group/Role
QcloudAdvisorFullAccess Tencent Cloud Adviser Full read-write access to Cloud Advisor {Advisor) 2021-01-04 094018 Assaciate User/User Group/Role

Hrh, QcloudCVMFullAccess M ETEREE, QcloudCVMInnerReadOnlyAccessfy Hist g,

TR

B3 7 S PRI R AN Tl SNANBRAY,  SERT LARID 3R AT CAM - P/ P A E B S T R RV ERIA SR
B, #1 CVM Y QcloudCVMFullAccess,

W2

I R ARERIE NG CAM FIkS/H P4, B IES% 1RSI,
WMRBEZRNTHPRTEREE SN2 EEEARR, &7 DUEH i Rlg AdministratorAccess.
AdministratorAccess : IZRI&TLVFEEBRIKF NAE P R EARR, WHSsME XER. miRSG %,

WRIEFT N TR PR T BRI S AR,  f&0] DU 7L RS ReadOnlyAccess.

ReadOnlyAccess : %R VFIE R 17 [RIK P NP A SCRFE SR B TR S B = IR 55 5577
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@ Hﬁ i:H.E iy 7]

{
"version": "2.0",
"statement": [
{
"effect": "allow",
"action": "*",
"resource": "*"
}
]
}
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@ Hﬁ i:H.E iy 7]

{
"version": "2.0",
"statement": |
{
"action": [

"cvm:Describe*",
"cvm:Inquiry*",
"vpc:Describex*",
"vpc:Inquiry*",
"

vpc:Get*",

"clb:Describe*",
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@ Hﬁizﬂﬁ iy 7]

"monitor:Describe*",
"monitor:Get*",
"bm:Describe*",
"bmeip:Describe*",
"bmlb:Describe*",
"bmvpc:Describe*",
"bm:Get*",

"bmlb:Get*",

"cos:List*",

"cos:Get*",

"cos:Head*",
"cos:0ptionsObject",
"cas:Describe*",
"cas:List*",

"cas:Get*",

"kms:List*",

"kms:Get*",
"ccs:Describe*",
"ccs:Check*",

"cam:Get*",

"cam:List*",
"cam:Describe*",
"cam:Query*",
"cdb:Describe*",
"batch:Describe*",
"bgpip:BasicGet*",
"bgpip:BasicCCGet*",
"bgpip:BasicDDoSGet*",
"bgpip:BgpGetFpcDevicelList",
"bgpip:BGPGetInfo",
"bgpip:BGPGetServiceStatistics™",
"bgpip:BGPGetServicePacks",
"bgpip:BGPCCGet*",
"bgpip:BGPWhitelistGet",
"bgpip:Get*",
"bgpip:BGPIPWhitelistGet",
"bgpip:BGPIPGet*",
"bgpip:BGPIPDDoSGet*",
"bgpip:BGPIPCCGet*",
"bgpip:BgpipGetIdByTran",
"bgpip:BgpipModifyPrice",
"bgpip:BgpipRenewPrice",
"bgpip:BgpipCreatePrice”,
"bgpip:BgpipQueryResources",
"bgpip:BgpipCheckModify",
"bgpip:BgpipCheckRenew",
"bgpip:BgpipCheckCreate",

RN R @ BRI R (sd) ARTERH] 55100 3£104 71



1,

"bgpip:BGPDDoOSGet*",
"ccb:ListGitAuth",
"ccr:pull",
"ccs:Describe*",
"ccs:Check*",
"ckafka:Get*",
"ckafka:List*",
"organization:Get*",
"organization:List*",
"redis:Describe*",
"scf:Get*",

"scf:List*",
"shield:*Get*",
"tag:Get*",
"waf:WafGet*",

"waf :WAFGetUserInfo",
"waf:WafDownloadAlerts",
"waf:WafPackagePrice",
"waf:WafAreaBanGetAreas",
"waf:WafFregGetRulelList",
"waf:WafAntiFakeGetUrl",
"waf:WafDNSdetectGet*",
"waf:BotGet*",
"wss:CertGetList",
"cbm:previewProductDetail",
"cbm:agentInfo",
"cbm:viewDeals",
"cbm:rebateInfo",
"cbm:businessDetail",
"cbm:inviteClient",
"cbm:viewClients",
"cbm:authorize",
"cbm:viewMessage",
"cbm:viewMenu",
"snova:Describe*",
"gme:Describe*",

"gme :Download*"

"resource": "*",

"effect": "allow"
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