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IP: 10.20.20.10

time: [Tue Jan 22 14:49:45 CST 2019 +0800]
request: GET /online/sample HTTP/1.1

host: 127.0.0.1

status: 200
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bytes: 35

referer: http://127.0.0.1/
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Create Server Group X

Server Group Name

Chars from a-z, A-Z, 0-9, _and - are allowed and the length is limited

to 1-255 chars.

Region ap-guangzhou

IP Address

1. Enter one IP in a line. Windows system is not supported
2. If you are using Tencent Cloud servers in the same region, you can

enter private |Ps directly, with one IP per line

Cancel
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Confirm to Delete Server Group [cvm]?

Deleting the server group will affect the configuration of the log topics associated with this
server group. Confirm to delete it now?

A 188 AsE 21 wlelgE 21 Falo] wet of o4 4-EA S
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Add Log Topic

After a log topic is created, click "Configure” to make corresponding configuration,
including LoglListener configuration, shipping configuration, etc.

Log Topic Name

Chars from a-z, A-Z, 0-9, _ and - are allowed and the length is limited to
1-255 chars.

Cancel

S

3. LogListener Z2d 4
LogListenero Al FH 27 55 SEIUHURLER T Aol dsyoh 2= FA=ojx7F Hy 2E

=
2 Sojziyct. 4353 el eE]dlloglistener.

Collection Configuration

Collection Status

«©
«©

LogListener
Don't need to enable this switch when collecting logs of Flow Logs and CCS or uploading logs through API. To use LogListener, you need to configure a collection path, associate it with a server group and
specify a log format parsing rule.

Collection Path Enter a directory prefix in wildcard format /(| Enter a file name in
LoglListener 2.2.2 or later versions need to be installed on server groups.
Log directory prefix shall start with "/". File name cannot start with "/". For example: /data/log/**/error.log. The LogListener will collect the log files matching at all levels under the directory prefix.The
directory prefix and file name only support two wildcards, *?" and "*",,

Server Group Please select ¥ | Create Server Group

Key-value Extraction Mode Full text in a single line v

Click the Enter key to mark the end of a log. Each log will be parsed into a complete string with "_CONTENT_" as the key value. When Log Index is enabled, you can search for log content via full-text

search. The collection time is the log time.

Filter »

After Filter is enabled, logs will be collected according to the rule specified by you. For keys, perfect match is supported. For filtering rules, regular expression match is supported, for example, collect logs

containing ErrorCode = 404.

ave Cancel

4. 23 9 £ P 74
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Collection Configuration

Collection Status

«©
| @)

LogListener
Don't need to enable this switch when collecting logs of Flow Logs and CCS or uploadin
specify a log format parsing rule.
Collection Path Fiad
Loglistener 2.2.2 or later versions need to be installed on server groups
Log directory prefix shall start with "/”. File name cannot start with "/, For example: /dat
directory prefix and file name only support two wildcards, "?" and "*".,
Server Group Please select ¥  Create Server Group
Key-value Extraction Mode Select All
intd a complete strir
Select Server Group : Q
Filter
cvim :
2cifed by you. For ki
containina FrrorCode — A0

Cancel
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0100101 Firefox/64.0 0.310 0.310

AdlAH LA

= ~1 o

1. &0 2149l

.

E2IRICLS &5 AHstalzl AE wrejedHo sy

2. LogListener 2-& WE7|
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g 23 AES AdEstazl 24| ©57|5 dHstal 21 54| olF test-mtextE YHT thaFore..

Add Log Topic

After a log topic is created, click "Configure” to make corresponding configuration,
including LoglListener configuration, shipping configuration, etc.

Log Topic Name

Chars from a-z, A-Z, 0-9, _ and - are allowed and the length is limited to
1-255 chars.

Cancel

S

3. LogListener Z2d 4
LogListenero Al 3 H 27 55 SEIUHURLER o Aol dsyoh 2= FA=ojx7F Hy 2E

=
2 Sojziyct. 4353 el dlloglistener.

Collection Configuration

Collection Status

«©
«©

LogListener
Don't need to enable this switch when collecting logs of Flow Logs and CCS or uploading logs through API. To use LogListener, you need to configure a collection path, associate it with a server group and
specify a log format parsing rule.

Collection Path Enter a directory prefix in wildcard format /(| Enter a file name in
LoglListener 2.2.2 or later versions need to be installed on server groups.
Log directory prefix shall start with "/". File name cannot start with "/". For example: /data/log/**/error.log. The LogListener will collect the log files matching at all levels under the directory prefix.The
directory prefix and file name only support two wildcards, *?" and "*",,

Server Group Please select ¥ | Create Server Group

Key-value Extraction Mode Full text in a single line v

Click the Enter key to mark the end of a log. Each log will be parsed into a complete string with "_CONTENT_" as the key value. When Log Index is enabled, you can search for log content via full-text

search. The collection time is the log time.

Filter »

After Filter is enabled, logs will be collected according to the rule specified by you. For keys, perfect match is supported. For filtering rules, regular expression match is supported, for example, collect logs

containing ErrorCode = 404.

ave Cancel

4. 23 9 £ P 74
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[25 galEs FFol/s/[U% B oS HEoilx

[25 g F5roll/s/[et Be FFAH

[55 HelEz] FEof]/x/[A% 5 o|F Fro|Jx[A% w AAaH]
(25 daEg dEojl/x/A[25 BAFAlx

o :
e
g
obgysy, e oz BA
= o] T4 =
HT Rt | E_édz\_l
o] doA 21 1 AZL thea}t 74
: AN~ th /var/log/nginx/**/access. log .LogListener ut o2&
1. /var/log/nginx ~ -
=1 Argstol 2 1k BUE]Y access. log AFo] ARo nE
59 tg &g /var/log/nginx .
ol oollA 21 md A2+ o2t 5
: * A t}. /var/log/nginx/*%/%. log .LogListenerZA] =17} ot
2, /var/log/nginx - g -
A o]2Ql 21 e . log FFo] AR BE Fe dHE

2] /var/log/nginx .
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Collection Configuration

Collection Status

«©
| @)

LogListener
Don't need to enable this switch when collecting logs of Flow Logs and CCS or uploadin
specify a log format parsing rule.
Collection Path Fiad
Loglistener 2.2.2 or later versions need to be installed on server groups
Log directory prefix shall start with "/”. File name cannot start with "/, For example: /dat
directory prefix and file name only support two wildcards, "?" and "*".,
Server Group Please select ¥  Create Server Group
Key-value Extraction Mode Select All
intd a complete strir
Select Server Group : Q
Filter
cvim :
2cifed by you. For ki
containina FrrorCode — A0

Cancel

6. oj2] 9] Hx HAE mt M=
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X7 # FE RE

Key-value Extraction Mode

Filter

ofg] & A

Cloud Log Service

o

E

Sxttoie] 9] MA HAES =FU

Full text in a single line

Full text in a single line
JSON
Separator
Full text in multi lines
Full RegEx

E o] 21 25 A4

a. 47 & FF ZEGATol 29 HA HAE,

b. 27 mtelofA] et A= T of & 2S5 HARITL A WA o] AFor Fx AP
c. A5 A4.

d. A+ TAAS AHFo2 PYsted 7S ey

First Line Regular Expression

o Auto-generate Enter manually

10.20.20.10 - - [Tue Jan 22 14:24:03 CST 2019 +0800] GET /online/sample HTTP/1.1 127.0.0.1 200
628 35 http://127.0.0.1/group/1_
Mozilla/5.0 (Windows NT 10.0; WOW64; rv:64.0) Gecko/20100101 Firefox,/64.0 0.310 0.310

Highlighting indicates that the RegEx match the first-line content

@

Auto-generate

First line regular expression must match the entire first line rather than the beginning content of this line

ojg] & A "HAE e 25 508 YH:
a. AA7] gt = ZegXtolz] 29 A HAE,

b. 271 wAoA ozt AxZ ©el oy = 232 B X dix 3o zi=o g 7+ mAEUCL)
c. T2 HAFAS dYstdF
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0. 740 HEHoR gL HAFch

First Line Regular Expression Auto-generate o Enter manually

10.20.20.10 - - [Tue Jan 22 14:24:03 CST 2019 +0800] GET fonline/sample HTTP/1.1 0.0.1 200
28 35 http://127.0.0.1/group/1

Mozilla/5.0 (Windows NT 10.0; WOW&4; rv:64.0) Gecko/20100101 Firefox/64.0 0.310 0.310

Highlighting indicates that the RegEx match the first-line content

[\S+).* Verify ®

First line regular expression must match the entire first line rather than the beginning content of this line

o] IE= Hl2YA g7 et F23 =21 dlojHE TEIYStE o =] He TEHY HF3e FetES
Zejy F3Zo] Perl HF EFAo|1 MAE He|y 2ol A& F2Q A A dx|st
of Bagh £ 9l&yrth.

ozl & A "§lAE RTojA  CONTENT 7|2 o2 XA "HlAE 7] o]E 02 ALSHUth o8 & A g
2E ol 27 dE thgy &yt

10.20.20.10 - - [Tue Jan 22 14:24:03 CST 2019 +0800] GET /online/sample HTTP/1.1 127.0.0.1 200 62
8 35 http://127.0.0.1/group/1
Mozilla/5.0 (Windows NT 10.0; WOW64; rv:64.0) Gecko/20100101 Firefox/64.0 0.310 0.310

IP 24 10.20.20.10 , 7] A7 CONTENT 13 c}S =Ea 3L (o)z AAsUch 10.20.20. 10, .

cheat ZUch 2el. 5% Jlof sl = ool W 7

2IQI0LS 24 MR AME dolx 21 AlESh ABS Hesinsdl, Axsoly 21 AAS AR

©2013-2019 Tencent Cloud. ALl rights reserved. Page 28 of 80


https://console.cloud.tencent.com/cls

@Tencent Cloud Cloud Log Service

Yesterday Last 7 days 2019-09-19 00:00:00 to 2019-09-12 23:5%:59  [£

Logset cls_project ¥  Log Topic | test -
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x| RegEx =1 4~A

z|Z AHIo|E E#&: : 2019-12-31 15:24:43

A RegEx = RegExE E3] 2a0A o8] 7]-3F AL ZE6t= ¢ AF2EE 21 &2 2=yt st =
| BlaE Agtwbole] & Mx) YAE AETAY. HA Regix RES 1AW 27 oals JYstn A
Ll Ut Al&RolA = A ZAAY X gl wet AdE 71-gh e FEFUT WA
A 225 SAsHE Yol s dddch

10.135.46.111 - - [22/Jan/2019:19:19:30 +0800] "GET /my/course/1 HTTP/1.1” 127.0.0.1 200 782 9703
"http://127.0.0.1/course/explore?filter%5Btype%bD=al l&filter¥%5Bprice%bD=al l&fi lter%5BcurrentLevel
Id%5D=al L& rderBy=studentNum” "Mozilla/5.0 (Windows NT 10.0; WOW64; rv:64.0) Gecko/20100101 Firef
0x/64.0” 0.354 0,354

THE AHgA Aol AL e ZaUdh

(¥SH)L¥[I+ (FLL7: 14 ¥ol+: ¥d+: ¥d+¥s¥S+) ¥s” (¥wt) ¥s (¥S+) ¥s ([ 77 ]4) "¥s (¥S+) ¥s (¥d+) ¥s (¥d+) ¥s (¥d+) ¥s”
([7714) 7% ([7714) "¥s+ (¥S+) ¥s (¥S+) . *

ek

(LSe () 28 ARG 7 289 7] o582 thaw 2o AT 4 A&tk

body bytes sent: 9703

http host: 127.0.0.1

http protocol: HTTP/1.1

http referer: http://127.0.0.1/course/explore?filter%5Btype%bD=al L&filter%5Bprice%bD=al l&Filter%5
BcurrentLeve lId%5D=al l&orderBy=studentNum

http user agent: Mozilla/5.0 (Windows NT 10.0; WOW64; rv:64.0) Gecko/20100101 Firefox/64.0
remote addr: 10.135.46. 111

request length: 782

request method: GET

request time: 0.354

request url: /my/course/1

status: 200

time local: [22/Jan/2019:19:19:30 +0800]

upstream response time: 0.354
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Full Regfx RES ool o 20l 7] 2k 4 2% AAPUCh o3 2 AH HAE A=

2, 210 FA 7}

A 27 NEES MYst2 4] 2718 F23 271 34| o] test-totalS YUY

rol

Add Log Topic

After a log topic is created, click "Configure” to make corresponding configuration,
including LogListener configuration, shipping configuration, etc.

Log Topic Name

Chars from a-z, A-Z, 0-9, _and - are allowed and the length is limited to
1-255 chars.

Cancel

3. LogListener ZMH 4

O.

LogListenerol Al £3H 21 FEHZ FEHSUHUYRER 4o F4lo] JHUth. A FAdEo|A7F 1Y 2E
2 solgiyth. 2/4dsk3 el allogListener.

©2013-2019 Tencent Cloud. ALl rights reserved. Page 31 of 80


https://intl.cloud.tencent.com/document/product/614/32284
https://console.cloud.tencent.com/cls

@Tencent Cloud Cloud Log Service

Collection Configuration

Collection Status ()
Loglistener ()

Don't need to enable this switch when collecting logs of Flow Legs and CCS or uploading logs through API. To use Loglistener, you need to configure a collecticn path, associate it with a server group and
specify a log format parsing rule.

Collection Path il

Log directory prefix shall start witl ile name cannot start with "/". For example: /data/log/**/error.log. The LogListener will collect the log files matching at all levels under the directory prefix.The

directory prefix and file name only support two wildcards, 7
Sefver Group Please select v Create Server Group

Key-value Extraction Mode Full text in a single line A

Click the Enter key to mark the end of a log. Each log will be parsed into a complete string with "_CONTENT_" as the key value. When Log Index is enabled, you can search for log content via full-text
search. The collection time is the log time.

Filter C)

After Filter is enabled, logs will be collected according to the rule specified by you. For keys, perfect match is supported. For filtering rules, regular expression match is supported, for example, collect logs
containing ErrorCode = 404.

Cancel
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o] dlofjA] 21 T AL tieat z&y
: OHA|A T} /var/log/nginx/**/access. log .LogListener o]_‘:'—__O_
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=1 AFESte] 21 1 ®UE(F access. log 20| HFol7t A
= &2E o9 &g /var/log/nginx .
o] oofA] 21 T AL tieat &y
. *, A t}. /var/log/nginx/*x/*. log .LogListenerZtA] EA=}7t mhel
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2] /var/log/nginx .
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[ i 7(41'—‘ 7} ojw-
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E3a] /var/log/nginx .
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Collection Configuration

Collection Status

«©
| @)

LogListener
Don't need to enable this switch when collecting logs of Flow Logs and CCS or uploadin
specify a log format parsing rule.
Collection Path Fiad
LogListener 2.2.2 or later versions need to be installed on server groups
Log directory prefix shall start with "/". File name cannot start with /", For example: /dat
directory prefix and file name only support two wildcards, "?" and "*".,
Server Group Please select ¥  Create Server Group
Key-value Extraction Mode Select All
intd a complete strir
Select Server Group : Q
Filter
cvim :
2cifed by you. For ki
containina FrrorCode — A0

Cancel

6. %X Regkx == 4]

A7) 3 FF REHX A RegExs FEUTH
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Key-value Extraction Mode Full text in a single line v

Full text in a single line
JSON
Separator
Full text in multi lines
Full RegEx

Filter

6.1 =4 49

A7) RegEx oA HolE Regkxll Al 7]-zk o] 2ZPUCE A4S YHReobx 752 FRFUCL A5 A
o] MTSHH Regfx RE HZFL 915 45 HC2 AE 4 sk

o AT BT

a. AZ 212 YUY
b, 4 Bl BRI 20E MEFHTHIFI YT 21E 7] F 15O FEsets nAAL B
Ay
c. F=¢ EE 7| & e 1SS wizbA] "bEA"E HEyh
d.2Hs . 20 IESHE 9I%t Regix & EEE AU
Key-value Bxtraction Mode | Full RegEx v

Define log parse rules with regular expression(LogListener version 2.2.2 or late
Regular Expression O Auto-generate Enter manually

10.135.46.111 [22/Jan/2019:19:19:30 +0800] Group

Highlighting indicates that the RegEx match and extract grouping content

Auto-generate @

To extract key-value pair, use "()" to mark the key-values related RegEx (Chinese characters are not supported now). Full RegEx parse will regard "()" as capturing groups which will be parsed into key-value
pair

Parsing Result

key value

10.135.46.111

[22/1an/2019:19:19:30 +0800]

The key in the extraction result is not repeatable

. 25 A
2. ME 278 g
b, Ak EHAS SF02 Yk,
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] = ]/\Eﬂ ] -] /\Hu ]- * J,]- ‘];].: ] o:]HE_ 7:17\%&41:].
c. 4%, AlAHA 27F A4 = A|or=A 2E 249 .
Key-value Extraction Mode Full RegEx A
Define log parse rules with regular expression(LogListener version 2.2.2 or later
Regular Expression Auto-generate o Enter manually
10.135.46.111 - - [22/Jan/2019:19:19:30 +0800] "GET /my/course/1 HTTP/1.1" 127.0.0.1 200 782 @
9703 “http://127.0.0.1/course/explore?
filter%5Btype 5D =all&filter%5Bprice% 5D =all&filter%5BcurrentLevelld%5D=all&orderBy=studen
tNum” "Mozilla/5.0 (Windows NT 10.0; WOW64; rv.64.0) Gecko/20100101 Firefox/64.0" 0.354
0.354
OSH)IMI+OIAT+Ad+0d+ 0 H3\S N O+ PsOS+ NS ([ T+ (S +MsOhd + s + s (vd + s ([ T+ Verify @

Cloud Log Service

To extract key-value pair, use "(
pair

Parsing Result
key

)" to mark the key-values related RegEx ({

(Chinese characters are not supported now). Full RegEx parse will regard "()" as capturing groups which will be parsed into key-value

value

10.135.46.111

[22/1an/2019:19:19:30 +0800]

GET

J/my/course/1

RegbxF& REE ootal AT A& Ee meo BAQl] 2% At EAHYLL Z 7] 3
aEo] disl 7] o]l§2 AslloF dYtt. o] o] A HAo| AREHYTH

7. 8 =3 AR

o B AZRE Z S9dYTh

o 279 time £42 £ AIRF = 4 YA Zo] o) Aot

o A AIZF: 279] time £A4L CLS7 218 445 AJ7tol| ola AA YT

o & ERIARIE: 279 time &/do] Y 29| EfYARIzo) ofs) AAHYr}

7.1 270 i3t A7 402 £ A|7F ALE

Collection Time

When it is enabled, log time is marked by

7.2 9N BUAYRE 230 A7 $402 AHE

©2013-2019 Tencent Cloud. ALl rights reserved.

y the collection time. When it is disabled, you need to specify a field as the log time.
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Collection Time C)

When it is enabled, log time is marked by the collection time. When it is disabled, you need to specify a field as the log time.

Time Key

Time Format Parsing

Second can be used as the unit of log time. If the time is entered in a wrong format, the collection time is used as the log time.

g2 AIZH W4 T FAE ke W) AUy
EFJAEHI: 10/Dec/2017:08:00:00 05":} 9_—,]'?_1 %d/%b/%Y : %H: %M : %S .
of 2: Yzl EFYAEIZ: 2017-12-10 08:00:00 FA] =Hl: %Y-%m-%d %H:%GM: %S .
Bt A

I: 12/10/2017, 08:00:00 FA] Z2l: %m/%d/%Y, %H:%M:%S .

=

A Agstel 7 Algo] 21 Ao A

o
o] WelL vzUs o] fet 3 21 dolgg WejHsle o £go] He WY FHe FrelEs
AALYEUT. D F2o] Perl A7 B0l ANE WE FHo] 4F X A AT L5}
£ 218 Sqsle] B & Asyrh,
W7 Regbx Zed 212 24 wle ol 7]-glo) wet 242 WERsol Ttk o2 Sof AlE ==
Full RegEx mE=2 BEASH & 4£Z] Arel] ZFo] 400 == 50090 RE 212 £S5 7|2 Status® AASHD
..]

Y 328 40002 AAF ) |500.

0. U2 HAlstch
Z0I0LS 4, 20 AMES =27 27 NES 21 FA= s
Ao] Az,

SA. s AN 7)1zl wet 21 7

o
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Yesterday Last 7 days 2019-09-19 00:00:00 to 2019-09-12 23:5%:59  [£

Logset cls_project ¥  Log Topic | test -
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JSON =271 43

z|Z AHIo|E E#: : 2019-12-31 15:24:43

7H_

JSON 2 R W AZe) 712 BE oFom A% 5L, A WM AF %S WE GO et A

235 FxsEYTh ¥n .

ae

JSON WAle] Qi 2o chewt Zokn ZPgRy

{"remote ip”:”10.135.46.111”,”time local”:722/Jan/2019:19:19:34 +0800”, "body sent”:23,”responseti
me”:0.232, "upstreamtime”:”0. 232", "upstreamhost”:”unix:/tmp/php-cgi. sock”, "http host”:”127.0. 0.
1”7, "method” : "POST”, "ur l”:”/event/dispatch”, "request”:”POST /event/dispatch HTTP/1.1”,"xff”:"-","r

eferer”:"http://127.0.0.1/my/course/4”,”agent” :"Mozilla/5.0 (Windows NT 10.0; WOW64; rv:64.0) Gec
ko/20100101 Firefox/64.0”, ”response code”:”200”}

277} 22sEH teTt 2o| 217 WAEYC

agent: Mozilla/5.0 (Windows NT 10.0; WOW64; rv:64.0) Gecko/20100101 Firefox/64.0
body sent: 23

http host: 127.0.0.1

method: POST

referer: http://127.0.0.1/my/course/4
remote ip: 10.135.46.111

request: POST /event/dispatch HTTP/1.1
response code: 200

responsetime: 0.232

time local: 22/Jan/2019:19:19:34 +0800
upstreamhost: unix:/tmp/php-cgi.sock
upstreamtime: 0.232

url: /event/dispatch

xff: -
Aed 74
1. &0 219

E2IRICLS &5 AdHstalzl AE wrejedso sy
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Add Log Topic

After a log topic is created, click "Configure” to make corresponding configuration,
including Loglistener configuration, shipping configuration, etc.

Log Topic Name

Chars from a-z, A-Z, 0-9, _ and - are allowed and the length is limited to
1-255 chars.

Cancel

3. LogListener ZaM 14
Loglistenerol 4 448 27§92 2YFTHYLEE 4T 7o) Ygick DAY TaslolA7 BY BE
2 oyt &5k

Collection Configuration

Collection Status

«©
«©

LogListener
Don't need to enable this switch when collecting logs of Flow Logs and CCS or uploading logs through API. To use LogListener, you need to configure a collection path, associate it with a server group and
specify a log format parsing rule.

Collection Path Enter a directory prefix dcard format /(| Enter a file name in
LoglListener 2.2.2 or later versions need to be installed on server groups.
Log directory prefix shall start with "/". File name cannot start with "/". For example: /data/log/**/error.log. The LogListener will collect the log files matching at all levels under the directory prefix.The
directory prefix and file name only support two wildcards, *?" and "*",,

Server Group Please select ¥  Create Server Group

Key-value Extraction Mode Full text in a single line v

Click the Enter key to mark the end of a log. Each log will be parsed into a complete string with "_CONTENT_" as the key value. When Log Index is enabled, you can search for log content via full-text

search. The collection time is the log time.

Filter O

After Filter is enabled, logs will be collected according to the rule specified by you. For keys, perfect match is supported. For filtering rules, regular expression match is supported, for example, collect logs

containing ErrorCode = 404.

Save Cancel
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Collection Configuration

Collection Status

«©
| @)

LogListener
Don't need to enable this switch when collecting logs of Flow Logs and CCS or uploadin
specify a log format parsing rule.
Collection Path Fiad
Loglistener 2.2.2 or later versions need to be installed on server groups
Log directory prefix shall start with "/”. File name cannot start with "/, For example: /dat
directory prefix and file name only support two wildcards, "?" and "*".,
Server Group Please select ¥  Create Server Group
Key-value Extraction Mode Select All
intd a complete strir
Select Server Group : Q
Filter
cvim :
2cifed by you. For ki
containina FrrorCode — A0

Cancel

6. JSON == Ef
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AR7| # FE REYATES.

Key-value Extraction Mode Full text in a single line v

Full text in a single line
JSON
Separator
Full text in multi lines
Full RegEx

d of a log.

bg time.

Filter

d 22 Efelagimol oj3) ejHuch
. 53 AZE: 2719 tine $4L (LS7F 218 548 Azt ols) AAEUT
o YE ERJARZ: 279 time &/do] Y& 219 el]Arizo] o5 AXHYt).

Collection Time ()

When it is enabled, log time is marked by the collection time. When it is disabled, you need to specify a field as the log time.

7.2 YA EYARIEZE 239 AZF £ ARG

[

44 Aol ARE HgtoR AAE e def efdamimol tigh AR 7] W HAEF AR BY P4S ey
o}, W3 AL BE strtime 42 YU

Collection Time C)

When it is enabled, log time is marked by the collection time. When it is disabled, you need to specify a field as the log time.

Time Key

Time Format Parsing

Second can be used as the unit of log time. If the time is entered in a wrong format, the collection time is used as the log time.
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Collection for Tencent Cloud Products

SCF =71

% <duo]E U : 2020-01-02 10:13:58
7HQ.
SCF(Serverless Cloud Feature)S a4 Al Z851H CLSo| 2% we k4 As) 27} MAEH, SCF=
CLSo 9Jsfl 4ae= 25 AAZto R £315}0] (LSofl FAIE 4 on, (LSS Ea) AM, £441, 4H] 5
o] oot 21 AAS +AT 4+ ALUth
d ~  Real-Time
Search
Real-Time Logs Real-Ti
eal-Time
- cos -
E’fj TTmmmee— > Shipping
Serverless Cloud Cloud Log Service " | Real-Ti
Function (SCF) (CLS) :\E eal—lime
i Consumption
- Crafaka
A =4
CLsZHg3tE] A5
O —
A2 G
L RIOQICLS 24, 2O ME ¥ 23 FES AT 21 HE 9 SCFt 5L Jejoz MHASIA|
Q. AME X I IS FAT 4 sUch AARE Wge oheg IARFAAe. =T Heh 9 A o
=
2. RIQISCF 248 FFYLh 7|69 Dol o< AHlA B2 HojzE gyt
. RIS AN gElEtE e 49 olES 21| pAHoIx7E EAHYLH HojR] REXK AT mA|Ed
MEY7)s RS HAsW b3} o] sHAlL.

©2013-2019 Tencent Cloud. ALl rights reserved.

Page 49 of 80


https://intl.cloud.tencent.com/product/cls
https://console.cloud.tencent.com/cls
https://intl.cloud.tencent.com/document/product/614/31592
https://console.cloud.tencent.com/scf/index?rid=1

@Tencent Cloud Cloud Log Service

ol

Lo A7 Agulol Aol 4 AfrjAof s 1AM ARt 20 ME B 2T FRe FAAStEE,

d

Log delivery ® SCF-TEST ¥ SCF-TEST A
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Save Cancel
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Log Topic

Up to 10 log topics can be created

Add Log Topic Q Q

Topic Name/ID Collection Status Log Index Operation

TEST

Collecting Closed Search Delete  Configure ¥
d5cac0ab-cb55-4af6-8ca8-affchbcdde854 IQ

Collection Configuration
Index Configuration
Shipping to COS Configuration

Real-time Consumption

< TEST
Basic Information Collection Configuration Index Configuration Shipping Configuration Real-time Consumption
1. The modified index configuration is only effective for newly written data, and have no impact on the index of the existed data.

2. Delimiter cannot be letters, numbers or Chinese characters. For whitespace characters, such as™\t" "\n" "\r", escaping is required. For other characters, escaping is not required.

Index Configuration

ndex Status ()
Full-Text Index () Case-sensitive

Full-text delimiter 1@#% AR -_=", <= /2 ANty

Key-value Index O
Save Cancel
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Descending Mermory

Log Property Log Data
Detail: Report Requestid faace73f-cdbi-11e9-bd67-52540075364a Duration 0ms Memory: 128MB MaxMemoryUsed 11915264 000000MB

time_: 2019-08-22 16.43.5 FunctionName. scl-cls-tast
» ct-Cls-test Namespace. default
Requestid: faace73f-c4b8-11e9-bd6T-52540075364a
StartTime 1566463437017
Version. SLATEST

time - 2010-D8-72 164 Detail: Report Requestid. d9263¢8a-c4b8-11e0-ba87-5254006e6441 Duration Oms Memory. 128MB MaxMemoryUsed. 12042240.000000MB
- = FunctionName scf-cls-test

opR_ SL-CR-IeN Namespace defauft
Requestld: d9263c8a-c4b8-11e9-bal7-5254006e6d4 1
StartTime. 1566463380769 -
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Index Configuration

ndex Status ()
Full-Text Index () Case-sensitive

Full-text delimiter 1@#%AEH)-_=", <= 2ARE

Key-value Index () Case-sensitive

Key-value Index Field Type Delimiter Operation
remote_addr text v 1@#%M&*()-_=", <=/?[yA\n\ty Delete
remote_user text v 1@#% M &*()-_="", <> /7[\;An\ty Delete
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Index Configuration
ndex Status ()
Full-Text Index O Case-sensitive
Full-text delimiter 1@#%M B ()-_=", <>/HNAME
Key-value Index () Case-sensitive
Key-value Index Field Type Delimiter Operation
remote_addr text v l@#%A & 0-_=", <=/7\An\ty Delete
remote_user text v |@#%A&*()-_="", <>/?\:An\ty Delete
time_local text v 1@#%"8()-_="", <>/7\:\n\ty Delete
method text v {@#%N&F)-_=" <>/2\An\ty Delete
url text 4 |@#%A&*N- ="' <=/FN\:An\y Delete

o] ¢j

CLSE o Al 7HA 2=
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Cloud Log Service

Ship to COS

Shipping Task Name

Logset Name

Log Topic Mame

05 Bucket

Directory Prefix

Partition Format

Compressed Delivery

File Size

Shipping Interval

Advanced Options

test Shipping Logs to COSHA ®

Shipping task name can contain characters from a-z, A-Z, 0-9, "_" and "-".

5ES

- Create Bucket

Select the bucket in the same region as CLS

Enter directon

y prefix

Ship to this directory of COS bucket

Directory is generated automatically based on strptime formatting. For
example, when the partition format you enter is %Y %m%d, the generated
directory may be 2017/07/16. The final directory to which a file is shipped will
be {COS bucket}{directory prefix}{partition format}_{random]_{index}.{type}

»

200 ME &

Uncompressed files for shipping shall be in size from 100 MEB to 10 GB

300 s @

Shipping interval shall be limited to 60s to 3600s

>

QK Cancel

=
ol
-4
ox,
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49l 2a0) Wgol net 218 AEYA olBE AW 4= A&Uh 7, 7714
o 23t 23 golErt P dxshe

1
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1 A2H g AXFE Fe 4T 5 AsY

oz 7 3te %E3n A 2
Agolat was 4 dgUh. AxshA) @t 21t wjgEA sy o 1o HAIE )2 action BE
7hrwrite 2 AHE A9 207 H4EUh S5} ofRE Adsts UL ) 57k AHE 4 dsUTh

Advanced Options ()

Shipping Filter
key Filtering Rule value Oper...
action N wirite Delete
Add

8] wliroll Al A 32 Forel ulg e L Aol the AT FRE HelF & AFUTk

-~
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veing [ Guangzhos | chengas  Toronto

Cloud Log Service

Shipping Task Management Shanghai

Last 1 hour Last 2 hours Last 6 hours Last 12 hours Last 1 day

Logset  dlsproject *  LogToPic  ngim access v Shipping Task Name  test

Time Range of Log Data Start Time +

2019-05-10 19:48:20 to 2018-05-10 19:50:00 2019-05-10 19:56:40

2019-05-10 19:43:00 to 2019-05-10 19:46:40 2019-03-10 1%:56:40
2019-05-10 19:46:40 to 2019-05-10 19:48:20 2019-05-10 19:56:40

2019-05-10 19:50:00 to 2019-05-10 19:51:40 2019-05-10 19:56:40

s 2kl Tl Qlefslol o)A e, 21 HE
ARE 2 4 d&Uc

s 74 47

ICLS
. mEchls AAAE G FolA "uis A B
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You can view the shipping tasks of the last three days and retry the failed shipping tasks of the last three days.

E, 2O AR Y 2%

A 2" Ho|NZ o5
HE, 21 A= 2

Cloud Log Service

>
32
rr

wojA 2 ol s,

2019-05-10 18:56:44 to 2019-05-1019:56:44 [

Refresh Disable Shipper Madify Shipping Config

End Time & Shipping Task Status T Operation

2019-05-10 19:56:41

Successful

2019-03-10 19:56:41

2019-05-10 19:56:41

2019-05-10 19:56:41

o

2

c
o

o d
A~
=&

Hlo|A = o] F gttt
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@Tencent Cloud Cloud Log Service

Confirm to disable Ship to COS?

When it is disabled, logs will not be shipped to COS.
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), BINE ZEke T (0SS EA43stn 9o 210 HFlS wSo] uij4ghych
oA Aol S 4 ddto] A=Al FIF Y

B DlERsSRD AEE A ol
L wlg AQe 27K 20 WY AYSHL "YU AE ID/0]B"S Sste] "AlR BR” HolAZ o] 5E
ct.

o a

Logset Name/ID Creation Time Operation

testa R 2019-05-09 11:07:09 View Search Delete
Oabceb2a-
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hoEd 20 FES F2 SHiX]-X008 oz viE S A7 Ho|A 2 o] F

o

Log Topic

Up to 10 log topics can be created

Add Log Topic [ % Je]

Topic Name/ID Collection Status Log Index Operation
test Collecting Closed Search Delete
f2594ab8-1893 Configure ¥

Collection Configuration

Index Configuration

Shipping to COS Configuration

Real-time Consumption

Total 1 items Lines per page: 10 171
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. B vl 2eg A Fhtsboeosel sigTlolA S Agstel 74 e gAstacte.

Ship to COS X

o Basic Configuration [

Shipping Task Name Enter shipping task name Shipping Legs to COSpa

Logset Name test-a
Log Topic Name test
COS Bucket Select a COS bucket * (0 Create Bucket

Select the bucket in the same region as CLS

Directory Prefix Enter directory prefix
Ship to this directory of COS bucket, directory prefix cannot start with
I.'I||III

Partition Format

Directory is generated automatically based on strptime formatting.
For example, when the partition format you enter is %5Y%m%ed, the
generated directory may be 2017/07/16. The final directory to which
a file is shipped will be {COS bucket}{directory prefix}{partition
format}_{random}_{index}.{type}

File Size 200 ME

Uncompressed files for shipping shall be in size from 100 ME to 10
GE

Shipping Interval 300 5

Shipping interval shall be limited to 60s to 3600s

Mext Cancel

‘guliE @A (Ship Format)S AEisto] wig, 4= FA Bl vlE ZE S AREE & A=A AR
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Ship to COS

@ Basic Configuraticn

Shipping Format G json
Compressed Delivery ()
Compression Format gzip

Advanced Options ()

Shipping Filter
key

Add

o Advanced Configuration

Filtering Rule value Oper...

Mo shipping filtering rule yet

CSVE AEsHE A9 7], TE 715, olAdlolx 21}, fEsHA ghe WE AHz, 3
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52 AAslor gyt

Ship to COS

@ Basic Cenfiguration o Advanced Configuration

Shipping Format

Separator

Escape character

Invalid Field Filling

Key in First Line

Compressed Delivery

Advanced Options

json 0 csv

Key Operation

Mo contents yet

Add

Space ¥

The separator between fields in the C5V file

Single quotation mark -

If the value fields contain the selected separator characters, the separators will

be enclosed by escape characters.

MNone -

If the configured C5V key-value field is an invalid key, the invalid field will be
filled.

>

Write the keys into the first line of C5V file (disabled by default)

Back Cancel

°N°
3

Cloud Log Service

o 7]z CSV ubdof 7] =4

7| Wegych,
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.

o 3 WAl o) A1: oS mle] R WAl B0 A2 Ul uyshY).

Shipping Configuration

Add Shipping Task 0 QqQ

Shipping Task Name/ID Bucket Creation Time Shipping Status Operation

test
- 2019-05-1016:20:20 @) Modify Configuration  Delete
£Jaab.

Total 1items Lines perpage: 10 v 1M
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o
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oz 21 W A=zl & w7l ofgo A= U {C0S bucket}{directory prefix}{partition
format} {random} {index}.{type} 2, Hwo|L. {random} {index} FZrAv]c}.

A ZAS mhE A7) WSt strtime RS 7|Hlo g dlEa|s} AFEo g et / C0S FFEE 9]
2 Wy e JepdUh bucket test/ A|ZHS 2018/7/31 17:14¢)Uth

= 7HHE 5o 2% 99 34 CoS utd A=

e Ag 23 AE/ %Y /%m/%d EE test: Logset/2018/7/31--

1y Ag 23 AE/ %Y%m%d/%H 55 test: Logset/201880731/14--

1y Ag 21 NE/ %Y%m%d/ Log EE test: logset/201880731/log—-

HUr] Mo 21 mdS 4= 4 A5 AEHA]
W2 gzipdt lzopdY Tt
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(B) gd 37]
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Shipping Filter
key Filtering Rule value Oper...
action = write Delete
Add
oA o] WA HAE RE e o] 29 A HAE REoM 20 HAS #¥ste Fe 7E Tl
chewt ZaUh_g4-

©2013-2019 Tencent Cloud. ALl rights reserved. Page 70 of 80



&2 Tencent Cloud

Log Consumption
CKafka Consumption
anl 2 A
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o 2]z

CLS+= Ckafka QA2
15 BYSHE

. o] HolM=

AA =4

BAE Zeteco] Zetet mAlA] t7]Y (CKafka)o] BAJ3te] 1l Ckafka
A7t 23 FAeh 5L Aol A=A
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3, AR AR mo|x 2 0158}71 9|3l Ckafka
LoAMRSE 201 & 22 ZHo oheHix>AIATE

o= 7(

4~H|Ckafka 4H] H|o]X]= 2y},

Topic Name/ID Collection Status Log Index

TEST
d5cac0ab-ch55-4af6-8ca8-affcbcddeds4

Collecting Enabled

. BFY g E7IEHEAH o)A 2EF] Ckafka &HE S

©2013-2019 Tencent Cloud. ALl rights reserved.
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Cloud Log Service

27 ol thsl Ckafka ARE

AA"A Bl AR tf7]E F

S,

Operation

Search Delete Configure ¥
Collection Configuration
Index Configuration

Shipping to COS Configuration

Real-time Consumpticn
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). Ckafka AH|ES Z/dgtstal AH|E Ckafka AAEA 2

< TEST

Index Configuration Shipping Configuration Real-time Consumption

Basic Information Collection Configuration

Real-time Consumption
CKafka Consumption ()

CKatka instance Select a CKafka instance ¥ (]

Ckafka has open source version and non-open source version. CLS allows only open source instances to consume log data.No Ckafka instance?Create CKafka Instance

Cancel

. Ebel bl2|Rs| 2 BECKafkaS BASEUT) Ckafka 4u]o] AEj7L "AlRE 02 BAEW AZdon $45)

Real-time Consumption

CKkafka Consumption  Closed
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Permission Management
CAN A~ gt

2= Ago|E Ym}: : 2019-12-31 15:24:44
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Ytk A& S0, AF&AFA| LlistTvisual 24 #
Ao 2E 20 &5 552 IAE 4 JsYrh 232 Zo™ LlistTvisual 2ol gl AMHARE

21 FA4E = 5 sy
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128 A

|

24 270k oLso] ofet mE Wt

My: 2E A4 (uin:123456789) atg] AH i TEAUR oMl 2 Q] HolZeler 20 Aula 24,

“version”: 72.07,

"statement”: [

“action”: [

"C l_S : *”

1,

” ” ” ”
resource”: "x”,

"effect”: "allow”
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il
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: FE A (uin:123456789)2 k9] A Ev F&AUA B2 FoAdUth S E 20 AMH[A FE

FE AHY 21 HE 52g Futh

o Aslo] A9 21 AJE(abc d0000-abcd-abc d111110000)f T3t 7|2 AR W 27 = 229 AU}
o A 21 MES] 21 FE(123e4567-e89b-12d3-A456-426655440000) 0l TSt 7|12 A (HE, QEA, Hjs
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“version”: 72.0”,
"statement”: [

{

"effect”: "allow”,
“action”: [
"cls:listLogset”
1,

"resource”: [
”qcs::cls:ap-shanghai:uin/123456789: logset/*”

]

b,

{

"effect”: "allow”,
“action”: [
"cls:listx”,
"cls:getx”

1,

“resource”: [
"qcs::cls:ap-shanghai:uin/123456789: logset/abcd0000-abcd-abcd-abcd-abed11110000”,
"qcs::cls:ap-shanghai:uin/123456789:topic/123e4567-e89b-12d3-a456-426655440000”

~ ]~ L

M: E A (uin:123456789) & 59 AY EE FEALA 4 Helgueh.0Ls 24

2E AH A¥ 1% 228 UL
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. AW 22 9 ez zgeio] Aslole] RE A 1o oidt Fre By
CAN Q1= HFe thew} ZrUch,

{

"version”: "2.07,
"statement”: [

{

"effect”: "allow”,
“action”: [

"cls: listMachineGroup”,
"cls:getMachineGroup”,
"cls:getMachineStatus”
1,

“resource”: [
"qes::cls:ap-shanghai:uin/123456789:machinegroup/*”

-~ L ~ L4

24 A2 g2 A Ask

Ar: FE A (uin:123456789) Sk A E= 52 dAolA Foigt dsto]l 211 HedellA =27 =5 A4
(123e4567-89b-12d3-A456-426655440000) 2] H(abc d0000-abcd-abc d111110000).CLS <.

CAM 15 A2 tha3t 25Ut

“version”: 72.0”,
"statement”: [

{

"effect”: "allow”,
“action”: [
"cls:listLogset”
1,

"resource”: [
"qcs::cls:ap-shanghai:uin/123456789: logset/*”

]

b,

{

"effect”: "allow”,
“action”: [
"cls:listTopic”

1,

” ”
resource”’: [
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"qcs::cls:ap-shanghai:uin/123456789: logset/abcd0000-abcd-abcd-abcd-abcd11110000”

]

1,

{

"effect”: "allow”,
“action”: [
"cls:searchLog”

1,

"resource”: [
"qcs::cls:ap-shanghai:uin/123456789: logset/abcd0000-abcd-abcd-abcd-abcd11110000”,
"qcs::cls:ap-shanghai:uin/123456789:topic/123e4567-e89b-12d3-a456-426655440000”

-~ L ~ L

26 4RI A BE 4 AFS NG 0]

A ZE AA(uin:123456789)2 Atsto] 21 H3H(abe d0000-abcd-abe d1110000)2] 21 &H=(123e4567-
e89b-12d3-a456-426655440000) 2] =1 )| (123e4567-e89b-12d3-45656400) )| A] A 2+e] (1234abcd-0000-
0000-0000-0000-0000-0000-1234abc d000)°] H3+S Euc}, (LS =&,

CAM Q1% BAe chewt ZaU
{

“version”: 72.0”,
"statement”: [

{

"effect”: "allow”,
“action”: [
"cls:listLogset”
1,

"resource”: [
”qcs::cls:ap-shanghai:uin/123456789: logset/*”

]

b,

{

"effect”: "allow”,
“action”: [
"cls:listTopic”

1,

“resource”: [

”qcs::cls:ap-shanghai:uin/123456789: logset/abcd0000-abcd-abcd-abcd-abcd11110000”
]

},

{

"effect”: "allow”,
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"action”: [
"cls:listShipper”
1

“resource”: [
"qcs::cls:ap-shanghai:uin/123456789:topic/123e4567-e89b-12d3-a456-426655440000"
]

1,

{

"effect”: "allow”,
“action”: [
"cls:listShipperTask”
1,

“resource”: [
"qcs::cls:ap-shanghai:uin/123456789:shipper/1234abcd-0000-0000-0000-1234abcd0000”

~ ] ~ L

API 271 2o thsh £7] Y therE A
A 2E AA (uin:123456789) 2 319 AN T Z=2dx}of|A|API:

E AA9 2 A= (123e4567-e89b-12d3-A456-426655440000) 0] to|E]S 7|2 ct,
E ARl 2 A= (123e4567-689b-12d3-A456-426655440000) | A] ©o]E]E theZ =3h T},

4

CAM Q1= A

rlo

cheat Ut

{

“version”: "2.07,
"statement”: [

{

"effect”: "allow”,
“action”: [
"cls:getCursor”,
“cls:downloadLog”,
"¢ ls:pushLog”

1,

"resource”: [
"qes::cls:ap-shanghai:uin/123456789:topic/123e4567-e89b-12d3-a456-426655440000”

-~ L -~ L4
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ListMachineGroup A 15 22 U9
getMachineGroup M 5 JE H7]

AFE 15 A4 A O 97

Modi fyMachineGroup Ay 15 ¢4

AFE 12 A AH 15 A
getMachineStatus MY 35 AE 27

PushLog 21 Ad2E
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getCursor AZFE 71808 AXE 7P YL
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Q) 47 Q) 474

PAE WEH] 23 @20 gt 4% 74 85 I
CreateShiper Hj & 4 34

ModifyShiper S 4 =74

SA71E AA—GYTH S g AHA

ListShipperTask HiE e 55 yd

modifyShipperTask Alofsh B4 2 A=
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the HolAlt CAWOIA Ashe Rold 4 9t Abelo] ha) AUt

21 HE

21 F4

e 15

QAAEIA

1. /g5to] AbgAF 2 ME A(uin 123456789)
gcs::cls:ap-shanghai:uin/123456789: logset/{logsetA id}
2. /sto] o] BE ARt gt 21 (uin: 123456789)
qcs::cls:ap-shanghai:uin/123456789: logset/*

1. Arsto] AbgxFe] 23 FA| B(uin 123456789) A A:
qcs::cls:ap-shanghai:uin/123456789:topic/{topicB id}
2. Aslo] AFgAle] BE 27 B (uin 123456789)
qcs::cls:ap-shanghai:uin/123456789:topic/*

1. gsto] A|qo] AREA} @& 2 C(uin 123456789) A}-:
qcs::cls:ap-shanghai:uin/123456789:shipper/{shipperC id}
2. Jslolo A Ahgate] mE 24 A (uin:123456789)
qcs::cls:ap-shanghai:uin/123456789:shipper/*

1. A35lo] AFEAFe] MY 15 D(uin 123456789) 2]AA:
qcs::cls:ap-shanghai:uin/123456789:machinegroup/{machinegroupD id}

2. ASto] Aol = Mu AFEAF 15 (uin 123456789) dAaA:
qcs::cls:ap-shanghai:uin/123456789:machinegroup/*
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