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> BT o

GGGLE!
©2013-2024 &AL E

ASCRAEERULISME ST, RSB Ie BEYT, EIEATEUEMYR LN, Bl D& (e
AR SR

GEavat)!

EHBAT

MEENERBIRGAR KRR ABIN R R (ba) GRFULAFINHEKBRFATE, AR MVE =75 £k
HIRER, HEREDR AT

(k35 AHA]

ASREEAEAE BB RS 0 7 . IRSSHI SN BB, 807, IRSFIINE AT RE AP AEE, 14
AT SRR TR = b, IRSSRIRPSE, RS PRAESE N A G ISR Z ML S RIZTE, FRIEXT HELE, SN,
BTN A SR N B A AT B 7R BGRRR Y K T B ARIE

RN R @ BRI R (sd) ARTERH] 952 414671



> BT
MHFHE R

EMEE g
F4 Windows #5i HEZ CLS
REEWENSUFEE
KR T
CLB Vjjla] H &4
Nginx Vi [0 H& 75 #r
CDN Vilal H&E 73
COS Vijla H &5 #r
Flowlog 4 it H & 53 #r
TKE $HFH &S
TKE # it H&ESH
R
2 Grafana 1y ES &Iy CLS £dEiR
et
LN (1 B 73 R o s ik 2 S
R LAy & B itk S
BOEHITH 2R
i Flink %% CLS H&
ffif DLC (Hive) 73471 CLS H#&
AR,
AT S A
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) i o
KRR

EI:I:\\//%

AN

*£ Windows A5 HEZR CLS

e IS TE] © 2024-01-20 17:28:40

HRE =

A e & ] Winlogbeat B(# Filebeat %4 Windows #1355 H & Ef£ % CLS,

GIEiE=SEs

EFFEHEMRS (Cloud Log Service, CLS) , FHAIENNEIR GIHEEMHEFH)
ETE B =725 ZREXE] Secretld #l1 SecretKeys

PR IR

5 Winlogbeat ¥£& Windows B4 H& L& CLS

&% Winlogbeat

1. §iifF Winlogbeat B W T#;, EFEE T HAVRA,

AL Winlogbeat 7.6.2 KRAHI, s aiE 4L

2. R TR CUR RS C: fE T,

#TE Program Files H 5% T #1#—1 winlogbeat SX {43, FHMRELEEZ R T,
3. LUE T R B3 4TIF powershell, FFHUATAN T @,

RN R @ BRI R (sd) ARTERH] %4 14601


https://console.intl.cloud.tencent.com/cam/capi
https://www.elastic.co/cn/downloads/past-releases/winlogbeat-7-6-2

> BT o

cd C:\\Program Files
cd .\\winlogbeat-7.6.2-windows—-x86_64

.\\install-service-winlogbeat.psl

fﬂ??iiﬁ%#ﬂ ﬁﬂ%ﬁﬁ%&,iﬁ?ﬁ}\ Set-ExecutionPolicy —-ExecutionPolicy RemoteSigned [liEcpasvid
By, sl AL b,
HATE TS, ASR[E T EEE RS,

RN R @ BRI R (sd) ARTERH] 955 $£14601



> BT o

 hinstall-zervice—winlozbeat. ps

Statuz  Name DizplayName

yinlozheat winlozheat

4. PUTAN sy, AR S IER

.\\winlogbeat.exe test config -c .\\winlogbeat.yml -e

WSIRM config oK NIRRT,

RN R @ BRI R (sd) ARTERH] %56 $£14601



> BT o

5. {UTAI T, BT,

Start-Service winlogbeat

HEHEE CLS
£ C:\\Program Files\\Winlogbeat\\winlogbeat.yml SZffH, I output.kafka {ESCNANT TN, FHEL%EE| CLS,

RN R @ BRI R (sd) ARTERH] 957 $£14601



H&IRSS

output.kafka:

enabled: true

hosts: ["${region}-producer.cls.tencentyun.com:9095"] # TODO HEﬁ%ﬂEM:;ﬁ*Wﬁ%EJ9o9a
topic: "${topicID}" # TODO topicID

version: "0.11.0.2"
compression: "${compress}"

username: "${logsetID}"

# ECEE4ET R, XFfgzip, snappy, lz4; Bl 1z4"

password: "${SecurityId}#S${SecurityKey}"

i Wi

RN R @ BRI R (sd) ARTERH]

8 14671



EHBAT

TR LR FF SASL_PLAINTEXT,

hosts VIR ERS L, TEAES L RS AT,

topic BLiE N HEFEM ID, FI4] 76c63473-c496-4660-XXXX-XXXXXXXXXXXX,
username A& N HESE ID, Fil4 0f8e4b82-8adb-47b1-XXXX-XXXXXXXXXXXX,
password }& N ${Securityld}#${SecurityKey}, AT XXXXXXXXXXXXXX#YYYYYYYY,

fEH Filebeat X% Windows X#-HE

&% Filebeat

1UHIE B, EEENRARA, TFEZEET,

2. FF&3EE & E HAR Windows ENUEANERE %, FHHEESE,
3. 4w4E filebeat.yml 21,

Wi .

PR E, BRI,

4. HEIEbRH SR, HEEIECE S GXE D mssql R

RN R @ BRI R (sd) ARTERH]

H&IRSS


https://intl.cloud.tencent.com/document/product/614/50268#hosts
https://www.elastic.co/cn/downloads/past-releases#filebeat

> BT o

# Module: mssqgl
# Docs: https://www.elastic.co/guide/en/beats/filebeat/7.3/filebeat-module-mssql.ht
— module: mssqgl
# Fileset for native deployment
log:
enabled: true
# Set custom paths for the log files. If left empty,
# Filebeat will choose the paths depending on your OS.
var.paths: ["D:/Program Files/Microsoft SQL Server/MSSQL10_50.MSSQLSERVER/MSSQL/Log

5. DUEHE B 5341 powershell, FEHUTAT F a4,

RN R @ BRI R (sd) ARTERH] 5510 H14601



H&IRSS

#HEA filebeat WIFEEE, BAABIRE CTEME
cd c:/filebeat

HUATREMA, 273 filebeat MRS
.\\install-service-filebeat.psl

#)258 mssql AL

.\\filebeat.exe modules enable mssqgl

# LB AT

\\filebeat.exe setup -e

RN R @ BRI R (sd) ARTERH]



> BT o

#2353 filebeat RS

start-service filebeat

LfEHEE CLS
£ filebeat.yml X, ff output.kafka IESCHAN TN, FHELEF CLS,

output.kafka:
enabled: true
hosts: ["${region}-producer.cls.tencentyun.com:9095"] # TODO ARSGHuEL ; A% 9096,

RN R @ BRI R (sd) ARTERH] 12 14601



O BAE o

topic: "${topicID}" # TODO topicID

version: "0.11.0.2"
compression: "${compress}" # BCEEZE AR, ZHffgzip, snappy, 1z4; Hladr1z4r
username: "${logsetID}"
password: "${SecurityId}#S${SecurityKey}"
S8 TR
Pl LHTZHF SASL_PLAINTEXT,
hosts FaIER R EREE, TEANIES L 55 A,
topic FeiE N HEFH D, 40 76c63473-c496-4660-XXXX-XXXXXXXXXXXX,
username A& HELE ID, fil4 0f8e4b82-8adb-47b1-XXXX-XXXXXXXXXXXX,
password 1 ${Securityld}#${SecurityKey}, HilAT XXXXXXXXXXXXXX#YYYYYYYY,

iz PNE

Hireg

J7IN

R

£ 2t Ui 1+ AR5 A
A 9095 gz-producer.cls.tencentyun.com:9095
AL 9096 gz-producer.cls.tencentcs.com:9096

ASCRELLT MR B, PSR I8 75 AN [E) S AR IR, HA SR B b i, EEIRS% o] il -Kafka b

& Hi&,

RN R @ BRI R (sd) ARTERH] 513 H14601


https://intl.cloud.tencent.com/document/product/614/50268#hosts
https://intl.cloud.tencent.com/document/product/614/18940

ébﬁmﬁ o
REAEWFYFHE

ol IS E] ¢ 2024-01-20 17:28:40

TEfIRRS4E R T, HESEE el LR S A s, B Linux R4t T & P grep i B & HATF &2
KRITHE, AR RGN E RN, 2T HEPBIERFNARS#. an BT HRENENL RSS2SR E
BRI S5 B K S 3 H S AR, B IsERes, B8 Y PR A T H M — et e in e 58, e
e,
SR R PR ST grep an R EIIVAH H AT R HEMSS (Cloud Log Service, CLS) , DUIREUAN TAL
e
B FEE IR, ERERSERS SR AITER, ERESE. MIRSERME T I K,

A s AT AT ke R HAE, Sl an 51T R BB AR S5 2 A PR A HE,,
BT HEFHTRI 98, REOCESSHERR, B0 PV, BRI (Al 82 055RRE,
SCITRRI 55 H AR, RS, WBAERI(E 5 2 M IR EGE A,
WiBH :
MR HECERES T CLS, APk HAREMNALERS PP, BT D3 L R HE,

LR HISRE

xRS AR, AIf#HH LogListener /547 HEREZE CLS, Loglistener Z2E1E(EIES UL LogListener 222545
Fo

ATRIE RS 28 R RS54 (Cloud Virtual Machine, CVM) | SERTLUEST A H 8l %% LogListener, i
1HiES U CVM it E51%E LogListener,

GRS #AMHERE, N7 RS0 HEHITE BRS04, TERENRRRER ARG H SN
raACREEE, BlanEm EED

RN R @ BRI R (sd) ARTERH] 14 314601


https://intl.cloud.tencent.com/document/product/614/43571#RetrievalLog
https://intl.cloud.tencent.com/document/product/614/17414
https://intl.cloud.tencent.com/document/product/614/42133

H&IRSS

10.20.20.10 ::: [Tue Jan 22 14:49:45 CST 2019 +0800]

AEREITE <0 Y/ N TR, FENEDTBOE AR

RN R @ BRI R (sd) ARTERH]

:: GET /online/sample HTTP/1.



O BAE o

IP: 10.20.20.10

bytes: 35

host: 127.0.0.1

length: 647

referer: http://127.0.0.1/

request: GET /online/sample HTTP/1.1
status: 200

time: [Tue Jan 22 14:49:45 CST 2019 +0800]

RN R @ BRI R (sd) ARTERH] 5516 H146701



> BT o

BARRIEES W o aTse BRTERDRRFYID HE, CLS ESHFIEN, JSON, FFZ MG, *
HES U RESCRH S

WIRD L FlE RG]

FLESRG |1 HIETE X TR ERR, TRIVEAEMN 4, UETRSRRAE, ¥ TREBEMT R, A
A HEERGDIRE, —HeRELE, HERIES I EERS

WIRS  feRHE

AR LUF T grep ans A, reaanfaf@id CLS SEERSEIAY H B R R,
REIEREHER

RN R @ BRI R (sd) ARTERH] 17 14601


https://intl.cloud.tencent.com/document/product/614/32285
https://intl.cloud.tencent.com/document/product/614/32282
https://intl.cloud.tencent.com/document/product/614/39594

H&IRSS

10.20.20.10 ::: [Tue Jan 22 14:49:45 CST 2019 +0800]

£ CLS Xt M Aykgzfba HiER :

RN R @ BRI R (sd) ARTERH]

::: GET /online/sample HTTP/1.



O BAE o

IP: 10.20.20.10

bytes: 35

host: 127.0.0.1

length: 647

referer: http://127.0.0.1/

request: GET /online/sample HTTP/1.1
status: 200

time: [Tue Jan 22 14:49:45 CST 2019 +0800]

k|

RN R @ BRI R (sd) ARTERH] 5519 H146701



O BAT s

K3 requestiy/online/sample 1Y H &,
i FH grep fi4y -

# grep "/online/sample" test.log

1] CLS fasR )73\ -

RN R @ BRI R (sd) ARTERH] 5520 H146701



H&IRSS

request:"/online/sample"

£hi2

FEZIRESH status 920019 H &,
i FH grep iy -

RN R @ BRI R (sd) ARTERH]



EHBIRE e

# grep -v "200" test.log

KR b, T ATRERAE — 2L HAE R (B 177200, {H status ~E20009FE) o ANFRAEFAGR, WIFHERE
ENFEEF,
1] CLS fasR )73\ -

RN R @ BRI R (sd) ARTERH] #22 314601



H&IRSS

NOT status:200

CLS &SR EMATERIARIR T, BIATRZRAIRASRT status KT T-5000 H &,

RN R @ BRI R (sd) ARTERH]



H&IRSS

status:>=500

£H3

i1t status 1~ 8200119 HESEL
& grep iy -

RN R @ BRI R (sd) ARTERH]



H&IRSS

# grep —-c -v "200" test.log

/1 CLS KR53\ ¢

RN R @ BRI R (sd) ARTERH]



> BT o

NOT status:200 | select count (*) as errorLogCounts

£hla

K2R IR AR status 8200, H. request 24 /online/sample i H &,
i FH grep iy -

RN R @ BRI R (sd) ARTERH] #3526 114611



H&IRSS

# grep "200" test.log | grep "/online/sample"

/1 CLS KR53\ ¢

RN R @ BRI R (sd) ARTERH]



> BT o

status:200 AND request:"/online/sample"

£hi5

K3 request 47 /online/sample 5 /offline/sample Y H &,
i FH grep iy -

RN R @ BRI R (sd) ARTERH] #4528 114611



H&IRSS

# grep -E "/online/sample|/offline/sample" test.log

/1 CLS KR53\ ¢

RN R @ BRI R (sd) ARTERH]



> BT o

request:"/online/sample" OR request:"/offline/sample"

E i3

K% request 27 /online/sample, {H HEXFANZ testlog B HE,
&/ grep iy -

RN R @ BRI R (sd) ARTERH] 5530 H146701



H&IRSS

# grep -rn "/online/sample" --exclude=test.log

/1 CLS KR53\ ¢

RN R @ BRI R (sd) ARTERH]



> BT o

request:"/online/sample"” AND NOT _ FILENAME__ :"test.log"

£hil7

Ki 2% time N [Tue Jan 22 14:49:45 CST 2019 +0800] 1Y HEMAT10/7 H &,
i FH grep iy -

RN R @ BRI R (sd) ARTERH] 532 H146701



H&IRSS

# grep "[Tue Jan 22 14:49:45 CST 2019 +0800]" -B 10 test.log

/1 CLS KR53\ ¢

RN R @ BRI R (sd) ARTERH]



H&IRSS

time:" [Tue Jan 22 14:49:45 CST 2019 +08001"

FERBICRH HESE, fEfEflamd BT XORR, Bin&F %5 SR HE,

RN R @ BRI R (sd) ARTERH]



> BT o

KR A
CLB Viln H & 74
Hear BTN ] @ 2024-01-20 17:28:40

#3591 (Cloud Load Balancer, CLB) fERNTAZ QPS YW %75, fdibizE +oEE, mHERS (Cloud
Log Service, CLS) ijial HENZHARFIZE, & CLB > Vi H&, FRATATLUZEE R BB, AL
ViR H SRR P uiE R, PR R, AT MR AT, s E A R IR SR, A EEN
A CLS 34t CLB Jilal H A&,

Bk R R

INROTTHE R ST S FERagE, BRI S S RE  HAEFE ARG BN, TTHRIE. BT ES
TEJT X IO AR E TR EOR F iR, R HATERARSS Hl S5, F/EAminAEE, SminPNfiEck, i, wIHIAH CLB H
BKEILUTRE

XE PRI VIRINAE, SEIERIEE, ST ERESE,

LSS, GHOME R B A,

FIERSS ¥ T BUELAYIE SRETZ VT M TRLE PR s, WFE LB KBRS RS KR5S a5

LB sZHIRIE S RS ARG AL B St

B I TR T 5

HF CLS M1minIZi 5% R 2 45 HrEE S, FI P Al DUSHEL % CLB 1A HAE M B e, Hus i s 53 A SiHE
5 iR,
S . FFE CLB VA H&E#53 CLS

1. 857 MBI TER A,

2 AEEMISHRED, ERESEpIEE, Ut A KA T,
3. AU \D/AFR, X B B U,

4. ZREFEITIE HBIRBCLS, A FEFTR

HIRESE BLE TN H S o

B2 : BB P 7 [ A e 5 SR
PR IR

RN R @ BRI R (sd) ARTERH] #3535 H14611


https://console.intl.cloud.tencent.com/clb/overview
https://console.intl.cloud.tencent.com/clb/log
https://console.intl.cloud.tencent.com/clb/overview
https://intl.cloud.tencent.com/document/product/214/35063

*

H&IRSS

select time_series(_ TIMESTAMP_ ,

FHIERGT

RN R @ BRI R (sd) ARTERH]

"im',

[

o

IOI)

as time, rou



> BT o

status:>200 | select time_series(__ TIMESTAMP_ , 'Im', '$Y-%m—-%d %$H:%i:%s', '0") as

BB SRS, RIS ETATEN, & TR,
SIS, HMIEEN, FHIMER.

LB SCBIRIEH RS 25 SR0VIERT R

HER 5 TR TR A R FIPEE R, TS LB SSRGS RS FRZS 2.
RSB, AT TS

H

g5
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> BT o

#ia
AL

i

F1 s SCHE 1B

DE3 | B EEPGEE AL

— Bk &%, M5, SMIE. EIE. RS2SR EE R ENE

HETEESD, A BEFIZENT RS LB, LB LHIEEL.

HERTSAL, LB SEHFIZIER 8, SNy LB SKEIEER 9. »xxxx 1 o /NRETAIPREE A H S5 LB SLBIH
B, BEAFERIH1 28,

BESIH R A

HEHINE App i T NHIRKI—RE T ez, —imgimfr R P ktE, 5— rmfa IR EE 5, fis)
HHA. BT EmRRRE, 2EIR, NT5EM KPIBR, SZ8/NMEs T REIRAIE R,

LNV RAEB RS T T R PRI, TR R P AR AL

WREEBIR 4 - Giit Uil TOP HEF, 1R RIERZ N ERBUZ L,

AT EEARLEE P i S SRR oA, IR DT,

HAEEH TR AE ML IRE © ST S AT TE Kok, SHERE S STA D =R 5.

:—‘# A IR Y 73\ Vo
DE SRR
(5 LB Vi Ho, i A AR B e e,

DB TRRYIRE P AR

FIF CLS #2444t IP B%k, FFEF I 1P 8% MY A sl =R,
HRIE 73R

RN R @ BRI R (sd) ARTERH] #4538 H14611



H&IRSS

* | select count(l) as c, ip_to_province (remote_addr)

BRI

RN R @ BRI R (sd) ARTERH]

as address group by address 1



> BT o

* | select count(l) as c, ip_to_country(remote_addr) as address group by address 1i

B2 . i RE LS TOP 8k
http_host 105% T 15 RIVIE K%, @it giiE kIs&m pv, uv, ARG top host HEF,

RN R @ BRI R (sd) ARTERH] 5540 H146701



H&IRSS

* | select http_host, count (*)

SE3 G EP R mER

RN R @ BRI R (sd) ARTERH]

as pv, approx_distinct (remote_addr)

as uv group by h



H&IRSS

* | select http_user_agent, count (*)

BB . G LI ERRIR
http_referer FEZIC 5% T WG AYIH KK,

RN R @ BRI R (sd) ARTERH]

group by http_user_agent



> BT o

* | select http_referer, count (*) as count group by http_referer order by count des
g
E‘xél:l

CLB WyiIal H S 2 HARZAME, B4l pv. uv EHSE, &P mikcsciEgtit, RS, P99, P95 AL}
Fo NTHBHFAPLE M CLB Vil HAE, CLS A1 CLB Bk&FT:E T MBI AL o 5 %R, FHPARIE
CLB Vjln Hi&d%# CLS, BInJ 5 =M,

RN R @ BRI R (sd) ARTERH] 5543 H146701



EHBIRE e
Nginx 75 7] H S 754

BT BTN ] ¢ 2024-01-20 17:28:40

LERaN

Nginx @ EtEaEy HTTP M A Web AR$58:, 25t Nginx HERTDEZHRIEE RIVIME, Bilaniz rEtem
uh, IRPEEEERENE, SBEBIBRSITE, AXNAumEs HEMRS (Cloud Log Service, CLS) X Nginx #1474
Ji 0 HEEHEIZ A,

GlEiE=SEs

EURF Nginx HEBREZR CLS, I 1EfE .
ASCREWRMHE Nginx HERCE

RN R @ BRI R (sd) ARTERH] 544 3146701


https://intl.cloud.tencent.com/document/product/614/32939

> BT o

log_format main 'S$Sserver_name Sremote_addr - Sremote_user [S$time_local] "Srequest
'Sstatus Suptream_status $body_bytes_sent "Shttp_referer" '
'"Shttp_user_agent" "Shttp_x_forwarded_for" ';

173Nl

WAL

RN R @ BRI R (sd) ARTERH] 5545 H146701



A — HERS
HBAT
wmREGR
BN I REIS R B DT A TR AL, PR P RS,

FRRTTR
RS BITER A P E M AR RAERS, IR T ARAERHE L.

* | select time_series(__ TIMESTAMP_ , '5Sm', '%Y-%m-%d %H:%i:%s', '0'") as time, avg

Geit i RAEI X NIRRT, 32 R DT L,

RN R @ BRI R (sd) ARTERH] #4546 H146701



> BT o

* | select time_series(_ TIMESTAMP_ , 'bm', '$Y-%m-%d

o\
fag]
o°
'_l

o
[0)]

-

'0") as time, max

Yo FE B i A T EA TIE AL
B0 /Anm8c.html T Y5 RIAER ok, FEZEXT /4nm8c.html TUE#HTIEME, WIFETHE /4Anm8c.html TG A]
PV, UV. SFIERFIERE, SAESRIRSKE, SRR E. SIS R R R IERT,

RN R @ BRI R (sd) ARTERH] 5547 3146701



> BT o

request_uri:"/4nm8c.html*" | select count (1) as pv,
approx_distinct (remote_addr) as uv,
histogram(method) as method_pv,
histogram(status) as status_pv,
histogram(user_agent) as user_agent_pv,
avg (request_time) as avg_latency,

max (request_time) as max_latency

R 2 s e e [

RN R @ BRI R (sd) ARTERH]



> BT o

BRTR
FEXMEREMIEL, WOSHEIR, MR RRReUREKEFE O, RYEHESEEEE, —BEMERESE, TR,

FRRTTR
FERREAGT I E 080 (BIAH99% I KAL) SRIEN S B Ml SAF RO HER, fEFaME, MAMEMA 5B RE

=

R B NMATESRIE RS, R BE LR, BIANERA FERSIEATE K& (144008 A&7
HIPIFRER RN, 50% 57 (M HYAE RS A/ N190% 73 M R FE R K /N

* | select avg(request_time) as 1, approx_percentile (request_time, 0.5) as p50, app

RN R @ BRI R (sd) ARTERH] 5549 H146701



> BT o

FEAT99% 7 (L HYAE I R T100ms %, I HAE S B E S ER RN url, FIF, BRdHIk HEEE DL

* | select approx_percentile(request_time, 0.99) as p99
BYCEZEER, RIEZEZmEY top url XA FER, HATE S E E 0K,

T P U R O

MH CLS, WA ALUEESEERIEARE, 2 ERMUSTIFEN. ViRl PV/UV gtit, ViR E RS, i+
FISRIR, ViRl HeHEANE(E B m] PR oA
Gritfir— K5 1P HHERRIRIE G

RN R @ BRI R (sd) ARTERH] 5550 H146701



H&IRSS

* | select count(l) as c, ip_to_province (remote_addr)

FREOE— R PV B2 RGN VI RERIE TR, ZRIEATT T,

RN R @ BRI R (sd) ARTERH]

as address group by address 1



H&IRSS

* | select count(l) as pv , http_referer

RN R @ BRI R (sd) ARTERH]

group by http_referer order by pv desc 1i



A BT

‘pv t
13
13
13
13
13
19
32

51

TR — RN PV BRI UV %

IR L BRI (bR ARSUERT]

http
http

http

H &R

referer ¢

://8lome.com/v_19rrknzf8g.html?vfm=m

://82adv.com/1cB3_p/281569/29/17/19/

http:

http
http

http

//Be3cs.com/q595k105z1jn/article/14

://82bal.com/ui/swf/player/v@929/mai

://8kipu.com/ads/index.htm?v=3.63

://jwf.cc:8885/wap/wifi/wait

http:

http

//jwf.cc:8885/wap/wifi/confirm

o/ /www.guilin.cm/

%553 14671



H&IRSS

*| select approx_distinct (remote_addr)

RN R @ BRI R (sd) ARTERH]

as uv ,count (1)

as pv ,

time_series(__ TIMEST



) i o
CDN VjlA] H &7 #r

B BTN E] ¢ 2024-01-20 17:28:40

ERaN

W77 %2 M%s (Content Delivery Network, CDN) 23 B E Y ELKIWEL AL A, AP AT LOESE CDN, P[]
Mg rha R fr, MIRSERTR. fEVIAEAEH, CDN =4 KRB M HERIE, @33t CDN iR HER 74, HF
A DUESR R A FIRE B T CDN LB IMERER o4, IR, & SaAE, DUH AT,

GlER=SEs

£ CDN HEREZEHEMRS (Cloud Log Service, CLS) , PEUL #1ETEE,

175 =aNl

%4t CDN HESHT

A, £ CDN ARSSRM wH, @H XL RMEMI RS, PIRIERXE, SEHEER. BE, EF2RE
MMz T, SXEERIAR SRR r] BEFF N REM & P ERIERY AT TR R, R, @ P 23 —2°K CDN 1y
JFARHE TR, MATELIRA I G512,

XAME U P BT LR RE, MUFRERBAGSYIT KA A ; RN AE—L25F CON HER S
B, PRESEONTIR T, EL H SR SE M DUARIE,

CDN to CLS /5%

B = CDN 5- CLS SCEi4TidE, FH P AILURF CDN YRR SN #3# = CLS, JFFi— P #iH CLS MUk SQL i
REJ], SRR FE ST AP ME RIS B HRR K -

H S —Hss

BECRHE, BETH

Dashboard {{{ZR# 5 H G Rk

— SN B

CDN HENA
CDN HEFEUH

s JFaprHE HE/RSS B
T K] KT L
K K=
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app_id
client_ip
file_size
hit

host
http_code
isp
method
param
proto
prov
referer

request_range

request_time

request_port
rsp_size
time

ua

url

uuid

version

CDN RE#E

Integer
String

Integer

String

String
Integer
String
String
String
String
String
String

String

Integer

String
Integer
Integer
String
String
String

Integer

long
text

long

text

text
long
text
text
text
text
text
text

text

long

long
long
long
text
text
text

long

%R : 5% CON ViR & T —ERES T

RN R @ BRI R (sd) ARTERH]

IEIN=IK= APPID
& i 1P

RN

2217 HIT / MISS, f£ CDN A% sidnrh, R sy

HIT
C €

HTTP AR

HTTP Method

URL # IS8

HTTP FrARIA

DERAED

Referer (S5, HTTP kiFHiiE

Range 2%, 1EKVEH

H&IRSS

HEbRICN

W TR] (Z2ARD) , $E79 R MICEITE SR i i A A [B] L F 2

F S P AE B A I [A)

% i G- CDN 19 U s [, =8, W -
IR B TR

ESRISTE], UNIX ISR, sRA7h @

User-Agent 182

RS

R AME—FRIA

CDN K H S RA

%56 146701
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FERRBEGH TP E 8 (BIAN99% i KIEIR)  SKAE N &5 Bl SN e,
B NMATESRAE 3, TR RE LR
HISFIIERRADN,  50% 2 ALIVAERTR/D,  H190%

H&IRSS

R, MIMEME S
o BRI AN N BB E—KE T (14400580 AN
ILHIEER KN,

I
I~

Ev‘

B0

i
Bf

* | select avg(request_time) as 1, approx_percentile(request_time,

FXT99%MVIER R T100msHHATHHE, HHAEGERERPZRERZEMEA, url, client_ip, LAEPREHWrEE R
Ulo HEWEL TR,

0.5) as p50, app
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* | select approx_percentile(request_time, 0.99) as p99

WS ACEZ R o, fESEERETRREMIESY, FHm P, url, BT GRS E AR,
—H&EEMLS, @IME, BMIE, EES IR E R,

BR2: BRVIFEREEEE, SFLEEEY —ERER, SEENRF

4 DU T TR B TR AV RCR EIREUE N, rTREVPA CDN JE il 55 a HIRI R, sEiERid#, ATATLOEE IRE S EK
M—ENFTEEIN (eg.—m ) TERMIREERF FLIGRBOATIE, RIS EEE —EBEN, SE@EMHF,

Bl — RS R
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* | select * from (select * from

E—rehREIR R
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(select * from

(select date_trunc('minute',

H&IRSS

__ TIME
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* | select * from (select * from (select * from (select date_trunc('minute',

HERISICEMEZ SN (Rl —o 8N REE] - [E—odryiiREdE] > faEBfE

__TIM
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$2.errct-$1.errct >100

CDN REAERET T

CDN #2tHEH, daTHEENNE, FATATLUMNZMNYERE X CDN KRR TR AIMERERET 275 M ST FI 04
e RR R

VT BOR

WERN TR, FEE, EE
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T SRAE S 7

fRRREE
Hiit http_code /NF500/TTE K i AT TH KAV H 77 Lo

* | select round(sum(case when http_code<500 then 1.00 else 0.00 end) / cast (count (

BrzfbR
St return_code /NF400/IERH,  hit 9 “hit” B3R 93 L,
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http_code<400 | select round(sum(case when hit='hit' then 1.00 else 0.00 end)

I T
Gtk — BRI, AT BRI LSS R RER RIS T TR,

H&IRSS

/ cas
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* | select sum(rsp_size/1024.0) / sum(request_time/1000.0) as "SEE T EGEREE (kb/s) "

BERN TR, TRRE., #E
JFEEE E, {#H ip_to_provider EN%EL, fF client_ip ¥ LA N B E R,
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* | select ip_to_provider(client_ip) as isp , sum(rsp_size)* 1.0 /(sum(request_time

TSR AR M
RV TAIRE R F2 AR5 1 1A T ST, RTARTE N FH SE RIS ORI 0 & 5 A AIE IS A ) 25 11
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H&IRSS

* | select case when request_time < 5000 then '~5s' when request_time < 6000 then

CDN RERMERET T

IR R—IE

|= =5
rEFS

MiARSS AR B — A, B IERAYI R, 2L POaUE (L AT IR QPS MILLplZ2Z 2,

FATURIENERCR, REMMIE, SsE/A X, BNERAMITHIRA T2,

R R

BEHEAxXX, SxxFHIRIL A,

RN R @ BRI R (sd) ARTERH]

IR L 42
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* | select http_code , count (*) as ¢ where http_code >= 400 group by http_code or

M T HEVR R AMERE, ERIVEREGRZA 740450R, WA SRS BENEE, SRR 2R E
B RIR T R E 355

X1 http_code > 400/91i K, BT A TZHERE 0T, AIFZAISA AT uri IV4EREIET top Bk ; A, inERIAKE
BEEHIRKE ; BEE oA

B4
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* | select host , count(*) as count where http_code > 400

url

RN R @ BRI R (sd) ARTERH]

group by host

H&IRSS

order



H&IRSS

o select wurl , count (*) as count where http_code > 400

&y, BERIH
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group by url

order by
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* | select client_ip, ip_to_province(client_ip)

&P Smoh
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as

"province", ip_to_provider (clien
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* | select ua as "FFUHIRA", count (*) as "FEIRXKE" where http_code > 400 group by u

HERIEH, $IREN Safari & 0, EALAUSAZI, ZHA bug FEUE Safari WIWEERE 1T, 7R BRIFE
K

R FP{T 51

BR
KB R MIREE R, SRR 2 MR,
AR SR 2 BT TR
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AR PERAE PR, TR AT ST,
R R
VIR

* | select ip_to_province(client_ip) as province , count (*) as c¢ group by province

3R] TopUrl
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http_code < 400 | select url ,count(*) as "iﬁl\ﬂyﬁﬁ", round (sum (rsp_size) /1024.0/10:

TEE Top B4, RS TR RV NIHAT Top HFF
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* | select host, sum(rsp_size/1024)

TEE Top PGt

RN R @ BRI R (sd) ARTERH]

as

"SR

group by host order by

"R



* | SELECT CASE WHEN ip_to_country(client_ip):'%§ﬂ§' THEN concat (client_ip,

BRI Top A4t

|l

H&IRSS

( Honc
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* | SELECT CASE WHEN ip_to_country(client_ip):'%§ﬂ§' THEN concat (client_ip,

Vil PV. UV Gtit, GuitI—I R BNRTIT RI R EATIAZRY client ip Y L&

|l

H&IRSS

( Honc
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* | select time_series(_ TIMESTAMP_ ,
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"im',

'SY-%m—-%dT%H:

1:%$s+08:00",

'0')

as time



& WA o
COS Vil HiE o

B BTN E] ¢ 2024-01-20 17:28:40

ERaN

MG (Cloud Object Storage, COS) Vil H&EILR THFX COS HHEIVIIRIEE, i bExs (PUT) |
fERX 5 (DELETE) , WiRINSR (GET) &, @M HE, BRI LGERsHE TR, mEREIEIC S, R
HA] DUSE R G IR TTAE S R IRSE TS5 RE . ASCM4H COS ﬁl]ﬁlﬁlﬁJEl &,

GlER=SEs

B COS HEREFEHEMS (Cloud Log Service, CLS) , HIEIES I COS JTE 5L Hik,

ViR HE 4
COS Vil HRICS T IRfFfiEMh, FF D, ERAEEER.
=
JL
B e & o
e
=
1 eventVersion IERARA 1.0
2 bucketName TF R AR examplebucket-1250000000
3 qcsRegion P sihi ap-beijing
HIFIE (EKEE
4 eventTime R, UTC ORY 2018-12-01T11:02:33Z
I TE1R)
NN | ket-1250000000.cos.ap-
5 eventSource F P3[R s examplebucke c08.8P
guangzhou.myqcloud.com
6 eventName HEBR UploadPart
7 remotelp K 1P 192.168.0.1
8 userSecretKeyld FHFi7i1A] Keyld AKIDNYVCdoJQyGJ5brTf
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https://console.intl.cloud.tencent.com/cos5
https://intl.cloud.tencent.com/document/product/614/42885
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10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

28

reservedFiled

reqBytesSent

deltaDataSize

reqPath
reqMethod
userAgent
resHitpCode
resErrorCode

resErrorMsg

resBytesSent

resTotalTime

logSourceType
storageClass

accountld

resTurnAroundTime

requester

requestld

objectSize

versionld

targetStorageClass

TR T B

THRFEEL
(Bytes)

TERMTAIBR YN

15 (Bytes)
RIS AR B %
TR

P UA

HTTP 3&[a 5
IR
HIRER

IR A FHTEL
(Bytes)

TR B (2
B, SRR
- R
A 1)

A &I

fe e
TENERTFTE #1D
RIS S AERS
(F), TR
I -
SRR )
i

K ID

XK
(Bytes)

XERARA 1D

HiMFEE, &
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H&IRSS

83886080

808

/folder/text.txt

put
cos-go-sdk-v5.2.9
404

NoSuchKey

The specified key does not exist.

197

4295

USER (HFiAiE3K) , CDN (CDN [EIJEIEK)
STANDARD, STANDARD_IA, ARCHIVE

100000000001

4295

FIK ID ¢ FIKS ID, AREEARNER -
NWQ1ZjY4MTBIM|ZiMjU4NjRfOWI1N180NDBIiYTY=

808, AN HL EfE, objectSize FEHABTETEMNK
FEMRRTER, SN0 EEHRZ TSR -

BEAL 7 £

STANDARD, STANDARD_IA, ARCHIVE

9579 146701
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i & HIRERYIE K
RIERETFE
R HTTP
29  referer AR % example.com EE111.111.111.1
referer
"GET
30  requestUri i#3k URI /idgfdgsf¥20/%E6%B5%AEY%E7%82%B9%E6%95%B0
HTTP/1.1"

175Nl

B . wiHE

BRTR
KRR T, EAIFER,

FRRTTR
#EA COS Vil H SR SR UL, Hi A RAFMER KRR H &,
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Jjson-10g2019-05-09_00645d9a-1118-4d69-8411-cfd57ede%9ecal_000

W EAEIRE, A1 R A 1456HEILR, HA145HEILR TN, M ANFEPuE i, &5
resHttpCode 5 5.

S PO AR, 65cFE2000YIERIER, HH5% resHttpCode 40311 H (3 ER—4% resHttpCode 7204 H
BER, RdPERZXM AN httpcode Y H &

I HERTDSH], 55551258 Access Deny HESINT RN RN HE, i resHitpCode 2048y HELAIE, H
F1 1000****** {£8F24H20/116%7, it COS & AT T MikR obJect e, SEBIRVIMAKI,
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BR2 | BERH

BRTR

St 24 KijjA) & Top10#A I bucket
FEH 4 K HEA bucket YT/ Al
FEIRIE SR Top10MY1/ R

R ARAERY bucket 7711

P IERBRERES

BIAR
it 24 K i A & Top10FAMIH bucket

RN R @ BRI R (sd) ARTERH] #582 H14611



H&IRSS

(regMethod:"GET") | select bucketName, count (*)

Gt 24 KEAS bucket i[RI
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group by bucketName
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* | select time_series (TIMESTAMP, 'Im', '%Y-%m-%dT%H:

o°

i:%s+08:00', 'O') AS time, co

FERIER Top10MYiTiIA)#&
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resHttpCode:>200 | select remotelp, count (*) group by remotelp

KIGERAERT bucket 7317
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resHttpCode:>200 | select bucketName, count (*)

RPERABCERES
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group by bucketName
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* | select time_series(_ TIMESTAMP__,

P8 SRR IR AT

RN R @ BRI R (sd) ARTERH]

"Sm',

o\°

o©°

IOI)

as time, roun
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* | select ip_to_province (remotelp)

RN R @ BRI R (sd) ARTERH]

as province ,

count (*)

as ¢ group by province



O BRT e
Flowlog Mzt H & 704

ot TSR] ¢ 2024-08-12 16:05:55

ERaN

Mzgiit oS (Flow Logs, FL) MfEdRftemy, 2. JEMRANREREMRSS, nPRRIENMLETE-T TS 1TF
fi. ootr, EHTEEESEE, ST 20, el s, IHENT EMSEIEE. ZeNE6E.
SR AR R EEVEE (BIANSEPEMF. NAT %, REAMESHIEGRE) M HE, KREIZEENE AL
R,

ATt

EWF =ELP (Cloud Connect Network, CCN) Wit H & REZR HEMS (Cloud Log Service, CLS) , UL #
TEE,

AN L TR ARSI H S RE R HEMRSS, ErTEH HERSS 2842 L1 Demo HEFHRIAIIXINRE, #H1F
B [#F] Demo H EPLHEAL CLS,

7=l
CLS #Hr=BMFi H&E

I H7E FlowLog 5- CLS SCHMHTi@, A RILUR mEEME HE FEHESCINTGEZR CLS, FHitt— i CLS HfER
1 SQL 7#frae ), KRR E S THP MRS B &SRR

H S —fa &

BILRHE, BEaH

Dashboard {3 ZR# S H BRI E

— BN

H & T Bt

KN i IS B Y I 2837 H S

HARSIERLAI P28 H &

THERICFRERRE O, ZRItd + TREIRHIER + iR BRSNS i8I, BIETEMIRE CHh ey
BRI H S, FREICSRA =B ES I B N2 it H S Td %,
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https://intl.cloud.tencent.com/document/product/682/18931
https://intl.cloud.tencent.com/document/product/1003
https://intl.cloud.tencent.com/document/product/682/18966
https://intl.cloud.tencent.com/document/product/614/43572

> BT o

Ayt + MEFHIER + T BRI

FCAHENE P sk, 0, HEY 1P ok, HESE ORERE X D BN — MRS,

TR IS 2 Bk ) 5 R 8 A Hh Y iR

TR YIRS Z 3K I 5 b s B EISR A stk

BREn

HI—B i), TERXBN IR H SRS R &8s, Ae iR miin H ALK, MIRE FIRLIN 770,  HEE TH
L1055,

ETES

FER - iRH
version text i H S RRA
region-id text 5% H SRy,
cen-id text TIRME—FRIN,  AIFRHAE XIS BIE DR,
srcaddr text IR 1P,
dstaddr text EHAx IP,
TEMIER . ZFEBAUN UDP/TCP MMM AERL, MR N HMPMNE, ZFEBER
srcport text -
jg )
MR EARG 1% FEAUN UDP/TCP W AR, MmN H MM, P
dstport long vy
mjﬂ “ o
protocol long TER IANA TGRS, BZER, HEERISEN Internet P1HY 45
srcregionid  text BiiT=R /b A
dstregionid  text it H i,
TR SRR LR, Y log-status” N“NODATA’ Y, ZFEER
packets long v
jg e
bytes long TRE A ERI TR, 2 log-status” i “NODATA R, ZFE T RN,
start long TR I — MR SRS AR, AERTERAR S NI AR S, MR R
IR CIHIESAAIN ], SRA Unix #RYRE L,
ond long YRR T IR SG — MROCRIIN AR, AR e N AR, MR R 9IX
AR O RYSE RIS AR], SR A Unix #2948 =X,
G RIBRAERIE
action text ACCEPT : st mEXIIE # #% & I B IR &

REJECT : [KIFRGE M RH 1% & By s s &
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https://intl.cloud.tencent.com/document/product/1003/41737
https://www.iana.org/assignments/protocol-numbers/protocol-numbers.xhtml#protocol-numbers-1
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log-status

text it H SR H SR

OK : Bz EH 10 REHEE HAR,
NODATA : Rk E I EcE 5 AsfL WSt e, i “packets f1“bytes” F-EX

RETHT

Tt H RO RPE R B L, 1% e RN JE 25 i

Eib v |

B 1P ikt PR, HEY P ek, B ORERE G D BARN — RS,

HRE O

H—BeRsaeif i), (EIXBN R H SRS 2 E8dE, AEE Mt HSICR, MIRE HRLINE7 8,  HEEHTH

L h5578,

version
account-id
interface-id
srcaddr
dstaddr

srcport

dstport

protocol
packets
bytes
start

end

action

log-status

Wi

it H ERRAS

it HERIKF ApplD.

FPEMF 1D,

5 1P,

H#% 1P,

TR, HTEN ICMP XN, XK ICMP /Y id,

TRENHEIR, SFREN ICMP WX, 1ZFEBERR ICMP 1Y type (i8bit) +code (&
8bit) HAE,

TER IANA thilgR=, BHZER, EHEIIEHY Internet 1Y G5,
FPRE L PR Hm A s R

FRE LR R R 7 2

AR USSR, SRA Unix #HAE .

KT A RIS TR], SR Unix R RIS,

G R A

ACCEPT : ‘Z44H 8% ACL RIFIC R E,

REJECT : Z2HM%% ACL RIDHFICFKAVLE,
THENHEILRIRE -

OK @ FoREHEIEH IR EIFEE Hbro

NODATA : R ik iR A 1E AL Mg ing, N “packets Ml “bytes” ¥ = TR
J4-17

RN R @ BRI R (sd) ARTERH] 5591 H14601
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SKIPDATA @ ZORliZRE L hBkid 7 —LEift HARIESR,  ATRER ERA BRI s AR B 2R 5 [
E"]O

BN A

CLS TRFH R R IR B s I R it S ST E AV GR A, SR 3 e S GR A P 1 i 1 i 28RS,
=HEEW :© hitps://console.intl.cloud.tencent.com/cls/dashboard/d ?templateld=flow-log-ccn-analysis-dashboard

MR o https://console.intl.cloud.tencent.com/cls/dashboard/d?templateld=flow-log-eni-analysis-dashboard

TR A by o GBS A HE Tt

& BAE

CCN REE_ BROWNURR ~ £ / ENEE | 0] 1555 -

Q XA
A&FEM EX/CCNDemoifi B A Rt v Bttt v pici v Binttht v FRO v B0 v WIS v TEXID v R v BEARA v BEERRE v
RBiRE - REuen s iEiAEGEL o
e 36; .4; KiB 399.328K Cy
[ ] 0
A EREER- BEERRTSH e ACCEP REJECT) e TOP20WNEREDTH s
Value Percent Value Percent Value

- oK 384 50.66%
= NODATA 974  49.34%

— ACCEPT 367.47KIB  100.00% — 1 36B.42KB

TOP20REIPRRES T o BEBERESH

Value  Percent
= srolP: 172160126 , dstP : 192.1680.64 466KIB  7.30%
— srclP 1172460431, dstlP : 192.168.0.181  4.10KiB  641%

172160243 , dstiP : 1921680131 390KIB  6.11%

172160170, dstiP : 1921680169 382KIB  598%
= srlP 117216058, dstlP : 192.168.0.185 367 KiB  575%
LOStP: 1921680217 344KiB  538%
LdstP: 192168044 343KiB  537%
LdstP: 192168073 327TKIB  513%
LOstP: 1921680133 327KB  512%
= srclP 172160194, dstP : 192168030 326KiB  510%

Value  Percent
= sroRegion : ap-hongkong , dstRegion : na-siliconvalley 190.95 KIB  51.83%
— srcRegion : na-siliconvalley , dstRegion : ap-hongkong  177.47KIB  48.17%

2]
&)
>

JECTI#E JECT)PPS
5.00kb/s . — AGCEPT 700 — ACCEPT
| 600 TN | / =
400 kb/s — — ~ :
500 ~
300kb/s 00
200kb/s / \ a0
200
100 kb/s
100
000 b/s 0
40 T4z 44 46 48 50 52 40 42 44 46 148 50 52
SABHR o sumPPs
3.00 kb/s — sroRegion : na-siliconvalley , dstRegion : ap-hongkeng 500 — srcRegion : ap-hongkong , dstRegion : na-siicanvalley
N S~ = sreRegion : ap-hongkong , dstRegion : na-siiconvalley = srcRegion : na-siliconvalley , dstRegion : ap-hongkong
50 kb SN\ N \
250 kb/s N — 400
2.00 kb/s / y X\
A 300 P
1.50 kb/s f k - . — d
200 4 ~
1.00 kb/s
500,00 b/s \ o
000b/s o
40 42 44 M6 T8 NSO MS2 a0 M4z T4 w46 Tas M0 ms2
Top10iBBEIPHHE o Top10iFBIPFIPPS
30000 b/s — bandwidth (dstaddr="192168.0.30", sreaddr="172.16.0.194} 250 — bandwidth (dstaddr="192.168.0.30", sroaddr="172.16.0.194}
250,00 b/s 00
20000 b/s
'172.16.0.58°) 150
160,00 b/s
— bandwidth (dstaddr="192.168.0.148", srcaddr="172.16.0.219"} 0 — bandwidth (dstaddr="192.168.0.30", sroaddr="172.16.0127"}
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100.00 b/s
50.00 b/s

0.00b/s
40 1142

n44 146 1148

Top10iBIPREHR

bandwidth {dstaddr="192.168.0.30", srcaddr="172.16.0.224°}

50 152

- 17216.0.131

50000b/s
17216056
400,00 b/s 122160243
17216058
so0ors = 172160102
20000 b/a — 172160219
172160479
100,00 b/s — 172216068
— 172160127
000b/s = 172160120
40 a2 Thad 46 148
Top10BMIPREHR
50000 b/s ) — 192168.0.39
\ 192168.0.54
400,00 b/s \ \ 192168.0.30
1021680211
30000 b/a — 1921680169
— 1921680191
A 102.188.0.185
20000b/s /
/ — 1921680148
= 192168036
100,00 b/s
- X / — 1921680246
000b/s L\
140 1146 a8 50 52
EMUREFR
500 kb/s -
400kb/s —
300 kb/s
200kb/s
100 kb/s
000b/s
140 142 44 46 n4g 150 152

M40 w42

Top10FIPHEPPS

70

Top10BMIPTREPPS

60

140 42 144

11:40 T4z 44

42 144

H&IRSS

bandwidth {dstaddr="192.168.0.19", srcaddr="172.16.0.119"}
= bandwidith {dstaddr="192.168.0.148", srcaddr="172.16.0.218"}

— 17216056
17216.0.102
17216013
172160194

1150 52

= 192.168.0.39
192.186.0.54
192.168.0.211
192.188.0.215
— 192.168.0.169
= 192.168.0.30
192.186.0.148
— 192.168.0.172
= 192.168.0.19
- 192.168.0.127

11:46 148 50 11:52

wuEsEE | L1

s IR

total_packets
2

3

total_bytes
108

429

ActionfiR Action53 i BRREHH TOPFTEIER
Percent Percent interfacesd
== ACCEPT 90.32% == OK 100.00%
REJECT  9.68% eni-0077bec6-33ae-42...
eni-00af6997-1afe-ddc...
ACCEPTRZTE ‘eni-00eccOe2-beca-de...
@ ‘eni-00fd21a5-ac8c-40c. .
. ‘eni-0133ccéb-22ef-49f..
5 4 . 6 6 KiB
eni-017C3153-439C-445...
eni-018baetc-8a0e-411...
AGCEPTH BH REJECT/E 8 REJECTHFTiE
eni-01a48147-a597-47...
8 6 1 9 3 5 8 1 =
= KI B eni-03136b5a-d642-45....
eni-04237204-1a64-43...
REJEGT Action, REJECT} REJEGT}
cHion XSt BEMAL: RFTBAL eni-04755ac3-1c28-44...
eni-0550eBe2-6ee8-4d...
" % n % % eni-07e13291-b560-43...
eni-0860eGef-7ac3-47c...
FHHACtioni B B HHWREJECT ActioniRE
60 — REJECT 10
ACCEPT
50 8
40
30
4 \
20
10 - 2
o 0
1:40 n42 n:44 11:46 n4g 1154 1:40 42 n44
Top 10F T HE B mitatt Top 10F TG
dstaddr total bytes  srcaddr
192.168.0.107 1084 172.16.0.159
192.168.0.114 832 172160219
192.168.0.1 784 172.16.0.177
192.168.0.245 770 172.16.0.27
192.168.0.33 696 172.16.0.191
192.168.0.163 695 17216020
Top 10 REJECT Action;XEXHiS ikt Top 10 REJECT Actionf) B itk
sreaddr reject actions  dstaddr
17918071 & smoieani7a

RN R @ BRI R (sd) ARTERH]

2 108

2 196

2 204

1 54

1 54

1 143

1 54

1 130

1 54

1 98

1 54

2 108

2 108

1146 148 11:50

total_byte.,

reject actions

A
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A BT

ACE &

AN =K 0 H ] 7 - S 2R R L L 19 5 - FR100Mbps,
95Mbps i fi
1. 3 A B
2. (EPUATIE A A LU T IEA], HTIEH(EIJﬁ?ﬂ oy,
AIYES SR bandwidth B[~ 1 705

FRAXFT A - IR R ks AR

172.16.0.219
172.16.0.48
172.16.0.198

172.16.0.109

Top 10BHMEHFIRO

dstport total_packets

21926 "

21349
21543
21404
21835

21570

Top 10 ActionREBARL . KO
srcaddrport

172.16.0.187:11727
172.16.0.7:11931
172.16.0.211:11145
172.16.0.159:11851
172.16.0.204:11680

172.16.0.216:11271

Top 10 REJECT Action/XEAE bt K01
srcaddrport

172.16.0.71:11316

172.16.0.117:11576

172.16.0.174:11757

172.16.0.198:11321

172.16.0.166:11423

172.16.0.48:11530

EHUHBSHEB

50 = protocol
= total_actions
40

11:40 42 144 1146 148 150 11:52 11:54

Top 10 Action R AIRIBH EER D
Valve
- 806

728
=

- A Hi

%, DU EEIN T 58 L RRE TR EE,
TR T, $RIED BRI O E 5 R,

, {7 Mbps.

SR/

reject actions

3
3
3
3
3
3

reject actions

3
2
2
2
2
2

M S AT

Gt

192.168.0.158
192.168.0.1
192.168.0.22

192.168.0.33

Top 10 Reject Actionf i) B #Rik 1

Top 10 ActionREH) BARthE, 1O
dstaddrport

192.168.0.174:21954
192.168.0.144:21093
192.168.0.77:21883
192.168.0.245:21593
192.168.0.114:21905

192.168.0.172:21349

Top 10 REJECT ActionXEHB iRttt KO
dstaddrport

192.168.0.158:21151

192.168.0.84:21324

192.168.0.138:21505

192.168.0.173:21828

192.166.0.1:21538

192.168.0.22:21945

Reject Action& Y KBS HEH

18

5

12

9

o -7 N\

s \
0

1:40 m42 44

REJECT Action)X BEIIANAIN SRS 5 H

3B PR P [ - T

H&IRSS

3
3
2
2
dstport total_packets
21549 4
21324 4
21151 3
21828 3
21503 2
21459 2
reject actions
3
3
3
3
3
reject actions
3
2
2
2
2
2
= protocol
= total_actions
— A
/
/
/
11:46 148 150 152 154

vm@
- 64’

-

”

B8

WAEHIEN, ESA0 s R TET

BT EA B TR

54594 H:14671


https://intl.cloud.tencent.com/document/product/614/39574

H&IRSS

RN R @ BRI R (sd) ARTERH]
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) i e

log-status:0K AND srcregionid:ap—-hongkong AND dstregionid:na-siliconvalley | select

3. A SR, Bl 5K T5FT-95Mbps i, e & E5efts

RN R @ BRI R (sd) ARTERH] 5596 14611



> BT o

$1.bandwidth > 95

4. AT ¢ EEACR, BRI T
5. Hr - BRSO A I R Al S PN ARER L w5 8, RIS 070 B 3E K T3 T 95Mbps I ik 75

i

= 0

FONTRE (RIS, AT EA b A e S B R R a2 5 & SR

RN R @ BRI R (sd) ARTERH] 5597 H14611



A BT

CCN fiBE& SRoHERE - £~

=@ EF/CCNDemofiHEHFE ~ iFh g v B ] FENE s

BiRE EI[]

441.26«e

IR L BRI (bR ARSUERT]

H &R

%598 14671



%) iiil= e
TKE S5 HE DT

B BTN E] ¢ 2024-01-20 17:28:40

ERaN

ERENIORIUR RS, (LB, AT RS, Pod TES, MRS BN, RHdRiE0N
BALERIN R, IR K, BN S5 B E i EUE,

MR (Event) 1ot T RTMERERAZHER, RIS — N FRIINE, bR
HF,

T ARHFHE

Event 2 Kubernetes FARZHIFN RPN — R, @ ARICREFNAKENIREZE, REEHTRFE, N
Pod B3, TAERIIEE, BATHAM kubectl describe - WEbAIAEBM X EIRHVHAEE,

FFHE TR

RN R @ BRI R (sd) ARTERH] 5599 H14611



> BT

- "event" : {
"firstTimestamp" : "2020-11-25T14:10:172"

"reason" : "EvictionThresholdMet" Content

« "metadata" : {
"uid" : "3bad7a24-135d-4eef-bbca-5b94a5ddbB3e"
p "managedFields" : [« wa]
"resourceVersion" : “1219@76"
“"creationTimestamp" : "2820-11-25T14:18: 252"
"name" : "172.16.18.13.164ac58adaldecd7"
"namespace" : "default"

"selfLink" : “/fapi/vl/namespaces/default/events/172.16.18.13.164ac58adaldecd7"
}
~ TinvolvedubDject T ¢ 1
“uid" : "172.16.18.13"
"kind" : "Node"

"name" : "172.16.18.13"

Resource type/object

}

“reportinglnstance™ @ "7

"lastTimestamn" : “2020-11-28T@7:45:227"
"count" : 23538
« "source" : {

"component" : "kubelet"

"host" : "172.16.18.13"

}
"message" : "Attempting to reclaim ephemeral-storage" Detailed description
"type" 1 "Warning" Level

"reportingComponent" : ""

gl (Type) : HEIE “Normal” Al “Warning”, {E241RTFE, nlLUHEAH HE XA,
HIEET /NS (Involved Object) @ SRR KX SR, 5411 Pod, Deployment, Node %%,
HIFJR (Source) : REMLFEFMILALE ; 5140 Scheduler, KubeletZ,

WA (Reason) : Yui&AEFMFNMEERE, —BOORE, FEERFNERER,
FEAHAR (Message)  HATAEFHAFMEMIRE R,

HEIREL (Count) @ SR ERIREL,

Ann s A S 1F H S R R Al

H#&EARS (Cloud Log Service, CLS) 1254} kubernetes Hf HEMN—uZUIRSS, TLERE, 170, KRINHEE
Ho FAPE BT BEREN HEEE, BRI HEUTHE RIS H Er b o R, msd i by E R,
FH P AT DUSR KA S P2 15 AR R R 22 0 DL 4 [ R,

HiPRSRAF

B LA RS (Tencent Kubernetes Engine, TKE) , HIFEEMHEMHHE, HIEESE HIEHH,

%1 | —8 Node WRHIRHE, EMFK
1. B TKE A,

HAFTE - BBRaIHE b)) BRIEENH %100 H:14671


https://intl.cloud.tencent.com/document/product/457/30686
https://console.intl.cloud.tencent.com/tke2/cluster?rid=1

> BT o

2. EAMSHRE S, Bt HEEE > BHFEE,

S EFHMRRIUH, EEBHEREIL, HES IR A S5 T A,

BWERDR, A% TABEZEENRNE NWEFICRERSERNTE
H—LEEBEREFEEEN R Top HF

AILURIE,  2020-11-25 SJFA, A 172.16.18.13 HTHEZREIARESET fmE, S kubelet AR
IRZ T s Y pod DAEICTT s 22 ]

BR2  WRMEYT AT, APREXT IR TE, e R 4RK

HE it TG ) YERERE, CA (cluster-autoscler) HfFZARYEAECIRYE B X SR A B TI8 . 4l
REMPNWYRZETEESY ) F, AP ALEdEARRN BN (G AR TR,

1. B3 TKE il &,

2 (EAEMSHEF, A4 HEEHE > BHEE,

B IEHFR I, H2RRRIE, HEALTRRHS

RN R @ BRI R (sd) ARTERH] 55101 314671


https://intl.cloud.tencent.com/document/product/457/35900
https://console.intl.cloud.tencent.com/tke2/cluster?rid=1

> BT o

event.source.component : "cluster—autoscaler"

4. fE MG 7B,

£ event.reason . event .message . event.involvedObject.name . event.involvedObject.
name MATIUR, FEWZRER HERR BRI,

Y EERIEATRK, RTLUERIT S BEREE 2020-11-25 20:35:45 Af, 7BIH= nginx Pod(nginx-
5dbf784b68-tq8rd. nginx-5dbf784b68-fpvbx, nginx-5dbf784b68-vojv5) fillk, Y M T3N A, LY AH
THRENTT Y R A A

RN R @ BRI R (sd) ARTERH] 55102 314671



& BRE s
TKE &1t H&E9 T

B BTN E] ¢ 2024-01-20 17:28:40

DU, HEESXEERE, NHPREH AT S LR Kubernetes SBELE R B — MEY E VRS, KERS
PR AL, e, FERESE B, EREBERENN TR, PREIZTESMESE (40 Scheduler,
Kubelet) #1565 =75 (il : 4 Operator) HYZHFF, AN SRS MEAI N A TEFRAIA RS ; HEAMAREA G AR
AT R LT BN A, A0 RS SRR, RN ERRERE R, P E RS
RPN IR 17, TR ?

Apiserver FYTEZERE G, REVIFEY, EEHPIIERETHA?

R RE T, BT AR R ?

LaiHEMRS (Cloud Log Service, CLS) 5 A #i%5 (Tencent Kubernetes Engine, TKE) BSCEIfTdE, H,
Kubernetes #itHi& (Audit) FF2R] AT B A P PR g o DA 13X s (m iy B 22 T 5,

T2 HHHE
£ Kubernetes 1, A A AN BRSNS T 2t 7] Apiserver &Z3X1E3K, MHTHHEZ Kube-apiserver /™
AR AT E RIS RS HAE, 1K TR Apiserver (Y7 RIS/, B &R, O HITHE, AILUEXTERHRASH
W TRERRSITIRG ; HFESH ) KRBT LR, TR XS,

N = N
BT H AR B AR

H—5H I HEE R — JSON XAV bids, s (metadata) . 1ERNZE (requestObject) HINE L
N7 (responseObject) 3NNy, HHTTEIR—ERTEE, 1 RMMAN N ZE S A EDRR TR I, TEIECE
TIERW ETSUER, BlamfELERIESR, MHELRPR, VR URI %%,

RN R @ BRI R (sd) ARTERH] 55103 314671


https://console.intl.cloud.tencent.com/tke2/overview

Q) ﬂéfﬁﬁ &R

B4
"kind":"Event",
"apiVersion":"audit.k8s.io/v1",
"level”:"RequestResponse”,
"auditID":"0a4376d5-307a-4el6-a049-24e01774deb61",
"stage":"ResponseComplete”,
"requestURI":"/apis/apps/vl/namespaces/default/deployments"”,
"verb":"create",
W
"username":"admin",
"uid":"admin",
"groups":8[ h-_-—'————s
"system:masters", Initiator
"system:authenticated"

]
}
W

"10.0.6.68"

]l

“userAgent": "kubectl/v1.16.3 (linux/amd64) kubernetes/ald64d8",

"objectRef":B{
"resource":"deployments",
"namespace": "default"”,
"name" : "nginx-deployment",
"apiGroup":“apps",
"apiVersion":"v1"

},
“responseStatus™:=H
"metadata" :6¢{

} = Result
"code":201

}l
"requestObject":@0bject{...},
"responseObject”:@0bject{...}, ¢
"requestReceivedTimestamp”:"2020-04-10T10:47:34,.315746Z", | .
“stageTimestamp":"2026—34—16T19:47:34.3289422“,
"annotations":5¢{

"authorization.k8s.io/decision":"allow", Request

authorization.k8s.io/reason": or rejec1

AOATAsE FH B T H S R e m]

R L IR IHR (EsD) ARSUERT] 55104 3414671



> BT o

CLS 25X kubernetes #it HEI—ub MRS, WERE, #l, WRIHEE. HP NG —-#T BRI H
BIRE, BIRPRIBOTFE RIS T HEPTAL AR EL, il IR LRYIEIE., P Al DU e A R 2%
BUH UL 4 n]

LIE==Sas
EWESE TKE, JIFRERMITHE, PEMESE BIEE,

iR REPIVE NN RASMER T, RN

1. B35 TKE #2545,

2. TEAEMISHIRE, LRSS > HiHRE,

S MERIHARR UM, MAHKSSNRBIEMIMEIRSE, 15 EMRIEIRTALA delete FITEIFX 4 nginx,

AR T EFR

HERTL, 2 10001***x7138 SXPKE, XA Mnginx 34T THIBR. AIHRIEKS 1D fEREE > AF5IR
HRERE G T IR B A ELH(E R

T2 : Apiserver WAEERTE, KEIHREAKR, £HPIERETHAL?

1. B3R TKE #251A,

2 fEAEMISRE T, GRS > WitkR,

AEHITKRTIUH, PHRERBIRG, RO T M, BERE SREMRSHEEZANMEE X T Apiserver T
AR & E,

WL EERSH], FHF tke-kube-state-metrics WIIRIEIZES FHMA, It HERIERESHETEE
HR]DUE R ZHERZ list #84F, 1R RS fmEs Erha] B R, RS ARZEON403, BE tke-kube-
state-metrics %%iﬁ], i i

gE eSS HERA, BT RBAC EAUAIMISE tke-kube-state-metrics HHREMIER Apiserver EHIX, F
2 Apiserver JinEE,

BR3 | KT REET, BEEM ARG 2

1. 5% TKE #2511 B,

2. TELEMISHIRE, LRSS > WitKER,

S IEHIMERTUE, Adi W REBEBYIRS, HEEREBI Y R,

EMLERA T B

HEAH, & 10001****7138 XNKSTE 2020-11-30T06:22:18 WX 172.16.18.13 XETHHITT
BIHHRIE,

RN R @ BRI R (sd) ARTERH] 55105 3414671


https://intl.cloud.tencent.com/document/product/457/38338
https://console.intl.cloud.tencent.com/tke2/cluster?rid=1
https://console.intl.cloud.tencent.com/tke2/cluster?rid=1
https://console.intl.cloud.tencent.com/tke2/cluster?rid=1

> BT o

e
@ Grafana 1Y ES £3EIHITEAZ v CLS BHE]H

ol BTN E] ¢ 2024-01-20 17:28:40

;l%ﬁ

il

fEHEMRS (Cloud Log Service, CLS) M7=, MWHMHETLETEE| CLS 2IEFHE WER, Hi, 17E
FH P # FH Grafana fr/ i L s T B, 40 ES + Grafana WAL &, UEIRIETAE] CLS &, L Grafana il
RIS AMGREGEE, BErsg TENPEFaME AR TIEH, AT EOEEXERSR, FE CLS X% Grafana,
B ES BdEE,

Grafana Platform

Elasticsearch

l Generating Chart

Dashboard

Grafana Platform

l Generating Chart

Dashboard

HAFTE - BBRaIHE b)) BRIEENH %106 H:14671



7 Hﬁ i:H_E H SRS

3 CLS-Grafana #fifF

CLS BRI IS I Z H SRS IO G4, D8t 1745 %ML, AILIE Grafana KB T — @75,
BB A RIESE CLS W% Grafana,

i CLS BEiiE# ES BdElR

R TR B XN L

ES BB : &iRiE A m o N IR Queryi A XA E RV EBIATIREX., Query i A X A]#i A Lucene &4,
AT HEMITE 08, Bk A XK@ SadE S, 45 DSL W7, HTEIERE, H4T CLS Y SqL,

v A ( Flasticsearch)

Query *
Metric (1) (] Count S

Group By Date Histogram @timestamp > Interval: 1Tm

+ Add query & Query history @® Inspector

CLS BRI : HiiEM S 7 VRS B S XA ARR BT N7, His G H A8 3 UE SR Uk
BT HE R, MR s T A CLS &EiliEf),

CLS &ifjiff1570 Lucene M1 SQL MRy, MR 2 RE RIS ERT | AT BR. HA Lucene #7701 ES #Y
Query FIAXANAEMF, SQL i ANARR T SCHRRAER SQL IBIES, EZRRER SQL B, SQL XN AR
ES i A X BB AR SERSON bR, BZIESE R CLS THEMN,

* | select

histogram(cast(__TIMESTAMP__ as timestamp),interval 1 minute) as analytic_time
count(*) as log_count
group by analytic_time order by analytic_time limit 1660

+ Add query O Query history @® Inspector

BRAESLRR

RN R @ BRI R (sd) ARTERH] 55107 314671


https://grafana.com/grafana/plugins/tencentcloud-monitor-app/
https://intl.cloud.tencent.com/document/product/614/39592
https://intl.cloud.tencent.com/document/product/614/37803

X BAS A

it HEaRR

X FARERHIRER [ 2L H B, ES BAEJFRF Metric %+ Count, GroupBy %M Histogram, CLS RYGERIEH]
A DUER Histogram &5 &R & B Count 5%, ZE(LIY, T Max. Min, Distinct & Hfth 5 F 22 & 3% A B
SER—E, EHRN Count KO T #ENA],

A
Query
Metric (1) @ Count -+

Group By Date Histogram @timestamp > Interval: 1m

+ Add query ) Query history @® Inspector

* | select

histogram(cast(__TIMESTAMP__ as timestamp),interval 1 minute) as ana
count(*) as log_count

group by analytic_time order by analytic_time limit 1000

+ Add query O Query history (® Inspector

ERFEHEE

MHBEEREENARMNEE, ES BIBIEFEZNRF Metric 1E7H Logs iz, 1M CLS HFEZEH AN T Lucene 1EA]HN
Al O AIEAI L

‘Elasticsearch

Query action: "DescribeRegions"

Metric (1) ® Logs > Options

action: "DescribeRegions”

FORRUR

RN R @ BRI R (sd) ARTERH] 55108 3£14671


https://intl.cloud.tencent.com/document/product/614/41995

7 Hﬁ i:H_E H SRS

:"elientlog”, " 1 "VM-2 referer”:" s://eon 2.cloud. tencent. com > {"logType":"clientlog", "referer”:"

lientlog”,” ! B t efe :"htt] oud.tencent.com ogTy :"clientlog

lientlog”, 2 BO-cel f T ent.com H C clientlog
lientlog”, " -y eferer": on e.cloud.te .com ? 0 “:"clientlog",
"logType": ientlog”, g- 6-BE t efe onso ¢ = com "logType" :"clientlog”, "referer”:"”
"logType" lientlog”, " "V referer" :"http s . o com > y og", "referer”:”
lientlog h e @ http te .com
ientlog”, gt 6 o] . "https:// g .te com {"logTy :"clientlog”,"r re:
"logT lientlog”, " - referer”:"https://cons 3 T8 com > {"logType" :"clientlog”, "referer”:"

> {"logTyp: "clientlog”, "host" : "VM-206-80-cent "referer":"https S0 oud.tencent.com » { gType” :"clientlog”, "referer” :"htt .cloud.t

REGIH - BIRBGH

RIRFIREHEITRE, BRS MERMHERE, W ER, BaHF &R $path, CLS HdRIFEEAHT 1
AR INRERIAE XOERD, VP EE A Grafana FAERRE ],

X

2T I I A U [ 220 T 15 16 4% ValueOptions-AllValues,

€lasticsearch

Query urlPath:$path AND region:Sregion AND action:Saction AND returnCode:S$returnCod
Metric (1) ® Count +

Group By Terms returnCode > Order by: Term value (desc) +

urlPath:Spath AND region:S$region AND action:Saction AND returnCode:Sreturn(
| select returnCode, count(*) as log_count group by returnCode order by lg

RRUR

VERIFY

RN R @ BRI R (sd) ARTERH] 55109 314671



> BT o

REGt - TopsHERIBEZRLIFR

ES BdEIR+, GroupBy RREIEWULIFIHE Size H, SXFFEHHIRKESINME, HHITRE,
HEIEGLE CLS BifEii SQL v, mILUET having 1B AIHERCIE T &1 SKH,

*|select histogram( cast (__TIMESTAMP___ astimestamp),intervallhour)as analytic_time,

RN R @ BRI R (sd) ARTERH] 55110 314671



X BAS A

[Elasticsearch
Query
Metric (1) > +

Group By i action v Top 5, Min Doc Count: 1, Order by: Doc Count -+

Order Top

Size 5

Min Doc Count 1

Order By Doc Count
Missing

Then By 0] Date Histogram @timestamp > Interval: auto

* | select histogram( cast(__TIMESTAMP__ as timestamp),interval 1 hour) as analytic_time, "a
group by analytic_time, "action"

having "action"” in (select action group by action order by count(*) desc limit 5)

order by analytic_time limit 1000

EIETRATLUE R, EhIABIILL,

WL DL ERBEAITERCHEE, B4 DU R KGRI s,

it OFER 2 BRI

£ ES BRI R A, A MEEIEZ, H5EH 167 | ABRIERFETINETEE, 65X EYEEE
KIS
XANRE], gt T OF0FI500ms, 500msH2s, 2sF5s, LUK KTFSRITIER L

RN R @ BRI R (sd) ARTERH] 111 3146701



H &M

‘ |I H h\ \“
| le . ‘*ﬂ I ”'M“‘a" “l
100 N M |‘,”‘ | ‘al“ ||I‘] I | ‘ ‘ H h

m h ” f
0 . T T T 0 i '\ JA..'-" “‘lwk“ WAl Ak -Jw YA T o AN A A

07:00 07:30 08:00 1 09:30 10:00 10:30 11:00 11:30

== (-500ms == 500ms-2s == 2s5-55 == >5s

© Query 4

Data source = Elasticsearch ©)] > Query options MD = auto = 1089 Interval = 20s

~ A { “lasticsearch)
Query timeCost:[@ TO 508] AND action:S$Saction
Metric (1) Count +

Group By Date Histogram @timestamp > Interval: auto

B
Query timeCost:[5608 TO 2888] AND action:Saction
Metric (1) ® Count +

Group By Date Histogram @timestamp > Interval: auto

C Elasticsearch)
Query timeCost:[2000 TO 5000] AND action:Saction
Metric (3) ® Count +

Group By Date Histogram @timestamp » Interval: auto

D Elasticsearch)
ReE timeCost:[56008 TO *] AND action:S$action
Metric (1) ® Count +

Group By Date Histogram @timestamp > Interval: auto

KRR, SERSE| CLS Bai, tHrl U Z SB I T4a0. 5 CLS A5y SQL REJI B, RILURAH Ky
GUTAEHEE I —5& SQL IEA)

RN R @ BRI R (sd) ARTERH]




O BAE

1200

1000

800

B Query

Data source

09:45 10:00 : 10:45 11:00 11:15 11:30 11:45]

1

& ® Query optiol

urlPath:$path AND region:$region AND action:S$action AND returnCode:S$returnCode

| select histogram( cast(__TIMESTAMP__ as timestamp),interval 1 minute) as analytic_time
,count_if(timeC <=208) as "B~508ms"

,count_if(5@8@<timeCost and timeCost <=2080@8) as "5@8@ms~2s"

,count_if(2@ee<timeCost and timeC <=5000) as "580ms~2s"

,count_if(5@@0<timeCost) as "#BidS5s

group by analytic_time order by analytic_time limit 10860

RN R @ BRI R (sd) ARTERH] 55113 314671



> BT o

urlPath:$path AND region:S$Sregion AND action:S$action AND returnCode:$returnCode | se

KR, BATHAT DUEH S E B approx_percentile 73 115 H I RERAH 5 15 0
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O BAE

1200
1000
800

]

07:00 07:15 07:3 7 i 08:30 08:45 09:00 09:15 9:30 09:45 10:00 1 10:30 10:45 11:00 11:15

== (~500ms == 500rr

B Query 1

Data source &5 @ Query options

urlPath:$path AND region:S$region AND action:$action AND returnCode:SreturnCode

| select histogram( cast(__TIMESTAMP__ as timestamp),interval 1 minute) as analytic_time
,count_if(timeCost 88) as "B~508ms"

,count_if(560<timeCost and timeCost <=2888) as "588ms~2s"

,count_if(28088<timeCost and timeCost <=5888) as "588ms~2s"

,count_if(50@0<timeCost) as "#Bid5s"

group by analytic_time order by analytic_time limit 16686
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) i e

urlPath:$path AND region:S$Sregion AND action:S$Saction AND returnCode:S$returnCode | s

BRARZERRES

LA ERZREAI, REREFHIL T Grafana ZR&ITREN 5, N TZERE, Grafana TRAVEAIMEEZ, HE
AU Textbox il AKESRTUNT SR BARIER YL, ZeERR, LRETIR, XEEENHUAUTIR Query 28814
o

ES [RAH $action TR : I TERHEIVE ORI, ES BAREIIRAMH DSL /TR, 18X RIS
query &8 urlPath:S$path AND region:S$region MANZ, HIEHEL action 7, FHHIRHIIREBEF,

RN R @ BRI R (sd) ARTERH] 55116 314671



) Lt o

General

Name
Label

Description

Query Options

Data source g «Elasticsearch Refresh ®  Ontimerange change

Query {"find": "terms", "field": "action’, "query": "(urlPath:Spath AND region:Sregion )", "orderH
"min_doc_count":1}

Disabled

Selection options

Multi-value

Include All option

Custom all value

CLS R4 $action Z& : (KK L 51EEIRMBIVRM AT L, RE—8C ERIRSS AN HEMRSS I
MHE TG, WA SQL B, BIRDAZIAE R,
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) Lt o

General
Name action

Label

Description

Query Options

Data source Refresh @  Ontime range change

urlPath:$path AND region:$region
| select action, count(*) as ¢ group by action order by c¢ desc

Disabled

Selection options

Multi-value
Include All option

Custom all value

R 75/ CLS Wk RIBARM TR REW, DI A RIS IRARIRE, MBS ERSHER, (EASIRN
BHATETR. YIRS ER e si s & 0ae, AEAEA)

RN R @ BRI R (sd) ARTERH] 55118 314671


https://intl.cloud.tencent.com/document/product/248/40024

> BT o

Namespace=QCE/CLS&Action=Describelnstances&Region=Sregion&display=${TopicName}/S${To

A HEFEE

RN R @ BRI R (sd) ARTERH] 55119 314671



O BAE

Query Options

Data source & ${datasource} Refresh ®  Ondashboard load

Namespace=QCE/CLS&Action=Describelnstances&Region=8region&Instand

®©

@  Disabled

Selection options

BH A FHBREERBEAS

FERARSEIAF, 0P X EFTA BAEERFHEER—a ES LH| BRI £/ CLS Zja, RARLTENe
HTZPMHETE, 1R, RAPARERBENZ N HE ARG HEIE LR,
X35k H AR A H S 7 1

Data source &5 @) > Query options MD = auto = 1434 Interval = 1m

* | select histogram(cast(__TIMESTAMP__ as timestamp),interval 1 hour) as analytic_time
group by analytic_time limit 10800

* | select histogram(cast(__TIMESTAMP__ as timestamp),interval 1 hour) as analytic_time
group by analytic_time limit 1088

* | select histogram(cast(__TIMESTAMP__ as timestamp),interval 1 hour) as analytic_time
group by analytic_time limit 1000

BATATLAE R Transform FER,  SEBIBHERAIIVRCR, &M ZAVE R TR,
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analytic_time

2022-03-25 11:00:00
2022-03-25 12:00:00
2022-03-25 13:00:00
2022-03-25 14:00:00
2022-03-25 15:00:00
2022-03-25 16:00:00

2022-03-25 17:00:00

va Transform 3

Outer join

Field name

~ Add field from calculation

Mode Reduce row

Field name analytic_time

Calculation
Alias

Replace all fields

+ Filter by name

Identifier

ISt

shanghai
1316
3600
3600

3600

analytic_time + shanghai

H&IRSS

guangzhou + beijing v Total «

MTFRRY ES (R, HEE M ERGERPE, sal IR —1 ES BARTRIVRE, 7R Ly CLS BdEIRAY

KL,

ES #| CLS BURIRAER, FILAUEMAAMER ELK EBRIEIRE HERSS G, R LRIRSEIREHIR A,
FAbZ Im RS, AMUERES) EoE X IMRESHURIRIRA, 8 rT LASE & RAR IRy — L AEE ) (RIS AT L
FaiEE) , Ert G BN ESHTRS

RN R @ BRI R (sd) ARTERH]
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> BT o

o
PRI 3 59 B B 1 i S

E I E] ¢ 2024-01-20 17:28:40

IR

(il

RS PE R R A, AU 5B RIRny, e AR N TR B 70 i E A R 05 Z ik 2500, Blan @ TAERTRIEL
(0955 - 1851) LA “error” B HEMT 10054 5%, IETAERTE (1954 - XHO084) L& “error” Y HEE10

Sk HE,

FCiE /5 5\

Bl i 15 N AR, SEEAN A TIE A N R SR
HATIEAN:

RN R @ BRI R (sd) ARTERH] 55122 3146701


https://intl.cloud.tencent.com/document/product/614/39574

%) ivn e

error | select count (*) as error_count

Gt E “error” 1 HESEL
W TIEm2:
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> BT o

* | select hour(now()) as hour limit 1

R AT A 2 RESE BTN 3R 7y, B E T LA
bR St :

RN R @ BRI R (sd) ARTERH] 55124 3814671


https://intl.cloud.tencent.com/document/product/614/41989

> BT o

($S1.error_count>100 && $2.hour>=9 && $2.hour<=18 ) || (Sl.error_count>10 && ($2.hou

(A il S PR fiEE BRI S B S R H, HoA,

$1.error_count>100 && $2.hour>=9 &&
$2.hour<=18 FNE ST EITE09A - 18N,
EiZ .

error_count KTF100F &k &

%, $l.error_count>10 && ($2.hour<9 || $2.hour>18) FREEWEEIARINRI18ASE (B9 -
HO08xi) B, error_count KT10HIEMlLEE,

RN R @ BRI R (sd) ARTERH]


https://intl.cloud.tencent.com/document/product/614/39576

O iRE o
(I FRIALEAE N & B A SR

B BTN E] ¢ 2024-01-20 17:28:40

(Sl

BOE BRI, BT RA, WRENERETINL, S —E FE ML 5B, BT 0 R R
A EERER (R A 1] B3 _E T 5 50% R 15 %

=

CIE T2\

I SRR, BUSAT TR A R AR e -
g

=

by
EI
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https://intl.cloud.tencent.com/document/product/614/39574

* | select

round (compare[3], 4)
as current_avg_request_time,

as yesterday_avg_request_time

as ratio,

compare[1]
compare [2]

from

(
select compare (avg_request_time, 86400) as compare

from

(
select avg("request_time") as avg_request_time

RN R @ BRI R (sd) ARTERH]
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> BT o

)

AR TEAIRIPATEE R

ratiofC3% © M FiHEE MR N R EEFER  (E186400F0HT) HYLLE
current_avg_request_timefR3% | 4 ai[HE 350 Bz s F]
yesterday_avg_request_timeft3R : WEK R ] B2 1P 25 7 ) i)
R TEA R EEE A T compareBiEL, FEAHEEAS UL [FIIAEE IR
iR SR

$1.ratio > 1.5

RN R @ BRI R (sd) ARTERH] 55128 314671


https://intl.cloud.tencent.com/document/product/614/43575

> BT o

ratio K T-1.5Rfilk 5%, RIFHELHER BB 50%.
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) it o

TROHAITH B
{#iF Flink J4%% CLS H&
BT FEHTINA] © 2024-01-20 17:28:40

A T AT Flink SCINTH2E CLS HIE, ] Flink-sql 724t Nginx HERHE, 15 Web 569 PV/UV
{H, FORFEEREARSCIN G A S B EIEUEE MySQL BEE.,

X E R A N ARSI
BRI A
Nginx 1.22

CLS Hi&MRSS

Java openjdk version "1.8.0_232"
Scala 2.11.12
Flink sql flink-1.14.5
MySQL 5.7
i BX
BRAE IR

BB | REBIRT Nginx %

1. WEREHR = AL CVM, 1ESE il % i1 a2 524
2. Nginx 2%, 1ESBELINUXZ ZEnginx R0 7,
3. R Y B 5 1A nginx, AT B IH 2R 2E R

RN R @ BRI R (sd) ARTERH] 55130 14671


https://intl.cloud.tencent.com/document/product/213/4855

> BT o

Welcome to nginx!

If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.

For online documentation and support please refer to nginx.org.
Commercial support is available at nginx.com.

Thank you for using nginx.

B2 | K& Nginx HEZIBEM = CLS HEMRS

1. Bt & Nginx HERE,

2. CLS HEMRSSRELK Loglistener72%%,  Loglistener 8L TR Beats, R HELIEN Agent,
3. HEFEH BTG, rTLUEREIRE] Nginx Y HEEWE, 0T EFR

4. FuJ5, £ CLS & JFE kafka 1178, i Kafka thislGHZRohEE, ERILUN—1HEIE, 41E—1> Kafka
Topic KiH¥%, ASCELZE AT EAEZ Flink, SEITHZE Nginx HAEEGE, R HHRRIEEREAZ] MySQL.

SIS . B MySQL BdEgE

SEAS 1 Bl MySQL LA
1. B SR RE I

RN R @ BRI R (sd) ARTERH] 55131 314671


https://intl.cloud.tencent.com/document/product/614/32939
https://intl.cloud.tencent.com/document/product/614/17414
https://intl.cloud.tencent.com/document/product/614/42752
https://intl.cloud.tencent.com/document/product/236/37785

H&IRSS

mysgl -h 172.16.1.1 —-uroot

2. WrEFEEH N database A7, il 111 database %44 flink_nginx, #%°4 mysql_dest,

RN R @ BRI R (sd) ARTERH]



> BT o

create database if not exists flink_nginx;
create table if not exists mysqgl_dest (

ts timestamp,

pv bigint,

uv bigint

)

WA . TBB Flink
1. 808 Flink B, BRI FHA, GMRTBERLER K],

RN R @ BRI R (sd) ARTERH] 55133 314671



O BAE o

M EHEH = FE 1T CVM
ZHScala2.11.12
2. &4 Flink 1.14.15, FF3EA SQL 5, M Apache Flink B W T# Flink 35S T 4h %23,

¥ PRIE4R rPlink HEHIE
tar —xf flink-1.14.5-bin-scala_2.11.tgz
cd flink-1.14.5

# T#E kafka HHRHH

wget https://repol.maven.org/maven2/org/apache/flink/flink-connector-kafka_2.11/1.1
mv flink-connector-kafka_2.11-1.14.5.jar 1lib

RN R @ BRI R (sd) ARTERH] 55134 3414671


https://intl.cloud.tencent.com/document/product/213/4855
https://www.scala-lang.org/download/2.11.12.html
https://flink.apache.org/downloads.html#apache-flink-1145

) it

wget https://repol.maven.org/maven2/org/apache/kafka/kafka-clients/2.4.1/kafka-clie
mv kafka-clients-2.4.1.jar 1lib

# TE MysoL AHRAKH

wget https://repol.maven.org/maven2/org/apache/flink/flink-connector—-jdbc_2.11/1.14
mv flink-connector-jdbc_2.11-1.14.5.jar lib

wget https://repol.maven.org/maven2/mysql/mysgl—-connector—-java/8.0.11/mysgl—-connect
mv mysqgl-connector—java-8.0.11.jar lib

wget https://repol.maven.org/maven2/org/apache/flink/flink-table-common/1.14.5/flin
mv flink-table-common-1.14.5.jar 1lib

# B3l Flink
bin/start-cluster.sh

bin/sgl-client.sh

3. LI I M A 2R, TEEERIARI N 00 1728081,

L o-tu@ve 11- __ ‘tos ~/flink-1.14.5]$ bi
Starting cluster.

Starting standalonesession daemon on host VM-1

= Apache Flink Dashboard = Versior
@ Overview . 3
Available Task Slots Running Jobs
= Jobs 5 1
® Running Jobs
Total Task Slots 6 Task Managers 1 Finished 0  Canceled £
¥) Completed Jobs
E¥ Task Managers Running Job List
7 Job Manager
Job Name Start Time Duratic
T, Submit New Jok
R b insert-into_default_catalog.default_database.mysqgl_dest 2022-07-14 20:05:46 57m 3¢
Completed Job List
Job Name Start Time Duration
insert-into_default_catalog.default_database.mysqgl_dest 2022-07-14 19:40:32 34m 33s

RN R @ BRI R (sd) ARTERH] %5135 3414671
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1. 7£ SQL Client 5tiiH, #4740 SQL -
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-— BREAEIRREDE kafka BUE

CREATE TABLE "nginx_source’

(

‘remote_user  STRING,
"time_local® STRING,
"body_bytes_sent®™ BIGINT,
"http_x_forwarded_for® STRING,
‘remote_addr® STRING,
"protocol® STRING,

‘status® INT,

“url® STRING,

RN R @ BRI R (sd) ARTERH]

HEHTE,
HEHTE,
HEHRTEL,
HEHTE,
HERTE,
HEHTE,
HERTE,
HEFPTE,

H&IRSS

& F A FR

AR S5 A Hi N TF]

RIBLEE F I 71 4K

LA AR R, IDREF WAL 1P

B 1P Hihk
[RYESA
HTTP THRIRESHS
url ik



A BT

"http_referer’

STRING,
STRING,

"http_user_agent’
"method™ STRING,

‘partition_id® BIGINT METADATA FROM 'partition'

"ts® AS PROCTIME ()
) WITH (
'connector' = 'kafka',
'topic' = 'YourTopic',

'properties.bootstrap.servers'
'kafka_flink

'properties.group.id’

'scan.startup.mode'’

H&IRSS

T3 1R R T [ B f bk
BN AR E R
HTTP IR

VIRTUAL,

HEHFER,
HEHFE,
HEHFER,
-- kafkaZ’X

—— cls kafkalFHBRIZERIG A MV, Hlilout-633a268c-XX

'kafkaconsumer—-ap—-guangzhou.cls.tencentcs.com: 90

—— kafka THERHGH

\l
14

'earliest-offset',

'format' = 'json',
'json.fail-on-missing-field' = 'false',
'Jjson.ignore-parse-errors' = 'true' ,

'properties.sasl.jaas.config' = 'org.apache.kafka.common.security.plain.PlainLogi
'properties.security.protocol' = 'SASL_PLAINTEXT',
'properties.sasl.mechanism' = 'PLAIN'
)
- @ﬁaﬁiﬁ, g)\mysql
CREATE TABLE "mysqgl_dest’
(
"ts® TIMESTAMP,
‘pv' BIGINT,
‘uv. BIGINT
) WITH (
'connector' = 'jdbc',
'url' = '"Jjdbc:mysgl://11.150.2.1:3306/flink_nginx?&amp; serverTimezone=Asia/Shan
'username'= 'username', == mysqlﬂﬁ%%
'password'= 'password', == mysql%%ﬂ%
'table—-name' = 'mysgl_dest' —- mysql§§§§

)i

HIH kafka ﬁ?ﬁﬁ?@, HHEEEA mysqgl
INSERT INTO mysqgl_dest

SELECT TUMBLE_START (ts,

(ts,uv,pv)
INTERVAL '1'
FROM nginx_source

GROUP BY TUMBLE (ts,

INTERVAL '1'

MINUTE)

Hingk

start_ts, COUNT(DISTINCT remote_addr)

MINUTE) ;

2. {£ Flink FUES5HEHEDT, FATTA] DUEEME S5 19 I R0

RN R @ BRI R (sd) ARTERH]
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7 Hﬁ i:H_E H SRS

.‘-,ﬁ’
¢+ Apache Flink Dashboard

= Versic
& Overview insert-into_default_catalog.default_database.mysql_dest [FITTE H
ID: 2cb9060f4816b5f48f200ca82976bda8 Start Time: 2022-07-14 20:05:46 Duration: 1Th 17m 47s
= Jobs
Qverview Exceptions TimelLine Checkpoints Configuration
(& Running Jobs
@ Completed Jobs
EY Task Managers
& Job Manager
GroupWindowAggr
ow=[TumblingGrot
[, Submit New Job ('w$, $f14, 60000

es=[w$start, wSer
time], select=[COl
pv, COUNT(DISTIN
_addr) AS uv, start
$start, end('w$) A

Source: KafkaSource-default_
catalog.default_database.ngi
nx_source

llelism: 1

('w$) ASw

Backpressured (max): 0% GLOBAL :&;;f:'scgeaﬂsl
Busy (max): 0% v, CAST(u.. /]

Parallelisn

Backpressured (

Busy (max)
Name Status Bytes Received Records Received Bytes Sent
Source: KafkaSource-default_catalog.default_database.nginx_so... . [GELLT1e] 7.23MB 0 5.13 MB

GroupWindowAggregate (window=[TumblingGroupWindow('w$, $... m 5.13 MB 25,737 0B

3. ¥EA MySql BdifE, BIRIEZ|HE PV, UV R4S REFE LN E A

2022-07-14 20:16:00
2022-07-14 20:17:00

2022-07-14 20:18:00
2022-07-14 20:19:00
2022-07-14 20:20:00
2022-07-14 20:21:00
2022-07-14 20:22:00
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&S T e
{iEFH DLC (Hive) 77#t CLS H&

el EHTIN ] ¢ 2024-01-20 17:28:40

ERaN

YT ELTHEMRSS CLS iy HASHEEF] Hive HE1T OLAP AR, RIDISEASCHITRER, A Ul B8
i+ DLC (Data Lake Compute, DLC) fZEAVEHE I 51 EIRSS, Senio HERE LI EMI T,

PRI IR

CLS HERSEE COS

IBESRES

1. BRHERS TG, M S BeBESEE > 104 EC0S,
2. TE“BEBFECOS” T, MG IMBGRECE, 1r5 iy BOEECOS & I, BLEIFAIEGSETS,
AN TR E IR I

P i ERH I
S HES R BOEEDS RAHEMAIZE X T ERIRGHERRR, —fRXT MY table location HHE

b2/

PRSP RR AN R T B30 X, 77 XAg N BGZIR hive 70 XEEIEE, B0, %K
5 XA LABEE N [dt=%Y %m%d/test, HH dt= AR X T, %Y%m%d (KEFEHAH, test X
RHEXHRS, EESESHFBINELUTRIZ(O)FFSL, KREIRITHE L B 20, S
BAEWAZAE, SFEEIN— 114, Khno X HRAM dt=20220424,

77 XA

POBRIRRIN  AIES - 150 FWuE IS, BUOEF1578, 250MB, XA RERIERY, EiMEEE
[Al o

BoBE H#HE7# JSON 8=,

BELCBESER

EHAERSNPGEEF50 85, AIDUEXN RIFEERIG A S HEEWE, AR log_data HERRE TIEKTIX,
W ESRESZELU T, oKX HR T eld BARr HEX .

DLC (Hive) Z#r
DLC RN EEH MBI R HEEF

RN R @ BRI R (sd) ARTERH] 55140 314671


https://console.intl.cloud.tencent.com/cls/shipper/cos

A BT

H&IRSS

HEBRBGEEN RIFME)E, BIRNEE DLC #Hl5 — BURIRRIIBEQIENRER, BEERBAISEUTT SQL =,
BRAIER TR FERUK location FBRES HREWFR/—,

DLC BN A FIR IS OETN, A AR BIAEHEWT R SR &5+ BBl AL RR SQL, R SRAEHEIRT AT AT 24
S RYE SQL HIMRFEZ G A, HIAITERA, TIMESTAMP “FEHEKHIDY int, {ER]AE bigint T #8H.,

CREATE EXTERNAL TABLE IF NOT EXISTS

*__FILENAME__ ' string,
__SOURCE__ " string,
'__TIMESTAMP__~ bigint,

“appId® string,

‘caller’ string,

RN R @ BRI R (sd) ARTERH]

"DatalakeCatalog’ . test . log_data  (



> BT o

‘consumeTime® string,
“data’ string,
“datacontenttype’ string,
"deliveryStatus® string,
‘errorResponse’ string,
“eventRuleId  string,
“eventbusId® string,
‘eventbusType  string,
“id® string,
"logTime® string,
‘region® string,
‘requestId’ string,
‘retryNum® string,
“source’ string,
“sourceType’ string,
“specversion’ string,
status® string,
“subject” string,
‘tags® string,
‘targetId® string,
“targetSource’ string,
“time® string,
“type  string,
‘uin® string

) PARTITIONED BY ( dt® string) ROW FORMAT SERDE 'org.apache.hive.hcatalog.data.Json

AR5 X #5655, location EEFEM] cosn://coreywei-1253240642/1og_data/ H%, MAE
cosn://coreywei-1253240642/1log_data/20220423/ H3%,

EFHENTIIRE, 2R HRARMBAE R HRED ¢ cosn://coreywei-
1253240642/1og_data/20220423/ H%, #HEKZERMRGTE SQL H location fE2k[H]  cosn://coreywei-

1253240642/1og_data/ HREIA],
BN X ESRTHERE, (H KRB/,

iyl payre

TXRFBEARIN T XEHEG, FRedE select THAREEE, AT LOEAN T AIRNT i X
P 5253 XA

SR XN

TSRl — XY 77 X, 8T8, &M E XINEERZ 7 X5,

RN R @ BRI R (sd) ARTERH] 55142 314671



H&IRSS

msck repair table DatalakeCatalog.test.log_data;

MRS X 25, SRR EHIEM, I, STHE—X, WAl LGB %A

RN R @ BRI R (sd) ARTERH]
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alter table DatalakeCatalog.test.log_data add partition(dt='20220424")

IHTEEE
wngesr Xs, BIels@Es DLC #HT BRI &2 8 m .

RN R @ BRI R (sd) ARTERH]
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select dt,count (1) from "DatalLakeCatalog

RN R @ BRI R (sd) ARTERH]

. test . log_data"

group by dt;



) i o
AR
RER=VRR-TI A E )N

E I E] ¢ 2024-01-20 17:28:40

AT AN

T HEIRG AR, (EEE BRI mN 1220l @5 MRS R MR EGIMIE, PR B iaEN H &
TABRES, HEZRRZR OV EN IR R0 HSBER R TIHETH8E, M LogListener & HER 2T
B, GUEM NSRRI g5 0 H S BRI R, HEEgER 0814 - 110,

R AgE G B S FTRIEIRAN T 5 AR H S EIE, DUARI & AR H Y,

1. BB E EBERR | RS IRE KRS IFHEENRI AR T SRS H 8 LEBIR R X, BHEHE LR
PE B T NIFCLSCIRATI . SEa] LUE LRI 80 N B2 H SR &R, 8 i LogListener SRERACE FHAYT IE8R
PEREMT AT IR HE, BIAN{CRE EE Error, Warning 51T H &,

2. S HSTHERA - HEEMEIRK, HEFEMEAKRRSIFHEEARE, X TRENHE, MRCERNHHE
RHERRDN, RRREEN— M BdEiTatr, o] #0655 COS Hi,

3 NEAIRGIEE « MLRTIME AT LIRS TR M ERE 1F . FRETRENE S ERIN B 2SR M ER
FIN, RoABHAREL IR, MEAEELUFRIT IR, KitS 2RI THEREN, MAORERS T
PR R FF A RERESRG IR EMR S (17, ENRAFEI TR, AIDUKHAEXRT, D — AR R
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