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Browser bot
7| defense module

Scenario-based
configuration

1. Scenario name > Custom rule
2. Business scenario
type hether the protected Bot analytics
Toggle on the bot ) . Y
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Bot overview  SaaS Current global policy:-

Bot management View traffic Enabled scene Total scenes Total custom rules

C) 0 1 rules 1 rules

3.1E BOT HHInH, fE2MIRET, HERIEEHEEARRIEEE.

Global settings

Browser bot defense module @ Threat intelligence module @ Al policies @
0 rules 1 6 rules 0 rules
Configure now Configure now Configure now

4 MERTVEE U, HEAIECE, FEMEXSE, HliEE.
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Add Token

Token name
Token description
Token location * GET v

Token ID *

On/Off ()

¥ :

Token &F5 | HIE XA, &Z12810F1FF,

Token 7k : HE iR, &Z12810F1FF,

Token fi# : A[i%% HEADER, COOKIE, GET 5{ POST, Hr GET = POST /21§ HTTP i RNESH, JE
HTTP L5 R

Token #riR : BUEIRIA,
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Bot overview Saas Current global policy:- Anti-bot workflow
B B
Bot management  View traffic Enabled scene Total scenes Total custom rules Bot traffic 2
» 0 1 rules 1 rules 2 Bot allowiis

Real user

3.1£ BOT HHInH, fERRIZET, Hdnihma fisisriEEE.
4. AERTSHAS PO, S RO, 55 AN 4 SR 2

Browser bot defense module

@ This is a global policy. Your changes to the client bot defense settings will take effect on all scenes under the c
name.

Automated identification ()

Page anti-debugging ()

Allowlist policy
Add rule

Rule ID Rule description Type Condition Content
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Add allowlist rule

Type o Request allowlist Response allowlist
Add the request paths or URLs (under the protected path) that do no
the allowlist

Condition Path suffix match v

Content

ico,gif,bmp,htc,jpg,jpeg,png,tiff,swif,js,css,rm,rmvb,wmv,avi,mkv,mp:
woff2,ttf,svg g

Rule description (optional)

On/Off C)

Rp— : KREVIR 3L ERIRS

G REVE B EMEATE R IRS:, 251E2400 CURL, SOAPUI, JMETER. POSTMAN i/jla)i& K.
1. B Web W PG KBS ESIG, EEMSHRES, EFEEHPD > BOT 5kEELE,

2.1 BOT 5\ 5% evm, A EAEFRFEEF Y, #id BOT B,

BOT H N n [ ] v
Bot overview SaaS Current global policy:- Anti-bot workflow
BB
Bot management View traffic Enabled scene Total scenes Total custom rules Bot traffic 2
» 0 1 rules 1 rules 2 Bot allowlis

Real user
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$1f.length;_$uD++){_$1f[_$uDI*=_%2_ [Math.abs(_$uD)%16]1; }return;} telse if(_$WAx122>1
WA%*122<3416){1if(150===126+_%WA){_S$hL+=7;}else 1f(92%_%$WA===2300){_$hL+=-13;}else if(-
OxmInUWnNuL") ; }else{var _$wr=_%mt[19];}}else if(_$WA%x79>15018&24—_$WA>0){if(131===111
===42){_%12=_62_[_%$8B(_%$mt[5])];}else if(lé===_$WA-6){_%$12=_%vc&&_S$vc[_%$8B(_%$mt[3])];
_$mt[0]1));}}else if(15—_3%WA<D&&20>_SWA){if (43===27+_3$WA){_$vc[_$8B(_$mt[3])]1[_%$8B(_%n
7){return;ltelse if(-63===_%$WA-81){_3%uD.push(4);}else{_%$y2();}telse{if(91===63+_S$WA){_
=_$1t[_$8B(_$mt[4]1)];}else if(-73===_%$WA-103){_$hL+=13;}else{_$1t[_$8B(_$mt[6]1)]1(_$8E
}te i - i - - i ===33 - "
8nQLUPWqqr7Dccebc@qqr4reqqrec22qq.CB.7K7RYGXUTYmj9XtdgeOmTyesaZg_@qSWhVgawzuE | ) YCaXKu
EEqleGlgflIhlQzcHTRdpfCCuWWBV44bufWBL4gCuHMzar5pkeMILaN16Qh_90_0k8MJIZM4SuliZZaaké
VnCKpRxxfvD4jMWzB2CIJ3wRPPDFmMHL1auBDHz9G0k1K1QlwarciRdNy60sMIwSvZob . xH9u4pDZoMZAZC8:
7DDEDRzP_PIPqtEcBDtbEY9_zaqqgqqgr@QQSplx1W7APrrh9L71n2ct@EXAP2hqqVHiGI6G0IcI0I6GUVKwZ
7rGRuBIM5xzec66WHRzzZCANMI1zZosuM3SBTD61hQTe@nD6gIENBOb61UtWqqh7QQHsrGZiGacé4qgqrO@HANywe
iGJIKEOxVPeGt4cé4qql48969qghQAM3Ma8MO_wkRbQogk162HMCGhbKcppEMgBYN3qqt10831790401rrl.");
iP;felse if(-21===_%WA-31){_$uD.push("7VO@0tRWGFA");}else{if( !_$12)_$hL+=1;}}else if
SWA){_%$2_.id=_%1f;}else if(118*_$WA===590){_%$2_[_$8B(_$mt[35]1)]1=_%eV;}telse if(-117==
31V (_$8B(_$mt[24])) ;Y else{_$uD.push(4);}relse if(4>_$WA){if(101===101+_%WA){_$1t[_$¢
se LF(52%_$WA===52){if( !_%$12)_%hL+=2;}else if(-69===_8%WA-71){_%uD.push("Vk_yxby7sIG"
==102+_$WA){_$2_[_$8B(_$mt[34])1=_9%$mt[33];}else if(74*_$WA===962){_$2_.src=_%$13;}else
10_$8B(_$mt[2]1)1(_%$2_);}else{_$uD.push("R.1dTebdfga");}}telse{if(-17<_$WA-64&&_$WA*22
se LFf(51k_$WA===2499){return Math.abs(arguments[1]) % 16;}else if(36===_$WA-14){retur
}¥}function _$rY(_%$vs){var _$wr, _$uD,_$KD=_%vs,_%$vc=_%Fb[2];while(1){_$uD=_%vc[_$KD++
_$2)[_%$8B(_$mt[51)]1==_%$8B(_$mt[151)||_%$2_[_$8B(_$mt[5]1)1==_$8B(_$mt[42]);}else if(12¢
_$u[===149){_$2_[_$88(_$mt[46])]=null;}else{if( I_$wr)_$KD+=2; }rrelse{return;}}}}}) ()<
<bOUyz

<input type="hidden" id="__onload__" name="cDLJ.6zTlivja8RAGWSNtmGchMfTmH_nrcvrZ2rWMS
XBKK8HwWG" value="g.bsDjQpVCmzPMoeR.dbDA">

</body>

</html>

psdpan@psdpandeMacBook-Pro ~ F curl http://www.psdpan.com -I
HTTP/l.ccepted

Content-%ype’ text/html; charset=utf-8

Connection: keep-alive

Set-Cookie: Cc2838679FS=5ffyjNUVxUtd.BOCnglHHKmk7AhiBH.0txKdMrzQglgG.T8yHY8c.A2gLxFTi
expires=Tue, 02 Mar 2032 09:11:53 GMT; HttpOnly

Expires: Sat, 05 Mar 2022 09:11:53 GMT

Date: Sat, 05 Mar 2022 09:11:53 GMT

Server: kkskekkok

Cache-Control: no-store

Pragma: no-cache
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GET w https:/fwww.psdpan.com
Params Authorization Headers (8) Body Pre-request Script Tests Settings
Query Params
KEY VALUE DES
Body Cookies (1) Headers (10) Test Results C‘? Status] 202 Rco
Pretty Raw Preview Visualize HTML =
5 head:=
& <meta http-eguiv="Content-Type" content="text/html; charset=utf-3">
7 --[if 1t IE 9]:«<script r="m'>document.createElement("section”)</script><![endif]-->
g <script id="_rspi" type="text/javascript"' r="m'>
9 (function()f{var _$o4=16, %$q%=[[&,4,11,3,13,2,9,18,5,18,8,1,7,1,2,2,14],[2,7,13,28,0,48,32,4
26,36,3,31,25,31,21,29,6,11,27,14,5,18,27,34,24,9,24,18,17 16 ,35,39,40,41,19,23,22,13, 3
44,39,44,30,22,1%8,28,15,17,1,12,4,44,5,31,534,49,22 ,35,18,24,44 31,22 ,50,51,21,12,18 51,

. . oA R T P mmmm L e

() ivar _$9¥=[33];Array.prototype.push.apply(_%9¥,arguments) ;return
[_%04]=[];var _%Cj=_%2m[_%o04];_%Cj.push({window[_Scx(_%9C[17]11]);_%C]j.push(window[_%cr(_
1):;_%Cj.pushi{window[_$cr(_$9C[18])]);_%$Cj.push{window[_Scr{_%9C[41])]1);_%Cj.push(0bject
(Function[_$cx(_$9C[31)1[_$cx(_$9C[71)1);_%Ci.push(String[_Scr(_%9C[11]1)1);_%Ci.push(5t
push(String[_$cx(_$9C[2])]1[_Scx(_$9C[13]11);_%Ci.push(String[_$cx(_$9C[28])][_Scx(_%$9C[4
(_%9C[121)]1);_8Ci.push(String[_Scr(_$9C[3]1)]1[_Scxr(_$2C[32]1)]1);_%Ci.push(String[ Scr(_3%%
[ $cr|L $9C[Q :l][ $or(_$9C[26]0]10):_5CT.push{String[_ $cr|’ _%5C[3] :'][ $or(_$9C[27]0]):_8C3.

- oA

_Emd.apply(this, _39Y
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Bot management
Bot overview SaaS Current global policy:-
Bot management View traffic Enabled scene Total scenes Total custom rules

IISELI] C) 0 1 rules 1 rules

3. 1£ BOT HHInim, E2FIRES, Hdinihma yissr i,
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Anti-bot workflow
o )
Bot traffic
2

Real user

Bot allowlis
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https://console.intl.cloud.tencent.com/guanjia/tea-botconfig
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4. i o B
: Eﬁai)\cé-lgio

Browser bot defense module

(D This is a global policy. Your changes to the client bot defense settings will take effect on all scenes under the ¢
name.

Automated identification ()

Page anti-debugging ()

Allowlist policy
Add rule

Rule ID Rule description Type Condition Content

5. I RICE T, FAERNL, SR T R U

, PP BGUE R, TR A6,
6. i Jf] Chrome 15 3K45 AN T AR

IR L BRI (bR ARSUERT] 5514 39811
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* O top
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* I Images
» s
* [l stylesheats Drop in s
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1. B85 Web NP JCGE R &, fEAMSHTED, EEEEHD > BOT 5UFRL,

2.7E BOT 5k exvim, £ b REpiirmiss, il BOT B,

BOT H = nm » v
Bot overview SaaS Current global policy:- Anti-bot workflow
B
Bot management View traffic Enabled scene Total scenes Total custom rules Bot traffic 2
» 0 1 rules 1 rules 2 Bot allowlis

Real user

3.1E BOT DM, fERRIES, A Resry i,
4 ERMMEIROUE, 415RA IDC s, #idfi IDC MM —8 XM, XIAIRE.

IR L BRI (bR ARSUERT] 5515 39811
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Threat intelligence module Identify IDC access sources and bot categories.

@ This is a global policy. Your changes to the threat intelligence settings will take effect on all scenes under the current domain Don't show again X

name.

IDC network

Disable all
IDC network type IDC network description On/Off
Aws The |IPs belong to the AWS (IDC IP) IP library, and are often exploited by attackers to deploy bots or proxies rather than ... ()
Azure The IPs belong to the Microsoft Azure (IDC IP) IP library, and are often exploited by attackers to deploy bots or proxies ... ()
Google The IPs belong to the GCP (IDC IP) IP library, and are often used by attackers to deploy bots or proxies rather than norm... ()
UCloud The IPs belong to the UCloud (IDC IP) IP library, and are often exploited by attackers to deploy bots or proxies rather tha... ()
Alibaba Cloud The IPs belong to the Alibaba Cloud (IDC IP) IP library, and are often exploited by attackers to deploy bots or proxies rat... ()
Baidu Cloud The IPs belong to the Baidu Cloud (IDC IP) IP library, and are often exploited by attackers to deploy bots or proxies rath... ()
Huawei Cloud The IPs belong to the Huawei Cloud (IDC IP) IP library, and are often exploited by attackers to deploy bots or proxies rat... ()
Kingsoft Cloud The IPs belong to the Jinshan Cloud (IDC IP) IP library, and are often exploited by attackers to deploy bots or proxies rat... ()
pubyun The IPs belong to the Baidu Cloud (IDC IP) IP library, and are often exploited by attackers to deploy bots or proxies rath... ()
Qing Cloud The IPs belong to the Qing Cloud (IDC IP) IP library, and are often exploited by attackers to deploy bots or proxies rather... ()
Tencent Cloud The IPs belong to the Tencent Cloud (IDC IP) IP library, and are often exploited by attackers to deploy bots or proxies rat... ()

5. QISR A IDC TR )i nl, B o 7 s e 01, S HEDLIT, =N

AR

: IE%%HJJ\‘I%‘EIFEEEDEJO
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Third line of defense * -

Bot analytics

Total items: 14

@ Ep
Threat in... Al policies Bot flow ...
Bot analytics Third line of defense

@ Action policies Intelligently identify bot behavior from multiple dimensions and accurately block insecure access requests using the threat intelligence, Al polici
Configured: 1

Threat intelligence module ® Al policies ®
Y o ® .o »
Configure now Configure now

B2 2

Normal user traffic

Action policies

Al PFfl

Al iWE%ﬁE%?)\I*”ﬁEB‘Z?K%HH%iﬂJX\T’“GJQﬁii?”?i e XPERAEA SR P MRS A AL PR R, @ 15 Al
BT RBR DTS AR, SPGB IR, REICRREVINE, MOCk 8 S PdssEml BOT, kRl
PEE BOT HYXE 5 FI1T A,

HiHH -

AT 2RSS Al @B EZ)YS), TEHITE ARG IRME, RAHE URL inE A,

FE Al PAL

1. %85 Web PG IS PERIG, TEAMSHiREH, EFEEEHD > BOT 5% R 2,
2.17£ BOT 5k S &2, /& bAaFaReEpriss, s BOT B,

BOT H N N [ ) v
Bot management
Bot overview SaaS Current global policy:- Anti-bot workflow

BB

Bot management View traffic Enabled scene Total scenes Total custom rules Bot traffic 2

o Bot allowlis

C) 0 1 rules 1 rules =

Real user

3.1£ BOT EHH, E2RHIZES, HAHARAEIFIIEECE.,

=R
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BFRER

£ Al PG DU, IZIEROVIERTER, (H2H Al R,

Basic session info

Request feature info

Threat intelligence module

Al evaluation module

The Al evaluation module calculates a probability value of exceptions. 0" indicates no exceptions, whereas a bigger number indicates a higher probability.

[El Request feature

URL duplication rate @
Minimum URL depth @)

Session duration @

[C Cookie

ookie duplication rate ®

U user-Agent

User-Agent duplication rate @

User-Agent randomness index
[l Referer

Referer duplication rate ®

Q Query

Query duplication rate @

RIED R

ity value1613.33)

0 (Probability value0)

value1)

Total URL types

Average speed ®

Percentage of most repeated Cookies @ 0

Total User-Agent types ® 0 (Probability

e of the most used User-/

0 (Probability valu

Web K7 I K&

Bot flow statistics module

0 (Probability value

aluet Maxir
aluet) Quer
(Probability valueQ) Total
valuet) Perce
0 (Probability value1)

Total Referer types ® 0 (Probability valuet)

Total Query types ® 0 (Probability valu

1. B Web W B K505, EAM SRR, EREEHD > BOT 5IL%ZL,
2.1 BOT 5\ 5% evim, A EAEFRFEERF Y, Hd BOT B,

BOT = E p

Bot management

Bot overview SaaS

Bot management View traffic

»

Enabled scene

0

Total scenes

1 rules

Current global policy:-

Total custom rules

1 rules

3.7E£ BOT EHlm, {E2RIRES, i Al G RIEEE.

IR L BRI (bR ARSUERT]

Anti-bot workflow
B B
Bot traffic 2
2 Bot allowlis
Real user
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@ Eﬁizﬂﬁ Web R F 5 K %

4. 1E ALTEAHTUR], SREERINE%8E, MARMR, #ARME URL, HERERE,

Add to allowlist

Policy name
Rule description

Allowed URL *

On/Off ()
En -

5. iR RIECE D], FAEEREGH, REIXET Al RIS

, EEIE Al RESIRERTA],

Bt

BREGUIHIIRERL T RBHR I gEt, ARIER P RHANTREREA S 72, BalAFERFICEERR, g R
fEotr, BEARERIRERE, MOUkEHEM BOT, & BOT WX, FHiEd HalARait i, MouRE
7789 BOT 17 M5 Al

PiRA :

IERIT R R RS, MR AR,

1. %85 Web PG JCSERIG, fEAMISHHiREH, EFEEEHD > BOT 5% R 2,

2. 18 BOT 5k 20, /& LAk REiirmiEss, B BOT HE,
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BOT H N N [ ) v
Bot overview SaaS Current global policy:- Anti-bot workflow
B B
Bot management  View traffic Enabled scene Total scenes Total custom rules Bot traffic 2
& Bot allowli
» 0 1 rules 1 rules = ot aflowlis
Real user

3.7F BOT EHlUim, fERRIRED, Mii Al THEEIATEIEERE.

SVETRMIE

ENTEIRIEIREET BB, Al PEL, B REGT TN NG 15 A G KT E 14T 70, FT 0 VEEE0-10007VEREIN, 77
Roliim BOT Byl ReME@ G, Hoy A st AR a3/ D WK, s 0 BOE RE R T7 RAT NI KGR, H P AT
P AN [ 3 1 SRS AR B E SR A L 2 S5 AT AS ] 53 B B R BT SBR[ AR R A T2

BRER

YEIMER, Al PGB RESEIHRCH TRETE, BOARCELEME E AT, %88 a7y
Hric i,

BRIEDR

1. 85 Web PG R B, TEAMSHRSS, 2% BOT FEIH.
2. 1E BOTIE M UM, /£ LAEFERESFEAG, EERFRRE, phERER.

Access so...  Session ID Region Domain n... Requestp... Action Y Numbe... $ Hitm... Y Scene... Y Action... Y Botsc... ¢ Bottag Y Threa
Q v 4 Suspicious

- - = Monitor Bot analyt... . Tenc

- Chengdu o - = s 2 = 5 0 a il bot i

3. 1& BOT Jit & 15 ol iV ARl =I5 (5 BARER, BT IP HIX,
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A BT

40 RO

Suspicious bot

Number of sessions

' 0 times
b }/ Last request

Access address  beig04.testwaf.com

Web K7 I K&

Add to allowlist Add to blocklist Add cL

Hit modules

@ Bot analytics

Policy ID
Score Scene name (id) test (3000000690) Action policy name izt
Exception feature  Threat intelligence
Basic session info Request feature information Threat intelligence module Al evaluation module Bot flow statistics module
P
Access source IP 42.193.34.109 City Chengdu Regior
IP type EIDC IP owner tencent.com
1 Session
Average session speed Otimes/min Total sessions 0 Wheth
Session duration Ominutes
VN 3 Nl =X AN =1 > ML N & N 3
4. BNV F A IZHX TR, WIRBHALPE O i, rTLAEE ahERE, T — D EmArLryiRiE,
= hY —= -
5.1F BOT G220, 72 hAEEFRaEpriiss, s BOT HH,
BOT N = N P v
Bot overview Saas Current global policy:- Anti-bot workflow
B B
Bot management  View traffic Enabled scene Total scenes Total custom rules Bot traffic 2
C’ 0 1 rules 1 rules 2 Bot allowlis

Real user

6. i RECE T, FAEEREGH, xR T A RIS B B MR

7 ACSESRIG T, FCEA X SR, Al AR,

Create action policy

Scope Request path Include /bot/

Action policy name *

RN R @ BRI R (sd) ARTERH]
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A BT

On/Off * ()

Scope * o All scopes Custom scope

Priority *

1+

Web K7 I K&

Enter an integer between 1-100. The smaller the number, the higher the execution priority of the

Mode *

() Loose mode

Action distribution (i)

A Moderate mode

(¥) Strict mode

Score (0-100)

0 - 35
35 - 90
90 - 100

Save Cancel

@ Trust @ Monitor

Action

Trust

Monitor

CAPTCHA

Redirect @ CAPTCHA [ Blocl

Tag

Normal

Suspicit

Maliciou

SR ¢

SREGRFP | SHE BN ERIg AR
ABOFR - HHTNERIS 2 A AR
AREEE ¢ L1 E RIS A RTE

RS | HEEh RIS PTIEEDR, THMA1-10009% R, BB, RSB IIAT LB

IR L BRI (bR ARSUERT]

#522 9811
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BIRE - REEREEC pEEa M. BE WBEUXPURBAR B, TR, HRE. TR A
NSRS, 2 BIRE BOT B EEE N R ARG ELEERN BOT MHTE DS A E RIS, X =R a1 TG
K, BREHN B E X,

STRBEE | DBEXAESECN 0-100 77, AN EBEBUEILATLIRINT0,, BLEMN S BIXEFEE EHETT, 28
BERATEE, BIXEAEENZE, a2, 220 BB E SR,

YERE | ZENEE. e EEm (EERERFEME URL) « ANURSI (BIER) S8,

WERE - [ILE N AKLF BOT, %R BOT. IEHIR&EEEEH BOT,

KAF BOT = BRI G A4/ &7/ BOT,

SELLBOT : AIRBIHIZ A METT RS BOT, (HERHIWE WL 2 S 6 E,

IEHTE - AR R E N IEE A2,

W BOT @ i PRk =4 T B i 8/ 1)1 SRR & 479 BOT,

ARNER

T ALESENC R (A1 R 15, ITRNLERA) RTDUER RIS R, 6 F5 A DUE# #R5 1.
1. %85 Web W PG JESPERIG, FEAMSHiREH, EEEEEHD > BOT 5% RE,
2.1E BOT 55L& 20UH, /£ LAikRREprnEs, $i BOT B,

BOT H = E v
Bot overview SaaS Current global policy:- Anti-bot workflow
B o
Bot management View traffic Enabled scene Total scenes Total custom rules Bot traffic 2
o .
() 0 1 rules 1 rules = Bot allowls
Real user
L A 55 EVya
3.7 BOT BMIUH, E2/mED, HfiakRRERiyEiEECE,
Global settings
Browser bot defense module @ Threat intelligence module @ Al policies @ Bot flow statistics module @
X 9 @ 15 El o B -
rules rules rules rules
Configure now Configure now Configure now Configure now

4. FEAIEICH T, W]

RN R @ BRI R (sd) ARTERH] #3523 19811
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, HEX N IRE,
Legitimate bots

@ This is a global policy. Your changes to the legitimate bots settings will take effect on all scenes under the curre

Bot type Rule description Action On/Off

Search engine bot The bot crawls the content ... @ Trust

o
»

Feed bot The bot crawls the Internet |... @ Trust

H & SN

WAL E E 8 NIEE, OB BT ST NECEMTE R, KRN E X NARHERT 5 I RFEIE >R

TEE

HATERIE BOT R b, B24RIES SIS ANEH N7 51 E & INE,

AINEE LB M BAERIET BOT &0,

ZNERMERSNSE, TREMUMBILEIRHERLE, MR MRS, FEAE SRR 552K mAL,
EVIES

HRTEALFmE FIEE o T EE, BEXNRET VR TIRE, £ BOT MEoiHrast kiimHG, 3
TS, nTEESEEIRIER, HEa KRS E T .,

B4 : URL EEE MR, RIEXE00K78h, UA S, st s SR aE MRS R E BB
%%, WIRFABREIAE NBER T, A2 DURIE LT 5 & B H A B A E3OR IR,

T RH

1. 85 Web PGS Ef &, fEAMSHHED, EEBOT REDH.
2. {£ BOTHE M 0, /o BAESEFREIIISS, SRR, AR, a2 IP IEREER
B, URL #—, FfHJ IDC 3,
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Access ... Session... Region Domain... Reques.. Action ¥ Num... Hit... Y Sce... Y Acti... Y Bots... ¥+ Bot... T Thr... Y
Q . -‘ Suspiciou

[ | - / =] Monitor 2 Bot an... 3 3 29 Tencen...

Chengdu s bot

90 91
Suspici

am 9 ) / E=l Monitor | 1 Botan..  3C 1 51 uspiciot | Alibaba..

2 Shanghai 88 3 s bot
89 ——

3. BB, WIEMARIEEEFMNEL, RIEHE IR, B, WAl EEAR Rz T E

Suspicious bot

Number of sessions Hit modules

D} At rl s k = 1560 times @ @ Bot analytics

Last request . .
Access address  beig04.testwaf.com Policy ID ~ ---

53 Score

Scene name (id) BRIAZHE (3000000688) Action policy name  BRIAZEHASRRK

Exception feature  Threat intelligence, Intelligent statistics

Basic session info Request feature information Threat intelligence module Al evaluation module Bot flow statistics module Session manageme
1 Session

[ Average session speed 73.41times/min ] Total sessions 1560 Whethe
Session duration 21.25minutes

4. FEEMEIR T, AT DURIES IR FIETZ 1P 2 A IEH P R,

Basic session info Request feature information Threat intelligence module Al evaluation module Bot flow statistics module Session managen
IDC type
IDC type IDC description
Alibaba Cloud The IPs belong to the Alibaba Cloud (IDC IP) IP library, and are often exploited by attackers to deploy bots or proxi

5. TEIRRFHILIEE DU, FIAIERIERKIEN,

IR L BRI (bR ARSUERT] 5525 19811
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Suspicious bot

y -

53 Score

Basic session info Request feature information

[E] Request feature information

Threat intelligence module

Maximum URL depth ® 1

Percentage of repeated URLs @  1Reference value: 0-1

[ Cookie

Whether Cookie is abused @ No

Cookie validity ® 0
U User-Agent information

User-Agent type ®
User-Agent type ® 1

Percentage of the most used User-Agents ® 1

El Referer

SRUSECE

Number of sessions

1560 times

Access address  beig04.testwaf.com
Scene name (id) BRIAZ® (3000000688)

Exception feature  Threat intelligence, Intelligent statistics

Web K7 I K&

Hit modules

@

PolicyID ~ ---

@ Bot analytics

Action policy name  BRIATEASERE

Session management

Al evaluation module Bot flow statistics module
Total URL types ® 1
Average URL depth ® 1
Cookie exist @ No

Most used Cookie @

User-Agent exist @ Yes
User-Agent existencerate @ 1

User-Agent similarity rate @ 0

1. %% Web PG KBRS, FEAMSHiRETD, EFEEEHD > BOT 5% R L,
2.1£ BOT 5k &2, A LAkFREyirmEs, Hifi BOT B,

BOT N P

Bot management

Bot overview SaaS

Bot management View traffic

@

Enabled scene

0

3. Bl IR T, i BE XN,

4. TEHE XN TTE, AR, RIE LA,

Total scenes

1 rules

Current global policy:-

Total custom rules

1 rules

BRF70%H) , FMARTEERERENKTE00R858, HEHEHE,

IR L BRI (bR ARSUERT]

Anti-bot workflow

o )
Bot traffic

o
=)

Real user

FH%iE URL EE IERT0.7 (70%ELIEREH,

View access logs il

Minir

Total

Perc

Perc

User

| Most

o
=)

Bot allowlis

PRIZEES M
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Add custom session feature

Rule name *

Rule description

0/256
On/Off [ @)
Condition * Match field Matched parameter Logical operator Conte
Percentage of repeated URLs ¥ > v 0.7
Average session speed v > v 500

Add Up to 10. You can add 8 more methods

Action * Block v

Priority - 100

Enter an integer between 1-100. A smallefjvalue indicates a higher execution priority. When the priority is the same, ru
recently added

Custom tag * Malicious bot v

.

TR
HATERIE BOT R b, BLRIES SIS N BN 751 B E NE,

IR L BRI (bR ARSUERT] 5527 39811
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API'Z2 2 HH %
WAF 454 API W % {24t 2B
T A © 2023-12-29 14:52:59

AR ZBAMAIEC . Web S ARG K& (WAF) |, 29 APLIR G B/ API R 22 42B154

GlER=Ses

TIF5E Web Bz B A,
CE API % LA T API, BRI HORAT .

ST

S . 1E APl W R EFIAHE B E X4

S BLE HE A SO, TR APL I S PZERI G 98E B E S84,

ER

AP W K47 B E USRI, 2k HE IR 2 ST Gl CNAME) ENZRGS I it R, Zecf 8
TE I AT GRS CNAME)  EI API W K AR S5 B F A4 HFBCIE SR E Y, FHETR DNS id5%, Ff HIE X fa1H
WAF ) CNAME 5%,

B2 : BLE WAF

1. %% Web PG RIS, TEAMISHT, R ARE,
2. FESRA R AT, S nisiA.

Connection Management

Domain names Instances

- -

B IEAINEA T, ALEMXSH, HAdiE.

RN R @ BRI R (sd) ARTERH] %528 19811
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Add domain name

Instance Saas CLE ‘ B

Domain name *

Server configuration w1 HTTP 80 -
@

HTTPS
Use proxy @) O nNo Yes

Whether WAF uses LT proxy (Anti-DDoS/CON)?

Origin address Qr Dormain name

Enter up to 50 IPv4/IPvE origin addresses separated by carriage retumns

Load balancing O~RR IP hash

pﬂhC:,'

Advanced settingsd

Connection method Short connection o Long connection

Persistent connection is used for forwarding by default. You can change the connection method as needed
Write timeout - 300 -+ seconds (Range: 1 - 600)

Your WAF does not support this feature. Please upgrade it to WAF Enterprise  Upgrade
Read timeout - 300 -+ seconds (Range: 1 - 600)

Your WAF does not support this feature. Please upgrade it to WAF Enterprise  Upgrade

Enable HTTP20 @ Q) No Yes

Please ensure that your origin server supports and enables HTTP2.0, or the configuration will downgrade to 1.1
even if HTTPZ2.0 is enabled

Enable WebSocket ) No Yes

If your website is using Websocket, we recommend that you select Yes

4. SERBCIESE, RS AR RACE CNAME 25¢7,

IR L BRI (bR ARSUERT] #3529 19811
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Domain name/. ‘Access stat. Access inf formation @Y  Instance ID/name Mod ddress () B AP security 1Py WAF A Operation
3] Saa$ -Hong Kong (China) Edit Delete Ba:
I e ngne ok moce D D D © D e

SIS BB CNAME i£%

1. 7 DNS 2t ps-h &k CNAME id3%, I H & s fem WAF ) CNAME 184,
2. B3k Web W B &, IEFRBRABE, B ABGEATUR, B E2IEFE b5,
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@ b Web [ 11 8
AP| ‘&&= {RT

ol E N R 2023-12-29 14:53:12

N L ZER AP TR ELRY ?

M APLZHIFRE R H LTI, RIE S22 BB S RN B,

Wi KA EROF B IEFRANFEVIE IR SS TR, 5 B0 XL 55 BUREHRAI ZEE RO 551615

MA BZNME TR Layer-7 £ DOS Wili, 53 AN RS XV 551E5K, @8 m iR i 8 B2 o il 55 2t 58 K
EERHR, FIETRIR, SRS A MR,

Yo A B S ERRIIARY TR, XSS TE s ssd ik, AT sl @ mm = phir.

Wl Ed s H e L iE TR, RA SIREULZ AV X AP TBTRFE R Bt

AT AN PR, 6 APL EAT AL S5 B4F

AP A&

AP| ZZ2Rh

AP| B P

API A i JE A 1

ASCREM AP A B B TR, fEF R4 AN, APl Y ASSE N RTERT APl F & R 4EH N, AT
WA EHERTE. BR. BRI K2 M APl RatA BIVFRE L,

BT

62753

RR 3t

PRI RGV AR A KRG A &

WRSS HEA Al BB R ER D IR AR, TR BRI AP IYTIR], FE s (n SRS T 7

A X A 1 )7 SROEA TR S, B — NI R PRI SR TRRER BRI R 88, — ERZBREIE R W T DUE4E
M55, HERAEREERE, FERILERALIE,

R =FE R BAS AT LAE TR S BB RR R TICE, (HRRTEFER R A I IR AN S I A R
Ko HHEREAN APl Z2AEamE A, FTEXFTER AP 5= AT M AP A 2R,

RIEFEZN — APIHEOMITREERNL S U0E, NN R TR 2 K, ATLCR AT A =k 55
AP AT PRI A B IR

AT AP T A =R ?

X APIHATAERGIPI, BRT LMo b ge, Bgk, BRIt LUl B OIT5a4E), iR LUE Web
B At R R KRB TRE IR AP AR LR, ASCRFR DU T offra] £ Web BB K b b GRA7 I 5 TR T0E 1)

RN R @ BRI R (sd) ARTERH] #3531 39811
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API [y POE AR LR
IEREHAD

API WA LT

API il B2

API BRI

AP 28 F i YA FEE 17 7] R
AP U E RS

AP G5 E RS

KBE AP VE FERYF

API 6% (47

AP S5 15 n] TR BE O

APl N'B%A7

Web K7 I K&

BHIPSRERN A

HAS API R AT

BELIT API Y5 T ORIPL 55 R GRS E

BRI APIERLRTT 11 SR TS

BRI 2 i AP YT TRDE

CRIPBUK APLIE TSI, RUENL S5 B A a4
LRI AP SR BEIR AL 8 HEANE R A

FEVHRE KB API AYRHEE A T2fa/mfa/ AHLIRA

R UEZ i A5 A EL S S A T )

LRI AP AN 57 5 (9 17 TR SR 75 1)

T3 AP LR ERE TN EBONE, HFERTIRECR, AR APLRIRI AL — BN [ NE A SRS BERT, B2
HLAT LU API YR X NE R TS, Y AP IRSS ImBITHER BRI, iy 08 SRRV IFE,

HEALRTLAE R Web KR KBS SEfti 2 4 > PUTTRBHBRBUR A, API WA TP, *hik5s AP TRIER
Bllakts, WIS RN AL T,

1. AEM IR RO, SRR, 55 SN es B N5

2 (ARSI IEHE, SEEA R TR, REERE, SdEm,

RN R @ BRI R (sd) ARTERH] #3532 19811
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Add web tamper protection rule e

FEUHA

FRMAHR  PIESFINAAFRR, RS0 N FRF, AILUER T H SRR A R TR

TUHBEEE - PiEUOsE, FTEOHTHEGURTHY URL, TEHEE M URL, ASCR&RALE,

L]

fEE AR T .html, .shtml, .txt. .js. .css. .jpg. .png TFEFAATIH,

IIRRI S, FH PSS — RGN 0T, WAF R TUE TR A7, a4k Vi RIIER Ny WAF 247 01H,
3. SRR ESHINIE, FERIAS H.

AP| i FE il
Xt API BYFERFR il 23 AR5

XHR% U API BAR R TR EEFRH

AR ARSS S TREAR I API BREEFR TR, A5 SEER & i LB RENLSER, BT EBREREESEN, HE
BRSILEER, A5EEE AP JEIRIRSS IR, KZHOG MR EE BREAT N IGRA S, EEBRHFRED, &
iR R IEH PR, Hitk, BUCEPSRIE A TIERS], LB & P iRRIBRARERRRE, RSB
Xt API FREAIPRE,

X2 i 1 R T e RR

£ Web M HIBAKEEHEY, RILOEE CC FifrikiE, BOT BRI TA & F imfI R il

CC BhtrikiE

CC B ohRe rlBCE A& P Im VBRI R, — B P Smf 5 [RS8 H BRI T, e HEA TR SR AL i
1.7E CC B, HAdiHepnsinl,
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A BT

Web security(657) Access control CC protection Web tamper protection(1)

Emergency CC protection(®

Support auto decisions and protection policies based on exceptional responses (timeout
Status C) and delay) of the origin server and website access history, real-time biocking of high-
frequency access requests, and banning attackers for 1 hour

2. TN CC BAFF RN IERE R, FLEM X S8, HdiiE,

Add CC protection rules

SESSION

e+ QIP

Logical operator

Web R Bfj Kb
Data leakage prevention(1)
Session setting®
Session position: -  Match mode  Session ID-

Session settingStart position: ; End position: Configuration time-

Content

Equal to -

Add Up to 10. You can add 9 more methods

Match method * Field Matched parameter
Acre aque B0 times B0sect = @

A Block - ®

Pe 10 minutes (@

BOT BEEILE

Back

EIACE BOT E 7 > BOT BHfPTUHINY R IE IS, v DRI P Ity X TSR SR T PR

1.1£ BOT B iy s Bk, s Hin S BRI E.,

IR L BRI (bR ARSUERT]
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Bot Protection Bot allowlist

Scene management

From here you can start configuring bot scenes

1 on years of Tencent security axperience in bot management, we provide different setting E

as, making it easier to complete your configuration

01. Add a domi
Default scene (1)
Scene ID: 3000048541 & Al paths Actior
policie
E E EE @ 2023-02-22 01:41:05
Cusiom 3= Browserbot.. ) Threatinteli... @ Al.. @ Bot.. @ 1
n
2. Wi EE ORI BN ITEEN, P& AH = 28, i BER n]
Add bot allowlist
Rule e
Rule description
Condition * Field Matched parameter Logical operator ~ Content
Average session speed (1) v > v
Add Up to 10. You can add 9 more methods
P - 100
Er etween 1-100. A smaller value indicates a higher execution priority. When the priority is the same, rules more recently addec

tom tag * Friendly bot -

Session B EB/RIERE

IR L BRI (bR ARSUERT] #3535 19811
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HTERMWIGE T, IPv4 1Y IP BEBE Sk, HARZ IP BERENE M REE NATIP T, BI—/IP T
BE2MWEEE PG, AIRBADH ST IP BIRRE#E, TEMA NAT IP GG T, &% i)Y S5 ECE R 1P R
g, SEOREZERVINR, WRNSECERRAGT T34, X EAE RS HY R BUOLEE R BR R RER

Kit, FTLATE Web [ B KBS HHEC & Session % &/ 161 E, BEAIMEIBRIA¥E— IP TRARRZF M, SN
B — 2 PRI L S RRAR

Session %E

1. BE5% Web WA BT KSR, EAMSHREREME LR,

2 fER R T mE, o bR BER RIS, i CC B, kA CC BT,

Basic Security

Rules Saas

Web security rules Access control CC protection Web tamper protection Data leakage prevention Block page
@ sicreve @ © © © O st
Web security(659) Access control CC protection Web tamper protection Data leakage prevention
Emergency CC protection(®) Session setting &)
Support auto decisions and protection policies based on exceptional responses (timeout Session position: =  Match mode  Session ID-
status (_JJ)  and delay) of the origin server and website access history, real-time blocking of high-
frequency access requests, and banning attackers for 1 hour Session settingStart position: ; End position: Configuration time—

3. £ SESSION %&b, FMEIRE, %E SESSION 4EE(E R,
4. 1f SESSION & E X IHHE, ECEM XSE, MALEHE,

RN R @ BRI R (sd) ARTERH] %536 19811
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Session setting
String match Position match
GET/POST example
Cookie example
Header example:
E -
SR -

SESSION fii : F[i%f%¥ HEADER. COOKIE, GET & POST, ' GET & POST 24F HTTP iii RINA S,
JEHTTP KAME R,

PeEEARSK : B} HEADER X ((GCRFOLIEVEAD) 4V, FISCRsks v B i s e o s i Ve,

SESSION IR @ HUERIR, 32,

FHEahIE © T RSB PCACITAANLIE, 1-2048LANHVEERY, JF HiZ A
GIRALE | TR E VLAY RO E, 1-2048DINATEERY, I HIRZ A
RIEBE

1.1£ BOT 5 > BERBERLL, i XI5 B AT RTERCE.,

TRHU 28N F 1T,
TRHU 28 N1,

b
b
b
E

RN R @ BRI R (sd) ARTERH] $#537 39811


https://console.intl.cloud.tencent.com/guanjia/tea-botconfig

@ Hﬁizﬂﬁ Web 57 Fi B K 3%

Global settings

Browser bot defense module (i) Threat intelligence module (1) Al policies (D) Bot flow statistics module (i) Session management

¥ 0 9 16.. 0.ec L 0.

Configure now Configure now Configure now Configure now Configure now

2ACRIEEHIE, ALRMECE, FCEMXSK, AdmEi,

Add Token

GET i

“ Back
BiBH

SR E RN Al IR tokenid ,  BIlANE 1Y set-cookies HY{H,

SRR

Token fiZi :  F[i%#¥ HEADER., COOKIE, GET &k POST, Hr GET 8 POST /2§ HTTP if-RINASH, Ik
HTTP kb5 .

Token #RIR : BUERIH,

PRI P imE AP EH

FF— MUK AP ERE NIZFE(EVE BRI, BIAN  (EXEAE AP RS, A0SRASK HodA74H BRI, Wi &
F AP 20, THFERERIRG, JERGBAUNTTZRIK S, AIRBUK AP 21 0/ER P A ARG, T 2fa/mfa BUANLIR

BIERAE, FTLUEREA 745 APLEEE,

£ Web M B K %) BOT &1 > BOT BFHF UL, @i A iIELE, SCEI AP, &SRV RECEH, U AP
FART, X A TR R

BUR AP JEBERTIET AHLIRS]

RN R @ BRI R (sd) ARTERH] %538 19811


https://console.intl.cloud.tencent.com/guanjia/tea-botconfig

@ HEI:HE Web 57 Fi B K 3%

Field Matched parameter Logical operator ~ Content

Request path (3) - Include b fapi

Add Up to 10. You can add 9 more methods

Action * CAFTCHA -
P - 100
e Fvall I I | rl | I
Suspicious bot 4

BRI P SR B — TSI TRIPRY API YA BE B R

IR L BRI (bR ARSUERT] %539 19811



@ HEI:HE Web 57 Fi B K 3%

Add custom rules
Field Matched parameter Logical operator  Content
Request path (D) - Include - Japi
Average session speed (i) v > v 12
Add Up to 10. You can add 8 more methods
Action * CAPTCHA A
- 100
r a | nigQ | Ll I r
Suspicious bot L

AUTHEATE P 5589 AP i THREE 2
HPURIR ST REMA K, WEERRT

mtls,

P AL I,

& P A E DR

PRI DUBIELE mtls, &7 S es 55 4 PRk sy 75 SO T R s 5625

1E Web MBS K&, @I B i BIIRE, A& G AP BB 708, IFHITERPEREIRE. Nt API
WA RAFRYRER, TEART LIS O 2 b U 1A

IR L BRI (bR ARSUERT] %540 39811


https://intl.cloud.tencent.com/document/product/627/47808

@ HEI:HE Web 57 Fi B K 3%

Scene configuration

Browser bot defense module First line of defense @ It's recommended for sensitive directories

It protects your website applications against possible bots and malicious crawlers in access to websites or H5 pages.

On/Off Defense mode Monitor Redirect CAPTCHA Block Protected path /

IR L BRI (bR ARSUERT] 541 39811



Web K7 I K&

A BT
AP 2 dER 30 5N &l

ol N TR 2023-12-29 14:53:24

AP (Application Programming Interface) M AEFH, AN A TAIE HHENFEHRIERSE, LURERREE
PRI AEGE, P AT DURE R AW LR BN E, sU2 R Fa 5YIiRaml 2 BIEH T AP ALE S JE
PRI,

VPR AL ST Pudy AP RN RN, TZAM T API Z2fRF, X2 LAk AP B AlgdE gy 3
BRI,

API A R 5 AT 20 AN T =Rp2e i

API 2

> API fifih AR

SHHEAT AT V7 FIARSS, #

RGAELEMA, AT ATARSEH X WZEBRAID, FIREFFEA SN IESE AR, B2
nIT RH, TRAUE X T B EdE, Hinlse K55 S BUE R R B IR, PRl SN 22 0 It
API AR KRR, TRRVEEE, 22T API 2% APl H LRI, e s 5 U T

e, AT ERE, CERE AR R st

B o

1 ERHEH OB 45 LR ERANEER, ATREFAEA % SR AE, @RISR )
A MBS, LUsEEE, NHRIRSS FERK, REPP I ERIR, BB AR R B RE]
AP| N E. EHE TR ARG ZE THESEPER APLEZT, BEREFRTIESE APIEE CIHEATAE M

HUPOR A RE K (R, Gl H AR Wilto MEZEBURMEELEF, NG APIYKE, 2

3 SEIMFRAITRRANE

T AERE A DERVE =W IR VITRIRE FE PERIAAL T N ERAIAMER APL .2 [, Z2ETER

RBNEBTT, MRPERISER SRR RE—+E, BRTFEEET API WX EE, HERDL
i . PR SR BN TR API B AR RITHEIE R, RIS AP HEATAE KBS YL
AP FIil, Gl T REE SR RRITE SEE, QR E TR RE BRI SRR AR T

RIS B, R RSAE T H
REPEAR, (ES RS Y U 5

IFlo

N2 AP BURE R & R

#2 (Salt Labs State of API Security Report, Q1 2022) flu#s, {E31i& & %/OF APl 2 Rl@H, (& APl 2443%

FERA R AP A TR, FESE AP bl i
e A IR E AL, R B R R S Ak A D i
AXIEE AP AT E TZEE AT

GRS T DA22%Y S EEALE S K RE A 5 IR 83%AYRZ T E M APl B IE R R e IR
A5

RN R @ BRI R (sd) ARTERH]

%542 9871



@ HEI:HE Web 57 Fi B K 3%

Dok APL B A AHICRHIIELE 2 R R EE R T RA”, RHMES APL RAWIR T APl REAVBUREL
fEmEEsE, RIFEE TR AP B 2R, Z2fEM G AT R mT I, AMTHELE R
SHY, BANBEAENR T Z 2R ARMIERX R NIRS, Al ETEN AP, EERA M X BUREBIEE Lis
17, QRBEAEINERIN B R B AP 2 = S0 % AP BUREH I EEN R BHEN, BB RG]
RERE X E T 12 AP H2 UM Y 35 BURBHREA T/ MU IR R i,  BHEEEATH X BURBIEHEN, B EEHERE—D
FO4 R AP BC BRI FAARER, MRS58, BRI RMEATHE— DRI, AT B TRCZ A5

AR N ELTHREAIE TREEST API A, W A S PRI ER NG ——E S8, AF TS
PANEIBSHIET AP, SXEEE T SE0H ATRER A T L ATIEIR ST HRFS4ET I AP 2R, B WLIET 25,
BIANETT A AN BRI S, RGURMESE, EMMERNIERX ELERINRBEL M, EHERmEAL
Ry BRI, Wi AT RIS, e AR S RIS IR, — B3R AR AP fESS
POEEAM, BELILSEE, 6 BdESs iR SRR £ R & AT A 7 NER APLAM, REEME
2E ], HEmE S,

PRI IR

BB . BRI API B

1. 85 Web PRI &, fEAMSHRED, &5 AP FE DT,

VifA

AP B W IIRE S RITAL T nrh,  Saff 1240 T siCRpa S A IEIAIIZIIEE, DIMBIRGRIT B3 M A,
2. £ APl RE AT UM, 72 bAIERER BRI, R Ao RR SR I

API Asset Management v (@) The API security
API| status API proci
Total APls Discovered APls Active APIs in th... T-day inactive A... Scenes Confirme
56 51 56 -- 11 2

3. IFEIT KRG, BIAIfEAE X APITEIETTEE X . APl M X ER{E R,

RN R @ BRI R (sd) ARTERH] 5543 19811


https://console.intl.cloud.tencent.com/guanjia/tea-overview
https://console.intl.cloud.tencent.com/workorder/category?step=0&source=14

A BT

< APl details

==

) POST @

Ed confrmed TawanEEP  IMEl HK/Macao SAR ID

@ Domain name Security events Number of requests
0 30
API status API attacks Parameter example Parameter list Associated event

[ API calls in the past 7 days

Sensitive Fields

IMEl, Taiwan...

Change history

Web [ FHFfj K &
Sensitive data traffic Ac
30rules N

— Access requests

B2 . APl ZEHE
1.1 API 22 TTH, AR4EE ¢ APIET AP &kt nE,

IR L BRI (bR ARSUERT]

%544 9871



A BT

API security ~ | (2) The API security
Input detection rules Sensitive data detection rules
Rules
oot @O Totalrules O rules Rule enabled O rules

Rule ID APl name (descripti... Source T Request method T

153 B

2. 1£ CC Pt oaim, MM X APIEEITA BRI,

Web security(2190) Access control CC protection(1) Web tamper protection

Emergency CC protection(d

Deploy dynamic protection policies based on the real server's traffic patterns and Tencent
staws (JJ) Cloud's security models. Block high y access in real time and keep the
attacker blocked for 10 minutes.

Rule ID % Rule name Condition Request path Access frequ...

dadad Equal to /abc 3 times/60 se...

Web K7 I K&

API parameter Action T On/Off T
No data yet
10
Data leakage prevention
Session setting©
Session position: =  Match mode  Session ID-

Sesslon settingStart position: ; End position: Configuration

B AEVIFIER DA, A AR, ARYEAR X API T BURER I LRI 151

IR L BRI (bR ARSUERT]

Action T Enable se... T Penalty durat...  Priority On/

Block No Sminutes 50 a
10

%545 9871



@ HEI:HE Web 57 Fi B K 3%

Add custom protection rules

Field Matched parameter Logical operator Content

Source IP hd Match v

Add Add up to 5. 4 more allowed

Block A

Mever expire «

-

4.1£ BOT Gk g5 a2 vim, RYEH K APIEEATHHAT VR,

RN R @ BRI R (sd) ARTERH] %546 19811



A BT

Add custom rules

Field

Matched parameter

Average session speed (1) v

Manitor

Friendly bot

SIS . AP RS

1. API £tz

API status

Total APls

56 o1

Discovered APls

2. API Z RO, AP SROHgts Nl

RN R @ BRI R (sd) ARTERH]

Active APIs in th...

56

T-day inactive A...

Web K7 I K&

Logical operator  Content

= v

Add Up to 10. You can add 9 more methods

Back

API processing status

Confirmed |

11 2

%547 9871



A BT

AFI status AF| attacks

Parameter name

3. API T4k[allL, API Il REMT,

Add API

APl name *

Request method «

Match

method *

Action *

Parameter example Parameter list Associated event Change history

Parameter type T Parameter loc... T Tag T
string body Taiwan EEP  HK/Macao...
long body IMEI
string headers
int headers

GET -

Parameter name Parameter location Type

path b Int

Source

Request

Request

Request

Request

Required

Web K7 I K&

Remarks

20

Remari

Add29 more rules can be added (up to 30)

Block -

Back

IR L BRI (bR ARSUERT]

%3548 9871



@ b Web 3B X
AP Z & H S B

T BN E) ¢ 2023-12-29 14:53:37

de 2 j—
H /'?{,fﬁ/%\

AP N E S REBICTIRIGTR L 7371, AP ZEMARRRZ R CISO i K OHIMIE, FiE & MT AR L
R, B AP RSEBEEMM T NG B, AT API R 2SS HATR ZRERAGER, HHLHZIN TR
SRR PRTH, R L Tf ) SR SR A T B 1

API AL TR EARIRRI D, BaIN . Web MWESHIN ARRFIRLOIIEE, MRS AU, IENUATERESE, 5
BT APLIYSZRE, RYE Akamai F—DiZETt, APLIER T ST A R ATIERAV83%, Filit20244F API iERan -F ikt
KFN4277C R, SRR, BXF APV O TS EBGG#ERTEE, XN TES5 Web &k, APIRUMERERE &, K
iU RATE(R, Gartner T, F120224 API I AIFHE R H WIS i (2P AP Z & RIEANit &, L8R
Ky APl ZZ 2Tl a0 T HRAR -

NAMNZEIN L, RBEESWGH

BEAE RIFRSCRIITZN A, BRBZH SaaS #5E L, ENEZHIHTRAIRSSHIFIR, 15 APl #2FE| =
H, AT GEdE DR AT, ARPEARTR AL AER AT RERCA AP I EC I

IFTRERENRTE, BIEWE API XL

BHET AR Y S ERUT AR, BETARIANMAR S, TR, BRE1E MM, SARETT 7l
FOEEARIGEYE, (HRXNTAMHE APl Z2MMERD G3ERTTE, SEBEERETREFTMELII N API %4,

APl #OXMAART N, 5IRZHBERERE

BT APLZHREFRAE, BRTHERENREFR, ROAARIREXE API L, SROET API &HEZ W)
R2WE, RMEERGE MR LA AL iia, S, ZewRESATFBAREIA R AP I SEitisd,

HAZ BB API R, ERZEERHER

MITEE R ERIEAET SRR PSS ESE1T, IS AP B Ry a] Bet: DU gl ™ ARG, (KI5 5% EL
FToWIBGI R, A, B EFIERGN API, A S WL T 20,
IBAEIRTE API, HCit B EIRTE AP ¥R, X AP 3752 55 10 v o 1 1 7 L,

{2 API SAFET 2

AP B FH F 2 AP R T

5% B

RN R @ BRI R (sd) ARTERH] %549 19811



@ HEI:HE Web 57 Fi B K 3%

AP| AR Z R T R AP #FE(E R
BIEKEE AP REE A
@7 API 2BER
AR AP BFER
ik API BEE R
APl USSR B

AP| S R
AP| GBS 72T

Hrp API R EE 2B RANER AP S1EIAE AP EANRE S SGT#, Ydid n] DUB S A XL g MR AT AP AT X
RB, JERGEAMNEBEIEE. AP, BRI B 272 2

AR, AT APL AR, QIERTFEBUR. [5G R API SRS E IR IRE A IR, Bodias n] DUET X R BRI 2
BUSE, XSS HATE MAVEHEIRI . AP, SR, BEiMtr S 25 mR,

QAT A BU S R R ] 7

1@L§zb{t1R%Ulk“APllﬂﬂﬂ9érf:, . FFEHEA APLRO, TiE T APIHMES APL ERCAHIIREE E 1Y
, AN X SR EE T

2. ﬁ SRR TS, NSRBI T, FOMBREHE AT B8 S, A B R R,

3. Rl SRS RIK S, ZHER LK S VIR TN, EanRBI X ERE,

IRATE S H R BRI R LA RUE AP VB R BL, AP VB ZIITE Web RZAIRS K&, RILGEE AP & 0T
BT TRENT AP TR IINEE, BT R TR, KW 7 M2 AT s a & 1Y APL R KRBT (5 8 &%
HB R G M, 1HERIRAS

RN R @ BRI R (sd) ARTERH] 5550 19811


https://console.intl.cloud.tencent.com/guanjia/tea-apianalysis

@ HEI:HE Web 57 Fi B K 3%

Today Yesterday Lastweek | 2023-05-01 ~2023-07-12 [ View only sensitive APIs
- Q
AP Risk level T Domain name Use case T Tag T Active ¥ Asset status T Last Update ¢ Detection time ¢ Operation
POST Ea Unknown Taiwan EEP  IMEI ... No « Detecte 2023-05-29 14:45:43  2023-04-24 14:47:08  Status changed Vi
GET Ea Unknown No « Detected 2023-05-2920:18:23  2023-04-27 18:29.08  Status changed Vi
GET Ea Unknown No . 2023-05-2920:22:45  2023-04-27 18:37:50  Status changed Vi
GET Ea Unknown No « Detected 2023-05-2920:16:25  2023-05-2920:16:25  Status changed Vi
Total 20 ~ /page 1 A

IR L BRI (bR ARSUERT] 5551 39811



@ b Web 3B X
AP TN EE

ol N TR 2023-12-29 14:53:49

402 AP SR T 2

TE TP n] APIHIIHR, T AP PRodie = SRR SS . dBGsim . & - 7 sk ER B b i s 5eRE, AR,
API R EE BOR B G i N AR P B A R B U, 15 API BOR 2R =1 B 8 BT,

AR, RO ERREI AR AP Z 22T E T ERNFT T, MYk, #EEFZEET Salt Labs &AH Y
(20224F 5 —ZRE APl Z2RUURE) B, EE12DHA, EE AP TRERI 17681%, 95%MIHLEET T
APl ZFfF, AT, RZEAGOFA MRk, BT =502 — (34%) WIRIEHE API 25K,
£ AP i IRl FR S ERR ERVERE, BARMER NER ARSI I E A, ST EENEIET, T ERdE
DR FEIEOT, 1€ WAF LSBT BRI B BANEE S 6E ; N TEARGEIEN T, 75Z0R50 55 g it
#E, FFREMTRE VI RIADE R

API =& 17 04T G e 2

T EARERI B AT N,

FR S5 I S H T
REMRIEE .

ST R,

WHEA L ] AP B0 2 (87 AP,
SUNEE S LNV E1EN

AP S5 15 AT T2 A (SR

KIL AP BYSHIAAT N, HE APLEVIRIR AT, BEHREZEsghKIDHEN L 2458 AR ET
B ARAAE Web W PG KEEPE 5, rTLUEE AP TR 20T, BOT B DT X Z2ME, TR AP 5
WYIRAT IR AL, SEIRPURAY 2 2588 1,

BiA

AP R Mo IRE LRI T nilep, Sy 1250 T R S B HIEIAIIZIIEE, IR GRT B3 M,
AP HY S5 T AT N AR A L Z I AT ILNE B -

1. RIS I RIE R,

15 Yo HoS i, RMSERITNEE, T TIRE,

£ API AT IRE Hh, REBLSHT APIEERERE, ISR API HE, X H TERER,

RN R @ BRI R (sd) ARTERH] #3552 19811


https://console.intl.cloud.tencent.com/guanjia/tea-overview
https://console.intl.cloud.tencent.com/workorder/category?step=0&source=14
https://console.intl.cloud.tencent.com/guanjia/tea-attacklog
https://console.intl.cloud.tencent.com/guanjia/tea-apianalysis

@ HEI:HE Web 57 Fi B K 3%

£ BOT Wiism oM viiil, RISEFEHER AP GAIESK, FA HE TIRER,
2. BN S 1 A& SR FPE— UUID, R¥E UUID fEiA SRR ARG,
FEVIMHEE, B3R HEFEME—IY uuid, RILURIEME— uuid BT . APLTIRTEGR. BOT 1Th
B BRI 21T S ERER
3. ZBEMH P AT HE = TS,
TEARRIN SR T, RERAFPE AP TTRITRIFIE—3, ATEER API SR T, A0S TT RS s O N 55
HYATREMEAR Ko
4. LU A= 06T, WINEESE,
WA SRR R SN T ETIRE, St E s, WA ZSIRLSTIE-F,
5. BREIRENEERENES, WILAES ﬁo
WINARITY body size B EUE BT FH
BIAIR [E] N 25 2 75 HE T
6. HINFH X API S FEE. BHTR MR,
FIANFEAT R, APEE. DMK APLER, NHEHMTUES, M TZEER,

RN R @ BRI R (sd) ARTERH] #3553 19811


https://console.intl.cloud.tencent.com/guanjia/tea-flowanalysis

@ HEI:HE Web 57 Fi B K 3%

EINUEPS
WAF 5- DDoS =i algsi &

TN ] ¢ 2023-12-29 14:54:03

IAZER75 =

Web MG KHE (WAF) B CC Fifrae)), #AFE HTTP &K, Web MBS K52 F5#1 DDoS mbhcliksl, A
Pt i (=2 2R,

DDoS bl rTUUR M b Gbps i DDoS FhfFARES, FARRAT DDoS Mili, PRER L F5FE BT,

Web W A B Kt BESCI BAPRE ST, AT A REEE Web %Kidi, fREEH LSS HUBHERE B2 £,

PRI IR

S . BB Web N FIBH Xk

1. %85 Web PG MCSPERIG, TEAMISHH, JEREERREE > KRIFIR, 1A S5 R TTmE,
2 TESKBIBIR UM, LT IR LE, 1EA NS E ARG EA.

. ) Domain Name Quota
Billing Mode Prepaid —

Instance 1D o guko NIRRT
Instance Type Premium

Instance Name  1_ QPS Quota
Expiry Time @0 15

3B ATUR , G, JHARIE LRSI E L TSR
BARE

WA AR ERP I

MRS ARBLIE © R SEBRIE OUERE R K o

FFE HTTP2.0 © $25EBRIG %R,

AR S5 At T« $RSEBRIE kSR

TR L ¢ A TR NS EST 1P JEG b, BIYRESIY N 1P Hik,
HAuECE

fREBM  IEIERE (W WAF FIEG IP 856, FEERR) .

FF/E WebSocket, TBIGMTHM © #2LRETILERE,

RN R @ BRI R (sd) ARTERH] %554 19811


https://console.intl.cloud.tencent.com/guanjia/waf/overview

@ Hﬁiﬂﬁ Web J§7 IR k3%

Domain Configuration

Domain Name Zact pi W, ™M p

Web server configurations HTTP 80  Other ports

® HTTPS
Proxy O No Yes
Real Server Address () Or Domain Name
1950 P
Load Balance o Round-Robin IP Hash

Advanced settings A

Origin-Pull Connection Non-Persistent Connection o Persistent Connection

Enable HTTP2.0 ) O No Yes

Enable WebSocket o No Yes
PiBH :
QNSRS Z N B 1P A] DUARSE KPR R ZOE R IR Bt sims, iR SR IR i sk TRe . (R — s
AP 1P BT SRAZ AR e & B AN R PR ARSS 45) 81 IP Hash ([Rl— D5 TRITE 1P BYIE KR JRE]— DA Rk kS5

), BRI,
4. R BSEMRE, AR,

IR L BRI (bR ARSUERT] 5555 19811



@ HEI:HE Web 57 Fi B K 3%

SI2 : BLE DDoS EhidE

1. %3k DDoS i FPEdl G, TEAEMSHiH, %4 DDoS Ffid > Fbhid.
2. 1% B mb S GIFTERLR, FHE B @B L PIFTE T A TIERIER, A BB,

Service Packs

@ All Regions v
ID/Name Protected IP Specifications Status Protection Status Attacks in last 7
IP/Port Protection:
1 [0V Region: Guangzhou Status: Running Medium
Package type: Standard Package =~ Remaining protection times: 10 Configuration
Unnamed #° Not bound geyp 9 P ) 9 0 Times .
(BGP) ® Domain Name
N/A 2* IPs allowed: 1 Protected IPs: 0 Protection: Close
Configuration

3. TE“EERRHON R TUH, W RBRIRE T Web REFIRGXIE, B TEREGTIRLH" R I Web BB K&k
Y 1P ik,

PiHA :

AR B WAF, fES0E FIDGERE RS I N B, B e RIPLER " Jhoxd B B iy 23 7 1P
Hihk,

RN R @ BRI R (sd) ARTERH] %556 19811


https://console.intl.cloud.tencent.com/dayu/overview

@ HEI:HE Web 57 Fi B K 3%

Protected Resource

@ Note: Configured protection policy only works to the currently bound IP. If the protection policy is not applicable tc

IP/Resource

Name Unnamed
Region Guangzhou
Package

Information  Standard Package (BGP)

Max Bound
IPs 1
Resource Type  Cloud Virtual Machine v
Select resourd Cloud Virtual Machine Selected (1)
Load balance Q
Resource ID/Name IPA
Resoul Web Application Firewall Resource Type
NAT Gateway et ed
TN VPN Gateway Cloud Virtual Machine
[=4 Y]]
S Cloud Virtual Machine
4
Total items: 2 10 v /page 1 /1 page

4. WBSERSG, SATBEENA,

IR L BRI (bR ARSUERT] 5557 39811



@ b Web [ 11 8
HTTPS # 2% 1E+ FR ISR A

ol E N E]  2023-12-29 14:54:14

GIEE=S e

Web W B KR g4 HTTPS 2 ABCEMIBGHEE ), ERERIMBEEAREST HTTPS dud, &ERIDUE 5Tz SSL Ik
BIEFIG RIERBRIVIERAIE, IEBHIEE, 1£ Web AP KERZERIG KBAEF, Web BB K& BIEEA
SOEIRERIEN T, —HESKIIARNE HTTPS Vilnl, &R H HTTPS Mk,

HTTPS k4 kPR IR

1. 85 Web VPG sl a, FEAMSH, kR chEE > KRR, U ASLEIFI& T,
2 TESKBIBIR UM, LT EARIMIBA LG, EA NS E KO BREEA,

Instance 1D Billing mode (#) Prepaid-Enterprise Domain quota ==

Instance Instance SaaS @PS quota

name type
Region Expiratic
time

B TEEA AT, AR, WA U,

4 EBARCERNIRSERACE S, Ak HTTPS, fEIEBRCES, Hd RERIEH,
PiHA :

HEFIE AN PEM A8, PIE N SIARZER,

RN R @ BRI R (sd) ARTERH] %558 19811


https://console.intl.cloud.tencent.com/ssl
https://console.intl.cloud.tencent.com/guanjia/tea-instance-new

@ HEI:HE Web 57 Fi B K 3%

5. IEFRIEFRIEON IS IR RFEEIE", Web RLAIBG XSG 2 BN RBOZA AT AIES, FEZWG, HERE

Certificate configuration

Irce O Tencent Cloud-managed certificate(SSL certificate management [4

i
i
r
[y

External certificate

6. 715 HTTPS siiilBkAe T %, FAE LT A HTTP Y5, FINIESE “HTTPS [alfE 5 20EsE HTTP, HAS R
RIELIRIGOUH G SE G, ERIMERE SR HTTPS ilAl,
R

IR L BRI (bR ARSUERT] #3559 19811



@ HEI:HE Web 57 Fi B K 3%

WFEFFE HTTPS s&fllBkEE I 5%, FRN 4% HTTP A HTTPS iR,

ertificate Associated certificate

HT1

IR L BRI (bR ARSUERT] %560 19811



@ b Web [ 11 8
AR R AR i E S|P

ol E N R  2023-12-29 14:54:26

WAF FRECE i 25K 1P iR

WAF il 52 R 77 NS Nsh Z 2B,  F iR WAF BPRsRa s, 7 HTTP KB il —5c X
Forwarded-For i, HFIdsgHPEX IP, HiIdFHEX N x-Forwarded-For:HF 1P o WERHAPVIFIEATT
LI, WAF FHOR 5L WAF _E—SmREEARSS %8 1P, B4l :

s — [P >WAF >R, X-Forwarded-For Id®8 | X-Forwarded-For: P EK 1P

Y&~ . I >CDN > WAF >R, X-Forwarded-For Id3% % | X-Forwarded-For: P E 1P, X~
Forwarded-For:CDN [alJF#utl: .

WeBH :

Ysm o, FREAE WAF IR, N, w2, B ASS, RIREFETER P i 1P M h & iy XUk
ASRAEAE SN CDN, RIEER 0 IP s S XU, 5 CDN X X-Forwarded-For {8 2 iF & &, HIEE
CDN ZREXHYZ P 1P, (ROSRAERAIREEA, Wi & TR EATRRE RN WAF VIP M 718 RGN =745
Wiy, FFREE A F P BRI E] WAF VIP Hisik, 158 6o R FEZ AR WAF VIP it ez)

TESGHT WAF $2 A, TS WBsath A SRECE i 515 1P,

T CRER UL R S5 5 X-Forwarded-For BLiE /7 R TN -

IS 7 B /5 52

Apache L& /5%

Nginx ALiE /5 5

1S 7 FliE 775

1. TG F5XForwardedFor 188, #RYE B RS HIRIERFMAR: x86\\Release B

# x64\\Release HRXTH F5xFFHttpModule.dll 1 F5XFFHttpModule.ini #HUIEIFENHEHZE, XER
&R c:\\F5xForwardedFor , AR IS HFEX 1% HFH BRBAER,

2. 178 (NS ARS5aR) , M (k] DRk,

3. Hidi (FCEANUAEL]

4 e e T (T

5. YNHN T #HY DLL S2HEs

6. iNnseak)a, aikited (E] .

7.1E 1S fRRZ5 25HY “ISAPI H1 CGI FRII" A, #hnan LR DLL, FREBRIZ & e iF,

8. H)Z IS iR55 e, FRICEAR

RN R @ BRI R (sd) ARTERH] %561 39811


https://console.intl.cloud.tencent.com/guanjia/waf/config/add
https://intl.cloud.tencent.com/document/product/214/3728
https://devcentral.f5.com/s/articles/x-forwarded-for-log-filter-for-windows-servers
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Apache BLiE 75

1. 2% Apache 55 = /i “mod_rpaf”’, FBHATAI Fan4 -

wget http://stderr.net/apache/rpaf/download/mod_rpaf-0.6.tar.gz
tar zxvf mod_rpaf-0.6.tar.gz
cd mod_rpaf-0.6

/usr/bin/apxs —-i —-c¢ -n mod_rpaf-2.0.so mod_rpaf-2.0.c

2. &2k Apache ECiE /etc/httpd/conf/httpd.conf , FTIERABERI :

RN R @ BRI R (sd) ARTERH] #3562 19811
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<pre>
LoadModule rpaf_module modules/mod_rpaf-2.0.s0

RPAFenable On

RPAFsethostname On

<font color="red">

RPAFproxy_ips IPHili /1P Hihik>h WAF BhfFis & ralalii 1P ik, "JLUE <a
href="https://console.intl.cloud.tencent.com/guanijia/waf/config">Web i F i kG2l B </a>, BAECER SR 1Y
[EIJE 1P ik &R, WalIERSS el HETER, HBRENTAFREEEN P #UEE LRI,

RPAFheader X-Forwarded-For

</font>

</pr>

3. BmFERkE, S Apache,

IR L BRI (bR ARSUERT] %563 19811
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/usr/sbin/apachectl restart

Nginx ALiE /7 %=

1. 2 Nginx 1ENARSS 2R, ZREUE PR E S IP, FE{#H hitp_realip_module 1t BRIAZZ2ERY Nginx 2% %
http_realip_module LY, FFEEHYRIE Nginx, TEconfigure 311 --with-http_realip_module &I, fifR
http_realip_module g1 nginx H o ZREEASA0T
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wget http://nginx.org/download/nginx-1.14.0.tar.gz
tar zxvf nginx-1.14.0.tar.gz

cd nginx-1.14.0

./configure —--user=www ——-group=www —--with-http_stub_status_module --without-http-ca

make

make install

2. {2 nginx.conf,

RN R @ BRI R (sd) ARTERH]
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vi /etc/nginx/nginx.conf

ESUN T LR
<div class="code">
<p>

</p>

<pre>

fastcgi connect_timeout 300;

RN R @ BRI R (sd) ARTERH] %566 19811
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fastcgi send_timeout 300;

fastcgi read_timeout 300;

fastcgi buffer_size 64k;

fastcgi buffers 4 64k;

fastcgi busy_buffers_size 128k;

fastcgi temp_file_write_size 128k;

<font color="red">

set_real_ip_from IPHiik; /1P Hisik>ly WAF B4Ps i [E1 R P sk, ATLUTE <a
href="https://console.intl.cloud.tencent.com/guanjia/instance/domain">Web i Fi B ‘K 5% B </a>, B A TR+
AIER P k2,

real_ip_header X-Forwarded-For;

</font>

</pre>

</div>

3. 8 Nginx,

<pre>

service nginx restart

</pre>

IR L BRI (bR ARSUERT] 5567 19811



@ b Web 3B X
ANl B8 R TE

ol IS E] ¢ 2023-12-29 14:54:37

HRIE =

ARUEH 5, P EX PRI R BoREHARNE 5 AIREFIZISA AR APLEH, ERAEETNR
i, b 1RSI RN G RN, TETERS TR S L R i Bk,

BRI IR

B BRERIES

1. %5 Web BB ARG, TEAMISHITh, JEFREFRHD > A&,
2 AEBA AN R I, WEhprfRst, g, MA g T,

Protected origin-pull

Domain name/Acces... T Instance information @ Instance ID/name Mode T
address @)

3. TEgm A T, diikss SRECE P ER R, MEIEBIER .

Edit domain name

5aas v

Server configuration HTTP

HTTPS 443 ~

RN R @ BRI R (sd) ARTERH] %568 19811


https://console.intl.cloud.tencent.com/guanjia/tea-domain

Certificate
configuration

Advanced settingsA

HTTPS forced jump

®

Web K7 I K&

Reassociate

TypeExternal certificate
Expiration date:2023-03-17 23:59:59

Certificate status:Normal-Normal certificate

»

HTTPS origin-pu o HTTP 8080 v HTTPS
method
Use proxy (@) No @ Yes
_hoose Yes if you are g proxies (Dayu, CDN or any other acceleration
Origin address (&) IP o Domain name
K -
A AEIERECEE O, IEBRIFEERE B AU, AN XFNERRIH, AHmA, e EkE e,
FRAXFTA - BRI E (ks ARHUEAH] %569 9871
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Certificate configuration

Certificate source Tencent Cloud-managed certificate(SSL certificate manag

O External certificate

2 : EREFREIES
1 AE 5103 UL, e, oA iR, A A DU,

RN R @ BRI R (sd) ARTERH] 5570 39811


https://console.intl.cloud.tencent.com/guanjia/tea-domain

A BT

Domain name/Acces... T Instance information @

Web K7 I K&

Protected origin-pull

Instance ID/name Mode T Bot

address @

2 TEgm A T, AdiiRSS SRECE P ER KRB, HEIEBIER .

Edit domain name

Domain name *
Server configuration HTTP

HTTPS 443

Certificate

configuration

Advanced settingsA

HTTPS forced jump

®

HTTPS origin-pu

method

Use proxy (0 No @ Yes

052 Yes VyOou are us

IR L BRI (bR ARSUERT]

Reassociate

TypeExternal certificate
Expiration date:2023-03-17 23:59:59

Certificate status:Normal-Normal certificate

»

o HTTP 8080 v HTTPS
g proxies (Dayu, CDN or any other acceleration

%571 9871
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address &) P @) Domain name

KN -

B.TEIEBIER L, IEPRFEEREMSICE LS, IHERINES, mdiE, BInE#t SSLIES.
Pibg :
HTEFGER TIERE 4 LEF] SSLIEHERL,

Certificate configuration

Certificate source O Tencent Cloud-managed certificate(SSL certificate manag:

[
f
1l

External certificate

R g2 A AR

A D AR VT A KA, Al IR UE R AN RIRTEIAN R, ANSREHOERAALALR, 8 PORTA ZRIGH
B,

IR L BRI (bR ARSUERT] 5572 39811


https://intl.cloud.tencent.com/contact-us
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A BT

B35 LA 5%
AA%E CC B

T ) ¢ 2023-12-29 14:54:52

ASCRENIEAAAMATE Web K B K 1% 2 1% B CC Bifs

HRER

CC B Al LU WS4 E 1Y URL #ATTTRIERET, CC Bhtr i B2z CC Fi#r I B E X CC B,
R

BT CC BT SREE AT H & X CC MNP Hls, AREFIN TS,

ES (e

~l—  BEERX CC BHFECE

TR

KA CCBAIMERIA XA, JFERTERIAHE X CC B NI T4 B FIRE,

1. %65k Web AP JEEGIG, EAMNSTREREMEZ LR,

2. {ERMIZ 2 viH, A bAEEREEpE S, i cC BEY, HEA CC Bh4 v,

Basic Security

Rules SaaS

Access control

«©

Web security rules

©

CC protection

«© «©

Web security(549) Access control(5) CC protection(2) Web tamper protection(2)

Emergency CC protection(d

Support auto decisions and protection policies based on exceptional responses (timeout
Status o

and delay) of the origin server and website access history, real-time blocking of high-
frequency access requests, and banning attackers for 1 hour

Rule ID % Rule name Match condition Request path

RN R @ BRI R (sd) ARTERH]

Web tamper protection

Access frequenc, y

©

Data leakage prevention(3)

Action T

Data leakage prevention

API protection E
«© ¢
API security

Session setting(®
Session location-  Match mode  Session ID-

Session settingSession start; Sessionend  Configul

Enable session Y Penalty duration Priorit

5573 9871


https://console.intl.cloud.tencent.com/guanjia/tea-overview
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3. fER BN CC Phfrsitheh, SRS MAY

: %ﬁ%ﬁi}\ﬁ, HE R AR CC B,

HiHH -

LI ER B CC B, #HNGE AR R CC Bi= HahMAPi (W5 QPS AMET1000QPS) , ERALE
5o AL, RMEHREEEA CC I, nRERTFAE ERIR. FILUEERIGHARBHE, MR
IPER, HITIELHE,

ANRRBEAA BB a2, IR B8 X CC BN TR,

Web security(549) Access control(5) CC protection(2) Web tamper protection(2) Data leakage prevention(3) API security
Emergency CC protection(i) Session setting(®
Support auto decisions and protection policies based on exceptional responses (timeout Session location-  Match mode  Session ID-
Status o and delay) of the origin server and website access history, real-time blocking of high-
frequency access requests, and banning attackers for 1 hour Session settingSession start; Session end  Configut

AP . BEFHRTE IP B CC BiigE

HF IP (1 CC Bt skihg, FETA SESSION 4EEEUETIRE, Bt BRI AT,

1. B 5% Web B KBS, 1R SRS iR Bl R £,

2 AEERNZATUE, /7 A B, 2k cC BAP, #EA CC BiH Tim,

Basic Security

Rules SaaS

Web security rules Access control CC protection Web tamper protection Data leakage prevention API protection E

«© «© «© «© «© «© ¢

Web security(549) Access control(5) CC protection(2) Web tamper protection(2) Data leakage prevention(3) API security
Emergency CC protection() Session setting(®)
Support auto decisions and protection policies based on exceptional responses (timeout Session location-  Match mode  Session ID-
Status o and delay) of the origin server and website access history, real-time blocking of high-
frequency access requests, and banning attackers for 1 hour Session settingSession start; Session end ~ Configul

Add rule

Rule D % Rule name Match condition Request path Access frequency Action T Enable session T Penalty duration Priorit

3. 7€ CC BAIrTaHE, PATERIIARNI, 7RI CC BAHr AR5 e,

RN R @ BRI R (sd) ARTERH] 5574 39811


https://console.intl.cloud.tencent.com/guanjia/tea-overview

A BT

Web security(549)

Emergency CC protection(D

Access control(5)

CC protection(2)

Web tamper protection(2) Data leakage prevention(3)

Support auto decisions and protection policies based on exceptional responses (timeout

Status O

and delay) of the origin server and website access history, real-time blocking of high-

frequency access requests, and banning attackers for 1 hour

T ]

Rule ID #

Rule name

Match condition

4. FEUSIN CC Bhfrpilsgs b, SHEAMNAE R,

TR

1P JiRUsI 5 2R, AL A ik 2 £ AN 2 Al B

Add CC protection rules

dentification method * o IP

SR ¢

MR @ BHE XA, 50 F1F LA,

WA 0 IP. SESSION,

PElL /5 ELAEARSE, RTSRPCACHIEL S,

60

Block

Match Field

50

SESSION

times

minutes

IR L BRI (bR ARSUERT]

Request path Access frequency Action T

Web K7 I K&

API security

Session setting(®

Session location-  Match mode  Session ID-

Session settingSession start; Session end  Confic

Enable session T Penalty duration Priol

(% IP Vil Hft URL H244%) , SESSION MR & 2514,

Matched parameter Condition

Equal to

Match content

Add Up to 10. You can add 9 more methods

60seco v @ @

®

Back
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FERVEC 1B T GET KA POST RESHCEINE, SR EAIRAN LIRS, fEmarha,
VLRLTB C HEEIE KT, KB GET 8 POST,
SR D ERTBANSES, ®&E51271,
ZRUE D ERTERANSEE, &Z51271.
ABIBERA A0 =2& GET 1EKIMNIAEEE - a=1&b=11. a=2&b=12, a=&b=13,
AR GET BCEZE A a, ZRUENT, WdanHh,
IR GET BLEZE A a, ZRUEN*, WNH, 2, 3T,
VIR ARYEAY S5 1B DL BT ISR, A B A LE B 7 R B34 - 1045, B4, oS A\ ~F3aiiml20 %/ 758, A
FCE 60K/ 538 - 200K/ 778,  PHRIEHId™ BT,
PATENE @ EEL AHLRAIHIEEL BT,
BTN @ & 08, RRAN—E,
TEIEe © BHIAT - 100098, By, RESLSMNETHATIL RS, MRIECH T, QIR AR, (Rt
P

RBI= . ET SESSION B CC BhirigE

BT SESSION Vi[F#3R ) CC BifF, REfSERURIIEI AW, FEEAIAHE Wi-Fi 5&, HAREHRMHER P O
SRR AL,

TR

i FH3ET SESSION /Y CC BhtreRmg, 3517 SESSION i&&, FhREIEEET SESSION Hy CC Bt skg, T
IR - 2534k SESSION % E #1E,

1. 85 Web WP KEEPERIG, fEEMSHEREME R,

2 (e T, Ao AR BEREERG PRI, #di CC BhYP, A CC BT,

Basic Security

Rules SaaS

Web security rules Access control CC protection Web tamper protection Data leakage prevention API protection E

«© «© «© «© «© «© ¢

Web security(549) Access control(5) CC protection(2) Web tamper protection(2) Data leakage prevention(3) API security
Emergency CC protection() Session setting(®)
Support auto decisions and protection policies based on exceptional responses (timeout Session location-  Match mode  Session ID-
Status o and delay) of the origin server and website access history, real-time blocking of high-
frequency access requests, and banning attackers for 1 hour Session settingSession start; Sessionend  Configul

Add rule

Rule D # Rule name Match condition Request path Access frequency Action T Enable session T Penalty duration Priorit

3. 1 SESSION & @it PAiE, %3 SESSION 4EZ1(E A,

RN R @ BRI R (sd) ARTERH] 5576 39811


https://console.intl.cloud.tencent.com/guanjia/tea-overview

A BT

Web security(549) Access control(s) CC protection(2) Web tamper protection(2)

Emergency CC protection(d
Support auto decisions and protection policies based on exceptional responses (timeout

Status O and delay) of the origin server and website access history, real-time blocking of high-
frequency access requests, and banning attackers for 1 hour

Data leakage prevention(3)

Web K7 I K&

API security

Session setting (@)

Session location-  Match mode  Session ID-

Session settingSession start; Sessionend  Confi

4. 1£ SESSION &5, HRAiER: COOKIE fEATMNIANTE, A security, JFAANLE N0, SiRALEN9, L

BESERUG B EERT AT,

RN R @ BRI R (sd) ARTERH]
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Session setting

h mode * String match Posistion match

GET/POST example

Cookie example

Header example:

Em -

SRV

RN R @ BRI R (sd) ARTERH] 5578 39811
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SESSION fi7 & : A[i%#: COOKIE, GET 8{ POST, HH GET & POST &8 HTTP IERKNAESEL, IE HTTP LB
ER.

VERCWERH @ 78 PCACEE AT HR PERC,

SESSION #ri : BUEFRIR, 321 FRFAM,

FaaNiE © FrFERECE AL E VSR AN B, 0-2048LLNIYELEL,

SERNIE | AT R AN BICECRYLE RALE, 1-2048LANMYEERL, I iR 2 K AEHE I 28174,
GET/POST 7~ffll : AR —Z&1E RIVTERES NN © key_a = 124&key_b = 456&key_c = 789,
FRFERPLACEZNT, SESSION FRiFN key b=, SZRFRN&, NIPLELNE 456,

(L EPCAENT, SESSION ARIFH key b, FFAANLIE MO, Z5RAIE2, WIPCELHNAH456,

COOKIE /~ff] : AR —Z&iE K 1y52%8 COOKIE WA : cookie 1 = 123;cookie_2 = 456;cookie_3 = 789,
FRYERPLAE T, SESSION ARIRN cookie 2 =, /nﬁﬁ%ﬁj}“,”, MIPERL N 9456,

N EPLEE T, SESSION ARIRH cookie 2, JFAANIE MO, SEHNIE2, NIPLELNZA 456,

5. SESSION 4k (5 ik, Ainsers %ﬁiﬁ!ﬂﬁthﬁw\m AT

Web security(549) Access control(5) CC protection(2) Web tamper protection(2) Data leakage prevention(3) API security
Emergency CC protection(i) Session setting(®
Status C) Session locationGET ~ Match modePosist
Support auto decisions and protection policies based on exceptional responses (timeout
and delay) of the origin server and website access history, real-time blocking of high- Session settingSession start1; Session enc

frequency access requests, and banning attackers for 1 hour

6.t A SESSION & & T, %iENAN security = 0123456789......, &4k Web I FBA K E% T security 5T 1007
FHFEAES SESSION #RIH, SESSION {5 2 a] DU ER EE HTHC &,

RN R @ BRI R (sd) ARTERH] 5579 39811
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Session test

Text to extract = uin=12345

Test results 2345

7. BEHFT SESSION [ CC ki, ECET M il — ffs—8, IRk SESSION AT,

ViR :

DUGET fiZi&’% SESSION #riRi%i&E CC #N, = CC HMINIE MG, ZAUMFIRY SESSION ARIAENLEREFER, miA
R IPENEEE,

RN R @ BRI R (sd) ARTERH] %580 19811
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Add CC protection rules

dentification method * o IP SESSION

Match Field Matched parameter Condition Match content

v Equal to v
Add Up to 10. You can add 9 more methods

Access frequency = 60 times 60seco v @
Action = Block v @

10 minutes = @

* - 50 +

= -

8. it 5ERk, E:T SESSION Y CC Bt amg 424,
TR
f# %L T SESSION 19 CC BAIF#HLE, TEIATE IP BEIRESHEFEHEER

IR L BRI (bR ARSUERT] %581 19811



@ b Web iz B
R0 20 B 0 s A WAF 36 IERY

BT BN - 2023-12-29 14:55:07
TERT G B App B A2 A WAF J8IERD, AT DUSCERTE A1 J5 i 70 B i sl App Bl s sl T & KRR,

il et o Bl A WAF SR UERS RS, & A WAF 31T Bis i o0 Bb S e ST AURIER 7R (Wb B
JE SR, CC ¥idi. BOT iiiBERSF) , App (iOS 1 Android) {8 Web Hif¥i H5 /7 XA THE A

GEiE=Ses

EESE Web MHIBG s (EFRARKIA L) , FF7ER # A WAF,

R H S

I FASIRFIRSS SR E 2 & a3 WAF FARIRIEREIAHE X B, AR E WAF TR IVIRIEEFIAHE K ER
i, ETRRIFRERI IR, SCIUATIG R0 B 5h sek App 1T WAF 3 30 iERD 2 A

EUE A
DUF R Iy AWAF RUERRICH (W axios W) , WUERIFSAR, LULLIES 5 G B e A

WAF 35 UER,

1. Axios Response g/l interceptors,

RN R @ BRI R (sd) ARTERH] %582 19811


https://intl.cloud.tencent.com/document/product/627/47799
https://intl.cloud.tencent.com/document/product/627/18635

Web K7 I K&

//WAF FiEhSseqidAl R =N
const sig_data = /seqid\\s=\\s" (\\w+)"/g
const waf_id_data = /TencentCaptchal\\ ((\\'\\d+\\") /g

const service = axios.create ({

baseURL: '/api',
timeout: 10000,
withCredentials: true

P

service.interceptors.response.use ( (response) =>{

RN R @ BRI R (sd) ARTERH]
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const res = response.data;
if (res.code === 0){

return res;

telse(
/ /AP EE TR S JE B I e RS
const matches = sig_data.exec(res);

if (matches) {
/ /BRI UERG
let seqid = matches[1];
const wid_matches = waf_id_data.exec (res);

let wid = wid_matches[1]

var captcha = new TencentCaptcha(wid, function (res) {

var captchaResult = []
captchaResult.push (res.ret)
if (res.ret === 0){
captchaResult.push (res.ticket)
captchaResult.push (res.randstr)
captchaResult.push (seqgid)
}
var content = captchaResult.join ('\\n'")
axios.post (
"/WafCaptcha", content
) .then () .catch () ;
}) i
captcha.show ()
telsed

return res;

}
Fr O=>{});

export default service;

Vue.prototype.$axios = service;

2. Vel F API ISHSE FH G I interceptors Y axios.

RN R @ BRI R (sd) ARTERH]

Web K7 I K&
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getTopic:function () {
this.Saxios.get ("/api.php").then (res => {
this.topic = res
1)
}

3. 25 AR UEMHEA , HITE public/index.html 5| A <script

src="https://ssl.captcha.qq.com/TCaptcha.js"></script> o
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@ Hﬁ i:H.E Web 57 Fi B K 3%

<!DOCTYPE html>

<html lang="">

<head>

<meta charset="utf-8">

<meta http-equiv="X-UA-Compatible" content="IE=edge">

<meta name="viewport" content="width=device-width,initial-scale=1.0">
<link rel="icon" href="<%= BASE_URL %>favicon.ico">

<title><%= htmlWebpackPlugin.options.title $></title>

</head>

<body>

<noscript>

RN R @ BRI R (sd) ARTERH] %586 19811
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<strong>We're sorry but <%= htmlWebpackPlugin.options.title %> doesn't work properl

</noscript>

<script src="https://ssl.captcha.gq.com/TCaptcha.js"></script>
<div id="app"></div>

<!-— built files will be auto injected --—>

</body>

</html>

4. F A MRS, gRIFEE EIRSas L RTAT,
5. 1£ WAF BCiE 8 U, s s idsR, & Al 02 5 R UERS S

IR L BRI (bR ARSUERT] 5587 19811
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BOT i ik B2 A 5 92 ER

ol N E]  2023-12-29 14:55:25

AR Az A BOT Mg EH, Mk HFEENTTEEMENRESE, 77 EEPRSEE T R LS5 A BOT
MEEH, POERGPF USRI R,

ATESE
BOT i & EHEENY L WAF 4 [ S ol

PiHA :
WAF ViR, BEARRR P 24 BRI S 2R IR EThiOA Y BOT S EFRIIRE, LA ELSZ BOT #2MARYTE .

AR

YEAERIN App. /MEFF. B ImUUNESIEIAAIN,  BTEEMAATIRAIR B WAF TR RYIIERS, F3BOT it
BEBAE TR ANURBISIIER, JEIRIER AT Ko i AHURBISRIERD, AP EEEERET ANIRBIRE, e
ZREUEM S, SRR PRI RIE KRR, SBALS 2,

ik, fERCEAE SN ANIRBIN, 7R ZO AT kS5 A TR oS, A DUERCH X B iibsD, AHkeL
TSR A] 2 O HiTJE I 0 B R A WAF 35 iIERD,

G EN I YN

1. %85 Web PG ARG, TEAMISHiRLh, EREEEHD > BOT 53k% X2, #A BOT 5AL55 4 20U,
2.1E BOT 5\ 20iH, /& LAERfReErirmiEs, s BOT B,
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Web K7 I K&

Web Application

Firewall

Switch to Chinese ' new
Mainland

Security overview

Bot traffic analysis

Attack Logs

Rules SaaS

Bot management

Access Logs

Domain Name List

Instance 1{{5

Management

Basic security

& BOT Bot analytics

£ BOT EH I, FAdiMNIAEry

: EDEIS;)E BOT Jii& 7.

RN R @ BRI R (sd) ARTERH]

Bot management rules \jjew traffic Enabli

= o

Client risk identification

Browser bot defense module
It protects your website applications against pc
It is only applicable to website scenarios. Cr
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Rules SaaS

Bot management rules \/jew traffic Enabled modules
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Client risk identification

Browser bot defense module
@ It protects your website applications against possible bots and malicious crawlers in access to websites or H

It is only applicable to website scenarios. Cross-region APl scheduling, mini programs and apps are n

Configure now
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https://intl.cloud.tencent.com/document/product/627/15340
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Browser bot defense module

Automated identification ()

Defense mode O Monitor Redirect CAPTCHA Block

Allowlist policy

Rule ID Rule description Type Match condition Match content
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Threat intelligence module

Combined with Tencent's years of security experience and data, it provides high-re
solve distributed bot attacks efficiently.

Canfigure now

Al evaluation module

It applies Al models, built based on Al technology and Tencent's experiences in co
activities, to quickly identify malicious requests.

() Configure now

Bot flow statistics module

Using big data analytics and statistics and Al technology, it automatically identifie:
characteristics of user traffic.

C) Configure now
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Bot analytics

Threat intelligence module Al evaluation module Bot flow statistics module Ac

IDC network

Enable all

Disable all
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https://intl.cloud.tencent.com/contact-us
https://intl.cloud.tencent.com/document/product/627/47523
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IDC network type

Aws

Azure

Google

UCloud

Alibaba Cloud

Baidu Cloud

Huawei Cloud

Kingsoft Cloud

pubyun

Qing Cloud

Tencent Cloud
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IDC network description

The IPs belong to the AWS (IDC IP) IP library, and are often exploited by attackers to dep

The IPs belong to the Microsoft Azure (IDC IP) IP library, and are often exploited by attac

The IPs belong to the GCP (IDC IP) IP library, and are often used by attackers to deploy kb

The IPs belong to the UCloud (IDC IP) IP library, and are often exploited by attackers to ¢

The IPs belong to the Alibaba Cloud (IDC IP) IP library, and are often exploited by attack:

The IPs belong to the Baidu Cloud (IDC IP) IP library, and are often exploited by attacker:

The IPs belong to the Huawei Cloud (IDC IP) IP library, and are often exploited by attacke

The IPs belong to the Jinshan Cloud (IDC IP) IP library, and are often exploited by attacke

The IPs belong to the Baidu Cloud (IDC IP) IP library, and are often exploited by attacker:

The IPs belong to the Qing Cloud (IDC IP) IP library, and are often exploited by attackers

The 1Ps belong to the Tencent Cloud (IDC IP) IP library, and are often exploited by attack

Threat intelligence library
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Bot analytics
Threat intelligence module
f r_!:'_ Combined with Tencent's years of security experience and data, it provides high-
= solve distributed bot attacks efficiently.
C) Configure now
“ Al evaluation module
‘N 4 It applies Al models, built based on Al technology and Tencent's experiences in ¢
\;__,. activities, to quickly identify malicious requests.
@ Configure now
. Bot flow statistics module
'\‘ﬂ‘ ' Using big data analytics and statistics and Al technology, it automatically identifi
" ‘® characteristics of user traffic.
C’ Configure now
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Threat intelligence module

Combined with Tencent's years of security experience and data, it provides high-
solve distributed bot attacks efficiently.

O Configure now

Al evaluation module

It applies Al models, built based on Al technology and Tencent's experiences in ¢
activities, to quickly identify malicious requests.

C) Configure now

Bot flow statistics module

Using big data analytics and statistics and Al technology, it automatically identifi
characteristics of user traffic.

Configure now
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Action setting

ACTION mode Loose mode

B Tust B Monitor Redirect [ CAPTCHA B Bl

Score (0-100) Action Tag
Score 0-35 @ Trust MNo
Score 35-90 El Monitor Sy
Score 90-100 L. CAPTCHA Ma
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Bot analytics

Threat intelligence module Al evaluation module Bot flow statistics module Action ¢

(¥) Loose mode @ Moderate mode @ Strict mode

Action distribution (i)

B T1ust B Monitor Redirect [ capTcHA I Block

Score (0-100) Action Tag
0 - 25 Monitor v Friendly
25 - 50 Monitor v Suspicio
50 - 80 CAPTCHA v Suspicio
80 - 100 Block v Maliciou
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