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©2013-2024 Tencent Cloud. All rights reserved.

Copyright in this document is exclusively owned by Tencent Cloud. You must not reproduce, modify, copy or distribute

in any way, in whole or in part, the contents of this document without Tencent Cloud's the prior written consent.

Trademark Notice

2y Tencent Cloud

All trademarks associated with Tencent Cloud and its services are owned by Tencent Cloud Computing (Beijing)
Company Limited and its affiliated companies. Trademarks of third parties referred to in this document are owned by

their respective proprietors.
Service Statement

This document is intended to provide users with general information about Tencent Cloud's products and services
only and does not form part of Tencent Cloud's terms and conditions. Tencent Cloud's products or services are
subject to change. Specific products and services and the standards applicable to them are exclusively provided for in

Tencent Cloud's applicable terms and conditions.

©2013-2022 Tencent Cloud. All rights reserved. Page 2 of 7



&) Tencent Cloud Web Application Firewall

Contents

WAF Policy
Data Processing And Security Agreement

Privacy Policy

©2013-2022 Tencent Cloud. All rights reserved. Page 3 of 7



@ Tencent Cloud Web Application Firewall

WAF Policy
Data Processing And Security Agreement

Last updated : 2021-11-19 18:17:52

1. BACKGROUND

This Module applies if you use the Web Application Firewall (“Feature”). This Module is incorporated into the Data
Processing and Security Agreement located at DPSA. Terms used but not defined in this Module shall have the
meaning given to them in the DPSA. In the event of any conflict between the DPSA and this Module, this Module shall

apply to the extent of the inconsistency.

2. PROCESSING

We will process the following data in connection with the feature:

Personal Information Use
Configuration Data (customer protection domain name; We only process this data for the purposes of
security defence rules; self-configured IP) providing the Feature to you.

3. SERVICE REGION

As specified in the DPSA.

4. SUB-PROCESSORS

As specified in the DPSA, including Tencent Cloud Computing (Beijing) Limited.

5. DATA RETENTION

We will store personal data processed in connection with the Feature as follows:

-Configuration Data: until you manually delete such data or, if you do not manually delete such data by end of service

term, until 7 days after end of service term.
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You can request deletion of such personal data in accordance with the DPSA.
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Privacy Policy

Last updated : 2020-06-29 15:29:39

1. INTRODUCTION

This Module applies if you use the Web Application Firewall (“Feature”). This Module is incorporated into the privacy
policy located at Privacy Policy. Terms used but not defined in this Module shall have the meaning given to them in the
Privacy Policy. In the event of any conflict between the Privacy Policy and this Module, this Module shall apply to the

extent of the inconsistency.

2. CONTROLLERSHIP

The controller of the personal information described in this Module is as specified in the Privacy Policy.

3. AVAILABILITY

This Feature is available to users globally.

4. HOW WE USE PERSONAL INFORMATION

We will use the information in the following ways and in accordance with the following legal bases:

Personal Information Use Legal Basis

. . We process this
We use this information to ) i N
Log Data (Access Log: source IP, access URL, information as it’s

, ensure the Service
Query, Referrer, Cookie, User-Agent, X-Forwarder- . . necessary for us to
) functions as required and
For, WAF response code, source site response code, perform our contract

bod to ensure that bugs are ith 1o brovide the
Vi
ody) detected and remediated. W }/ou °p
Services.
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Personal Information Use Legal Basis

We process this

Log Data (Attack Log: domain name, attack type, We use this information to . : N
. , information as it’s
number of aggregated attacks, attack source IP, hit ensure the Service
. . . . necessary for us to

rule ID, hit rule name, request method, risk level, functions as required and

. . , . perform our contract
attack time, matching source, execution action, to ensure that bugs are it ; ide th

) with you to provide the

request URL, attack content) detected and remediated. y P

Services.

5. HOW WE STORE AND SHARE PERSONAL
INFORMATION

As specified in the Privacy Policy.

6. HOW WE SHARE PERSONAL INFORMATION

As specified in the Privacy Policy, including Tencent Cloud Computing (Beijing) Limited.

7. DATA RETENTION

We will retain personal information in accordance with the following:

Personal Information Retention Policy

Log Data Up to 6 months (depending on your chosen configuration).
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