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Getting Started
Create Service

. Log in to Tencent Cloud Console, and select API Gateway.

Compute Storage CDN & Acceleration MNetworking Database

Video Service

Network Security

Application Security

Security Management

). On the Service tab, select the current region, and click New.

API Gateway Service #User Guide for API Gate

Usage Plan
Service Name M..  Default domain name Frontend T...  Publishing Environ...  Notes Operation
Key
Publish : Unpublished [
] service-mxexhevi-1253702919.ap-hongkong.apigateway.mygqcloud.com htp Pre-release : Unpublis. e

Test: Unpublished

- Line per page 20 ~ ” -
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Note: If the number of services in the current region has reached the upper limit, no more

services can be created.

3. Enter the service name and remarks, and select the frontend type (HTTP, HTTPS, HTTP and HTTPS).

Create Service X

Service Name

Up to 50 characters (including a-z A-Z 0-9, and )

Region Hong Kong
Frontend Type http v
Motes

Note: A service name only contains a maximum of 50 characters comprised of a-z, A-Z, 0-9, and

l. Click Submit to complete the service creation. And you can go to the API Management page to create
an API,
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Created successfully X

You can manage APls on the service details page to complete the service configuration.

APl Configuration Cancel
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Edit Service

Last updated : 2019-07-09 18:54:53

|. Select the service to be edited in the service list on the service page, and click Edit.

APl Gateway Service Hong Kong(1) FUser Guide for APl Gateway

Usage Plan

Service Name M...  Default domain name(® Frontend T...  Publishing Environ...  Notes Operation
Key
Publish : U blished
service-npbv8082 uolish : Dnpublishe Publish Edit
A service-npbv8082-1253702919.ap-hongkong.apigateway.myqcloud.com http Pre-release : Unpublis...
ass Delete
Test : Unpublished
Publish : U blished
service-mxexhevi R Publish Edit
i h 1253702919.ap-h ke myqcloud.com http Pre-release : Unpublis...
ds32 Delete

Test : Unpublished

). Enter the editing contents and click Finish.

Edit services X

Service Mame 3a3

Up to 50 characters (including a-z, A-Z, 0-9, and
Region Hong Kong

Frontend Type http v

Motes
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Create API

Last updated : 2019-07-09 18:55:30

I. On the API Management tab of the Service page, click New.

API Gateway < service-npbv8082
Service Info Manage API Usage Plan Custom domain Manage Environment Mange Version

Service

Usage Plan

Key

No data yet

Perform frontend configurations and backend configurations.

©2013-2019 Tencent Cloud. All rights reserved.

Monitoring

API Documentation/SDK

API Gateway

Policy Configuration
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Configure Frontend

Last updated : 2019-07-09 18:56:22

In API Frontend Configuration, you can configure the API frontend information, such as the API
request method and API parameters.

Configuration instructions:

(1) Configure the path to be opened, such as /path . If parameters need to be carried in the path,

use the ”"{parameter name}” method, such as /path/{key} .
(2) Select your request method: GET, POST, PUT, DELETE or HEAD.

(3) If ”"No Authentication” is selected, the API gateway will pass the authentication and the bound

usage plan will also take effect when receiving an anonymous request.
(4) Enter remarks (optional).

(5) Enter the input configuration of your API according to the prompt.

o Frontend Configuration

Service aag
APl Name

Up to 60 characters

Frontend Type HTTP
Path
It starts with /", "=/" or "»~/", and supports uppercase and lowercase letters, numbers, §, -, _ ., + ! and *.'(), /% and other symbals matching the URL rule. It supports entering variable name in {
Request method GET v
Authentication Type Key pair
CORS is supported

Notes

Parameter configurations
Parameter Name Parameter Location ©  Type Default © Required Notes

Add parameter configuration

[

After the API frontend information is configured, click Next to carry out the API backend

configuration,
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Configure Backend

Last updated : 2019-07-09 18:58:17

Integrating HTTP

If your business is deployed in another Cloud or in your local server and is open with HTTP, select
the HTTP integration for the backend.

Configuration instructions:
I. To integrate HTTP, you must select HTTP or HTTPS for Backend Type.

). Enter the backend address, which starts with http:// or https:// and does not include the path
behind, such as http://api.myservice.com or http://108.160.162.30 .

3. Enter the backend path starting with /, such as /path or /path/{petid} .

. Select the request method. The request methods for the frontend and the backend can be different.
). Set the backend timeout

). Set the backend parameters that map the frontend.

7. Click Finish.

API Gateway € Create API

Service

(¥) Frontend Canfiguration (¥) Backend Configuration © FResponse Resute
Usage Plan — ~

Key

HTML

Error Codes Error Info Notes
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API Gateway backend integrates CLB resources in a VPC

When you want to integrate the backend with CLB in a VPC, the frontend configuration is the same as

other API configuration methods, and the backend configuration method is as follows:

I. In the backend configuration, select the VPC to be integrated.

API Gateway & Create API
Service
(<) Frontend Configuration ° Backend Configuration
Usage Plan ~
Key
Backend Type http
Disable VPC
Info
Default-vPC
trsvpci72
VPC Resources hongkong
dified
Backend Address ©
1t starts with http or https and contains domain content, and */* is not added at the end
Backend Path (D Jpath/{test20}
% and other symbols matching the URL rule. It supports entering variable name in . "=" and "~ in the frontel

Request method

Backend timeout 15 B

>. Select CLB in the VPC. API Gateway only supports integrating CLB in a VPC. Other cloud resources in

the VPC will be supported soon.

€ Create API

(«/) Frontend Configuration o Backend Configuration
Backend Type http v
VPC Info V_WCOWU v

PC Resources CLB v

anges, the IP in this address should be modified

0/8 opening to Internat

Backend Address (i)

t starts with http or https and contains domain content, and "/ is not added at the end
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3. Enter http://viptport or https://viptport at the backend address. The requests we send to CLB

will be HTTP requests or HTTPS requests depending on the content you entered. The VIP is that of

CLB, which can be found in the basic information of application-based private network CLB.

@ Frontend Configuration o Backend Configuration

Backend Type http v

VPC Info V_WooWu v

VPC Resources cLe v
The private IPs of VPC resources should be entered in the backend address in the format of hitps://IP+port. If an IP changes, the IP in this address should be modified.
Security groups should be configured on the CvM mounted to the CLB backend, with IP address ranges of 100.64.0.0/10 and 9.0.0.0/8 opening to Internet

Backend Address (1)

http://192.168.1.24:80

It starts with http or hittps and contains domain content, and */" is not added at the end

Backend Path (D

ftest

supported”/”. Uppercase and lowercase letters, numbers, §, -, _ , +, ! and * are supported.'(), /% and cther symbols matching the URL rule. It supports entering variable name in {. "=" and "~~" in the frontend parameters are
used for exact match to the frontend path, which are not available to the backend path.

1. Select a listening type.

If you select the CLB Llistening type of HTTP/HTTPS, you must configure the backend path as the path

configured

in the CLB Llistener.
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The following figure shows the domain name and path configured in the CLB listener:

@ Frontend Configuration o Backend Configuration
Backend Type http v
VPC Info V_WCCWU v
VPC Resources CLB v
The private IPs of VPC resources should be entered in the backend address in the format of https://IP+port. If an IP changes, the IP in this address should be modified.

Security groups should be configured on the CVM mounted to the CLB backend, with IP address ranges of 100.64.0.0/10 and 9.0.0.0/8 opening to Internet

Backend Address () http://192.168.1.24:30

It ctartewith bitn or Bitne ond coptaine domain o gnd */ is not added at the end
Backend Path () ftest
e, - +, ! and * are supported.'(), /% and other symbols matching the URL rule. It supports entering variable name in . "=" and "+ ~" in the frontend parameters are

used for exact match to the frontend path, which are not available to the backend path.

The following shows the backend path in API Gateway, which must be consistent with that in CLB.

Backend Path (&) ftest

supported”/™. Uppercase and lowercase letters, numbers,

.+, 1and * are supported.’(), /% and other symbols matching the URL rule. It supports entering variable name in {. "=" and "#~" in the fronter

used for exact match to the frontend path, which are not available to the backend path.

Request method GET v

Backend timeout () 15 3

Time range: 1-1800 seconds

You also need to configure the parameter host as the constant parameter and place it in the header.

The parameter value is the domain name configured in the CLB listener.
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Backend Path () ftest

supported”/”. Uppercase and lowercase letters, numbers, §, -, _, ., +, ! and * are supported.’(), /% and other symbols matching the URL rule. It supports entering variable name in {J. "=" and "*~" in the fronten

used for exact match to the frontend path, which are not available to the backend path.
Request method GET v
Backend timeout (1) 15 s

Time range: 1-1800 seconds
Constant parameter

Backend Parameter Name Parameter Location © Parameter Value Notes
host Header v www.joantest.com domain in CLB| Delete

Add constant parameter

Previous Next

If you select the CLB Llistening type of TCP/UDP, you must configure the backend path as the path

required by the business in the CVM mounted on the CLB.

If you configure the host verification in the CVM, you need to configure the parameter host as the

constant parameter, and select the address to place parameter according to your own business, just

like using a layer-7 listener.
The subsequent configurations are the same as other API configurations.

Note:
When the backend integrates CLB, security groups on the CVM mounted to the backend should be

open to the IP address ranges of 100.64.0.0/10 and 9.0.0.0/8.

Integrating Mock

Mock will return a response with fixed configurations for an API request. Mock is generally used for
development test. It can complete the API configuration in advance and return responses when the

backend service is not completely developed. When integrating MOCK, you only need to configure the
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returned data, and click Finish.

@u Frontend Configuration o Backend Configuration
Backend Type mock v
Returned data

Previous Completed
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Debug API

Last updated : 2019-07-09 18:57:03

After creating an API, you can debug it.

API Gateway

I. In the API Management tab of the Service page, select the API to be debugged and click API

Debugging in the upper right corner to enter the Debugging page.

API Gateway < service-mxexhevi
s Service Info Manage API Usage Plan Custom domain Manage Environment Mange Version Monitoring
i _Manage APL_
Usage Plan
Key
Copy to Total1API(s) Path:/er
Method: GET
ALt Apild: api-caz7gv0g
Edit Delete
v (Keypair) Frontend Configuration
Path:/er
Method: GET Frontend HTTP
Methed
Path Jer
Request GET
.
Authentication  (Key pair)
Typ:
No
—
Notes
). Enter the default parameters for API calling, and click Send Request.

API Gateway < APl Debugging
Service
API Debugging Returned result
Usage Plan
APl Name er
Key
Path Jer
Request me POST
VPC Info Disable VPC
Request param.

application/x-www-form-urlencoded ¥

Send request

If the parameters are optional and the user does not enter any values

Gateway will send a null to the backend by default.

©2013-2019 Tencent Cloud. All rights reserved.

AP| Documentation/SDK

Policy Configuration

View Monitoring Data APl Debugging

for the parameters, API

Page 16 of 27



& Tencent Cloud

API Gateway

3. The returned result for API calling will be shown on the right.

API Gateway € API Debugging

Service
API Debugging

Usage Plan
API Name er

Key
Path fer
Request POST
VPC Info Disable VPC

application/x-www-form-urlencoded

Send request

©2013-2019 Tencent Cloud. All rights reserved.

123

Returned result

Return

<IDOCTYPE HTML PUBLIC “-//IETF//DTD HTML 2.0//EN">
<html><head>

<title>302 Found </title>

</head> <body>

<h1>Found</h1>

<p>The document has moved <a
href="http://www.baidu.com/search/error.html" > here </a>.</p>
</body> </html>

HTTP/1.1 302 Found

Content-Type: text/html; charset=is0-8859-1

Content-Length: 222

Connection: keep-alive

X-Api-ID: api-ehzn2sp8

X-Service-RatelLimit: 500/500

X-Api-RateLimit: unlimited

Date: Fri, 05 Jul 2019 08:33:01 GMT

Server: Apache v

Response H
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Publish and Access Service

Last updated : 2019-07-09 18:57:35

API Gateway

Only after the service you created and the API in the service are published can the user access it.

|. Select the service to be published in the service list, and click the Publish button on the right.

API Gateway Service Hong Kong(2)

Usage Plan
Service Name M... Default domain name(® Frontend T...  Publishing Environ... Notes

Key

Publish : Unpublished
i service-npbv8082-1253702919.ap-hongkong.apigateway.myqcloud.com http Pre-release : Unpublis...
Test: Unpublished

service-npbv8082
aaa

Publish : Unpublished
i service-mxexhevi-1253702919.ap-hongkong.apigateway.myqcloud.com http Pre-release : Unpublis...
Test: Unpublished

service-mxexhevi
ds32

Line per page

FUser Guide for API Gateway

Q s

Operation

Publish [dit

Delete

Publish Edit
Delete

171~

). Choose the environment which the service is published to. Three environments are supported: "Test”,

"Pre” and "Release”. Click Submit to complete the publishing.

©2013-2019 Tencent Cloud. All rights reserved.
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Publish service X
Service Name ds32

Region Hong Kong

Publishing Environment Select an environment for service publishing
Motes
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Create Usage Plan and Key

Last updated : 2019-07-09 18:47:54

API Gateway

After a service is published, you must create a usage plan and a key and bind them to the service

before you can call it successfully.

|. Create a pair of secret id + secret key.

(1) Go to the Key tab, and click New.

API Gateway Key | Hong Kong(1)

(2) Enter the key name, and click Submit.

Create Key

For the security of your services, please change the key regularly.

kKey Name

Secretic:
Secretkey

Up to 50 characters (including a-z, A-Z, 0-9, and _)

). Create a usage plan.

(1) Go to the Usage Plan tab, and click New.

©2013-2019 Tencent Cloud. ALl rights reserved.

Disable

Status Creation Time

In Use 2018-09-26 17:42:45

FUser Guide for AP| Gateway|

Q 3

Disable Change
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APl Gateway Usage Plan Hong Kong(1) FUser Guide for APl Gateway

Usage Plan
ID/Usage Plan Name Maxi requests per second Quota Details Notes Creation Time Operation

Key

usagePlan-agdynglh
dffd

500 times 1 times - 2018-09-26 17:42:56 Edit Delete

(2) Edit the usage plan, and click Finish.

Use Plan Mame
Up to 50 characters (including a-z, A-Z. 0-9, and _}
Region Haong Keng
Maxi requests per second SO0 times
Range: 1-2,000
Enable quota

times

The available range for the quota enabled is: 1-99999999.

MNotes

Completed

3. Bind the created secret id + secret key in the Usage Plan tab.
(1) Go to the Usage Plan tab, and select the created service.
(2) Click Bind Key.

©2013-2019 Tencent Cloud. ALl rights reserved. Page 21 of 27



& Tencent Cloud

API Gateway

API Gateway L

Usage Plan Info
Service

Usage Plan
Basic info

Key

Maxi request times per secon

Already bound with key

Bind a key

Key Name

(3) Bind the created secret id + secret key in the Usage Plan tab, and click Submit.

©2013-2019 Tencent Cloud. All rights reserved.

usagePlan-a94ynqlh

Already bound with environment

dffd

Hong Kong

500 times

1 times

2018-09-26 17:42:56

Already bound with API

Key
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Bind a key X

Select a key Selected (1)

Total Tkey(s)

l. Bind the usage plan to a service environment,
(1) Go to the Usage Plan tab, and select the created service.

(2) Go to the Bound Environment page, and click Bind Service Environment.
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(3) Enter the service and the environment to be bound, and click Submit.

Bind Usage Plan

Environment Publish

Service service-npbv3082(aaa)

Note: If two usage plans are to be bound to the same environment, the two usage plans cannot

be bound to the same key.

). After the steps above are completed, you can provide the secret id + secret key created in Step 1
to end users. End users can obtain the verification using the secret id + secret key, and then

access the API published in the service via the secondary domain name of the service or by binding

a private domain name.
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API Call

Last updated : 2019-11-29 17:57:29

You can call an API after obtaining its secret id and secret key and knowing the URL and required
parameters.

Whether you use HTTP or HTTPS for API calling, the signature information must be included in the
request header. For more information on signature calculation, see secret id + secret key

Verification.

The steps are as follows:

Request
Address

http://service-kuy3rwbs-1251762227. ap—guangzhou. apigateway. myqc Loud. com/re lease
//Enter the URL of the API service to be called

Method

POST

Request body

QueryParam a=valuel&QueryParam b=value?2

Request header

Accept: text/html, application/xhtml+xml, application/xml;q=0.9, image/webp, */*;q=0.8
Accept-Language: zh-cn

Connection: Keep-Alive

Host: service-kuy3rwhs-1251762227. ap-guangzhou. apigateway. myqc Lloud. com/re lease
User-Agent: Mozila/4.0(compatible;MSIE5S.01;Window NT5.0)

Accept-Encoding: gzip,deflate

Content-Type: application/x-www-form-urlencoded;charset=utf-8

//Request body type, which is set based on the actual request body content.
X-Client-Proto: http

X-Client-Proto-Ver: HTTP/1.1

X-Real-IP: 163.177.93. 244

X-Forwarded-For: 106.19.71.102, 163.177.93.244
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Date: Sun, 21 Sep 2017 06:18:21 GMT

Authorization: hmac id="AKIDCgOPWjQ6BAxvHtyckhWABJVYSBj548pN”, algorithm="hmac-shal”, headers="Da
te Host”, signature="630c82836582f78b90f293b2f38bdadc”

//Signature. For the specific signature method, see the key calculation method in Verification an
d Security.

Response
Response code

200

//Response status code. A value greater than or equal to 200 and less than 300 indicates success;
a value greater than or equal to 400 and less than 500 indicates a client error; a value greater
than 500 indicates a server error.

Response header

Content-Type: text/html; charset=UTF-8
Content-Length: 122

Date: Sun, 21 Sep 2017 06:46:04 GMT

Server: squid/3.5.20

Connection: close

Set-Cookie:1P_JAR=2017-09-18-06; expires=Mon, 25-Sep-2017 06:46:04 GMT; path=/; domain=.qq.com
X-Secret-ID:AKIDCgOPW;jQ6BAxvHtyckhWABJVYSB j548pN
//secret id in the key pair

X-UsageP lan-ID:Q6BAxvHtyckhWABJVYSBj

//ID of the usage plan bound to the key pair
X-RateLimit-Limit:500

//The traffic limit configuration in the usage plan
X-RateLimit-Used:100/125

//The traffic usage in the usage plan
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Delete Service

Last updated : 2019-07-09 18:48:37

I. In the Service tab, select the task to be deleted, and click Delete on the far right.

API Gateway Service Hong Kong(2) #User Guide for AP| Gateway
Usage Plan
Service Name M... Default domain name (D) Frontend T...  Publishing Environ... Notes Operation
Key
Publish : Unpublished
service-npbv8082 I 082 1253702919 00 honak . o e p" ‘SI "":‘] 'SJ Publish Edit
il service-npbv8082- .ap-hongkeng.apigateway.myqcloud.com P re-release : Unpublis...
= Test : Unpublished
service-mxexhevi Publish : Unpublished Publish Edit
h sen hevi-1253702919.ap-hongk foud.com hitp Pre-release : Unpublis...
ds32 Delete

Test : Unpublished

. Click Yes.

Delete this service?

After a service is deleted, all the APls under this service will be unavailable

Note: If an API still exists in the service, the service cannot be deleted before it is

removed. In addition, if there is an activated environment, the service cannot be deleted

directly.
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