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Create Key X

@ For the security of your services, please change the secret key regularly.
Uppercase and lowercase letters are supported.

Secret Key Type o Auto-generate key Custom Secret Key

Secret Key Name

Up to 50 chars, supporting letters, digits, underscores, and dashes.
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Create Key

@ For the security of your services, please change the secret key regularly.
Uppercase and lowercase letters are supported.

Secret Key Type Auto-generate key o Custom Secret Key

Secret Key Name

Up to 50 chars, supporting letters, digits, underscores, and dashes.

Secretld

5-50 chars, supporting letters, digits, underscores, and dashes.

SecretKey

10-50 chars, supporting letters, digits, underscores, and dashes.

BH %A

1. &% APl W XA

2. fELEMISRS, PR, HAZEHAYIR I,

3. AR TIRBIRS IR L E S, AR e,
4 fEBH A TERER A TGN, BRI %, SRS N EEH,

Secret Key Name Secret Key Status

Secretld: AKIDjsLW66XH21m;j8nvMS5iwZnPF3j2iDm6ABxgb
secretA In Use
SecretKey:

Total items: 1
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headers="date source", signature="Base64 (HMAC-SHAl (signing_str, secret_key))" o
X Authorization NI 7773 Al ke

hmac EENE, HTRIRHTE G,
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date: Fri, 09 Oct 2015 00:00:00 GMT

source: AndriodApp
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package apigatewayDemo;

import java.io.UnsupportedEncodingException;

public class Baseb64

private static char/(]

'EV,
'Rl,
'el,
'rl,
'4',
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base64EncodeChars
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new char[]
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'N', 'O', ‘P', 'Q',
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'n', 'ol, lp', lq',
'Ol, lll’ l2" '3',
%514 69751
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private static byte[] base64DecodeChars = new bytel] { -1, -1, -1, -1, -1,
=1, =1, =1, =1, =1, =1, =1, =1, =1, =1, =1, =1, =1, =1, =1, =1, =1,
=i, =i, =i, =i, =1, =1, =i, =i, =i, =i, =i, =i, =i, =1, =1, =i, =i,
=i, =i, =1, =1, 62, =1, =1, =1, 63, 52, 53, 54, 55, 56, 57, 58, 59,
c0, 61, -1, -1, -1, -1, -1, -1, -1, O, 1, 2, 3, 4, 5, 6, 7, 8, 9,
10, 11, 12, 13, 14, 15, 1e, 17, 18, 19, 20, 21, 22, 23, 24, 25, -1,
-1, -1, -1, -1, -1, 26, 27, 28, 29, 30, 31, 32, 33, 34, 35, 36, 37,
38, 39, 40, 41, 42, 43, 44, 45, 46, 47, 48, 49, 50, 51, -1, -1, -1,
-1, -1 };

public static String encode (byte[] data) {
StringBuffer sb = new StringBuffer();
int len = data.length;
int 1 = 0;
int bl, b2, b3;
while (i < len) {
bl = data[i++] & Oxff;
if (i == len) {
sb.append (base64EncodeChars[bl >>> 271);
sb.append (base64EncodeChars|[ (bl & 0x3) << 4]);

sb.append ("==");
break;
}
b2 = datali++] & Oxff;
if (i == len) {
sb.append (base64EncodeChars[bl >>> 27);
sb.append (base64EncodeChars|[ ((bl & 0x03) << 4)
| ((b2 & 0xf0) >>> 4)1);
sb.append (base64EncodeChars [ (b2 & 0x0f) << 2]);
sb.append ("=") ;
break;
}

b3 = datali++] & Oxff;
sb.append (base64EncodeChars [bl >>> 2]);
sb.append (base64EncodeChars|[ ((bl & 0x03) << 4)

| ((b2 & 0xf0) >>> 4)1]);
sb.append (base64EncodeChars|[ ((b2 & 0x0f) << 2)

| ((b3 & 0xcQ) >>> 6)1);

sb.append (base64EncodeChars [b3 & 0x3f]);
}

return sb.toString();

public static byte[] decode(String str) throws UnsupportedEncodingException {
StringBuffer sb = new StringBuffer();

byte[] data = str.getBytes ("US-ASCII");
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int len = data.length;
int i = 0;

int bl, b2, b3, b4;
while (i < len) {

/% Tod %/
do {
bl = base64DecodeChars[data[i++]];
} while (i < len && bl == -1);
if (bl == -1)
break;
/* b2 */
do {
b2 = base64DecodeChars[datal[i++]];
} while (i < len && b2 == -1);
if (b2 == -1)
break;
sb.append ((char) ((bl << 2) | ((b2 & 0x30) >>> 4)));
/* b3 */
do {
b3 = datal[i++];
if (b3 == 61)

return sb.toString() .getBytes ("IS0-8859-1");
b3 = base64DecodeChars[b3];

} while (i < len && b3 == -1);
if (b3 == -1)
break;
sb.append ((char) (((b2 & 0x0f) << 4) | ((b3 & 0x3c) >>> 2)));
/* bd */
do {
b4 = datal[i++];
if (b4 == 61)

return sb.toString() .getBytes ("IS0-8859-1");
b4 = baset64d4DecodeChars[b4d];

} while (i < len && b4 == -1);
if (b4 == -1)
break;
sb.append ((char) (((b3 & 0x03) << 6) | b4d));

}
return sb.toString () .getBytes ("IS0O-8859-1");

SignAndSend.java
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package apigatewayDemo;

import
import
import
import
import
import
import
import
import

import

Jjava.
java.

Jjava.

io.UnsupportedEncodingException;
security.InvalidKeyException;

security.NoSuchAlgorithmException;

javax.crypto.Mac;

Jjavax.crypto.spec.SecretKeySpec;

java.
java.
Jjava.
java.

Jjava.

text.SimpleDateFormat;
util.*;
io.BufferedReader;
io.IO0Exception;

io.InputStreamReader;
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import
import
import
import

import

java.io.PrintWriter;
java.net .URL;
java.net.URLConnection;
java.net.HttpURLConnection;
java.io.OutputStreamWriter;

public class SignAndSend {
private static final String CONTENT_CHARSET = "UTF-8";
private static final String HMAC_ALGORITHM = "HmacSHA1";

public static String sign(String secret, String timeStr)

throws NoSuchAlgorithmException, UnsupportedEncodingException, InvalidK

/ /IRBEEL TR, source @B /KEVE, HEHEMLEE, DemoH i xxxxxx”
String signStr = "date: "+timeStr+"\\n"+"source: "+"xxxxxx";

/ 1 REHZ %4

String sig = null;

Mac macl = Mac.getInstance (HMAC_ALGORITHM) ;

byte[] hash;

SecretKeySpec secretKey = new SecretKeySpec (secret.getBytes (CONTENT_CHARSET
macl.init (secretKey);

hash = macl.doFinal (signStr.getBytes (CONTENT_CHARSET)) ;

sig = new String(Baseb64.encode (hash));

System.out.println ("signValue—-—->" + siqg);

return sig;

public static HttpURLConnection NewHttpUrlCon (String url, String secretId, Stri

/ /IRBCEHG GMT IFE]
Calendar cd = Calendar.getlInstance();
SimpleDateFormat sdf = new SimpleDateFormat ("EEE, dd MMM yyyy HH:mm:ss 'GMT
sdf.setTimeZone (TimeZone.getTimeZone ("GMT") ) ;
String timeStr = sdf.format (cd.getTime());
HttpURLConnection httpUrlCon = null;
try {
String urlNameString = url;
URL realUrl = new URL (urlNameString) ;
// IR UrRL Z[AIRVIERE
URLConnection connection = realUrl.openConnection();
httpUrlCon = (HttpURLConnection)connection;
// REBEHANIEREYE, source BFEXL/KEME, FIHEBALEE, Demo HHEHEH“xxxxxx”
httpUrlCon.setRequestProperty ("Host", url);
httpUrlCon.setRequestProperty ("Accept", "text/html, */*; g=0.01");
httpUrlCon.setRequestProperty ("Source", "xxxxxx") ;
(

httpUrlCon.setRequestProperty ("Date",timeStr) ;

String sig = sign(secretKey,timeStr);
String authen = "hmac id=\\""+4+secretId+"\\", algorithm=\\"hmac-shal\\",
System.out.println ("authen —--->" + authen);
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httpUrlCon.setRequestProperty ("Authorization", authen) ;
httpUrlCon.setRequestProperty ("X-Requested-With", "XMLHttpRequest") ;
httpUrlCon.setRequestProperty ("Accept-Encoding", "gzip, deflate, sdch");

// WRBMWIRE API, Header WHWEHEEDIN'X-NameSpace-Code', 'X-MicroService-N:
httpUrlCon.setRequestProperty ("X-NameSpace-Code", "testmic") ;
httpUrlCon.setRequestProperty ("X-MicroService-Name", "provider—-demo") ;

} catch (Exception e) {
System.out.println ("HIEEERE " + e);
e.printStackTrace () ;

}
return httpUrlCon;

public static String sendGet (String url, String secretlId, String secretKey) {
String result = "";
BufferedReader in = null;

try {
/] R
HttpURLConnection httpUrlCon = NewHttpUrlCon (url, secretld, secretKey);

// RN SERRHY R
httpUrlCon.connect () ;

/7 ZRECATE WA 3k 5By

Map<String, List<String>> map = httpUrlCon.getHeaderFields () ;

// IFTA B R Sk B
for (String key : map.keySet ()) {
System.out.println(key + "-——>" + map.get (key));

// EX BufferedReader HiAVRKIZEL URL HINEL.
in = new BufferedReader (new InputStreamReader (
httpUrlCon.getInputStream()));
String line;
while ((line = in.readLine()) != null) {
result += line;
}
} catch (Exception e) {
System.out.println ("RIEGETIERHIMAEE ! " + e);
e.printStackTrace () ;

// R finally HORXHHRAGR
finally {
try {
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if (in !'= null) {
in.close();

}
} catch (Exception e2) {
e2.printStackTrace();

}

return result;

public static String sendPost (String url, String secretlId, String secretKey) {
String result = "";
BufferedReader in = null;

try A

// HTEERE
HttpURLConnection httpUrlCon = NewHttpUrlCon (url, secretId, secretKey);

//%E post TEXK

httpUrlCon.setRequestMethod ("POST") ;
httpUrlCon.setUseCaches (false); //Post IERAREMFHETFE
httpUrlCon.setDoOutput (true);
httpUrlCon.setDoInput (true) ;

/ I RFERBAEE] pody H

OutputStreamWriter out = new OutputStreamWriter (httpUrlCon.getOutputStr
string jsonstr = "{\\"caller\\":\\"apigw\\", \\"data\\":\\"test post\\"
out.write (jsonStr);

out.flush();

out.close () ;

// BENLSRBREER
httpUrlCon.connect () ;

// FRERFRAA AR Sk T B

Map<String, List<String>> map = httpUrlCon.getHeaderFields();

/ /R R B Sk B
for (String key : map.keySet ()) {
System.out.println (key + "-——>" + map.get (key));

// X BufferedReader Hii AJRIEEL URL MARL

in = new BufferedReader (new InputStreamReader (
httpUrlCon.getInputStream()));

String line;

while ((line = in.readLine()) != null) {
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result += line;
}
} catch (Exception e) {
System.out.println ("&ZXEPOSTIHERHIAFE " + e);

e.printStackTrace () ;

// R finally HRXHHRAGR
finally {

try {
if (in != null) {
in.close () ;

3
} catch (Exception e2) {
e2.printStackTrace () ;

}

return result;

Demo.java
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package apigatewayDemo;
public class Demo {
public static void main(String[] args) {
String secretId = "your secretId"; // ZBHHXNM SecretIld
String secretKey = "your secretKey"; // ZHXNW SecretKey
SignAndSend signAndSendInstance = new SignAndSend();

//get IEK

String getUrl = "http://service-xxxxxxxx—-1234567890.gz.apigw.tencentcs.com:
String getResult = SignAndSend.sendGet (getUrl, secretId, secretKey);
System.out.println (getResult) ;
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//post IEXR

String postUrl = "http://service-xxxxxxxx—1234567890.gz.apigw.tencentcs.com
String postResult = SignAndSend.sendPost (postUrl, secretlId, secretKey);
System.out.println (postResult);
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package main

import (
"t ime n
" fmt "
"crypto/hmac"
"crypto/shal"
" lO "
"io/ioutil"
"encoding/base64"
"net/http"
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func calcAuthorization (source string, secretId string, secretKey string) (sign stri
timeLocation, _ := time.LoadLocation ("Etc/GMT")
dateTime = time.Now () .In(timeLocation) .Format ("Mon, 02 Jan 2006 15:04:05 GMT")
sign = fmt.Sprintf ("x-date: %s\\nsource: %s", dateTime, source)
fmt.Println (sign)

//hmac—-shal

h := hmac.New(shal.New, []byte (secretKey))

io.WriteString (h, sign)

sign = fmt.Sprintf ("%$x", h.Sum(nil))

sign = string(h.Sum(nil))

fmt.Println("sign:", fmt.Sprintf ("%s", h.Sum(nil)))

//base6d

sign = base64.StdEncoding.EncodeToString([]lbyte (sign))

fmt .Println("sign:", sign)

auth := fmt.Sprintf ("hmac id=\\"%s\\", algorithm=\\"hmac-shall\\", headers=\\"x-

secretId, sign)

fmt.Println("auth:", auth)

return auth, dateTime, nil

func main () {
SecretId := "your SecretId" // ZEAXNHK SecretId
SecretKey := "your SecretKey" // ZBHXNW SecretKey
source := "xxxxxx" // BH/KHME, AHEHELEE
sign, dateTime, err := calcAuthorization(source, Secretld, SecretKey)
if err != nil {

fmt.Println (err)

return
}
defaultDomain := "service-xxxxxxxx—1234567890.ap—-guangzhou.apigateway.mygcloud.
reqUrl := "https://service-xxxxxxxx—1234567890.ap—-guangzhou.apigateway.mygcloud
client := &http.Client{

Timeout: 7 * time.Second,//set timeout

req, err := http.NewRequest ("GET", reqUrl, nil) //set body

if err != nil {
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fmt.Println(err)

return

req.Header.Set ("Accept", "*/*")
"Accept—-Charset", "utf-8;")

"Host", defaultDomain)

req.Header. Set
reqg.Header. Set
req.Header.Set ("Source", source)

reqg.Header.Set ("X-Date", dateTime)

(
(
(
(
(
(

reg.Header.Set ("Authorization", sign)

// BNRZMWARS API, Header WHEHEEIRIN'X-NameSpace-Code', 'X-MicroService-Name' W5
reqg.Header.Set ("x-NameSpace-Code", "testmic")

req.Header.Set ("x-MicroService-Name", "provider-demo")

resp, err := client.Do(req)
if err != nil {
fmt.Println(err)

return

}
defer resp.Body.Close()

fmt.Println("status code:", resp.StatusCode)

//get resp header
var headerMsg string
for key, _ := range resp.Header {
headerMsg += fmt.Sprintf ("\\n%s:%s", key, resp.Header.Get (key))
}
fmt.Println (headerMsq)

body, err := ioutil.ReadAll (resp.Body)
if err != nil {

fmt.Println (err)

return

fmt .Println (string (body))
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# —*— coding: utf-8 —*-
import requests

import datetime

import hashlib

from hashlib import shal
import hmac

import base64

GMT_FORMAT = '%a, %d %b %Y

o\
&g

o\
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def getSimpleSign (source, Secretld, SecretKey)
dateTime = datetime.datetime.utcnow() .strftime (GMT_FORMAT)
auth = "hmac id=\\"" + SecretId + "\\", algorithm=\\"hmac-shall\\",
signStr = "date: " + dateTime + "\\n" + "source: " + source
sign = hmac.new (SecretKey, signStr, hashlib.shal) .digest ()
sign = base64.bb64encode (sign)

auth + sign + "\\""

sign

return sign, dateTime

API [ %

headers=\\"d

SecretId = 'your SecretId' # ZEANMY SecretId
SecretKey = 'your SecretKey' ¥ EEHN SecretKey
url = 'http://service-xxxxxx—-1234567890.ap—-guangzhou.apigateway.mygcloud.com/releas

#header = {}

header = { 'Host':'service—-xxxxxx-1234567890.ap—-guangzhou.apigateway.mygcloud.com',

'"Accept': 'text/html, */*; g=0.01",
'X-Requested-With': 'XMLHttpRequest',

'User—-Agent': 'Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTM

'Accept-Encoding': 'gzip, deflate, sdch',
'Accept-Language': 'zh-CN,zh;g=0.8,Jja;g=0.6"

Source = 'xxxxxx' # BHI/KEHME, EELEE

sign, dateTime = getSimpleSign (Source, SecretlId, SecretKey)
header['Authorization'] = sign

header['Date'] = dateTime

header['Source'] = Source

# AR EMARSS API, Header WHEEDII'X-NameSpace-Code', 'X-MicroService-Name' W NTFE, &

header [ 'X-NameSpace-Code'] = 'testmic'

header['X-MicroService-Name'] = 'provider-demo'
print header
r = requests.get (url, headers=header)

print r

print r.text

Python 3 ‘RHIREG
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# —*— coding: utf-8 —*-
import base64

import datetime

import hashlib

import hmac
import requests

GMT_FORMAT = '%a, %d Sb %Y $H:3M:%S GMT'
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def getSimpleSign (source, Secretld, SecretKey):
dateTime = datetime.datetime.utcnow () .strftime (GMT_FORMAT)

auth = "hmac id=\\"" + SecretId + "\\", algorithm=\\"hmac-shall\", headers=\\"d
signStr = "date: " + dateTime + "\\n" + "source: " + source

sign = hmac.new (SecretKey.encode (), signStr.encode (), hashlib.shal) .digest ()
sign = base64.bb6d4encode (sign) .decode ()

sign = auth + sign + "\\""

return sign, dateTime

SecretId = 'your SecretId' # AN secretId
SecretKey = 'your SecretKey' # BT SecretKey
url = 'http://service-xxxxxx—-1234567890.ap-guangzhou.apigateway.mygcloud.com/releas
header = {'Host': 'service-xxxxxx-1234567890.ap—-guangzhou.apigateway.mygcloud.com',
'"Accept': 'text/html, */*; g=0.01",
'X-Requested-With': 'XMLHttpRequest',
'User—-Agent': 'Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML,
'Accept-Encoding': 'gzip, deflate, sdch’,
'Accept-Language': 'zh-CN, zh;g=0.8,ja;g=0.6"

}
Source = 'xxxxxx' # ZHI/KHME, "EB(LEHE
sign, dateTime = getSimpleSign (Source, SecretlId, SecretKey)
header['Authorization'] = sign
header['Date'] = dateTime

header['Source'] = Source

r = requests.get (url, headers=header)

print (r.text)
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/*k

used...

<script src="js/vue.]js"></script>
<script src="js/axios.js"></script>
<script src="js/gs.]js"></script>

<script src="js/crypto-js/crypto-js.js"></script>

oy

var nowDate = new Date();

var dateTime = nowDate.toUTCString() ;
//dateTime = "Mon, 19 Mar 2018 12:00:44 GMT"
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var SecretId = 'your SecretId'; // ZFHHNM SecretId

var SecretKey = 'your SecretKey'; // AN secretKey

var source = 'xxxxxx'; // ZHI/KEHWE, FEEMTEE

var auth = "hmac id=\\"" + SecretId + "\\", algorithm=\\"hmac-shal\\", headers=\\"x
var signStr = "x-date: " + dateTime + "\\n" + "source: " + source;

console.log(signStr)

var sign = CryptodS.HmacSHAI (signStr, SecretKey)
console.log(sign.toString())

sign = CryptoJS.enc.Base64.stringify (sign)

sign = auth + sign + "\\""

console.log(sign)

console.log(dateTime)

var instance = axios.create ({
baseURL: 'http://service-xxxxxxxx—1234567890.ap—guangzhou.apigateway.mygcloud.c
timeout: 5000,
headers: {
"Source":source,
"X-Date":dateTime,

"Authorization":sign

// AR EMARSS API, Header HHFREMRM'X-NameSpace-Code', 'X-MicroServic
"X-NameSpace-Code": "testmic",
"X-MicroService-Name": "provider-demo",

b

withCredentials: true

P

instance.get ()
.then (function (response) {
console.log (response);
})
.catch (function (error) {
console.log(error);

P
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<?php

SdateTime = gmdate ("D, d M Y H:i:s T");

$SecretId = 'your SecretId'; # ZEXNHY SecretId

SSecretKey = 'your SecretKey'; # ZEEHATHY SecretKey

$srcStr = "date: ".SdateTime."\\n"."source: "."xxxxxx"; # “L/KEHNE, AEELEME
SAuthen = 'hmac id="'.$SecretlId.'", algorithm="hmac-shal", headers="date source", s
$signStr = base64_encode (hash_hmac ('shal', S$srcStr, S$SecretKey, true));

# echo $signStr;
SAuthen = $Authen.$signStr."\\"";
echo S$Authen;
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# echo '</br>';

Surl = 'http://service-xxxxxxxx-1234567890.ap-guangzhou.apigateway.myqgcloud.com/rel
Sheaders = array(

'Host :service—-xxxxxxxx—-1234567890.ap-guangzhou.apigateway.mygcloud.com', # P

'Accept:text/html, */*; g=0.01",

'Source: xxxxxx',

'Date: '.S$dateTime,

'Authorization: '.$Authen,

'X-Requested-With: XMLHttpRequest',

# 'Accept-Encoding: gzip, deflate, sdch',

# WNEREMARS API, Header HHEEINI'X-NameSpace-Code', 'X-MicroService-Name' NP
'X-NameSpace-Code: testmic',
'X-MicroService-Name: provider-demo'

)7

Sch = curl_init();

curl_setopt ($ch, CURLOPT_URL, $url);

curl_setopt (Sch, CURLOPT_RETURNTRANSFER, 1);

$ch, CURLOPT_TIMEOUT, 60);

$ch, CURLOPT_HTTPHEADER, S$headers);

$ch, CURLOPT_CUSTOMREQUEST, "GET");

curl_setopt

curl_setopt

(
(
(
curl_setopt (

Sdata = curl_exec (S$Sch);

if (curl_errno(Sch)) {

print "Error: " . curl_error (Sch);
} else {

# Show me the result

var_dump ($Sdata) ;

curl_close (Sch);

?>
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AuthenticationDemo. cpp
Frequest .Cpp
Fbase64.h

base64.cpp
Fhmac.h

—shail.h
L—shal.cpp
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g++ —o AuthenticationDemo AuthenticationDemo.cpp request.cpp base6d.cpp shal.cpp -1

RBIARHE

AuthenticationDemo.cpp
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/*ARpemoH i libcurl ZfEnt tplFK, BIRIFEN e TR B L Libcurl Ex/
/*YRiFEM g++ —o AuthenticationDemo AuthenticationDemo.cpp request.cpp base64.cpp sl

#include <iostream>
#include <stdio.h>
#include"hmac.h"
#include"shal.h"
#include"base64.h"

extern void get_request (const string &defaultDomain, const string &source, const st

extern void post_request (const string &defaultDomain, const string &source, const s
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using namespace std;

volid GetGmtTime (string &szGmtTime)
{

time_t rawTime;

struct tm* timelInfo;

char szTemp[30]={0};

time (&rawTime) ;

timeInfo = gmtime (&rawTime) ;
strftime (szTemp,sizeof (szTemp), "%a, %d %$b %Y $H:%$M:%S GMT",timeInfo);
szGmtTime = szTemp;

int calcAuthorization(const string &source, const string &secretId, const string &s

GetGmtTime (dateTime) ;

sign = "x-date: " + dateTime + "\\nsource: " + source;

sign = hmac<SHAl>(sign, secretKey);

string binDight;

HexToBin (sign , binDight);

BinToBase64 (binDight , sign);

char tempauth[1024] = {0};

snprintf (tempauth, sizeof (tempauth) -1, "hmac id=\\"%s\\", algorithm=\\"hmac-shal\
sign = tempauth;

return 0;

/* FTHAREH secretId, secretKey, defaultDomain, reqUr RHENV S SLFRIE IEEEIR] * /

int main ()

{

const string secretId = "your secretId";// ZHHMNM SecretId
const string secretKey = "your secretKey";// BN SecretKey

const string source = "xxxxxx"; // Z%I/KEME, FBEELEE

string sign, dateTime;

calcAuthorization (source, secretlId, secretKey, sign, dateTime);

const string defaultDomain = "service-xxxxxxxx—-1234567890.ap-guangzhou.apigatew

const string reqUrl = "https://service-xxxxxxxx—1234567890.ap-guangzhou.apigate

get_request (defaultDomain, source, dateTime, sign, reqUrl);

//post_request (defaultDomain, source, dateTime, sign, reqUrl);

return 0;
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request.cpp

#include <iostream>
#include <cstring>

#include "curl/curl.h"

using namespace std;

size_t req_reply(void *ptr, size_t size, size_t nmemb, void *stream)

{
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((std::string*)stream)->append( (char*)ptr, size*nmemb);

return size * nmemb;

void get_request (const string &defaultDomain, const string &source,
{
CURL* curl = curl_easy_init();
if (curl)
{
curl_easy_setopt (curl, CURLOPT_URL, reqUrl.c_str());
curl_easy_setopt (curl, CURLOPT_SSL_VERIFYPEER, OL);
struct curl_slist * slist = NULL;
slist = curl_slist_append(slist, "Accept:*/*");
slist = curl_slist_append(slist, "Accept-Charset:utf-8;");
string headDomain = "Host:" + defaultDomain;
slist = curl_slist_append(slist, headDomain.c_str());
string headSource = "Source:" + source;
slist = curl_slist_append(slist, headSource.c_str());
string headDatetime = "X-Date:" + dateTime;
slist = curl_slist_append(slist, headDatetime.c_str());
string headAuthorization = "Authorization:" + sign;

slist = curl_slist_append(slist, headAuthorization.c_str());

API [ %

const string &d

// WREMAIRS API, Header WHEHEZERIN'X-NameSpace-Code', 'X-MicroService-Name']

slist = curl_slist_append(slist, "x-NameSpace-Code:testmic");

14

slist = curl_slist_append(slist, "x-MicroService-Name:provider-demo") ;

curl_easy_setopt (curl, CURLOPT_HTTPHEADER, slist);
curl_easy_setopt (curl, CURLOPT_CONNECTTIMEOUT, 5);
curl_easy_setopt (curl, CURLOPT_TIMEOUT, 5);
curl_easy_setopt (curl, CURLOPT_READFUNCTION, NULL);
std::string response_data;

curl_easy_setopt (curl, CURLOPT_WRITEDATA, &response_data);
curl_easy_setopt (curl, CURLOPT_WRITEFUNCTION, req_reply);

CURLcode res = curl_easy_perform(curl);
if (res != CURLE_OK)
{
fprintf (stderr, "curl_easy_perform() failed: %s\\n",

curl_easy_strerror(res));

}

else
{
// get response code
long response_code;
curl_easy_getinfo(curl, CURLINFO_RESPONSE_CODE, &response_code);
printf ("response code %d \\n", response_code);
printf ("response data : %$s\\n ", response_data.c_str());
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curl_slist_free_all(slist);
curl_easy_cleanup (curl);

I
curl_global_cleanup() ;

void post_request (const string &defaultDomain, const string &source,
{
CURL* curl = curl_easy_init();
if (curl)
{
curl_easy_setopt (curl, CURLOPT_URL, reqUrl.c_str());
curl_easy_setopt (curl, CURLOPT_SSL_VERIFYPEER, OL);
curl_easy_setopt (curl, CURLOPT_POST, 1);
struct curl_slist * slist = NULL;
slist = curl_slist_append(slist, "Accept:*/*");
slist = curl_slist_append(slist, "Accept-Charset:utf-8;");
string headDomain = "Host:" + defaultDomain;
slist = curl_slist_append(slist, headDomain.c_str());
string headSource = "Source:" + source;
slist = curl_slist_append(slist, headSource.c_str());
string headDatetime = "X-Date:" + dateTime;
slist = curl_slist_append(slist, headDatetime.c_str());
string headAuthorization = "Authorization:" + sign;
slist = curl_slist_append(slist, headAuthorization.c_str());

API [ %

const string &

// WRZMWIRSE API, Header WHWEHEEDNN'X-NameSpace-Code', 'X-MicroService-Name']

slist = curl_slist_append(slist, "x-NameSpace-Code:testmic");

slist = curl_slist_append(slist, "x-MicroService-Name:provider-demo") ;

curl_easy_setopt (curl, CURLOPT_HTTPHEADER, slist);

// set body

std::string body = "{\\
AN\ "title\\":\\"post title\\",\\
\\"body\\" : \\"post body\\",\\
\\"userId\\" : 1}";

curl_easy_setopt (curl, CURLOPT_POSTFIELDS, body.c_str());

curl_easy_setopt (curl, CURLOPT_CONNECTTIMEOUT, 5);
curl_easy_setopt (curl, CURLOPT_TIMEOUT, 5);
curl_easy_setopt (curl, CURLOPT_READFUNCTION, NULL);
std::string response_data;

curl_easy_setopt (curl, CURLOPT_WRITEDATA, &response_data);
curl_easy_setopt (curl, CURLOPT_WRITEFUNCTION, req_reply);

CURLcode res = curl_easy_perform(curl);

if (res != CURLE_OK)
{
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fprintf (stderr, "curl_easy_perform()

curl_easy_strerror (res));

}

else

{

// get response code

long response_code;

API [ %

failed: %$s\\n",

curl_easy_getinfo(curl, CURLINFO_RESPONSE_CODE, &response_code);

printf ("response code %d \\n",

response_code) ;

printf ("response data : %$s\\n ", response_data.c_str());

}

curl_slist_free_all(slist);
curl_easy_cleanup (curl);

}

curl_global_cleanup();

base64.h
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//Base64gmdF

#include<string>

using namespace std;

const char Baseb64EncodeMap[64] =

{
'a', 's', 'c', 'D', 'E', 'F', 'G', 'H',
'r', 'Jg', 'k', 'L', '™M', '~N', 'O', 'P',
'Q', 'R', 's', 'T', 'u', 'V', 'w', 'x',
'‘y', 'z', 'a', 'b', 'c', 'd', 'e', 'f',
Vg?, "0, Vdi, Vg0, RV, 919, UmY, Uml,

'O', 'pl, 'q', |r', 'S', 't‘, 'ul, IVI,
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'W', 'X',
'4', |5l, |6', l7|, '8', '9', I_I_l, l/'

'y', ‘Z', 'O', 'il, '2', |3|,

Fi

int BinToDecInt (string strBin);
void BinToBase64 (string binStr ,

void HexToBin (string hexDight ,

string &base64Str);

string& binDight) ;

base64.cpp

#include"base64.h"
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int BinToDecInt (string strBin) {

API [ %

int num = 0;

int b = 0;

for(int i = 0; i < strBin.length() ;i++){
num = num * 2;
b = static_cast<int>(strBin[i]-'0");
num = num + b;

}

return num;

void BinToBase64 (string binStr ,

{

while (binStr.length() % 6 !=
binStr = binStr + "0";

}

base64Str = "";

string tmp = "";

int index = 0;

int num = 0;

while (index < binStr.length()) {

tmp = binStr.substr (index

index = index + 6;
num =

base64Str =

BinToDecInt (tmp) ;

}

base64Str = base64Str + "=";

void HexToBin (string hexDight ,
binDight = "";
int £ =
char e;

for(int £ = 0;

O0,c = 0;

e = hexDight[f];
if(e >= "a' && e <= "f"){
int a =

switch (a) {
case 10 binDight
break;

case 11 binDight
break;

case 12 binDight

break;

RN R @ BRI R (sd) ARTERH]

0) {

f < hexDight.length() ;

string &base64Str)

6);

base64Str + Base64EncodeMap [num];

string& binDight) {

iE4r1F))

static_cast<int>(e-'a'+10);

binDight + "1010";
binDight + "1011";
binDight + "1100";
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case 13 : binDight
break;

case 14 : binDight = binDight + "1110";

break;

case 15 : binDight = binDight + "1111";

break;
¥
}
else if( e >= '"0' && e <= '9"){
int b = static_cast<int>(e-'0");
if(f == 0){
switch (b) {

case 0: binDight binDight + "0000";

break;

case 1: binDight binDight + "0001";

break;

case 2: binDight binDight + "0010";

break;

case 3: binDight binDight + "0011";

break;

case 4: binDight binDight + "0100";

break;

case 5: binDight binDight + "0101";
break;
case 6: binDight = binDight + "0110";

break;

case 7: binDight binDight + "0111";

break;

case 8: binDight binDight + "1000";

break;
case 9: binDight = binDight + "1001";
break;
3
¥
else/
switch (b) {

case 0 : binDight = binDight + "0000";
break;
case 1: binDight = binDight + "0001";

break;

case 2: binDight binDight + "0010";

break;

case 3: binDight binDight + "0011";
break;
case 4: binDight = binDight + "0100";

break;

case 5: binDight binDight + "0101";
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break;

case 6: binDight
break;

case 7: binDight
break;

case 8: binDight
break;

case 9: binDight
break;
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binDight

binDight

binDight

binDight

"0110";

AT

"1000";

"1001";
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fpragma once

#include <string>

#include <cstring>

/// compute HMAC hash of data and key using MD5, SHAl or SHA256
template <typename HashMethod>

std::string hmac(const void* data, size_t numDataBytes, const void* key, size_t num
{
unsigned char usedKey[HashMethod::BlockSize] = {0};
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if (numKeyBytes <= HashMethod::BlockSize)

{
memcpy (usedKey, key, numKeyBytes);

}

else

{
HashMethod keyHasher;
keyHasher.add (key, numKeyBytes);
keyHasher.getHash (usedKey) ;

for (size_t 1 = 0; i < HashMethod::BlockSize; i++)
usedKey[i] *= 0x36;

unsigned char inside[HashMethod::HashBytes];
HashMethod insideHasher;

insideHasher.add (usedKey, HashMethod::BlockSize);
insideHasher.add (data, numDataBytes) ;

insideHasher.getHash (inside) ;

for (size_t 1 = 0; i1 < HashMethod::BlockSize; i++)
usedKey[1i] 7*= 0x5C ~ 0x36;

HashMethod finalHasher;
finalHasher.add (usedKey, HashMethod::BlockSize);

finalHasher.add(inside, HashMethod::HashBytes);

return finalHasher.getHash();

template <typename HashMethod>

std::string hmac (const std::string& data, const std:

{

return hmac<HashMethod> (data.c_str (), data.size(),

shal.h
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:stringé& key)

key.c_str (),

API [ %

key.size());
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fpragma once

#include <string>

#ifdef _MSC_VER

// Windows

typedef unsigned __int8 uint8_t;
typedef unsigned __int32 uint32_t;
typedef unsigned __int64 uint64_t;
#else

// GCC
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#include <stdint.h>
#endif

class SHAl //: public Hash
{
public:
enum { BlockSize = 512 / 8, HashBytes = 20 };

SHA1 () ;
std::string operator () (const void* data, size_t numBytes);
std::string operator () (const std::string& text);

void add(const void* data, size_t numBytes);
std::string getHash{() ;

void getHash (unsigned char buffer[HashBytes]);
void reset ();

private:

void processBlock (const void* data);
void processBuffer();

uint64_t m_numBytes;

size_t m_bufferSize;

uint8_t m_buffer[BlockSize];

enum { HashValues = HashBytes / 4 };

uint32_t m_hash[HashValues];
bi

shal.cpp
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#include "shal.h"

#ifndef _MSC_VER

#include <endian.h>

#endif
SHA1::SHAL ()
{

reset () ;
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void SHAl::reset ()
{

m_numBytes = 0;
m_bufferSize = 0;
m_hash[0] = 0x67452301;
m_hash[1l] = Oxefcdab89;
m_hash[2] = 0x98badcfe;
m_hash[3] = 0x10325476;
m_hash[4] = 0xc3d2elf0;

}

namespace

{
inline uint32_t fl(uint32_t b, uint32_t c, uint32_t d)
{
return d * (b & (c ~ d));

inline uint32_t f2(uint32_t b, uint32_t ¢, uint32_t d)
{

return b ~ ¢ ©~ d;

inline uint32_t f£3(uint32_t b, uint32_t ¢, uint32_t d)
{
return (b & ¢) | (b & d) | (c & d);

inline uint32_t rotate(uint32_t a, uint32_t c)

{

return (a << c¢) | (a >> (32 - ¢));

inline uint32_t swap (uint32_t x)

{

#if defined(__GNUC__) || defined(__clang__)
return __builtin_bswap32 (x) ;
#endif

#ifdef MSC_VER
return _byteswap_ulong(x) ;

#endif

return (x >> 24)
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((x >> 8) & 0xO0000FFO00)
((x << 8) & 0xO0FFO0000)

(x << 24);

void SHAl::processBlock (const void* data)

{

uint32_t a = m_hash[0];
uint32_t b = m_hash([1];
uint32_t ¢ = m_hash[2];
uint32_t d = m_hash[3];
uint32_t e = m_hash[4];
const uint32_t* input = (uint32_t*)

uint32_t words[80];

for (int i =

#if defined(__BYTE_ORDER) && (__BYTE_ORDER

words [1] =

#else

words [1]
#endif

for (int i =

words [1]

for (int i
{
int offset

» O Q0 Q
+
Il
=
)
ot
o)
jrt
)

for (int 1 =
{
int offset

e += rotate

+= rotate

O O Q0 Q
+
Il
-
(@]
o
)
o
D
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0; 1 < 16; 1i++)

input[i];

swap (input [i]);

16; 1 < 80; i++)

rotate (words [i-3]

= 5%

(a,5) + fl(b,c,d
(e,5) + fl(a,b,c
(d,5) + fl(e,a,b
(c,5) + f1(d,e,a
(b,5) + fl(c,d,e

= 5%*i;

(a,5) + f2(b,c,d
(e,5) + f2(a,b,c
(d,5) + f2(e,a,b
(c,5) + £f2(d, e, a
(b,5) + f2(c,d,e

words [1-8] » words[i-14] »~ words[i-16],

0x5a827999;
0x5a827999;
0x5a827999;
0x5a827999;
0x5a827999;

offset+1
offset+2
offset+3
offset+4

+ 4+ o+ + o+
+ o+ o+ + o+
0o o0 o T

Ox6ed9ebal;
Ox6ed9%ebal;
Ox6ed9ebal;
Ox6ed9ebal;
Ox6ed9ebal;

offset+l
offset+2
offset+3
offset+4

+ + 4+ + o+
+ + o+ o+ o+
Qo 09 o

API [ %

(__BYTE_ORDER == __ BIG_ENDIAN)

1);

rotate (b, 30);
rotate (a, 30);
rotate (e, 30);
rotate (d, 30);
rotate (c, 30);

rotate (b, 30) ;
rotate (a, 30);
rotate (e, 30);
rotate (d, 30) ;
rotate (c, 30);
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for (int i =
{
int offset

e += rotate
+= rotate

+= rotate

O O Q0 Q
+
Il
-
(@]
=t
)
o
D

for (int 1 =

o O o QO
+
Il
-
O
=t
1)
ot
0]

m_hash[0] +=
m_hash[1l] +=
m_hash[2] +=
m_hash[3] +=
m_hash[4] +=

+ + 4+ + +

£3( )
£3( )
£f3(e,a,b)
£3( )
£3( )

+ + 4+ + +

£2( )
£2( )
f2(e,a,b)
£2( )
£2( )

i++)

b,c,d

a,b,c

d,e,a

c,d,e

16; i++)

9, @, el

a,b,c

d,e,a
c,d,e

void SHA1l::add(const void* data,

{

const uint8_t* current

if (m_bufferSize > 0)

while (numBytes > 0 && m_bufferSize < BlockSize)

{
{
m_buffer[m bufferSize++]
numBytes——;
s
3
if (m_bufferSize == BlockSize)
{

processBlock ( (void*)m_buffer);

+= BlockSize;

m_numBytes

m _bufferSize =
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offset+l
offset+2
offset+3
offset+4

+ + 4+ + o+
+ + o+ o+ o+

offset+l
offset+2
offset+3
offset+4

+ + 4+ + o+
+ + o+ + o+

size_t numBytes)

(const uint8_t*)

*current++;

0x8flbbcdc;
O0x8flbbcdc;
0x8flbbcdc;
O0x8flbbcdc;
0x8flbbcdc;

Oxca62cld6;
Oxcab2cldb;
Oxca62cld6;
Oxca62cld6;
Oxca62cldo6;

Q Qo 0 8 T

Q o 0O 9 O

API [ %

rotate (b, 30) ;
rotate (a, 30);
rotate (e, 30);
rotate (d, 30);
rotate(c, 30);

rotate (b, 30) ;
rotate (a, 30);
rotate (e, 30);
rotate (d, 30);
rotate (c, 30);
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if (numBytes == 0)

return;

while (numBytes >= BlockSize)
{
processBlock (current) ;
current += BlockSize;
m_numBytes += BlockSize;

numBytes —-= BlockSize;

while (numBytes > 0)
{
m_buffer [m_bufferSize++] = *current++;

numBytes——;

void SHAl::processBuffer ()

{

size_t paddedLength = m_bufferSize * 8;
paddedLength++;
size_t lowerllBits = paddedLength & 511;
if (lowerllBits <= 448)

paddedLength += 448 - lowerllBits;
else

paddedLength += 512 + 448 - lowerllBits;
paddedLength /= 8;

unsigned char extra[BlockSize];

if (m_bufferSize < BlockSize)

m_buffer [m_bufferSize] = 128;
else
extral[0] = 128;

size_t 1i;

for (i = m_bufferSize + 1; i < BlockSize; i++)
m_buffer[i] = 0;

for (; i < paddedLength; i++)

extral[i - BlockSize] = 0;

uint64_t msgBits = 8 * (m_numBytes + m_bufferSize);
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unsigned char* addLength;

if (paddedLength < BlockSize)
addLength = m_buffer + paddedLength;

else

addLength = extra + paddedLength - BlockSize;

*addLength++ = (unsigned char) ((msgBits >> 56) & OxFF);
*addLength++ = (unsigned char) ((msgBits >> 48) & OxFF);
*addLength++ = (unsigned char) ((msgBits >> 40) & OxFF);
*addLength++ = (unsigned char) ((msgBits >> 32) & OxFF);
*addLength++ = (unsigned char) ((msgBits >> 24) & OxFF);
*addLength++ = (unsigned char) ((msgBits >> 16) & OxFF);
*addLength++ = (unsigned char) ((msgBits >> 8) & OxFF);
*addLength = (unsigned char) ( msgBits & OXFF);
processBlock (m_buffer);
if (paddedLength > BlockSize)
processBlock (extra) ;
}
std::string SHAl::getHash ()
{
unsigned char rawHash[HashBytes];
getHash (rawHash) ;
std::string result;
result.reserve (2 * HashBytes);
for (int i = 0; 1 < HashBytes; i++)
{
static const char dec2hex[16+1] = "0123456789%abcdef";
result += dec2hex|[ (rawHash[i] >> 4) & 15];
result += dec2hex[ rawHash[i] & 157;
}
return result;
}
void SHA1l::getHash (unsigned char buffer[SHAl::HashBytes])

{
uint32_t oldHash[HashValues];
for (int i = 0; i < HashValues; i++)

oldHash[i] = m_hash[i];

processBuffer();

RN R @ BRI R (sd) ARTERH]

API [ %

%562 69151



) i o

unsigned char* current = buffer;
for (int i = 0; 1 < HashValues; i++)
{
*current++ = (m_hash[i] >> 24) & OxFF;
*current++ = (m_hash[i] >> 16) & OxFF;
*current++ = (m_hash[i] >> 8) & OxFF;
*current++ = m_hash([i] & OxFF;
m_hash[i] = oldHash([i];
}
}
std::string SHAl::operator () (const void* data, size_t numBytes)
{
reset () ;

add (data, numBytes);
return getHash () ;

std::string SHAl::operator () (const std::string& text)
{

reset () ;

add (text.c_str (), text.size());

return getHash () ;
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-module (apigateway_erlang_demo) .

o\
o°

APT
—export ([request_api/0]) .

%% request_api ()

request_api () ->
%% Eshinetsikss, BIHAIREREINILARS, RiHXE

inets:start (),
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Url = "http://service-xxxxxxxx—-1234567890.ap-beijing.apigateway.mygcloud.co
Source = "xxxxxx",
GMTDate = now_to_utc_string(),
SecretId = "xxxDfdestwodtdzokel234567890i339jv18wtou",
SecretKey = "xxxSNFOCEp30hN4t91234567890AWrct960X9192",
Sign = simple_sign (Source, GMTDate, SecretlId, SecretKey),
Header = |
{"Source", Source},
{"x-Date", GMTDate},
{"Authorization", Sign},

{"Content-Type", "application/x-www-form-urlencoded"}

1,

case httpc:request (get, {Url, Header}, [], []) of
{ok, {_StatusLine, _Header, Result}} —>
Result;

o\°
o
o\°
o\

Result —-> need decode
Error —>
Error

end.

simple_sign (Source, GMTDate, SecretlId, SecretKey) ->

Auth = "hmac 1d=\\"" ++ SecretId ++ "\\", algorithm=\\"hmac-shall\\", header
SecretKey = "xxxSNFOCEp30hN4t91234567890AWrct960X9192",

Source = "xxxxxx",

SignStr = "x-date: " ++ GMTIDate ++ "\\n" ++ "source: " ++ Source,

Mac = crypto:hmac (sha, SecretKey, SignStr),

Sign = base64:encode (Mac),

Sign2 = binary_to_list (Sign),
Sign3 = Auth ++ Sign2 ++ M\,
Sign3.

s RECYATISRIFFEN  "Mon, 02 Jan 2006 15:04:05 GMT" &3\
now_to_utc_string() ->
{{Year, Month, Day}, {Hour, Minute, Second}} = calendar:universal_time(),
WeekNum = week_num(),
Monthl = month_to_english (Month),
WeekNuml = week_to_english (WeekNum),
Dayl = lists:flatten(io_lib:format ("~2..0w", [Dayl)),

Datel = WeekNuml ++ ", " ++ Dayl ++ " " ++ Monthl,
Date2 = lists:flatten(
io_lib:format (" ~4..0w ~2..0w:~2..0w:~2..0w GMT",
[Year, Hour, Minute, Secondl])),

Datel ++ Date2.
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week_num() —>
{Date, _} = calendar:local_time(),

calendar:day_of_the_week (Date) .

%% day_of_the_week
week_to_english(l) ->
"Mon";
week_to_english(2) —>
"Tue";
week_to_english(3) ->
"Wed";
week_to_english(4) ->
"Thu";
week_to_english(5) —->
"Fri";
week_to_english(6) ->
"Sat ";
week_to_english(7) ->

" Sun " .

month_to_english(1l) ->
" Jan";
month_to_english(2) ->
"Feb";
month_to_english (3) ->
"Mar";
month_to_english(4) ->
"Apr";
month_to_english(5) ->
"May";
month_to_english(6) ->
" Jun";
month_to_english(7) ->
" Jul";
month_to_english(8) ->
"Aug";
month_to_english(9) ->
"Sept ";
month_to_english (10) ->
"Oct ";
month_to_english(11) ->
"NOV";
month_to_english(12) ->

"Dec".
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verified

HMAC signature does not
match

Not Found Host

Get Host Fail

Could not support method

There is no api match
host[$host]

There is no api match
env_mapping[$env_mapping]

There is no api match default
env_mapping[$env_mapping]

There is no api match uri[$uri]

There is no api match
method[$method]

"Not allow use HTTPS
protocolz# Not allow use
HTTP protocol"

req is cross origin, api $uri
need open cors flag on
gcloud apigateway.
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