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SDK Preparations

Download the relevant Demo and SDK. This article mainly includes access guides for Android, iOS and

Windows.

Android Access

Preparations

You need to complete the following steps:

i. Select the appropriate so file according to the operating platform, copy the so and jar files to

the project directory and add dependencies.

ii. Call the SDK API function to generate watermark information.

iii. When sending a message, place the 20-byte watermark information in front of the message body.

The SDK file contains so and jar files in the following directory structure: 

SDK API description:

Package: com.gamesec

SDK Documentation
Watermark SDK
Last updated：2020-01-14 11:14:21

https://main.qcloudimg.com/raw/5ef28eba111891591f576dbbbaed601c.zip
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Class: Mark

API description:

API name Description

CreateSDKBuffFromStr Generate the watermark

Access Steps (Android Studio)

1. Copy the content of the sdk/android folder to the libs folder of the project directory: 

2. Modify the project's build.gradle file, set the jni file directory and add jar dependencies:

android { 
sourceSets { 
main { 
jniLibs.srcDirs =['libs/jni'] // Set the jni directory 
} 
} 
} 
dependencies { 
implementation files('libs/gamesec.jar') // Add dependencies 
}

3. The access method for Eclipse is similar, but you don't need to configure the build.gradle file.

API Call

1. Import the package.

import com.gamesec.*;

2. Instantiate the Mark object.

Mark mark = new Mark();

3. Call CreateSDKBuffFromStr to generate the watermark.



Aegis Anti-DDoS

©2013-2019 Tencent Cloud. All rights reserved. Page 6 of 12

byte [ ] CreateSDKBuffFromStr (String pSDKinfo, String buffer, String uDesIp, int uDesPort)

Parameter description:

Parameter Type Meaning

pSDKinfo String Watermark protection key

buffer String Placeholder parameter; you can pass in an empty string

uDeslp String Server IP such as "1.2.3.4"

uDesPort int Server port

Return value:

Type Meaning

byte[] The calculated watermark information; 20 bytes are taken

Call example:

String pSDKinfo = "566c2dea9420eb37-b6c8-566c2dea9420eb3710525135e8485e80806a2f9c"; 
String uDesIp = "115.159.147.198"; 
int uDesPort = 8899 ; 
byte[] bytes = mark.CreateSDKBuffFromStr(pSDKinfo, "", uDesIp, uDesPort);

4. Add watermark information to the message body. Below is an code example:

Socket s = new Socket(uDesIp, uDesPort); 
OutputStream out = s.getOutputStream(); 
PrintWriter output = new PrintWriter(out, true); 
// Pass in the watermark information first 
output.print(bytes);  
output.println("msg msg msg"); 
BufferedReader input = new BufferedReader(new InputStreamReader(s.getInputStream())); 
String msg = input.readLine(); 
s.close();

iOS Access

Preparations
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You need to complete the following steps:

i. Copy the SDK file to the project directory. For a Swift project, you need to add the bridge file.

ii. Call the SDK API function to generate watermark information.

iii. When sending a message, place the 20-byte watermark information in front of the message body.

The SDK file contains a and h files in the following directory structure: 

API description:

API name Description

CreateSDKBuffFromStr Generate the watermark

Access Steps (Xcode)

1. Copy the content of the sdk/ios folder to the project directory: 
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2. Add the SDK file to Xcode. Right-click the project name and click "Add Files to". 

3. Select "Create folder references" in the dialog box, select the two files of the SDK and click Add. 
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4. Click the project name, select General and add the a file to "Linked Frameworks and Libraries": 

5. If it is a Swift project, you need to create a bridge file; for an Object-C project, skip this

step. Create a Header File and name it bridge.h. Add the following code to the file:

# import "gamesec.h";

6. Click the project name, select Build Settings and add bridge.h to the Object-C Bridging Header: 

API Call

1. For a Swift project, you can directly call the watermark generation function. For an Object-C

project, you need to add the header file to the file used:

# import "gamesec.h";

2. Call CreateSDKBuffFromStr to generate the watermark.

uint32_t CreateSDKBuffFromStr(char *pSDKinfo, uint8_t *buffer, char* uDstIp, uint16_tuDstPor
t);

Parameter description:

Parameter Type Meaning
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pSDKinfo char * Watermark protection key

buffer uint8_t * Watermark pointer used to output the watermark result

uDeslp char * Server IP such as "1.2.3.4"

uDesPort uint16_t Server port

Note: 

The watermark result is stored in the parameter buffer, and 20 bytes are taken. 

3. Call example: 

Swift call:

let pSDKinfo = UnsafeMutablePointer<Int8>(mutating: ( 
"566c2dea9420eb37-b6c8-566c2dea9420eb3710525135e8485e80806a2f9c"  
as NSString).utf8String); 
var buffer = UnsafeMutablePointer<UInt8>.allocate(capacity: 20); 
let uDstIp = UnsafeMutablePointer<Int8>(mutating: ( 
"115.159.147.198" as NSString).utf8String); 
let uDstport = UInt16.init("8899")!; 
 
CreateSDKBuffFromStr(pSDKinfo, buffer, uDstIp, uDstport); 
 
for i in 0 ..< 20 { 
let b = (buffer+i).pointee; 
// The watermark information is in the first 20 bytes. Note: The output here is uint8. 
print(" \(b)"); 
} 
**Object-C call:**  
 
char *pSDKinfo = "566c2dea9420eb37-b6c8-566c2dea9420eb3710525135e8485e80806a2f9c"; 
uint8_t buffer[20]; 
char *uDstIp = "115.159.147.198"; 
uint16_t uDstPort = 8899; 
 
CreateSDKBuffFromStr(pSDKinfo, buffer, uDstIp, uDstPort); 
 
for(int i=0;i<20;i++) 
{ 
// The watermark information is in the first 20 bytes 
NSLog(@"%d", (int8_t)buffer[i]);  
}
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4. When sending a message, place the 20-byte watermark information in front of the message body.

Windows Access

Preparations

The SDK is the gamesec.dll file and has a watermark generation function:

uint32_t CreateSDKBuffFromStr(char *pSDKinfo, uint8_t *buffer, char* uDstIp, uint16_t uDstPort);

Parameter description:

Parameter Type Meaning

pSDKinfo char * Watermark protection key

buffer uint8_t * Watermark pointer used to output the watermark result

uDeslp char * Server IP such as "1.2.3.4"

uDesPort uint16_t Server port

Note: 

The watermark result is stored in the parameter buffer, and 20 bytes are taken.

API Call

When using the watermark function, import the dll file first, then you can use the LoadLibrary

function (you need to add Windows.h):

// Define the function pointer 
typedef int(*FUNC)(char *, uint8_t *, char* , uint16_t ); 
// Set the dll path 
HINSTANCE Hint = ::LoadLibrary(L"E:\\sdk\\gamesec.dll"); 
FUNC CreateSDKBuffFromStr = (FUNC)GetProcAddress(Hint, "CreateSDKBuffFromStr");

Complete call example:

// Save the watermark 
uint8_t buffer[BUFFER_SIZE]; 
memset(buffer, 0, BUFFER_SIZE); 
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int UDP_TEST_PORT = 8899; 
 
const char * CONST_UDP_SERVER_IP = "115.159.147.198"; 
char * UDP_SERVER_IP = new char[strlen(CONST_UDP_SERVER_IP)]; 
strcpy(UDP_SERVER_IP, CONST_UDP_SERVER_IP); 
 
const char * CONST_pSDKinfo =  
"566c2dea9420eb37-b6c8-566c2dea9420eb3710525135e8485e80806a2f9c"; 
char * pSDKinfo = new char[strlen(CONST_pSDKinfo)]; 
strcpy(pSDKinfo, CONST_pSDKinfo); 
 
// Call 10 times 
for (int i = 0; i < 5; i++) { 
CreateSDKBuffFromStr(pSDKinfo, buffer, (char *)UDP_SERVER_IP, UDP_TEST_PORT); 
 
for (int i = 0; i <= 20; i++) 
{ 
// The watermark is in the first 20 bytes 
printf("%d ", (int8_t)buffer[i]); 
} 
printf("\n\n"); 
}


