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@ Hﬁizﬂﬁ SSLIEH

SRR
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%
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ERaN

ZAEMNETZIEIN T SSLIEH{RHHY B s # AT IhRE, 1EBINEIESAFELL ERZEINEBH R EZE, B
SFHERT— SSLIUEHARCHEART— DA N E S a % E B S 5K SSLIEY, EREEFHIE, il
SSL UE 7 it F I IN Y ZEBR

AN, BNz SSLIEH R BIRLERES, R HAHH SSLIEHHE R SSLIEHEMZBNBNE=HE, H
A EIIM, NE D L INEESE,

ASCRRHE SAEAMATE I I E S & SCIIE B R BRI ER 2 BT RE S, B BIIESCB N Z AR EF 5 E
IS eS|

BiBA

AL, GeoTrust fhifift OV RUZAEHNES, BINERBEIRUNAE KM (CDN) HNfil,

(A

DB LS ERIES

1. B 5% SSL FBMYL T,
2. ARHE B BB SR B W SE S 5 2 AE /AR SSL IEH,
3. SENIESLSS, fEATHERESSL UEF HiERARE 52 SSL IE Y HIE,

W2 . SSL IEBHRBE=HE

HIESEROEBHFMRSG, A DUERA SSLIEB—#EBIREIHE B B EMINS SR, FIRNRED & Mgk
(CDN) .

1. %5 SSLIFBiHlA, EREIBLENITER, HTHRE,

2. TEBA L RN B ARG (1 vh, VIR TR D B I A X I IR S 1

3. MTHERE, SSL IE AT I ERE BN N S,

T3  FRTRFEE
1. B EIERRR, M AESH SO,
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https://console.tencentcloud.com/ssl
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2 EBABREIN R ERIEELS, REHEE,
B IEMHN T RIFFEE & 11, AEERFBNRRE,
4. SR, BIR]SERRIE,
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@ Hﬁfﬂﬁ SSL EH
GLATSRHEIR S SR 5 e

T BTN ] ¢ 2024-03-06 17:49:10
TR
FEIERTS PFS #JCNEESR, HAHEFEILE :

ECDHE-RSA-AES128-GCM-SHA256 : ECDHE : ECDH: AES : HIGH: !NULL: ! aNULL: !MD5: ! ADH: ! RC4
TREAEMRSS I TLS MHXHFE TLS1.2, HAEHERFILE

TLSvl TLSv1l.l1 TLSv1.2

Nginx IEHHECE
B Ngink IREX T conf/nginx.conf XfF4ITF :
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@ A SSL i+

server
ssl_ciphers ECDHE-RSA-AES128-GCM-SHA256:ECDHE:ECDH:AES:HIGH: !NULL: !aNULL: !MD5: !
ssl_protocols TLSvl TLSvl1l.1 TLSv1.2;

Apache IEHHECE
B#r Apache IREK T conf/httpd.conf AT :
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@ Hﬁizﬂﬁ SSLIEH

<IfModule mod_ssl.c>
<VirtualHost *:443>
SSLProtocol TLSvl TLSvl.1 TLSv1.2
SSLCipherSuite ECDHE-RSA-AES128-GCM-SHA256:ECDHE:ECDH:AES:HIGH: !NULL: !aNULL
</VirtualHost>
</IfModule>

Tomcat IFPECE

HEH $TOMCAT HOMES$\\conf\\server.xml SHEHITF :
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@ Hﬁizﬂﬁ SSLIEH

<Connector port="443" protocol="HTTP/1.1" SSLEnabled="true"
scheme="https" secure="true"
SSLProtocol="TLSv1+TLSv1.1+TLSv1.2"
SSLCipherSuite="ECDHE-RSA-AES128-GCM-SHA256:ECDHE :ECDH:AES:HIGH: !NULL: !aNULL: !'M

IS iEBEE
Fk—

RN R @ BRI R (sd) ARTERH] 559 2711



@ Hﬁiﬂﬁ SSLIEH

Windows 2008 5 B FLATRRAASHF TLS1.2 B, RITETEJA%EE 2008R2 TLS1.2 X, BRINZE XHIHY, FEE Mt
BCAE] ATS 23K,

L2008 R2 M, AU JEA XS PR M E AR %,

UEBS A SRS B2 SR ATS F5Kry, (EIMY TLS1.2 EWEH, ATS SRZE TLS1.2 B3R, Al A
ssltools TH. (WEINE(EFERE, i FED JBH TLS1.2 M. AT TFEATR :

B 11S Crypto

B s crypto 20 [

Schannel

These settings enable or disable various options system wide, When the checkbox is grey it means no setting has

Schannel

default for the operating system will be used. Click the Apply button to save changes.
f Protocols Ciphers Hashes Key Ex
[] Mutti-Protacol Unified Hello [] muLL D5 Dif
. . PCT 1.0 DES 56/56 SHA PKI
Cipher Suites o o o
[] ssL2.0 [] RC240/128 SHA 256 EC
[] ssL3.0 [] RC256/128 SHA 384
: TLS 1.0 [] RC2128/128 SHA 512
TLS 1.1 [] Rc440/128
Templates TLS 1.2 [] RC456/128
[] RC4 64/128
. [] RC4128/128
- Triple DES 168
-/ AES 128/128
Site Scanner AES 256/256

Set Client Side Protocols

I=
o
]
]
5

Best Practices

BIE= TLS PrSGFE R RGAIA],
AR AR PFS A32HF, EANEE(FHiE+ 7 ECDHE A1 DHE #Eal LT,

HE=

1. FFi——iB1T, WA regedit .
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http://www.trustasia.com/down/ssltools.zip

A BT

2. #k%| HKEY_LOCAL_MACHINE\SYSTEM\\CurrentControlSet\\ControN\SecurityProviders\SCHANNEL\\Protocols

GHRE->HE->T->## TLS 1.1, TLS 1.2,
3. TLS 1.1 I TLS 1.2 f58#E->Hr it ->1i->% 73 Server, Client,
4. TEHTE Server A Client H#TEAN THYIH (DWORD 32(7{H) , Sdkah, a0 FEFR

DisabledByDefault [Value = 0]

Enabled [Value = 1]

SSLiE+H

bl SSL2.0 ~ | | Blama i —
g ab] (Default) REG_SZ (value not set)
54| DisabledByDefault REG_DWORD 0x00000000 (0)
Lo " 54| Enabled REG_DWORD 500000001 (1)
4. TLS1.2
- | Server
.| Client
bl SSL2.0 A | tblasn T Data
4.} TLS 11 ab] (Default) REG_SZ (value not set)
4| DisabledByDefault REG_DWORD 0%00000000 (0)
- | Client] 24| Enabled REG_DWORD 000000007 (1)
- .
----- L Server
----- ., Client
L OEIp
[> L 55L2.0 ~ || Mame Type Data
4.y TLS 1.1 ab| (Default) REG_SZ {value not set)
P | Server 4| DisabledByDefault REG_DWORD 0x00000000 (0)
L . Client 4| Enabled REG_DWORD 0x00000001 (1)
A -]
7). Servr
o 1 =h
[> L 55L 2.0 ~ 1 Name Type Data
4. )y TLS1.T ab| (Default) REG_SZ (value not set)
-l Server 9% DisabledByDefault REG_DWORD 0xD000O00O (0)
- el Client 4| Enabled REG_DWORD 0x00000001 (1)
4. TIS12

TAIM

5. SEMG B E R GL.
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@ HE.H:[E SSLIEH

6. BB, TSR ——BIT, WA gpedit.msc HHTIEEMFRE, fEHREZATTRELITE TLST 2
PR A1 EIFR -

TR

Xt R T (2 N 2 2 AR S R P S 4 SR M S P TR

Eile Action View Help

e« rE = HE T

| Control Panel E _

| Network _ T o Setfin
=] Background Intelligent Transfer Service (BITS) Select an item to view its description. S'SI?Cipher Cuite Ord

7] BranchCache
[ 7] DirectAccess Client Experience Settings
7] DNS Client
7] Hotspot Authentication
] Lanman Server
71 Link-Layer Tepology Discovery
B [ Microsoft Peer-to-Peer Metworking Services
B 7] Metwork Connections
7] Metwork Connectivity Status Indicator
[ Metwork lselation
[ 7] Offline Files
B [0 QoS Packet Scheduler
[ SMMP
|| S5L Configuration Settings |
B[] TCPIP Settings
[ Windows Connect Mow
71 Windows Connection Manager
B[] WLAMN Service
BT WWAN Service — |< I

M Il
<] | m > Extended { Standard /
1 setting(s)
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[} SSLCipher Suite Order

Brevious Setting Mext Setting

SSLiE+H

() Mot Canfigured Comment:
®) Enabled
(O Disabled
Supported on:

At least Windows Vista

Cpticns:

Help:

S5L Cipher Suites

TLS_ECDHE_RSA_WITH_AES_ 236 CBC_SH

This pelicy setting determines the cipher suites used by the
Secure Socket Layer (35L).

If you enable this policy setting, 550 cipher suites are
pricritized in the order specified,

If you disable or do not configure this policy setting, the
factory default cipher suite order is used.

55L2, 5513, TLS 1.0 and TLS 1.1 cipher suites:

TLS_RSA_WITH_AES_128 CBC_SHA
TLS_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_RC4_128 SHA
TLS_RSA_WITH_3DES_EDE_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA_P256
TLS_ECDHE_RSA_WITH_AES 128 CBC_SHA_P384
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA_P521
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA_P256
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA_P384
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA_P521

R TR

QK Cancel

fESZFH) ECDHE I EMFINA SSL # i EMH, LUES () 7R,

HEEMDEMT -
a. FIF— PN ZEHEE T,

b. il T E FR A M AT SRR R ENZ SR
c. IKIEMIFHESIER PRI &,

d. EENERAMIRERA—NES (RE-DEFAMERIL) o BREAIRAZER,
e. MERFTH AT, LUEEHEEALI TR —MRAT k.

fORFERS ST EHIZIBINGAR, SRE R G RIgMERAE P, B KIE 10231545,

8. HESEM, W TEFTR :

IR L BRI (bR ARSUERT]
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A BT

3! SSL Cipher Suite Order

SSLiE+H

(= SSL Cipher Suite Order

) Not Configured ~Comment:

@ Enabled

) Disabled Supported on:
Options:

SSL Cipher Suites
 TLS_RSA WITH_NULL S HlA

At least Windows Vista

Help:

SSL2, SSL3, TLS 1.0 and TLS 1.1 cipher suites:

TLS_RSA_WITH_AES_128_CBC_SHA
TLS_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_RC4_128_SHA
TLS_RSA_WITH_3DES_EDE_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA_P256
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA_P384
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA_P521
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA_P256
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA_P384

l oK H Cancel ‘E

APRFDU N B A Z S EAH
TLS_ECDHE RSA WITH _AES 128 CBC_SHA
TLS_ECDHE_RSA_WITH_AES 256 _CBC_SHA
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256
TLS_ECDHE RSA WITH_AES 256 CBC_SHA384
TLS_ECDHE RSA WITH AES 128 GCM_SHA256
TLS_ECDHE RSA WITH_AES 256 GCM_SHA384
WHEEFAS

TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA P256
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA_P384
TLS_ECDHE_RSA WITH_AES 128 CBC_SHA P521
TLS_ECDHE RSA WITH_AES 256 _CBC_SHA P256
TLS_ECDHE_RSA WITH_AES 256 _CBC_SHA P384
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EHBAT

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA_P521
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256_P256
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256_P384
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256_P521
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384_P256
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384_P384
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384_P521
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384
TLS_RSA_WITH_AES_128_CBC_SHA
TLS_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_3DES_EDE_CBC_SHA
TLS_RSA_WITH_AES_128_CBC_SHA256
TLS_RSA_WITH_AES_256_CBC_SHA256
TLS_RSA_WITH_AES_128_GCM_SHA256
TLS_RSA_WITH_AES_256_GCM_SHA384
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@ Hﬁizﬂﬁ SSL IEH
DNSPod —#HiE f 2% SSL UE+

T BTN ¢ 2024-03-06 17:49:10

ERaN

AR TR B POEML IS I 2 SSLUEF, ] LAEH] DNSPod & & —#E IS IRE, Bl R] R HRs A i 6 2%
SSL IEH,
DU B ER N EN MMl P 1S 9088 SSLES,

ATt

BRGNP A

REfER

PiHA :
HIRIIERY E1E DNSPod B HIEHI A IEHLE, AT LIpSE DU T D3R 50 B2 1,

S . £ DNSPod EEEHIEHRINE4A

1. %$5% DNSPod BRI, #F A RIVIRAG B H T,

2. (ERIVBA T, BRI,

3. TEBIFIVEARES, S ABREERIN g8 b aiA,  BInlshdsin,

ViR :

DNSPod & I AN SR s AV A 7388, ATHSKR dnspod.cn —8d8#, A
bbs.dnspod.cn —=ZiH%,

GRS O P, TES UL B HEIAE O TR,

SB2 | BN DNS R%5 &

AIEININISA TR “RIEMIZE DNS 554", WIFRZERHEA I DNS iS5 e BN 27~ DNSPod FitE DNS Al
%dn, DNSPod ¥ rIIETAEATHEE,

PiRA :

DNSPod FF R RAE IS AL TN S S A N E S, A DU AE, HFEBR MR E AL sE B i
fEs

AN W IR B SR B EIR A, SRR A B TE I R AL A T #5141
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https://console.dnspod.cn/dns/list
https://docs.dnspod.cn/dns/5f4889498ae73e11c5b01c12/

@ IR SSL IiEH

A A B NS TE M S AT %Y DNSPod K5 F, TSk —HESON IERARY DNS ikS5 4, sdi—RBHK
FERFAE AR,

W3 | —EHIER R SSL Ik

1. TR I 2 SSLUEBRYES, HdiigfEr: SSL,

2. TEFL Y EIE SSL MEHE [1Hh, 1%#% SSL EHRBMR, I dRBPIE, W FEFR .

PiHA :

RIIEB OEHF I 5 H 7184, AFRRET IS, AR BT IES, TEEM A8 SSL LS.
3. DNSPod f H a8l TG IIE, A TEERHBINUZIEREIA],

HiHH :

BB SSLUEFRHEN D TAE H SRR, BRKEERIFLUEIE, Wl Kl S 7 FOE R,
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@ IR SSL iEH

EtIE (Synology) NAS JE Iz DDNS ¥
R B

E I ) ¢ 2024-03-06 17:49:08

TRV R

A FIELERENE (Synology) NAS EJEHEIH =2 4tHY DDNS (B8t iRSS) » ERE, A LERE AW
IP sk AIEERE (Synology) NAS LA M7 RIEERE (Synology) NAS,

Wi .

A AR SR A4 AT REMOIN — 2R 2 F, /5 F DDNS K HIHIEFg gk,

GIEiE=Ses

FIEEEE (Synology) NAS EHLEFRMIIK S,
A B DNSPod M= 52 S IAIE o
#EIE (Synology) NAS B AW IP ik,
A1 AT B I BfgTHEETE DNSPod,

PRI IR

S : FREL APl BHER

B BN APL &5, IREUEE R API Secretld 2 SecretKey Z5HE R,

TR

&R AP ESARERIERIK S BRI RE IAER, BRI AP Z5H AT DURIEES T I A IS TH = B,

N TIEF=RIRS 24, EZERENERERZH, E75@8E M5 (30 GitHub) b 0 =N EH G
=

JBNO

W2 . #IE (Synology) NAS ECiE DDNS

1. i HEAE AR S5 ALRBERE (Synology) NAS, &2 EHIENR > S4EBY5 A > DDNS > #138.,
2. e Y 7N DDNS” % 0+, HEEMH KB R,

ARSBERIFE | 15 BT,

FEHERH | IEHEEEIBALR

P4/ HeE - EEEEIREE Secretld 58,
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https://docs.dnspod.cn/account/5f3c8dffab35dc34f5791414/
https://console.dnspod.cn/dns/list
https://console.dnspod.cn/account/token/apikey

@ HEEHE SSLIEH

EHES | EEEEIRIEY SecretKey (55,

M Tencent Cloud IREUES, FHIRHEEABINES : AEETUS, B NERIEBITZA TrustAsia SSL f 2R iiE
I NAS HIBRIA SSL IEH,

ViBA :

BAHMRRBL, MU SREDAUR T, WIS E R NIER, NWHREBAURI,

3. MARE, HAIoemiRiE, SRS, BIAlFIRG I SR EEE (Synology) NAS,

BiEA :

AT AR 2 TR — TR B 1000, BT O,

B3 : F3HEH DDNS (FJik)

1. ERIRESE, MG EVER, RIUFOEERTERHT DDNS ftridst, HMARSR A BrRNIEH,
2. 3R Mm] TRy BRI, A ERIERS, BRI ERICRER G CZENERRMW 1P i,
AU, MBS,

AARAHE, EARIELLT W WA T PR,

L[]t

SERREIEBATRERIERTIH ?

TH AR 1P HER AW 1P, ERTERZESN RGN WA= V5 RIAEHE  (Synology) NAS FRHRY IP Hbtik,
AA[VIA], B IP,

FERRE G, TSR AR, FTIER VIR, MR A ON B — IR 008, TEMODER, AR AERUE, ATl
M ping B aaAEIRER IP HEE SN R M IP ik,

FEEHERITICREREE ?

B A IEER Secretld 2 SecretKey ZH{E B /& 5 I,
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https://console.dnspod.cn/dns/list

@ Hﬁizﬂﬁ SSLIEH

{1 Python Y] API LB HIE R BRUE T T
B AN

E I E) ¢ 2024-03-06 17:49:08

ERaN

ASCRHE I I AE IS TR AP LR FRIFIE T T #E+S.

ATt

FH P AIEFFZINE APl 5 SSLIER 2R,

T2 %2 Python MRASIRAThRCAS, ANFF24c%E, 1EFI1E Python B IW T T %,

B %% PyCharm IRASEFTCA, ANFEZE, 15H11E PyCharm W #1T T #,

TR

HTREERI P DI = EE R e, 51 ELAE Secretld 5 SecretKey HE HHEE #T,
BEFKSIESE Ol T IR

PRI

1. TSR ET, & Python RiA, @iSfTalF :
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https://www.python.org/downloads/
http://www.jetbrains.com/pycharm/download/#section=windows
https://www.tencentcloud.com/document/product/598/40985

SSLIE+H

python -V

2. & Python HRTE AL = 71tk
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SSLIE+H

pip list
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z Hﬁ i:HE SSLIEP

rthon Python310Y

Version

ANk 4> requests, AIEL pip install requests ZEEIZMHLL,

3. 185 pip ZZ2EE N Python SDK, {740 T -
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@ Hﬁizﬂﬁ SSLIEH

pip install —-i https://mirrors.tencent.com/pypi/simple/ —--upgrade tencentcloud-sdk-

4. §ifE Github % 835 Gitee 0JF T EERF L EAM, FHHTHIE,
5. ¥ PyCharm, S ARHINARIEXH, # A tencentcloud-sdk-python/tencentcloud/ssl HF FIf
AEEHTY Python XX, BIlA0 apply.py o @SIILLMACEFHHIT,
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https://github.com/tencentcloud/tencentcloud-sdk-python
https://gitee.com/tencentcloud/tencentcloud-sdk-python

SSLIE+H

import json,baseb64

from time import time, sleep

from tencentcloud.common import credential

from tencentcloud.common.profile.client_profile import ClientProfile

from tencentcloud.common.profile.http_profile import HttpProfile

from tencentcloud.common.exception.tencent_cloud_sdk_exception import TencentCloudS

from tencentcloud.ssl.v20191205 import ssl_client, models

start = time ()
#Secret1d HEEMEMN aAr1 %%HID, SecretKey THEHEERR a1 ZHKEY
cred = credential.Credential ("SecretId", "SecretKey")
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@ HEEHE SSLIEH

httpProfile = HttpProfile ()

httpProfile.endpoint = "ssl.tencentcloudapi.com"
clientProfile = ClientProfile()
clientProfile.httpProfile = httpProfile
domain_name = []

while True:

domain = input ('EHRFIERES | ) s ABFERBNIERHEIEAG, MAFRERSPIE, HEEE

if domain == "'':
break

else:

domain_name.append (domain)
for i in range(len(domain_name)) :
client = ssl_client.SslClient (cred, "", clientProfile)

try:

req = models.ApplyCertificateRequest ()

params = {
"DvAuthMethod": "DNS_AUTO",
"DomainName": domain_name[i]

}

req.from_json_string(json.dumps (params) )

resp = client.ApplyCertificate (req)

response = json.loads (resp.to_json_string())
print ("% {0y ERIERR, AWMEEBIRIE' . format (domain_name[i]))
certid = response['CertificateId']
sleep(5)
try:
reql = models.CompleteCertificateRequest ()
paramsl = {

"CertificateId": certid

}

reqgl.from_json_string(json.dumps (paramsl))

respl = client.CompleteCertificate (reql)
responsel = json.loads (respl.to_json_string())
print ( Vi {0 }gﬁiﬁ}ﬁy) | WS THEOER ' . format (domain_name[i]))
try:

reg2 = models.DownloadCertificateRequest ()

params2 = {

"CertificateId": certid
}

reqg2.from_json_string(json.dumps (params?2))

resp2 = client.DownloadCertificate(reqg2)

response?2 = json.loads (resp2.to_json_string())
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@ Hﬁizﬂﬁ SSLIEH

# print (response2['Content'])
content = response2['Content']

with open ("{0}.zip".format (domain_name[i]), "wb") as f:

f.write (base64.bb64decode (content))
f.close()
except TencentCloudSDKException as err:
print (err)
except TencentCloudSDKException as err:
print (err)
except TencentCloudSDKException as err:

print (err)

end = time ()
print ("ARRAHEHATILAER | ', round(end - start, 2), 's')

SRS

1. G EIED,
2. THUEHNA, ATEFUR !
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