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Key Usage Symmetric Encryption/Decryption =

Key Matenal Scurce O KMS External

Cancel
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1. 85 EHVELRG, (G &1,
2. Yt b5 X IR AR R A XS 51 %

Customer Managed CMK &) Bejjing (SM-CRYPTO) ~

All Regions
Guangzhou (SM-CRYPTO) Shanghai (SM-CRYPTO) Beijing (SM-CRYPTO) Hong Kong (China)(FIPS) Singapore(FIPS)
Shenzhen Finance (SM-CRYPTO)  Shanghai Finance (SM-CRYPTO)  Beijing Finance (SM-CRYPTO)
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example-keys2 gl =3
7793da63-ef21-11e9-b6i0-5254003301d5 [me=d= 2019-10-15 15:57:43 100009226025 EERE EREE
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Key Information

Madify

«©

Beijing

2021-03-31 08:2%:28

Medify
Symmetric Encryption/Decrypticn

Download

Online Tool (0

6. BN 25, ATLUAE T8, FEUE T EEIA AN, EnaERErem.
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Key ID/Name Creation Time ¥ Key Usage T Key Source T Tag (key:value) Key Rotation Key Status T
Enable
KMS - O Disabled More ¥
-
Schedule Deletion
KMs - [ @) Enabled
Archive Key
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3. F ATHKIMIBR KRR, i (BE] , MIATHRIMBRAU B E KBS, SHRHE IR,
Schedule Key Deletion

G} Mote: the waiting pericd before the deletion can be set to 7-30 days. Once a
key is deleted, it cannot be restored, and all the data encrypted by the kay

can no longer be decrypted. Te prevent accidental deletion, the KMS
automatic alarm will be triggered:

1. Before a key is deleted, any attempt to call the key will trigger the alarm.

2. The alarm will be triggered avery day in the last 3 days before a key is
deleted.

The key will be automatically deleted in 7 + days

Confirm Cancel

EE:
THXIMIBR R EFTIETE BN 7-30 K, ZEAMIBRE N EIERE, HHEH T RIATE N BEE TR IR,
JREGRIARMIERI TR, KMSARSS R DU T BT H S S

o ERINBRAT, XU TN TR .
o HMERMRAISE, RIREE.

4. HTRIGAMPRES, B (BGAMER] , ERTRGRMERES, EARGRMERE, #HEEN CHEAIRE, T
T IE M SUMIPRE A,
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o PR : BURZIEAVFEIE 4 FLe fH AT E, BN T, BIKSHE RS THRERENTIENER,
FHERAIRKS T EMBEER AR,
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ASONIETEA A A S, FHA TS B KMS VAR,

P25

PE : CIETKS:
1. FRSERBINER V7 REH CAM #H5,
2. £ [MPAIR] v, &y G, BRI 1 IKS.

W2 Gl API #5H:

1. B FIKSAR, A FIKS IR
2. 1% [APIZ45] > D) |, HIA] 4 Secretld 1 SecretKey, 5@iti% AP 2840 FKiT51A] KMS,

API Key Management

Signature is required when calling Tencent Cloud APIsThe cloud API key is used to generate signatures. For more information, please see Generate signature algorithm
APl key is an important certificate to request for creating Tencent Cloud API. With the AP, you can operate all your Tencent cloud resources. For your property and service security, please manage the key safely and change it regularly. After you've
changed to a new key, please delete the old one timely.

* Your API keys represent your account identity and the authorization you have, the same as your login password, and please don't reveal to others

* The last access time and the last access service are the time and service of the last access to the APIs within 30 days with the current access key. Access records older than 30 days or no access records will be displayed empty. This record comes

from the Cloud Audit EZ, It only records the control-flow interface records in the access action-level or resource-level authentication granular services. The access to the data-flow interfaces or service-level granular service related interfaces will
not be recorded

Create Key

APPID Key Creation Time Last Access Time Last Access Service Status Operation

Secretld: AKIDoOIOEC2zUifMyNzH7i6F85mBJH4ai0wd I

1300124758 s 2020-03-16 14:56:34 - - Enabled Disable
SecretKey****Show
Secretld: AKIDMWRENNffwzmINEtDJBoCLFVMXVEQudF I

1300124758 2020-03-16 14:56:42 - - Enabled Disable
SecretKey™****Show

DE3 | TS
TRV FIKS, LR KMS 5g, BRIk S iR KMS,
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Policies Al Policies ~

Bind users or user groups with the policy to assign them related permissions.

Create Custom Pol

Policy Name

AdministratorAccess
ReadOnlyAccess
QCloudResourceFullAccess

QCloudFinanceFullAccess

QcloudNARMSFullAccess

QcloudNARMSReadOnlyAccess
QcloudAAFullAccess
QcloudAccessForAegisRole

QcloudAccessForASRole

Description

This policy allows you to manage all users under your account and their permissions, financial information an..

This policy authorizes you with the read-only access to all cloud assets that support authentication at API or ..

This policy allows you to manage all cloud assets in your account.

This policy allows you to manage all financial items in your account, such as payment and billing.

QcloudNARMSFullAccess

QcloudNARMSReadOnlyAccess

Full read-write access to ActivityAntiRush (AA)

Aegis\' access to cloud resources

AutoScaling permissions (including but not limited to): CVM(add/delete/query CVM instances); VPC(query V..

2.8l [T—2] > (€] , BIAMEATIKS KMS AR,

IRBUT A - BRI CEs) ARSUERTR]

Service Type ¥

Network Assets Risk Monitor
System

Network Assets Risk Monitor
System

ActivityAntiRush

Support search by policy name Q
Operation

Bind User/Group

Bind User/Group

Bind User/Group

Bind User/Group

Bind User/Group

Bind User/Group

Bind User/Group

Bind User/Group

Bind User/Group

%21 126

T



A BT
QI LT (Al 22l SR

e EISE] ¢ 2020-12-17 12:29:59

ASCONIEVE S HAE VT IR)E BB A KMS SRS HR1E,

P25

1. Bk IR R SIS .
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3. RIS, BIANZ2 FRARkEk KMS Siligisitk, sdi [F—2]
4. F NSRS AR RSN A, SRIGNAERTS UL T 7 7R Bl

L T @
(v) mzsmas (v) masm
EREEIR policygen-20191024095622
=it
“

RIEEENE

1q

2 “version™: "2.8%,

3 "statement™: [

4 {

5 "action™: [

6 "kms:Createlay”,

7 "kms:GenerateDatakey”,

8 "kms:Decrypt”,

9 "kms:ListKey"

10 1

11 "resource": "¥",

12 "effect™: "allow™

13 1

14 [H

EREIEERA B ORUSIE R

S Bl

5. fdfi [BIRESES] , HIn]olg,
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CreateKey
DescribeKey
DescribeKeys
ListKey

ListKeyDetall
UpdateKeyDescription
UpdateAlias
EnableKey
DisableKey
EnableKeys
DisableKeys
ScheduleKeyDeletion
CancelKeyDeletion
GetParametersForimport
ImportKeyMaterial
CreateWhiteBoxKey
EncryptByWhiteBox
EnableWhiteBoxKey

DisableWhiteBoxKey
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PANEEAGE %
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EnableWhiteBoxKeys
DisableWhiteBoxKeys
DeleteWhiteBoxKey
DescribeWhiteBoxServiceStatus
OverwriteWhiteBoxDeviceFingerprints
DescribeWhiteBoxDeviceFingerprints
DescribeWhiteBoxDecryptKey
Decrypt

Encrypt

SignByAsymmetricKey
VerifyByAsymmetricKey
ArchiveKey

CancelKeyArchive

GetRegions

ReEncrypt

GenerateRandom
GenerateDataKey
GetServiceStatus

ListAlgorithms
DisableKeyRotation
EnableKeyRotation
GetKeyRotationStatus
BindCloudResource
UnbindCloudResource

GetPublicKey
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FEXRFREEH Sm2 figess AsymmetricSm2Decrypt
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A @ 2021-09-08 17:05:16
1. B x LIS o
2. EAMS I, i [RIEIEsR] , HABREICRIm,

3. FEHREICSR T, R DURIER 4, WIRSERL, BRIRRAR, SRR F4F 1D SCHEIRIEON BAR (SRR,
AREHRAEREICSRER, BOAROL T R R0 e,

@ The list below presents the APl events of the last 30 days. For having records of a longer time period, please create a tracking set, by which the log data can be stored in a specified bucket
for a longer time.

All v Last 7 Days 2021-02-16 00:00:00 ~ 2021-03-17 23:59:59 m Advanced Filter »

oL
Event Time Username Event Name Resource Type Resource Name
> 2021-03-08 10:52:05 root GetServiceStatus kms
> 2021-03-08 10:52:04 GetRegions kms
»  2021-03-08 10:51:45 ListAlgorithms kms

4 REAHRIREILRANR G, DA ZREIC SR A MM BT, ATEBHIRFIC AR, SRR, H
P, FERA RS, FEIDFER, Bl (BEEFMA] , W VREFHRNEZER.

Event Time Username Event Name

Resource Type Resource Name
D 2021-03-08 10:52:05 root GetServiceStatus kms
0
ap-shanghai
nt Name GetServiceStatus
2021-03-08 10:52:05
0.0.0.0 root
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