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# —*- coding:

import base64

from
from
from
from

from

tencentcloud.
tencentcloud.
tencentcloud.
tencentcloud.

tencentcloud.

utf-

8 —*

common

common.

common.

common.

import credential
exception.tencent_cloud_sdk_exception import TencentCloudS
profile.client_profile import ClientProfile

profile.http_profile import HttpProfile

kms.v20190118 import kms_client, models

def KmsInit (region="ap-guangzhou", secretId="", secretKey=""):

try:
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credProfile = credential.Credential (secretlId, secretKey)

client = kms_client.KmsClient (credProfile, region)

return client
except TencentCloudSDKException as err:
print (err)

return None

def Encrypt (client, keyId="", plaintext=""):

try:
req = models.EncryptRequest ()
req.KeyId = keyId
reg.Plaintext = baseb64.bb6dencode (plaintext)
rsp = client.Encrypt (req) # WEEAMEHEO
return rsp

except TencentCloudSDKException as err:
print (err)

return None

if _ name_ == '_ _main__ ':
# P BEEXZSE
secretld = "XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXKXX"
secretKey = "XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXIXX"
region = "ap—-guangzhou"
keyId = "XXXXXXXXXRXXXXXXXXXXXXXXXXXXXXXXXXXIXX"
plaintext = "XXXXXXXXXKXXXXKXXXXXXXXXXXXXXXKXKXXKKKKK"
client = KmsInit (region, secretId, secretKey)

rsp = Encrypt (client, keyId, plaintext)

print "plaintext=", plaintext, ", cipher=", rsp.CiphertextBlob
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https://www.tencentcloud.com/document/product/1030/31973
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# —*- coding:

import base64

from
from
from
from

from

tencentcloud.
tencentcloud.
tencentcloud.
tencentcloud.

tencentcloud.

utf-

8 —*

common

common.

common.

common

import credential
exception.tencent_cloud_sdk_exception import TencentCloudS

profile.client_profile import ClientProfile

.profile.http_profile import HttpProfile

kms.v20190118 import kms_client, models

def KmsInit (region="ap-guangzhou", secretId="", secretKey=""):

try:

credProfile = credential.Credential (secretlId, secretKey)
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client = kms_client.KmsClient (credProfile, region)
return client

except TencentCloudSDKException as err:
print (err)

return None

def Decrypt (client, keyId="", ciphertextBlob=""):

if

try:
req = models.DecryptRequest ()
req.CiphertextBlob = ciphertextBlob
rsp = client.Decrypt (req) # VA R
return rsp

except TencentCloudSDKException as err:
print (err)

return None

|l

name == main__ ':

+ AP BEXZH

secretld = "XXXXXXXXXXXXXXXXXXXXXXXXXXKXXXKRXXXKXXKRK"
secretKey = "XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXKKX"
region = "ap-guangzhou"

keyId = "XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXIXXXRXXX"

ciphertextBlob = "XXXXXXXXXXXXXXXXXXXXXXXXXXRXXRXRXRXRXRXRRX"

client = KmsInit (region, secretlId, secretKey)
rsp = Decrypt(client, keyId, ciphertextBlob)

print "cipher=", ciphertextBlob, ", baseb64 decoded plaintext=",
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https://www.tencentcloud.com/document/product/1030/32783
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# —*— coding: utf-8 —*-

import base64

from Crypto.Cipher import AES

from tencentcloud.common import credential

from tencentcloud.common.exception.tencent_cloud_sdk_exception import TencentCloudS
from tencentcloud.common.profile.client_profile import ClientProfile

from tencentcloud.common.profile.http_profile import HttpProfile

from tencentcloud.kms.v20190118 import kms_client, models

def KmsInit (region="ap-guangzhou", secretId="", secretKey=""):
try:
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credProfile = credential.Credential (secretlId, secretKey)
client = kms_client.KmsClient (credProfile, region)
return client

except TencentCloudSDKException as err:
print (err)

return None

def GenerateDatakey(client, keyId, keyspec='AES_128"):
try:
req = models.GenerateDataKeyRequest ()
req.KeyId = keyId
req.KeySpec = keyspec
# RA SRRSO
generatedatakeyResp = client.GenerateDataKey (req)
# SCERATREENGTENER, OB HATRALEE
print "DEK cipher=", generatedatakeyResp.CiphertextBlob
return generatedatakeyResp
except TencentCloudSDKException as err:

print (err)

def AddTol6 (value) :
while len(value) % 16 != O0O:
value += '"\\O'

return str.encode (value)

# AP BEEXZHE, HAMUENESE

def LocalEncrypt (dataKey="", plaintext=""):
aes = AES.new(baseb64.b64decode (dataKey), AES.MODE_ECB)
encryptedData = aes.encrypt (AddTol6 (plaintext))
ciphertext = base64.b6d4encode (encryptedData)

print "plaintext=", plaintext, ", cipher=", ciphertext
if __ name_ == '_ _main_ ':

# AP EEXZHR

secretld = "XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX"

secretKey = "XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXIXXKIXX"

region = "ap-guangzhou"

keyId = "XXXXXXXXXXXXXXXXXXXXXXXXXXXIXXXXXXRXXX"

keySpec = "AES_256"

plaintext = "XXXXXXXXRXXXXXXXXXXXXXXXXXXXXXXXXXXXX"

client = KmsInit (region, secretId, secretKey)

rsp = GenerateDatakey(client, keyId, keySpec)

LocalEncrypt (rsp.Plaintext, plaintext)

RN R @ BRI R (sd) ARTERH] 5520 11201



@ Bifs i e

W3 | BUEEBURE
SEIHE RV SRS, I AR, RSSO, o ARE R L Y BH SO A R R AR
f@# (KMS Python SDK)

i3 Decrypt RE F VBRI TR
ASORBIE ST = Python SDKSSER,  fE&efn] DUE AL SRRV m AR 15 S U8 o
1% API #1E[19 CiphertextBlob ik ZS£y, fEn]LIEE Decrypt # O XHPREER HESBUNA,

Python SDK 7R
I DEK SO HHE S W KMS R D TIRZS SRS FARER) DEK BASCRE: F P 808 25 5o

RN R @ BRI R (sd) ARTERH] 21 H1120]


https://www.tencentcloud.com/document/product/1030/32198

# —*— coding: utf-8 —*-

import base64

from Crypto.Cipher import AES

from tencentcloud.common import credential

from tencentcloud.common.exception.tencent_cloud_sdk_exception import TencentCloudS
from tencentcloud.common.profile.client_profile import ClientProfile

from tencentcloud.common.profile.http_profile import HttpProfile

from tencentcloud.kms.v20190118 import kms_client, models

def KmsInit (region="ap-guangzhou", secretId="", secretKey=""):
try:
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credProfile = credential.Credential (secretlId, secretKey)
client = kms_client.KmsClient (credProfile, region)

return client
except TencentCloudSDKException as err:
print (err)

return None

def DecryptDataKey(client, ciphertextBlob) :
try:
req = models.DecryptRequest ()
reqg.CiphertextBlob = ciphertextBlob
rsp = client.Decrypt (req) #AMAMREREOXN DEK %
return rsp
except TencentCloudSDKException as err:

print (err)

# WP BESZE, HAMUENSE

def LocalDecrypt (dataKey="", ciphertext=""):

aes = AES.new (baseb64.b64decode (dataKey), AES.MODE_ECB)
decryptedData = aes.decrypt (base64.bb64decode (ciphertext))

plaintext = str (decryptedData)

print "plaintext=", plaintext, ", cipher=", ciphertext
if name == '__main__ ':
V b5,
+ AP BEXZH
secretld = "XXXXXXXXXXXXXXXXXXXXXXXXXXKXXXKRXXXKXXKRK"
secretKey = "XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXIXXKIXX"
region = "ap-guangzhou"

dekCipherBlobh="XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXKXX"

CiphertexXt="XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXKKXXXKXK"

client = KmsInit (region, secretlId, secretKey)

rsp = DecryptDataKey(client, dekCipherBlob)

LocalDecrypt (rsp.Plaintext, ciphertext)
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tccli kms CreateKey —--Alias test —--KeyUsage ASYMMETRIC_DECRYPT_RSA_ 2048

R [l
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{
"Response": {
"KeyId": "22d79428-61d9-11ea-a3c8-525400****xxxm"
"Alias": "test",
"CreateTime": 1583739580,
"Description": "",
"KeyState": "Enabled",
"KeyUsage": "ASYMMETRIC_DECRYPT_RSA_2048",
"RequestId": "0e3c62db-ad408-406a-af27-dd5ced**x****"
}
}
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tccli kms GetPublicKey --KeyId 22d79428-61d9-1lea-a3c8-525400%% %%

4 EIE
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{
"Response": {
"RequestId": "408fa858-cd6d-4011-b8al0-653805*****x*xm,
"KeyId": "22d79428-61d9-11ea-a3c8-525400* ***xxn"
"PublicKey": "MIIBIJANBgkghkiG9wOBAQEFAAOCAQ8AMIIBCgKCAQEAZQk7x71adgVFEEGYDbeUc
"PublicKeyPem": "-———— BEGIN PUBLIC KEY-————-— \\nMIIBIJjANBgkghkiG9wOBAQEFAAOCAQBAM

3. RPN,

RN R @ BRI R (sd) ARTERH] 5530 H11201



O BAE R

3.1 /2 %A PublicKey 17 A fF public_key.base64, FH1T base64 fi#hd,
FAXM

echo "MIIBIJjANBgkghkiGO9wOBAQEFAAOCAQS8AMIIBCgKCAQEAzQk7x71adgVFEEGYDbeUc5a09Tf£iDplIO

base64 FRIGIREVNHSK RN

RN R @ BRI R (sd) ARTERH] 531 H11201



openssl enc -d -base64 -A —-in public_key.base64 -out public_key.bin

3.2 QAR S

RN R @ BRI R (sd) ARTERH] 32 11201



echo "test" > test_rsa.txt

3.3 {#i ] OPENSSL 17/ 5AM% test_rsa.txt XA

RN R @ BRI R (sd) ARTERH]

%33 L1120



openssl pkeyutl —-in test_rsa.txt -out encrypted.bin —-inkey public_key.bin -keyfor

3.4 RPN 5 R T base64 G, /7 {E &4,

RN R @ BRI R (sd) ARTERH] 5534 11201



openssl enc -e -base64 -A -in encrypted.bin -out encrypted.base6c4

4. 383 KMS £ I RLA R
a4

¥ bR encrypted.base64 base64 4wt 2 5% X /£ AsymmetricRsaDecrypt [ Ciphertext 2%, HE1TRAHRYfR
TEK

RN R @ BRI R (sd) ARTERH]

%35 112701



tccli kms AsymmetricRsaDecrypt ——-KeyId 22d79428-61d9-11ea-a3c8-525400****** ——Algor

R [l &

RN R @ BRI R (sd) ARTERH] 5536 H11201



{

"Response": {

"RequestId": "6758cbf5-5e21-4c37-a2cf-8d4T7E£5x**KkKx*xm,
"KeyId": "22d79428-61d9-11ea-a3c8-525400*****x*xmn,
"Plaintext": "dGVzdAo="

}

}

ViR :

HH SM2 JEX PRI TSR, AR ITEIRIES W JEX PR T Sm2fi s,

RN R @ BRI R (sd) ARTERH]

%37 112701


https://www.tencentcloud.com/document/product/1030/35180

@ Bifs i e

FEXSFRE A o %
LERaN

N - 2024-01-11 16:31:21

>

TEAGEHURE B s, (B RAREH A LUR IEN MR IR0 5 AR L S UERA, EAERIERAEAIT

1 TERHE RS KMS H Ol IR AR, TEMETES I O 1551,

2. (B IRRE QIR FH P AV R B MV BAR A 4, HEIESI %7,

3 B EREE ML NEHRE B4R 5 RN,

4 FRBNEZIEL IR 2 G, HITERRUE, AT g TR,

4.1 A KMS WS IERE S DhResE TS, HEEIES UL B IEE 4,

4.2 TH KMS JERFREAN, fEARET gmssl, openssl, ZErEE, KMS [1YE % Encryption SDK 25625 /7 133t
(RE AN

BiHA :

FJEX T 5025 H i FF SM2/RSA/ECC &4 KBS HIE,

RN R @ BRI R (sd) ARTERH] #538 H112101


https://www.tencentcloud.com/document/product/1030/32199
https://www.tencentcloud.com/document/product/1030/39509
https://www.tencentcloud.com/document/product/1030/39508

@ Bifs i e

K AN\ A
SM2 F-24 5 %
BT N - 2024-01-11 16:31:21

ASCENIES AT SM2 B4R %,

ESUE

S . RIRIEN SR EH

TR

EEHEMRS (KMS) FiEH Q14 E%55H SO0 P E2HN, £ KMS RO HE R, SH00E B
50 % KeyUsage= ASYMMETRIC_SIGN_VERIFY_SM2, = ] LU %44 19 ITRE,

HK

RN R @ BRI R (sd) ARTERH] #539 H11201


https://www.tencentcloud.com/document/product/1030/32199

tccli kms CreateKey —--Alias test —--KeyUsage ASYMMETRIC_SIGN_VERIFY_SM2

XA R

RN R @ BRI R (sd) ARTERH]

%40 F£11201



{
"Response": {

"KeyId": "22d79428-61d9-11ea-a3c8-525400****xxm"
"Alias": "test",
"CreateTime": 1583739580,
"Description": "",
"KeyState": "Enabled",
"KeyUsage": "ASYMMETRIC_SIGN_VERIFY_ SM2",
"TagCode": O,
"TagMsg": "",
"RequestId": "0e3c62db-ad408-406a-af27-dd5ced**x*#*x*"

RN R @ BRI R (sd) ARTERH]



O BAE R

B2 . TRAH
TEK

tccli kms GetPublicKey ——-KeyId 22d79428-61d9-11ea-a3c8-525400*****x*

IR [E] &

RN R @ BRI R (sd) ARTERH] 42 H1120]



"Response": {
"RequestId": "408fa858-cd6d-4011-b8al0-653805*****x*xm,
"KeyId": "22d79428-61d9-11ea-a3c8-525400*****x*xm,
"PublicKey": "MFkwEwYHKoZIzjOCAQYIKoEczlUBgiODQgAEFLlgeOvtct949CwtadHODzis
"PublicKeyPem": "-———— BEGIN PUBLIC KEY-————-— \\nMFkwEwWYHK0ZIzjOCAQYIKoEcz1UBg

FF/38H PublicKeyPem #1% pem #8358, Ff1# A public_key.pem 4 :

RN R @ BRI R (sd) ARTERH] 543 11201



echo
MFkwEWYHK0ZIzjOCAQYIKoEcz1UBgiODQgAEFL1geOvtct949CwtadHODz1isgXJa

hujg+PvM* ¥ ¥ *xx**kkxx*x**phBg /f3axWbvgvHx8Imquw==
END PUBLIC KEY—-———-— " > public_key.pem

BiAA
SAL, SEATLUE S KMS PEi &, sd AP ES > BHIDAAREBR A S HE S IUm, B8 T EIENFEH N,

SE3 : AIRE RSO
OISO -

RN R @ BRI R (sd) ARTERH] 44 H11201


https://console.tencentcloud.com/kms2/index

echo "test" > test_verify.txt

TR
LAERHSIHENES, FESRIURFRHER T GOHTREE) | TN X Ttruncatet®(E (truncate -s -1
test_verify.txt) , MMIMERIUERE 4 HERA,

P4 SR RERERE
USRI B K BT 4006715, ATLABR AD R, A V3 5,

RN R @ BRI R (sd) ARTERH] 5545 11201



O BAE R

USRI I B I R 4006515, IR ST P AR M LS00 A 22,
{iiF gmss! X test_verity.txt SCEEPI B FIHEE 5 -

gmssl sm2utl -dgst —-in ./test_verify.txt -pubin -inkey ./public_key.pem —-id 1234567

SIS | @ KMS B4 04 RE4

JAH KMS 1 %4 AP RS B4,
1. HRFDCEH BB T R B4 20, 77/ T base64 Fifl.

RN R @ BRI R (sd) ARTERH] #4546 11201


https://www.tencentcloud.com/document/product/1030/39509

/ /BRI E# Thase 649mAY

gmssl enc -e -base64 -A -in digest.bin -out encoded.baseb64

/ /HRIE S Toase 649wl

gmssl enc —-e -base64 -A —-in test_verify.txt -out encoded.baseb64

2 WTE A,
oK :

RN R @ BRI R (sd) ARTERH]

47 11201



O BAE R

// F#Eid encoded.base64 MIXHENBIEN SignByAsymmetricKey MY Message SH, DUHEREERF
tccli kms SignByAsymmetricKey —-—-KeyId 22d79428-61d9-11ea-a3c8-525400****** ——Algori

// BUHRIESXIERETEY (S E i TBase64%miD)

tccli kms SignByAsymmetricKey —--KeyId 22d79428-61d9-11ea—-a3c8-525400****** ——Algori

R[EEER

RN R @ BRI R (sd) ARTERH] 5548 11201



"Response": {
"Signature": "U7TnOSRReGCk4yuuVWaeZ4******x1n,
"RequestId": "408fa858-cd6d-4011-b8al0-653805*****x*xn
}

TN Signature 77 A signContent.sign SCfF

RN R @ BRI R (sd) ARTERH]

49 F£112701



echo "U7Tn0SRReGCk4yuuVWaez4*****x*" | base64d —-d > signContent.bin
HIR6 | WIEFH
i KMS 56 E25 44 32 TR ( #EERE R IZOT RE T RS )

IHK

RN R @ BRI R (sd) ARTERH]

%50 F£11201



// FNEBESCHATRE (F E#H TBase 645%H)

tccli kms VerifyByAsymmetricKey —-KeyId 22d79428-61d9-11ea-a3c8-525400****** ——Sign
// MNHERHERITERIE PB4 encoded.base64 XHWNAENEN VerifyByAsymmetricKey HJ Message
tccli kms VerifyByAsymmetricKey —-KeyId 22d79428-61d9-11ea-a3c8-525400****** ——Sign

BiHA :
B TR 25482 TR FH S 5 Message 11 MessageType HYEUE ZAFFF—2,
R[EEER

RN R @ BRI R (sd) ARTERH]



{
"Response": {
"SignatureValid": true,
"RequestId": "6758cbf5-5e21-4c37-a2cf-8d4TELrxrrxxn
}
}

@i KMS NS S NS E AR TG IE
1EKR

RN R @ BRI R (sd) ARTERH]

52 11201



gmssl sm2utl -verify -in ./test_verify.txt -sigfile

IR [l

RN R @ BRI R (sd) ARTERH]

./signContent.bin -pubin -inke

53 11201



Signature Verification Successful

RN R @ BRI R (sd) ARTERH]

54 11201



@ i=ant by e

BT TN - 2024-01-11 16:31:21

ASCREAIES TR RSA B3R H IR,

ESUE

BB . AIRIEN SR EH

a2y g

£ KMS FRif A G122 2550 BRI P 28850, e A ERATY 285 & KeyUsage=
ASYMMETRIC_SIGN_VERIFY_RSA 2048, Xt n] LU A4 T1HE,

R :

RN R @ BRI R (sd) ARTERH] 5555 H11201


https://www.tencentcloud.com/document/product/1030/32199

tccli kms CreateKey —--Alias test_rsa —-—-KeyUsage ASYMMETRIC_SIGN_VERIFY_RSA_ 2048

RESER

RN R @ BRI R (sd) ARTERH] 5556 H11201



{

"Response": {

"KeyId": "22d79428-61d9-11ea-a3c8-525400***x**xn"
"Alias": "test_rsa",

"CreateTime": 1583739580,

"Description": "",

"KeyState": "Enabled",

"KeyUsage": "ASYMMETRIC_SIGN_VERIFY_RSA_2048",
"TagCode": O,

"TagMsg": "",

"RequestId": "0e3c62db-a408-406a-af27-ddbced******"

RN R @ BRI R (sd) ARTERH]

57 11201



O BAE R

B2 . TRAH
BER

tccli kms GetPublicKey ——-KeyId 22d79428-61d9-11ea-a3c8-525400******

RESER

RN R @ BRI R (sd) ARTERH] 5558 H11201



{

"Response": {

"RequestId": "408fa858-cd6d-4011-b8al0—-653805******xn,

"KeyId": "22d79428-61d9-11ea-a3c8-525400******xm,

"PublicKey": "MFkwEwYHKoZIz]jOCAQYIKoEczlUBgiODQgAEFLlgeOvtct949CwtadHODz1isgXJahujqg
"PublicKeyPem": "————- BEGIN PUBLIC KEY—-———-— \\NMFkwEWYHKoZIZzJOCAQYIKoEcz1UBgi0DQQAEF
}

}

#2588 PublicKeyPem # 5% pem #3X, HEFEAH: public_key.pem,

RN R @ BRI R (sd) ARTERH] 5559 H112101



echo "-——- BEGIN PUBLIC KEY————-—
MFkwEWYHK0ZIzjOCAQYIKoEcz1UBgiODQgAEFL1geOvtct949CwtadHODz1isgXJa
hujg+PvM* ** k& xkdxxkxx*+hBRg/fI3axWbvgvHx8Imgqw==

77777 END PUBLIC KEY-—-—-—--" > public_key.pem

a2y g
AT DB % KMS 120615, Bt P& > B4 ID/BEANE A RAEETH, BEE FEIENFREHNT,

SE3 : AIRE RSO
ORI

RN R @ BRI R (sd) ARTERH] 5560 H11201


https://console.tencentcloud.com/kms2/index

echo "test" > test_verify.txt
X
LAERHSHENES, FERSRIUFRHERT GOEATREE) |, XN SXHEHET truncate #24/F (4 truncate -s -1
test_verify.txt) , MIMPARIER 2 HER,
BB4 . HEHERE
TR
AR B RKEN L4067, AIMBGEAL TR, EHHEA DS,

RN R @ BRI R (sd) ARTERH] 561 11201


https://www.tencentcloud.com/document/product/1030/39763#step5

O BAE R

AN ERAFS 24 BT B FE i 4096771, I 75 A1 F P S A i - B 7 L i 2
{8 /1 openssl X test verity.txt XN A THIE 5,

openssl dgst -sha256 -binary -out digest.bin test_verify.txt

SIS . @ KMS B804 RE4

M KMS 1y 259 O RE RS,
1. HBRFDCEH BB T HH R B4 20, 77T base64 Fifl.

RN R @ BRI R (sd) ARTERH] 562 11201


https://www.tencentcloud.com/document/product/1030/39509

/ /BRI E# Thase 649mA%

openssl enc -e -base64 -A —-in digest.bin -out encoded.base6c4

/ /THRIE S Toase 649mAY

openssl enc —-e -base6d4 -A —-in test_verify.txt -out encoded.base64

2. HTEAWITE,
BR:
RSA_PSS_SHA 256

RN R @ BRI R (sd) ARTERH]

%63 F£112701



// F#Eid encoded.base64 WIXHENBIEN SignByAsymmetricKey MY Message S8, DUHBEfERF
tccli kms SignByAsymmetricKey —--KeyId 22d79428-61d9-11ea—-a3c8-525400****** ——Algori
/7 VIBRIEXERETE4 (R XCE# TBase 644mh5)

tccli kms SignByAsymmetricKey —-—-KeyId 22d79428-61d9-11ea—-a3c8-525400****** ——Algori

RSA_PKCS1_SHA_256

RN R @ BRI R (sd) ARTERH] 5564 11201



O BAE R

// F#Eid encoded.base64 MIXHENBIEN SignByAsymmetricKey MY Message SH, DUHEREERF
tccli kms SignByAsymmetricKey —-—-KeyId 22d79428-61d9-11ea-a3c8-525400****** ——Algori

/7 YUBRIEXERiE T84 (R XCE# 1 TBase644m5)
tccli kms SignByAsymmetricKey —-—-KeyId 22d79428-61d9-11ea-a3c8-525400****** ——Algori

BEEER

RN R @ BRI R (sd) ARTERH] 5565 H11201



{

"Response": {
"Signature": "U7TnOSRReGCk4yuuVWaeZ4*****xxn,
"RequestId": "408fa858-cd6d-4011-b8al0-653805***x*xxn

}
}

HBAAE Signature FEAXH: signContent.sign,

RN R @ BRI R (sd) ARTERH]

66 F£11201



echo "U7Tn0SRReGCk4yuuVWaez4*****x*" | base64d —-d > signContent.bin
HIR6 | WIEFH
1,385 KMS S e 4445 R, (I 07 IR TIR IR 44)
ER:

RSA_PSS_SHA 256

RN R @ BRI R (sd) ARTERH]

67 112701



// NEERHERITEIE (FFP B4 encoded.base64 XHFNAENEAN VerifyByAsymmetricKey HJ Message
tccli kms VerifyByAsymmetricKey —-KeyId 22d79428-61d9-11ea-a3c8-525400****** ——Sign

// MNIHEESCGHATIRIE (B2t TRase64mid)
tccli kms VerifyByAsymmetricKey —-KeyId 22d79428-61d9-11ea-a3c8-525400****** ——Sign

RSA_PKCS1_SHA_256

RN R @ BRI R (sd) ARTERH] #4568 H11201



// NEHERHERITEIE (FFP %34 encoded.base64 XHNAENEAN VerifyByAsymmetricKey HJ Message
tccli kms VerifyByAsymmetricKey —-KeyId 22d79428-61d9-11ea-a3c8-525400****** ——Sign

// MNHEESCGHATRIE (FCE#HIT Base6d i) o
tccli kms VerifyByAsymmetricKey —-KeyId 22d79428-61d9-11ea-a3c8-525400****** ——Sign

RESER

RN R @ BRI R (sd) ARTERH] #569 H11201



{

"Response": {

"SignatureValid": true,

"RequestId": "6758cbfb-5e21-4c37-a2cf-8d4TL£5****x*x*xN
}

}

PiBH :
B PR TR Z4% LT FR Y 25 Message Fll MessageType FYEUE ZARFF—E,
2. 83T KMS AR 4 N AEAR R TR IE,

RN R @ BRI R (sd) ARTERH]

70 F£11201



//RH RSA_PSS_SHA_256 BIKHTEANERE,

openssl dgst -verify public_key.pem -sha256 -sigopt rsa_padding mode:pss —-sigopt rs
/ /%M RSA_PKCS1_SHA_256 HFEMHITEANKZ,

openssl dgst -verify public_key.pem -sha256 -signature ./signContent.bin ./test_ver

RESER

RN R @ BRI R (sd) ARTERH] 71 HA11201



Verified OK

RN R @ BRI R (sd) ARTERH]

72 11201



@ Bifs i e

7 N\ A
ECC &%
N ] ¢ 2024-01-11 16:31:21

ASCRNIEN A ] ECC BB RIA,

PR IR

SE . SIRIEIHEREH

TR

B RS (KMS) A O 508 #2280, 0% A EFIEE SR
ASYMMETRIC_SIGN_VERIFY_ECC, 3XFEF alLU# H44EE,

R :

RN R @ BRI R (sd) ARTERH] 73 H11201


https://www.tencentcloud.com/document/product/1030/32199

tccli kms CreateKey —--Alias test_ecc —--KeyUsage ASYMMETRIC_SIGN_VERIFY_ECC

RESER

RN R @ BRI R (sd) ARTERH] 74 H11201



{

"Response": {

"KeyId": "22d79428-61d9-11ea-a3c8-525400***x**xn"
"Alias": "test_ecc",

"CreateTime": 1583739580,

"Description": "",

"KeyState": "Enabled",

"KeyUsage": "ASYMMETRIC_SIGN_VERIFY_ECC",

"TagCode": O,

"TagMsg": "",

"RequestId": "0e3c62db-a408-406a-af27-ddbced******"

RN R @ BRI R (sd) ARTERH]

75 11201



O BAE R

B2 . TRAH
BER

tccli kms GetPublicKey ——-KeyId 22d79428-61d9-11ea—-a3c8-525400*****x*

BESER

RN R @ BRI R (sd) ARTERH] 5576 11201



{

"Response": {

"RequestId": "408fa858-cd6d-4011-b8al0—-653805******xn,

"KeyId": "22d79428-61d9-11ea-a3c8-525400******xm,

"PublicKey": "MFkwEwYHKoZIz]jOCAQYIKoEczlUBgiODQgAEFLlgeOvtct949CwtadHODz1isgXJahujqg
"PublicKeyPem": "————- BEGIN PUBLIC KEY—-———-— \\NMFkwEWYHKoZIZzJOCAQYIKoEcz1UBgi0DQQAEF
}

}

$/2%1 PublicKeyPem #ipem#&=R, FH1F A public_key.pem :

RN R @ BRI R (sd) ARTERH] 77 H11201



echo "-——- BEGIN PUBLIC KEY————-—
MFkwEWYHK0ZIzjOCAQYIKoEcz1UBgiODQgAEFL1geOvtct949CwtadHODz1isgXJa
hujg+PvM* * * k& xkdxkkxx*+hBRg/f3axWbvgvHx8Imgqw==

77777 END PUBLIC KEY-—-—-—--" > public_key.pem

TEE
AT DU S KMS 2ile |, i PS4 > B4 ID/BARHE A SHE B 0Tm, EHE FEIENFREEAN,

SE3 : AIRE RO
ORI

RN R @ BRI R (sd) ARTERH] 59578 11201


https://console.tencentcloud.com/kms2/index

echo "test" > test_verify.txt
TR
LAERHSENES, FIESRIUFRHERT GOHATREE) | XN X T truncate #24/F (4 truncate -s -1
test verify.txt) , MIMPARIER 2 HER,
BBA  HEHEERE
TR
AR L RH RN K EN BT 400671, AIDIGEAD I B DS,

RN R @ BRI R (sd) ARTERH] 79 H11201


https://www.tencentcloud.com/document/product/1030/39764#step5

O BAE R

AN SRR 2 BT B B 5 4096 77, T 7St i P s A Hi T BT S L
{8 /1 openssl X test verity.txt XN A THIE 5,

openssl dgst -sha256 -binary -out digest.bin test_verify.txt

SIS | @ KMS B4 04 RE4

M KMS 1y 259 O RE RS,
1. HBRFDCEH BB T HH R B4 20, 77T base64 Fifl.

RN R @ BRI R (sd) ARTERH] 5580 H11201


https://www.tencentcloud.com/document/product/1030/39509

/ /BRI E# Thase 649w,

openssl enc -e -base64 -A —-in digest.bin -out encoded.base6c4

/ /THRE S Thase 649w,

openssl enc —-e -base6d4 -A —-in test_verify.txt -out encoded.base64

2. T A,
K

RN R @ BRI R (sd) ARTERH]

%81 11271



O BAE R

// F#Eid encoded.base64 WIXHENBIEN SignByAsymmetricKey MY Message S8, DUHBEfERF
tccli kms SignByAsymmetricKey —--KeyId 22d79428-61d9-11ea—-a3c8-525400****** ——Algori

// DIREUR XX #TEY (FEHIT Base6d ZWi%)
tccli kms SignByAsymmetricKey —-—-KeyId 22d79428-61d9-11ea—-a3c8-525400****** ——Algori

RESER

RN R @ BRI R (sd) ARTERH] 582 11201



{

"Response": {
"Signature": "U7TnOSRReGCk4yuuVWaeZ4*****xxn,
"RequestId": "408fa858-cd6d-4011-b8al0-653805***x*xxn

}
}

HBAAE Signature FEA XA signContent.sign,

RN R @ BRI R (sd) ARTERH]

%83 11271



echo "U7Tn0SRReGCk4yuuVWaez4*****x*" | base64d —-d > signContent.bin
HIR6 | WIEFH
1,385 KMS S lER #4485 R, (I AT IR TIR IR 44).
ER:

RN R @ BRI R (sd) ARTERH]

84 11271



// NEERHERITEIE (FFP B4 encoded.base64 XHFNAENEAN VerifyByAsymmetricKey HJ Message
tccli kms VerifyByAsymmetricKey —-KeyId 22d79428-61d9-11ea-a3c8-525400****** ——Sign

// MNIHEESCGHATIRIE (B2t TRase64mid)
tccli kms VerifyByAsymmetricKey —-KeyId 22d79428-61d9-11ea-a3c8-525400****** ——Sign

BESER

RN R @ BRI R (sd) ARTERH] #4585 H112101



{
"Response": {
"SignatureValid": true,
"RequestId": "6758cbf5-5e21-4c37-a2cf-8d4TESxxrrxxn
}
}

TR
B PR TN LT Y25 Message Fll MessageType FYEUE ZARFF—2,
2. 383 KMS AR 44 N AEAR R TR IE,

RN R @ BRI R (sd) ARTERH] #3586 H11201



openssl dgst -verify public_key.pem -sha256 -signature

RESER

RN R @ BRI R (sd) ARTERH]

./signContent.bin

./test_ver

%87 L1127



Verified OK

RN R @ BRI R (sd) ARTERH]

88 F£11271



@ Bifs i e

EREHSF A
R
Bl BT ] @ 2024-01-11 16:31:21

P FE%% (CMK, Customer Master Key) & KMS RSSIVHEATLER, EEEEH ID, FHTEIE 4. fid,
PASEE) I TN BRI 2 M kL

AT, @5 KMS IR I CMK 25430, i KMS ARSI E M AR L 2 EAM R, HEAEHHEC
AR RN, Rt 27 252 BYOK (Bring Your Own Key) 520, mldE KMS RS AL — N RN 221y
CMK, I B CEAMR S AZNZH P E558H, ER—MME%H CMK (EXTERNAL CMK) , i KMS ik
SIHATIZANR B AN 70 R L

Key ID Key metadata (alias, status, etc.) Key mg

CMK schematic diagram

DIRERF R

TEMSTHZ B3 BYOK (Bring Your Own Key) /5%, RITCVFEAERS NS _EE B A RV M RRE TRUZHE
IR RS o

TRETOVEREEB NS EERERARSS, i S ASPRE R,

SEA] DUEA M 8 BRIt P & 0 — D SRR, TR BTN RS P B BRI R s I

S SR E R BB AR EAM R TN RS, AR AT LS EK,

TR T AE MR 2

TR S ATRERS, FREMOR B CARGE M RIBENIIRI 2 2 a] 521, HAT KMS E#E AT A128
PR, FIPS MAILIF S A 256 (X FRE .

TR T AR AT A

KMS i35 12408 B S ARSS s al R i IRE RE D, (HS ARTE SRR R PERR B A PoRE L, R BUESR R
] ST RIER MR E A&, DUBERSMBRE AR B A RET BIN, e M R 3 3 P AL R
H'FAKMSHRS
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HRFFEPMEIFACMK I, 1% CMK GAZ MK AR,  BIREERF AR IR S NS 3 CMK
L EERDZAVER S CMK IR, A 5 R (5 AN R Y CMK (HIT CMK AT R K 3 s L5
SANEPICED) FREMERE, SNARERAN HEECHETMEL CMK FIMIPRE:LE,
FREREERFEHIANIRE

P ARSHE R T B FIRSHES, 18 IS E AT S,
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ES(RVTY

QIS CMK, R LUEE DU T 45 BRoe kA,

1. @ A B AP B —NMEFRIFE N AL I A 258 CMK,  BIEIEEAHER ] CMK,

2.@5d APHRERIGE MBI ARSEL, afi— PR TIEEAMR AN, Mk— DS AT,

3. fEAE T ML e HoAfth 22 AN E I, A 2D BRARIR AT AN N R S s g R TN

4. 385 APIRAE, RN SRTE MR R BRI S A, S ABIREISEREH CMK F, RS ASREH

TEMo

(2T

DB QIESEREH CMK

OIRSERE T CMK ARMUT I, FEHIE 75 A AP YT

RGN

(1) B HYIERRS (G0 ZH5.

(2) EFFREAIRBEHANXE, HhFETmeIEER,

(3) TERTEHE L, WMAEPLN, EEEPAMERIEANE, S AINREAM R R R BRI 2k
FATARE,
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https://console.tencentcloud.com/kms2
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A AB0TFEE, WERTE, HFETE_H

R kms @ i

HETHERIMIBEHMHNIERERITEEM, S50

Hiid

(4) iy [(WE) , BIRTAIESEREH CMK, SERTTEHERG B B OO CMK, “B 8RR o st
LN
VA API 53X
ASORBE BN @517 TE TCCLI, S m] LUE RS2 X R gmAR1E S A

&K CreateKey API INHEE S Type N2, AT BT,
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https://www.tencentcloud.com/product/cli

tccli kms CreateKey —--Alias <alias> —-Type 2

CreateKey PRELTRIL R
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def create_external_key(client, alias):

mwmmwwn

A2k

BYOK #54H,

:param Type = 2

mmon

try:

req = models.CreateKeyRequest ()
reqg.Alias = alias

req.Type = 2

rsp = client.CreateKey (req)

return rsp, None
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except TencentCloudSDKException as err:

return None, err

SE2 | TN AEFMRS

MRE MR Z 2N, TEIOHEREAM R TINE G S A Al LOEE AP S A MRS,
Hep ol — M TIEE AR R, DU— 3 A5,
i#d TCOLI PfTan 4l T -

tccli kms GetParametersForImport —--KeyId <keyid> —--WrappingAlgorithm RSAES_PKCS1_V1
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GetParametersForlmport B JRAG 1~ 51

def get_parameters_for_import (client, keyid):

RIFAEE (cMr) MEHVSE,

ﬁ@E/‘JTokenﬁfﬁfﬁﬂﬁ‘lmportKeyMaterialﬂ@%iﬁz_‘,
R[EIRYPublicKey T4 H 5 AEHAM BTN,

BEHTokenMllPublicKey 24/NNERRY, RMEMFERSFA, FTEBHBXAHZEORBGH Token
WrappingAlgorithm f&ENMEHHMRINETL, HAIXEE RSAES_PKCS1_V1_5., RSAES_OAEP_SHA_1
WrappingKeySpec TEENMEAZEAMEIIIERS HuliHX# rRsa_2048,

mmwwnw
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try:
req = models.GetParametersForImportRequest ()

req.KeyId = keyid

req.WrappingAlgorithm = 'RSAES_PKCS1_V1_5' # RSAES_PKCS1_V1_5 | RSAES_OAEP_
req.WrappingKeySpec = 'RSA_2048"' # RSA_2048
rsp = self.client.GetParametersForImport (req)

return rsp, None
except TencentCloudSDKException as err:

return None, err

SB3 | AHNE R E AR

TEAHIAI A D 3R2 FREAI IS NP SR EAM RTINS . NS N EA 2 —12048LEAF Y RSA NH, HEHIRVINEH
EEESRIG ABHAME SRS EN —8. BT APLREIINZE NS base64 Fifid, RILAE R 325
1T base64 fiEthd, Hii KMS <RI INZE A LS RSAES OAEP_SHA 1. RSAES_OAEP_SHA 256 &
RSAES PKCS1_V1_5,
PAUT 93838 openssl M SAM R TINR RG], TESCPRAEA A, EISAEE s s el At B8 Dy 22 4y in 88+ i 235 5H
RTINS,

(1) A GetParametersForlmport % [13KE{Token A1 PublicKey, F PublicKey 5. A {4 public_key.base64.

(2) f# ] openssl 2 AZFEATEL
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openssl rand -out raw_material.bin 16

&R LLESY GenerateRandom 42 R FEHLECGHE T base64 fi#hd.
TR
[E %A key material KFERZH 128,  FIPS BRAN 256,

(3) Decode Public Key FREVAFHIF S,
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openssl enc -d -base64 -A —-in public_key.base64 -out public_key.bin

(4) fERZNEAX key material #1725,
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# RSAES_OAEP_SHA_1 X MNIMSITUIT

openssl pkeyutl -in raw_material.bin -out encrypted_key_material.bin -inkey public_

# RSAES_PKCS1_V1_5 X MWHIESITAIT
openssl pkeyutl —-in raw_material.bin -out encrypted_key_material.bin —-inkey public_

# RSAES_OAEP_SHA_256 XMNMHY@S1TUl T
openssl pkeyutl -in raw_material.bin -out encrypted_key_material.bin -inkey public_

(5) FHEXIHESGITENBIFILLF A KMS,
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openssl enc -e -base64 -A -in encrypted_key_material.bin -out encrypted_material.ba
encrypted_material.base64 i ZHit, F4 EncryptedKeyMaterial S A KMS,

PB4 | SAEFME

B, THNE SRR U2 ZRE S AR, Gl APLR(E, —iSAE DI QIR SHEE 5 CMKH,
SFATHEGIEFEAMRINHEGHE KR, AN —NSRAREANHAERNEENEERA S AERME. SAS
R RO 24/ N, FERBUHN AT IR,  JUG 7R ZRBGHTI T A RTINS .
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https://www.tencentcloud.com/document/product/1030/32796#step2
https://www.tencentcloud.com/document/product/1030/32796#step2#step1

O BAE R

ANSRZ KA GetParametersForimport ZKHCS: AR KL, A /g — X FRY token 1 publicKey H4%, 7752V K
[E] ) FF H B3 3,

AT MRS A B MRS A B AR, el DEHR S A G A C MR E AR, SEEE
MR B[],

TERIEN ImportKeyMaterial K5 A, ARG

tccli kms ImportKeyMaterial —--EncryptedKeyMaterial <material> —--ImportToken <token>

ImportKeyMaterial BiEL RS -
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def import_key_material (client, material, token,

try:
req = models.ImportKeyMaterialRequest ()
req.EncryptedKeyMaterial = material
reqg.ImportToken = token
req.KeyId = keyid
rsp = client.ImportKeyMaterial (req)
return rsp, None

except TencentCloudSDKException as err:

return None, err
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Et, FASBEFBRIETE R, BT LUREE @ AR AR CMK,

FEZEa(E
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HVEREEH CMK MR E DS R B SR, —EBE T RIMER CMK, —ZSRIENMBRESIMRL, ISR
AR,

HXIMER CMK

ST RIMERIIRE, MIPRAERE S CMK, IR ERIESRBIZORA7 - SORMFRF, AFIZHIFEE, S48
EHCMK RHBANEMIER, ELMIPRE CMKCRETRIKE , @ Hns i BHE R EER AR, 1R ISR,

TR AR

fasn] LGRS MR T SRR A R, SR MRS s gBR S, MR CMK REEEGRSLEH, HiZ CMK

W ESCMEEM R, FRIFISEH S AR MR

T APl #1F DeletelmportedKeyMaterial 528, SERIEMIERE MRS, FHIRSHENERFA
(Pendinglmport)

£ AR AP RIESF, I ImportKeyMaterial 1%1& ValidTo i ASEOLE T AN RS2, KMS RS H shlpk

FISK T HA [ Y 2 EA AR

WiBH ©

ERPEAM R ER R G-FShMFRE P R AR YRR 2 —FE,

HERE AR, PUTaRRET -
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tccli DeleteImportedKeyMaterial —--KeyId <keyid>

DeletelmportedKeyMaterial Exi5ERS R~
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%105 H11271



def delete_key_material (client, keyid):
try:
req = models.DeleteImportedKeyMaterialRequest ()
req.KeyId = keyid
rsp = client.DeleteImportedKeyMaterial (req)
return rsp, None
except TencentCloudSDKException as err:

return None, err
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YRFFEPAMEIT A CMK I, 1% CMK GAZ MK AR,  BIREERF HAR MR S NS H CMK R,
BRI RS, SFREEH S AERME, SAREFMRLOE MR A RIE 2E, FHES AR
o

L AR CMK R, % e AR N N R A HY CMK (B CMK 7T s KOs s R G- S
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InitDelayValue = 100

For (Retries = 0; Retries < MAX_RETRIES; Retries = Retries+l1)
wait for (27”Retries * InitDelayValue) milliseconds

Status = KmsApiRequest ()

IF Status == SUCCESS
BREAK // Succeeded, stop calling the API again.
ELSE IF Status = THROTTLED || Status == SERVER_NOT_READY

CONTINUE // Failed due to throttling or server busy, try again.
ELSE
BREAK // another error occurs, stop calling the API again.
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Python /=l : Y/ KMS Encrypt % FBEIBRIRE RS, AT I HERLIRIE /7 A0 7

# —*— coding: utf-8 —*-
import base64

import math

import time

from tencentcloud.common import credential
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from tencentcloud.common.exception.tencent_cloud_sdk_exception import TencentCloudS
from tencentcloud.common.profile.client_profile import ClientProfile
from tencentcloud.common.profile.http_profile import HttpProfile

from tencentcloud.kms.v20190118 import kms_client, models

def KmsInit (region="ap-guangzhou", secretId="", secretKey=""):
try:
credProfile = credential.Credential (secretlId, secretKey)
client = kms_client.KmsClient (credProfile, region)

return client
except TencentCloudSDKException as err:
print (err)

return None

def BackoffFunction (RetryCount) :
InitDelayValue = 100
DelayTime = math.pow (2, RetryCount) * InitDelayValue

return DelayTime

|l L

if _ name_ == '_ main_
+ P BEEXZH
secretId = "replace-with-real-secretId"
secretKey = "replace-with-real-secretKey"
region = "ap—-guangzhou"
keyId = "replace-with-realkeyid"
plaintext = "abcdefgl23456789%abcdefgl23456789%abcdefg"
Retries = 0

MaxRetries = 10
client = KmsInit (region, secretId, secretKey)
req = models.EncryptRequest ()
reqg.KeyId = keyId
reg.Plaintext = baseb64.bb6dencode (plaintext)
while Retries < MaxRetries:
try:
Retries += 1
rsp = client.Encrypt (req) # JEHMZEEO
print 'plaintext: ',plaintext, 'CiphertextBlob: ', rsp.Ciphertext
break

except TencentCloudSDKException as err:

if err.code == 'InternalError' or err.code == 'RequestLimitExce
if Retries == MaxRetries:
break
time.sleep (BackoffFunction (Retries + 1))
continue
else:

print (err)
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break
except Exception as err:
print (err)
break

TR
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BRIEE CHRASIZE, SRR, HTEN RIS SHIE, MIMZERLEIAERE (InitDelayValue) &
EIRAXB (Retries) , EECRMEIRE SRS &, AL S8,
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