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ssh —-p admin@10.XX.XX.56
# . ssH an RSP KHEECE SR,

User Access Verification

Username: admin
Password: ****x*x*x%

Type help or '?' for a list of available commands.
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ASA>
ASA> en

Password:

#mﬂemJMEﬂ&ﬁmem&Ma%@ﬁﬂﬁﬁﬁﬁ,ﬁﬁﬁ?ﬂi%ﬁﬁo

ASA# conf t
ASA (confiqg) #

# %K“config ter"iﬁ)\é%*ﬁfﬁ, TEIZAE T B TR KBS,
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fE2 R T R ER I TR I B K 2 1
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interface GigabitEthernet0/0

nameif outside # & XImHWNZEES,
security-level 0 # & XA ZEEEN,
ip address 120.XX.XX.76 255.255.255.252

3. Fiti# isakmp %M,
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crypto ikevl enable outside # TEANHEOLER IKE.

crypto ikevl policy 10 # ENX ikevl B—MEWWEEHRZSE, FEHN10, FEB/NEILE, TEHE
authentication pre-share # BLE N UE S (R N P =55 5A

encryption AES-128 #PALEZ —KrEXEadE ol E2EEEE, BIANAES-128,

hash MD5 # N IKE RESIEEWMAHEIEN Mps, EKINA sHa,

group 2 # N IKE R4S Diffie-Hellman HNH2, EKIAHN group 2

lifetime 86400 # 187 sa AmEHH, BRiIANNse400f),
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tunnel-group 159.XX.XX.242 type ipsec—-121 # ﬁ[J@_‘/I\ipseclgi‘%E?ﬂ, type 9 RE A
tunnel-group 159.XX.XX.242 ipsec-attributes # ECEREHBEN, FHieEWILEZELH,
ikevl pre-shared-key tencent@123 # ZEHHRIAN1~128NFERFINFRL BFHEFHF

5. BCi&E IPsec Z& N,
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crypto ipsec ikevl transform-set TS esp-aes esp-mdS5-hmac

6. L& ACL,
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access—list INTERESTING extended permit ip 172.XX.XX.0 255.255.0.0 10.1.1.0 255.

7. FC & IPsec i,
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match address INTERESTING # WM Acr, /@& acr HIRMEEE HAYP
set peer 159.XX.XX.242 # T IPsec MRIPIVIRERELZZINNEG veN K
set ikevl transform-set TS # NIIZEMHFZHEE 1KEV X

set security-association lifetime seconds 3600 # BCENNZEZHIY

crypto map CMAP
crypto map CMAP
crypto map CMAP

e N

crypto map CMAP

8. B H IPsec &,
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rypto map CMAP interface outside

9. LB RS .
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VPN &%

route outside 10.1.1.0 255.255.255.0 159.XX.XX.242 1

10. MK VPN i,
AT Ping ar w3l VPN AYZE @M,
1. B SR B K g e i G iE SR

RN R @ BRI R (sd) ARTERH]

# R PR RBAEINEL S (18] 11



VPN &%

ssh —-p admin@10.XX.XX.56
# . ssH an R SRPI KHEECE SR,

User Access Verification

Username: admin
Password: ****x*x*x%

Type help or '?' for a list of available commands.

# BANKSEE, AR B,

RN R @ BRI R (sd) ARTERH]



@ Hﬁizﬂﬁ VPN 4%

ASA>
ASA> en

Password:
# iﬁﬁ]]\enable*ﬂiﬁlﬁﬁ’ﬂenable%ﬁgﬁﬂ¢§*2*§ﬁ, i?*ﬁﬁ?ﬂi‘@%ﬁﬁo

ASA# conf t
ASA (confiqg) #

# %K“config ter"iﬁ)\é%*ﬁfﬁ, TEIZAE T TR KSR

2. BCiERA KEEHE
T2 R T R E R TR I B K s 12 1

RN R @ BRI R (sd) ARTERH] %27 10201



VPN &%

interface GigabitEthernet0/0

nameif outside # & XImHOWNZEES,
security-level 0 # & XA ZEEEN,
ip address 120.XX.XX.76 255.255.255.252

3. Fiti& isakmp %M,

RN R @ BRI R (sd) ARTERH]

# FECE VPN GEEARGHIANM 1P Mk,



@ Hﬁizﬁ.ﬁ VPN 3§

crypto ikevl policy 10 # ENX ikevl H—MEMEERHSE, FER10, FESBUNBILSE, TOF
authentication pre-share # BCEINIEAFENTIHEZEA,

encryption AES-128 # BB —FEEEIRCHEMERE, BN NAEs-128,

hash MD5 # N IKE SRERHEEMRMEIEN Mp5, EINN sHA

group 2 # N IKE REEEE Diffie-Hellman HNH2, BRIAHN group 2

lifetime 86400 # #5E sa AmfAHl, EKiIAH86400%),

4. BLiE WL =,

RN R @ BRI R (sd) ARTERH] %529 410201



@ Hﬁizﬁ.ﬁ VPN 4%

tunnel-group 159.XX.XX.242 type ipsec—-121 # ﬁ”@_‘/l\ipseclgi‘%iﬁéﬂ, type 9 RE A
tunnel-group 159.XX.XX.242 ipsec-attributes # ECEREHBEN, FHieEWILEZELH,
ikevl pre-shared-key tencent@123 # ZEHAI N1 ~128NFERINTFR. BFHEFFH,

5. BCi&E IPsec Z& N,

RN R @ BRI R (sd) ARTERH] 5530 H:102101



VPN &%

crypto ipsec ikevl transform-set TS esp-aes esp-mdS5-hmac

6. il & IPsec i,

RN R @ BRI R (sd) ARTERH]

# 16E Ipsec MM



@ A VPN jif5

crypto ipsec profile PROFILE1

set ikevl transform-set TS # HNIMNZEMEEHIEEIKEV] ipsecEEIRIN

set security-association lifetime kilobytes 1843200 # WE SA ﬁiﬁ‘ﬁﬁ,ﬁﬂw, VPNZ B ]
set security-association lifetime seconds 3600 # REMEZRHPNEGER, BRIATFE

7. B H IPsec &,

RN R @ BRI R (sd) ARTERH] #532 310201



@ Hﬁizﬂﬁ VPN 4%

interface Tunnell00
tunnel source interface outside # BCE VPN WEHTFE Noutsideld,

tunnel destination 159.XX.xX.242 # FCEXNSH ven BURM 1p Mk, AENERZ ven KRW
tunnel mode ipsec ipv4d # BLE tunneld {ERIIHIL

tunnel protection ipsec profile PROFILE1l # VAH Irsec WREEXNEST tunnel HBVEIEMT

8. L E Ff A

RN R @ BRI R (sd) ARTERH]



VPN &%

route vti 10.1.1.0 255.255.255.0 159.XX.XX.242

9. Tk VPN 5@,
AT Ping ar w3l VPN AYZE @M,
1. B SR B K g e B iE SR

RN R @ BRI R (sd) ARTERH]

# ORI R RIRIE TS 2] tunnel [



VPN &%

ssh —-p admin@10.XX.XX.56
# . ssH an RSP KHEECE SR,

User Access Verification

Username: admin
Password: ****x*x*x%

Type help or '?' for a list of available commands.

# HANKSEE, AR B,

RN R @ BRI R (sd) ARTERH]



@ Hﬁizﬂﬁ VPN 4%

ASA>
ASA> en

Password:
# HiAenableMliKZEMNenabl e B AR, KT HRIFHEE,

ASA# conf t
ASA (confiqg) #

# %K“config ter"i&)\é%*ﬁfﬁ, TEIZAE T B TR KBS,

2. BCiERA KEHE
T2 R T R BRI TR A B K a2 1

RN R @ BRI R (sd) ARTERH] #3536 1102101



VPN &%

interface GigabitEthernet0/0

nameif outside # & XImHWNZEES,
security-level 0 # & XA EZEERENR,
ip address 120.XX.XX.76 255.255.255.252

3. Fiti# isakmp T,

RN R @ BRI R (sd) ARTERH]

# BCE VPN JEREAREANW 1P Hibk,



@ Hﬁizﬂﬁ VPN 4%

crypto ikev2 enable outside # TEAIELOLER IKEv2,

crypto ikev2 policy 10 # ENX ikev2 BHB—MEWMEMEHZE, FEHN10, FEB/NEILE, TEHE
authentication pre-share # BLE N UEFG (R N P =55 5A

encryption AES-128 # BLESE —FrErddEciEEmasaik, Bl Naes-128,

integrity MD5 # A IKE REEIEEMAEILEN Mps, BRIAHN sHA,

group 2 # N IKE REE$EE Diffie-Hellman HNH2, ERIAN group 2.

prf sha # BWEMEKHEE,

lifetime seconds 86400 # XIE sa ‘EamfEl, il sea008),

4. Bic B R

RN R @ BRI R (sd) ARTERH] #3538 1102101



@ Hﬁizﬂﬁ VPN 4%

group-policy group_policy internal # R EH N
group-policy group_policy attributes # REHFRIKEM,
vpn-tunnel-protocol ikev2 # BCLE vpn-tunnel AN ikev2,

5. B Pt =50,

RN R @ BRI R (sd) ARTERH] 5539 H:102101



@ Hﬁizﬂﬁ VPN 4%

tunnel-group 159.XX.XX.242 type ipsec—-121 # ﬁ”@_‘/l\ipsec&%iﬁ?ﬂ, type 9 RE A
tunnel-group 159.XX.XX.242 general-attributes default-group-policy group_policy
tunnel-group 159.XX.XX.242 ipsec-attributes # HECEFZEHANEM, e mitt =%,
ikev2 remote-authentication pre-shared-key tencent@123

ikev2 local-authentication pre-shared-key tencent@123 # ZHR[N1~128NFERNFEE

6. fiti& IPsec ZZ &ML,

RN R @ BRI R (sd) ARTERH] 5540 $£10201



VPN &%

crypto ipsec ikev2 ipsec-proposal ikev2_proposal
protocol esp encryption aes-128 # ELEINZERIL,
protocol esp integrity sha-1 # (R Lla oy oA W= RGN

7. Bt ACL,

RN R @ BRI R (sd) ARTERH]

# BB Ipsec W _MEMREHIINERL



@ Hﬁizﬂﬁ VPN 4%

access—list INTERESTING extended permit ip 172.XX.XX.0 255.255.0.0 10.1.1.0 255.

8. L& IPsec K&,

RN R @ BRI R (sd) ARTERH] 42 10201



@ Hﬁizﬂﬁ VPN 4%

match address INTERESTING # WM acr, fE#/E acr HIRMEEE HAYP
set peer 159.XX.XX.242 # THf IPsec MRIPIVIRERELZEINNEG veN K
ikev2 ipsec-proposal ikev2_proposal # NS ZEHECE 1KEv
set security-association lifetime seconds 3600 # BCENMZEZHNE
set security-association lifetime kilobytes 1843200 # B R

crypto map CMAP
crypto map CMAP
crypto map CMAP
crypto map CMAP

L
0
D
o

crypto map CMAP

9. EH IPsec KM,

RN R @ BRI R (sd) ARTERH] %43 10201



VPN &%

rypto map CMAP interface outside

10. AC B i ASE .o

RN R @ BRI R (sd) ARTERH]

# R E—2PBCE RN G B TR EE



VPN &%

route outside 10.1.1.0 255.255.255.0 159.XX.XX.242 1

11. N VPN %581,
HUAT Ping fra iR VPN Y& E 1,
1. BESR K B A A E S

RN R @ BRI R (sd) ARTERH]

# RHRFINE R R BRI B [T



VPN &%

ssh —-p admin@10.XX.XX.56
# . ssH an R SRPKHEECE SR,

User Access Verification

Username: admin
Password: ****x*xkx%

Type help or '?' for a list of available commands.

# BANKSEE, AR B,

RN R @ BRI R (sd) ARTERH]



@ Hﬁizﬂﬁ VPN &%

ASA>
ASA> en

Password:
# HiAenableMliKZEMNenabl e B AR, KT HRIFEE,

ASA# conf t
ASA (confiqg) #

# %K“config ter"i&)\é%*ﬁfﬁ, TEIZAE T TR KSR,

2. BCiERA KEHE
fE2 R T R EX I TR IR B K a2 1 2 % Tunnel 1,

RN R @ BRI R (sd) ARTERH] %547 10201



VPN &%

interface GigabitEthernet0/0

nameif outside # & XImHWNZEES,

security-level 0 # &X¥mHOWNEZEEHFENR,

ip address 120.XX.XX.76 255.255.255.252 # ECEXEBIAS ven AW 1P Hifik,
interface Tunnell0O0

nameif vti
ip address 172.XX.XX.2 255.255.255.0 # % 1P HMEHT#IE Tunnel [,

3. Fit & isakmp K,

RN R @ BRI R (sd) ARTERH] 548 10201



@ Hﬁizﬂﬁ VPN 4%

crypto ikev2 policy 1 # EX ikev2 ‘%—Kﬁﬁ&%ﬁﬁ@éﬁﬁ%ﬁ&, f%%‘ﬂm, %%@’J‘@ﬁl%, JOE
encryption AES-128 # BCESF BB ra R c B R HaEs-128 R 1%, BIANAES-128,
integrity MD5 /# NIKERRSECEMRABEIEIMDS, BKIN N sha

group 2 # NIKERMGECE Diffie-Hellman #HANH2, EKiIANgroup 2.

prf sha # FECEMERE,

lifetime seconds 86400 # FECE sA EfFEAE (BNAEmES) , BRIA 864008,

4. i iE 2H R

RN R @ BRI R (sd) ARTERH] 5549 410201



@ Hﬁizﬂﬁ VPN 4%

group-policy group_policy internal # BB H M
group-policy group_policy attributes # REHFRIKEM,
vpn-tunnel-protocol ikev2 # BCLE vpn-tunnel AN ikev2,

5. B Pt =5,

RN R @ BRI R (sd) ARTERH] 5550 H:102101



@ Hﬁizﬂﬁ VPN 4%

tunnel-group 159.XX.XX.242 type ipsec-121 # Bl —"ipseclBilEH, type NEFIL,
tunnel-group 159.XX.XX.242 general-attributes default-group-policy group_policy

tunnel-group 159.XX.XX.242 ipsec-attributes # @Eﬁ@iﬁ?ﬂﬁ’ﬂﬁ'@, e mitt =24,
ikev2 remote-authentication pre-shared-key tencent@123
ikev2 local-authentication pre-shared-key tencent@123 # ZHR[N1~128NFERNFEE,

6. fiti& IPsec ZZ &ML,

RN R @ BRI R (sd) ARTERH] 5551 310201



@ Hﬁizﬁ.ﬁ VPN j4%

crypto ipsec ikev2 ipsec-proposal ikev2_proposal # WiE IPsec MBI B

protocol esp encryption aes-128 # KRBIMZERIL,
protocol esp integrity sha-1 # B ST BT,

7. FC & IPsec g,

RN R @ BRI R (sd) ARTERH] #552 310201



@ A VPN jif5

crypto ipsec profile PROFILE1

set ikev2 ipsec-proposal ikev2_proposal /# NINZEMEISEHIEE IKEv2 ZEVHL

set security-association lifetime kilobytes 1843200 # WE SA ﬁiﬁ‘ﬁﬁ,ﬁﬂw, VPNZ [E]A]
set security-association lifetime seconds 3600 # REINEZANAGERY, KIAT771

8. B H IPsec &,

RN R @ BRI R (sd) ARTERH] 5553 310201



@ Hﬁizﬂﬁ VPN 4%

interface Tunnell00
tunnel source interface outside # FCE VPN WEHTR Noutsideld,

tunnel destination 159.XX.XX.242 # BLEX¥H ven BYRM 1p Hilk, AENEHZ= ven KW
tunnel mode ipsec ipv4d # BCE tunnelld HAMITHNL,

tunnel protection ipsec profile PROFILE1 # M IPsec WREEXNZET tunnel HRVEUEEMT

9. FCE Ff A

RN R @ BRI R (sd) ARTERH]



VPN &%

route vti 10.1.1.0 255.255.255.0 159.XX

10. MK VPN i,
AT Ping ar w3l VPN AYZE @M,

RN R @ BRI R (sd) ARTERH]

XX.242

# ORI RV TLE 2] tunnel [



@ Eﬁiﬂﬁ VPN %4
IDC G-HA B VPC KL E &K

Bl B E] © 2024-01-09 14:41:10

TEIR = VPN JES B @ nl e, A/ IDC @i 34 VPN iE k=, H 3 A EEny, W55 8 sh s &
RhEE b, R TSRS, MM mL S Al 5ett. AL IDC 58BN VPC KB E & AR MM,

KRIT
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MF IDC NFREEG RIS VPC KM EE, fEHF IDC M, AFA LIRS IPsec VPN %, a5 HBINE
FAAE 2R VPN 2237 IPSec VPN @&, VPN 5% i H 2R ACIE M5 H AVSs —BURs i, asd (E/edldzl, KBl E&
SEERCR, ERAERIER, ATLASCILE B 3,

GlEiE=Ses

AR 8% VPC W,

(e

IR L BRI (bR ARSUERT] 5556 110201


https://console.tencentcloud.com/vpc/vpc?rid=1

A BT

HB— © fE VPN %

PiBH :

ARSZLA3.0MA ] VPN ] 5% il

1. B FAE A,

2. fEEMN H ek sE VPN 8 > VPN W%, A BT,
3. 1£ VPN W X E BT, PA o+ HTR,

4. EFEHIYETER VPN PR ATIEREH, BLEA T XSHL

Create a VPN gateway

Gateway Mame H = ..

41 more chars allowed

Fegion  South China (Guangzhou)
Associate Network ccN @ ) virtual Private Cloud

Metwork nm reEE Lah

Bandwidth Cap 5M 10M 20mM 50M 100mM 200mM 500M 1000M

Tag  Tag key Tag value Operation

- bl x

Add
Biling method  Postpaid(3)

Total Price  0.078 USD/hour (Gateway fee) | 0.12 USD/GB (Traffic fee)

W% A n  SHE HE S K F R,

KIRZE © e QIEATHY VPC W2,

i _BFR AR LR TR R B

TR EFRIEREI ST, AR DRSO B,
At AT ANAC i B PREFERIART ]

5. 58 kS HIRE G, HERIREE) VPN X eI,

VPN &%

PR IR, 521 ~20 8, BRI VPN W RS BITH, 2550 VPN W% 8 — D2 1P,

IR L BRI (bR ARSUERT]

%557 10201


https://www.tencentcloud.com/document/product/1037/39688
https://console.tencentcloud.com/vpc/vpc?rid=1

@ HEH:[E VPN 4%

B . AIETR X

MBI 5 X Do

1. (EEM SRS VPN 282 > M5 %,
2. TE“X U & S PHDT M, R, P+ TR,
3. EE XM R 4R, W IP SEEX G IDC MY VPN W X2 IZEIESNMW P, BIEEEIEERS,

Create Customer Gateway ¥

Mame am G}

Public IP . . . 0]
Tag

Tag key Tag value Operation

- b x

Add

R - B K AR

INWRIP - 3B IDC N VPN W 6 FRAERY 28 W 1P ik,
4. FTRIRR,

BRI HM % E.

B2 AN K D W EIES IR ~ 584,

HIE= . AE VPN 3l (E8)

VPN [0 RIS 3% QRS2 RS, FEEEAIEHIZ VPN W 5 IDC MIFEERT VPN B, —4:fEh F@il, —&/EN
& FS5H,

o 3 S B

1. (EEMISRS%E SR VPN %82 > VPN i,

2. fE“VPN @ EH U, e, Ad+ i,

37T EIEE VPN EEEE, BEARSKELEIBESE §id VPN @iE, SPD HRISELE R, X i B il &
A 0.0.0.0/0 o

RN R @ BRI R (sd) ARTERH] #3558 1102101


https://www.tencentcloud.com/document/product/1037/39635

A BT

{f«) Basic Configuration SPD policy IKE configuration {optional)
Tunnel Name * P ol "l B "l
39 more chars allowed
Region South China (Guangzhou) East China (Shanghai) East China (Nanjing)
Hong Koeng, China Southeast Asia (Singapare) Asia Pacific (Bangkok)
Western US (Silicon Valley) Eastern US (Virginia) Marth America (Toronto)

VPN Gateway type o Virtual Private Cloud CCHN
Virtual Private Cloud * I mpmEs n
VPN Gateway * ol T v
Customer Gateway * o Select existing Create

BN BNE = = EEm hd
Customer Gateway IP
Protocol type IKE/IPsec
Pre-shared key * L] @
Enable Health Check* (P
Tag Tag key Tag value Cper

ation
- v b 4
Add
4. AR,
A}
R FEE C

VPN &%

IPsec configuration (Optional,

North China (Beijing) Southwest
South Asia Pacific (Mumbai) Asii
Europe (Frankfurt) Europe (M

HE THMEE B AP ERT ~ BER4, Hrb SPD SRISELER, “WNiHMECELES 0.0.0.0/0

SSIEPY - IDC MECE

SERATA IR, BN b VPN W CH] VPN @B E CE5e ), FEAREAE IDC My Asbm % _E AL E 55—y
VPN EEE R, BAIESE AR KILE, IDC Ay AHM % "By IDC MY IPsec VPN &, ZBFEHINM IP
[EE e S S i P o

TR

IR L BRI (bR ARSUERT]

%559 10201


https://www.tencentcloud.com/document/product/1037/40707
https://www.tencentcloud.com/document/product/1037/41975#step02

@ Hﬁiﬂﬁ VPN 4%

FCER, & VPN EERX M IDC M VPN W X FEACE.

ST . BCE VPN W XEEH

BUEFEAERIY, BELNTE VPNIEERENY), %2 VPN ZEHAHECE VPN K2 VPN @ E iy Ho

1. {EAEMSHALIERE VPN BE8E > VPN BIX, FFEAM VPN F KSR PR IR — QI VPN WX A, FfediE
Fifho

2.1E VPN W% A TERE TR, MBI, JFdilrdise,

Destination Tunnel Status Health Status Mext hop Route Type Weight Updi

Empty record

3. IEHREBS HTIEACE VPN W2 A 2 VPN 5838 B F1 VPN 3838 C AYRS H 5K

Add a route X
Destination MNext hop type Mext hop Weight Opera...
s W ™ EE N O - 0
+ Add a line

Hc i I Wi
H S BRI A g B, B IDC M BEXT A5 I B
TP KRG BIEFEVPN EiE,

Bk e AL VPN J85E,

VPN & B HE 0,
& VPN j#iiE C 3H5100,
0 KRfLEdusE, 100 R IEF AR,

IR L BRI (bR ARSUERT] 5560 310201



@ Hﬁiﬂﬁ VPN 4%

4. BHHARE,

SEON | BEEERREE

VPN W% B G E SE RS, 0 VPN BTG S (Ee@EgHmE) o

WA

YR A ML TREE Y, FTRER MRS RS, TE2ED, 1~28)5 & EE VR e LS5 K 8 IE
o

FHEE B RRERLE

1 {EEMISHITRIERE VPN X582 > VPN G838, JF7E4 M VPN GEIES R PR B Q18T VPN E@iE, AJ5Hd VPN E
EAR
2. TEEEEAE RIS i,

Basic Information ~

VPN Tunnel Mame L=
VPN Tunnel ID n =

Protocol type IKE/IPsec

VPN Gateway 5 n oula"n"mm
MNetwork

Pre-shared key |

Customer Gateway test

Tag None

Enable Health Check Closed

WVPC IP for Health Check

IDC IP for Health Check

Creation Time 2021-08-24 14:23:25

S ATHHERR AT X, i AR AL A (8 e 20 itttk O PR AR

IR L BRI (bR ARSUERT] 5561 310201



@ Hﬁiﬂﬁ VPN 4%

Enable Health Check ()

WYPC IP for Health Check
IDC IP for Health Check

Creation Time 2021-08-24 14:23:25

Save Cancel

PiHA :

At © HERERME IDC A B AR YT RIEK IP ik, 2% 1P #ilkA8E VPC 1 IP Hitik,

Xtk o G 1DC A T0a RS TR S (@ FREA I SRy 1P ik, 1% 1P HuhikiE 77 51 T M iEAE R, LA 1P o
7%,

YRER ML R EIE R, ViRliEREd@EESEA IDC 5, KA ENmA P ik, R @R e,
AEREAH TR

#HEE C BRRERLE
HE FAEE AR ENRES B ~ PR3, HrP R EE RN RE S 32 lE Y i Bk A R A

St . B VPC B HFE

BT A B A, B8RS VPN EUEEE RS, HEE VPC I, I RSEE VPN X -, 7
R R ES ¥ BE 5 IDC RN EGE S,

1. B3R FE MBI,

2 AEAM B At T, e B ATHISRIRAE LS, 2ah T IWAT X IR B3R 1D, HE AT,

ID/Mame Network CIDR IPvE CIDR Availability Zone Associated ro... ()] Available IPs
. u = ®  Guangzhou Zone |
| ] - n - 1 | —
u Guangzhou Zone | B
™, = 4 -

3. F i+ BT RE F IR

IR L BRI (bR ARSUERT] #562 110201


https://console.tencentcloud.com/vpc/vpc?rid=1

@ Hﬁiﬂﬁ VPN 4%

+ New routing policies Export

Destination Next hop type Next hop Notes Enable routing

Delivered by default, indicates
u LOCAL Local that CVMs in the VPC are @)
interconnected.

A AEBERER, B HAGRNE, T —BEEBIERE VPN BIR, T —BRERNIGIZER VPN WX, s elgem,

Add a route
Destination Next hop type Next hop Notes
VPN Gateway v - v
Create a VPN gateway
+Add a line

{D Routing policies control the traffic flow in the subnet. For details, please see Configuring Routing Policies.

B\ . BIE VPN EE

1 H VPC WHY = RS5 25 ping AT MERHAY 1P, LUMIE VPN B&#E, AILL ping i@ 57 VPC Al IDC AILAEHR E1E,
% VPN B R AP ERINIVPN EHEE B B AlAR, REEHZREYIHE VPN @E C, Wtk 3srym T A,

IR L BRI (bR ARSUERT] #3563 110201



@ HEH:[E VPN 4%

Dedicated Private Network Traffic Encrypted

Via a Private Network VPN Gateway
YAk iipal
BT BT R] © 2024-08-15 16:11:56

PiH

FA VPN [ 3% 1P sk & fLF VPC,

FAW VPN H #i{ 32 VPC ZIVPN, CCNZ! VPN [ 5% 8 AR,
FA VPN B R H58/175 BGP,

ANFRAE FARAZERIM VPN, 18 1222 18 3740,

st hiie

FEAHERE .0 IDC S P LEM = b VPC SKEAAMLE S S, FAM VPN % Al B L AIRL I 12 57 i1 )
KRN INEB(EEE, Er] OB A X g HACE S | S A IDC M1 VPC ZEE @R & AN @ (58, SKHF
I & E =
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RN R @ BRI R (sd) ARTERH] #4564 310201


https://console.tencentcloud.com/workorder/category

IR L BRI (bR ARSUERT]

BRI R
FF IDC IR%
wn

IDC A Hb1 [} %

LM %

HE WS VPC

VPN [ 3%

=R % CVM

VPN [ 3%

AW VPC

LLM %

VPN %
: FPID
, o
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RRE

® @ S—x -

- = - - BFEREXREE
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EISHRXER
Wi

B FURKEEVIANER, TERIRCCH HZE IDC AHIM X

ARSI K TESRIROSCHA TN BLE, B EARHRIC B Y B F RS SRR R 2
= ETEM X,

L LN R ARIE L IIE RIOUG e 2 ERVE N 4E VPC,

FAE ML VPC B IR RIRSUG, RIERIR S &L ERAM VPN k.

1. FA VPN [ 5K W B R IR SRR OSOF A HIEA T A

2. FAI VPN W % A i i et S B ROt P S 3R, S8R RHE SRS
KELRNRFS 4 CVM,

1. mRS5 & CVM BB 5 HIIE SRARSCOEREATIRRL, 1718 i A5 [B] 2 4R
o

2. =55 as CVM s n] £ iy H b Bl i3k, Relel B ok =
VPN M %,

1. A VPN R K3 YEm] 1SR, A al & iSO T,
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G’) OPENVPN' Solutions Products Pricing Resources Community

_— OPENVPN CONNECT

Download the official OpenVPN Connect client softw
developed and maintained by OpenVPN Inc.

MacOS Linux Android i0os

Download OpenVPN Connect for Windows

‘ Installation instructions and alternative versions ‘

2. SSL &I EESE G, 1ERE “Import Profile” SE8Arhiy “FILE” T, & *DIE3 BT #IY SSL & it i S 1
Covpn #830) &
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OpenVPN Connect

— Import Profile

URL FILE

Drag and drop to upload .OVPN profile.
You can import only one profile at a time.
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1. B S E OpenVPN E /5 T & T #i3f %2 OpenVPN Connect,

m OPENVPN Solutions Products Pricing Resources Community Get Started Create Account

—_— OPENVPN CONNECT

Download the official OpenVPN Connect client software
developed and maintained by OpenVPN Inc.

Windows MacOs Linux Android ios

Download OpenVPN Connect for Mac

‘ Installation instructions and alternative versions ’
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OpenVPN Connect

Import Profile Tl

Drag and drop to upload .OVPN profile.
You can import only one profile at a time.
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yum install -y openvpn

ubuntu &17hk

RN R @ BRI R (sd) ARTERH]



@ A VPN jif5

sudo apt—-get install openvpn
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openvpn —--config /etc/openvpn/conf/config.ovpn —--daemon
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{} okta Q
Dashboard v « Back to Applications
Directory d TR TH T TR B
Customizations v : Active v : - ‘ View Logs Monitor Imports
Applications ~
Once you have a working SAML integration, submit it for Okt
Applications publish in the OAN.
Self Service

General Sign On Import Assignments

API Service
Integrations
App Settings
Security v
Workflow v Application label Pl test-vpn
Reports ~ Application visibility Do not display application icon to user
Settings - Provisioning None

On-Premises Provisioning

SCIM

3. 1£ Configure SAML T1HIEL & Single sign-on URL #1 Audience URL(SP Entity ID)s

ViBH :

Single sign-on URL © https://self-service.vpnconnection.tencent.com/api/auth/sso-
v2/saml , HIUNEE(H,

Audience URI (SP Entity ID) : i51flz Client VPN FEIARZS 11/
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@ HEEHE VPN 4%

General Settings e Configure SAML

A SAML Settings

Wha'

General P ks

XML

Single sign-on URL @ Lhttps:ﬂself-service.\rpnconnection.tencen ] SAN
Use this for Recipient URL and Destination

Whe

i oRe form

Audience URI (SP Entity ID) |© self-service.vpnconnection.tencent.com-¢ he

integ

Default RelayState @ itso

usin

If no value is set, a blank RelayState is sent find:

outli

Name ID format @ Unspecified £ g

Application username @

Okta username v
Update application username Create and update -
on
Show Advanced Settings

4. 1£t i@ SAML/Configure SAML Tii 4% GENERAL F ATTRIBUTE STATEMENTS ¥ 7 AL FI2 A,

HAFTE - BBRaIHE b)) BRIEENH 91 10271



A BT

Attribute Statements (optional)

Name Name format

VPN &%

LE

Value

foptiomat)

[ https://cloud.tencent | Unspecified

gcs::cam::uin/100002840660:roleNa

https://cloud.tencent Unspecified v okta
( Add Another W
Name Value
, . qcs::cam::uin/{Account|D}:rol
https://cloud.tencent.com/SAML/Attributes/Role . . )
provider/{ProviderName}
https://cloud.tencent.com/SAML/Attributes/RoleSessionName okta

5. 1£ Sign on TURARHNAE R T #k IDP 1Y SAML-Metadata 2

$& okta

Dashboard
Directory
Customizations
Applications

Applications
Self Service

API Service
Integrations

Security

v
~

e View SAML setup instructions.

©

e -l e

‘ Active v

b ‘ View Logs Monitor Imports

Once you have a working SAML integration, submit it for Okta review tom
publish in the OAN.

General Sign On Import Assignments
A
Settings Edit s
e
Sign on methods re
* th
592 H102701

IR L BRI (bR ARSUERT]



BT

Credentials Details

Application username format

Update application username
on

Password reveal

e Download certificate

Okta username

Create and update C Update Now

Allow users to securely see their password

(Recommended)

, FEAFRISXFREAEBIN T CAM LB L%,

Customizations -
Applications ~
Applications
Self Service
AP Service
Integrations
Security v
Workflow “
Reports 4
Settings v

B2 . (HFPEER) CAM SHEE

-=---BEGIN CERTIFICATE-----
MIDg|CC: JHi qGSIDIDQEBCWUAMIGYMQsWCOYDVQQGEWSVUZETMBEG
AUECAWKQZFsaW ZvemSpY TEWMBOGAIUEBwwNU ZFuUlEZy YW SiaXNibzENMASGAIUECGWET 210YTEU
MBIGATUECWWLUINPUHvdmikZXIF/AUBGNVB AMMDXRyaWFsLTczODQ3NDIxHDAaBgkqhkiGOwOB

COEWDWIUZmIALZOYSEib20wHh. DCwNM: IDewNzM3WCBITELMAKG

AUEBRMCVVMXEZARBgNVE, 3, ExFIAUBgNVBACMD 212Y28xDTAL
BghV D ANTT1Byb3ZpZGYyMRYWFAYDVQQDDAI0cmINbCO3MzZaONZQyY
MRwWwWGgYJKoZIWcNAQKBFgIpbmZ vl i i QEFAADCAQBAMIIB
CgKCAQEAXKEQPTOthalyhj4WviZzukjwA JuyOPU: ¥ TkdUhlopKOclzd8nl

eyralhlBuT5rhJj+sKR +1QGUboJ+ BaSMOj+ N +xkOyHpRETF + BIEWUQUTIALZfldtmNWdSIZNY2AQ
TYLKVoRkdESgLWIsyYOnSZIPFEKZEBTISvGST1ZRVVI7S+mikhsJ) + SSBF7roMjRefhNRJLYFEQSZ
JCwhB/c9gwGXXCTIIQZK+BNILHCczIOhnB5dBhExamd|dDhFiYLV7rgVX2SeMUKOfInat hcngBbk
a7qsiEDfBQDEBYGIAWUVT OcaSLMIGM+ioFIBQsj JmeniLwiDAQABMADGC SqGSIb3DQEBCWUAALIE
AQCONXJo36: ra7qt ymHag| 20L0ZV0ikgODsGhohJFEjhASe SpNDEW
TxqOVK3VqQin8S5fhMpjNLiKzKhnluYLOCHhZVCEgLrEaSeTCMIFhIZCJkC Qe BIYVhA+gQnx+n
JANZpF+CibgOyBoW Yrbd0QVDBGIEIZxd4div2jEaKROPB3VVTUSMIL+ 2+3QF35Z|bFNWCJCBIIINH
laU+ ZiHOBh1 Y83 daquTs Islad 1yXva 12rLIpBba. +7G
CMnEXg1270TmsPQ2+LgAEULY+gNS/BoH2Z0UGlaMK

----- END CERTIFICATE-----

Download
certificate

Optional

VPN &

SAML S

Single ¢
will not
configu
 Okta as

A

@) Provide the following IDP metadata to your SP provider.

<?xml version="1.0" encoding="UTF-8"?><md:EntityDescriptor entitylD="http://www.okta.com/exk!

1. EFYAER (CAM) #%HlE, #A SiEdtem > M0SSO iE, MAhEriEREtes.

IR L BRI (bR ARSUERT]

%593 102151


https://www.tencentcloud.com/zh/document/product/598/30391
https://console.tencentcloud.com/cam/idp

@ Hﬁiﬂﬁ VPN 4%

AE|sso

@ SHRHE(1P)ERTR
Bl 52T SAML2.0 49 SSO (Single sign On, $S8F) , Ei IdP BERITAINIEFS B EiEHTHBNEE
1. fite SSO: DU IdP EHER TS, EELATBNENE 0P BNEFES, Bl THEHEENC
2. P> SSO: Bi.Zi®id 1P H 41 SAML Ui =5l OIDC SHERECWAF SBIRE CAM BRI ER, tUEPE

FiEiR iR

REEEE p—
= - SAML
Okta SAML

2. TEHTR B IR GLRA T, JERRIRAERERAL ) SAML M RCEIRHRIE R, i T—%,

o Configure IdP Information >

4P Type * QO samL oIDC

A=tadata File * Select File

SRR AN A S R AR,

FEEE A SRS e ey & S5 8.

JURURESCRS C BIOPERY o GHAVEPEDY) IDP ECIE (okta) A NEUINSCfE, EREAETCBAE R L% IDP BLEH T
Y SAML-Metadata %55 A%, TLRUE SR AR I SRR AT_EAZ A,

I3 . (HPEER) VPNREFEE

HAFTE - BBRaIHE b)) BRIEENH 594 10271



@ Eﬁizﬂﬁ VPN 4%

fi# SSL VPN %

1.8 VA NS, AN SR HIER: VPN 28 > VPN W%, i A BB,

2.1 VPN W XTI, SAGHER, FEress by VPN WX Tim, MBS mSEIECiE SSL VPN M %,
Rl SSL RS

1. R ST HIER: VPN % > SSL IR% R, # AT

2. 1F SSL RSG5y iE PO, SATHEE, (ERHAHTER SSL IRBWATIEIE, MiE RIS ECE SSL RS
INEAT 2 IZIAIEST SERIA SSL IRSS Si Al % SSL & F i 4= & /i [l

By iRt | Ml S R IR CAM, THIERIEE S e (hn 8 B,

RN R @ BRI R (sd) ARTERH] 5595 1102101


https://www.tencentcloud.com/zh/document/product/1037/43919
https://console.tencentcloud.com/vpc/vpc?rid=1
https://www.tencentcloud.com/zh/document/product/1037/43905
https://www.tencentcloud.com/zh/document/product/598/30388

A BT

SFESSLIRER %

Q@ - CHERSEEEFIEHOE LMNME, BAEIERVPNRXETBVPCARMIPINEE, &%
EE.

* EFlEMEEILEES RS T LHTEEMNME, a5 SiaMEb R hREeE
ER, BhhinmEam ) TET24.

* SSL SREREEILREVPCRE TREEH, T—MERVPNRY. iCEEE
i, BmmEIEDERES RRER.

ErEkE
test
ZREF
VPM [ Rk K e v
2@ " et
+iTE—147

=0 ot il

BHEE -
UDP
1194
NONE v
NONE v
AL Q) IEHINE + BIATE @
) Oktafleon-test) « | @

mEEHESIHRFEEER, TATES T RERENS [

SB4 . (FHP) 7E Client VPN I']P T SSL &P UmBLE X AH SSL & F %

1. @S A W AR 517 15 1TH S Clinet VPN B LRSS,
2. 7% SSL RZ5 4 1D FAEAT R AME - A QAT SSL ARS5 4 ID, AEHRET—4, Hah SSO AL,
AIRIEI A BEE E SSLIRSSI 1D, RIIBCRAL & Bl BRI

VPN &%

IR L BRI (bR ARSUERT] 5596 1102101


https://self-service.vpnconnection.tencent.com/

@ Hﬁiﬂﬁ VPN j$2
& [ Client VPN BEIFRSS| IR

BEIRRSEF AT R HEIEENTSSL VPNE IR E AT 8.
LHER T LSSLARSIRIDF IR T 4EE,

S5LAE=EID e T

F—t

BBV S 1P EEE 2
3. BREEHATINIE (SAML) J&, /EFRZESeiErE I RIEE IIANERR

AR A K S SAENESE SR E I AL, BECRENWHPEI R, EECRONEHFRIIERE, FE
BRI S5 RGE

HEFEHHTIAE (SAML)

HEERAL

4. £ TESSLE P SREC B X AR X B AT T H& PR E S, Ak TE,

HAFTE - BBRaIHE b)) BRIEENH 97 10271



@ HEFHE VPN 4%

TRSSLEFIRICE X4

SSLEESIRID

TFHSSLEFPRYH

For Windows For Mac For Linux

BENARSS[ 1P #RIFEM 2

SB5 . () SSL BFMRELERE

PiRA :
& i OpenVPN 15 F3.4.0 e DL_ERRAR,
1. TEAHUAR R 228 00, W 2508 e e HE S 48 R i 7 222,

Double Click to Install

CpenVPM_Connect_3_3_6&(
4368)_Installer_slaned.pkg

2. SSL B im i sE G, 1R “Import Profile” - “FILE 71, AT FHEITY SSL &AL E X (ovpn 1%
;) o

IR L BRI (bR ARSUERT] 5598 1102101



@ Hﬁizﬂﬁ VPN 4%

OpenVPN Connect

Import Profile

URL FILE

Drag and drop to upload .OVPN profile.
You can import only one profile at a time.

@)
<
5"
Z

BROWSE

3. BERIN)E, 1EEE connect A TIERE,

OpenVPN Connect

< Imported Profile
Profile Name
42, [SSLVp. o= 1]

Server Hostname (locked)

42.

PROFILES CONNECT

4. Profiles J&#&H, 1HME1%,

RN R @ BRI R (sd) ARTERH] 5599 102101



@ Hﬁizﬂﬁ VPN 4%

OpenVPN Connect

= Profiles Tl

DISCONNECTED

42,
[SSLV| ]

5. BHTINIEE SR,

RN R @ BRI R (sd) ARTERH] 55100 310271



VPN &%

Please proceed with authentication in your
system browser

RETRY CANCEL

HAFTE - BBRaIHE b)) BRIEENH 101 $£10270



Profiles

CONNECTED

42. =
[SSLV| = 7 1]

CONNECTION STATS

3.9KB/s

0B/s

211B/S ¢ 4.02 KB/S
00:01:30 1sec ago

YOU o

RN R @ BRI R (sd) ARTERH]

VPN &%

55102 #1020



