
Tencent Cloud Infrastructure as Code

©2013-2022 Tencent Cloud. All rights reserved. Page 1
of 34

Tencent Cloud Infrastructure as

Code

Operation Guide

Product Documentation



Tencent Cloud Infrastructure as Code

©2013-2022 Tencent Cloud. All rights reserved. Page 2
of 34

Copyright Notice

©2013-2024 Tencent Cloud. All rights reserved.

Copyright in this document is exclusively owned by Tencent Cloud. You must not reproduce, modify,
copy or distribute

in any way, in whole or in part, the contents of this document without Tencent
Cloud's the prior written consent.

Trademark Notice

All trademarks associated with Tencent Cloud and its services are owned by Tencent Cloud
Computing (Beijing)
Company Limited and its affiliated companies. Trademarks of third parties
referred to in this document are owned by
their respective proprietors.

Service Statement

This document is intended to provide users with general information about Tencent Cloud's products
and services
only and does not form part of Tencent Cloud's terms and conditions. Tencent Cloud's
products or services are
subject to change. Specific products and services and the standards
applicable to them are exclusively provided for in
Tencent Cloud's applicable terms and conditions.



Tencent Cloud Infrastructure as Code

©2013-2022 Tencent Cloud. All rights reserved. Page 3
of 34

Contents

Operation Guide
Operation Guide
Platform Settings
Creating a Stack
Stack Management
Template Management
Resource Types
Using the Designer
Resource Import



Tencent Cloud Infrastructure as Code

©2013-2022 Tencent Cloud. All rights reserved. Page 4
of 34

Operation Guide

1. Creating a Stack

You need to create a stack when you first use TIC. Stacks can also be created as needed according to business
requirements. Before creating a stack, you need to configure API credentials on the Settings page in the TIC console.

Directions

Step 1. Log in to Tencent Cloud Console. On the top navigation bar, select TIC Platform under Products to go to the
TIC console (Stacks). Click New Stack.

On the New Stack page, take the following steps:

1. Select a provider. The default value is Tencent Cloud. Currently, only Tencent Cloud is available.

Operation Guide
Operation Guide
Last updated：2020-01-06 19:59:13

https://console.tencentcloud.com/
https://console.tencentcloud.com/tic
https://console.tencentcloud.com/tic/stacks/create-stack
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2. Select a region to which resources in the stack belong.

3. In the Specify Template area, specify how you want to create the stack. URL: currently only supports Tencent
Cloud COS and GitHub; only one file can be obtained at a time. Private templates: use a private template. Public

templates: use a public template. Enter template content: directly enter the infrastructure code; multi-file
compiling and common shortcuts (Ctrl+S, Ctrl+Z, and Ctrl+X) are supported.

4. Click Next.

Step 2. Configure the stack. Modify resource parameters in the template as needed. A stack draft named "draft-XXX"
will be created automatically on the backend to save your code. Click Next.

Step 3. Plan. TIC will check the syntax, simulate a stack creation, and return the plan results. Check whether the plan

results are consistent with your own. If so, click Next.
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Step 4. Apply for the creation. Enter the stack name and description, and verify that the API credentials are correct.
Click Confirm. In the confirmation dialog box, click Confirm. Then TIC will submit a creation request and you will be
redirected to the stack creation event list.
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2. Stack Management

1. Stacks

Log in to TIC Console to go to the Stacks page. On this page you can find the following information on the stacks:

(1) Region to which the stack belongs

(2) Creation time (GMT +0:00)

(3) Status

(4) Current version

(5) Cloud provider

https://console.tencentcloud.com/tic
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This page allows you to perform the following operations on stacks:

(1) Destroy a stack to release resources in the stack. After a stack is destroyed, its status will change from
"APPLY_COMPLETED" to "DESTROY_COMPLETED".

(2) Delete a stack. You can only delete a stack after you destroy the stack.

2. Click Details to the right of the target stack to view the stack details, including:

(1) Property tab: basic information page

(2) Version tab: version management page where you can view and manage the historical versions of the stack. You
can create, export, and compare versions, and save a version as a template, etc. Each stack can only have one
version draft. If you do not specify a version when you create a new version, the new version will be created on the
basis of the version in the "VERSION_EDITING" state. If no version in the "VERSION_EDITING" state exists, the

current version will be used as the basis. If you do specify a version, the specified version will be used as the basis.

(3) Resource tab: list of resources in the stack

(4) Event tab: version-related events
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3. Template Management

Log in to TIC Console. Select Templates in the left sidebar to go to the Template management page. On this page
you can manage private and public templates.

1. On the Private tab, you can create, use, copy, and delete private templates. If you want to use a private template to
create a stack, select the template and click Deploy.

https://console.tencentcloud.com/tic
https://console.tencentcloud.com/tic/templates
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2. On the Public tab, you can view, save, and deploy public templates. If you want to use a public template to create
a stack, select the template and click Deploy.

4. Resource Types

Resource Types provides references for you to use Tencent Cloud resources. Click Details to the right of the target
resource to view the parameter information, use cases, and references.
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5. Designer

The TIC Designer enables you to create reusable custom templates for stack creation.

Currently the TIC Designer supports code compiling only. It supports multi-file structure, and allows file upload and
download. You can easily switch between local and online code compilation.
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6. Settings

You can configure API credentials, SecretID and SecretKey, on the API Credentials page. Note that each provider
has and can only have one key in the "Active" state. When you create a stack, TIC automatically uses the key in the
"Active" state to call the API.

Note: API credentials in the "Active" state cannot be deleted. If you want to delete an API credential that is being used
by a stack, you need to destroy the stack first, even when the API credential is in the "Ready" state.

References
This operation guide will be updated with more details along with follow-up product iterations. For more information on
TIC, see the following links:

1. Terraform documentation:

https://www.terraform.io/docs/providers/tencentcloud/index.html

https://www.terraform.io/docs/configuration/index.html

2. GitHub: https://github.com/terraform-providers/terraform-provider-tencentcloud
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Upon first use of Tencent Cloud Infrastructure as Code (TIC), you must authorize the service to access cloud
resources under your Tencent Cloud account for orchestration. Without the authorization, TIC is unable to orchestrate
Tencent cloud resources.

TIC supports the following authorization methods:

1. TIC authorization (recommended): based on the built-in service-related role assignment mechanism of Cloud
Access Management (CAM), you can orchestrate Tencent Cloud resources through TIC with no need to manage
API credentials in TIC. This method is more efficient and secure and meets audit compliance requirements.

2. Managed API credentials (deprecated): you must manage API credentials (SecretID and SecretKey) in TIC. After

TIC encrypts and stores an API credential, it signs requests with the managed API credential to orchestrate cloud
resources. This method is available only for existing users who have API credentials managed in TIC.

The TIC authorization method provides a more efficient and secure permission management mechanism. It is
recommended that you switch to the TIC authorization method at the earliest possible time and clear the
managed API credentials from TIC.

Directions

TIC authorization

Enabling TIC authorization

1. Log in to the TIC console.

2. In the left sidebar, choose Settings -> API Credentials to go to the API Credentials page.
3. Click the TIC Authorization switch to enable the feature. A message appears prompting you to redirect to the

CAM console for authorization.

Platform Settings
Last updated：2020-08-07 16:52:01

https://console.tencentcloud.com/cam/capi
https://console.tencentcloud.com/tic
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4. Go to the CAM console to complete authorization.

5. Go back to the API Credentials page after the authorization is complete. The TIC authorization feature is enabled.
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After TIC authorization is enabled, you can create a stack.

Disabling TIC authorization

1. Log in to the TIC console.
2. In the left sidebar, choose Settings -> API Credentials to go to the API Credentials page.

3. Click the TIC Authorization switch to disable the feature.

4. This operation cannot be performed if the TIC authorization feature is still being used by a stack. Before you disable
TIC authorization, you must manually destroy the stack.

Disabling TIC authorization does not delete the TIC-related role assignment configuration in the CAM console.
To delete the TIC-related role assignment configuration in the CAM console, go to the Roles page, find the

https://console.tencentcloud.com/tic/stacks/create-stack
https://console.tencentcloud.com/tic
https://console.tencentcloud.com/cam/role
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TIC_QCSLinkedRole role, and then click Delete in the Operation column.

Handling authorization failures

If you delete the TIC_QCSLinkedRole role in the CAM console but do not disable TIC authorization in the TIC console,

the Authorization failed message appears on the API Credentials page. Hover over the  icon. The system
prompts you to reauthorize TIC.
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Click Reauthorize to redirect to the CAM console.

After the authorization is complete, the status restores to normal state.

Permitted services

TIC is authorized to access the following Tencent Cloud services for orchestration:

This list is continuously updated. If you want to include a Tencent Cloud service in TIC for orchestration, submit
a ticket to inform the TIC team.

Managed API credentials (deprecated)

This method is available only for existing users (with managed API credentials in TIC).

https://console.tencentcloud.com/workorder/category
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Clearing API credentials

After you enable TIC authorization, the Clear button is displayed. Click this button to delete configuration of all API
credentials managed in TIC.

After the API credentials are deleted, existing stacks associated with the API credentials use the TIC authorization

method to complete subsequent orchestration operations by default.

The TIC authorization method does not support cross-account resource orchestration in Tencent Cloud. If you
need resource orchestration for other Tencent Cloud root accounts, it is recommended that you retain the
managed API credentials to ensure service continuity.

Deleting an API credential

Select an API credential and click Delete.

If TIC authorization is enabled, existing stacks associated with the API credential use the TIC authorization
method to complete subsequent orchestration operations by default.

If TIC authorization is disabled, API credentials in the Active state cannot be deleted. When a credential is
being used by a stack, it cannot be deleted even if it is in the Ready state. To delete such an API credential,
you must first destroy the associated stack.

Creating an API credential

Click New. In the dialog box that appears, complete the following settings:

Name: enter the name of the API credential.
Provider: the default provider is Tencent Cloud (only option available).
SecretID and SecretKey: enter the corresponding SecretID and SecretKey. Obtain the SecretID and SecretKey
on the API Keys page.

A provider allows only one credential that is in the Active state. When a stack is created, TIC automatically

selects the credential in the Active state for API calls.

If TIC authorization is enabled, no additional API credentials cannot be created.

Click OK to add the API credential.

https://console.tencentcloud.com/cam/capi
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You need to create a stack when you use TIC for the first time. Stacks can also be created based on your business
requirements.

Prerequisites

Before creating a stack, you must authorize TIC on the Settings page in the TIC console.

Directions

1. Log in to the TIC console.
2. In the left sidebar, choose Orchestration -> Stacks to go to the Stacks page.
3. Click New stack. On the New Stack page, perform the following steps.

Step 1: Select Mode

1. Provider: the default value is Tencent Cloud. Currently, only Tencent Cloud is available.
2. Region: select a region where all resources in the stack will reside.

3. Specify Template: specify how you want to create the stack.
URL: only Tencent Cloud COS and GitHub are supported. Only one file can be obtained at a time.
Private templates: select a private template. For more information, see Template Management.
Public templates: select a public template. For more information, see Template Management.
Enter template content: enter infrastructure code. Multi-file compiling and common shortcuts (such as Ctrl+S,
Ctrl+Z, and Ctrl+X) are supported.


Creating a Stack
Last updated：2020-08-13 09:31:59

https://www.tencentcloud.com/document/product/1043/36010#tic-.E6.8E.88.E6.9D.83
https://console.tencentcloud.com/tic
https://www.tencentcloud.com/document/product/1043/37185
https://www.tencentcloud.com/document/product/1043/37185
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4. Click Next to go to Step 2.

Step 2: Configure Stack

1. Modify resource parameters in the template as needed. A stack draft named "draft-xxx" is automatically created on
the backend to save your code.
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2. Click Next to go to Step 3.


Step 3: Plan

TIC will verify the syntax, simulate a stack creation, and return the plan result. If the result meets you requirements,
click Next to go to Step 4.
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Step 4: Apply

1. Enter the stack name and description.
2. Click Confirm.
3. In the confirmation dialog box, click Confirm. TIC will then submit a creation request, and you will be redirected to

the Event tab of the new stack.
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This document describes how to query and manage stacks.

Directions

1. Log in to the TIC console.
2. In the left sidebar, choose Orchestration -> Stacks to go to the Stacks page. You can view existing stacks and

the following information about each stack:
Region: region where a stack resides.
Created time: time when the stack was created. UTC is used.
Status: status of a stack.
Version: current version of a stack.


3. On this page, you can perform the following stack operations:

Destroy a stack: release all resources under the stack. Its status will change from APPLY_COMPLETED to
DESTROY_COMPLETED.
Delete a stack: delete a stack only after the stack is destroyed.

4. Click on the ID/Name of any stacks to query the following details:
Property displays basic information about the stack.

Version allows you to query and manage the version history of the stack. You can create, export and compare
versions, and save a version as a template.

Stack Management
Last updated：2020-08-13 09:31:38

Note：

Each stack can have only one version draft. If you have selected a version when creating a new one, the
specified version will be used as the basis. If you do not specify a version, the new version will be created

https://console.tencentcloud.com/tic


Tencent Cloud Infrastructure as Code

©2013-2022 Tencent Cloud. All rights reserved. Page 24
of 34

Resource displays all resources in the stack.
Event displays all events related to the stack version.

based on the version in VERSION_EDITING status by default. If no version is in the
VERSION_EDITING status, the current running version will be used as the basis.
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This document describes how to manage private and public templates.

Directions

Log in to the TIC console and go to the Templates page. On this page, you can manage private and public templates.

Private templates

You can create, use, copy, and delete private templates.

1. Click the Private tab.
2. To create a stack from a private template, select a private template and click Deploy.


Public templates

You can query, save, and deploy public templates.

1. Click the Public tab.

Template Management
Last updated：2020-08-13 09:31:38

https://console.tencentcloud.com/tic/templates
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2. To create a stack from a public template, select a public template and click Deploy.
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The Resource Types page provides references to help you use Tencent Cloud resources. This document describes
how to query resource information.

Directions

1. Log in to the TIC console.

2. In the left sidebar, choose Orchestration > Resource Types to go to the Resource Types page.
3. Click Details on the right side of any resource to view the parameter information, use cases, and references as

shown in the following figure.


Resource Types
Last updated：2020-12-29 11:19:23

https://console.tencentcloud.com/tic
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TIC Designer allows you to create reusable custom templates for stack creation.

Directions

1. Log in to the TIC console.
2. In the left sidebar, choose Orchestration -> Designer.

3. On the Designer page, enter a name, description and related code. Currently, TIC Designer only supports code
compiling. It supports the multi-file structure and file uploads as well as downloads. You can easily switch between
on-premise and cloud-based code compilation.


4. Click Submit to create the template.

Using the Designer
Last updated：2020-08-13 09:31:39

https://console.tencentcloud.com/tic
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Introduction

You can use the resource import feature of Tencent Infrastructure as Code (TIC) to import Tencent Cloud resources
created using the console or Cloud APIs into a TIC stack for unified orchestration without having to delete or re-create
Tencent Cloud resources.

The following table lists the Tencent Cloud services that can be imported into TIC.

Tencent Cloud Service Resource Type Remarks

CDN tencentcloud_cdn_domain HTTPS certificates cannot be imported

Directions

Importing resources

1. Log in to the TIC console. In the left sidebar, choose Orchestration -> Stacks to go to the Stacks page.
2. On the Stacks page, click New stack.
3. In the Select Mode step, select a region, specify a template for importing resources, and select the resources to

be imported.


Resource Import
Last updated：2020-09-04 10:55:37

Note：

You can only import existing Tencent Cloud resources into a new stack, not into an existing stack.

https://console.tencentcloud.com/tic/resource-types/detail/1045
https://console.tencentcloud.com/tic
https://console.tencentcloud.com/tic/stacks
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4. Click Next to import the selected resources.
5. The more resources you select to import, the longer it will take to import them. After the resources are imported,

click Import Completed to go to the Configure the Stack step.
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Configuring the stack

1. After the resources are imported, the stack configurations will be generated automatically.


2. After you confirm that the stack configurations are correct, click Next to go to the Plan step.
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3. Check whether the plan results meet your requirements, especially whether any resources have been added,
changed, or destroyed. If the plan results meet your requirements, click Next.


Note：

To ensure that the import operation does not affect resource configurations on the live network, follow these
rules when you confirm the stack configurations:

i. Do not modify parameters of the  ForceNew  type. For example, in the configuration parameters of CDN
 tencentcloud_cdn_domain , the  domain  and  service_type  parameters are of the
 ForceNew  type. If these 2 parameters are modified, resources on the live network will be destroyed
and re-created, which may affect businesses on the live network.

ii. You must manually configure parameters that cannot be automatically imported. For example, to import
domain name certificates of CDN into TIC, manually configure the certificates and add them into the stack
configuration file for resource orchestration and management.

iii. If you have any questions about the generated configuration parameters, submit a ticket to contact the
TIC team before you perform subsequent operations.

Note：

https://console.tencentcloud.com/workorder/category
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4. Set the stack name and the description and click Confirm to create the stack.


Viewing the stack status

1. Go to the Stacks page. Click the name of the created stack to go to the stack details page.

2. Click the Events tab and view the stack status. APPLY_IN_PROGRESS indicates that the resource information is
being synchronized.


TIC supports importing existing resources that have been created on Tencent Cloud. Normally, no resource
is added, changed, or destroyed in the import process. If the number of added, changed, or destroyed
resources is not 0 in the plan results, do not perform subsequent operations. Instead, check whether you
have modified any parameters of the  ForceNew  type. If you have any questions, submit a ticket to
contact the TIC team before you perform subsequent operations.

https://console.tencentcloud.com/tic/stacks
https://console.tencentcloud.com/workorder/category
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3. Wait 10 seconds or more for the resource information synchronization to complete. Then, the stack status will
change to APPLY_COMPLETED.


4. Verify that the resources have been imported into the created stack. On the Resources tab of the Stacks page,
you can view the imported Tencent Cloud resources. To manage these resources, you only need to modify the
configurations of the stack.



