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Copyright Notice
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Trademark Notice
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All trademarks associated with Tencent Cloud and its services are owned by Tencent Cloud Computing (Beijing)
Company Limited and its affiliated companies. Trademarks of third parties referred to in this document are owned by

their respective proprietors.
Service Statement
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Tencent Cloud's applicable terms and conditions.
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SDKAppID 14003,
Creation Time : 2020-06-30 11:42:57

Expiry Time Permanently effective
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Compare Upgradeable Items b 4
tem Current Spec After Upgrade to Pro After Upgrade to Flagshi
Max Users Unlimited Unlimited Unlimited
Max Friends 20 3000 1 3000 t
Max Groups One Can Join 50 Can increase to 1000 T Can increase to 3000 1
Max Audio-Video Groups 10 Can increase to Unlimited 1 Unlimited T

Max Members per Audio-Video

- Unlimited Unlimited Unlimited

Group

Max Members per Non-Audio- - ) ) i

- - 20 Can increase to 2000 T Can increase to 6000 T
Video Group
Free Peak Groups 100 groups/month 100000 groups/month T 100000 groups/month T
Free Peak DAU 100 10000 T 10000 T

Can increase to 360 days T @
Historical Message Storage 7 days Can increase to 360 days T @ *It costs less than the Prc

Content Filtering Basic Can increase to Advanced T Can increase to Advanced T
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Upgrade Reminder

o Pro Flagship

(P unlimited Audio-Video Groups
Groups per Use 500 (default)

=mbers per Groun (Mon 200 (default)

{D Mote

only once per month.

©2013-2022 Tencent Cloud. All rights reserved.

1. Free of charge for the month you activate Unlimited Audio-Video Groups.
For example, if you activate the feature on February 15, you will be
charged frem March 1 and receive your bills on Apnl 1.

2. You can modify the standard billing plan and value-added service plan

Chat
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Upgrade ®

The estimated cost after medification is as below. The configuration

will take effect within 3 minutes after your confirmation.
Fees Information

Pro Selected : Activate UsSD/month

Unlimited Audic-Video Groups Selected : Deactivate
Content Filtering Selected : Deactivate

Max Groups per User Selected : 500

Max Members per Group (Mon-Audic-Videao) Selected : 200
Total: USD/month

4. [<Tencent Cloud IM <A H] A& =3 A 2F(SLA)>=S 93 Fo e AEsty, [&
5. g Y EE SRl Hp- 4] A o 5 AEs =, [0 &RllS St ZA7F ks gy,
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Basic Info Edit
SDKApPIC 1400

Application Mame 3es

Application Type Cther

m

wwwrr Display key

Key information is sensitive. Keep it confidential and do
not disclose it

Creation Time 2020-06-30 11:42:57

Last Modified 2020-06-30 11:42:57
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Key information is sensitive. Keep it confidential and do not disclose it.
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Yk,

Add Admin

Account Administrator

Operation

Username

Delete

administrator

Used to invoke the RESTful API or disbanding groups. For more information, see hera,
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o Android Q154 7}

Chat

Add Android Certificate

Push Platfo 0 Kiaomi Huawei Google
QPPO

APPID®

AppSecrets

Re e after 0 Open Application Open webpage
Open specified in-app page

*Mote: The Xiaomi onNotificationMessageClicked method is called

method

©2013-2022 Tencent Cloud. All rights reserved.

Cancel

Merzu

Vive

back. Apps can be opened using this
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Development Environment

Cancel

How to generate a certificate [&

Select File

O Official environment

rd*

Certificate passw

certificate (.pl2)

L

Add iO5 Certificate

et
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2. [ HA] Gl 7]E 2lalol tiet B 15 F7HsAY AAE 4 syt

Edit Tags

r requirements, please r' anage Tags A

1 resource selected

+ Add

Tencent Real-Time Communication(TRTC) A "] A &AJ 3}

A IM o E 2] Aol oA S8 58 F/ &3 A EH=A gto| B BHE 5 7] 5= FASHAY IM SDKeF TRTC SDK
g8k MM of| A Tencent Real-Time

£ B Ao 588l oF sh= 79, [Tencent Real-Time Communication (TRTC) &/dsH Al
Communicationg &/d8}& 4= & Uth A|AE]o] TRTC 4] IM o Z&] A o] A3} 5 U 3F SDKAppIDS] TRTC ©f

E70Id S A AU F AT S22 AR = sy

1. [Tencent Real-Time Communication (TRTC) &
2. TRTC AMlH| & Z42t T [Eelle 297
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Login settings

1 Type Single-device login allows single-device login across web, Windows, Android, ori0s
devices.

o Dual-device login allows single-device login across Windows, Android, or i05, plus
simultaneous online on a web browser.

Triple-device legin zllows single-device login across Android and 108, plus
simultanecus online on both Windows devices and web browser,

Multi-device online zllows users to stay onling simultansously on web, Windows, Android,
and i0S devices.
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Default Verification for Adding Friends

Require verification

O alowall

Forbid all
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User Custom Fields 5

Field Type string v
Readable by App Activate o Disable

table by App Activate O Disable
Readable by Administrator Activate O Disable

table by Administrator Activate o Disable
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&2 Tencent Cloud
3. 8lg 2Ystod AYS AT
Friend Custom Field »
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Group Member Custom Field b4
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Work Group - Readable by All v Writable by all v Readable and Writable Delete

Add Group Type

| understand that after a "group member custom field" is added, only the read-write permissions of the added group type can be modified;
the group type cannot be reselected or deleted; the field cannot be delsted.
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Group Member Custom Field

Group Type
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Add Group Type
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Readable by All

Readable by All

Readable by All

fl.l

Write

Writable by all

Writable by All

Writable by All

My Own Readable and
Writable

v Readable and Writabli «

v Readable and Writabli »

v Readable and Writable »

t with a number

Operation

Delete

Delete

. | understand that after a "group member custom field" is added, only the read-write permissions of the added group type can be modified

the group type cannot be reselected or deleted; the field cannot be deleted
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Group-level Custom Field

Group Type Read Write Operation

Public Group v

Add Group Type

Readable by All v Writable by all A Delete

. | understand that after a "group custom field” is added, only the read-write permissions of the added group type can be modified; the added
group type cannct be reselected or deleted; the field cannot be deleted.
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Group-level Custom Field b4
. Group Type Read Write Operation
v Readable by Member ¥ Writable by all v
Work Group hd Readable by all - writable by All hd Delete
Meeting Group hd Readable by all - writable by All hd Delete

Add Group Type

I understand that after a "group custom field” is added, only the read-write permissions of the added group type can be modified: the added
group type cannot be reselected or deleted; the field cannot be deleted.
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Info Relationship Chain
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User Base Message Activity Group Scale

Statistics as of 2022-03-31
Overview

Current Month's Peak DAUEstimated fees Total Users as of Yesterday New Registered Users Yesterday

Oo 1,105 Oo

Compared with previous month 4 -100.00% Compared with previous day 1 +0.00%

7 Days 30 Days 2022-03-19 00:00:00 ~ 2022-04-01 23:59:59 [*]
Data Trend

DAU and New Users Total Registered Users

DAU
15

7
6
12
5
9 4
6 3
2
3 \ /\\/ .
1
0t +0

T
2022-03-18 (Friday) 2022 03-21 (Monday) 2022 03-24 (Thursday) 2022 03-27 (Sunday) 2022-03-30 (Wednesday)

-O- DAU New registered users

l&

HIAA BYE
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User Base Message Activity Group Scale

Statistics as of 2022-03-31
Overview

One-to-One Messages Yesterday Group Messages Yesterday

Oo 0o

Compared with previous day 4 -100.00% Compared with previous day 4 -100.00%

7 Days 14 Days 30 Days 2022-03-19 00:00:00 ~ 2022-04-01 23:59:59 [7]

Data Trend

ca2c Ordinary group

~O- Messages () Message Senders

=

Messages Users
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T
2022-03-18 (Friday) 2022-03-23 (Wednesday) 2022-03-25 (Friday) 2022-03-29 (Tuesday) 2022-03-31 (Thursday)
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User Base Message Activity Group Scale
Statistics as of 2022-03-31
Overview

Current Month's Peak GroupsEstimated fees

Oo

Compared with previous month 4 -100.00%

7 Days 14 Days 30 Days 2022-03-19 00:00:00 ~ 2022-04-01 23:59:59 [F]

Data Trend

New Total Active
=0~ New Groups
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0+ T T T T
2022-03-18 (Friday) 2022-03-21 (Monday) 2022-03-24 (Thursday) 2022-03-27 (Sunday) 2022-03-30 (Wednesday)
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&2 Tencent Cloud Chat

g .
312 SDK 4.8.10 o] & ¥ o] A %] % i0S, Android, Windows & Mac ©@2of|A B 1% 2 7191 gjo] &gt &
]2 Ut} 24l SDKZ a2|o| =514 A& A&y h

S

>~.

Login Monitoring Message Monitoring Callback Monitoring RESTful API Callback Monitoring Offline Push Monitoring

Filters

Today All APl v ¥

RESTful API Callback Monitoring

-O- Requests —(- Request Success Rate Meoal

Requests
35

Request Success Rate (%)
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) A
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=0~ Time Taken for Request
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. Qmakel A Y BUHY ML ometel EA| Hse FAATELS FAY 4 s

Login Monitoring Message Monitoring Callback Monitoring RESTful API Callback Monitoring Offline Push Monitoring

Filters

Yesterday ]

Callback Monitoring

Callback: Callback S Rat
-0~ Callbacks allback Success Rate i" ul
Callbacks Callback Success Rate (%)
000 100
500- 80
400 60
300
40
200-
20
100
404 . . o]
30 02:00 04:.00 06:00 08:00 10:00 12:00 14:00 16:00
Callback Error Code Statistics
Callback Error Description Times
Code
200 - 272303
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Offline Push Issue Locator What is offline ¢
This tool is used for self-service checking when offline pushes cannot be received.

Enter the username (UserlD)

Get Device Info

Certificate ID -

Results:

A+g2} e el B

o] E2 A}-g2x}o] AEjE 2}E 0 & ulobst i AL AF7} @ Takol T A| WA x| 2 HES FH| 7} 59l #Holgt o)
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User Status Checker

This tool is used to automatically obtain user's client status and check whether the user can receive offline
pushes.

Enter the username (UserlD)

Get Status

@ Users cannot receive offline pushes when they are not logged in {the Offline state). In
addition, Android users can receive offline pushes only when they are in PushCnline state; i0S
users can receive offline pushes only when their clients work in background.

UserSig 44 2 H5

X(UserSig) A &

A AL AR o Z 2| Alo] 9] 7] & AHs 2 &2 7 Ut UserlDE e & o
27 AAd3to] 220 - Demo U U1 7| 5& A3

2 Generating UserSige 115t A A Q..

1. IM Z£0] 271913+ & tf A} IM of Za] #H o] &
2. 9 Afo]EHio A BHE EsUserSig B3 4
3. UserSig "84 & 9ol UserIDE 43y
4. UserSig A3 22 35to] 1804 S0 ?_EEJ% UserSige A/ &ytt.

5. X (UserSig) BALS S25to] AW S AR O3 AW S 2019 AAsyr.

£ AH8-5to] AT (UserSig)= i

28 UserSigs A /dslioF ot= 74
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Signature (UserSig) Generator

This tool can quickly generate a UserSig, which can be used to run through demos and to debug features

Enter the username (UserlD)

test

Key

E,

335105403a1ca03f****faec0b940354c1f0

Generate UserSig

The generated UserSig is :

elwt
Gak'
Sh

gLz

MH(UserSig) A5 &

A AEHL2 Hzf off Z2]Ao] A 9] 7] & A5 o2 74 @ 718U Tt UserlD 2 UserSight 9121514 o
UserSig9] fa/d< whaA gld 4 sy
1.IM Z&0| 21% & thAf IM o Z & Ao 7

2. Y& Ato]tHloj A B Es>UserSig E2 Adg

—H
|
>
ofo
ol
ol
2
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3. A (UserSig) A5 & 9 ollA] UserlD % UserSigs Y F &t

Signature (UserSig) Verifier

This tool is used to venfy the validity of the UserSig you use,
Enter the username (UserlD)

test

Key

335105403a1ca03f~***faec0b940354c 10

UserSig

elwtziM

IsuvuTauatqifs*jSlp2 AdsfzThwlg_

Verify
4. 4% NFe 25 A% ARE 2 4 AU
7ol 4325H4, 31 UserSige] SDKAppID, UserID, B4 A1ZF, Alul 2 AlZF 2l Bha AIZhS Held 4 &t
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Verify

Verification Result: Verified successfully

Generate Bill Parameter:

seriD: test
Generation Time: 2020-12-31 11:40:04
Validity: 180day Ohr Omin Osec

Expiration Date: 2021-06-29 11:40:04

Aol Asst 25 AuolA A U1 32 P S FAY 4 A&k

Verify

Verification Result: Verification failed

Reason: gz compress failed

Solution: Please use IM UserSig APl to create UserSig

A A B2 =2

IM Z&-2 2k 24 312 71652 ATyt 3 ojuie] IMHIE 21 HEE H2|s 45 9lo] a7t ZA & uh
2y agdozsigdd 4 %%l—lﬁk
IME& A

A E ID: ti/g AlAL D, 1:1 20" 94 8% -’F’\JX}S’J UserlD, L& iﬂ‘%ﬁq dF GrouplD—‘S— %‘@‘1"“’2—? Ayt A
=

o] ZE: o2 ZES UYL 4 e, o2 ZEo g A2 o] =5 FashdAle. A= AFd Yo
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How to create a permission policy based on permissionless information? [

Mo permission information details:
1 you are not authorized to perform operation (im:DescribelMAppList)

resource (gqcs:im:uing” sdkappid/*) has no permission
3 [requestid: 9765594]
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&2 Tencent Cloud

Cloud Access
Management

User List

Dashboard
@ How to view more information?

srerroups Username User Type Account ID
» dms_test_sub01 Sub-user
> re_billing_test Sub-user
294 3 AE
g "E] o) A ‘instant messaging= A staL, AJE Fof7}
Associate Policy
Select Policies (6 Total)
M| o Q
Policy Name Policy Type 7

QcloudAVCFull Access
Full read-write access to Instant Messagin...

QcloudIMAGEFullAccess
Full read-write access to Image

QeloudIMFGFullAccess
Full read-write access to Intelligent Manuf...

QeloudiMReadOnlyAccess
Read-only access to Instant Messaging (IM)

QcloudAccessForGSERaolelnlMAGEUse

Preszet Policy
Prezet Policy
Praset Policy

Praset Policy

Dracat Dalime

©2013-2022 Tencent Cloud. All rights reserved.
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e
2
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CAM protects the security of your sensitive information. You can click the drop-down button [»] on the left side of the list to view more information about the user, such as identity security status, groups the user has joined, and message
subscription. You can also click the usemame to view or edit the user information.

Creation Date Associated Info Action

2019-06-24 13:21:02 = More ¥
2020-10-10 16:06:11 [ Authorize More ¥

e s gHe AU g, A 2Ystol gty
X
0 selected

Policy Name Policy Type

Cancel
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ck:
8l7] 8l 7] PA| A

97] G WML 24 AN 20 7Hs ke, hE A e 21,

Cloud Access User List View API Inspector X
Management
@ rolicy associated X

Dashboard

@ How to view more information?
CAM protects the security of your sensitive information. You can click the drop-down button ] on the left side of the list to view more information about the user, such as identity security status, groups the user has joined, and message
subscription. You can also click the usemame to view or edit the user information.

User List

Tencer Root Account 2019-06-24 1321:02

> dms_test_sub01 Sub-user 2020-10-10 16:06:11 B& Authorize More ¥
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Chat

&> Tencent Cloud

Cloud Access
Management

oard

User Groups

Policies

20HA: el A"

B 1E gt Fo & AdElsto] B G A A7) R o] Fh T

Select Policy Creation Method

0

Create by Policy Generator

D] (et oy Polly symtax

Authorize by Tag
U o vermissions of

3TA: A A
CEEEPY

Yk,

/d71 0l A dgto]l st B AZ, Bl 1 59
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Chat

Cloud Access &«
Management

Dashboard

Users

User Groups
Policies

Roles

Identity Providers

Access Key

Authorize by Tag

o Tag Policy Generator ?

Please select
Please select
Please select

Please select

B2 Ae 220 o} gl 49 WA RE AYOR 61 &R ol 5ol H1E A

.

Resource Tag

B Tag List

prom-seqddTa/grafana
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@Tencent Cloud Chat

Cloud Access .
€ Authorize by Tag
Management
Dashboard
Users ° Tag Policy Generator ? o Check and Finish
User Groups
policygen-20210205095508

Policies
R Tencent_testttttitttttta
Identity Providers test2
Access Key Policy Content

1

2 2.07,

3 "statement": [

5

7

8

9

18

11

12

13

14 }

15 1

16 ]

17 [
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&2 Tencent Cloud

Chat

"resource": [
"gcs:iim::uin/12345678:sdkappid/*"
]
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&2 Tencent Cloud Chat

"resource": [
"gcs:iim::uin/12345678:sdkappid/1400000001"

]
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&2 Tencent Cloud Chat

"resource": [
"gcs:iim::uin/12345678:sdkappid/1400000000",
"gcs:iim::uin/12345678:sdkappid/1400000001"

]
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IM 22 & Tencent Cloud APl A& L2 7| &

Chat

"action": [
"name/im:*"

]
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&2 Tencent Cloud

Chat

"action": [
"name/im:DescribelAppStatList"

]
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&2 Tencent Cloud

Chat

"action": [
"name/im:DescribeAppStatList",
"name/im:DescribeTrtcAppAndAccountInfo"

]
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@ Tencent Cloud Chat

"version": "2.0",
"statement": [
{
"effect": "allow",
"action": [
"name/im:*"
1,

"resource": |
"gcs:iim::uin/12345678:sdkappid/1400000001",
"gcs:iim::uin/12345678:sdkappid/1400000002"
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&2 Tencent Cloud Chat
]
by
{
"effect": "deny",
"action": [

"name/im:RemoveUser"

1y
"resource": |
"gcs:iim::uin/12345678:sdkappid/1400000001"
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