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Create Credential X

Credential Name *
Credential Version =

Credential Content *

Description

Tag Tag Key Tag Value Oper...

b Delete

ired tag or tag value, you can create [£ one in

Encryption Key = O The CMK that 55M has created in KMS by default.

Custom encryption key

Create Key in KMS

Cancel

FEULHA

EIRAFE - BKEE - 128775, AT EL B, EET (O . TRIZL O WS, BTN TRE#E
?O

AR © A,

IR L BRI (bR ARSUERT] 555 35001



@ Bifs IR R

FIRANA | I,

MOREE A,

R JRRNE,

RN

R EERAEEHEIRS (KMS) HEUAGIERTHH (CMK) BTN,

(S B SN

PiHA :

AEA TR EERFGRNEEITE BV E RS, R DOELUT MR R eI =

WA YR ELRGUER S RN = M B E IR, Fhmd EENE T S ThE i,
WEREAE H PR RGEN B PRI — DR PESH, FRZE RN B E RIS R T s,

IR L BRI (bR ARSUERT] 556 15001


https://www.tencentcloud.com/product/kms
https://console.tencentcloud.com/kms2
https://console.tencentcloud.com/kms2

@ Bifs IR R
I iR

I HEETN A ¢ 2024-01-02 15:13:40

HRIE =

R UGBS IR E R GHER G BRI TTIRE RAIR. BFR IR FrE XS RS,

EEENAR

1.8 EHVE RGNS, fEAMSHiRED, RESEIIR, EREyIFRE LT AFEX, RIEFRRE
B It H A X A RS R

Credential List | & Guangzhou ~

All Credentials =

Credential Name

Total items: 1

2. EDUH A MFEERAE R, f AR MGl 2, BT E AR,

RN R @ BRI R (sd) ARTERH] 557 35001


https://console.tencentcloud.com/ssm

@ B IR R

Key Status Operation

() | Edit Tag
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Credential Name Encryption Key Tag (key:value) Creation Time ¥ Key §
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Basic Information

Credential Name  fe-test

Status Toggle ()

Status Mormal

Regicn Guangzhou

Creation Time 2020-11-03 16:41:35
Creator

Description fe-test-desc Modify

Credential Management

Version Number Operation

1.0.0 View Change Delete

IR L BRI (bR ARSUERT] 559 5007



@ Bifs IR R
Z A E B

FHIN A © 2024-01-02 15:13:40

HRIE =

R EHRGUVM PRSI Z AT EIRSS . P A DOEE ZRRAE BRI, DO SCELN R Y FER S

{25

18 IR IR, EAEMSHET, HEREAIR, EREREYIERL LT RMX, RIEHRE
ARG HRRRA Y e, i R it AR R 0

fe-test bfzhuTibizhu-test] 2020-11-02 16:41:35 d

2 {ESEHRE I, FAENON, AN ERE S T,

Credential Management

]

Version Number Operation

1.0.0 View Change Delete

3 EMINER(E R T, HERIERANRENE, HEEMRE, A, HRses SRR IE,

IR L BRI (bR ARSUERT] 5510 35007


https://console.tencentcloud.com/ssm

A BT
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Schedule Deletion X

Mote: To prevent accidental deletion, the waiting penod before the
deletion can be st 25 0 1o 30 days. If it is set to "0", the secret will be
deleted immediately.

The secret will be automatically deleted in - 1 + day.
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Edit Tags x

to manage resources by category from different dimensions. If the existing

does not meet your requirements, please go to Manage Tags [
1 resource selected
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+ Add
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Credential

2. fESEIRAN R T, B/ AR X RE”, G,

RN R @ BRI R (sd) ARTERH] #522 35007


https://console.tencentcloud.com/ssm
https://console.tencentcloud.com/ssm/cloud
https://www.tencentcloud.com/document/product/236/37785
https://www.tencentcloud.com/document/product/1042/33336
https://console.tencentcloud.com/ssm

@ B IR R

SecretList | & -
All Secrets =
Secret Mame Sec... T Encryption Key Tag (key:value)

3. TEFEHEA KT, i/ LAREER, AR,
4 AEHTREARIE, MAMRNMIEES, AEE, REEHESIER, HrolEn EE S BRI R S b,

Basic settings

1. Enter the server IF. 3% is supported.

2. Separate |[Ps with separators ([|]), carriage returns or spaces.

Configure Rotation (%) Learn more about secret rotation
() Enable it to update your database account automatically, so as to reduce security

risks

Others
Tag Ercryption Keys ) The CMK that SSM ¢

+ Add

fthere is no des ed 1ag or tag value, you can create B2 one in the Console

Fees CNY/month  view the billing details g2

Cancel
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Permission Configuration

Database Permissions Res

Global Permissions

SHOW VIEW TRIGGER
* Object-level Permissions
DELETE INDEX
LOCK TABLES ALTER ROUTINE
CREATE ROUTINE DROP
REFEREMCES SELECT
UPDATE ALTER.
EVENT EXECUTE

All

Confirm Cancel
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Credential
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Secret... Rotatio... Mext Rotation Time Operation

Dizable

Maore *

4. B EiEA A, BT EEZERIEE R,
BiAA
TEFEYIE T, i SRR W B s e, Horbod TR IR E T, ATER BUdtiER,

IR L BRI (bR ARSUERT] 5527 35001



A BT

Basic Information

Status Toggle D
Enabled

Region Guangzhou

Creation Time 2021-10-12 171253

Secret Type Mysqgl
Description Modify

Rotation Details

Disabled

xn Cycle 30Days

Version Information

Version Mumber Creation Time Status
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Configure Rotation (% Learn more about secret rotation b

@ Note: please do not cache the account password in the secret in your
codes, otherwise the database connection may fail. If the account
password is cached by any third-party SDK that has connection peol
implementation, the database connection may also fail. See **Best
Practicellse ** to avoid the nsk.

D When the rotation is enabled, 55M will

undate the database account pericdically.
1 Cycle (30 to 365 days) * 30 +

ext Rotation Start * 2021-10-12 17:50:02 o

Confirm Cancel
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When the zecret rotation ends, a new random databasze
password will be generated automatically, Applications
integrated with S5M SDK get the latest password
automatically when they try the access the database
next time. However if you want to log in to the
database manually using the current account, you need
to get the latest password in the Secret Details page.
Mote: please do not cache the account password in the
secret in your codes, otherwise the database
connection may fail. If the account password is cached
by any third-party SDK that has connection poaol
implementation, the database connection may also fail.
See *“Best Practicelse ™ to avoid the risk.

o
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ERRRASOR N R 7@ SSMIAPI B BRI E #, TR eEE, —MREN T, MRUEEERHAEELE
EARIE,

Version Infermation

Version Number Creation Time Status Operation
SSM_Current - Valid Wiew
55M_Rotate 2021-10-12 17:50:55 Expired Wiew
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Credential
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Secret... Rotatio... Mext Rotation Time Operation
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Maore *
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Secret Name Sec... T Encryption Key Tag (key:value) Creation Time ¥ Secre
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Credential List
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Secret ... Rotatio... Mext Rotation Time
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Secret Name Sec... ¥

Encryption Key

FEHEE PR SE
Q
Operation
Dizable
Maore =

Tag (key:value) Creation Time ¥ Secret
Disablet
Enablec
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TR
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Schedule Deletion

Mote: To prevent accidental deletion, the waiting pericd before the
deletion can be set as 0 to 30 days. If it is set to "0", the secret will be

deleted immediately.

The secret will be automatically deleted in - 1 + day.
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Cance
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https://www.tencentcloud.com/document/product/651/13354
https://console.tencentcloud.com/ssm

@ Bifs IR R

All Credentials Edit Tag
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https://www.tencentcloud.com/document/product/1078/41807
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https://console.tencentcloud.com/ssm
https://www.tencentcloud.com/document/product/651/13354
https://console.tencentcloud.com/ssm

@ ﬁﬁfﬁﬁ EARETRG

Edit Tags x

The tag is used to manage resources by category from different dimensions. If the existing

tag does not meet your reguirements, please go to Manage Tags 2

1 resource selected

bfzhu1 b bfzhu-test] i X

QK Cancel

5. Bl

1. BB SREEERS A,

2. 1R B Yw iR AR P TE X35,

3. HEIERII IR IRY R, EAMMIERAEEREDL bR (ENIESH, MATMENARR], 40T ER.
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https://console.tencentcloud.com/ssm
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https://www.tencentcloud.com/product/cloudaudit
https://console.tencentcloud.com/cloudaudit
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A VRARAEE RZE 2 XU )

ilER (CAM) HTEFREINZIMS T IR FBR, Za]UaEE CAM 1Y B 0B BN SR & BRAZEI 25 S 1Y
TIRBREAR, flan, R FEKS TA— DR, ERRLEFIKS A ERIZEE, mFIkS B RRefiA, stalbia
ATE CAM HRECE SRS, X 7K BRI T2

CAM HAMER

TR 4TI S RIS SR, RIS ERREREIZ A (AP BIR. HP. APA, ok B4, &)
AN

JiSS)

FKE  BRSEIRAENGRREA, tHE, HREARER, rIEFBH RS

FHS . HEKSQIRWIKE, GFENSM ID S EIE, HRERREEHaESRG, EKSTDIIEZ ATk
SHF). FIKSERANHE R, LR FEKSHEI TR

SRIE | CEESR ERUERIVT MIERMAN, SR EUEEH P8R AE, ViMIERIEs API %% (Secretld Al
SecretKey) .

BIFE5HR

B . RIRZ2 SRS RARENN R, M—NEREERGN TN, sIRSHEEG], COS 1#ifff, VPC SLfil5E,
PR BURZHE OV aiE g F e F P AT HE e, BRANBOLT, FKSIAEHEA TAASIETIRBIR, Wk
A TS MMEATEEIRAY T ISR
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https://www.tencentcloud.com/product/cam
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1. 0EFIKS, AEKSERENS TREE CAM PEilG, fEAMSHh, EEAP > APFIR, ERPFIRNI
T, ALFEAR, A aErIks,

Username User Type
k Root Account
k Sub-user

selected, 2 in tota

2. G API 3551, M FIKS AR, HEATFIKSIEETL, %55 API B4 > FrEd® s, Hinfalzt Secretld Al
SecretKey, #&iE3d1% API 24811 A IR EHR S,
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https://console.tencentcloud.com/cam/overview

@ B IR R

Permissions Groups (0) Security APl Key

@ The last access time and the last accessing service are the last time and last service that used the cun
record comes from CloudAudit [Z and it only keeps the records of control-flow APls of API level or ¢

Create Key

Key Creation Time

2020-11-03 17:10:23

3. TS M THAEN IS, WS RPCEREFERGURNS, HInermz kS SR, £k
ST, JERR > RERSREE, AN SRS DU,

Permissions Groups (0) Security APl Key

* Policy

@ Associate a policy to get the action permissions that the policy o
removing the user from the user group.

Assocate Policy

Policy Name

4. FSINGRMS . TERNINERIE UL, 2o MSREES IR AIEHORNS KX, &5 &G IR EHLRGRN, T -5 >%
T, BT MK S i ] R BER GTAUR
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@ B IR R

Use group permissions Use existing user policies Select policies from the policy list

@ Authorization Notes

* |f you want to grant the sub-account the full access permissions of all resources under the current account, ph
* If you want to grant access to all resources except CAM and billing center under the current account to the su

* If you want to grant read-only access to all resources under the current account to the sub-account, please se

Create Custom Policy )

Policy List (493 in total, D selectec

Policy Name Description

Mext
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40T API #2[1 DeleteSecretVersion, UpdateDescription, RestoreSecret, EnableSecret, PutSecretValue,

DescribeSecret, UpdateSecret, DeleteSecret, GetSecretValue, DisableSecret, ListSecretVersionlds %1%

N
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CreateSecret BT 4,
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