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This document describes how to quickly perform resource inspections in the Tencent Smart Advisor console.

Step 1. Log in to the Tencent Smart Advisor console

Log in to the Tencent Smart Advisor console.
Note:

If you don't have an account yet, sign up as instructed in Signing up for a Tencent Cloud Account.

Step 2. Authorize the service

If this is your first time using Tencent Smart Advisor, you need to grant permissions to it, so that it can access the
Tencent Cloud services. If you have authorized it, skip this step.

On the Authorization page, toggle on Service Authorization.

Service Authorization

Service Authorization ()

Authorize Advisor to assess Tencent Cloud resources, such as CVM, VPC, and MySQL. For mare information about service-linked role authorization, please see: Cloud Access Management - Role,

Status  Authorized successfully

Report Access C)

Authorize Tencent Cloud architects to read assessment reports so that they can provide optimization advice

Step 3. Start risk assessment

Select Risk Assessment on the left sidebar and click Start Assessing. Then, the system will perform the
assessment automatically.

Note:

By default, the system performs an automatic inspection every day. You can also manually trigger it.

An assessment operation may take dozens of seconds to minutes subject to the Tencent Cloud resource size and

number of assessment items. The result is dynamically refreshed on the page until the assessment is complete.
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Step 4. View the assessment result

After the assessment, you can view the result on the Risk Assessment page.

Overall description

The console Ul is as shown below:

Overview Security Reliability Performance Cost <> | Service Restriction
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Last Assessment Time: Time of the last assessment.

Color: Red indicates "high-risk items", orange "mid-risk items", and green "healthy".
Overview: Collects and displays the assessment results of all items.

Security: Collects and displays the assessment results of items by Security.
Reliability: Collects and displays the assessment results of items by Reliability.
Performance: Collects and displays the assessment results of items by Performance.
Cost: Collects and displays the assessment results of items by Cost.

Service Restriction: Collects and displays the assessment results of items by Service Restriction.

Risk item details

Click to expand a risk item and view its details.

+ ® CAM - account-MFA device binding 1 Generate Report

Check whether an account is bound to an MFA device, and if not, dynamic verification code-based MFA is not required for account login. reducing the security level

Alarm Condition
® No MFA devices are bound for both login and sensitive operations

No MFA devices are bound for login or sensitive operations
Optimization Advice

We recommend you bind your account to a virtual MFA device in the console to add another layer of security verification for relevant account operations and thus protect the account security

Resource List

1 account(s) isfare not bound to MFA devices.0 account(s) was/were ignored.

Assessed Resource Ignored Resources
Q
uIN Sub Accout Count Tag Operation @
. 100011015807 4 None Ignore

10w /ezge 1 /1 page

Alarm Condition: Alarm condition for triggering the risk item.

Optimization Advice: Suggested measures to avoid the risk item.
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Resource List: List of resources with high- and mid-risk items in this assessment.

Step 5. Download the assessment report

You can generate a report by module or risk item in the following steps:

1. Go to the Risk Assessment page, find the target module or risk item, and click Generate Report.

Overview Security Reliability Performance Cost <> Service Restriction
el 85 @79 . .12 e®) #3 @32 o0 #0 @19 o0 »4 e5 QOC‘ 0 @10

Check whether an account is bound to an MFA device, and if not, dynamic verification code-based MFA is not required for account login, reducing the security level

1 accounts) is/are not bound te MFA devices.0 account(s) was/were ignored.

2. After the report is generated, click Download Report.
3. In the Download Assessment Report pop-up window, select Assessment report in Excel or Assessment
report in PDF as needed and click OK.

Step 6. Get the expert explanation of the assessment report
(optional)
You can get the expert explanation of the assessment report in this step.

1. Service authorization

Go to the Authorization page and enable Report Access to have Tencent Cloud architects read the report for you.

Service Authorization

Service Authorization ()

Report Access D

Authorize Tencent Cloud architects to read assessment reports so that they can provide optimization advice.

2. Expert explanation

To reach Tencent Cloud architects and have their insights into your report, contact us.
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