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Risk Assessment

[T CC R ot ccescment time: 2022-10-17

QOverview Security Reliability Performance Cost
el 83 879 e o1 @12 o0 ®3 832 e0 80 @19 o0 o4 @5

Overview 4 Generate Report

} ® CAM - account-MFA device binding L Generate Report

Check whether an account is bound to an MFA device, and if not, dynamic verification code-based MFA is not required for account login, reducing the security level

1 account(s) is/are not bound to MFA devices.0 account(s) was/were ignored.
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Risk Assessment

) Start Assessing

Overview Security Reliability Performance Cost
el o3 @79 L2l 12 o0 o3 ®32 ®0 o0 ®19 e0 e 86

Overview 4 Generate Report

+ & CAM - account-MFA device hinding

Check whether an account is bound to an MFA device, and if not, dynamic verification code-based MFA is not required for account login, reducing the security level

1 account(s) is/are not bound to MFA devices.0 account(s) was/were ignored.
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https://console.tencentcloud.com/advisor/subscribe
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Create Subscription w

Frequenc Daily Weekly

Time 17:00 ©
Email is not set.  Add Mow
Report Templates Default (all) =

Report Language English =

Create Cancel
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Email Notification

Subscriptions Report Templates
Subscription Name Enable/Disable Frequency Recipient Email Report Templates
test " @) Daily,17:00 Defautt (al)

BEITH
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Email Notification

Subscriptions Report Templates

Subscription Name Enable/Disable Frequency

test [ @) Daily, 17:00
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Email Notification

Subscriptions Report Templates

Subscription Name Enable/Disable Frequency

test [ @) Daily, 17:00
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Recipient Email

Recipient Email

FN UL

Report Templates

Cefault (all)

Report Templates

Default (all)
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Al =

Risk Type B i
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Mo tag selected (all resources selected) Add Tag
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Email Notification

Subscriptions Report Templates

Template Name Product
Default (all) All products
test All products

2. ESR I B AR 1 1, TR gndE, SR diRIARNA],

THIERERAR

Risk Type

All types

All types
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Email Notification

Subscriptions Report Templates

Template Name Product
Default (all) All products
test All products
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Risk Type

All types

All types

FN UL

Tag

All tags

All tags

Tag

All tags

All tags
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Assessment Settings

Assessment ltems lgnored Resources

Type ¥ Product 7 Assessment Item Description

Reliability Ces CBS - storage capacity Check the storage capacity usage of CBS cloud disks. If the capacity utilization is excessive, ¢
Reliability CES CBS - no snapshots created Check whether CBS cloud disks have snapshots or are configured with a scheduled snapsho
Reliability Chafka CKafka - multi-AZ deployment If the instances are not deployed across AZs, when a severe fault cccurs in the single-AZ CK
Reliability CLE CLB - health check configuration Check whether health check is configured for CLB instances, and if not, CLB will forward traft
Reliability CLE CLB - forwarding rule cenfiguration Check the listener configuration of CLB instances. If no forwarding rules are configured, CLE
Reliability cos COS - bucket versioning Check the versioning configuration of COS buckets. If it is not enabled, data may be lost
Reliability Cos COS - log management configuration of buckets Check the log management feature of COS buckets, If the owners of the destination and sou
Reliability CVM CVM - system disk snapshot Check CVM system disk snapshots. If no snapshots are created, it will be difficult to recover
Reliability CvM CVM - excessive instance disk space utilization Check the disk utilization of CVM instances. If the utilization is excessive, disk read/write will
Relizbility CVM CVM - instance local disk type Check the lacal disk usage of CVM instances, If an instance is not an I/0 or Big Data model |
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Assessment Settings
Assessment ltems Ignored Resources
Type T Product T Assessment ltem Description
Service limits TDSCOL TDSQAL - number of active connections If the number of active connections is excessive, the instance is currently under high pre
Service limits TDSCOL TDSQL - connection utilization If the connection utilization reaches 100%, new requests cannot establish connections, .
Service limits TDsOL TDSQL - data disk utilization If the disk utilization reaches 100%, write will fail
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Assessment Settings

Assessmen t Items Ignored Resources

Tag Key Tag Value
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Overview Security Reliability Performance Cost
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Overview 4 Generate Report

-~ ® CAM - account-MFA device binding 3 Generate Report

Check whether an account is bound to an MFA device, and if not, dynamic verification code-based MFA is not required for account login, reducing the security level

Alarm Condition

® No MFA devices are bound for both login and sensitive operations

MNo MFA devices are bound for login or sensitive operations

Optimization Advice

We recemmend you bind your account to a virtual MFA device in the console to add another layer of security verification for relevant account cperations and thus protect the account security

Resource List

1 account(s) is/are not bound to MFA devices.0 account(s) was/were ignored.

Assessed Resource Ignored Resources

UIN Sub Accout Count Tag Operation @
. 4 None Ignore
~ T
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Assessment Settings

Assessment ltems Ignored Resources
Tag Key Tag Value
shayne-key-001 shayne-value-001
i
+ Tag
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Assessment Settings

Assessment ltems Ignored Resources

Tag Key Tag Value

shayne-key-001 shayne-value-001

1 BRBBAERA, N SRR R,
2. EIFIRAI, SHEBUBMIIRIRBIR, T TS, AT R :
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Overview Security Reliability Performance Cost />
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Overview 4 Generate Report

+ ® CAM - account-MFA device binding 1 Generate Report

Check whether an account is bound to an MFA device, and if not, dynamic verification code-based MFA is not required for account login, reducing the security level

Alarm Condition
® No MFA devices are bound for both login and sensitive operations

Mo MFA devices are bound for legin or sensitive operations

Optimization Advice

We recommend you bind your account to a virtual MFA device in the console to add another layer of security verification for relevant account operations and thus protect the account security

Resource List

1 account(s) is/are not bound to MFA devices.0 account(s) was/were ignored.

Assessed Resource Ignored Resources

UIN Sub Accout Count Tag Operation D

No data yet
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Risk Trend

Risk Level = 2022-09-18 ~ 2022-10-17 [9
Product
I

Risk Type

— Medium High All
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Risk Details
CVM v All v 2022-10-11 ~ 2022-10-17 [%] Search
Product Name A_ Identified On Risk Level Risk Description
Medium
tioh Check whether CVM instances are in pay-as-you-go billing 1
VM Ch 9 B 2022-10-17 00:10:38 Medium (more than 2 months). The unit price in this moade is high, w
fees
Check whether CVM instances are in pay-as-you-go billing 1
VM CVM - billing mede 2022-10-17 00:10:38 Medium (more than 2 months). The unit price in this moade is high, w
fees
cvm CVM - low instance load 2022-10-17 00:1038 Medium Check the CPU and network I/0 usage of CVM instances If-

a risk warning will be triggered
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Service Authorization

@ Tencent Cloud Advisor facilitates secure and effective resource assessment. We recommend you autherize Advisor as soon as possible.

Service Authorization C’

Authorize Advisor to assess Tencent Cloud resources, such as CVM, VPC, and MySQL. For more information about service-linked role authorization, please see: Cloud Access Manage

B IEHMI A E v, TR, Ay E BRI,
4. TE“F @ T T, P RESGE S 13 30 eSS BN AT A, A FEFR

<  Role Management

Service Authorization

After you agree to grant permissions to Tencent Cloud Advisor, a preset role will be created and relevant permissions will be granted to T

encant

Role Name Advisor_QCSLinkedRaolelnBusinessContinuity

Role Type Service-Linked Role

The current role is the Advisor service role, this role is used to Advisor to access CVM, WVPC, COS and other service resources, without the need for user escrow |

orized Policies Preset Policy QcloudAccessForAdvisorlinkedRolelnBusinessContinuity(D

E Cance'
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