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/T BE RTINS (E] @ 2023-03-07 18:16:40

BN API 28T THK3.0, ZhRAHEST T HEREIL L H SRR, SR b AR A VI RIINAE T R, #2100
A EANTEAN, RIS E N2, SDK MANEE TERE, IR G (ERFERIE RIS IR o IXHEERT C++
AP F 5 TG T AT B3R,

REFinkssas (CVM) . miff (CBS) . AvEMZE (VPC) .« m&dEE (TencentDB) F IRz, JE%E
RNFFHMI R, ORI,

T PRTESREG

1. fRSHuiE (endpoint)

AP| SZEEERITHIISEE A (I cvm FEEIRHN  cvm.tencentcloudapi.com ) , tHHHEEHMSIR A ]
(BI4N < T INHBIEI %N cvm. ap-guangzhou. tencentcloudapi.com ) , FHURSEL T X NHS
MHIIEE SR, TEEIE S DA S T8 SRESHY SRS WL I T2 75 SRzt

TR

XS HE AU L 55, IR A IR 3

2. WBEMX
BSIRZE API TG B 1358 HTTPS MHTHE(E, R0t Ze 2 M = EE,

3. ERAE

TR HTTP iR /71

POST (#:#%)

GET

POST &K% £y Content-Type JE%! :

application/json (#E#¢) , BAUEHZEA /71 v3 (TC3-HMAC-SHA256)

application/x-www-form-urlencoded, Y% /1% vi (HmacSHA1 B HmacSHA256)
multipart/form-data ({{ER3 #2103 |, 47 v3 (TC3-HMAC-SHA256)

GET &K R oL K/ INAMF#EE32KB, POST &R 7775 vi (HmacSHA1, HmacSHA256) WAt
1MB, POST iR /575 v3 (TC3-HMAC-SHA256) Hfs72£510MB,

4, FRGRES
YEEF UTF-8 4.
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https://www.tencentcloud.com/product
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NEBHUEATFRIRA P REE S LIS, BX0E KIS B TSR, FREEH REER,
B2 E VIS

AR v3 (BIHBFME TC3-HMAC-SHA256) MHELR A TR v Gl SR TIFRON B4 051K |, BRE, SHRFE
REVIERTL, >R POST JSON #83K, 1EREA —Efert, HEEMMIZEX TR REY, SRR T8k

s

ey ey

b
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fHiih

BAEIZORM, BUES B OSSR A SN ISR Action YT,

XTC-Acton  String R e oy BB 1, B Describelnstances.

B, FRPRIR A SRR N IR U, B2 2 R E S %
X-TC-Region  String - PO Sep i A SN S8 Region 93, R | REEORNBESES
BB, BOSUEPIX IR, HNEEERBZSEEAER

X-TC- nteger | B WET UNIX INHEIEL, A& APLIESRIGIE, 411529223702, &
Timestamp 9 B MR ERGENAEEET 8, R5IEZLTHHER,

X-TC- Strin & ERUER APIIVRRAS . BUEZS B2 SR A S R4S 8 Version I BEIH, 3l
Version 9 W ARSS AR HIRA<2017-03-12,

HTTP AR SR IAIESLERFE,, 4] @ TC3-HMAC-SHA256
Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,

SIgNAIUIE=726404EaG ***H4*HHHHHrHA KK KX KX KRR AR 45 10 BE DT 6
Hrp

TC3-HMAC-SHA256 : 447715, HHEiEEBIZE,

Credential : &4 EUE, AKIDEXAMPLE /2 Secretld,

Date 52 UTC tRH#ERT R HEA, BUEFREMANHESE X-TC-Timestamp #t&
[ UTC bRk 1A] H #i—2%,

service A=, EENISARIZ, HIAIEE cvm.tencentcloudapi.com E
KA = e cvmo AP EREEDN cvm,

SignedHeaders : 5% %4 1HRILEREE, content-type Al host Jya4idisk
B

Signature : 4 E, THESREER T S

Authorization  String y=<3

RIS ATHIRY Token , #REL AR EH AR, KN Token

X-TC-Tok i
C-Token  String g ) AR 46 VP B TR, KM R Token,

|
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AN, RERILIBE RARSS AR Hs A 5,

C++ APl A 75

TR AP 2N MERFIT SRR, AP REMRZ 2K, SR ENPENIERHI T4 (Signature)
NG REB T BEE NG RS E 128 4 R e E 17 RIS UL %15 K,
TR
HAT C++ B AL API 3.05%4 VIRRAS,
{BIZ I 1Y Secretld 1 Secretkey 77 5llJ& © AKIDz8krbsJ5* *********m[Px3EXAMPLE A

GUSt 9XGAR* ****x*xx % x xEXAMPLE , FFEEFR MR BIRFGHAN Rt WEVIRE, FORE—F84E,
T SR AT HEA
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https://www.tencentcloud.com/document/product/213/31574
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curl -X POST https://cvm.tencentcloudapi.com \\

—-H "Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5******xx***m[,Px3EXAMPLE/20
—-H "Content-Type: application/json; charset=utf-8" \\

—-H "Host: cvm.tencentcloudapi.com" \\

-H "X-TC-Action: DescribeInstances" \\

-H "X-TC-Timestamp: 1551113065" \\

-H "X-TC-Version: 2017-03-12" \\

-H "X-TC-Region: ap—-guangzhou" \\

-d "{"Limit": 1, "Filters": [{"Values": ["\\u672a\\u547d\\u540d"], "Name": "instanc
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B RIERERIE

ASCAFE R 2 U A, %50 Secretld F1 SecretKey, 4 % n] LUA F X 254H,
Secretld : FITHRIN API ARE S 7, RILAE SO F 4,

Secretkey : T 3IE API A=Y S 173, AR AR ZE D,

TR

AP ZFRAE RS, SRR, SMRERM=Ee, MEll, HrAFEHRZefIE,
AT AP 25 5HE 1 U, BRI TIRE, A1 TR

@ Safety Wamning

* APl key is an important certificate to request for creating Tencent Cloud API With the API, you can operate all your Tencent cloud resources. For your property and ser

* Please do not upload or share your key information by any means (such as GitHub), Once |leaked to external channels, it may cause significant loss of your cloud asset

@ Usage Notes
* The API Keys is used to generate a signature when you call the Tencent Cloud APl [& .Check the algorithm for generating a signature [& .

* Your APl key represents your account identity and permissions, and acts as your login passwerd. Do not disclose it to others,

* The last access time and the last accessing service are the last time and last service that used the current key to access a TencentCloud APl in 30 days. The access recor
record comes from CloudAudit [ and it only keeps the records of control-flow APls of API level or resource level. Access to the data-flow APls or service-level APls w

Create Key

APPID Key Creation Date Last Access Time Las

Secretld: - Ia]
Secretley: === Show

2 . JKEL API 3.0 V3 [RAZ4

%441 v3 (TC3-HMAC-SHA256) Mhie R T LRI A5k vi, MHEZ S, KREARMIENR, 3K json
18K, YERERE —ERSA, HEERIREAFETESS, WTEFR

L

B, EER API Explorer RS AR TIRE, IERRREARAY “AP1 3.0 %544 v3”, AILUAE AT TR
TI0UE, el ER LR SDK RIS, HEFEMEHBIH A AP BLEN7RE IWVMIZIES SDK, B4R TE ARkt
18, eI, XFF Python, Java., PHP. Go. NodeJS. .NET, C++,
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https://console.tencentcloud.com/cam/capi
https://console.tencentcloud.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
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Code Generating Online Call Signature generation Parameter Description Feedback

Signature generation Select the sit

For the APl 3.0 signature, please click the "Generate Signature” button below. The system will take the POST request metho
by step. Finally, you will be provided with a real URL that can be requested by POST.View signature document [ (When the

egenerate the signature process data)

Generate signature

7~ AP 35 GET #1 POST &Kk, *F GET /5%, H3#F Content-Type: application/x-www-form-urlencoded #3i34%
Ko AF POST 4%, HAi=FF Content-Type: application/json 2. Content-Type: multipart/form-data FiFhp3 %
K, json MRARZEEEFE, multipart AN ERPERE OISR, X O REMH json #XEH, & A
PSS SRS U, HEFA(E T POST 153K, RDAMEIZERITFEE R, H GET 1K A RZ2KBLANAYIE K e,

THLL BESHIGE ORI, BN EERNIT RS, BATERZEORREZ

1. RS ERBINCITE, ZEOREH,

2. ZFE AR AN, ARUCEIA BIRIIRGS,

3. WOE SNSRI S, AILE R ol S RdEaS R B A

1. PHEMVEER B
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https://www.tencentcloud.com/document/product/213/33258
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CanonicalRequest =
HTTPRequestMethod + '\\n' +
CanonicalURI + '\\n' +
CanonicalQueryString + '\\n' +
CanonicalHeaders + '\\n' +
SignedHeaders + '\\n' +
HashedRequestPayload

T BT e
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HTTPRequestMethod

CanonicalURI

CanonicalQueryString

CanonicalHeaders

SignedHeaders

HashedRequestPayload

= API

HTTP i&k /5 (GET. POST) . W/RBIEUEAN POST »
URI 2%, API3.0 EENERML () ,

Rt HTTP 5K URL EYEIFRTE, N T POST iEK, EENZEFRE", NT C
K, W2y URL HRAE (?) JEHEFRBHENZE, B0 Limit=10&0ffset=0, & :
CanonicalQueryString 5 212% RFC3986 #1T URLEncode, F1F% UTF8, #EF(HA
BERMIERE, FTERKRFEIFIRRE, KE5E

S EELNLEBER, EAEE host fl content-type FN3LEB, WATHIA HE XYk
B LU E H B IE R ME—ME e, PHERIN @ KR key 1 value G —#2 VNG,
HEREZE, 4R key:value\\n f8APHE ; 213K, #ILE key UNE) #Y ASCI
1THH%, RBITESERZ content-type:application/json; charset=ut
8\\nhost : cvm.tencentcloudapi.com\\n , JE&E : content-type JAIELFRA
1, GLgmES M ERERTEE MR BN charset {H, AR A IS A XK
B, MRS aBEIEARER KL,

S HELNELERMER, WAL KIE R G ML LS5 744, Ml CanonicalHeaders
EBNA R —— Y, content-type I host Jy0ieSkiil, PHEMIN : SLEE key Gi—4%)
H 03kl key CUNE) 12 ASCI AR THHE, RS () 77k, HREL
content-type;host

1ERIESC (Requestpayload, Bl body, /RN {"Limit": 1, "Filters":
[{"Values": ["\\u672a\\u547d\\u540d"], "Name": "instance—-name"’
P FE, RSN Lowercase(HexEncode(Hash.SHA256(RequestPayload))),
HTTP &K IESCfit SHA256 67, AT /N#flgmi, &gy NET i, 5
GET i&3K, RequestPayload [EE N24F ¥, HRAITHREERZ
35e9c5b0e3ae67532d3c9f17ead6c90222632e5b1ff7£6e89887£1398934f(

RIELLER, RGP SRIFMTEIE R BT
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https://tools.ietf.org/html/rfc3986
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POST

content-type:application/json; charset=utf-8

host:cvm.tencentcloudapi.com

content-type; host
35e9c5b0e3ae67532d3¢c9f17ead6c90222632e5b1ff7£6e89887£1398934£064
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RN R @ BRI R (sd) ARTERH] 12 3244711



O BRE A

AT TR PHE R R TR

StringToSign =
Algorithm + \\n +
RequestTimestamp + \\n +
CredentialScope + \\n +

HashedCanonicalRequest

FEALTR fie T
Algorithm B, HAIEEHN TC3-HMAC-SHA256 o
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RequestTimestamp TERIN AR, BIiE KM NS X-TC-Timestamp HUE, B4R H UNIX [
E#, HRBIEMES 1551113065 o

EIUETER, #70h Date/service/tc3_request, el HHH, Pl RIVARSS FIZL L 717 E

(tc3_request) , Date >& UTC tR#ERRIRYHIH, BUERERAIELSE X-TC-Time
HIY UTC fRAERE HEI—3 ; service r=imth, UG JERMN MmiRG—. ta
H22019-02-25/cvm/ic3_requests

CredentialScope

AR BRPHE TS AVEIE R BE A E, R
HashedCanonicalRequest ~ Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))), IR ELE R

& 5ffe6a04c0664d6b969fab9al3bdab201d63ee709638e2749d62a09cal:

TR

Date @475 IS [EIZL X-TC-Timestamp HHHESE], HFXA UTC+0, ATRMARGAMBXER, BFIATHRNAKX, F5
B KA VAR, (B2 R E I, BRI 281551113065, 1E4%/\ XAV Al /£2019-02-26
00:44:25, {H2IHESZI1Y Date B UTC+0 B9 HHAMN /2019-02-25, i /22019-02-26,

Timestamp AR Y HTRGN A, HFEFELRG RIFIARER [RUZFE1Y, A0SR 2 0 P06 e, a5R
KIS ARIFREERS [RIFZ, AIRESBOBAT—ERINEG, IERERM, R A4S IR,

ARAELL BRI, RIS SIS TR AT
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TC3-HMAC-SHA256

1551113065

2019-02-25/cvm/tc3_request
5ffe6a04c0664d6b969fab9%al3bdab201d63ee709638e2749d62a09cal8d7031

3. HESEL (M)

KINESE T HRA
1) EIRESELEH, (RBATT
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#include <tencentcloud/core/Sign.h>

#include <tencentcloud/core/utils/Utils.h>

using namespace TencentCloud;

using namespace std;

string Sign::Tc3Sign(const string &credDate, const string &serviceName, const strin

{
string kKey = "TC3"+this->m_secretKey;
string kDate = Utils::HmacSha256 (kKey, credDate);

RN R @ BRI R (sd) ARTERH] #5116 1244711
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string kService = Utils::HmacSha256 (kDate, serviceName) ;

string kSigning = Utils::HmacSha256 (kService, "tc3_request");

return Utils::HexEncode (Utils::HmacSha256 (kSigning, signStr));
}

IREHIES] SecretDate . SecretService M SecretSigning & _iHIIVEHE, RIRECLEAAFTH]
TR, WA ERHEER,

TR

ARIVGIZIES, HMAC FERBHHSEN T rTRER—FE, KRR EASEAEG, ELLKRRmIZIE S e, @
TR TR M IS Ay T RS, ENHANE AR, BafR TR AR R+ SR R T BAE, NET
[H H R 45 RN

FERAR fipe R
m_secretKey JF4A1 SecretKey, Bl GuSt 9xGAR* ** ** % x*** xEXAMPLE o
credDate HI Credential 'Y Date ‘FE(E 5. HWRHIHUESN 2019-02-25 o
serviceName HII Credential H'#Y Service FE(E 5. HRHIEUEN cvm
signStr KBTI,

2) HHHEZEY !

Jj;[:i—g{ﬁlji—[—ﬁ%%%‘z T204940a 8% * kX k Xk hkk kX kkhk kk kX k Xk khkkkkXkkkhkkkk Xk Xk k*xk*%396525168

4. Bt#% Authorization
240 T 1% 2\PH% Authorization :
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Authorization =
Algorithm + ' ' +
'Credential=' + SecretId + '/' + CredentialScope +
'SignedHeaders=' + SignedHeaders + ', ' +
'Signature=' + Signature
FERAA fig g
Algorithm BT, EEN TC3-HMAC-SHA256 o
Secretld

RN R @ BRI R (sd) ARTERH]
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AN Secretld, Hl AKIDz8krbsJ5*******x**mI Px3EXAMPLE
CredentialScope M. .Ex¢, FIETERE, HRHITESERE 2019-02-25/cvm/te3_request o
SignedHeaders Wk, 25840 LEER, HWREIBYEN content-type;host o

BHE, HRBIHHEEERE

726494ea8******************************************a96525168 °

Signature

ARIELLERN, RBHISEIRER
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TC3-HMAC—-SHA256 Credential=AKIDz8krbsJ5*****x**x**n Px3EXAMPLE/2019-02-25/cvm/tc3_re

RASERERTA B EMTT

POST https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5*********+m] Px3EXAMPLE/2019-0
Content-Type: application/json; charset=utf-8

Host: cvm.tencentcloudapi.com

X-TC-Action: DescribelInstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1551113065

RN R @ BRI R (sd) ARTERH] 5520 H:244711



EHBAT

X-TC-Region: ap-guangzhou

{"Limit":

1, "Filters": [{"Values":

5. API 3.0%4 V34l

["\\u672a\\u547d\\u540d"],

= API

"instance—-na

#include
#include
#include
#include

#include

<iostream>

<iomanip>
<sstream>
<string>

<stdio.h>
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#include <time.h>
#include <openssl/sha.h>

#include <openssl/hmac.h>
using namespace std;

string get_data (int64_t &timestamp)
{
string utcDate;
char buff[20] = {0};
// time_t timenow;
struct tm sttime;
sttime = *gmtime (&timestamp) ;
strftime (buff, sizeof (buff), "%$Y-%m-%d",
utcDate = string(buff);
return utcDate;
}
string int2str (int64_t n)
{
std::stringstream ss;
ss << nj;
return ss.str();
}
string sha256Hex (const string &str)
{
char buf[3];

unsigned char hash[SHA256_DIGEST_LENGTH];

SHA256_CTX sha256;
SHA256_Init (&sha256);

&sttime);

SHA256_Update (&sha256, str.c_str(), str.size());

SHA256_Final (hash, &sha256);

std::string NewString = "";

for(int i = 0; i1 < SHA256_DIGEST_LENGTH;
{

Al )

snprintf (buf, sizeof (buf), "%02x", hash[i]);

NewString = NewString + buf;
}

return NewString;

}

string HmacSha256 (const string &key, const string &input)

{
unsigned char hash[32];

HMAC_CTX *h;

#1f OPENSSL_VERSION_NUMBER < 0x10100000L
HMAC_CTX hmac;
HMAC_CTX_init (&hmac) ;

RN R @ BRI R (sd) ARTERH]
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h = &hmac;

#else

h = HMAC_CTX_new /() ;

#endif

HMAC_Init_ex(h, &key[0], key.length(), EVP_sha256(), NULL);
HMAC_Update (h, ( unsigned char* )&input[0], input.length());

unsigned int len = 32;

HMAC_Final (h, hash,

&len) ;

#if OPENSSL_VERSION_NUMBER < 0x10100000L
HMAC_CTX_cleanup (h);

#else
HMAC_CTX_free (h);
#endif

std::stringstream ss;
Ss << std::setfill('0"'");

for (int 1 = 0; i < len; i++)

{

ss << hash[i];

return (ss.str());

}

string HexEncode (const
{
static const char*

size_t len = input

string output;
output.reserve (2 *
for (size_t 1 = 0;

{

string &input)

const lut = "012345678%abcdef";
.length{();
len);

i < len; ++1)

const unsigned char c = input[i];
output.push_back (lut[c >> 4]);
output.push_back (lut[c & 15]);

}

return output;

int main ()
{
/] RS

string SECRET_ID =

"AKIDz8krbsJb******xxx**qm] Px3EXAMPLE" ;

string SECRET_KEY = "GuStIxXGAR*****xx &k *x*EXAMPLE";

RN R @ BRI R (sd) ARTERH]
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string service = "cvm";

string host = "cvm.tencentcloudapi.com";
string region = "ap-guangzhou";

string action = "DescribelInstances";
string version = "2017-03-12";

int64_t timestamp = 1551113065;
string date = get_data(timestamp) ;

[ ] KRRk Kk K Kk ko X K }ﬁgﬁé 11%*%%%7@1%*% Kok ok ok ok kK ok ok Kk ok ok
string httpRequestMethod = "POST";
string canonicalUri = "/";

string canonicalQueryString = "";

string canonicalHeaders = "content-type:application/json; charset=utf-8\\nhost:
string signedHeaders = "content-type;host";
string payload = "{\\"Limit\\": 1, \\"Filters\\": [{\\"Values\\": [\\"\\\\ub672a

string hashedRequestPayload = sha256Hex (payload);

string canonicalRequest = httpRequestMethod + "\\n" + canonicalUri + "\\n" + ca
+ canonicalHeaders + "\\n" + signedHeaders + "\\n" + hashedRequestPaylo

cout << canonicalRequest << endl;

cout << " " << endl;

)] KERxkxokxkkkokxk SGUR o o BEEILRAEAZ FAREEL okokok Kok K ok ok Kok K K

string algorithm = "TC3-HMAC-SHA256";

string RequestTimestamp = int2str (timestamp);

string credentialScope = date + "/" + service + "/" + "tc3_request";
string hashedCanonicalRequest = sha256Hex (canonicalRequest) ;

string stringToSign = algorithm + "\\n" + RequestTimestamp + "\\n" + credential
cout << stringToSign << endl;
cout << "-——mm————————————————— " << endl;

)] Krkxkxokxkkkkxok SGIER 3 THEISEAZ kokkok ok ok ok Kok Rk Kk kK

string kKey = "TC3" + SECRET_KEY;
string kDate = HmacSha256 (kKey, date);
string kService = HmacSha256 (kDate, service);

string kSigning = HmacSha256 (kService, "tc3_request");

string signature = HexEncode (HmacSha256 (kSigning, stringToSign));
cout << signature << endl;

cout << "-—mmmmm— " << endl;

)] Kxxkxokxkxkkxk SHIR 4 BEEE Authorization *Rxokkkokkokxok koK
string authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + cred
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

cout << authorization << endl;

BOUE KL Vomme—mmmmeememee—ee—aa—= " << endl;
string headers = "curl -X POST https://" + host + "\\n"
+ " —-H \\"Authorization: " + authorization + "\\n"
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+ " —-H \\"Content-Type: application/json; charset=utf-8\\"" + "\
+ " —-H \\"Host: " + host + "\\n"

+ " —-H \\"X-TC-Action: " + action + "\\n"

+ " —-H \\"X-TC-Timestamp: " + RequestTimestamp + "\\n"

+ " -H \\"X-TC-Version: " + version + "\\n"

+ " -H \\"X-TC-Region: " + region + "\\n"

+ " -d '" + payload;

cout << headers << endl;

return 0;

}i

APl 2.0 %%,

B IEAELD, BIEREREELN APl 3.0 B4, MFMEH, 15 EEE API Explorer AR EBAER > 1%
API 2.0 BRARA S TIRAME,

TR

FIELU N B4 R IR TS, TEARYE SKRRIE (b 3,
IR IR AR
AuthFailure.SignatureExpire i, Timestamp 555 arHE WETE KIS R HE 22 S8 7778,

, BN, WEEHI G EERHR MM, 2OV EHI Ty REZ T
AuthFailure.SecretldNotFound -
TAFo

Bz, AREREAITRMR, ESHELIRBNINA TS,

AuthFailure.SignatureFailure .
J HATRE R4 SecretKey IR SHI,

AuthFailure.TokenFailure EHIE Token 4512,
AuthFailure.InvalidSecretld EEHIEE (NEs AP &5
N —+-
IR A 45
IEFEREIES R

VI ARSS esiiZ BB AR ASFFR  (DescribelnstancesStatus) 2017-03-12 iiiAs A, E AN, HATRERIR
[EA0T 9
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"Response": {
"TotalCount": O,
"InstanceStatusSet": [],

"RequestId": "bb5b41468-520d-4192-b42£f-595cc34beclc”

}

Response MNMHENHEH RequestId EEIENTFE, LIRIERBIIGE, RE AP T, MAEKE,
RequestId T APIIERIME—FRIR, 405 API ML, nILUBERIRAT], FHI24L1% ID SR s n)E,

RN R @ BRI R (sd) ARTERH] #3526 1244711



O BRE A

PR T EERTFEA, HREh B OE B, ARIBEE PR Y 7 B2 WA O SCR Y E o Rl
TotalCount # InstanceStatusSet I/ DescribelnstancesStatus #Z17E XFE, HTHIERIHF
HRSERE SRS wEA], Kt Totalcount TEMIEN FHYIREMENO, InstanceStatusSet AHlFRNZE,

HBRESR
HVAFAIN, HOREERBIATT S

"Response": {

"Error": {

RN R @ BRI R (sd) ARTERH] 5527 3244711



%) - iie= A
"Code": "AuthFailure.SignatureFailure",
"Message": "The provided credentials could not be validated. Please che

H

"RequestId": "ed93f3cb-f35e-473f-b9£f3-0d451b8b79ceE"

}

Error H"] ij)@{’h?%%l?ﬁ%*ﬁﬁﬂgiwo

TR E IR ETH

PO W[ R R R T T 2%

Message R TIXMERAENEWRER, BEESERESAREMEE, HCRRRE

FHAS AR R [EHEL

Error TEBIERHENIE code # Message FBAEVEFIMS

Code RNEMRMFEIIEEIRID, LiER HHEIN Al DUCARYEIZH RN CE 23 LB URAG AN 21 BB O LAY B A 4155 B

R BT,

RequestId FT— APIIERIIME—FRIA, AR APl HIELAH, RIDUCRTAT], FFHEAL1% 1D SKARDL A,

NI

R [BIGE R P ANRAETE Error 7B, WIZRREH API #2108,  Error H1i1Y Code “FEFRREE IRIY, FiA W35HB AT HE
IRV IR N N RS, T 2RI TR,

TR
AuthFailure.InvalidSecretld
AuthFailure.MFAFailure
AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire
AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation
FailedOperation

InternalError

InvalidAction

InvalidParameter

InvalidParameterValue

FRAXFT A - IR R ks AR

BRI
FYIEE (N2 APIEHIEFY)

MFA &%,

token 1%

THRA CAM 24X,

DryRun #fE, REFERFRBKIN, LEZ

BRI,
PIFRER 1R
B OAFE,
SRR,

ZROUER TR,

f£7 DryRun %4,

28 124477



A BT

LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

RN R @ BRI R (sd) ARTERH]

R,

RO BEHIR,

BE LR A E

AT I T R,
YR 4

VR .

VR,

i

RITRURLE.

RAIB R,

BAEASH,

HTTPS 16K J7 %R, HSCRF GET M1 POST 1K,

AN SR G iR,

= API

29 $£244 71



%) iit= A
NET API

b N TE]  2023-03-07 18:16:40

TERZ API RHT 3.0, IZIAHET T HEREIE(L B siE . SRR ISE A VIR AE FRER 2, #2001
MR E AN, FRMG DA E N2, SDK ANEE NFaERe, IR EIER BN Mo XEEXT NET
AP A 5 TG T BB,

RExFrRSSa (CVM) . =hfE (CBS) . FVEML (VPC) . /% (TencentDB) < [E TN, JE5k
REFFHM T A, BOEHIR.

T PRE KRGS

1. fR&HuE (endpoint)

API SRR s A (140 cvm P @848 cvm. tencentcloudapi.com ) , HICRHEE HEIEA iR
(A - TN cvm. ap-guangzhou. tencentcloudapi.com ) , FHIHSEIL T XIS
FUbIBAN R, PRI S DA i B TR R EEHY SRS W I 2 75 SR Iz iR,

R

X I AU 55, 2GR E T s 34

2. BE PN
I Z API UG B2 358 HTTPS MM TE(E, 1R 2 M =EH,

3. WERAGE

TR HTTP i8R 71

POST (##)

GET

POST i& 3Kk 1Y Content-Type ZE%! :

application/json (#E#¢) , WAFEHE$ 777 v3 (TC3-HMAC-SHA256)

application/x-www-form-urlencoded, @7 %54 /775 vi (HmacSHA1 8¢ HmacSHA256) .
multipart/form-data (R #E5CH) , DA% 771 v3 (TC3-HMAC-SHA256)

GET 15 RIVIE R/ N 5iEE32KB, POST 1HRMEHE#A % v (HmacSHA1, HmacSHA256) WAt
1MB, POST i&R{FEHZH 51 v3 (TC3-HMAC-SHA256) I SZ+510MB,

4. FrIoRES
Y05 UTF-8 4.

RN R @ BRI R (sd) ARTERH] 5530 H:244711


https://www.tencentcloud.com/product

O BRE A

INHSE
WiBH :
IS HOR TR PR OIS, R R BB SRRk,

BT V3RS

A 7R v3 (BIHBFME TC3-HMAC-SHA256) HHELE A ik v (B SR N S GTR") , BRE, SOFf

BRRYIER L, SF POST JSON 183X, MEREE —@4ert, XSS A EITRESER, MHAEN T 4877
A

o

ey eyl "

e
2

il

BAEEE AR, BUES B OSSR A SN ISR Action YT,

X-TC-Action String = BlAN AR SS Sn i A W S 151 242 1, BUE M Describelnstances.

M B R, FRFRIR A SR R N IR BUE . B2 O 82 W IR EE S %
X-TC-Region  String - PRIk ASEUN LS Region IUTEAH, R | REEOARELE
BB, BEOSUSHIXN AR, HNEEEBZSEEASER,

X-TC- nteger | B LET UNIX IR, AIids & APLiE KAV E], $il411529223702, &
Timestamp g B MRERSHNFEEEI 2, R5IEFTLTHER,

BRERT AP IRRAS . BUESE 4% LS H AS RIS R Version YA,

X-TC-Version  String p s B R 2 B A< 2017-03-12,

HTTP tnifE B INIESLE 7B, Hl40 © TC3-HMAC-SHA256
Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,

SIGNAIUIE=7 2640408+ ¥+ H+HH K r KA r KR KRR KRR KKK A K43 OBEO5 1 6
Hrp

TC3-HMAC-SHA256 : %44 771%, HuilEERIZE,

Credential : &% FUE, AKIDEXAMPLE /& Secretld,

Date 72 UTC triER IRV HIH, BUEFRZEM/ANIESE X-TC-Timestamp ##
Y UTC AReERT ] H I —2K

service A/ inta, EE NSRS, HIAIEE cvm.tencentcloudapi.com
BIRAE it e cvme AR EREUEDN cvm,

SignedHeaders : 2584 HREILEMER, content-type M1 host Jhy#4idk
LR,

Signature : A E, HESREIENT

Authorization String b3

I UEB AT AT Token , #FRELS AR —EMER, G Token

X-TC-Token  String B ) PR ZS VA P TR, K H R AR Token,

i)
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A BT

BLFHE V1 NS
ERZ4 55 v (BR2FME HmacSHA256 Al HmacSHA1) |, AHSHEE S —RE NG R E 4,

SIATE

Action

Region

Timestamp

Nonce

Secretld

Signature

Version

SignatureMethod

Token

Huigz R

String

String

Integer

Integer

String

String

String

String

String

o

fim

sl

i

fim

A

7|

iz

= API

fHBUN

BAERE AR, BRUESE R OO R AS NS Action #Y
Wi, BIANSARG R AE R SLBIPRE O, HEN

Describelnstances,

HIRBEL,  FIRAR IR LR ORI s, 52 OS2 AT s
EZERETOH i A S RN SR Region FI5EHH, R @ &
BOFTRBEEBZSH, BOSEPIARBIGE, R EEE
BERBBMARIER.

AT UNIX IRV, PICSRAGES APL BRI AL, B4
1529223702, 4IRG AN AMHAT R, R5EEATHIHIR,

BENLIEREEL, 5 Timestamp BRA AR, HI B4 1L E KK .

£ =APIEH EHRIBERIFRILE 3 Secretld, —™ Secretld X v HE
—[] SecretKey, 1M SecretKey 2 F>R4: k1% k%44 Signature,

TR, AERRUEM GRS R EENE, FEMPIRIELRT A
RO RS, BRHREITES I TR TTENA

BERY APl BURRAS, BUESE B SRR A SN FHSEL Version 1Y
WA, Bl =R as Ik A2017-03-12,

B3, HAT3# HmacSHA256#1 HmacSHA1, HEREHZ
BN HmacSHA256, F {# ] HmacSHA256 BiEIGIES %, HAth
1HIEME ] HmacSHA1 IS %,

IGHUE-B AT IR Token , TRELSSIRINEH M, G
Token F5 22275 A1 BRSSP FEE CTARI,  KEPEHEAATE Token

o

BT iSRS, BARTHRTES S &7 o R TS 3K
AN, RERILIBE RARSS AR Hs Y] %,

NET API AR X

BN AP A MEREIT M RIE, FPREERRZERIE, SR EPENEREITES (Signature)
FERESHTRZAE N ITE RSPz A 4RI LEEE 7 RIS s U AT K,

RN R @ BRI R (sd) ARTERH]
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https://console.tencentcloud.com/capi
https://www.tencentcloud.com/document/product/213/31574

A BT

= API

BRI 1Y Secretld F1 SecretKey 7752 © AKIDz8krbsJ5* ** **x*x**mLPx 3EXAMPLE /]
GUSt 9XGAR* * **x*x x * * xEXAMPLE ., HFMAEE MXBIRF G R NEIIRE, FiRE—FEHE,

WU SR AT HE Dk

curl -X POST https://cvm.tencentcloudapi.com \\

—-H "Authorization:

-H "Content-Type:

TC3-HMAC-SHA256 Credential=AKIDz8krbsJb******xx*x*+m] Px3EXAMPLE/20
application/json; charset=utf-8" \\

—-H "Host: cvm.tencentcloudapi.com" \\
-H "X-TC-Action: DescribeInstances" \\
-H "X-TC-Timestamp: 1551113065" \\

-H "X-TC-Version:

2017-03-12" \\

RN R @ BRI R (sd) ARTERH] #4533 1244711



O BRE A

—-H "X-TC-Region: ap—-guangzhou" \\
-d "{"Limit": 1, "Filters": [{"Values": ["\\u672a\\u547d\\u540d"], "Name": "instanc

SE  PIERERIE

AR Z 2RI NEE, %4045 Secretld A SecretKey, £ P fZ% vl LUA AT %5%H,
Secretld : FHTHRIA API AR &4, AILARIEIEEO P 4.

SecretKey : F T5UE AP EHER B4y, AR S E 25,

TR

P SRS Z 2 FEUE, EitER, SNG4, Wity B A IZ L 2 FEIE,
A AP PR HE DU,  BIPTEATERE, AN T EAR -

@ Safety Wamning

* APl key is an important certificate to request for creating Tencent Cloud AP With the API, you can operate all your Tencent cloud resources. For your property and ser

* Please do not upload or share your key information by any means (such as GitHub). Once leaked to external channels, it may cause significant loss of your cloud asset:

G) Usage Notes
* The APl Keys is used to generate a signature when you call the Tencent Cloud APl [& .Check the algorithm for generating a signature [& .

* Your APl key represents your account identity and permissions, and acts as your login password. Do not disclose it to others.

* The last access time and the last accessing service are the last time and last service that used the current key to access a TencentCloud APl in 30 days. The access recor
record comes from CloudAudit [ and it only keeps the records of ccu_ntrol ﬂow AI?IS of APl level or resource level, Access to the data ﬂow APIs or service-level APls w

Create Key

AFPID Key Creation Date Last Access Time Las

Secretld: - Ia]
Secretkey: == Show

W2

1. 3B API 3.0 V3 A%

B4 515 V3 (TC3-HMAC-SHA256) fk LI T LIS Ak i, i E% 4, SHEAMIER, 24 json
Faa, MEAEE—EITE, MRS RIS . TR ¢

HAFTE - BBRaIHE b)) BRIEENH 534 24471


https://console.tencentcloud.com/cam/capi

O BRE A

Code Generating Online Call Signature generation Parameter Description Feedback

Signature generation Select the sit

For the APl 3.0 signature, please click the "Generate Signature” button below. The system will take the POST request metho
by step. Finally, you will be provided with a real URL that can be requested by POST.View signature document [ (When the

egenerate the signature process data)

Generate signature

EH :

B, EER API Explorer RS ERAERCIIRE, IEBEREAAIRA D API 3.0%544 v3”, ATLUE RS 44 i f it
ATHAE, W E AR SDK RS, HEFFMHIEIHA API BLEN7RE IS S SDK, B&HE EA gk
18, WEHIKE, ZFF Python, Java., PHP. Go. NodeJS. .NET, C++,

~~ AP| 32§ GET A1 POST &K,

XFGET /1, H3#F Content-Type: application/x-www-form-urlencoded & =X,

XFPOST/i%, HRisZHF Content-Type: application/json LU} Content-Type: multipart/form-data PIFHHMAE X,
json A& 48R ZBAE 13, multipart i8N ERPERE D5,  HINIZEE O AREMEA json M XAH, 2% Bkl
SISO, HEFZ(E A POST 1#3k, KIAMERIEERITLES, H GET IHRASFE32KB IAHIIE R L,
THLL BESHIGIE ORI, S BAEEANIT RS, BATERIZEORRED

1. RS ERBINCITE, ZHEOREH ;

2. OB AN, HNRUCRIABRIFRIIRGS ;

3. WOEENSEAIER S, AL R SRR BER AR,

1. PHEMVEER B
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https://console.tencentcloud.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://www.tencentcloud.com/document/product/213/33258

O BRE A

CanonicalRequest =
HTTPRequestMethod + '\\n' +
CanonicalURI + '\\n' +
CanonicalQueryString + '\\n' +
CanonicalHeaders + '\\n' +
SignedHeaders + '\\n' +
HashedRequestPayload

T BT e

RN R @ BRI R (sd) ARTERH] 536 1244711



A BT

HTTPRequestMethod

CanonicalURI

CanonicalQueryString

CanonicalHeaders

SignedHeaders

HashedRequestPayload

RIELLER, REIHE

= API

HTTP &Kk 45iE (GET. POST) . M/RBIEUEN POST o
URI 2%, API3.0 EENERML () ,

KAE HTTP if3K URL HIVEIRFERFER, AT POST iEXK, [EENZEFEFFE™, HNT C
K, WY URL HAS (7) JEHETFFERAA, FIAN : Limit=10&Offset=0, i :
CanonicalQueryString F##2% RFC3986 #1T URLEncode, ¥4 UTF8, #HEFE{HA
BEMERE, FTERRTFRHIHRRNG, KE5ER,

SEELTGRER, £ E host Ml content-type FNSLEE, HATANA HE X3k

XA LUAR S B B ERAME— MR 2, PHERIN © SLEF key #1 value Gt —# i/ NE,
B EZEM, T4 key:value\\n #8I\HFZ ; 213k, &L key (UNED) I ASCII
1THHE, RBITESERZ content-type:application/json; charset=ut
8\\nhost : cvm.tencentcloudapi.com\\n , JE&E : content-type JAIELERA
fra, ALgREES NS ERIERTEE LA BaIEIN charset {H, AR IN AL AR
B, RFEHRREEI R

S EZELNSEBER, WRHKIE R AL LA 25 7% 4, Ml CanonicalHeaders
N R ——XT R, content-type A1 host @ISR,  HHEERIN : LI key Gi—4%)
5 203kl key CUNE) 12 ASCI AFitf1PHE, JHHMUDE () 77k, HREl

content-type;host

IERIESC (Requestpayload, Bl body, It /RN {"Limit": 1, "Filters":
[{"Values": ["\\u672a\\u547d\\u540d"], "Name": "instance—-name"’
P FE, THEMIESN Lowercase(HexEncode(Hash.SHA256(RequestPayload))),
HTTP & RIESCHi SHA256 67, ARG T/N#tfilgms, RIagms ki NgEF R, 5
GET i&3K, RequestPayload [EE N24F ¥, HRAITHREERZ
35e9c5b0e3ae67532d3c9f17ead6c90222632e5b1ff7£6e89887£1398934f(

FIRIMTEIE R ERAIT
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https://tools.ietf.org/html/rfc3986

O BRE A

POST

content-type:application/json; charset=utf-8

host:cvm.tencentcloudapi.com

content-type; host
35e9c5b0e3ae67532d3¢c9f17ead6c90222632e5b1ff7£6e89887£1398934£064

2. PSR TE
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O BRE A

AT TR PHE R R T R

StringToSign =
Algorithm + \\n +
RequestTimestamp + \\n +
CredentialScope + \\n +

HashedCanonicalRequest

FEAL fige T
Algorithm BHEE, HAIEEN TC3-HMAC-SHA256 o

RN R @ BRI R (sd) ARTERH]
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RequestTimestamp TERIN AR, BNiE KM NS X-TC-Timestamp HUE, B4R H UNIX [
mER, HRFIBUES 1551113065 .

EIUETER, #70h Date/service/tc3_request, & HHH, Pl RIVARSS FIZL 1L 717 E

(tc3_request) . Date 7 UTC FrH#ERTHRY B, BUEREMAISE X-TC-Time
#HEH UTC FRAER R HEI—3X ; service hr=ibth, M5 JARMN MG —, I
B&ERIE 2019-02-25/cvm/te3_request,

CredentialScope

R PRSI IE SR BRI i E, HEAREE
HashedCanonicalRequest ~ Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))). It RfilitHELERZE
5ffe6al04c0664d6b969fab9%al3bdab201d63ee709638e2749d62a09cal8d

TR

Date M A% X-TC-Timestamp HHE5%], HEX N UTC+0, AIRMARGARNXER, BHIHIHR/NX, 5
BE KA EVE Y, (B2 RN AER, BRIZIEZCY 1551113065, 1E4/\XHIEZ 2019-02-26
00:44:25, {HZIHEIFEIHY Date HX UTC+0 HYHIAR Jy 2019-02-25, Tfif~/& 2019-02-26,

Timestamp AR Y HTRGN H], HFEFELRG RIFIARER RZFE1Y, A1 5SRAE 2R 0B 6 e, a SR
KIS ARIFREERS [RIFZ, AIRESBOBIT—ERINEG, IESRERM, R E%E 4T IR,

ARAELL BRI, RIS SIS TR AT

RN R @ BRI R (sd) ARTERH] %540 $£24477
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TC3-HMAC-SHA256

1551113065

2019-02-25/cvm/tc3_request
5ffe6al04c0664d6b969fab9%al3bdab201d63ee709638e2749d62a09cal8d7031

SHEZEA(NRED)

KINESE T HRA

RN R @ BRI R (sd) ARTERH] 541 1244711



= API

byte[] tc3SecretKey = Encoding.UTF8.GetBytes ("TC3" + SECRET_KEY) ;

byte[] secretDate = HmacSHA256 (tc3SecretKey, Encoding.UTF8.GetBytes (date));

byte[] secretService = HmacSHA256 (secretDate, Encoding.UTF8.GetBytes (service));
byte[] secretSigning = HmacSHA256 (secretService, Encoding.UTF8.GetBytes ("tc3_reques
byte[] signatureBytes = HmacSHA256 (secretSigning, Encoding.UTF8.GetBytes (stringToSi
string signature = BitConverter.ToString(signatureBytes) .Replace("-", "").ToLower ()

Jj;tﬁ—\‘{ﬁljﬂ—;é‘%%% T2eA94@a 8% * kX kX kkk kX kkhk kk kX k Xk khkk* kX k Xk kX k Xk Xk k*x**%396525168

4. Pt Authorization
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%) iit= AP

240 T #8 X PFEZ Authorization :

Authorization =
Algorithm + ' ' +
'Credential=' + SecretlId + '/' + CredentialScope + ', ' +
'SignedHeaders="' + SignedHeaders + ', ' +
'Signature=' + Signature
FEAFR gk
Algorithm BT, EEHN TC3-HMAC-SHA256 o

RN R @ BRI R (sd) ARTERH]
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Secretld ZEAXN Y Secretld, Bl AKIDz8krbsJ5*******xx*xmLPx3EXAMPLE ,
CredentialScope "W L3¢, FUEERE, H/RFITFESERZE 2019-02-25/cvm/te3_request o
SignedHeaders Wk, 2582093 E8. WRHEIBYES content-type;host o

BEH, WREHTESSRZ

72e494ea8******************************************a96525168 °

Signature

ARIELLERN, TRBIHISEIREN

RN R @ BRI R (sd) ARTERH] 544 324471



O BRE A

TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5*****x**x**nPx3EXAMPLE/2019-02-25/cvm/tc3_re

RASERERTA B EMTT

POST https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5*********+m] Px3EXAMPLE/2019-0
Content-Type: application/json; charset=utf-8

Host: cvm.tencentcloudapi.com

X-TC-Action: DescribelInstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1551113065

RN R @ BRI R (sd) ARTERH] 5545 124471



O BRE A

X-TC-Region: ap-guangzhou

{"Limit": 1, "Filters": [{"Values": ["\\u672a\\u547d\\u540d"], "Name": "instance-na

5. API 3.0%4 V3-Hl

using System;

using System.Collections.Generic;
using System.Security.Cryptography;
using System.Text;

RN R @ BRI R (sd) ARTERH] 5546 124471
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public class Application {
public static string SHA256Hex (string s)
{
using (SHA256 algo = SHA256.Create())
{
byte[] hashbytes = algo.ComputeHash (Encoding.UTF8.GetBytes (
StringBuilder builder = new StringBuilder ();
for (int 1 = 0; i < hashbytes.Length; ++1)
{
builder.Append (hashbytes[i].ToString ("x2"));
b

return builder.ToString() ;

I
public static byte[] HmacSHA256 (byte[] key, byte[] msqg)
{

using (HMACSHA256 mac = new HMACSHA256 (key))

{

return mac.ComputeHash (msqg) ;

}

public static void Main(string[] args)

{

/1 BB

string SECRET_ID = "AKIDz8krbsJb****x*x*xx**m Px3EXAMPLE";
string SECRET_KEY = "GUStIXGAR*****x x4k **EXAMPLE";
string service = "cvm";

string endpoint = "cvm.tencentcloudapi.com";

string region = "ap-guangzhou";

string action = "DescribelInstances";

string version = "2017-03-12";

string algorithm = "TC3-HMAC-SHA256";

string contentType = "application/json";

s))

4

= API

double RequestTimestamp = 1551113065; // HFEIE 2019-02-26 00:44:25, WSEULE

// long timestamp = ToTimestamp () / 1000;

// string requestTimestamp = timestamp.ToString () ;

string date = new DateTime (1970, 1, 1, 0, 0, 0, 0, DateTimeKind.Utc) .AddSec

/7 ERRX, SNES

)] Krkxokxokxkokxkxk JGIR 1 BREEEHITEIE SR ER xokxok kkokxokoxkok ok

string httpRequestMethod = "POST";

string canonicalUri = "/";

string canonicalQueryString = "";

string canonicalHeaders = "content-type:" + contentType +"; charset=utf-8\\

RN R @ BRI R (sd) ARTERH]
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= ~AT
string signedHeaders = "content-type;host";
string requestPayload = "{\\"Limit\\": 1, \\"Filters\\": [{\\"Values\\": [\

string hashedRequestPayload = SHA256Hex (requestPayload) ;
string canonicalRequest = httpRequestMethod + "\\n"

+ canonicalUri + "\\n"

+ canonicalQueryString + "\\n"

+ canonicalHeaders + "\\n"

+ signedHeaders + "\\n"

+ hashedRequestPayload;
Console.Writeline (canonicalRequest) ;

Console.WritelLine("---——————------------ o ——— WH 2

)] KERxkxokxkkxokxok JGUR o« BEERIRAEAZ FAREER okokok K ok ok ok ok Kok kK
string credentialScope = date + "/" + service + "/" + "tc3_request";

string hashedCanonicalRequest = SHA256Hex (canonicalRequest) ;

string stringToSign = algorithm + "\\n" + RequestTimestamp + "\\n" + creden

Console.WritelLine (stringToSign) ;
Congele . Wrlt@hlng (Vosoosooosooosoooeoooooosooosooo=ss ");

)] KEkxkxokxkkkkxok SGIR 3 THEIAEAZ kokkok Kk ok ok ok Kok kK

byte[] tc3SecretKey = Encoding.UTF8.GetBytes ("TC3" + SECRET_KEY) ;
byte[] secretDate = HmacSHA256 (tc3SecretKey, Encoding.UTF8.GetBytes (date));
byte[] secretService = HmacSHA256 (secretDate, Encoding.UTF8.GetBytes (servic
byte[] secretSigning = HmacSHA256 (secretService, Encoding.UTF8.GetBytes ("tc
byte[] signatureBytes = HmacSHA256 (secretSigning, Encoding.UTF8.GetBytes (st
string signature = BitConverter.ToString(signatureBytes) .Replace("-", "").T
Console.WriteLine (signature);
Console.WriteLine("-———---""""""""""~"~"~"—"~"—"—"—"——"——————— ") ;
[ Rk Kk K Kk ko X K }ﬁgﬁé 4:13‘.1:1:% AUthOTization *** %% %% %% %% %%
string authorization = algorithm + " "

+ "Credential=" + SECRET_ID + "/" + credentialScope + ", "

+ "SignedHeaders=" + signedHeaders + ", "

+ "Signature=" + signature;
Console.WriteLine (authorization) ;
Console.WritelLine("—————————"——————————————— WH 2
Dictionary<string, string> headers = new Dictionary<string, string>();
headers.Add ("Authorization", authorization);
headers.Add ("Host", endpoint);
headers.Add ("Content-Type", contentType + "; charset=utf-8");
headers.Add ("X-TC-Timestamp", RequestTimestamp.ToString());
headers.Add ("X-TC-Version", version);
headers.Add ("X-TC-Action", action);
headers.Add ("X-TC-Region", region);
Console.WritelLine ("POST https://cvm.tencentcloudapi.com");
foreach (KeyValuePair<string, string> kv in headers)
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{
Console.WritelLine (kv.Key + ": " + kv.Value);

I3
Console.WriteLine();

Console.WritelLine (requestPayload) ;

2. 3RHL API 3.0 V1 A% 4

X477 vl (HmacSHAT, HmacSHA256) fiisas M, (H2YIReRI L MR AN J7iE v3, HEF ISR TE
v3,

B, HIER API Explorer RS ERAE R TIRE, IEBRRERAARA N API 3.0%54 v17, ATLUE RS 44 i fid
TRIE, IFHRAE T gRIRIE S ARG, hrlERAERK SDK A8, HEEFMHERBINA AP ECER 7 frE WLgmiE
IBE SDK, C&hid 7EAMIERIRE, HWEHE, X Python, Java, PHP, Go. NodeJS. .NET, C++
MRS aEF LH%5R (Describelnstances) &R, XA A EAX—Z O, HiGRSEATHEW T

SRR 18°¢ ZHE
Action JiE Describelnstances
Secretld #5A 1D AKIDzZ8KrbsJ5* ***** *** *m,Px 3EXAMPLE
Timestamp LRI I [A) 2K 1465185768
Nonce REATLIEEEEL 11886
Region S PR AE X I8 ap-guangzhou
Instancelds.0 FEE RIS ID ins-09dx96dg
Offset TVES= 0
Limit BRIV 20
Version BOMAS 2017-03-12

1. NSEHF

BHINTHIGRSBIESEA Ny (ASCI ) THFHERF,

TR

Rt iy, SBUERFNS AR, 35K
% ASCII fEEE K/, 4l Instancelds. 2B HEAE Instancelds. 12/G T, NEETRR, WABIEEE, B el LUE B s
B S HYAE KRB B ECR KX —ThRE, 41 PHP F7HY ksort Bi#K,
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https://console.tencentcloud.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp

EHBAT

EAURBIB R PR A RANTT

= API

{
'"Action' : 'DescribeInstances',
'Instancelds.0' : 'ins-09dx96dg',
'Limit"' : 20,
'"Nonce' : 11886,
'Offset' : O,
'Region' : 'ap-guangzhou',
'SecretId' : 'AKIDz8krbsJS***x**x*x*xxx+m[ Px3EXAMPLE ",
'"Timestamp' : 1465185768,

RN R @ BRI R (sd) ARTERH]
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'Version': '2017-03-12",
}

ERARFPRIHES IR, Al EEREIPISEO TR, SEIRVEER—ZHIH],

2. PHEATEIERER

AP BRA SIE R FR B, FHE L —DHIF A IE RSB SR SR =2 8UE TP, A0 Action B8, HZ
BAFN "Action”, SHEUEN "Describelnstances”, [KIt#% b /55N Action=Describelnstances,

TR

“BRUE" AR AAETTIE url FmASfERIMES

RIS EIE N SR & PHEE —iEE, REAERIIERTFREN:
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Action=DescribelInstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&R

3. PR RTITE

DA RS ST, SR ESCTFIFER BT LD SR

135K 77T 3R POST M1 GET /7=, XHMEH GET 5K, HESENEKRE,

2. IERFENLAEFLHFIFR (Describelnstances) IIERIBA N @ cvm.tencentcloudapi.com o SEFRAYIERIK
LARYERE TP B SRR AR AN, 1R A2 3B,

3. IEREREE: MAThRA T AP YIESKERFEEE N / o
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4. TR TR R BB —25 A AT TSR AT £
B SCRIPHERINCY © WERAGE + ERENL +IEKREE + 2 + ERFRFE
RPN PHESTR N

o

GETcvm.tencentcloudapi.com/?Action=DescribeInstances&Instancelds.0=ins-09dx96dg&Lim

4. HEEL (WMD)

P RRA R B, B SE(ER HMAC-SHAT SR b — P rhif S RRRXX FRBI TSN, RS RIS
/] Base64i1 T84S, RIRIIRSGREAHIES H,
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public static string Sign(string signKey, string secret, string SignatureMethod)

{

string signRet = string.Empty;
using (HMACSHAl mac = new HMACSHAIl (Encoding.UTF8.GetBytes (signKey)))
{
byte[] hash = mac.ComputeHash (Encoding.UTF8.GetBytes (secret));
signRet = Convert.ToBase64String (hash);
}

return signRet;
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5. REUARE BRI EERER

# SKPRAA, NG rTREANSRZ IH B R O =7 B 1 2% (AR APyt honl&E B WP Z X get 1K)
resp = requests.get ("https://" + endpoint, params=data)

print (resp.url)
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REASENNIER BN
https://cvm.tencentcloudapi.com/?Action=DescribeInstances&Instancelds.0=ins-09dx96d

TEA R

endpoint AR&sHutlE, #l40 © cvm.tencentcloudapi.com
data AP| 3.0%% VIFTZS R0 24, TR SXEFREMITENESA CBENEAIA data
TR

RN R @ BRI R (sd) ARTERH]
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T RBIFR YA 2 AR, N RIS R S wii ],  KIANSR b unl fEX S8R4T A curl S an 1A H
N 2R EEERER @ S, I TREBEI— DRI UEERER url , FEAEUOREIFHY Secretld F1 SecretKey HHESL
R, I RS 4 RN 2 E A Timestamp,

N T EIEBRES AR, TEH NETBS A, Fff LSRR BRI, RIS, EANEZEOMSE
RYEEER L b4 Ao e, RIS PNt E, IR E& @AM, EhRrREREMEH SDK,

6. B ERYRIG

AR B IF A REIE R E NSRS HL, 2N HH T URL Zwid,

M E—DERIBEZEN ElixrxrxxrxxrxxrxrrxcGel= , RABIELHBIERSE (Signature)

H L ELiP*xkrkxxkxkkxkkkxkxkkxxxoT1%53D | ERFHTAERBRAKNIER URL,

TR

AR P BIE SRR GET, s#E K718 POST [FIE Content-Type 4 application/x-www-form-urlencoded, |
RIRTE RN A IE K SEWEITREM URL 9wid, ZEEENI=1F 5~ FHERmMIL, JF ASCI FFFHE URL midaiaREst
LLUTF-8 i1 74mh5.

HEERIRIE SN R B BN TS S80H1T urlencode, fEXRMEILT, BEATREXEA /T URL WIS 17, &
TP URL mid 2 S 344 KW,

HASEUE M FZHI T4, SR RFC 3986, I %XY AR FAFHIAII 73T H 7 Hedmtd, H
HXTRTY " R SEEIIFRE (0-9 RIRBFR/E A-F) |, /NGRS &SR,

7. API 3.0%4% V15
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https://tools.ietf.org/html/rfc3986

= API

using System;

using System.Collections.Generic;
using System.Net;

using System.Security.Cryptography;
using System.Text;

public class Application {
public static string Sign(string signKey, string secret)
{
string signRet = string.Empty;
using (HMACSHAl mac = new HMACSHAIl (Encoding.UTF8

RN R @ BRI R (sd) ARTERH]

.GetBytes (signKey) ) )
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}

byte[] hash = mac.ComputeHash (Encoding.UTF8.GetBytes (secret));
signRet = Convert.ToBase64String (hash);
}

return signRet;

public static string MakeSignPlainText (SortedDictionary<string, string> request

{

string retStr = "";
retStr += requestMethod;
retStr += requestHost;
retStr += requestPath;
retStr += "?2";
string v = "";
foreach (string key in requestParams.Keys)
{

v += string.Format ("{0}={1}&", key, requestParams]|[key]);
}
retStr += v.TrimEnd('&"');

return retStr;

public static void Main(string[] args)

{

/] BB

string SECRET_ID = "AKIDz8krbsJb****x*x*xx**m Px3EXAMPLE";
string SECRET_KEY = "GUStIXGAR*****x x4k *x*EXAMPLE";
string endpoint = "cvm.tencentcloudapi.com";

string region = "ap-guangzhou";

string action = "Describelnstances";

string version = "2017-03-12";

double RequestTimestamp = 1465185768; // K[AJBL 2019-02-26 00:44:25, IWSHIE
// long timestamp = ToTimestamp () / 1000;

// string requestTimestamp = timestamp.ToString();

Dictionary<string, string> param = new Dictionary<string, string>();
param.Add ("Limit", "20");

param.Add ("Offset", "O");

param.Add ("Instancelds.0", "ins-09dx96dg") ;

param.Add ("Action", action);

param.Add ("Nonce", "11886");

// param.Add ("Nonce", Math.Abs (new Random () .Next ()).ToString());

param.Add ("Timestamp", RequestTimestamp.ToString());

param.Add ("Version", version);

param.Add ("SecretId", SECRET_ID);
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param.Add ("Region", region);

= API

SortedDictionary<string, string> headers = new SortedDictionary<string, str

string sigInParam = MakeSignPlainText (headers, "GET", endpoint,
Console.WritelLine (sigInParam) ;

string sigOutParam = Sign (SECRET_KEY, sigInParam);

Console.WritelLine ("GET https://cvm.tencentcloudapi.com") ;
foreach (KeyValuePair<string, string> kv in headers)
{
Console.WriteLine (kv.Key + ": " + kv.Value);
}

Console.WritelLine ("Signature" + ": " + WebUtility.UrlEncode (sigOutParam)) ;

Console.WriteLine () ;

string result = "https://cvm.tencentcloudapi.com/?";
foreach (KeyValuePair<string, string> kv in headers)

{

result += WebUtility.UrlEncode (kv.Key) + "=" + WebUtility.UrlEncode (kv

}

result += WebUtility.UrlEncode ("Signature") + "=" + WebUtility.UrlEncode (si

Console.WriteLine ("GET " + result);

APl 2.0%%

WA ARG, A EREE LR API 3.0884% , ARG, THIEETE AP Explorer FYRER BRAERR >

API 2.0 WA THR(E,

TR

FELA T R R ERTRED, TEARYESCPRTE UL R,

FHIRAY IR
AuthFailure.SignatureExpire B, Timestamp S-S5 252 UETE K YIS [RIFH Z& A5t

EAANPE, WEFERI G EEEPR GOSN, BOPEH T v IsEZ 7

AuthFailure.SecretldNotFound

e
rhFaiure Scraturepaiure | DRI AHERER IR, SEE G S LRI A,
=19 HATRER 554 SecretKey 4512 B,
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https://console.tencentcloud.com/api/explorer
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AuthFailure.TokenFailure G IE Token 512,
AuthFailure.InvalidSecretld BHHIEE (N2 AP Z5H2R)
N —+
IR [A] 45
IEREISE R

MRS eariZ BB LHIIRAFFZ (DescribelnstancesStatus) 2017-03-128A K fl, #HiEA Y, HATRERIR
E40F
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"Response": {
"TotalCount": O,
"InstanceStatusSet": [],

"RequestId": "bb5b41468-520d-4192-b42£f-595cc34beclc”

}

Response MNMHEWHEH RequestIid EEIENTFE, LIRERBIIGE, RE AP T, MAERKE,
RequestId T APIIERIME—FRIR, 405 API ML=, nILUBERIRAT], FHI24L1% ID SRR Hn)E,
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PR EERTFEA, HRERH B OE B, NRIBEE PR Y 7S WA O SCR Y E o Bl
TotalCount # InstanceStatusSet I/ DescribelnstancesStatus #Z117E X FE, HTHIERIHS
HNERE SRS HEH], Kt Totalcount TEMIEM THVIREMEN 0, InstanceStatusSet ZFlIFRHNZE,

HBRESR
HVAFAI, HOREERBIAT T

"Response": {

"Error": {
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"Code": "AuthFailure.SignatureFailure",

"Message": "The provided credentials could not be validated.

H

"RequestId": "ed93f3cb-f35e-473f-b9£f3-0d451b8b79ceE"

}

Error H"] ﬁfﬂ{k%%lﬁlﬁ*ﬁm%wo

TEOE IR [ETH

Code FRNEMRMFEIIEEIRID, 21K HEEIN Al DUCARYEIZ RN CE 22 HE A URAG AN 21 i B2 O LAY B IR AD 4155 B

PO W[ R R T 2%

Message R TIXMERAENENERE, BEELSZRESAEMEE, HCRRRE

PR R el A E I,

= API

Please che

Error TEIERENIK code # Message FBAEVEFIMS

O BT, M

RequestId FT— APIIERIIME—FRIA, AR APl HIBLSH, RIDURRTA], FFHAL1% 1D SRR A,

NIERY

REEERAPAIRIFE Error 7B, WIZIRTAR APl #2128, Error HHY Code T B FORHH RIS, ATALF5HLATHE
BRVER RS N N IEERN, TR 7R,

TR
AuthFailure.InvalidSecretld
AuthFailure.MFAFailure
AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire
AuthFailure.SignatureFailure
AuthFailure. TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation
FailedOperation

InternalError

InvalidAction

InvalidParameter

InvalidParameterValue

FRAXFT A - IR R ks AR

SR
#IEE (MRS AP EHZEAD
MFA 512,

EHRFLE,

Lz apus 1N

B,

token #5512,

THRA CAM 24X,

DryRun #fE, REFERFRBHIN, HLEZ

(SIS
PIFREA 1R
B OAFE,
SRR,

SRIUEH IR,

f£7 DryRun %4,

64 24477
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LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

RN R @ BRI R (sd) ARTERH]

R,

RO BEHIR,

B LR A E

FRA I T R,
YR 4

VR .

VR,

i

RITRURLE.
RAIBHHIR,

BAEASH,

HTTPS 16K J7 %R, HSCRF GET M1 POST 1K,

AN SR G iR,

= API

65 $£244 71



%) iit= A
GO AP

ol N TE]  2023-03-07 18:16:40

TERZ AP R FHER3.0 , IZRCAHEAT T HEREIL(L Bl 2. SCRmbastlsdz AL DiINIE TR R, &0
MR E AN, FRMS DA E N2, SDKIGANE NJGERE, IHEEMT EIGER BN M X HEEX GO

AP A 5 TG T e SR,

REXFrRSSa (CVM) . =hE (CBS) . FVEML (VPC) . % (TencentDB) < BTN, JE5k
REFFHMI A, BOEHIR.

T PRE RS

1. Rk (endpoint)

API SRR s A (140 cvm P @848 cvm. tencentcloudapi.com ) , HWICRHEE HBIHA iR
(40 = T HIBAYIE A cvm. ap-guangzhou. tencentcloudapi.com ) , FHURBEUL T XIS HH+
FUIsA R, RIS DA™ i B TR R EEHY SRS W I 2 705 SR Iz iR,

R

XN AEBUK NS5, 2GR E T L 34

2. BE PN
BEIRZ AP IIFTE B2 LI HTTPS MHMTIEIE, 122 & Mk i (2 i,

3. WERAGE

TR HTTP i8R 51 ¢

POST (##)

GET

POST &3k 1Y Content-Type ZE7! :

application/json (#£#¢) , WAFEHE$ 777 v3 (TC3-HMAC-SHA256)

application/x-www-form-urlencoded, #4777 vi (HmacSHA1 8¢ HmacSHA256) .
multipart/form-data (R #EISCH) , DA% 771% v3 (TC3-HMAC-SHA256)

GET 15 RIVIE R/ N 5iEEE32KB, POST 1HRMEHKE#A % v (HmacSHA1, HmacSHA256) I A5t
1MB, POST i&R{FEHZH 51 v3 (TC3-HMAC-SHA256) I SZ+510MB,

4. FRI9RS
¥EF UTF-8 4t

RN R @ BRI R (sd) ARTERH] %566 1244711


https://www.tencentcloud.com/product
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INHSFE
WiBH :
BB AR PRI O S A0S, R R B e B TR R IR,

B2 V3 NS

B IR v3 CHRHFME TC3-HMAC-SHA256) HHEER A iiE v (BRI RER MM TR) , R E, X
FREERRVIER T, Sk POST JSON 183K, MERER —Efrt, #EEFMERZEA RIS, MHGEL T &4
TN o

BT pem) é ik

X-TC-Action Strin a BAERZ 2N, BUESE 0 SR A S BN LS8 Action FYTERA,

9 Blan = ARSS A& R SLEF 242 0, BUYE Y Describelnstances.

HRBEL, P SRFPRIA A SRR N s e, 32 2 IS EE S %

X-TC-Region  String - BRIt A SN HEB 5L Region TR, R | REEORBEMSS
BB, BOSUSHIXIARAIE, HNEEEBRSEEASER,

X-TC- nteger | YHT UNIX ISR, PIIdsRAEE AP ISR AL, 40 1529223702, T
Timestamp 9 T B MRS RSEN SRS, 23RS,

X-TC- Strin o BRAERY AP BYRRAS, BUEZSZ R SRR A S RS54 Version HITEHH,
Version O BinZ s kA 2017-03-12,

HTTP tre B NIESLER 7B, B4 : TC3-HMAC-SHA256
Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
SigNAtUIE=7264046a8**+*****srrrssssrrsssssrrrssssssrirsirss 2065051 68
Hrp

TC3-HMAC-SHA256 : %544 751%, HiEE BIZE,

Credential : %4451k, AKIDEXAMPLE & Secretld,

Authorizati i i
uthorization - Stfing R bt & UTC AR EIY, TRIAAEERTA S X-TC-Timestamp Ht

Y UTC ARUERT TR HHI—2
service 7= inta, EENIBAFTS, HIAIEE cvm.tencentcloudapi.com
BEIRE -2 cvme AFEEBUEN cvm,
SignedHeaders : 2554 1HHESLERMEE, content-type Al host Jya4idisk
o
Signature : 2, THEIREEN T S
i IR =5 7 TREEGInN AR, InE

X-TC-Token String = [EINIEFB AT Token , FELSSIGNEH—EMEH, IEH2HH] Token

T R E PR ST A AR AR, K ANTR 2 Token,
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BLFHE V1 NS
ERZ4 55 v (BR2FME HmacSHA256 Al HmacSHA1) |, AHSHEE S —RE NG R E 4,
SR | DA% PN

BAEEZ ORI, RUESE R OSSR AS BN ISR Action #Y
Action String v W, BIANSARG SR AE R SLBINIRE O, REN

Describelnstances .

HIRBEL,  FIRARIR A ER A MR RdE, 52 RS2 AT sy
ESE R i AS BN IS E Region I, HER @ FE

Reqi Stri
egion g BOTBEERESH, BOSRPRMISRIE, i aEE
BB BHARER,
Timestamp Integer a MHT UNIX IFEIER, PIdsAEE APLIE SRV TEL, B4l
1529223702, ARG 4T EMEAET KR, =5EEHT IR,
Nonce Integer pies FENLIEEEEL, 5 Timestamp BE#SKE, H TR IEEBO S,
Secretld Strin o £ =APIEEY] ERIBRISRA S 1Y Secretld, —> Secretld Xt i
9 = —fJ SecretKey, T SecretKey 2 F R4k i% k%44 Signature,
Signature String a TERES, FRIRUERIE RV ETENE, 752 P RIE SRy A
SRUTERE, BRTEAES W T R HENH .
Version String o BRI AP IVRRAR, BUEZE ISR A S NS H Version 1Y
YiH, Bl ARSS 2RIRRAS 2017-03-12,
B2, HET3ZH HmacSHA256 Al HmacSHA1, HEEES
SignatureMethod  String 7 0 HmacSHA256 I, ¥ f#i ] HmacSHA256 HikiERE$, H
fE a4 HmacSHA1 RIE% 4,
IGEHEBATR Token , FRELLSIRREH LM, G2/
Token String = Token 7 ZL2 177 )& FEARSS VA A H2 CREL, K A% EH 3R 2E Token
HIRF R

BT iSRS, BARTHRTES S &7 o R TS 3K
AN, RERILIBE RARSS AR Hs Y] %,

GO API A 7=

BN AP A MEREIT M RIE, FPREERRZERIE, SR EPENEREITES (Signature)
FERESHTRZAE N ITE RSPz A 4RI LEEE 7 RIS s U AT K,
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https://console.tencentcloud.com/capi
https://www.tencentcloud.com/document/product/213/31574

A BT

= API

B FH Y Secretld F1 SecretKey 7752 © AKIDz8krbsJ5* ** * *x*x**mLPx 3EXAMPLE /]
GUSt 9XGAR* ** x x * *+x * xEXAMPLE , HIPMEEFR MR IRFS LN RinL " NWENIRE, FiRE—ZFEHE,

WU SR AT HE Dk

curl -X POST https://cvm.tencentcloudapi.com \\

—-H "Authorization:

-H "Content-Type:

TC3-HMAC-SHA256 Credential=AKIDz8krbsJb******xx*x**+m] Px3EXAMPLE/20
application/json; charset=utf-8" \\

—-H "Host: cvm.tencentcloudapi.com" \\
-H "X-TC-Action: DescribeInstances" \\
-H "X-TC-Timestamp: 1551113065" \\

-H "X-TC-Version:

2017-03-12" \\
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—-H "X-TC-Region: ap—-guangzhou" \\
-d "{"Limit": 1, "Filters": [{"Values": ["\\u672a\\u547d\\u540d"], "Name": "instanc

SE  PIERERIE

AR Z 2RI NEE, %4045 Secretld A SecretKey, £ P fZ% vl LUA AT %5%H,
Secretld : FHTHRIA API AR &4, AILARIEIEEO P 4.

SecretKey : F T5UE AP EHER B4y, AR S E 25,

TR

P SRS Z 2 FEUE, EitER, SNG4, Wity B A IZ L 2 FEIE,
A AP PR HE DU,  BIPTEATERE, AN T EAR -

@ Safety Wamning

* APl key is an important certificate to request for creating Tencent Cloud AP With the API, you can operate all your Tencent cloud resources. For your property and ser

* Please do not upload or share your key information by any means (such as GitHub). Once leaked to external channels, it may cause significant loss of your cloud asset:

G) Usage Notes
* The APl Keys is used to generate a signature when you call the Tencent Cloud APl [& .Check the algorithm for generating a signature [& .

* Your APl key represents your account identity and permissions, and acts as your login password. Do not disclose it to others.

* The last access time and the last accessing service are the last time and last service that used the current key to access a TencentCloud APl in 30 days. The access recor
record comes from CloudAudit [ and it only keeps the records of ccu_ntrol ﬂow AI?IS of APl level or resource level, Access to the data ﬂow APIs or service-level APls w

Create Key

AFPID Key Creation Date Last Access Time Las

Secretld: - Ia]
Secretkey: == Show

W2

1. 3B API 3.0 V3 A%

X471 v3 (TC3-HMAC-SHA256) TRk b 7 LIRTHIRE % 57k vi, THER 2, SKRFERIVIER, 52 json
X, TERER T, HEEMMRERTRTRE .

IR L BRI (bR ARSUERT] 5570 $£24477


https://console.tencentcloud.com/cam/capi
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Code Generating Online Call Signature generation Parameter Description Feedback

Signature generation Select the sit

For the APl 3.0 signature, please click the "Generate Signature” button below. The system will take the POST request metho
by step. Finally, you will be provided with a real URL that can be requested by POST.View signature document [ (When the

egenerate the signature process data)

Generate signature

TR

B, EIER API Explorer RS AR R TIRE, IEBEREAAIRAY Y AP1 3.0 %544 v3 7, RIDUAE RS AR 1
ATHAE, W E AR SDK A8, HEFFH B API BLEN7RE IWGREIES SDK, B&HE A iERT
18, WEHIE, ZFF Python, Java. PHP. Go. NodeJS. .NET, C++,

7~ API 2F§ GET 1 POST 13K, X+ GET /1%, H#F Content-Type: application/x-www-form-urlencoded 4%
Ro A FPOSTHIEE, HHiZ## Content-Type: application/json 28 Content-Type: multipart/form-data A%
X, json MRARZSEEEELFE, multipart AANUARPERE OISR, Iz O REMH json i8XEHH, & A
NSS4 SRR, HEFA(EH POST 155K, KRIAEMZERIFEE R, H GET ER AR 32 KB UINAYIE K
2

THLL BESHIGE ORI, 5P BA BRI RS, BANERZEORRD

1. ZRSERBINCITE, ZHEOREH ;

2. OB AN, NRUCRIABRIFRIIRS ;

3. WOE BN S, AL R SRR BEH AR,

1. PHEMVEER B
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https://console.tencentcloud.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://www.tencentcloud.com/document/product/213/33258

O BRE A

CanonicalRequest =

HTTPRequestMethod + '\\n' +
CanonicalURI + '\\n' +
CanonicalQueryString + '\\n' +
CanonicalHeaders + '\\n' +
SignedHeaders + '\\n' +
HashedRequestPayload

T BT e
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A BT

HTTPRequestMethod

CanonicalURI

CanonicalQueryString

CanonicalHeaders

SignedHeaders

HashedRequestPayload

RIELLER, REIHE

= API

HTTP &Kk 45iE (GET. POST) . M/RBIEUEN POST o
URI 2%, API3.0 EENERML () ,

KAE HTTP if3K URL HIVEIRFERFER, AT POST iEXK, [EENZEFEFFE™, HNT C
K, WY URL HAS (7) JEHETFFERAA, FIAN : Limit=10&Offset=0, i :
CanonicalQueryString F##2% RFC3986 #1T URLEncode, ¥4 UTF8, #HEFE{HA
BEMERE, FTERRTFRHIHRRNG, KE5ER,

SEELTGRER, £ E host Ml content-type FNSLEE, HATANA HE X3k

XA LUAR S B B ERAME— MR 2, PHERIN © SLEF key #1 value Gt —# i/ NE,
B EZEM, T4 key:value\\n #8I\HFZ ; 213k, &L key (UNED) I ASCII
1THHE, RBITESERZ content-type:application/json; charset=ut
8\\nhost : cvm.tencentcloudapi.com\\n , JE&E : content-type JAIELERA
fra, ALgREES NS ERIERTEE LA BaIEIN charset {H, AR IN AL AR
B, RFEHRREEI R

S EZELNSEBER, WRHKIE R AL LA 25 7% 4, Ml CanonicalHeaders
N R ——XT R, content-type A1 host @ISR,  HHEERIN : LI key Gi—4%)
5 203kl key CUNE) 12 ASCI AFitf1PHE, JHHMUDE () 77k, HREl

content-type;host

IERIESC (Requestpayload, Bl body, It /RN {"Limit": 1, "Filters":
[{"Values": ["\\u672a\\u547d\\u540d"], "Name": "instance—-name"’
P FE, THEMIESN Lowercase(HexEncode(Hash.SHA256(RequestPayload))),
HTTP & RIESCHi SHA256 67, ARG T/N#tfilgms, RIagms ki NgEF R, 5
GET i&3K, RequestPayload [EE N24F ¥, HRAITHREERZ
35e9c5b0e3ae67532d3c9f17ead6c90222632e5b1ff7£6e89887£1398934f(

FIRIMTEIE R ERAIT
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https://tools.ietf.org/html/rfc3986

O BRE A

POST

content-type:application/json; charset=utf-8

host:cvm.tencentcloudapi.com

content-type; host
35e9c5b0e3ae67532d3c9f17ead6c90222632e5b1£f£f7£6e89887£1398934£064

2. PGS H TS
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AT T RS PHE R R TR

StringToSign =
Algorithm + \\n +
RequestTimestamp + \\n +
CredentialScope + \\n +

HashedCanonicalRequest

FEALT iR
Algorithm BHEE, HAIEEHN TC3-HMAC-SHA256 o

RN R @ BRI R (sd) ARTERH]
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RequestTimestamp TERIN AR, BIiE KM NS X-TC-Timestamp HUE, HCS R H UNIX [
WEIRD, HRBIEYEDY 1551113065 .

EIUETER, #3700 Date/service/tc3_request, €l HHH, Pl RIVARSS FILL 1L 717 E

(tc3_request) . Date 7 UTC Frd#ERHRY B, BUEREMAISE X-TC-Time
#HEH UTC FRAER R HEI—3 ; service hr=ibth, M5 JARMN MG —, I
B&ERIE 2019-02-25/cvm/te3_request,

CredentialScope

R PR S a G SR BRI e, HEAREE
HashedCanonicalRequest ~ Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))). It RfliHHELERZE
5ffe6al04c0664d6b969fab9%al3bdab201d63ee709638e2749d62a09cal8d

TR

1. Date &7 MIN (AL X-TC-Timestamp THESE], HNXy UTC+0, ANSRMARGAMB XER, FIAIARNX, FF
SEE KM R, (E2E RNV E RN, FIZEREEZCH 1551113065, E4x/\XMEFEE 2019-02-26
00:44:25, {HZIHEIFEHY Date HX UTC+0 HYHIAR Jy 2019-02-25, i /& 2019-02-26,

2. Timestamp AU M ATRGN B, HFEFARGN FAIFRHER R FE 0, A0SRz 759 FheseE R, 4N
RENRAAAIFRER RIFEZE, ATRESBOS T —BRINFEG, HEROERWN, REIEA S R,

RRAELL BRI, RIS SIS PR AT
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TC3-HMAC-SHA256

1551113065

2019-02-25/cvm/tc3_request
5ffe6a04c0664d6b969fab9%al3bdab201d63ee709638e2749d62a09cal8d7031

3R A(NRED)
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secretDate := hmacsha256 (date, "TC3"+secretKey)

secretService := hmacsha256 (service, secretDate)

secretSigning := hmacsha256 ("tc3_request", secretService)

signature := hex.EncodeToString([]byte (hmacsha256 (string2sign, secretSigning)))
fmt.Println (signature)

IRAEHIEEH SecretDate . SecretService Ml SecretSigning & _itHIRVEHE, FIRECLEARI$TH]
T, B ERA RIS R,

TBARE e
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secretKey JRAA1Y secretKey, Bl Gu5St 9xGAR* *******x** *EXAMPLE
date Ell Credential ¥ Date F-EX{E S (FrAERTIRD), M RFIEMESN 2019-02-25
service B[l Credential 'y Service “FEE. HRBHIBUES cvm .

ﬁtﬁ:ﬁ”ﬂ—;@;g%%% 7204040 g8* KXk k Ak k kX h kXK Kk kXK Kk XK KKK KK XKk KKKk XKk XXk ***306525168

4. B Authorization
240 T #& =\ PFEZ Authorization :
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authorization := fmt.Sprintf ("$s Credential=%s/%s, SignedHeaders=%s, Signature=
algorithm,
secretId,
credentialScope,
signedHeaders,
signature)

fmt.Println (authorization)

FEAM iR
algorithm BXJTIE, EEN TC3-HMAC-SHA256 o
secretld ZEAXT Y Secretld, Bl AKIDz8krbsJ5*** *******m Px3EXAMPLE o

credentialScope Wbk, FUEVEHE, HRFIFESERE 2019-02-25/cvm/tc3_request o
signedHeaders Wz, Z25ZANLEER. WRHEIBUES content-type;host o

B fH, HWREITRAERZ

72e494ea8****************‘k*************************a96525168 °

signature

ARIELLERI, RBIH 1S EIREDR
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TC3-HMAC—-SHA256 Credential=AKIDz8krbsJ5*****x**xx*x*nPx3EXAMPLE/2019-02-25/cvm/tc3_re

RSB EMTT
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POST https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5S********xx*qPx3EXAMPLE/2019-0
Content-Type: application/json; charset=utf-8

Host: cvm.tencentcloudapi.com

X-TC-Action: DescribelInstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1551113065

X-TC-Region: ap-guangzhou

{"Limit": 1, "Filters": [{"Values": ["\\u672a\\u547d\\u540d"], "Name": "instance-na

RN R @ BRI R (sd) ARTERH] 582 1244711



EHBAT

5. API 3.0 &% V3B

= API

package main

import (
"crypto/hmac"
"crypto/sha256"
"encoding/hex"
" frot "

"time"
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func sha256hex (s string) string {
b := sha256.Sum256 ([]byte(s))
return hex.EncodeToString(b[:])

func hmacsha256 (s, key string) string {
hashed := hmac.New(sha256.New, []Jbyte (key))
hashed.Write ([]byte(s))

return string(hashed.Sum(nil))

func main () {
secretId := "AKIDz8krbsJH***x**x4*x4m[ Px3EXAMPLE"
secretKey := "GULOLIXGAR*****x**xx**x*xEXAMPLE"
host := "cvm.tencentcloudapi.com"
algorithm := "TC3-HMAC-SHA256"
service := "cvm"
version := "2017-03-12"
action := "DescribeInstances"
region := "ap-guangzhou"
//var timestamp int64 = time.Now () .Unix ()

var timestamp int64 = 1551113065

// step 1: build canonical request string
httpRequestMethod := "POST"
canonicalURI := "/"

canonicalQueryString := ""

canonicalHeaders := "content-type:application/json; charset=utf-8\\n" + "host:"

signedHeaders := "content-type;host"

payload := " {"Limit": 1, "Filters": [{"Values": ["\\u672a\\u547d\\u540d"], "Nam

hashedRequestPayload := sha256hex (payload)

canonicalRequest := fmt.Sprintf ("$s\\n%s\\n%$s\\n%s\\n%s\\n%s",
httpRequestMethod,

canonicalURI,
canonicalQueryString,
canonicalHeaders,
signedHeaders,
hashedRequestPayload)

fmt.Println (canonicalRequest)

// step 2: build string to sign

date := time.Unix (timestamp, 0) .UTC() .Format ("2006-01-02")
credentialScope := fmt.Sprintf ("%$s/%s/tc3_request", date, service)
hashedCanonicalRequest := sha256hex (canonicalRequest)

string2sign := fmt.Sprintf ("$s\\n%d\\n%s\\n%s",

algorithm,
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timestamp,
credentialScope,
hashedCanonicalRequest)

fmt.Println(string2sign)

// step 3: sign string

secretDate := hmacsha256 (date, "TC3"+secretKey)

secretService := hmacsha256 (service, secretDate)

secretSigning := hmacsha256 ("tc3_request", secretService)

signature := hex.EncodeToString([]byte (hmacsha256 (string2sign, secretSigning)))

fmt.Println (signature)

// step 4: build authorization

authorization := fmt.Sprintf ("%$s Credential=%s/%s, SignedHeaders=%s, Signature=
algorithm,
secretld,
credentialScope,
signedHeaders,
signature)

fmt .Println (authorization)

curl := fmt.Sprintf ('curl -X POST https://%s\\
-H "Authorization: %s"\\
-H "Content-Type: application/json; charset=utf-8"\\
-H "Host: %s" -H "X-TC-Action: %s"\\
-H "X-TC-Timestamp: %d"\\
-H "X-TC-Version: %$s"\\
-H "X-TC-Region: $%$s"\\
-d '%s'", host, authorization, host, action, timestamp, version, region, payload)

fmt.Println (curl)

2. 3RHX API 3.0 V1 iiA%4

B TTE NV BERGH, (ERIRER R 2R AN 1 vE, HEEMRAS 71 v3,

TR

R, B API Explorer FRIV“% 44 AR TIRE, IERRERAIRAR A API 3.0 %44 v1 7, ATLUERZE AT
HHATIRUE, JHRAL T2 ‘f)ﬁ—‘aﬁl SR oREI, el E R SDK i, HEFERBINA AP FLER 7 FvE UL 4R

RIES SDK, B&HE TEXMNERTSRE, HWEHK, SFF Python, Java, PHP, Go. NodeJS. .NET. C++,
RK%%%EE%%ﬂﬁ(%%MMWMm%)m*ﬁ%,é%?ﬁﬁp—%mﬁ,ﬁmiﬁﬁﬂ%mT
SRR 2104 ZRUE
Action PaRe=d Describelnstances
Secretld HHID AKIDz8krbsJ5* * **x*x*x*m,Px 3EXAMPLE
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https://console.tencentcloud.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp

O BRE A

Timestamp RIS TR 2Y 1465185768
Nonce BEMIEEEEL 11886
Region S FTAE X I8 ap-guangzhou
Instancelds.0 FrEs s e 1D ins-09dx96dg
Offset mis & 0
Limit S FINAR N 20
Version B RRAS 2017-03-12
1. BRI
HAENPTAE ERSEGRS B TIF (ASCHE) FHFHER.
TR

P 78T, SEERRRA N ETR], S5 RN,

1% ASCII 15 EE AN, 4 Instancelds.2 ZEHE(E Instancelds. 12 JGTH, FTEgTREE, WAREEUE, F P LUE B YR
FETE S HHYAE X B BECR S —hRE, 4l PHP H#Y ksort B

FATRBIZBIIPEFEERAT -
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= API

'"Action' : 'DescribelInstances',

'InstanceIds.0' : 'ins-09dx96dg’',

'Limit"' : 20,

'Nonce' : 11886,

'Offset!' : O,

'Region' : 'ap-guangzhou',

'SecretId' : 'AKIDz8krbsJb****x*xx*x*xqn]Px3EXAMPLE',
'"Timestamp' : 1465185768,

'Version': '2017-03-12",
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HERRFRIHES AN, AN EEREIHESEOEITHERE, [EIREE R —BE1A],

2. PHETEIAR &

AP BRA OB SR AT R I E— D HEF A1 RS EUS UL SR =28 P, Q1A Action B8, HZ
BN "Action”" , ZEU{E N "Describelnstances" , KL /EHE N Action=Describelnstances .

TR

“BRUE" R AAETTIE url Jmid fERMES

RIFTHE L EI BN SR & PHEE —iEE, RAAERIIERTIFE:
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Action=DescribelInstances&Instancelds.0=1ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&R

3. PHERIR LTI

AP BRA B R ST e S5 ESCFRFER DU J USSR Al

1. 38R K POST Ml GET A=, XHEMEH GET 5K, HEAENEKE,

2. 15 R FNLEFLFFIZE (Describelnstances) JIERIEHAH ¢ cvm.tencentcloudapi.com o SKFRIVIERIEK
ARAERE T B B A AN R AN E], A2 O B,

3. IEREEFE: HATHARZAPIRYIE KEGREEN /

4 15 RFRF A BB —2P A s I SR AT ER

BAESCRINPHERNY @ ERAFIE + EREN EREE + 2 + ERFERFE

RIRPHES R
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GETcvm.tencentcloudapi.com/?Action=DescribelInstancesé&Instancelds.0=1ns-09dx96dg&Lim

4. HHEEH (A

SRR LR, B HMAC-SHAT BiEx E— SN EB RSB T84, RERERNS4 S
i Base64 #1T4miY, HIRIIRISE S H,
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hashed := hmac.New(shal.New, []byte(secretKey))
hashed.Write (buf.Bytes())

fmt .Println (base64.StdEncoding.EncodeToString (hashed.Sum(nil)))

5. REUARERH RS ER
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= API

# EERER, BRIEARZEEE ORI ET SR (A Pyt honlE S HHIEEget 1HK)
resp = requests.get ("https://" + endpoint, params=data)

print (resp.url)
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= API

REASENNIE R -
https://cvm.tencentcloudapi.com/?Nonce=11886&Secret Id=AKIDz8krbsJ5******x*x***m[,Px3EX

TR R

endpoint AR&sHutlE, 40 © cvm.tencentcloudapi.com
data AP13.0 ¥4 V1 FioRAEEOSH, BER XEFEMITENS 4 EEN N A datad
TR
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T RBIFR RV EARY, N RIS R Y mi ], KNSR unl fEX S 8RR TFEE A curl S an w18 H
IR EERER @ BT, N TEEI— AT DUERRERY url, FTREESOREIFHY Secretld F1 SecretKey yE K
PEH, FEE RS M aiES BB E N Timestamp o

NTHEE RS GIE, THL Go BEEAM, FfF LRSS SR BRI, EREG. ARNEOMSH
BUEARLL B4 #2 0E, RSO RRERE A4t A8, AR EammE, Sk R&E[ A SDK.,

6. ¥4 ERYREG

AN R RE IR TE RS EL, TENHIET URL 4kl

M BRI EN  Bli*sxrxxxxkkkrsxxrrcGel= , RABEIVELHFIERSE (Signature)
N1 BLiP*kkkkkxxxkkxkkkkkkrxxxxeI1%53D , AP TAERBELRIER URL,

TR

AR A PGSR GET, s#& K718 POST [FIR Content-Type 4 application/x-www-form-urlencoded, |

RIRTE RN A IE KR SEWEIREM URL 9wfd, ZEERNI=1F 5~ FHERmI, IE ASCI FFFE URL JmidaiaREs

LLUTF-8 i1 74mh5.

HERIRIE S NG E R B EINATE SE0HAT urlencode, fEXRMELT, BEATREXNEA /T URL WIS 17, &

TP URL mid 2 S 34 KW,

HnSHE M FEMNATHRIG, JmiSRA RFC 3986, i exy MRHRFERHIANNFETE 7L, Hb x Ml
Y NHNERIERF (0-9 HIREFREA-F) |, /NGRS IRER,

7. API 3.0 &4 V1RB
BE:
A REH BT 7, WFERSGRAIERE, FERAESE params Bh1_E THEIFMS RIS 5 EE,
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http://tools.ietf.org/html/rfc3986

= API

package main

import (
"bytes"
"crypto/hmac"
"crypto/shal"
"encoding/base64"
"net/url"
"fmt"

"sort"
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func main () {
secretId := "AKIDz8krbsJS***x**x*x*x+m Px3EXAMPLE"
secretKey := "GULLIXGAR******xx &4 *EXAMPLE"
endpoint := "cvm.tencentcloudapi.com"
params := map[string]string{
"Nonce": "11886",
"Timestamp": "1465185768",
"Region": "ap-guangzhou",
"SecretId": secretId,
"Version": "2017-03-12",
"Action": "DescribelInstances",
"InstancelIds.O0": "ins-09dx96dg",
"Limit": "2o",
"Offset": "o",

var buf bytes.Buffer
buf.WriteString ("GET")
buf.WriteString (endpoint)
buf.WriteString ("/")
buf.WriteString("?")

// sort keys by ascii asc order
keys := make([]lstring, 0, len(params))
for k, _ := range params {
keys = append (keys, k)
}
sort.Strings (keys)

for i := range keys {

k := keys[i]
buf.WriteString (k)
n:")

buf.WriteString

buf.WriteString (params[k])

(
(
(
buf.WriteString("&")

I
buf.Truncate (buf.Len() - 1)

hashed := hmac.New(shal.New, []byte(secretKey))
hashed.Write (buf.Bytes())

signature := base64.StdEncoding.EncodeToString (hashed.Sum(nil))
fmt.Println (base64.StdEncoding.EncodeToString (hashed.Sum(nil)))
final_signature := url.QueryEscape (signature)

fmt.Println(final_signature)
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TR

TEAELL T2 R R R, TEARYE SR E i B,
IR IR AR
AuthFailure.SignatureExpire B, Timestamp 555 arHE IEITE KIS R HE 22 S #7778,

, BN, WEEH G EERHR NN, 2OV EHI Ty &S T
AuthFailure.SecretldNotFound -
TAFo

BHHR, AREREAITRMR, EEHELIRRNNA TS,

AuthFailure.SignatureFailure .
o HATHE R4 Secretiey 441 SH1Y,

AuthFailure.TokenFailure IEHIE Token 4512,
AuthFailure.InvalidSecretld EEHIEE (NEs AP &5

SUAEIESES

IEfREIESR

VIR esmiZ 1B B AR AR (DescribelnstancesStatus) 2017-03-12 it A, EEF AN, HATRERIR
[\
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"Response": {
"TotalCount": O,
"InstanceStatusSet": [],

"RequestId": "bb5b41468-520d-4192-b42£f-595cc34b6clc”

}

Response NMHWNHI RequestId REIERITFE, LRIEREIIGE, HEAPIE T, MpESIKE],
RequestId T —1 APIIERIME—FRIR, 405 API ML, nILUBERIRAT], FHH24L1% ID SR Hn)E,
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BRT EERTFEA, HRERH BAREOE FE, AR CPmR [EHY 7BeS WA O SCR Y E o el
TotalCount # InstanceStatusSet I/ DescribelnstancesStatus #Z117E X FE, HTHIERIHF
BRSERE SRS HEH], Kt Totalcount TEUIEM THVIREMEN 0, InstanceStatusSet ZFlFRHNZE,

HBRESR
HVAFAI, HOREERBIATT )

"Response": {

"Error": {
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"Code": "AuthFailure.SignatureFailure",

"Message": "The provided credentials could not be validated. Please che

H
"RequestId": "ed93f3cb-f35e-473f-b9£f3-0d451b8b79ceE"

}

Error HIHIFMRESRZIERAMAKN, Error FTERIEFRIHWHN code M Message FEAEVEMRIKIS

TR TE IR [E Y o

Code FRNEARMFEIIEEIRID, iR HEEIN Al DUCARYEIZ RIS CE 22 LB URAG A 21 BB O LAY B RS 4155 B i
PO W[ R R T 2%

Message /R TIXMEIRAEFEMARER, BEELFEESARIEL, HORREREH R ZESE T, M
FHAS AR [EHEL

RequestId HTF— APIIERIYME—FRIN, AR AP IR, AIDUBCREA], FHHRALX 1D kMDA,

NI

R EIEERAPAIRIFE Error 7B, MIZRJAM API#Z12K.  Error HHEY Code T B FORHH IR, ATALF5HLAIHE
BUBRE A NI TR, TRIIH T IR,

IR IR R
AuthFailure.InvalidSecretld EHIEE (2 APIEHIAD) |
AuthFailure.MFAFailure MFA 512,
AuthFailure.SecretldNotFound FHAF,
AuthFailure.SignatureExpire i,
AuthFailure.SignatureFailure TR,

AuthFailure. TokenFailure token & 1%,

AuthFailure.UnauthorizedOperation TERA CAM FZHY,

DryRunOperation DryRun #fF, REIERFZZENN, HEZET DryRun 2L
FailedOperation BRI

InternalError BB IR

InvalidAction PEOAFES

InvalidParameter SRGE R,

InvalidParameterValue ZREUESE R,
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LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

RN R @ BRI R (sd) ARTERH]

SRR,

O BEHIR,

B LR A E

A I T R,
YR 4

VHER .

VR,

YRR AT,

RITRLRLE.
RAIBHHIR,

BAEASH

HTTPS 16K J7 %R, HSCRF GET M1 POST i#K,

AN SR G iR,

= API

$101 24471



& WRE o
Java APl

T BTN E) ¢ 2023-03-07 18:16:40

FEINZ AP 281 THE3.0, IZhRAHET TIEREILL H A thIsliil . Sl s A, ViR TR R, #0
MOAEANTEAN, SRR E N, SDK AN ERE, LRGN SRS fhe X HEER Java
AP A 5 TG T SR,

REXFRSSa (CVM) . =iEsE (CBS) . FVEML (VPC) . % (TencentDB) < [E TN, JE5k
REFFHMI A, BOEHIR.

T RE KRG

1. fR% st (endpoint)

AP| SZEE R HIISEE A (B4 © cvm PEEER%N  cvm.tencentcloudapi.com ), HSHRHEE MBS A
(BI40 : TOINHBSIS% N cvm. ap-guangzhou. tencentcloudapi.com ) , FHURSEL T NS
MHIRE SR, IS S DA S T8 SRES MY SRS I T2 75 SRzt

TR

XS HE AU 55, ISR A H IR 3

2. J@fE N
IERz APl FYFTE #1398 HTTPS #HTi@1E, Rfte R ettrvmEa

3. ERGH.

SR HTTP iR /71 ¢

POST (Ht#)

GET

POST 13K 5 Content-Type %! :

application/json (#E#¢) , A4 771 v3 (TC3-HMAC-SHA256)
application/x-www-form-urlencoded, %715 vi (HmacSHA1 8 HmacSHA256)
multipart/form-data (({ER73HEO3H:) |, BAUERREH 777 v3 (TC3-HMAC-SHA256)

GET 1 KIVIE RO A/ NG 32KB, POST IR # /15 v (HmacSHAT, HmacSHA256) A5t
1MB, POST i#&REH% ¥ 777% v3 (TC3-HMAC-SHA256) I =Z+510MB,

4. PRI
dH UTF-8 4ifid,
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https://www.tencentcloud.com/product

®

=i ~A

N

N =

‘\/\\

W\

NHBHEM TP ORRSE, SRIERGFEENIES, TRERARIEK,

B2 V3 NS

AR v3 (BRHEFME TC3-HMAC-SHA256) #HLEE A TiiE vi (B AT RER M4 TR , BRE, X
FREERIYIEREL, SR POST JSON 183K, MR —EfErt, #EFMERZER TR RSN, MHAGEL T &4
TENA

eyl A uE i

BRI, BUES B OSSR A SN IS I Action BT,

X-TC-Action String T BIIEIRSS B S EI PO, HUE Y Describelnstances,

B R, FRFRIR A SR R N IR BUE . B2 82 IR EUE S %
X-TC-Region  String - PEOISC RS ASBUN LS Region IUTERH, R | BEEOARBRELE
BB, BOSEH X AR, HNEEER RSB ER,

X-TC- Integer MET UNIX IR, AICsR &R APLiERIVE, 1411529223702, &

Timestamp B . MR GRS ENEEEETs 7P, 25ESHTHHEIR,

i

BRERT AP IVRRAS . BUESE 4% LSO AS RIS Version I,

X-TC-Version String HA0 = ARG 2R i A<2017-03-12,

fim

HTTP tnife B INIESLE B, #l40 © TC3-HMAC-SHA256
Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,

Signature=72e494gg8******* xxiiktiimmmiiiii 296525168
Hrp

TC3-HMAC-SHA256 : %4471, H#iiE & iZIE,

Credential : %4 1E, AKIDEXAMPLE /& Secretld,

Date /& UTC trfEINRIFY HIEA, BUETREM/NHSE X-TC-Timestamp #t
Y UTC ARERT TR H I —2K

service M=, @ AR, BIA1E% cvm.tencentcloudapi.com
BRE S cvm o AP EEBUEN cvm,

SignedHeaders : 258 AR ISLEREE, content-type 1 host Jy#43%
SR,

Signature : ZHHE, HHEIREIEI TS

fim

Authorization String

&I UE-FAFHAEY Token , FFEEE SR —EMEH, Imi 251 Token

X-TC-Tok i
C-Token  String A s RS TR AR, KM R 3838 Token,

i)

BEFENV1 DEBE
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O BRE A

ERZ4 5 v (B 2FME HmacSHA256 Al HmacSHA1) |, AHSHEE S —RE NG R E 4,

BAEEZOM, RUESE R DSOS AS BN ISR Action #Y
Action String v Wi, BIANSARSS AR A SLBISIRE L, BUEN

Describelnstances,

HIRBEL,  FIRAR IR AR ISR R, 2 32 Ay s
HSE RO AN IES R Region UL, HER @ FE#E

Reqi St
egion ring ORBEEBRSH, BOSEHPRMISRIG, ENEEEE
ESBHARER,
Timestam Inteqer = LHT UNIX IHEIER, mIdsRA RS APLIE SRV TR, Fl40
P 9 1520228702, AT MAI FIZES K, 2822 IR,
Nonce Integer P FEHLIEREEL, 5 Timestamp BEEEER, TG IEE RS,
Secretld Strin o £ =APIEY] ERIBHIARIR S 7Y Secretld, —™ Secretld X WMk
9 = — SecretKey, i SecretKey 2 Fi>RA: k1% K254 Signature,
Signature String . TERES, HREIEMRIE R EEN, FEH P RIELERH A
SEITES . BRTEGIESI TS SR TENH
Version Strin o RVERT APL U, BUEZE ISR A S NS H Version (1
o B, BIANZ RS SRR A 2017-03-12,
%4773, HET%$ HmacSHA256 f1 HmacSHA1, HATRENRS
SignatureMethod ~ String % #9 HmacSHA256 B, F{#H HmacSHA256 BIEKIES £, HAth
G IE#E F HmacSHAT SKE%& 44,
ImINUEF TR Token , FRELEGIMNEH—EMH, ImI25H/
Token String = Token 3522217 ) EBARSS VAL IREL, KHAZEARTREE Token
HhIE| 2=

B T2 iSRS R, BRI TES S &7 o R TS 3%
fan, SERIIASE TIRSS G HiE 1,

Java API JEH 770

BN AP A MEREITH P RIE, AP REERRZ2RIE, 23R EPBENEREITES (Signature)
BERESHTR ZAE N IHTER SRz 04 R LEEE 7 R U AT K,
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https://console.tencentcloud.com/capi
https://www.tencentcloud.com/document/product/213/31574

A BT

= API

B FH 1Y Secretld F1 SecretKey 7752 @ AKIDz8krbsJ5* * % * % ** x* *mLPx 3EXAMPL Al
GUSt 9XGAR* ****xxxxxxEXAMPLE , FFVEER MXBARSGSIRG N AR " EHIIRE, FOREl—S80E,

WU SR AT HE Dk

curl -X POST https://cvm.tencentcloudapi.com \\

—-H "Authorization:

-H "Content-Type:

TC3-HMAC-SHA256 Credential=AKIDz8krbsJb******xx*x*+m] Px3EXAMPL/201
application/json; charset=utf-8" \\

—-H "Host: cvm.tencentcloudapi.com" \\
-H "X-TC-Action: DescribeInstances" \\
-H "X-TC-Timestamp: 1551113065" \\

-H "X-TC-Version:

2017-03-12" \\
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O BRE A

—-H "X-TC-Region: ap—-guangzhou" \\
-d "{"Limit": 1, "Filters": [{"Values": ["\\u672a\\u547d\\u540d"], "Name": "instanc

SE  PIERERIE

AR Z 2RI NEE, %4045 Secretld A SecretKey, £ P fZ% vl LUA AT %5%H,
Secretld : FHTHRIA API AR &4, AILARIEIEEO P 4.

SecretKey : F T5UE AP EHER B4y, AR S E 25,

TR

P SRS Z 2 FEUE, EitER, SNG4, Wity B A IZ L 2 FEIE,
A APIE P HE T, BOATE TAREL, 40 FEIFR

@ Safety Wamning

* APl key is an important certificate to request for creating Tencent Cloud AP With the API, you can operate all your Tencent cloud resources. For your property and ser

* Please do not upload or share your key information by any means (such as GitHub). Once leaked to external channels, it may cause significant loss of your cloud asset:

G) Usage Notes
* The APl Keys is used to generate a signature when you call the Tencent Cloud APl [& .Check the algorithm for generating a signature [& .

* Your APl key represents your account identity and permissions, and acts as your login password. Do not disclose it to others.

* The last access time and the last accessing service are the last time and last service that used the current key to access a TencentCloud APl in 30 days. The access recor
record comes from CloudAudit [ and it only keeps the records of control-flow APls of API level or resource level. Access to the data-flow APls or service-level APls w

Create Key

AFPID Key Creation Date Last Access Time Las

Secretld: - Ia]
Secretkey: == Show

W2

1. 3B API 3.0 V3 A%

%A 7515 v3 (TC3-HMAC-SHA256) HhfiE L= 7 LIRS 5k vi, THER 2, SKRFERIVER, SZHF json
X, TERER T, HEEMMRERTRTRE .

IR L BRI (bR ARSUERT] 55106 3424471


https://console.tencentcloud.com/cam/capi

O BRE A

Code Generating Online Call Signature generation Parameter Description Feedback

Signature generation Select the sit

For the APl 3.0 signature, please click the "Generate Signature” button below. The system will take the POST request metho
by step. Finally, you will be provided with a real URL that can be requested by POST.View signature document [ (When the

egenerate the signature process data)

Generate signature

TR

BRI, B AP Explorer 2544 ERAE R ITRE, JEREESIRA N API 3.0 %44 v3 7, RTLUE A4 fit
FTERNE, thrTE A SDK A5, HEFEE RIS AP BLER 7R WHIgRIEIE S SDK, BB T84 MIE R
18, WEHIKE, ZFF Python, Java. PHP. Go. NodeJS. .NET, C++,

7~ API 2£§ GET il POST 153K, X+ GET /1%, H#F Content-Type: application/x-www-form-urlencoded #i¥4%
Ko XF POST /5i%, Huii5F; Content-Type: application/json 2% Content-Type: multipart/form-data Fff A%
K, json MeRARZEHEITIGCRE, multipart A8 X ERPERE Sk,  WINIZEE O REEREA json MU, Z2EE
PSSO SR B, HEFARE POST ik, ROWMEIIERIFLAES, H GET 5K R32KBLAAIIE K T,

DL B AL BRG], SRR R, BANERZEORRN ¢

1. ZIRGHRBIACTHE, ZEOEE .

2. IR AN, FRAEA BRI,

3. EOEEMNSERER S, AU SRR M R AN,

1. PHEMVEIER B

RN R @ BRI R (sd) ARTERH] 55107 3424471


https://console.tencentcloud.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://www.tencentcloud.com/document/product/213/33258

O BRE A

CanonicalRequest =

HTTPRequestMethod + '\\n' +
CanonicalURI + '\\n' +
CanonicalQueryString + '\\n' +
CanonicalHeaders + '\\n' +
SignedHeaders + '\\n' +
HashedRequestPayload

T BT e
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A BT

HTTPRequestMethod

CanonicalURI

CanonicalQueryString

CanonicalHeaders

SignedHeaders

HashedRequestPayload

= API

HTTP &k 45iE (GET. POST) . M/RBIEUESN POST .
URI 2%, API3.0 EENERMT () ,

Rt HTTP 153K URL HYEIFRTE, N T POST iEXK, EENZEFRE", NT C
K, W29 URL HRAE (?) EHEFRBHENZE, G40 Limit=10&0ffset=0, & :
CanonicalQueryString 5 212% RFC3986 #1T URLEncode, F1F% UTF8, #EFA(HA
BEWMIEE, FTERRFIFEHRRE, KE5E

BLARIIKIVEE, B2 host Fl content-type FiANSKER, HIATIA E 2 XAk
A LU H B IE R ME—ME R 2, PHERIN © SKER key 1 value G —#2 /NG,
B2, 14 keyvalue\\n HEPHE ; Z13KE8, 4IEELES key UNED) Y ASCII
1THHE, RBITESERZ content-type:application/json; charset=ut
8\\nhost:cvm.tencentcloudapi.com\\n o

EX : content-type DML ENVHETFS, BLREESMEENFEREEHLS
B charset {8, ARFANMEENA—B, REFZEEZHBRERBL

S HELWELERMER, WAL KIE R G ML LS5 744, Ml CanonicalHeaders
EBNA R — XY, content-type I host Jg0i%eskiil, HHEMINI : SLEE key Gi—4%)
H 203kl key CUNE) 12 ASCI AR THHE, RS () 77k HREL
content-type;host

1ERIEX (Requestpayload, Bllbody, M RIF {"Limit": 1, "Filters":
[{"Values": ["\\u672a\\u547d\\u540d"], "Name": "instance—-name"’
W FE, THEMIESN Lowercase(HexEncode(Hash.SHA256(RequestPayload))),
HTTP &R IESCHi SHA256 a7, SRJGT/N#tfilgms, RIagms ki NgEF R, 5
GET i&3K, RequestPayload [EE N2¢ ¥, HRAITHREGERZ
35e9c5b0e3ae67532d3c9f17ead6c90222632e5b1ff7£6e89887£1398934f(

ARIELLERI, RGP SEIR TSR BT
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https://tools.ietf.org/html/rfc3986

O BRE A

POST

content-type:application/json; charset=utf-8

host:cvm.tencentcloudapi.com

content-type; host
35e9c5b0e3ae67532d3c9f17ead6c90222632e5b1£ff7£6e89887£1398934£064

2. RS H TS
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O BRE A

AT RS PHE R B TR

StringToSign =
Algorithm + \\n +
RequestTimestamp + \\n +
CredentialScope + \\n +

HashedCanonicalRequest
FEAFR ke

Algorithm BHEE, HAEEEN TC3-HMAC-SHA256 o
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RequestTimestamp TERIN AR, BIiE KSR AN TS X-TC-Timestamp HUE, HCSH{E UNIX K[
WEIRD, HRBIEMEDY 1551113065 .

EUEYER, #5200 Date/service/tc3_request, & HEA, AT RIVARSS AL L F4FE

(tc3_request) . Date JJ UTC FrH#ERTHRYERA, BUEREMAISE X-TC-Time
#HEH UTC FRAER R HEI—3X ; service hr=inth, 5JARMN MG —, I
B&ERIE 2019-02-25/cvm/te3_request,

CredentialScope

R BRPHE TS AVEIE R BIIE A E, HRIRREN
HashedCanonicalRequest ~ Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))), ItRAlTHELERZE
5ffe6al04c0664d6b969fab9%al3bdab201d63ee709638e2749d62a09cal8d

TR

Date AZ M [EIEL X-TC-Timestamp HEASE], HA XA UTC+0, AIERMARSGAMNXEL, FAIRNARX, [
B KA _EVE R, (B2 B E R BRI B 1551113065, 4/ \XAYHT[A/E 2019-02-26
00:44:25, {HZIHEIFEHY Date HX UTC+0 HYHIAR Jy 2019-02-25, i /& 2019-02-26,

Timestamp AR Y TR A, HFEFELRG RIFARAER [RUZ 1Y, A1 SRAE 2 A0 BP0 e, a SR
K ARIFRAEERS [RIFZ, AIRESBOBIT—ERINEIG, ERERM, RE%E 4T IR,

RRAELL BRI, RIS SIS F R ERATT
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O BRE A

TC3-HMAC-SHA256

1551113065

2019-02-25/cvm/tc3_request
5ffe6a04c0664d6b969fab9%al3bdab201d63ee709638e2749d62a09cal8d7031

3. HEEA(Y)
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SecretKey = "GUStIXGARX * * %k kkkkkxEXAMPLE"

byte[]
bytel[]
byte[]
String
System.

secretDate = hmac256 (("TC3" + SecretKey) .getBytes (UTF8), date);
secretService = hmac256 (secretDate, service);

secretSigning = hmac256 (secretService, "tc3_request");

signature = DatatypeConverter.printHexBinary (hmac256 (secretSigning, stringTo

out.println (signature) ;

IRAEHRYEE] SecretDate . SecretService I SecretSigning %:iﬁﬁ?”ﬁ"]ﬁiﬁ, AJRECLE ARl TH]
T, AT ERA AR,

TR

fiRE
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SecretKey JF4AHY SecretKey, Bl GuSt 9xGAR* * * ** % x ** *x *EXAMPLE o
date Bl Credential H1J Date FEX(E 5. MWREIEYES 2019-02-25 ,
service Bl Credential H1 Service FEHUE R, H/RBIEEN cvm

ﬁt%{ﬁ”i—[—ﬁéé%% T204940a 8%k kX kkhkk kX kkhkkk kX k Xk khkkkkxkkhkkkkxk Xk k*x*k*x*396525168 |

4. Bt#% Authorization
240 T 1% 2\PH% Authorization :
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= API

String Authorization =

Algorithm +

' 1 +

'Credential=' + SecretId + '/' + CredentialScope +

'SignedHeaders=' + SignedHeaders + ', ' +
'Signature=' + Signature
FERAIR gk
Algorithm BT, EEN TC3-HMAC-SHA256 o
Secretld

WA A - IR A

Aesd) HIRTELRH]

A}

14

+



O BRE A

XY Secretld, Hl AKIDz8krbsJ5*******x**mI Px3EXAMPL
CredentialScope . k3¢, FIETEHE, HRFITESERE 2019-02-25/cvm/tc3_request o
SignedHeaders WEx, 25840 LEMER, HWREIBYEN content-type;host o

BHE, HRBIHH RSS2

726494ea8******************************************a96525168 °

Signature

ARIELLERN, TRBHISEIRE
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O BRE A

TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5********x**m Px3EXAMPL/2019-02-25/cvm/tc3_req

RASERERTTA B EMTT

POST https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJb********x*x*nm Px3EXAMPL/2019-02
Content-Type: application/json; charset=utf-8

Host: cvm.tencentcloudapi.com

X-TC-Action: DescribelInstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1551113065
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A BT

X-TC-Region:

{"Limit": 1,

ap—guangzhou

"Filters": [{"Values": ["\\u672a\\u547d\\u540d"],

5. API 3.0 &% V3B

= API

"instance—-na

import
import
import
import

import

Jjava.

java.
Jjava.
java.

Jjava.

nio.charset.Charset;
nio.charset.StandardCharsets;
security.MessageDigest;
text.SimpleDateFormat;
util.Date;
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import
import
import
import

import

java.util.TimeZone;
java.util.TreeMap;
javax.crypto.Mac;
javax.crypto.spec.SecretKeySpec;

javax.xml.bind.DatatypeConverter;

public class TencentCloudAPITC3Demo {
private final static Charset UTF8 = StandardCharsets.UTF_38;

private final static String SECRET_ID = "AKIDz8krbsJb******xx*x+n Px3EXAMPL";
private final static String SECRET_KEY = "GULLIOXGAR****x**x**x*EXAMPLE";
private final static String CT_JSON = "application/json; charset=utf-8";

public static byte[] hmac256 (byte[] key, String msg) throws Exception {

Mac mac = Mac.getInstance ("HmacSHA256") ;
SecretKeySpec secretKeySpec = new SecretKeySpec (key, mac.getAlgorithm());
mac.init (secretKeySpec) ;

return mac.doFinal (msg.getBytes (UTF8)) ;

public static String sha256Hex (String s) throws Exception {

MessageDigest md = MessageDigest.getInstance ("SHA-256");
byte[] d = md.digest (s.getBytes (UTF8)) ;

return DatatypeConverter.printHexBinary (d) .toLowerCase () ;

public static void main(String[] args) throws Exception {

String service = "cvm";

String host = "cvm.tencentcloudapi.com";
String region = "ap-guangzhou";

String action = "DescribelInstances";
String version = "2017-03-12";

String algorithm = "TC3-HMAC-SHA256";
String timestamp = "1551113065";

//String timestamp = String.valueOf (System.currentTimeMillis () / 1000);
SimpleDateFormat sdf = new SimpleDateFormat ("yyyy-MM-dd");

// EENX, BUES

sdf.setTimeZone (TimeZone.getTimeZone ("UTC")) ;

String date = sdf.format (new Date (Long.valueOf (timestamp + "000")));

)] KEkxokxokxkkxkxk JEIER 1 BREEEHITEIE SR ER xkoxk ok kkxkoxokokk

String httpRequestMethod = "POST";

String canonicalUri = "/";

String canonicalQueryString = "";

String canonicalHeaders = "content-type:application/json; charset=utf-8\\n"
String signedHeaders = "content-type;host";

String payload = "{\\"Limit\\": 1, \\"Filters\\": [{\\"Values\\": [\\"\\\\u
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String hashedRequestPayload = sha256Hex (payload) ;
String canonicalRequest = httpRequestMethod + "\\n" + canonicalUri + "\\n"
+ canonicalHeaders + "\\n" + signedHeaders + "\\n" + hashedRequestP

System.out.println (canonicalRequest) ;

[ KRRk Kk K Kk Kk K K Jjggé 2}3‘1’:5[%?%%%??@$ Kk K Kk K kK kK Kk

String credentialScope = date + "/" + service + "/" + "tc3_request";
String hashedCanonicalRequest = sha256Hex (canonicalRequest) ;
String stringToSign = algorithm + "\\n" + timestamp + "\\n" + credentialSco

System.out.println(stringToSign) ;

[ ] KRRk Kk Kk kK kK K ﬂ/:‘gg% 3‘H—%:§% Kk Kk Kk ok ok ok kK Kk

byte[] secretDate = hmac256 (("TC3" + SECRET_KEY) .getBytes (UTF8), date);
byte[] secretService

hmac256 (secretDate, service);

byte[] secretSigning hmac256 (secretService, "tc3_request");
String signature = DatatypeConverter.printHexBinary (hmac256 (secretSigning,

System.out.println (signature) ;

/] KExkxkxkxxkxk IR 4 PEHE Authorization XAXkxkkkkxkxk
String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" +
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signatur

System.out.println (authorization);

TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put ("Authorization", authorization);

"Content-Type", CT_JSON) ;

"Host", host);

"X-TC-Action", action);

headers.put (
(
(
headers.put ("X-TC-Timestamp", timestamp);
(
(

headers.put
headers.put
headers.put ("X-TC-Version", version);
headers.put ("X-TC-Region", region);
StringBuilder sb = new StringBuilder ();
sb.append ("curl -X POST https://") .append (host)

.append (" -H \\"Authorization: ") .append(authorization) .append ("\\"")
.append (" -H \\"Content-Type: application/json; charset=utf-8\\"")
.append (" -H \\"Host: ").append (host) .append ("\\"")

.append (" —-H \\"X-TC-Action: ") .append(action) .append ("\\"")
.append (" -H \\"X-TC-Timestamp: ") .append (timestamp) .append ("\\"")
.append (" -H \\"X-TC-Version: ") .append(version) .append ("\\"")
.append (" -H \\"X-TC-Region: ") .append (region) .append ("\\"")
.append (" -d '") .append (payload) .append("'");

System.out.println(sb.toString());
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A BT

2. 3RHL API 3.0 V1 [RAE%E4

BTV WG M, BRIEEMZ AN 7R v3, HFEHAEH T V3,

TR

= API

B, EIER API Explorer R4 ERAE R TIRE, IERRRESAARAN N AP 3.0 %544 v1 7, RIDUAE A A AR 1
ITHE, JFRAE TER Rt S BRG], el EHA R SDK i, H#EFEFLHBH T AP ELER 7 #E WYz
8BS SDK, B4 TELMIENRERE, HEHE, & Python, Java, PHP, Go. NodeJS. .NET, C++
MRS 2EF SHI5IK (Describelnstances) 1K AHI, U ARX—#ON, HiERSEETREATT:

B
Action
Secretld
Timestamp
Nonce
Region
Instancelds.0
Offset

Limit

Version

1. NBEIF

i

JiiEt

11D

AT TRIER
BENL L
SR XK
FrEWIYLHI 1D
{t% &=

A TCVFRTH

B HRRAS

ZRIE

Describelnstances

AKIDz8krbsJ5****xx*x****xm[,Px 3EXAMPL

1465185768
11886
ap-guangzhou
ins-09dx96dg
0

20

2017-03-12

BN ATHETERSEEES A iF (ASCIS) FHFHER.

TR

RIS MITHR, SBUERE N AT, RB5HKN,
% ASCII g EE AN, T Instancelds.2 ZEHE(E Instancelds. 12 JGH, T EIZTFRE, WAREEUE, F P A LUE B Y%

REIE S IO R PR ORI —IIRE, 41 PHP A1l ksort B%L,

RIS RIOHE A RAT T -
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https://console.tencentcloud.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp

= API

'"Action' : 'DescribelInstances',

'InstanceIds.0' : 'ins-09dx96dg’',

'Limit"' : 20,

'Nonce' : 11886,

'Offset!' : 0,

'Region' : 'ap-guangzhou',

'SecretId' : 'AKIDz8krbsJb****x**xx*xxqn]Px3EXAMPL',
'"Timestamp' : 1465185768,

'Version': '2017-03-12",
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HERRFRIHES AN, AN EEREIHESEOEITHERE, [EIREE R —BE1A],

2. PHETEIAR &

WP BRAERIE KRR R, FHE E— S PF i iIE R SRS UL SR =S 8E " E X, 40X Action 2%, HZ
RN " Action ", ZEUE N " Describelnstances ", KIEAS (L J5HEA Action=Describelnstances .

TR

“BRUE" R AAETTIE url Jmid fERMES

RIFTHE L EI BN SR & PHEE —iEE, RAAERIIERTIFE:
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Action=DescribelInstances&Instancelds.0=1ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&R

3. PHER SR TFITE

WA B S ST . R ESCF AR DU J LS R

135K G | 3k POST M1 GET A=, JXEMH GET 16K, HERETENERE,

2. 15 RFHL - EELEIFNZFE (Describelnstances) ViEKIE$N cvm.tencentcloudapi.com o KERAVIEKIHK
PARYER T B B AT AR AN E], PRS2 3B,

3 IEREEE | YHETRA APIIVIEKEREREIEN / o

4 ERFRFER L B E— DA RIS KRR AR

FrAECCERRIPHERINDY - IEKRGE + ERENL +IERBE + 2 + ERFERFE

BIPHESE RN

RN R @ BRI R (sd) ARTERH] 55125 3424471



O BRE A

GETcvm.tencentcloudapi.com/?Action=DescribelInstancesé&Instancelds.0=1ns-09dx96dg&Lim

4. HHEEH (hRE)

PR R A B, B EfER HMAC-SHAT S50 E— iGN BRRXX FRBI TS, RERA RIS
i/ Base64 #t174ts, RIAIIRISRAHIEHH,
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= API

import
import
import

import

/‘k*

*

javax.crypto.Mac;

javax.crypto.SecretKey;
javax.crypto.spec.SecretKeySpec;

org.apache.commons.codec.binary.Baseb64;

* [Hmac-SHA1 HHHEE]

* @String encryptText [HMNZEFRIIRE]
* @String encryptKey [HNIE%4H]

* Qreturn [ZME]

RN R @ BRI R (sd) ARTERH]
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*/
public class HmacSHA1l {
private static final String MAC_NAME = "HmacSHA1l";
public static final String ENCODING = "UTF-8";
/ /BTTIE

public static String HmacSHAlEncrypt (String s, String secret_key ) throws Except
byte[] data = encryptKey.getBytes( ENCODING ) ;
SecretKey secretKey = new SecretKeySpec( data, MAC_NAME );
Mac mac = Mac.getInstance( MAC_NAME ) ;
mac.init ( secretKey );
byte[] text = encryptText.getBytes( ENCODING ) ;
byte[] digest = mac.doFinal ( text );

return new String (Base64.encodeBase64 (digest));

}

String secret_key = "GUStIXGAR* **x*x &k ****xEXAMPLE";
String s = "GETcvm.tencentcloudapi.com/?Action=DescribelInstancesé&Instancelds.0=1ins—
/ | IR R

String Signature = new HmacSHAIL () ;

System.out.println (Signature)

5. REAREBH RS ER
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# KPR, ARIERTREAIR R TR S R R4 T 2 (AL LLPythonifi & Wk X getiHK)
resp = requests.get ("https://" + endpoint, params=data)

print (resp.url)
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REASENINIER BN
https://cvm.tencentcloudapi.com/?Action=DescribeInstances&Instancelds.0=ins-09dx96d

TRAN R

endpoint AR&sHutlE, 40 © cvm.tencentcloudapi.com
data AP13.0 ¥4 V1 FioRAEEOSH, BER XEFEMITENS 4 EEN N A datad
TR

RN R @ BRI R (sd) ARTERH]
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BT RBIFR YA 2 AR, N RIS R RS S mil ], RN unl fEX S 8RR T A curl S an w18 H
IR EEERER @ BT, N TEEI— AT DUERREIRY url, FTREESCREIFHY Secretld F1 SecretKey yE K
A, I RS 4 R 2 E R Timestamp o

N T EIEBARES AR, TEHX Java iBE A6, FF LRSS R BRI, &R, EANEZEOMSE
HYEEER L bt Ao e, RIS FONREAdtE, IR B @At ShRrgiER&MEH SDK,

6. F% ERYREG

A RS S B F N REIE A E N IE SRS, RN HIEAT URL 4whd.

LSRG ERN  ElixrssrsxxxxrirrxxxrcGel= , RAGRINELHBIERSE (Signature)
KD ELip*rkkxkkkrkkkrkkxrxkxxx%x0153d , EOIHHTAMRARIER URL,

TR

AR A P BIERGEE GET, s#& &K 7158 POST [FI Content-Type 4 application/x-www-form-urlencoded,
RIRTE RN A G KSR EM URL dwid, ZEERN=1F S HERmIL, JE ASCI FFFHE URL JmidaiaREs
Ll UTF-8 174w,

B LEGRIRIE S NS R B BT S80H1T urlencode, 1EXFIENL T, BEATRENZEH BT URL WIS T, &
TP URL mid = S KW,

HAnSHE M FEMA TR, JmiSRA RFC 3986, M oxy MR FERGIAIIN T TEH 7 begmbs, Hr X " fi
Y "R NERIERF (0-9 HIREFREA-F) |, /NGRS RBEIR,

7. API 3.0 &4 V1R
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https://tools.ietf.org/html/rfc3986

= API

import
import
import
import
import
import

import

public class
private final static String CHARSET = "UTF-8";

java.
Jjava.
java.

Jjava.

io.UnsupportedEncodingException;
net .URLEncoder;

util.Random;

util.TreeMap;

javax.crypto.Mac;

javax.crypto.spec.SecretKeySpec;

Jjavax.xml.bind.DatatypeConverter;

TencentCloudAPIDemo |

RN R @ BRI R (sd) ARTERH]
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public static String sign(String s, String key, String method) throws Exception
Mac mac = Mac.getInstance (method);
SecretKeySpec secretKeySpec = new SecretKeySpec (key.getBytes (CHARSET), mac.
mac.init (secretKeySpec) ;
byte[] hash = mac.doFinal (s.getBytes (CHARSET)) ;

return DatatypeConverter.printBase64Binary (hash);

public static String getStringToSign (TreeMap<String, Object> params) {

StringBuilder s2s = new StringBuilder ("GETcvm.tencentcloudapi.com/?")
AN ESRN B RO T kR, WAL TreeMapfRIENF
for (String k : params.keySet()) {
s2s.append (k) .append ("=") .append (params.get (k) .toString()) .append ("&") ;
}
return s2s.toString() .substring (0, s2s.length() - 1);

public static String getUrl (TreeMap<String, Object> params) throws UnsupportedE

StringBuilder url = new StringBuilder ("https://cvm.tencentcloudapi.com/2");
/[ KRER B ur LN SR 5% 25K
for (String k : params.keySet ()) A
/ BENIERBH Turlencode, HTkeyEBIEX TR, BT Evalue#ffTurlencoc
url.append (k) .append ("=") .append (URLEncoder.encode (params.get (k) .toStri
}
return url.toString() .substring (0, url.length() - 1);

public static void main(String[] args) throws Exception {
TreeMap<String, Object> params = new TreeMap<String, Object>(); // TreeMapH
/7 SEERVE IR 2 (8 P BERTEL, W'Jﬁl] ! params.put ("Nonce", new Random () .nextInt (java
params.put ("Nonce", 11886); // NS
// iﬁﬁiﬁmﬁﬁﬁ%1ﬁﬁ%?ﬁ%ﬁﬁﬁmm, Wﬂlﬂ. params.put ("Timestamp", System.current
params.put ("Timestamp", 1465185768); // NS

params.put ("SecretId", "AKIDz8krst5**********mLPx3EXAMPL") i /1 BEBE
N /) NHEBE

params.put ("Version", "2017-03-12"); /\jﬂ\:é}%[

params.put ("Region", "ap-guangzhou"); // INFESL

params.put ("Limit", 20); // WESEK

params.put ("Offset", 0); // WESH

params.put ("Action", "Describelnstances'

params.put ("InstanceIds.0", "ins-09dx96dg"); // WHESEK
params.put ("Signature", sign(getStringToSign (params), "GUOLIXGAR**** &k kxxkx

System.out.println (getUrl (params)) ;
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A BT 5 AP
API 2.0 %4,

LA, EUEATEREE LI API 3.0 44, ARG, 1HESETE AP Explorer 1) S5 ERAERR > 1E#%
API 2.0 A fRAIE TR

R R

FAAELL T S RIS SE A, TEARYE SE PR (A 3,
RS IR A
AuthFailure.SignatureExpire Bt W, Timestamp 555 ant EITE KIS R HE 22 MG S 1708,

2R S =R L SREA B AN b AA EL A /) = E P4
AuthEailure SecretldNotFound '.:”EHTT?EO HIFERI S EB BRGNS, 28V EHITFRHEEZT
TIFo

B IR, AIRERRAITRMER, ST HRGLRARNNEMERTE,

AuthFailure.SignatureFailure .
o TR SecretKey H51E SE1,

AuthFailure.TokenFailure IfaEsHIES Token %512,
AuthFailure.InvalidSecretld LAIEE (N2 AP 2527
N —+
IR B4 5
IEfREISE R

MRS eaii BB LHIIRAFFE  ( DescribelnstancesStatus ) 2017-03-12kA N6, #HiE AR, HATRERYR
[EA0T 9
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https://console.tencentcloud.com/api/explorer

O BRE A

"Response": {
"TotalCount": O,
"InstanceStatusSet": [],

"RequestId": "bb5b41468-520d-4192-b42£f-595cc34beclc”

}

Response MNMHEWHEH RequestIid EEIENTFE, LIRERBIIGE, RE AP T, MAERKE,
RequestId T — APIIERIME—FRIR, 405 API ML=, nILUBERIRAT], FHH24L1% ID SR s n) i,
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PR T EE R FBEA, HRER B TE 7R, RARIVE DR Y FEBS WA O SR E Lo B
TotalCount # InstanceStatusSet ¥J/ DescribelnstancesStatus #Z117E X FE, HTHIERHS
BRSERE RS HEH], Kt Totalcount TEMIEM THVIREMEN 0, InstanceStatusSet ZFlFRHNZE,

HBRESR
HVAFASI, HOREERBIATT S

"Response": {

"Error": {

RN R @ BRI R (sd) ARTERH] %5136 3424471



A BT

"Code":
"Message":

b
"RequestId":

}

Error El,‘] ﬁfﬂ{kﬁ%lﬁlﬁ*ﬁm%wo

TE O E IR [ETH

"AuthFailure.SignatureFailure",

"ed93f3cb-£35e-473f-b9£f3-0d451b8b79c6"

= API

"The provided credentials could not be validated. Please che

Error FHRIEFRHENEH code M Message FEAEVEHRMIN

Code FRNEMRMFEIIEEIRID, LiER HEEIN Al DUCARYEIZ RIS CE 23 LB DR AG A 21 Bl B2 O R Y B RS 4155 B

PO W[ R IR T 2%

Message /R TIXMERAEFEMARER, BEELFEESARIEL, HORARERLH REFZESE T, M

PR R e A E I

RequestId FT— APLIERIIME—FRIA, AR APl HIBLH, RIDUCRTA], FFHEAL% 1D SRR A,

NI

R EIEERAPAIRIFE Error 7B, WIZRRJAM APl #2125, - Error HHEY Code T B FORHH RIS, ATALF5HLAIHE
BB R A NI R, TRIIM TR,

IR
AuthFailure.InvalidSecretld
AuthFailure.MFAFailure
AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire
AuthFailure.SignatureFailure
AuthFailure. TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation
FailedOperation

InternalError

InvalidAction

InvalidParameter

InvalidParameterValue

RN R @ BRI R (sd) ARTERH]

TH IR AR

BHIEE (2 APIHEHIER) |
MFA 515,

HHAFES

AL,

BAHIR,

token 1%,

H3RA CAM HZAL,

DryRun #1F, RERIERFZZHIANN,
FRERI,

PEREE R

PO,

G

SRIUEH IR,

HEZZA& 7T DryRun %L,

%137 124471
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LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

RN R @ BRI R (sd) ARTERH]

5 P AR il
RDSIGIR,

B ARRAN T,

TR A TR R
BRI A o

TR,

TR,

IR AT,

RIAIRAE

RABEHIR,

BAEA S

HTTPS 16K J7 %R, HSCRF GET M1 POST i#K,

AN SR G iR,

= API

%138 H:24471



O BT S
Node.js API

b N TE]  2023-03-07 18:16:40

fETH s APl 2H7H93.0 , IZIRAMT T IHEREILL 2 s, SCRb i filigiisiz A, VRN IE PR, #0
AT ANTELE, FERAS AT AT, SDK MM e RE, THIETE I ERFERIE BT =~ e X EER
Node.js API & F 75 A 7 1 B i B

MEXFrnikSa (CVM) | i (CBS) . FAAMLZE (VPC) . m#dEE (TencentDB) 25 51 it Je5k
RXFFHM WA, BOEIR,

T PRE KRGS

1. fR&HuE (endpoint)

API SRR S A (140 cvm P @848 cvm.tencentcloudapi.com ) , WSCRERE SIS i
(AN - ToNBSEIRE R cvm. ap-guangzhou.tencentcloudapi.com ) , FHIESEUL T XIS+
FUbIBAN R, PRI S DA i B TR R EEHY SRS W I 2 75 SR Iz iR,

R

X I AU 55, 2GR E T s 34

2. BE PN
B Z API IR G B2 12585t HTTPS MHMT5E(E, 48Ut 2 M S8,

3. WERAGE

TR HTTP i8R 71

POST (##)

GET

POST i& 3Kk 1Y Content-Type ZE%! :

application/json (#E#¢) , WAFEHE$ 777 v3 (TC3-HMAC-SHA256)

application/x-www-form-urlencoded, @7 %54 /775 vi (HmacSHA1 8¢ HmacSHA256) .
multipart/form-data (R #E5CH) , DA% 771 v3 (TC3-HMAC-SHA256)

GET 15 RIVIE R/ N 5iEE32KB, POST 1HRMEHE#A % v (HmacSHA1, HmacSHA256) WAt
1MB, POST i&R{FEHZH 51 v3 (TC3-HMAC-SHA256) I SZ+510MB,

4. FrIoRES
Y05 UTF-8 4.
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https://www.tencentcloud.com/product

O BRE A

-NHBRCER TR PR ORISR, BRIERGTFEETIESE, TREERKEER,

BT V3 REBH

B4 715 v3  CHRIFME TC3-HMAC-SHA256) #HELZ % 751k v (HEESORIFTRERBIMSE R A TR) |, BRE, X
FRE KIIER T, Sk POST JSON M85, PR —E#Th, HEFMEAIZERAT RS S, #AAENT X %4
FENA

%

eyl v

o
e

i

BRI O, BUES S O A SN IS I Action BT,

X-TC-Action  String T ISR S S EIFI O, HUE Y Describelnstances,

ISR, FRPRIR A SR R N IR BUE . B2 82 IR EUE S %
X-TC-Region  String - PRI RS A S EUN LS Region IUTERH, R | REEOARBELE
BB, BOSEHX AR, HNEEER RSB ER

X-TC- nteqer o WA UNIX IR, Alidg & AP IERIVIHE], FIl411529223702, &
Timestamp 9 B R GRS RN ARS8, 23RS AR,

X-TC- Strin o BERY APl BYRRAS, BUESE 7 O SR A SRS Version BYHH,
Version 9 BIERS S A2017-03-12,

HTTP tndE B IAIESLER =B, 40 : TC3-HMAC-SHA256
Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,

Signature=72e494gg8****** ¥ iiiiiiiiiiiiiiiihshhhhsars 296525168
Hrr:

TC3-HMAC-SHA256 : %4451, H#iilE & BUZIE,

Credential : %% 1E, AKIDEXAMPLE /& Secretld,

o . o
Authorization SN UE e i UTC FRAERHIFIRY I, TR 4 BRI SE B X-TC-Timestamp 4
Y UTC FRERTTE H HA—2L
service /=i, @ AR, BHIA1E% cvm.tencentcloudapi.com
BERE =Wt cvm, A2 EUEN cvm,
SignedHeaders : 258 AR ISLEREE, content-type 1 host 43k
SR,
Signature : FAWE, HESREIELT S
X-TC-Token String % [ENIEFB AT Token , FRELSIEINEH—EMEH, Im25HH Token

R EENT AV E FRARSS A R R, KI5 2 Token,

BEFENV1 DEBE
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= API

RS E V. CARNESFME HmacSHA256 A1 HmacSHA1) , AHSEETES—RENE R EH,

ey €2y

Action

Region

Timestamp

Nonce

Secretld

Signature

Version

SignatureMethod

Token

Huigz R

String

String

Integer

Integer

String

String

String

String

String

AT

yos

W

fim

i

fim

fim

i)

i)

BN

BRI, BUESE % DO AS N HS L Action
I, BRI ARSS ds iV E WL BIBIERRZ , BEN

Describelnstances,

HIRBHY, PRI AT SE B R s Bz, 52 RS2 (1 iR
HUEZE R LSO A S NS 8 Region 1B, HER :
REROFAREEBZRBE, BOXEPIX R, R
A8 %S B EA AR,

AT UNIX IRV, AT SRAGES APLIESREVI AL, B4
1529223702, ARG HFINHEFHZAST R, =5EER T
Ro

FEHLIERERL, 5 Timestamp BXEESR, TR IEE KA,

£ =APIEH EHIBERIARIR B 178 Secretld, — Secretld Xf
N E—FY SecretKey, i SecretKey 2R ALIE RS 4
Signature,

TERZEA, AERREOERIEENE, TR IR
ASEATREG . BARUEES W P SCERITENE

BRERT AP YIRS, BUES E % SO H AS RIS HL Version
I, BIAN=ARSS a4 2017-03-12,

E27575, HA13%# HmacSHA256 f1 HmacSHA1, HETEE
HEZHCN HmacSHA256 I, = {#iH HmacSHA256 H.iERIES
%, HAENYEH HmacSHAT K liF&4,

G UE TS FT Y Token , RS IR ZH—EMEH, G
FAAN Token FERN M EHIRSEHEORE, KHZHAE
% Token ,

TN iSRS R, BARTHBTES S &7 o IS 3%,
fan, SERASE SRS AR Hl 1 2,

Node.js API & H 75 =4

RN R @ BRI R (sd) ARTERH]
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https://console.tencentcloud.com/capi
https://www.tencentcloud.com/document/product/213/31574

O BRE A

B API 20 MERT S triRlE, HAPREMHT 2RI, S3RENDENIERHITES (Signature) |
FEME REB T BEAE LN H R BE PR E 12 R A R U € 7 RE U TE K,
RIZF Y Secretld #1 SecretKey 73 AII/2 | AKIDz8krbsJ5** ******* xmPx 3EXAMPLE

GUSt 9XGAR* *** x*xxxxxEXAMPLE ., FFREEE MR BIRFS RGN R NIRRT, FHiRE—FEHE,
&R ATRED

curl -X POST https://cvm.tencentcloudapi.com \\

—-H "Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJb*****x*x*x*x*x*m[ Px3EXAMPLE/20
-H "Content-Type: application/json; charset=utf-8" \\

—-H "Host: cvm.tencentcloudapi.com" \\
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-H "X-TC-Action: DescribeInstances" \\

-H "X-TC-Timestamp: 1551113065" \\

-H "X-TC-Version: 2017-03-12" \\

-H "X-TC-Region: ap—-guangzhou" \\

-d '"{"Limit": 1, "Filters": [{"Values": ["\\u672a\\u547d\\u540d"], "Name": "instanc

B BIERERIE

ASCAFE 2 2 U, S50 Secretld F1 SecretKey, 4 % n] LUA F X 2541,
Secretld : FITHRIN API ARE B3, RILAE RO F 4,

SecretKey : FH T-5UE AP A BRI &7, AILURE B L D25,

TR

P R IR R 2 FEUE, BHER, SNLRHE K=, WER, 5 A IX R 2k,

EVIAYAN

AT AP P DU, BIATETEREL, 40 T EATR

@ Safety Wamning

* APl key is an important certificate to request for creating Tencent Cloud API. With the API, you can operate all your Tencent cloud resources. For your property and ser

* Plzase do nat upload ar share your key information by any means (such as GitHub), Once lzaked to external channels, it may cause significant loss of your cloud asset

@ Usage Notes
* The APl Keys is used to generate a signature when you call the Tencent Cloud APl & .Check the algorithm for generating a signature [& .

* Your APl key represents your account identity and permissions, and acts as your login password. Do not disclose it to others,

* The last access time and the last accessing service are the last time and last service that used the current key to access a TencentCloud APl in 30 days. The access recor
record comes from CloudAudit [ and it only keeps the records of control-flow APls of API level or resource level. Access to the data-flow APls or service-level APls w

Create Key

APPID Key Creation Date Last Access Time Las

Secretld: - Ia]
Secretlay: === Show

W2

1. 3B API 3.0 V3 [RA%E4

¥4 )51k v3 (TC3-HMAC-SHA256) Mt b= T DRI 5k vi, T H R 4, SCRFECRIVIESK, 32 json
e, PERER —EIRTE, HEEERRER TR RS,

IR L BRI (bR ARSUERT] 55143 3424471


https://console.tencentcloud.com/cam/capi

O BRE A

Code Generating Online Call Signature generation Parameter Description Feedback

Signature generation Select the sit

For the APl 3.0 signature, please click the "Generate Signature” button below. The system will take the POST request metho
by step. Finally, you will be provided with a real URL that can be requested by POST.View signature document [ (When the

egenerate the signature process data)

Generate signature

TR

BRI, B AP Explorer 2544 ERAE R ITRE, JEREESIRA N API 3.0 %44 v3 7, RTLUE A4 fit
FTERNE, thrTE A SDK A5, HEFEE RIS AP BLER 7R WHIgRIEIE S SDK, BB T84 MIE R
18, WEHIKE, ZFF Python, Java. PHP. Go. NodeJS. .NET, C++,

7~ API 2£§ GET il POST 153K, X+ GET /1%, H#F Content-Type: application/x-www-form-urlencoded #i¥4%
Ko XF POST /5i%, Huii5F; Content-Type: application/json 2% Content-Type: multipart/form-data Fff A%
K, json MeRARZEHEITIGCRE, multipart A8 X ERPERE Sk,  WINIZEE O REEREA json MU, Z2EE
PSSO SR B, HEFARE POST ik, ROWMEIIERIFLAES, H GET 5K R32KBLAAIIE K T,

DL B AL BRG], SRR R, BANERZEORRN ¢

1. ZIRGHRBIACTHE, ZEORER ;

2. OB AN, R EE BIRIIRES ;

3. EOEEMNSERER S, AU SRR M R AN,

1. PHEMVEIER B
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https://console.tencentcloud.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://www.tencentcloud.com/document/product/213/33258

O BRE A

CanonicalRequest =
HTTPRequestMethod + '\\n' +
CanonicalURI + '\\n' +
CanonicalQueryString + '\\n' +
CanonicalHeaders + '\\n' +
SignedHeaders + '\\n' +
HashedRequestPayload

TBATE e
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HTTPRequestMethod

CanonicalURI

CanonicalQueryString

CanonicalHeaders

SignedHeaders

HashedRequestPayload

= API

HTTP &k 45iE (GET. POST) . M/RBIEUESN POST .
URI 2%, API3.0 EENERMT () ,

Rt HTTP 153K URL HYEIFRTE, N T POST iEXK, EENZEFRE", NT C
K, W29 URL HRAE (?) EHEFRBHENZE, G40 Limit=10&0ffset=0, & :
CanonicalQueryString 5 212% RFC3986 #1T URLEncode, F1F% UTF8, #EFA(HA
BEWMIEE, FTERRFIFEHRRE, KE5E

S HEBLNLEBER, EAEE host fl content-type FN3LEB, ATHIA HE XYk
A LR H B AR ME— TR 22 2. BHEFIN @ SLEK key 1 value Gi— #2555,
HE 2, 4R key:value\\n f8PHE ; 213K, ISk key UNE) #Y ASCI
1THHE, RBITESERZ content-type:application/json; charset=ut
8\\nhost : cvm.tencentcloudapi.com\\n , J¥&E : content-type JAIELFRA
1E, GLgmEE S M ERERTEE MR BN charset {H, AR A IS FIA XK
B, MRS aRBREIEARER KL

S HELWELERMER, WAL KIE R G ML LS5 744, Ml CanonicalHeaders
EBNA R — XY, content-type I host Jg0i%eskiil, HHEMINI : SLEE key Gi—4%)
H 203kl key CUNE) 12 ASCI AR THHE, RS () 77k HREL
content-type;host

1ERIEX (Requestpayload, Bllbody, M RIF {"Limit": 1, "Filters":
[{"Values": ["\\u672a\\u547d\\u540d"], "Name": "instance—-name"’
W FE, THEMIESN Lowercase(HexEncode(Hash.SHA256(RequestPayload))),
HTTP &R IESCHi SHA256 a7, SRJGT/N#tfilgms, RIagms ki NgEF R, 5
GET i&3K, RequestPayload [EE N2¢ ¥, HRAITHREGERZ
35e9c5b0e3ae67532d3c9f17ead6c90222632e5b1ff7£6e89887£1398934f(

ARIELLER, RGN SRIF TSR BT
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https://tools.ietf.org/html/rfc3986
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POST

content-type:application/json; charset=utf-8

host:cvm.tencentcloudapi.com

content-type; host
35e9c5b0e3ae67532d3c9f17ead6c90222632e5b1£ff7£6e89887£1398934£064

2. RS H TS
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AT T R PHE R R 7T R

StringToSign =
Algorithm + \\n +
RequestTimestamp + \\n +
CredentialScope + \\n +

HashedCanonicalRequest

FEALTR fige T
Algorithm B, HAIEEN TC3-HMAC-SHA256 o
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RequestTimestamp TERIN AR, BIiE KSR AN TS X-TC-Timestamp HUE, HCSH{E UNIX K[
WEIRD, HRBIEMEDY 1551113065 .

EUEYER, #5200 Date/service/tc3_request, & HEA, AT RIVARSS AL L F4FE

(tc3_request) . Date JJ UTC FrH#ERTHRYERA, BUEREMAISE X-TC-Time
#HEH UTC FRAER R HEI—3X ; service hr=inth, 5JARMN MG —, I
B&ERIE 2019-02-25/cvm/te3_request,

CredentialScope

R BRPHE TS AVEIE R BIIE A E, HRIRREN
HashedCanonicalRequest ~ Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))), ItRAlTHELERZE
5ffe6al04c0664d6b969fab9%al3bdab201d63ee709638e2749d62a09cal8d

TR

Date AZ M [EIEL X-TC-Timestamp HEASE], HA XA UTC+0, AIERMARSGAMNXEL, FAIRNARX, [
B KA VAR, (B2 R E I, BRI 21551113065, 1E4%/\ XA Al /£2019-02-26
00:44:25, {HZIHEIFEIRY Date BX UTC+0 HY HIHR 92019-02-25, [iF/22019-02-26,

Timestamp AR Y TR A, HFEFELRG RIFARAER [RUZ 1Y, A1 SRAE 2 A0 BP0 e, a SR
K ARIFRAEERS [RIFZ, AIRESBOBIT—ERINEIG, ERERM, RE%E 4T IR,

RRAELL BRI, RIS SIS F R ERATT
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TC3-HMAC-SHA256

1551113065

2019-02-25/cvm/tc3_request
5ffe6a04c0664d6b969fab9%al3bdab201d63ee709638e2749d62a09cal8d7031

3HEZA(RED)

RN R @ BRI R (sd) ARTERH] 55150 3424471



O BRE A

const kDate = sha256 (date, 'TC3' + SECRET_KEY)

const kService = sha256 (service, kDate)
const kSigning = sha256('tc3_request', kService)
const signature = sha256(stringToSign, kSigning, 'hex')

IRAEHRYES] SecretDate . SecretService Ml SecretSigning s __HHINEIE, FIEECLEAAIFTED
T, AT ERA RIS,

FEAAFR iR
secretKey JFARAY SecretKey, Bl GuSt 9xGAR* **********EXAMPLE o
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date [ Credential #1119 Date FE&5 2. HRHFIEUES 2019-02-25 ,
service Bl CredentialScope H'IJ Service FEE R, HWRHIBUEA cvm o

ﬁtﬁ{ﬁ”ﬂ-ﬁéﬁ%% T204940a 8% * kX kkhkkk Xk khkkk kX k Xk khkkkkxkkhkkkkxk Xk k*xk*x*3096525168

4. Pt Authorization
240 T ¥ 2PF% Authorization :

Authorization =
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Algorithm + ' ' +
'Credential=' + SecretlId + '/' + CredentialScope + ', ' +
'SignedHeaders="' + SignedHeaders + ', ' +
'Signature=' + Signature
TR ke
Algorithm B4k, BEEN TC3-HMAC-SHA256 o
Secretld SZEAXT Y Secretld, Hl AKIDz8krbsJ5*******x**mI Px3EXAMPLE

CredentialScope W b3z, FIETEME, H/RFIHELSERZE 2019-02-25/cvm/tc3_request o
SignedHeaders WEx, Z25840LEMER, HWREIBYEN content-type;host o

BHE, HRBIHHELERE

Signature
72649466{8******************************************396525168 °

ARIELLERN, TRBIHISEIRE
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TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5*****x**xx*x*nPx3EXAMPLE/2019-02-25/cvm/tc3_re

RASERERTTA B EMTT
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POST https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5********xx*qPx3EXAMPLE/2019-0
Content-Type: application/json; charset=utf-8

Host: cvm.tencentcloudapi.com

X-TC-Action: DescribelInstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1551113065

X-TC-Region: ap-guangzhou

{"Limit": 1, "Filters": [{"Values": ["\\u672a\\u547d\\u540d"], "Name": "instance-na
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5. API 3.0 &% V3B

const crypto = require('crypto');

function sha256 (message, secret = '', encoding) {
const hmac = crypto.createHmac ('sha256', secret)
return hmac.update (message) .digest (encoding)

}

function getHash (message, encoding = 'hex') {

const hash = crypto.createHash('sha256")

return hash.update (message) .digest (encoding)

RN R @ BRI R (sd) ARTERH]
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}

function getDate (timestamp) {

const date = new Date(timestamp * 1000)

const year = date.getUTCFullYear ()
const month = ('0' + (date.getUTCMonth() + 1)) .slice(-2)
const day = ('0' + date.getUTCDate()) .slice(-2)
return "~ ${year}-S${month}-${day}"
}

function main () {

// ERB

const SECRET_ID = "AKIDz8krbsJb****x***x*x*++m[ Px3EXAMPLE"
const SECRET_KEY = "GULLI9XGAR****x**x*x*x*EXAMPLE"
const endpoint = "cvm.tencentcloudapi.com"

const service = "cvm"

const region = "ap-guangzhou"

const action = "DescribelInstances"

const version = "2017-03-12"

//const timestamp = getTime ()
const timestamp = 1551113065
/ /INFTRIALER,  RETH SR H A

const date = getDate (timestamp)

)] Krkxokxokxkkxkxk JHIR 1 BREEEHITEIE SR ER xkxk vk koxkoxokokk
const signedHeaders = "content-type;host"

const payload = "{\\"Limit\\": 1, \\"Filters\\": [{\\"Values\\": [\\"\\\\u672a\

const hashedRequestPayload = getHash (payload);
const httpRequestMethod = "POST"

const canonicalUri = "/"

const canonicalQueryString = ""

const canonicalHeaders = "content-type:application/json; charset=utf-8\\n" + "h

const canonicalRequest = httpRequestMethod + "\\n"
canonicalUri + "\\n"
canonicalQueryString + "\\n"

canonicalHeaders + "\\n"

+ + o+ o+

signedHeaders + "\\n"
+ hashedRequestPayload
console.log(canonicalRequest)

console.log("-——="""""""""""""""""""—"—""—— ")

[ ] kKRR K kK Kk Kk X K -,'j—“ggé Zﬁffjtif%%%?ﬁ% Kok ok ok ok ok Kk ok ok ok ok ok

const algorithm = "TC3-HMAC-SHA256"
const hashedCanonicalRequest = getHash (canonicalRequest) ;
const credentialScope = date + "/" + service + "/" + "tc3_request"

RN R @ BRI R (sd) ARTERH] 55157 3424471



O BRE A

const stringToSign = algorithm + "\\n" +
timestamp + "\\n" +
credentialScope + "\\n" +
hashedCanonicalRequest

console.log(stringToSign)

EONSOLE ; Log] (Voo seesees=—s ")

)] KEkxkxokxkkkkxk SGIER 3 THREIAEAZ kokkok ok ok ok k ok Kok kK

const kDate = sha256(date, 'TC3' + SECRET_KEY)

const kService = sha256 (service, kDate)
const kSigning = sha256 ('tc3_request', kService)
const signature = sha256(stringToSign, kSigning, 'hex')

console.log (signature)

console.log("-=——==="""""""""""""""""————— ")

[ KKKk K kK Kk ko X K }ﬁg;gé 4:13‘.1:1:% AULhOTization **%%%%% %% %% %%

const authorization = algorithm + " " +
"Credential=" + SECRET_ID + "/" + credentialScope + ", " +
"SignedHeaders=" + signedHeaders + ", " +
"Signature=" + signature

console.log (authorization)

een8ele . log (Voo eeee=—s ")

const Call_Information = 'curl -X POST ' + "https://" + endpoint
+ ' -H "Authorization: ' + authorization + '"'
+ ' —-H "Content-Type: application/json; charset=utf-8"'
+ ' -H "Host: ' + endpoint + '"'
+ ' -H "X-TC-Action: ' + action + '"'
+ ' -H "X-TC-Timestamp: ' + timestamp.toString() + '"'
+ ' -H "X-TC-Version: ' + wversion + '"'
+ ' -H "X-TC-Region: ' + region + '"'
+ " -d '"" + payload + """

console.log(Call_Information)

}

main ()

2. 3RHX API 3.0 V1 [iA%4

B VI BERGH, HRRER L MRS 515 v8, HEF 4 715 v3,

TR

B, FEIWER AP Explorer R4 ERAE R TIRE, IEFRRERAARA N “API 3.0 %544 v17, ATLIA A A R
ITRAE, IR TER D IRIRIE S S RE, AT ERAE R SDK S, HEFERAB IR A AP ECER 7 frE WLvgmE
B5 SDK, B4 TELMIENRKTRE, HEHE, & Python, Java, PHP, Go. NodeJS., .NET, C++o
DRSS aEBLHFIER (Describelnstances) &K HI, A X —HON, HiGEKRSEATREWT:

ey ey HxL ZHE

RN R @ BRI R (sd) ARTERH] 5158 3424471


https://console.tencentcloud.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp

O BRE A

Action JiEH Describelnstances
Secretld D AKIDz8krbsJ5* ****x**x*m[,Px 3EXAMPLE
Timestamp 4 Fi7 N ] 2K 1465185768
Nonce REATLIEEEEL 11886
Region S PR AE XI5 ap-guangzhou
Instancelds.0 REERRYSLH] ID ins-09dx96dg
Offset TVES= 0
Limit BRIV 20
Version BOMAS 2017-03-12
1. NBEHEF
BHINITAIGE RSB ANy (ASCIE) FHFEHET.
TR

P2t 8y, SEUERRN RENRT, A5 KRN |

1% ASCII FBEE R/, 4 Instancelds.2 ZEHELE Instancelds. 12 G, FNEIETREE, WARIEEUE, F Al LUEBh W
FEIE S HIVAE KB BECRISIX —DRE, 4l PHP 1Y ksort XL,

ARBIZBIIBEFEERAT -
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'"Action' : 'DescribelInstances',

'Instancelds.0' : 'ins-09dx96dg’',

'"Limit"' : 20,

'Nonce' : 11886,

'Offset!' : O,

'Region' : 'ap-guangzhou',

'SecretId' : 'AKIDz8krbsJb*****xx*x*xqn]Px3EXAMPLE',
'"Timestamp' : 1465185768,

'Version': '2017-03-12",

RN R @ BRI R (sd) ARTERH]
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HERRFRIHES AN, AN EEREIHESEOEITHERE, [EIREE R —BE1A],

2. PHETEIAR &

WP BRAERIE KRR R, FHE E— S PF i iIE R SRS UL SR =S 8E " E X, 40X Action 2%, HZ
RN " Action ", ZEUE N " Describelnstances ", KIEAS (L J5HEA Action=Describelnstances .

TR

“BRUE" R AAETTIE url Jmid fERMES

RIFTHE L EI BN SR & PHEE —iEE, RAAERIIERTIFE:
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Action=DescribelInstances&Instancelds.0=1ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&R

3. PHER AT

DR RE AT ST R, B ST R LT T LN SR Rk

135K G | 3k POST M1 GET A=, JXEMH GET 16K, HERETENERE,

2. 15 KR FHL - EHELEIFNFE (Describelnstances) IEKE$N ¢ cvm.tencentcloudapi.com o EFRAYIEK
AR AT B AR A RTINS RE T3,

3 IEREEEE | HRTIRAAPINIE RS EEE N / o

4R L B E— DA RIS KRR AR

B FSCERRIPFHERINCY © WERAE + EHRFN +IERBEE + 2 + ERTFRHEH

I HHESE RN
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GETcvm.tencentcloudapi.com/?Action=Describelnstancesé&Instancelds.0=1ns-09dx96dg&Lim

4. HHES

P BRA RS B, B EfER HMAC-SHAT S50 E— iR IS I BRRXX FRBI TS, RERA RIS
/] Base64 t1T4tY, FIAIRIGEHSR, HEHIESE T SORMIEH,
SEIRE A EHN
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Eli*****************CGeI:

5. REUARE BRI R ER
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# KPR, RIERTREAIR R TR S R O 27 A T 2 (AL APy thoniB & Wk X getiHK)
resp = requests.get ("https://" + endpoint, params=data)

print (resp.url)
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REASRNNIER BN
https://cvm.tencentcloudapi.com/?Action=DescribeInstances&Instancelds.0=ins-09dx96d

TR R
endpoint AR&SHik, #l40 @ cvm.tencentcloudapi.com

data AP|13.0 &4 V1 FiRfliEO25, R XEBERTENELAERENNERIMA data H

R
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T RBIFP RV EAR, N RIS R YA ], KNSR unl fEX S 8RR TEE A curl S an w18 H
N 2R EEERER @ S, I TREBEI— DRI UEERER url , FEAEUOREIFHY Secretld F1 SecretKey HHESL
(A, I RS 4 RN 2 E R Timestamp,

N T EIEERRRER AR, T MnodejsiE S N, IF FRRYE AR BRI, 1ERIVEA. AR ORS
HYEEER L b4t Ao e, RIS FON Rt iE, IR E&mAtE, ShrZER&MEH SDK,

6. B BRGREG

A RS S B F N REIE A E N IE SRS, RN HIEAT URL 4whd.

BRI ERN ElixrsxrsxxxxrkrrrxxrcGel= , RAGHINELHBIERSE (Signature)
o ELiPp*rkkxkkkxkkkrkkxrxkx*x%0T53D , U TAMIRARIER URL,

TR

AR P BIE SRR GET, s#E K718 POST [FIE Content-Type 4 application/x-www-form-urlencoded, |
RIRTE RN A IE KR SEWEITREM URL dwfd, ZEERNI=1F S~ FHERmMI, JE ASCI FFFHE URL midaiaREst
LLUTF-8 i1 74mh5.

HERIRIE SN R B BN TS S80H1T urlencode, fEXRMEILT, BEATREXNEH HIHIT URL WIS T, &
TP URL mid 2 S 344 KW,

HAnSHE M FEMA TR, LKA RFC 3986, M oxy MR FERGIAIIN T E 7 begmbs, He X " fi
Y "R NERIERF (0-9 HIREFREA-F) |, /NGRS R 5ER,

7. API 3.0 &4 V1R
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https://tools.ietf.org/html/rfc3986

O BRE A

const crypto = require('crypto');

function get_reqg_url (params, endpoint) {
params|['Signature'] = escape (params|['Signature']);
const url_strParam = sort_params (params)

return "https://" + endpoint + "/?" + url_strParam.slice(1);

function formatSignString(regMethod, endpoint, path, strParam) {

let strSign = regMethod + endpoint + path + "?" + strParam.slice(1l);
return strSign;
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}

function shal (secretKey, strsign) {
let signMethodMap = {'HmacSHAl': "shal"};

let hmac = crypto.createHmac (signMethodMap['HmacSHAL1'],

secretKey

return hmac.update (Buffer.from(strsign, 'utf8')) .digest ('baset4')

function sort_params (params) {
let strParam = "";
let keys = Object.keys (params);
keys.sort () ;
for (let k in keys) {
//k = k.replace(/_/g, '."');

strParam += ("&" + keys[k] + "=" + paramsl[keys[k]]);

}

return strParam

function main () {

// EHSE

const SECRET_ID = "AKIDz8krbsJS****x*x*x*x*m[ Px3EXAMPLE"
const SECRET_KEY = "GUSLIXGARX****x*x*x**xEXAMPLE"

const endpoint = "cvm.tencentcloudapi.com"

const Region = "ap-guangzhou"

const Version = "2017-03-12"

const Action = "DescribelInstances"

= API

"");

const Timestamp = 1465185768 // If[AIEL 2016-06-06 12:02:48, WSEIENRE], LILIRS

// const Timestamp = Math.round(Date.now() / 1000)
const Nonce = 11886 // FENLIEZEEKL
//const nonce = Math.round (Math.random() * 65535)

let params = {};

params|['Action'] = Action;
params|['Instancelds.0'] = 'ins-09dx96dg’';
params|['Limit'] = 20;

params|['Offset'] = 0;

params [ 'Nonce'] = Nonce;

params|['Region'] = Region;
params|['SecretId'] = SECRET_ID;
params|['Timestamp'] = Timestamp;
params|['Version'] = Version;

/7 1. NBREEER, FHPHEER T

strParam = sort_params (params)

/7 2. PHEERFECCTITER

RN R @ BRI R (sd) ARTERH]
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const regMethod = "GET";

const path = "/";

strSign = formatSignString(regMethod, endpoint, path, strParam)
console.log(strSign)

console.log("-—=="=""""""""""""""——- ")

// 3. EREHE
params|['Signature'] = shal (SECRET_KEY, strSign)
console.log(params|['Signature'])

console.log("-——"—"—""""""""""—"———— ")

// 4. HfTurlfmidIFPHEiE Rurl

const reqg url = get_reqg_url (params, endpoint)
console.log(params|['Signature'])
EENSOLE, log) (Vo eeeeee——ss ")

console.log(reg_url)

}

main ()

API| 2.0%44

B IEARELEY, BIEREEEELN APl 3.084% , WIFEMEH, EEELE AP Explorer IEBBAERR > %
API 2.0 BIRAI A THR1E,

TR

FELA T R R ER RED, ARG SRR TR UL R,
IR AP iERaN

AuthFailure.SignatureExpire i, Timestamp 555 A ICETE KIS R HE 22 S8R 778,

/

IR S E .L>.7Elk 5'1‘—( =) & ik*% =] I:?/J\ = Fu 22
AuthFailure.SecretidNotFound Af%ﬁ? F1E, EEIERAEBERRGIEN, BBV EH T H#EST
R

WO, HREESAITRIER, SESH5IIRRTNA TS, th

AuthFailure.SignatureFailure .
9 HATRER 554 SecretKey 5152 S8,

AuthFailure.TokenFailure IEHIE Token 4512,
AuthFailure.InvalidSecretld ZEAIEE (NET APl Z5HZA)
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https://console.tencentcloud.com/api/explorer

%) iit= =4
i ] 5

IEfREIESR

DI ARSS St B B LHIIRAH K ( DescribelnstancesStatus ) 2017-03-12kA A, M, HATRERIR
[EANT o -

"Response": {
"TotalCount": O,
"InstanceStatusSet": [],
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"RequestId": "b5b41468-520d-4192-b42f-595cc34bbclc"

}

Response MHWHEH RequestId REENTFE, LIRIERBINGA, HEAPIEHT, WA ERKE,
RequestId HITF—A APLIERMIME—IRIN, A0S APl HERS 5, PTLUBCRIRAT, FHARMHZ 1D e,

R T EE R FEY, HAR BB E 7B, AR AR B 7 B S WA O SRR Y E o By
TotalCount AMl InstanceStatusSet 4 DescribelnstancesStatus #%17€ X FE, BTG
BINERA RS #LH], Hit TotalCount TEMIEN THYRENENO, InstanceStatusSet JlIFERAZE,

HERESR
HVRFSIN, HORIEERBIAT T
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"Response": {
"Error": {
"Code": "AuthFailure.SignatureFailure",
"Message": "The provided credentials could not be validated.

Hy
"RequestId": "ed93f3cb-£f35e-473f-b9£f3-0d451b8b79ce"

RN R @ BRI R (sd) ARTERH]
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Error MWYHBREEIZERAMAY, Error FTEIEFRHNEI code M Message FEAEEHKIM

B TEIR A

Code FOREMRMIANIHIRIG, D16 K I A DUBARIE 2RI AE 2 HBR DR 24 BiT O LAY B IR IS 871 5% B
A R Ji PRI AR ER 5 SR

Message TRt X MERAENBMRERE, BE&LSERESARMEL, HCATREREH R ESCER, H
AN BARFGX R [EE

RequestId HT— APIIERAYME—FRIN, AR API IS, wIDUBCREA], FHHREHX 1D kDA,

NI

R EIEE R APAIERAEE Error 7B, MIFRIRIAR APIH212RE,  Error FPEY Code B FRIHIREG, AT WS5HRAIHE
BURES IR A NIEIRY, T RI T RHEIRM,

IR TR R
AuthFailure.InvalidSecretld FHIEE (R2 APIEHIER)
AuthFailure.MFAFailure MFA 1%,
AuthFailure.SecretldNotFound HHAFE,
AuthFailure.SignatureExpire G apun N
AuthFailure.SignatureFailure TR,

AuthFailure. TokenFailure token & 1%,

AuthFailure.UnauthorizedOperation TERA CAM FZHY,

DryRunOperation DryRun #F, KEIERFRZHINN, HZ2Z1E T DryRun S8,
FailedOperation BB

InternalError PIEREH IR

InvalidAction PO R,

InvalidParameter RGBT,

InvalidParameterValue ZROUEE R,

LimitExceeded jea i PR

MissingParameter TR SRR,

NoSuchVersion PE AR,

RequestLimitExceeded TESRAR AR T AR BRI,
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ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

RN R @ BRI R (sd) ARTERH]

GRIRA 5
R
BIRAFE,
IR AT,
RIAIRAE
RHBEGHR,

BRAIEANSH

HTTPS IEK 7R, HS0R: GET M1 POST i#K,

AN SR G iR

= API

175 24477



(%) - iit= A
PHP AP

b N TE]  2023-03-07 18:16:40

TENZ AP 2T FHE3.0 , IZRCAHEAT T HEREIL(L Bl 2, SCRmbarstlsdz AL DiINIE TR R, &0
MR E AN, FRMS DA E N2, SDK MINEE aERe, IR IR BN fhe XX PHP
AP A 5 TG T BB,

RExXFrRsSsa (CVM) . =ifE (CBS) | FVEMLE (VPC) . mBudlE/%E (TencentDB) < BTN i, JE%k
REFFHM T A, BOEHIR.

T PRE KRGS

1. fR&HuE (endpoint)

API SRR s A (140 cvm P @848 cvm. tencentcloudapi.com ) , HICRHEE HEIEA iR
(A - TN cvm. ap-guangzhou. tencentcloudapi.com ) , FHIHSEIL T XIS
FUbIBAN R, PRI S DA i B TR R EEHY SRS W I 2 75 SR Iz iR,

R

X I AU 55, 2GR E T s 34

2. BE PN
I Z API UG B2 358 HTTPS MM TE(E, 1R 2 M =EH,

3. WERAGE

TR HTTP i8R 71

POST (##)

GET

POST i& 3Kk 1Y Content-Type ZE%! :

application/json (#E#¢) , WAFEHE$ 777 v3 (TC3-HMAC-SHA256)

application/x-www-form-urlencoded, @7 %54 /775 vi (HmacSHA1 8¢ HmacSHA256) .
multipart/form-data (R #E5CH) , DA% 771 v3 (TC3-HMAC-SHA256)

GET 15 RIVIE R/ N 5iEE32KB, POST 1HRMEHE#A % v (HmacSHA1, HmacSHA256) WAt
1MB, POST i&R{FEHZH 51 v3 (TC3-HMAC-SHA256) I SZ+510MB,

4. FrIoRES
Y05 UTF-8 4.
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https://www.tencentcloud.com/product

O BRE A

INHSZE
WeBH :
ISR TR PR OIS, R BB SR RS R,

B V3 RNEBH

A )7E v3 (BIHBFME TC3-HMAC-SHA256) HHELR A5k v (B SR RN S 5TR") |, BRE, SR

BRRYIER L, S POST JSON #83X, MEREE —@4ert, HEMEHIXEL A EITRESER, MHAENL T 4877
A

o

ey ey "

e
e

filid

BRI, BUES B OSSR AS NS Action YT,

X-TC-Action String = BlAN AR S5 g2 W S 151 242 1, BUE M Describelnstances.

Mk B8, FISRFRIRAS B EM N s B, £ 2R E S Z
X-TC-Region  String - PEOISCRS i ASBUN LS Region IOVEAH, R | REEOARELE
BBH, BEOSUSHIX SR, HNEEEBXSEEASER,

X-TC- nteger | B LET UNIX IR, FIidsk & e APLiE KAV A, $il411529223702, &
Timestamp g B MRERSHNHEEEI 2, R5IEZLTHER,

BAERY APLEIRRAS, BUEZE 4R LSRR AS RIS H Version I,

X-TC-Version  String p 3 B R % B2 A 2017-03-12,

HTTP AR B INIESLE 7B, Hl4l © TC3-HMAC-SHA256
Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,

SIgNALUIE=726440aB* -+ HHrrsrsxtaxkkxskarksrsx st s s+ 20B5051 6
Hrp

TC3-HMAC-SHA256 : %4775, HuilEERIZE,

Credential : 4 UE, AKIDEXAMPLE /& Secretld,

Date /2 UTC triERAIFY HIH, BUETRZEM/ANILSEL X-TC-Timestamp ##
LY UTC ARAER[a] H H—2

service /7 inta, EE NSRS, HIAIEE cvm.tencentcloudapi.com
WAt cvme AR EEUE A cvm,

SignedHeaders : 5% % 1HHEISLEREE, content-type Al host 941k
LR

Signature : %, HHERSEFEWT

Authorization  String 2

fFUE-B AT IR Token , TRELS SRR —RER, IR Token

X-TC-Token  String S R PRSP B3R, KA R Token,

i)
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A BT

BEFENV1 BDEBE

= API

B TTE VY (BN APME HmacSHA256 #ll HmacSHA1) |, AHESHERE S —HEEK A,

SRR it WAIE
Action String =
Region String

Timestamp Integer =
Nonce Integer =
Secretld String =
Signature String =
Version String =

SignatureMethod ~ String %
Token String %
HiiF 3R

EHBUN

BAERE AR, BUESE R OO AS NS Action
W, BIAN=ARSS ds iV E WL BIBIELR T, BEHN

Describelnstances,

HIRBE, PRI AT SRR s a5 452 (1 s
HUESE R LTS A S S8 Region B, HER @ 3
EROFARBEEBZSH, BOSEPIXIRFIGH, R E
B RS BB RER,

AT UNIX IRV, PICSRAGES APLIESREVI AL, B4
1529223702, #IRGHHIN AT KR, =5EEATHIHIR,

BENLIEREEL, 5 Timestamp BAAHEAR, HI B4 1EE B .

£ ~APIESH EHIEARIAE 731 Secretld, — Secretld Xf
E—M SecretKey, fii SecretKey 2 kA4 pliE R &4
Signature,

THREA, FASRRIERIERIETENE, FEM P IRYE LRI
ASBUHERF . BRUTRGES WU T SCERTENA .

BAERY AP BURRAS, BUESE O SRR A SN 54 Version
IR, BIAN =ARSS 2R IRRAR 2017-03-12,

H22, HAET34#F HmacSHA256 Al HmacSHA1, HETEEI
24 HmacSHA256 I, ¥ {# Ff HmacSHA256 HiERIEE 4,
HAEm¥ 8 H HmacSHAT $iF% 4.

IEIHE B AT Token , FFELE AN H—EMFEH, TN %H
A Token FFE RN R E ARSI, KEAZSHARTFEE
Token .

T2 SRR AN R, BARTERIE S 27 iSO P IS &

fan, SERIIASE RIRSS AR HiE 1 £,

PHP API & H 5\

RN R @ BRI R (sd) ARTERH]
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https://console.tencentcloud.com/capi
https://www.tencentcloud.com/document/product/213/31574

O BRE A

FEINZ AP MG NEREIT S Y IE, F P REER R 2TIE, 23R ErPBIEREITEY (Signature)
B RESFT LA N HIE RSB PREZ 04 R LUEE 7 AR U R R,

SE  HIERERIE

AERZ 2RI A, %4045 Secretld Al SecretKey, £ P i 2% m] LUHIA R AT %54H,
Secretld : FHTHRIA API AR B4, AILARI L P 4.
SecretkKey : FI T3k API AFER B3, AILAEI AR HONZE D,
TR
P IRE Z 2 FEUE, Bt ER, SNPRHER e, Wit B A IX L 2 FEE,
BZF Y Secretld 1 Secretkey 77 HI/2 © AKIDz8krbsJ5**********mPx 3EXAMPLE
GUSL 9XGAR* * ** % *xx * x*EXAMPLE , FFMEAEF MR BIRG MG N REL NEIIRE, FHiRE—FEE,
M K AT REA
A APIE S FE T, BIATEHTAREL, A0 T EFR

@ Safety Wamning

* APl key is an important certificate to request for creating Tencent Cloud AP With the API, you can operate all your Tencent cloud resources. For your property and ser

* Please do not upload or share your key information by any means (such as GitHub), Once leaked to external channels, it may cause significant loss of your cloud asset

@ Usage Notes
* The APl Keys is used to generate a signature when you call the Tencent Cloud APl [& .Check the algorithm for generating a signature [& .

* Your APl key represents your account identity and permissicns, and acts as your lagin passwerd. Do not disclose it to others,

* The last access time and the last accessing service are the last time and last service that used the current key to access a TencentCloud APl in 30 days. The access recor
record comes from CloudAudit & and it only keeps the records of control-flow APls of AP| level or resource level. Access to the data-flow APls or service-level APls w

Create Key

AFPID Key Creation Date Last Access Time Las

Secretld: - Ia]
Secretley: === Show

W2

1. 3B API 3.0 V3 [RA%4

%A )51% v3 (TC3-HMAC-SHA256) Phfie B = 7 IRV ik vi, MHERE, SHRFERIVIER, S json
X, TERER TR, HEEMAIRER TR RS .

IR L BRI (bR ARSUERT] 55179 3424471


https://console.tencentcloud.com/cam/capi

O BRE A

Code Generating Online Call Signature generation Parameter Description Feedback

Signature generation Select the sit

For the APl 3.0 signature, please click the "Generate Signature” button below. The system will take the POST request metho
by step. Finally, you will be provided with a real URL that can be requested by POST.View signature document [ (When the

egenerate the signature process data)

Generate signature

TR

B, FEWER AP| Explorer RS ERAE R TIRE, IEBEREAARA N “API 3.0 %544 v3”, RIS R
ATHAE, W] E AR SDK A8, HEFFMHRBIA APIBLER 7 A WHIRTEIE S SDK, B4R T EAAIER

SR, HESE, fF Python, Java, PHP, Go. NodeJS. .NET, C++o

7~ API 2F§ GET Ml POST 13K, X+ GET /1%, H#F Content-Type: application/x-www-form-urlencoded #i¥4%
Ro A FPOST/HIEE, HHisZ## Content-Type: application/json 28 Content-Type: multipart/form-data R4S

X, json MRARZSEEEZZLFE, multipart A8 NARPERE OISR, iz O REMH json i8XHH, & A
NSS4 SRR, HEFA(E R POST 183K, KIAMNEILZERIF LA, H GET IERHASFE32KBLINMIE K Tl

TR EELEIINZE ORI, DPENBELNT R, RAODERXE 2R

1. ZRGSEREINCITE, ZEOREH

2. ZHER AN, AR IA RIRIPIRE ;

3. WOEENSEMIER S, AL R SRR BEH AR,

1. PHEMVEIER B
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https://console.tencentcloud.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://www.tencentcloud.com/document/product/213/33258

O BRE A

CanonicalRequest =
HTTPRequestMethod + '\\n' +
CanonicalURI + '\\n' +
CanonicalQueryString + '\\n' +
CanonicalHeaders + '\\n' +
SignedHeaders + '\\n' +
HashedRequestPayload

TR fiERE

RN R @ BRI R (sd) ARTERH] 55181 3424471



A BT

HTTPRequestMethod

CanonicalURI

CanonicalQueryString

CanonicalHeaders

SignedHeaders

HashedRequestPayload

= API

HTTP &Kk 45iE (GET. POST) . M/RBIEUEN POST o
URI 2%, API3.0 EENERML () ,

R HTTP 5K URL HYEIFRTE, N T POST iEK, EENZEFRE", NT C
K, W2y URL HRlAE (?) JEHEFRBRENZE, HIa0 : Limit=10&0ffset=0, & :
CanonicalQueryString 5 212% RFC3986 1T URLEncode, F1F% UTF8, #HEF(HA
BEVRMEE, FTERRFEIFEHRRE, KE5E

S HEBLNLEBER, EAEE host fl content-type FIN3LER, HATHIA HE XYk
B LR H B IE R ME—ME R e, PHERIN © SKER key 1 value G —#2 VNG,
HEREZE, 4R key:value\\n f8APHE ; 213K, Ik key UNE) #Y ASCI
1THHE, RBITESERZ content-type:application/json; charset=ut
8\\nhost : cvm.tencentcloudapi.com\\n , JE&E : content-type JAIELERA
fE, GLgmE S M ERERTEE R BN charset {H,  ANRE A NI GXR
B, RS A RBREIEARER KL

S HELNELERMER, WAL KIE R G ML LS5 744, Ml CanonicalHeaders &
EBNA R — XY, content-type I host Jy0i%e Sk, PHEMINI : SLEE key Gi—4%)
H 03kl key CUNE) 12 ASCI AR THHE, RS () 77k, HREL
content-type;host

IERIESC (Requestpayload, Bl body, It /RN {"Limit": 1, "Filters":
[{"Values": ["\\u672a\\u547d\\u540d"], "Name": "instance—-name"’
P FE, THEMIESN Lowercase(HexEncode(Hash.SHA256(RequestPayload))),
HTTP & RIESCHi SHA256 67, ARG T/N#tfilgms, RIagms ki NgEF R, 5
GET i&3K, RequestPayload [EE N24F ¥, HRAITHREERZ
35e9c5b0e3ae67532d3c9f17ead6c90222632e5b1ff7£6e89887£1398934f(

ARIELLER, RGP SEIRMTEIE R BT
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https://tools.ietf.org/html/rfc3986

O BRE A

POST

content-type:application/json; charset=utf-8

host:cvm.tencentcloudapi.com

content-type; host
35e9c5b0e3ae67532d3c9f17ead6c90222632e5b1£ff7£6e89887£1398934£064

2. PHEFSH TS
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O BRE A

AT R PHE R R TR

StringToSign =
Algorithm + \\n +
RequestTimestamp + \\n +
CredentialScope + \\n +

HashedCanonicalRequest
FEAFR ke

Algorithm BHEE, HAEIEEN TC3-HMAC-SHA256 o

RN R @ BRI R (sd) ARTERH]



O BRE A

RequestTimestamp TERIN AR, BIiE KSR AN TS X-TC-Timestamp HUE, HCSH{E UNIX K[
WEIRD, HRBIEMEDY 1551113065 .

EUEYER, #5200 Date/service/tc3_request, & HEA, AT RIVARSS AL L F4FE

(tc3_request) . Date JJ UTC FrH#ERHRYERA, BUEREMAISE X-TC-Time
#HEH UTC FRAER A HEI—3X ; service hr=inth, 5 JARMN MG —, I
B&ERIE 2019-02-25/cvm/te3_request,

CredentialScope

R BRPHE TS AVEIE R BIIE A E, HRIRREN
HashedCanonicalRequest ~ Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))), ItRAlTHELERZE
5ffe6al04c0664d6b969fab9%al3bdab201d63ee709638e2749d62a09cal8d

TR

1. Date 270 MIN (AT X-TC-Timestamp THEAE], HNXy UTC+0, ANSRMARGAMB XER, FIAIARNAX, FF
SEE KM Y, (B2 RN E R, FIZERECH 1551113065, 1E4x/\XMEFEE 2019-02-26
00:44:25, {HZIHEIFEHY Date HX UTC+0 HYHIAR Jy 2019-02-25, i /& 2019-02-26,

2. Timestamp AU M ATR SN B, HFEFRRGN [AIFRHER R FE 0, A0SRz 75 Fhese R, 4N
REBRAAAIFRER [RIFEZE, ATRESBOS T —BRINFEG, HEROERW, REIEA SRR,

RRAELL BRI, RIS SIS F R ERATT
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O BRE A

TC3-HMAC-SHA256

1551113065

2019-02-25/cvm/tc3_request
5ffe6a04c0664d6b969fab9%al3bdab201d63ee709638e2749d62a09cal8d7031

SR A(NRED)
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O BRE A

S$secretDate = hash_hmac ("SHA256", S$date, "TC3".S$secretKey, true);
SsecretService = hash_hmac ("SHA256", S$service, S$secretDate, true);
SsecretSigning = hash_hmac ("SHA256", "tc3_request", S$secretService, true);
Ssignature = hash_hmac ("SHA256", S$stringToSign, S$secretSigning);

echo $signature.PHP_EOL;

IRZEHRYE4] SecretDate . SecretService M1 SecretSigning & HHIVEIE, FIRECLEAATHTED
TR, AT ERP AR,

TBARE e
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O BRE A

secretKey AR SecretKey, Bl GuSt 9xGAR* **********EXAMPLE o
date B[l Credential 1/ Date FEX {58, IHWREIEMEHN 2019-02-25 ,
service B[l Credential /Y Service FEXE R, IHREIEMEN cvm o

Jﬂjﬂ——\‘ﬁuﬂ—;é;g%%% 7204040 g8* kX h kX hkhk kX hhk Xk k kXK K XKk KKK K XKk KKKk XKk XXk **%306525168

4. B Authorization
2400 T #% X PFEE Authorization :
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O BRE A

Sauthorization = Salgorithm
." Credential=".$secretId."/".ScredentialScope
.", SignedHeaders=content-type;host, Signature=".S$signature;

echo S$authorization.PHP_EOL;

FEAM fiRE
algorithm BHTE, EEHN TC3-HMAC-SHA256 o
secretld ZEANTHRY Secretld, H AKIDz8krbsJ5********x*x*nIPx3EXAMPLE ,

credentialScope U3z, FUEGRE, HRFITREEERZE 2019-02-25/cvm/tc3_request o
SignedHeaders Wk, Z25Z40LEMERE. HWREIBUESN content-type;host o
FHE, HWRENTRSERZ

signature
72e494ea8~k~k****************************************a96525168 °

ARIELLERI, RBIPISEIED
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O BRE A

TC3-HMAC—-SHA256 Credential=AKIDz8krbsJ5*****x**xx*x*nPx3EXAMPLE/2019-02-25/cvm/tc3_re

RSB EMTT
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O BRE A

POST https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5S********xx*qPx3EXAMPLE/2019-0
Content-Type: application/json; charset=utf-8

Host: cvm.tencentcloudapi.com

X-TC-Action: DescribelInstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1551113065

X-TC-Region: ap-guangzhou

{"Limit": 1, "Filters": [{"Values": ["\\u672a\\u547d\\u540d"], "Name": "instance-na

RN R @ BRI R (sd) ARTERH] 55191 3424471



O BRE A

5. API 3.0 &% V3B

<?php

SsecretId = "AKIDz8krbsJh*****x*x44 [ Px3EXAMPLE";
SsecretKey = "GUSLIXGAR****# x4+ x4+ +EXAMPLE" ;

Shost = "cvm.tencentcloudapi.com";

Sservice = "cvm";

Sversion = "2017-03-12";

Saction = "DescribelInstances";

Sregion = "ap-guangzhou";

// S$timestamp = time () ;
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A BT

Stimestamp 1551113065;
Salgorithm = "TC3-HMAC-SHA256";

// step 1: build canonical request string
ShttpRequestMethod = "POST";
ScanonicalUri = "/";

ScanonicalQueryString = "";

= API

ScanonicalHeaders = "content-type:application/Jjson; charset=utf-8\\n"."host:".Shost

SsignedHeaders = "content-type;host";

Spayload = '"{"Limit": 1, "Filters": [{"Values": ["\\u672a\\u547d\\u540d"], "Name":

ShashedRequestPayload = hash ("SHA256", Spayload);

$ScanonicalRequest = S$httpRequestMethod."\\n"
.$canonicalUri."\\n"
.$ScanonicalQueryString."\\n"
.$canonicalHeaders."\\n"
.$signedHeaders."\\n"
.ShashedRequestPayload;

echo $canonicalRequest.PHP_EOL;

// step 2: build string to sign
Sdate = gmdate ("Y-m—-d", Stimestamp) ;
ScredentialScope = S$date."/".S$service."/tc3_request";
ShashedCanonicalRequest = hash ("SHA256", ScanonicalRequest);
SstringToSign = $algorithm."\\n"

.Stimestamp."\\n"

.ScredentialScope."\\n"

.$hashedCanonicalRequest;
echo $stringToSign.PHP_EOL;

// step 3: sign string

SsecretDate = hash_hmac ("SHA256", S$date, "TC3".S$secretKey, true);
SsecretService = hash_hmac ("SHA256", S$service, S$secretDate, true);
SsecretSigning = hash_hmac ("SHA256", "tc3_request", SsecretService,
Ssignature = hash_hmac ("SHA256", S$stringToSign, S$secretSigning);
echo $signature.PHP_EOL;

// step 4: build authorization
Sauthorization = $algorithm

." Credential=".$secretId."/".ScredentialScope

.", SignedHeaders=content-type;host, Signature=".S$signature;
echo $authorization.PHP_EOL;

Scurl = "curl -X POST https://".Shost
.'" -H "Authorization: '.S$Sauthorization.'"'
.' —-H "Content-Type: application/json; charset=utf-8""
.'" -H "Host: '.S$host.'"'
.'" -H "X-TC-Action: '.Saction.'"'

RN R @ BRI R (sd) ARTERH]
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O BRE A

.'" -H "X-TC-Timestamp: '.S$timestamp.'"'
.'" -H "X-TC-Version: '.S$version.'"'

.'" -H "X-TC-Region: '.S$Sregion.'"'

'" _d ’".$payload."'";

echo $curl.PHP_EOL;

2. IKEL AP1 3.0 V1 iiA%4%

BHFEVI BRGH, ERRERMZ MRS v8, HEFF AR5 v3,

TR

B, HER AP Explorer R4 ERAE R TIRE, JEBRREAAARA N “API 3.0 %544 v17, RATLIA A R
ITRIE, IR TER D IRIRIE S ARG, AT ERAER SDK S, HEFERABIH A AP ECER 7 frE WvsmiE
IBE SDK, B4R TEXMIERTRE, HWEFE, Ff Python, Java, PHP, Go. NodeJS. .NET, C++,
MRS 225 L5411 3% (Describelnstances)ig sk N, 4 H X —HE O, HiERKSEETREA T :

SRR HisC ZRUE

Action PaRe<2 Describelnstances

Secretld 51D AKIDz8KkrbsJ5*********x*m,Px 3EXAMPLE
Timestamp RIS TR 2Y 1465185768

Nonce REATLIEBE£Y 11886

Region S FAE X I8 ap-guangzhou

Instancelds.0

Rr&E IRyl 1D

ins-09dx96dg

Offset = 0

Limit AR 20

Version BORAS 2017-03-12
1. NSBHF
HRA A ERSEIES AT HE (ASCIE) FHEHER.
TR

1. QBB HEETHE, SRUERFN AT, S5 R/,

2. 1% ASCII i Lt K7y, 4l Instancelds.2 ZHELE Instancelds. 12 JGTH, i@ TRER, WAREEE, FFPa LU
URAETE S TR IYAE R HERE BB SEIX—IRE, 40 PHP A ksort BN
ARBI SRR S SRANT
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https://console.tencentcloud.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp

= API

{
'"Action' : 'DescribelInstances',
'InstanceIds.0' : 'ins-09dx96dg’',
'Limit"' : 20,
'Nonce' : 11886,
'Offset!' : 0,
'Region' : 'ap-guangzhou',
'SecretId' : 'AKIDz8krbsJb****x**xx*xxxqn]Px3EXAMPLE',
'Timestamp' : 1465185768,
'Version': '2017-03-12",

}

RN R @ BRI R (sd) ARTERH]
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HRRFRIHES AN, AN EHEREIRESEOEITHERE, [EIREE R —BE1A],

2. PHERTEIAR &

AP BRA OGS SR AT B, FHE E—PHF IS RSERE L SR M= UE " IE, Q0% Action B8, EZ
RN "Action" , ZEUE N "Describelnstances” , KItA% = {b/55k M Action=Describelnstances , E& : “B%
B AIFESETTIE url SISERME.,

RIFTHE UL E BN SR & PHEE —iEE, REAERIER TR E:

Action=DescribelInstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&R
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O BRE A

3. PR R T ITER

DR RE A SCF R R, B SRR LT T LN SR Rk

135K - Sk POST M1 GET 5=, JXEMH GET 16K, HEEIIENERE,

2. 1ERFN : BELHIFIER (Describelnstances) IERKIHAN ¢ cvm.tencentcloudapi.com o EFRIVIERK
SAARIERZ TR BRI A RITTAN, T WA RZ T,

3. IHREERE | MAETRAT APIIVIEKRERZEEIEN /&

4 FRFERFER L B E— D A IS R R ER

FAAFESCRIPHERNDY © ERIGE + BRI +ERBEE + 2 + BERFHH .

BRI PHZEE R
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O BRE A

GETcvm.tencentcloudapi.com/?Action=DescribelInstancesé&InstanceIds.0=1ins-09dx96dg&Lim

4. HHHEEH (hRE)

S BARS LR, B HMAC-SHAT BiExt E— SN B RSB T84, RENERNSE4 S
i Base64 #t174mfS, HIR[IRISGRANZ L H,

SsecretKey = 'GUSLIXGAR*****# x4+ x4+ +FEXAMPLE "' ;
SsrcStr = 'GETcvm.tencentcloudapi.com/?Action=Describelnstances&Instancelds.0=1ins-0
$signStr = base64_encode (hash_hmac ('shal', S$srcStr, S$secretKey, true));

echo $signStr;
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O BRE A

RAREINELEN

E1iP9YW3pW28FpsEdkXt /+WcGel=

5. REUARERIH SR ER
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= API

# KPR, RIERTREAIR R TR B R O R4 T2 (AL LAPythoniBi & Wk X getHK)
resp = requests.get ("https://" + endpoint, params=data)
# FTEVERRIERIER B

print (resp.url)

RN R @ BRI R (sd) ARTERH]
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= API

REASEINIER BN
https://cvm.tencentcloudapi.com/?Action=DescribeInstances&Instancelds.0=ins-09dx96d

TEREM R
endpoint H&%ﬂﬁfﬂ:, flan : cvm.tencentcloudapi.com

API 3.0 %4 V1 i rfilik 128, ERXERENHHENEAERENIERMA data

data
TR
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O BRE A

BT RBIFR YA 2 AR, N RIS R RS S mil ], RN unl fEX S 8RR T A curl S an w18 H
IR EEERER @ BT, N TEEI— AT DUERREIRY url, FTREESCREIFHY Secretld F1 SecretKey yE K
(A, I RS 4 R 2 E A Timestamp,

T HEIERBNRBRESGTE, THUPHPIES A, fF LRSS EARSE, RS, ARANEOMSEH
HYEEER L bt Ao e, RIS FONREAdtE, IR B @At ShRrgiER&MEH SDK,

6. %% ERYREG

A RIS S B F N REIE A E N IE SRS, RN HIEAT URL 4whd.

M LSRG ERN  ElixrssrsxxxsrrrrxxrcGel= , RAGHINELHBIERSE (Signature)
KD ELip*rkkxakkrkkkrkkxrxkxxx%0T53D , EOFHTAMIRARIER URL,

TR

AR A P BIERGEE GET, s#& &K 7158 POST [FI Content-Type 4 application/x-www-form-urlencoded,
RIRTE RN A G KSR R EM URL dwfd, ZEERNI=1F S5 HERmMIS, JF ASCI FFFHE URL midaiaREst
LLUTF-8 i1 74mA5.

B LEgRTRIE S NS R BB NPT S80H1T urlencode, 1EIXFHMENL T, BEATRENZEH BT URL WIS T, &
TP URL mid = S KW,

HASEUE N FEHI TS, iR RFC 3986, I %XY MK FAFHIAIN T3 T H 7 Hedmtd, H
HXTRTY " R NEEIIFRE (0-9 RIRBEFR/E A-F) |, /NGRS IREER,

7. API 3.0 &4 V1R5
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https://tools.ietf.org/html/rfc3986

O BRE A

<?php

SsecretId = "AKIDz8krbsJb*****x**x*x+n] Px3EXAMPLE";
SsecretKey = "GULLIXGAR** ¥+ ***xx x4 +EXAMPLE" ;
S$param["Nonce"] = 11886;//rand();
Sparam["Timestamp"] = 1465185768;//time () ;
Sparam["Region"] = "ap-guangzhou";
Sparam["SecretId"] = Ssecretld;
Sparam["Version"] = "2017-03-12";
Sparam["Action"] = "Describelnstances";
Sparam|["Instancelds.0"] = "ins-09dx96dg";
Sparam["Limit"] = 20;
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Sparam["Offset"] = 0;

ksort ($param) ;

$signStr = "GETcvm.tencentcloudapi.com/?";
foreach ( Sparam as Skey => Svalue ) A
SsignStr = $signStr . S$key . "=" . Svalue . "&";

s
$signStr = substr($signStr, 0, -1);

Ssignature = base64_encode (hash_hmac ("shal", S$signStr, S$secretKey, true));
echo $signature.PHP_EOL;

// need to install and enable curl extension in php.ini

// S$param["Signature"] = $signature;

// Surl = "https://cvm.tencentcloudapi.com/?".http_build_query (Sparam) ;
// echo S$Surl.PHP_EOL;

// Sch = curl_init ();

// curl_setopt ($ch, CURLOPT_URL, Surl);

// Soutput = curl_exec (Sch);

// curl_close (Sch);

// echo Jjson_decode (Soutput) ;

APl 2.0 %%,

WELIMEARELEH, EUEHMEREE LR API 3.0 B4, WEMHH, EESEAE AP| Explorer IV B4 R>I%FE
API 2.0 BARRA I THRE,

R

FELA T B2 R ERRED, ARG SRR TG UL BE,
IR BRI

AuthFailure.SignatureExpire it B, Timestamp G-l S5 a2 BRI IE SRV IR R AE 22 S kst 7505,

/

AuthFailure.SecretidNotFound BHAAE, BEERIEEEHR OGN, 2OV EH I ¥ sEZ 7

o,
AthFailire Sionaturepalire | ETHIR AHERERHAME, REENSIIRDENINETHAS, b
=19 HATRE R4 SecretKey 1R SHI,

AuthFailure.TokenFailure IGIE Token 512,
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https://console.tencentcloud.com/api/explorer

O BRE a

AuthFailure.InvalidSecretld SHHIEE (N2 API &SR
N —+
X [B] 45
IEMREIZR

DIz RS 2a i 1 25 B 525113 (Describelnstances) 2017-03-12 kA fl, VAR AT, HeTgErnREIAIT N

"Response": {

RN R @ BRI R (sd) ARTERH] %5205 3424471
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"TotalCount": O,
"InstanceStatusSet": [],
"RequestId": "b5b41468-520d-4192-b42f-595cc34bbeclic"

}

Response & HENHBHY Requestld 2 EER 7, TIRIHEREINGEG, REEAPIAHE T, NAERRE],

Requestld FIF—/™ AP i RIUME—FRIN, 415 API HERLRH, ATDUBCRIRAT], FEHEAE1% 1D SRARG A,

bR T EETFESY, HRh B OE 7, AR AR B 7B S WA O SO E o BT
TotalCount F1 InstanceStatusSet ¥J° DescribelnstancesStatus % 11€ X FE%, BT EAE R H PSR E =
AR5 2351, Kl TotalCount 7EILIH M FHYREME DY 0, InstanceStatusSet %1158 7922,

HPLREISR
FVAR SR, FREHE R T
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"Response": {
"Error": {
"Code": "AuthFailure.SignatureFailure",
"Message": "The provided credentials could not be validated.

Hy
"RequestId": "ed93f3cb-£f35e-473f-b9£f3-0d451b8b79ce"

RN R @ BRI R (sd) ARTERH]

Please che

$207 H:244 71



O BRE a

Error MYHBIREEIZERAMAY, Error FTEIEFRHNEI code M Message FEAEEMAKRIM

B TEIR A o

Code FOREMARMRNIHIRNI, D16 K A DUBARIE IZ R IR 2 HBR DR 24 BT O R A B IR IS 871 5% B
A R Ji PRI AR ER 75 5%

Message Rt TIXMERALEEMARER, BEELFSEESAGIEL, HCRRERAH RIFEESER, M
AN BARFGX R [EHE

RequestId FIT— APIIERAYME—FRIN, AN API IS, AIDUBCREA], FHHREHX 1D KRR A,

NI

R[4 RAp IR AE Ervor FBY, WIFGRIEA AP RIS, Error i) Code YRR, FHE L5 HHAHE
BUAHAIRI I A EERS, T RBII T A RS,

TH IR T e
AuthFailure.InvalidSecretld EHIER (2T APIEHZE) |
AuthFailure.MFAFailure MFA 512,
AuthFailure.SecretldNotFound HHAFE,
AuthFailure.SignatureExpire G 2pul N
AuthFailure.SignatureFailure IR,

AuthFailure. TokenFailure token & 1%,

AuthFailure.UnauthorizedOperation TERA CAM FZHY,

DryRunOperation DryRun #fF, REIERFRZHINN, H2Z1E T DryRun S5,
FailedOperation BB

InternalError PIBREH IR

InvalidAction PO,

InvalidParameter ZRGETR,

InvalidParameterValue ZRAUEE R,

LimitExceeded jea i PR

MissingParameter R SRR,

NoSuchVersion FE AR,

RequestLimitExceeded TESRARE RS T AR BRI
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ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

RN R @ BRI R (sd) ARTERH]

PRIRAR o5
R,

TR E,
TIRA AT,
RIAIRLE
RHBEHIR,

BAEASH

HTTPS 15K 71k ER, HS GET M1 POST iH3K,

AN SR G iR,

= API

%209 F:24471
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Python API

b N TE]  2023-03-07 18:16:40

fETH s APl 2H7H93.0 , IZIRAMT T IHEREILL 2 s, SCRb i filigiisiz A, VRN IE PR, #0
AT ANTELE, FERAS AT AT, SDK MM e RE, THIETE I ERFERIE BT =~ e X EER
Python API & F 75 =X 7 B i B

MEXFrnikSa (CVM) | i (CBS) . FAAMLZE (VPC) . m#dEE (TencentDB) 25 51 it Je5k
RXFFHM WA, BOEIR,

T PRE KRGS

1. fR&HuE (endpoint)

API SRR s A (140 cvm P @848 cvm. tencentcloudapi.com ) , HICRHEE HEIEA iR
(A - TN cvm. ap-guangzhou. tencentcloudapi.com ) , FHIHSEIL T XIS
FUbIBAN R, PRI S DA i B TR R EEHY SRS W I 2 75 SR Iz iR,

R

X I AU 55, 2GR E T s 34

2. BE PN
I Z API UG B2 358 HTTPS MM TE(E, 1R 2 M =EH,

3. WERAGE

TR HTTP i8R 71

POST (##)

GET

POST i& 3Kk 1Y Content-Type ZE%! :

application/json (#E#¢) , WAFEHE$ 777 v3 (TC3-HMAC-SHA256)

application/x-www-form-urlencoded, @7 %54 /775 vi (HmacSHA1 8¢ HmacSHA256) .
multipart/form-data (R #E5CH) , DA% 771 v3 (TC3-HMAC-SHA256)

GET 15 RIVIE R/ N 5iEE32KB, POST 1HRMEHE#A % v (HmacSHA1, HmacSHA256) WAt
1MB, POST i&R{FEHZH 51 v3 (TC3-HMAC-SHA256) I SZ+510MB,

4. FrIoRES
Y05 UTF-8 4.
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https://www.tencentcloud.com/product

O BRE A

INHEB

TNEH

%

PiHA :

/N

NHSBOEA THRRA PR ORISR, SRIERIFTEETIXESE, TREIER ZRIER,

B2 V3 NS

Bk v3 CHRHFME TC3-HMAC-SHA256) HHEEE A iR v (BRI RER MM 271K |, ER 2,
XFFERMIERE, S POST JSON #gx, MHAEA &, #EEMRIZENTETES, ERTENL T %
YITENR

BT pe7m) g ik

BRI O, BUES B O A SN ISR Action YT,

XTC-Action — Sting A i ssmy A S FIFIZEHE 1, ALY Describelnstances,

MU B R, FRFRIR A SR R N IR R, B82S EUE S %
X-TC-Region  String - PRk AS BN LS5 Region IUTERH, R  REEOARRELE
BB, BOEP NIRRT, HNEEERBRSEEASER,

X-TC- Integer WET UNIX IR, AICsR A S AP SRIVI TR, #I40 1529223702, I

Timestamp B MR SRSG AN AEEETS 2, 25 ESATHER,

i

BRERT AP IRRAS . BUESE & 13X AS ISR Version BT,

X-TC-Version String BN 2 RS B2 A 2017-03-12,

fim

HTTP driE B NIESLER 7B, B0 @ TC3-HMAC-SHA256
Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,

SIgNALUIE=7264046a8 "+ s rsisrixsisrissriss ks rixssis st g0B65051 68
Hrp

TC3-HMAC-SHA256 : %4777k, HAEIEERIZE,

Credential : %441k, AKIDEXAMPLE /2 Secretld,

Date 72 UTC trifERFEIFY HIEH, BUETFRZEA/ANIELSE X-TC-Timestamp #t
H UTC FRERa) H #i—2

service M=t EE AL, FlA1E4 cvm.tencentcloudapi.com
BEIRA = mt sz cvm, A2 EUEN cvm,

SignedHeaders : 2584 IHRELEMER, content-type 1 host 441k
LR,

Signature : A E, THESEIENT S

i

Authorization String

&I UEFAFHEY Token , FRELE S ImMN S —RAEEH, IGIE R Token

X-TC-Tok i
C-Token  String TR S T B LT3R, KA B R % Token,

i)
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BAZFE V1 NS
RS T v (RSP E HmacSHA256 A1 HmacSHA1) , A HSEEES —REE KB,

ey eyl

Action

Region

Timestamp

Nonce

Secretld

Signature

Version

SignatureMethod

Token

Huigz &

A

String

String

Integer

Integer

String

String

String

String

String

et

o

R

I

fim

i

fim

iy

iy

T2 SR ISR AN R, BARTEETE
{an, SER IS E TIRSS 4RI HlE 1 2,

Python API i FH 5 X

RN R @ BRI R (sd) ARTERH]

= API

flid

BRI 2, BUAESE RO i AS RN HZEL Action
. BRI ARSS dr iy E WL BIPIEL R T, BEN

Describelnstances,

MRS R, FRPR IR A B E IS s £ s, 32 D F2 52 sk
BUESE B SO i A S RN S8 Region IYTHPH, EER @ ¥
BEOFABEMEBZSH, BOSREP X R, B
FEEEZSB LA RER

LR UNIX BRI, nlIdsR&E APLIERIVETR], 140
1529223702, ANR G- LI EMHZES K, 25k IR,

FENLIEESEL, 5 Timestamp BXE#ck, FFRGEE B,

£ =APIEH EAIBERNFRIRE 731 Secretld, —™ Secretld X
MHE—[ SecretKey, [fi SecretKey 2 KA piE R&E4
Signature,

RS, FRRBAEMGE R ETENE, T2 P ARYE LR
ASHUERG . BARTRTES W T OB/ ITENA,

BB APIBIRRAS, HUEZE 2 S AS RIS H Version
W, BIAN = ARG ERAIiA 2017-03-12,

B3, HAi3%4# HmacSHA256 A1 HmacSHA1, HETEEI
2508 HmacSHA256 B, ¥ f# ] HmacSHA256 Bk A4,
HAbIE 8 HmacSHA1 56 iF% 4,

IR E ST Token , R8s AN 24 — DR, I 24
1 Token 75521 A& BRARSS VA FHHZ CI3REL, KIEAZS AR TR 2L
Token o

SE LT b SASH EHIES #

212 244771


https://console.tencentcloud.com/capi
https://www.tencentcloud.com/document/product/213/31574

O BRE A

B API 20 B MERET S trIRIE, HPREMHT R, S3RENPENIERHITES (Signature) |
FEME REB T BEAE LN H R BE PR E 12 R A R U € 7 RE U TE K,
RIZF Y Secretld #1 SecretKey 73 AII/2 | AKIDz8krbsJ5** ******* xmPx 3EXAMPLE

GUSt 9XGAR* ***xxxx % xxEXAMPLE , FFREEFR MR BRF RGN KRint” FEVIRE, FHKE—58048,
&R ATRED

curl -X POST https://cvm.tencentcloudapi.com \\

—-H "Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJb*****x*x*x*x*x*m[ Px3EXAMPLE/20
-H "Content-Type: application/json; charset=utf-8" \\

—-H "Host: cvm.tencentcloudapi.com" \\
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-H "X-TC-Action: DescribeInstances" \\

-H "X-TC-Timestamp: 1551113065" \\

-H "X-TC-Version: 2017-03-12" \\

—-H "X-TC-Region: ap—-guangzhou" \\

-d '"{"Limit": 1, "Filters": [{"Values": ["\\u672a\\u547d\\u540d"], "Name": "instanc

PE  RIERERIE

ASAF R 2 U A, %5 TLHE Secretld #1 SecretKey, 4N % n] LUA X 2541,
Secretld : FITHRIN API ERE B3, RIS F 4,

SecretKey : FH T5IE AP VA BRI By, Al LR SRS EE 250,

TR

AP ZFRAE RS, SRR, SMRERM=Re, MElR, HAFEHRZSEIE,
AT AP 2 5AE 1 U, BRI TIRE, A1 TR

@ Safety Wamning

* APl key is an important certificate to request for creating Tencent Cloud AP With the API, you can operate all your Tencent cloud resources. For your property and ser

* Plzase do nat upload ar share your key information by any means (such as GitHub), Once lzaked to external channels, it may cause significant loss of your cloud asset

@ Usage Notes
* The APl Keys is used to generate a signature when you call the Tencent Cloud APl & .Check the algorithm for generating a signature [& .

* Your APl key represents your account identity and permissions, and acts as your login password. Do not disclose it to others,

* The last access time and the last accessing service are the last time and last service that used the current key to access a TencentCloud APl in 30 days. The access recor
record comes from CloudAudit [ and it only keeps the records of control-flow APls of API level or resource level. Access to the data-flow APls or service-level APls w

Create Key

APPID Key Creation Date Last Access Time Las

Secretld: - Ia]
Secretlay: === Show

W2

1. 3B API 3.0 V3 iiA%4

%44 F 15 v3 (TC3-HMAC-SHA256) DiiE R T AR 71E v, THER S, ZFFHERIIEK, X5 json
R, MEREE R, HEERZSER R ES A, WTEFUR @

WiBH :

B, EIER API Explorer RS AR R TIRE, IERRRESAARAN “AP1 3.0 %544 v3”, RATLAA A AT R
ATHAE, W E AR SDK A8, HEFFMH R API BLEN7RE IS S SDK, BAH % T8AIERT
2, HBEIJHR, $F Python. Java. PHP, Go. NodeJS. .NET. C++.

IR L BRI (bR ARSUERT] 55214 3424471


https://console.tencentcloud.com/cam/capi
https://console.tencentcloud.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp

O BRE A

Code Generating Online Call Signature generation Parameter Description Feedback

Signature generation Select the sit

For the APl 3.0 signature, please click the "Generate Signature” button below. The system will take the POST request metho
by step. Finally, you will be provided with a real URL that can be requested by POST.View signature document [ (When the

egenerate the signature process data)

Generate signature

= API 3¢HF GET 1 POST 13K, X T GET /1%, HEF Content-Type: application/x-www-form-urlencoded #ii4%
Ko AF POST 4%, HAiFF Content-Type: application/json L& Content-Type: multipart/form-data i1
X, json MRARZEEEGFE, multipart A8 XUERPERE SR, X O REMH json iXEH, & A
A5 SRS U, HEFA(EF POST 153K, RDAMEMIZERITFEE R, H GET 1K A RB2KBLANAYIE K L,
THLL AAESHGIE ORI, 5B BEEANIT RS, BATERZEORREZ

1. RS ERBINCITE, ZEOREH,

2. ZHE OB HIEN, ARUCEIA BIRIIRS,

3 OE SNSRI S, FILIE Rl SRR B AR

1. PHEMVEER B
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https://www.tencentcloud.com/document/product/213/33258

O BRE A

CanonicalRequest =
HTTPRequestMethod + '\\n' +
CanonicalURI + '\\n' +
CanonicalQueryString + '\\n' +
CanonicalHeaders + '\\n' +
SignedHeaders + '\\n' +
HashedRequestPayload

TBATE e
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A BT

HTTPRequestMethod

CanonicalURI

CanonicalQueryString

CanonicalHeaders

SignedHeaders

HashedRequestPayload

= API

HTTP &k 45iE (GET. POST) . M/RBIEUESN POST .
URI 2%, API3.0 EENERMT () ,

Rt HTTP 153K URL HYEIFRTE, N T POST iEXK, EENZEFRE", NT C
K, W29 URL HRAE (?) EHEFRBHENZE, G40 Limit=10&0ffset=0, & :
CanonicalQueryString 5 212% RFC3986 #1T URLEncode, F1F% UTF8, #EFA(HA
BEWMIEE, FTERRFIFEHRRE, KE5E

S HEBLNLEBER, EAEE host fl content-type FN3LEB, ATHIA HE XYk
A LR H B AR ME— TR 22 2. BHEFIN @ SLEK key 1 value Gi— #2555,
HE 2, 4R key:value\\n f8PHE ; 213K, ISk key UNE) #Y ASCI
1THHE, RBITESERZ content-type:application/json; charset=ut
8\\nhost : cvm.tencentcloudapi.com\\n , J¥&E : content-type JAIELFRA
1E, GLgmEE S M ERERTEE MR BN charset {H, AR A IS FIA XK
B, MRS aRBREIEARER KL

S HELWELERMER, WAL KIE R G ML LS5 744, Ml CanonicalHeaders
EBNA R — XY, content-type I host Jg0i%eskiil, HHEMINI : SLEE key Gi—4%)
H 203kl key CUNE) 12 ASCI AR THHE, RS () 77k HREL
content-type;host

1ERIEX (Requestpayload, Bllbody, M RIF {"Limit": 1, "Filters":
[{"Values": ["\\u672a\\u547d\\u540d"], "Name": "instance—-name"’
W FE, THEMIESN Lowercase(HexEncode(Hash.SHA256(RequestPayload))),
HTTP &R IESCHi SHA256 a7, SRJGT/N#tfilgms, RIagms ki NgEF R, 5
GET i&3K, RequestPayload [EE N2¢ ¥, HRAITHREGERZ
35e9c5b0e3ae67532d3c9f17ead6c90222632e5b1ff7£6e89887£1398934f(

ARIELLERI, RGP SEIR TSR BT
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https://tools.ietf.org/html/rfc3986
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POST

content-type:application/json; charset=utf-8

host:cvm.tencentcloudapi.com

content-type;host
35e9c5b0e3ae67532d3c9f17ead6c90222632e5b1£f£f7£6e89887£1398934£064

2. PGS TE
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AT T R PHE R R 7T R

StringToSign =
Algorithm + \\n +
RequestTimestamp + \\n +
CredentialScope + \\n +

HashedCanonicalRequest

FEALTR fige T
Algorithm B, HAIEEN TC3-HMAC-SHA256 o
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O BRE A

RequestTimestamp TERI AR, BIiE KM NS X-TC-Timestamp HUE, B4R H UNIX [
WEIRD, H/RBIEYEDY 1551113065 .

EIUETER, #70h Date/service/tc3_request, el HHH. Pl RIVARSS FIZL 1L F1FE

(tc3_request) . Date JJ UTC FrH#ERTHRY BRI, BUEREMAISE X-TC-Time
#HEH UTC FRAER R HEI—3 ; service hr=ibth, SJARMN- MG —, I
B&ERIE 2019-02-25/cvm/te3_request,

CredentialScope

R PP SITa G SR BRI e, HEAREE
HashedCanonicalRequest ~ Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))). It RfiliHHELERZE
5ffe6al04c0664d6b969fab9%al3bdab201d63ee709638e2749d62a09cal8d

TR

Date @475 IS [EIEL X-TC-Timestamp 5 52|, HENX A UTC+0, AIRMARGAMBXER, BFIATHRNAKX, F5
B KA BV R, (B2 B E R, BRI B 1551113065, 47/ \ XAV [A/E 2019-02-26
00:44:25, {HZIHEIFEIHY Date HX UTC+0 HYHIAR Jy 2019-02-25, i~ /& 2019-02-26,

Timestamp U2 L TR G A, HFREFE RGN MAARAERRLZFEEHY, A0S 10 BhRaE e, s
KIS ARIFRAEERS [RIFZ, ATRESBOBAT—ERINRIG, IERERM, R A4S IR,

ARAELL BRI, RIS SIS FAF AT
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TC3-HMAC-SHA256

1551113065

2019-02-25/cvm/tc3_request
5ffe6al04c0664d6b969fab9%al3bdab201d63ee709638e2749d62a09cal8d7031

3. HEEA()
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SecretKey = "GUSt IXGARN* *** **xx***xQYCN3EXAMPLE"
SecretDate = HMAC_SHA256 ("TC3" + SecretKey, Date)
SecretService HMAC_SHA256 (SecretDate, Service)
SecretSigning = HMAC_SHA256 (SecretService, "tc3_request")

FEAAFR fig e
SecretKey JF451Y SecretKey, HI Gu5St 9xGARN* * * * * %% * * xQYCN3EXAMPLE o
Date Ell Credential H#y Date FE 8. HREIEUES 2019-02-25 .

RN R @ BRI R (sd) ARTERH]
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Service Bl Credential 1Y Service FEXE R, H/REIBUEN cvm .

RRGERANT

Signature = HexEncode (HMAC_SHA256 (SecretSigning, StringToSign))

ﬁt%ﬁ”ﬁ-ﬁgé%% T204940a8**kxkkkkk kX kkhkkhk kX kX kkkkkkx*k*x**c5596525168

4. IRBUARER
4 RS P2 Authorization :
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Authorization =
Algorithm + ' ' +
'Credential=' + SecretId + '/' + CredentialScope +
'SignedHeaders=' + SignedHeaders + ', ' +
'Signature=' + Signature
FERAIR fig g
Algorithm BT, EEN TC3-HMAC-SHA256 o
Secretld

RN R @ BRI R (sd) ARTERH]
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XA Secretld, Bl AKIDz8krbsJSyK********x*mILPx3EXAMPLE ,
CredentialScope . k3¢, FIETEHE, HRFITESERE 2019-02-25/cvm/tc3_request o
SignedHeaders WEx, 25840 LEMER, HWREIBYEN content-type;host o

BHE, HRBIHH RSS2

Signature
72e494ea809ad7a8c8fT7adb0* ¥ ¥k xxxxxxxxk**£51 6e8da2f66e2c5a96525168 .

ARIELLER, RBHISEIRER
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TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yRK**********m[Px3EXAMPLE/2019-02-25/cvm/tc3_

RESERERTAEEMTT

POST https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJbLyK******x**++q Px3EXAMPLE/2019
Content-Type: application/json; charset=utf-8

Host: cvm.tencentcloudapi.com

X-TC-Action: DescribelInstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1551113065
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X-TC-Region: ap—-guangzhou

{"Limit": 1, "Filters": [{"Values": ["\\u672a\\u547d\\u540d"], "Name": "instance-na

5. API 3.0 &% V3 R4

# —*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time

from datetime import datetime

RN R @ BRI R (sd) ARTERH] 55227 3424471
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secret_id = " AKIDz8krbsJSyK******xx44qn] Px3EXAMPLE "

secret_key = " GuUStIXGARN**** 4+ ***x*QYCNIEXAMPLE "

service = "cvm"

host = "cvm.tencentcloudapi.com"

endpoint = "https://" + host

region = "ap-guangzhou"

action = "DescribelInstances"

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

ftimestamp = int (time.time())

timestamp = 1551113065

date = datetime.utcfromtimestamp (timestamp) .strftime ("$Y-%Sm-%d")
params = {"Limit": 1, "Filters": [{"Name": "instance-name", "Values": [u"fﬁﬁﬁ?ﬁ"]}]}

kKR KR Kk kR kK kK }jg% lﬁ*ﬁ%}h?ﬁﬁ%*% Kk KKKk ok k ok kK kK
http_request_method = "POST"
canonical_uri = "/"

canonical_qguerystring = ""

ct = "application/json; charset=utf-8"

payload = json.dumps (params)

canonical_headers = "content-type:%s\\nhost:%s\\n" % (ct, host)
signed_headers = "content-type;host"

hashed_request_payload = hashlib.sha256 (payload.encode ("utf-8")) .hexdigest ()
canonical_request = (http_request_method + "\\n" +

canonical_uri + "\\n" +
canonical_querystring + "\\n" +
canonical_headers + "\\n" +
signed_headers + "\\n" +
hashed_request_payload)

print (canonical_request)

#okxok xR Rk kxkxkx ST o - PEPEARACA S BEER ookok ko kok ok ok Kk K

credential_scope = date + "/" + service + "/" + "tc3_request"
hashed_canonical_request = hashlib.sha256 (canonical_request.encode ("utf-8")) .hexdig
string_to_sign = (algorithm + "\\n" +

str(timestamp) + "\\n" +
credential_scope + "\\n" +
hashed_canonical_request)

print (string_to_sign)

#oxkxkkkkxkxkxx IR 30 BB kokk ok ok k ok ok ok ok kKK
# AR
def sign (key, msg) :
return hmac.new(key, msg.encode ("utf-8"), hashlib.sha256) .digest ()
secret_date = sign(("TC3" + secret_key) .encode ("utf-8"), date)

secret_service = sign(secret_date, service)
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secret_signing = sign(secret_service, "tc3_request")
signature = hmac.new(secret_signing, string_to_sign.encode ("utf-8"), hashlib.sha256

print (signature)

kKR Kk K kR Rk K kK -/'jgﬁ% 4:};‘.’}:*% AUTHhOTIzZation *** k%% %%k***

authorization = (algorithm + " " +
"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print (authorization)

print ('curl -X POST ' + endpoint

+ ' —-H "Authorization: ' + authorization + '"'

+ ' —-H "Content-Type: application/json; charset=utf-8"'
+ ' -H "Host: ' + host + '"!'

+ ' -H "X-TC-Action: ' + action + '"'

+ ' -H "X-TC-Timestamp: ' + str(timestamp) + '"'

+ ' -H "X-TC-Version: ' + version + '"'

+ ' -H "X-TC-Region: ' + region + '"'

+ " -d '"" + payload + "'")

2. 3RHL API 3.0 V1 [RA&%&4

X471 vl (HmacSHAT, HmacSHA256) fiisis M, (H2YIseRI L MR AN /715 v3, R RS E
v3,

R, BWE API Explorer RS54 ERAE R IR, IR AIRA AP 3.0 %44 vi7, RILUE A iRt
ITRE, FJFRAE TER D RIEIE S S RE, WATEREAE RN SDK i, #HEFERABIH R AP BCER 7 frE WLHyZms
BE SDK, E&HE TEAMIERIRE, HWEHE, FFf Python, Java, PHP, Go. NodeJS. .NET, C++
MRS 23255 K541 2% (Describelnstances) i sk ], 4 H P EFX —# AR, HilRSEOTHEA T

e €] 2184 ZRE

Action PaRr=d Describelnstances

Secretld #HID AKIDz8krbsJ5* *** % x***x*m[Px 3EXAMPLE
Timestamp STl 1465185768

Nonce REATLIE R R 11886

Region S PR AE X 35 ap-guangzhou

Instancelds.0 REERRYSLH] ID ins-09dx96dg

Offset TVES= 0

Limit S NINAR TN 20
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https://console.tencentcloud.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp

O BRE A

Version HORA S 2017-03-12
1. XIS BHEF
HANFTAERSEIRS BN THFE (ASCI ) AR,
TR

1. FB T 0T, SEUERFE METR], A2 5K,

2. % ASCII ikt K/, 4l Instancelds.2 ZHELE Instancelds. 12 JGTH, TEtgTRER, WARIEEME, F P e LUEE)
GRAETE 5 HIVAE X B B ECR SCEX —DRE, 411 PHP H1HY ksort BN

AR BIIPIFERAT -
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{
'Action' : 'DescribelInstances',
'Instancelds.0' : 'ins-09dx96dg’',
'Limit"' : 20,
'Nonce' : 11886,
'Offset!' : 0,
'Region' : 'ap-guangzhou',
'SecretId' : 'AKIDz8krbsJS***x**x*x*xxx+m Px3EXAMPLE",
'"Timestamp' : 1465185768,
'Version': '2017-03-12",

}
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HRRFIRIHES AN, DY EEREIHEISEOEITHERE, [EIREE R —BE1A],

2. PHEAVEERE

WP BRAERIE KRR R, FHE L — PP iIE R SRS UL S =S 8E " E X, 40X Action 2%, HZ
BRI "Action" , ZEUEN "Describelnstances" , KL /EHE A Action=Describelnstances,

TR

“BRUE" I AAETTIE url Jmid fERYMES

RIFTHE UL E BN SR PHEE —iEE, RAAERIIERTIFE:
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Action=DescribelInstances&Instancelds.0=1ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&R

3. PHER SR TFITE

AP IR B AR ST . R FESCFRF R DUT T LN SR

1. 38R K POST Ml GET A=, XHEMEH GET 5K, HEAENEKE,

2. R EMEFH L5112 (Describelnstances) Vi KIH$4 4 © cvm.tencentcloudapi.com, SERRIVIESKIAARERE T
BB R E, T US4 D B,

3. RS HATHRAR ZAPIFYIE KBS R EIE N / o

4 V5 RFRFER: B B —2P A BRI SR AT ER

BFCCRPHERN - ERAE + BRI HEREEE + 2 + ERFERFSE

MEIIPHES R
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GETcvm.tencentcloudapi.com/?Action=DescribelInstancesé&Instancelds.0=1ns-09dx96dg&Lim

4. HHEEH (hRE)

P BRA R B, B EfER HMAC-SHAT SLEN E— iSRRI FRBI TS, RERA RIS
i/ Base64 #t174ts, RIAIIRISRAHIEHH,
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secret_key = "GuULtIxXGAR*****x***QYCN3EXAMPLE"
s = "GETcvm.tencentcloudapi.com/?Action=Describelnstances&Instancelds.0=ins-09dx96d
hmac_str = hmac.new (secret_key.encode ("utf8"), s.encode ("utf8"),hashlib.shal) .diges

# RS

Signature = base64.bb64encode (hmac_str)

5. REUARE BRI REER
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data["Signature"] = baseb64.b64encode (hmac_str)
print (data["Signature"]) # REZZHHE

# A RSEBRAR, B)E R Re A 1 2%

resp = requests.get ("https://" + endpoint, params=data)
print (resp.url)

TEREM R

endpoint AR&SHutE, B4 © cvm.tencentcloudapi.com

data AP13.0 %4 V1 Finfiiz 128, BER XETFERITENSA CREXNIERMA data H
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TR

H T RGP Z BRI RIEEAZ R Y HIN R, KIAISRRR . url fEXYEAR T A curl SEan w18 A
N 2R EEAER - B4 E, A THREI— DA DUEERBEIR url, TBEESCRAFIHHY Secretld #1 SecretKey E K
s5H, FEE RS AR B E R Timestamp o

T EIE RS AR, THED Python IBE NI, I LRSS BRI, 1ERIE4. EANEONS
BIEUEERL FRs 4 R e, MRS FONfRes i, A Bammt, KPR RiER &M H SDK,

6. B4 ERYREYS

A IR BB REERRAENIE R SR, 7526 HEAT URL ZwAd.

BB IR BElixxsxrrxxrrxxrrsrrcGel= , REFRIVELEIERSE (Signature)

H D ELLP*xxkxxkkxkkkxxkkxxkkxxx0T53D |, BN T A ERARIER URL,

TR .

AR AP ISR TR GET, s 1K 771509 POST [N Content-Type 4 application/x-www-form-urlencoded, |
RIEERINFTA TE RSBAVEII THFEM URL 4atd, ZEEN=F5 A TEYRD, JE ASCI FRHE URL Jwhd Al T2k
LLUTF-8 #1749k,

B LEYRTZIE S NS FE2 BN FTE SEGHAT urlencode, TEIXFMEILT, BEATREXNEHHIHIT URL HtS 1, &
TP URL w2 FEEEHRML

HAWSEE MR ZHA TR, JmiSRA RFC 3986, ] %XY MRFRFAFHIAIN T H 77 tedmps, H
HXRIY O RNEITRE (0-9 RIRE TR/ A-F) |, /NGRS IR SR,

7. AP1 3.0 &4 V1IRH
TR
AR B TE Python 23MEHBT, TR %EE requests fKHficl ¢ pip install requests o
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https://tools.ietf.org/html/rfc3986

= API

# —*— coding: utf8 —*-—

import
import
import

import

import

secret__

secret_

base64
hashlib
hmac

time

requests

id = "AKIDz8k*********[Px3EXAMPLE"
key = "GUStIXGA*********YCN3EXAMPLE"
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def get_string to_sign (method, endpoint, params) :
s = method + endpoint + "/2"

[}

query_str = "&".join("%$s=%s" % (k, params[k]) for k in sorted(params))

return s + query_str

def sign_str(key, s, method) :
hmac_str = hmac.new (key.encode ("utf8"), s.encode("utf8"),

return base64d.b6d4encode (hmac_str)

if _ name__ == '__main__ ':

endpoint = "cvm.tencentcloudapi.com"

data = {
'"Action' : 'DescribelInstances',
'Instancelds.0' : 'ins-09dx96dg’',
'"Limit"' : 20,
'Nonce' : 11886,
'Offset' : O,
'Region' : 'ap-guangzhou',
'SecretId' : secret_id,
'Timestamp' : 1465185768, # int(time.time())
'Version': '2017-03-12"

}

s = get_string_to_sign ("GET", endpoint, data)
data["Signature"] = sign_str (secret_key, s, hashlib.shal)
print (data["Signature"])

# WERLIRAR, YE R R A it 2k

# resp = requests.get ("https://" + endpoint, params=data)
# print (resp.url)

APl 2.0 %%,

method) .digest ()

= API

B IEARELY, BIUEREEE LN AP 3.0 B4, WIFEH, 1EEEE AP Explorer 1854 BRAE B 1%#E

API 2.0 EZRRAIET A,

R

FELA T B2 R ERRED, ARG SRR TG UL B,
IR BRI

AuthFailure.SignatureExpire it B, Timestamp G-k S5 aaHEBCEIE SRV IR R AE 22 S kst H. 578,

/

AuthFailure.SecretldNotFound BN, BRI EEEEAR OIS, 26V EH T FREEZ T
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https://console.tencentcloud.com/api/explorer

& WRE .

S5
iy
=
EHH
el

, . . & REREA I RMIR, HEERGLIREENNE TS, W
AuthFailure.SignatureFailure JNE
HHREREE

H SecretKey 1% SN,
AuthFailure.TokenFailure IfaEsHIE+ Token %512,
AuthFailure.InvalidSecretld LHIEE (N2 APl 25287

IR [A145

R PSS

DI ARSS 2a i I & B LR 4S53R (DescribelnstancesStatus) 2017-03-12 kA A, #EF RS, HATRERK(H]
AT
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"Response": { °
"TotalCount": O,
"InstanceStatusSet": [],
"RequestId": "b5b41468-520d-4192-b42f-595cc34b6clc”

b

Response MEMWEN Request1d ZEETE, LRFERBINEGE, HEAPILHE T, NLbERREL,
RequestId HIT— APIIERAYME—FRIN, AN APl ISR, RIDUCRTAT, FFHRAL% 1D SRR AI#H,
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PR T EE R FBEA, HRER B TE 7R, RARIVE DR Y FEBS WA O SR E Lo B
TotalCount # InstanceStatusSet ¥J DescribelnstancesStatus #Z117E X FE, HTEIERAHS
BRSERE RS HEH], Kt Totalcount TEMIEM THVIREMEN 0, InstanceStatusSet ZFlFRHNZE,

HBRESR
HVAFASI, HOREERBIATT S

"Response": {

"Error": {
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"Code": "AuthFailure.SignatureFailure",

"Message": "The provided credentials could not be validated. Please che

H
"RequestId": "ed93f3cb-f35e-473f-b9£f3-0d451b8b79ceE"

}

Error HYHIBMRERZIERAMAKN, Error TEIERIHWHN code M Message FEAEVEMRIKS

TR IR[EI Y o

Code RNEMRMFEIIEEIRID, LiER HHEIN Al DUCARYEIZH RN CE 23 LB URAG AN 21 BB O LAY B A 4155 B
PO W[ R R R T T 2%

Message /R TIXMERAEFEMAER, BEELFERESARIEL, HORARERAH R EESE T,
FHAS AR [EHEL

RequestId HTF— APIIERIYME—FRIN, AN AP HIBIRH, AIDUBCREA], FHHRELX 1D kMDA,

NI

R EIEERAPAIRIFE Error 7B, WIZFIRJAMN APl #2125, Error HHHY Code T B FORHH RIS, ATALF5HLAIHE
BB R A NI R, TRII T R,

IR IR AR
AuthFailure.InvalidSecretld EHIEE (2 AP ERIAD) |
AuthFailure.MFAFailure MFA 15,
AuthFailure.SecretldNotFound HHAFE,
AuthFailure.SignatureExpire ko 2pun ;N
AuthFailure.SignatureFailure TR,

AuthFailure. TokenFailure token F&1%,

AuthFailure.UnauthorizedOperation TERA CAM FZHY,

DryRunOperation DryRun #(F, REIERFZZHEINN, HEZET DryRun 2L
FailedOperation BRI

InternalError BB IR

InvalidAction PEOAFES

InvalidParameter SRGE R,

InvalidParameterValue ZROUESE R,
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LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

RN R @ BRI R (sd) ARTERH]

75 P AR il
RDBIGETR,

B ARRANTFE,

TR A TR R
BRI A o

TR,

TR L,

IR AT,

RIAIRAE

RABEHIR,

BAEA S

HTTPS 16K J7 %R, HS4RF GET M1 POST i#K,

ARG iR,

= API
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