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Operation Guide
Switching Cluster Page View in Console

Last updated : 2023-11-08 15:49:21

Overview

In the TDSQL-C for MySQL console, the cluster list page supports tab and list views. You can switch between them
as instructed below.

When there are no more than ten clusters, the tab view displays clearer cluster information and instance data than the
list view.

Note

TDSQL-C for MySQL walks you through using the tab view in the console. In addition to the document introduction,

you may learn about the tab view by clicking User Guide in the the console.

Directions

1. Log in to the TDSQL-C for MySQL console, and toggle on the button in front of List View in the top right of the
cluster list.

Before toggling on:

TDSQL-C Cluster List = ® Beiing3 Other regions 17 +

Quick Check More v

Cluster ID/Name Cluster ... Compatible Data... T AZ Read/Write Address Read-Only Address Database Proxy Addr

After toggling on:

TDSQL-C Cluster List = ® Beiinga  Otherregions 17

< Hide cluster lists (3) Quick Check More v

2. After it is toggled on successfully, the tab view is as follows.
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TDSQL-C Cluster List = ® Beiing3  Other regions 17 v

& Hide cluster lists (3) Quick Check More v

® cynosdbmysqgl u

cynosdbmysql-m=-gg s~ fumning

D cynosdbmysql- -Io
cynosdbmysg|-I BlNNg
Database Version 2.1.9 Billing Mode Compute: Mo
Project Default Project Adjust Cluster Expiration Time 2023-0¢
® cynosdbmysql )] .
Renewal Settings Set Deployment Mode Single-AZ

Transfer Linkage High 10

Tag y

Cluster Details Monitoring and Alarms Account Management Database Management Database

E Beijing Zone 3 ""9}{:.;;
'

3. Click the target cluster in the cluster list on the left to enter the cluster management page.

Note

Cluster List provides indicator lights to indicate the status of the current cluster as follows.

A green light indicates that the cluster status is "Running".

A gray light indicates that the cluster status is "Creating".

A red light indicates that the cluster status is "Isolating".

4. On the Cluster Management page, you can upgrade the database version of the cluster, log in to the cluster,
terminate the cluster, request a refund, adjust project, change network, modify deployment mode, edit tags, set
renewal and billing mode.

5. On the Cluster Details page, you can learn about the cluster architecture and storage details of TDSQL-C for

MySQL and perform related operations on the instance. For more information, see Instance Management Overview.
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Read-Only Instance

((5' G ® Kk
.Lﬂ RO Group®  private Host 1A% 16 Port 33068 Iy
Publi -- Enable
Instance ID cynosdbmysql-ins- P If Details c
Instance Name cynosdbmysql-ins- Lp s
1
Configuration 2-core/4 GB MEM Adjust Configurations kl
Status ® Running 41
Instance ID cynosdbmysql-ins: If1 Deta
Network t Change Network
Instance Name cynosdbmysql-ins- =8 4 I
Expiration Time ® 2023-07-10 12:20:15 @
Configuration 2-core/4 GB MEM Adjust Configuratic
Read/Write Address Privat 9 1 330 .
ost Port o /
6 6 Status e Running 41
Publi -- Enable
c Network -- Enable @
Expiration Time ® 2023-07-10 12:20:16 @
Read-Only Address -
Distributed Storage
Billing Mode Monthly Subscription
Used Storage ()
Storage Specification  30G Expand - 22MB
Binlog Settings Enable

6. If you need to switch the list view, you can toggle off the button in front of Tab View in the top right of the console.

Before toggling off:

TDSQL-C Cluster List

@ Beiing3  Otherregions 17 =

< Hide cluster lists (3) Quick Check

After toggling off:
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TDSQL-C Cluster List ® Beiing3  Other regions 17 +

Quick Check More v

Cluster ID/Name Cluster ... Compatible Data... T AZ Read/Write Address Read-Only Address Database Proxy Addr

Hiding Cluster List

In the tab view, you can hide Cluster List for a clearer preview of the corresponding cluster management page. On

the top of the cluster list, click Hide cluster list.

TDSQL-C Cluster List ® Beijing3  Other regions 17

< Hide cluster lists (3) Quick Check More

® cynosdbmys |

cynosdbmysql~

- D cynosdbmysql- 110

To display the cluster list again, click Expand cluster list.

» Expand cluster lists (3) Quick Check

ynosdbmysqllHI. Renc

o~ D cynosdbmysql-
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Database Connection
Configuring Server
Quickly Configuring Linux CVM Instance

Last updated : 2023-11-09 15:24:37

Cloud Virtual Machine (CVM) is a scalable cloud computing service. It frees you from estimation of resource usage
and upfront investment. You can start CVM instances and deploy applications immediately.

This document describes how to create a Linux CVM instance from scratch in the simplest way. You can purchase
and configure your first CVM instance by following the instructions below. For more information about building a

Windows CVM instance, see Quickly Configuring Windows CVM Instance.

Prerequisite

You have registered a Tencent Cloud account. For more information, see Account Registration.

Configuring a Linux CVM Instance

Note

To ensure successful connection to TDSQL-C for MySQL, the purchased CVM and TDSQL-C for MySQL instances
must meet the following requirements:

Both are under the same Tencent Cloud root account.

Both are in the same region.

Both are in the same VPC.

Step 1. Purchase a Linux CVM instance

1. Go to the quick purchase page.
2. On the purchase page, select the Quick Configuration tab, configure the CVM instance, and click Buy Now.

The configuration is as described below:

Configuration .
9 Description
ltems
Region Select the same region as your TDSQL-C for MySQL cluster.
Instance Select the CVM instance specifications as needed. "General (2-core, 4GB)" is selected in this

example.
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Operating
system

Public IP

Login
methods

Default
configuration

Auto-renewal

Agreements
Period

Quantity

Select the CVM operating system as needed. "CentOS 7.9 64-bit" is selected in this example.

After this option is selected, a public IP will be assigned to your instance. The default public
network bandwidth is "1 Mbps", which can be adjusted as needed.

After creating a CVM instance, you can obtain the random password in the Message Center.

Six default configuration items can be expanded, such as AZ and security group.

After the checkbox is selected, if your account balance is sufficient, the CVM instance will be
automatically renewed by month upon expiration.

Read and indicate your consent to the relevant agreements.
Select the purchase period, which is "1 month" by default.

Select the quantity, which is "1" by default.

Click Buy now and make the payment to purchase the CVM instance. You can use the CVM instance as a personal

virtual machine or as a server for your websites. Then, you can log in to the CVM instance

Step 2. Log in to the CVM instance

Note

After you purchase a quickly configured CVM instance, the system will automatically generate a login password and

send it to your Message Center. This password is the credential for logging in to the CVM instance. You can view the

password in the Message Center.

1. Log in to the CVM console and select a region at the top.

2. Find the CVM instance you purchased in the instance list and click Log In in the Operation column on the right.

ID/Name

ins-{

Monitorin Instance

ilabili Pri IPv4 illi T
s Status Y Availability zo T Instance type Y configuration rimary IPv4 (D Instance billing mode
D (%) Running Hong Kong Zone Standard SA2 ¥ 2-core 2GB 5Mbps 3 (Public) It Pay-as-you-go
2 System disk:Balanced 0.7 (Private) Created at 2022-11-15
§sD 00:04:17

Network:hk-vpc-test

3. In the Standard Login | Linux Instance window, enter the username (whichis root by default) and password

of the CVM instance and click Log In.

4. A page will be displayed after successful login.
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T D 2 ©

[root@/M-32-6—-centos ~]# I:I
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Quickly Configuring Windows CVM Instance

Last updated : 2023-02-07 12:04:33
CVM is a scalable cloud computing service that frees you from estimation of resource usage and upfront investment.
You can start CVM instances and deploy applications immediately.

This document describes how to purchase and configure a Windows CVM instance from scratch in the simplest way.

For more information on how to create a Linux CVM instance, see Quickly Configuring Linux CVM Instance.

Prerequisites

You have registered a Tencent Cloud account as instructed in Account Registration.

Configuring a Windows CVM Instance

Note :
To ensure successful connection to TDSQL-C for MySQL, the purchased CVM and TDSQL-C for MySQL

instances must be:

o Under the same Tencent Cloud root account.
 In the same region.

¢ In the same VPC.

Step 1. Purchase a Windows CVM instance

1. Go to the quick purchase page.
2. On the purchase page, select the Quick Configuration tab, configure the CVM instance, and click Buy Now.

The configuration is as described below:

Confi i
guration Description
Item
Region Select the same region as your TDSQL-C for MySQL cluster.
Instance Select the CVM model configuration as needed, which is "General (2-core, 4 GB)" here for

example.
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Confi i
guration Description
Item
Operating Select the CVM operating system as needed, which is "Windows Server 2012 R2
System Datacenter Edition 64-bit" here for example.
Public |P After this option is selected, a public IP will be assigned to your instance. The default public
network bandwidth is "1 Mbps", which can be adjusted as needed.
Login . . . .
Method After creating a CVM instance, you can obtain the random password in the Message Center.
ethods
Default . Lo :
_ Six default configuration items can be expanded, such as AZ and security group.
configuration

After this option is selected, if your account balance is sufficient, the CVM instance will be
automatically renewed by month upon expiration.

Auto-renewal

Agreements Read and indicate your consent to the relevant agreements.
Period Select the purchase period, which is "1 month" by default.
Quantity Select the quantity, which is "1" by default.

After you make the payment, the CVM instance will be successfully purchased. It can be used as a personal virtual

machine or website server. Next, you can log in to it.

Step 2. Log in to the CVM instance

Note :
After you purchase a quickly configured CVM instance, the system will automatically generate a login password

and sent it to you in the Message Center. This password is the credential for logging in to the CVM instance.

1. Log in to the CVM console.
2. On the instance management page, proceed according to the actually used view mode:
o Listview

o Tab view
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Locate the Windows CVM instance you want to log in to and click Log In on the right as shown below:

ID/Name

ns-*

Meon
tor Status T Availabilit T

g

D @ Running Hong Kong
Zone 2

nstance

wstance Tvoe T Primary IPvd (7)
Instance Type Configuration rimary IPv4 (i)
Standard SA2 2-core 2GB 5Mbps (Public) [
System disk:Balanced (Private)
SSD
MNetwork: _test

Network Billing T Project T Operation
Bill by traffic Default More ¥

Project

3. In the Standard Login | Windows Instance window that is opened, enter the login information according to the

actual situation.

Port: The default port is 3389. Enter a value as needed.
Username: The default username of Windows instances is Administrator .Enter avalue as needed.

Password: Enter the login password obtained in the Message Center.

5. Click Log In to log in to the Windows instance.
This document uses logging in to a CVM instance on Windows Server 2016 Datacenter Edition 64-bit as an

example. If the login is successful, a page similar to the following will appear:

©2013-2022 Tencent Cloud. All rights reserved.
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Configuring Network Address
Enabling/Disabling Public Network Address

Last updated : 2024-07-05 09:21:32

In addition to the private network access, you can also connect to TDSQL-C for MySQL by using the system-assigned
domain name and port after enabling the public network access. It takes about five minutes for the configuration to
take effect. Note that the public network access should be used only for database development or management. For
business access, you should use the private network access.

This document describes how to enable/disable public read-write and read-only addresses of a cluster in the console.

Overview

A TDSQL-C for MySQL cluster contains read-write and read-only instances. They support both private and public
network addresses, with the former enabled by default for you to access your instance over the private network and
the latter enabled or disabled as needed. Note that the latter is automatically assigned by the system and cannot be
customized currently.

Note:

After TDSQL-C for MySQL public network access is enabled, it will be controlled by the network access policies in the
security group. You need to configure the corresponding policies in advance.

To access a cluster over the public network, you need to enable and configure a security group policy and open the
private network access port; otherwise, public network access will fail.

Currently, the public network access feature is free of charge, but the stability of the public network bandwidth and
traffic cannot be guaranteed.

The Enable button will be displayed for the public read-only address in the Connection Info section on the Cluster

Details page only if there are read-only instances in your cluster.

CLB Architecture

Currently, after public network address is enabled for TDSQL-C for MySQL, it adopts a Cloud Load Balancer (CLB)
architecture. The system will automatically create a basic CLB instance in the same region in the CLB console to
provide public network capabilities. The CLB architecture offers detailed resource restriction policies (as shown in the
table below). If you have higher performance requirements, you can also directly purchase a CLB instance.

Category Number of New Packet Volume Inbound Outbound

Concurrent Connections Bandwidth Bandwidth
Connections
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CLB 2000 200/s Unlimited 20 Mbps 20 Mbps
ID/Name # Mon...  Status Domain VIP/EIP Availability zone Network ... T Network Instance specificat
Ib-1t ‘o
cynosdbmysal-grp-i W Normal - 81 1311 Guangzhou Zone 4 Public network P o 0016 Small®)
-clb .
Note:

A CLB instance is automatically created due to the enabling of a public network address. You can try it for free.

After the public network address is disabled, the corresponding CLB instance will be automatically deleted.

Supported Regions

Clusters in Guangzhou, Shanghai, Beijing, Chengdu, Chongging, Nanjing, Hong Kong (China), Singapore, Seoul,
Tokyo, Silicon Valley, Frankfurt, and Virginia regions will support the enabling of public network addresses. The

availability is progressively being rolled out. Refer to the supported regions already opened in the console.

Enabling the public read-write/read-only addresses of a cluster

On the cluster management page, proceed according to the actually used view mode:

Tab View

List view

1. Log in to the TDSQL-C for MySQL console, and click the target cluster in the cluster list on the left to enter the
cluster management page.

2. Under Cluster Details, locate the instance for which you want to enable the public network and click Enable next

to the read-write/read-only address.

Read-Write Instance Read-Only Instance

- Iy =
Za O 6@ kT
((
Instance ID cynosdbmysgl-ins. Ty Details
Instance Name cynosdbmysql-ins-« m s

No read-only instance in the cluster
Configuration General 1-core/1 GB MEM Adjust Configurations

+Add Read-Only Instance

Status ® Running 4|y
Instance Type Read-Write Instance
Network b Change Network
Expiration Time © 2024-07-08 17:17:05
Read/Write Address  private Host 10 Port 3306 I 4

c
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3. After you click Enable, the system will perform operations based on the instance's bound security group situation in
several scenarios.

Scenario 1: The port is not opened in the current security group configuration.

To enable public network access, you need to click Authorize and Create (the system will request your authorization
to automatically bind a security group that allows the internal network port for this cluster (current port: 3306) to
facilitate your public network connection. Subsequently, you may access the security group interface for further
settings or to bind a new security group).

Note:

Enabling the public network requires the internal network policy of the security group to be opened for access. If your
current security group configuration does not allow the port, to ensure connection success, the system will
automatically open the port policy for this cluster and allow 0.0.0.0/0 and ::/0 access. For network security, we
recommend that you manually modify it to the fixed IP access later.

After enabling, you can access TDSQL-C for MySQL through a system-assigned domain name and port in the public
network. The effective time is about 5 minutes.

Public network access is solely for developing or assisting in database management. For business access, use
internal network access.

Scenario 2: The port is opened in the current security group configuration.

In the pop-up window, read the prompt and click OK to enable public network.

4. Once the network is successfully enabled, you can view the public network's host and port at the public network

address under connection information. The public network host and port cannot be modified.
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Read-Write Instance

Za G @ k& @
i
Instance ID cynosdbmysgl-in: 01 Details
Instance Name cynosdbmysqgl-ins- o
Configuration General 1-core/1 GB MEM Adjust Configurations
Status ® Running 4l
Instance Type Read-Write Instance
Network it Change Network
Expiration Time ® 2024-07-08 17:17:05
Read/Write Address  priyate Host 17: Port 3306 Iy /'
Publi Host gz-cynosdbmysql-grp- 0 Disable
c tencentcdb.com
Port 28346

1. Log in to the TDSQL-C for MySQL console and click the ID of the target cluster in the cluster list to enter the cluster
management page.

2. On the Instance List tab page of the cluster management page, select the instance (read/write instance or read-
only instance) to be enabled for public network, click its Instance ID or Manage in the Operation column to enter

the instance details page.

Cluster Details Instance List| Monitoring and Alarms Account Management Database Management Database Proxy Parameter Settings Security Group Backup Management Operation Log Resource |

Read-Write Instance Read-Only Instance

Instance ID/Name M.. AZ Private/Public Network Addr...  Expiration Time Instance Type Instance Status Instance Configuration

cynosdbmysgl-ins (Private) :3306 . General
2024-07-08 17:17:05 Read-Write Instance
cynosdbmysgl-ins - Guangz (Public) Disabled > Running 1-core/1 GB MEM

3. On the instance details page, choose Connection Information > Public Network Address, and then click
Enable .
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Connection Info

Network: t-Subnet Change Network
Private Read-Only Address: Host: 0 Port: 3306 Iy /° Pu

4. After you click Enable, the system will perform operations based on the instance's bound security group situation in

several scenarios.

Scenario 1: The port is not opened in the current security group configuration.

To enable public network access, you need to click Authorize and Create (the system will request your

authorization to automatically bind a security group that allows the internal network port for this cluster (current port:

3306) to facilitate your public network connection. Subsequently, you may access the security group interface for

further settings or to bind a new security group).

Note:

Enabling the public network requires the internal network policy of the security group to be opened for access. If your

current security group configuration does not allow the port, to ensure connection success, the system will

automatically open the port policy for this cluster and allow 0.0.0.0/0 and ::/0 access. For network security, we

recommend that you manually modify it to the fixed IP access later.

After enabling, you can access TDSQL-C for MySQL through a system-assigned domain name and port in the public

network. The effective time is about 5 minutes.

Public network access is solely for developing or assisting in database management. For business access, use

internal network access.

Scenario 2: The port is opened in the current security group configuration.
In the pop-up window, read the prompt and click OK to enable public network.
5. Once the network is successfully enabled, you can view the public network's host and port at the public network

address under connection information. The public network host and port cannot be modified.

Disabling the public read-write/read-only addresses of a cluster

Note:

After the public network address is disabled, you will no longer be able to access the TDSQL-C for MySQL cluster
through the public network domain name and port. Ensure your system does not use a public network access address
to avoid unnecessary losses.

On the cluster management page, proceed according to the actually used view mode:

Tab View

List View

1. Log in to the TDSQL-C for MySQL console, and click the target cluster in the cluster list on the left to enter the
cluster management page.

2. Under Cluster Details, locate the instance for which you want to enable the public network and click Disable next

to the read-write/read-only address.
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Expiration Time ® 2024-07-08 17:17:05
Read/Write Address  private Host 10 Port 3306 Iy ~
Publi Host gz-cynosdbmysgl-grp- |
c tencentcdb.com
Port 28346

3. In the pop-up window, confirm that everything is correct and click OK.

Disable Public Network Access )4

After public network access is disabled, you can no longer use the domain name and port to access TDSQL-C via a public network

To minimize unwanted loss, be sure that no public address is used in your system before disabling it.

n r-a‘lcel

1. Log in to the TDSQL-C for MySQL console and click the ID of the target cluster in the cluster list to enter the cluster

management page.
2. On the Instance List tab page of the cluster management page, select the instance (read/write instance or read-

only instance) to be enabled for public network, click its Instance ID or Manage in the Operation column to enter

the instance details page.

Cluster Details Instance List| Monitoring and Alarms Account Management Database Management Database Proxy Parameter Settings Security Group Backup Management Operation Log Resource Pa
I Read-Write Instance Read-Only Instance
Instance ID/Name M AZ Private/Public Network Addr. Expiration Time Instance Type Instance Status Instance Configuration
cynosdbmysgh-ins (Private) :3306 N B . General
2024-07-08 17:17:05 Read-Write Inst:
cynosdbmysalins h Guangz. (Public) Disabled 7 ead-Write Instance Running +~core/! GB MEM

3. On the instance details page, choose Connection Information > Public Network Address, and then click

Disable .
4. In the pop-up window, confirm that everything is correct and click OK.

Disable Public Network Access )4

After public network access is disabled, you can no longer use the domain name and port to access TDSQL-C via a public network.

To minimize unwanted loss, be sure that no public address is used in your system before disabling it.

n Ea“c‘e'
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Modifying Private Network Address

Last updated : 2023-11-20 10:10:29

This document describes how to modify the private read-write/read-only addresses of TDSQL-C for MySQL in the

console.

Directions

On the cluster management page, proceed according to the actually used view mode:

Tab view

List view

1. Log in to the TDSQL-C for MySQL console, and click the target cluster in the cluster list on the left to enter the
cluster management page.

2. On the Cluster Details page, find the target instance and click

"3

#
after its private network address.

Read-Write Instance + Add Read-On

Read-Only Instance

( (e

ance IC cynosdbmysgl-ins-

cynosdbmysgl-ins- IO Details
cynosdbmysgl-ins- I SneE Eme cynasdbmysql-ins-
S Running 4|
Running 4li
Read-Only Address Priv 172.16.
= Addre Priv 172,16, 33 Haost P
ate - 06 EIE ate
Publ --
Publ -- Epable ic'-' Enable
ic
3. In the pop-up window, modify the private network address and port and click OK.
Note:
Modifying the private network address affects the database business being accessed.
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Modify Private Network Address by

@ MNote: modifying the private network address will affect the database service
being accessed.

Private Metwork Address 172,

Private Network Address: You can customize the private network address within the available IP range.

Custom Port: You can customize the port in the range of 1024-65535.

Valid Hours of Old IPs: The default value is 24 hours, meaning that you can still access the instance at the old IP
within 24 hours. You can customize the value between 0 and 168 hours. If you set the value to 0, the old IP will be
repossessed immediately, and then you cannot access the instance at it.

1. Log in to the TDSQL-C for MySQL console and click the ID of the target cluster in the cluster list to enter the cluster
management page.

2. Select the Instance List tab, select the target read-write or read-only instance, and click its ID to enter instance
details page.

3. On the Instance Details page, click after the private network address in the Connection Info section.
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Instance Details Operation Log
Basic Info
Instance Name: cynosdbmysgl-ins- p

Status: Running p

Task: -

Tag: --

Configuration Info

Compatible Database: MYSQL 8.0

Connection Info

Network: [ net Change Network

Private Read-Only Address: Host: .16 Port: 3306 Iy | #

Maintenance Info #°

Maintenance Window: Mon. Tue. Wed. Thu. Fri. Sat. Sun

4. In the pop-up window, modify the private network address and port and click OK.
Note:

Modifying the private network address affects the database business being accessed.
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Modify Private Network Address

(D Note: modifying the private network address will affect the database se
being accessed.

Private Network Address .16

Available Private IP Range: 172.21.0.0/20

Custom Port — 3306 +

Range: 1024-65535

Valid Hours of Old IPs 0 hours

Range: 0-168 hours

Private Network Address: You can customize the private network address within the available IP range.

Custom Port: You can customize the port in the range of 1024-65535.
Valid Hours of Old IPs: The default value is 24 hours, meaning that you can still access the instance at the old IP

within 24 hours. You can customize the value between 0 and 168 hours. If you set the value to 0, the old IP will be

repossessed immediately, and then you cannot access the instance at it.
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Changing Network

Last updated : 2023-07-13 11:05:59

This document describes how to change the network of TDSQL-C for MySQL in the console.

Overview

TDSQL-C for MySQL supports VPC, which is capable of offering a diversity of smooth services. On this basis, it

provides the cluster network change feature to help you manage network connectivity with ease.

Notes

« When the network is changed, all of the cluster's private IPs are automatically replaced with new ones. You should
modify the client program accordingly in time.

» You can specify the remaining validity period of the old IPs in the console. The period is 24 hours by default. If you
set the period to 0 hours, the old IPs will be released immediately after the network is changed.

» The new VPC and subnet should be in the region of the cluster.

Subnet description

A subnet is a logical network space in a VPC. You can create subnets in different AZs in the same VPC, which
communicate with each other over the private network by default. Even if you select a subnet IP in another AZ in the
region of the cluster, the network latency will not be increased because the actual business connection adopts nearby

access.

Directions

On the cluster management page, proceed according to the actually used view mode:

o Tabview

o Listview

1. Log in to the TDSQL-C for MySQL console.

2. Click the target cluster in the cluster list on the left to enter the cluster management page.
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3. On the cluster management page, click Change Network after Network.

edison-ss Sag-buy /' funine Log In
D cynosdbmysgl- 77 s7 10

atabase Version 2.1.8 Billing Mode Compute: Monthly Subscription/Storage: Monthly Subscription #°
DEFAULT PROJECT Adjust Cluster Expiration Time 2023-03-03 15:06:15 Renewal Management
|bnet Renewal Settings  Set
Deployment Made  Single-AZ 4 Transfer Linkage  Standard

cmysgltest 4

4. In the Change Network pop-up window, select a network, set Valid Hours of Old IPs, and click OK.

Select Metwork

CIDR 0
4093 subnet IPs in total, with 4069 available

If the existing networks do not meet your requirements, go to Create Subnets [£.
In the current network envirenment, only CVMs in the " " can access this database instance.

Valid Hours of Old IPs . 0 hours

5. After changing the network, you can view the new network in the Network section on the cluster management

page, and view the new private network address in the Basic Info section on the cluster details page.
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Connecting to Cluster
Connecting to Cluster via the Console

Last updated : 2023-11-09 16:16:31

Database Management Center (DMC) is a one-stop Tencent Cloud database management tool. It provides a variety
of services, including database/table-level operations, real-time monitoring, instance session management, SQL
window, and data management.

This document describes how to connect to a TDSQL-C for MySQL cluster in DMC.

Prerequisite

You have created a database cluster account. For more information, see Creating Account.

Directions

On the cluster list page, proceed based on the actually used view mode.

Tab view

List view

1. Log in to the TDSQL-C for MySQL console, and select a region at the top.

2. Click the target cluster in the cluster list on the left to enter the cluster management page.

3. On the cluster management page, click Log In on the right.

TDSQL-C Cluster List @ Guangzhou 6  Other regions 9«

& Hide cluster lists (6) Quick Check More ~
® cynosdbmysql-
cynosdbmysql-mims # ' Running
D cynosdbmysql- | s}
cynosdbmysql-
Database Version 2.1.10 Billing Mode Compute: Pay as You
Project Default Project Adjust Deployment Mode Multi-AZ  #*

4. In the login window, enter the created database account and password and click Log In.
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Type TDSQL-C for MySQL

Region South China(Guangzhou)

Instance cynosdbmysql-pummm  1(cynosdb...
Account

Password

Type: Select TDSQL-C for MySQL.

Region: Select the region of the cluster.

Instance: Select the cluster to be connected to, or search for the cluster by ID in the drop-down list.

Account: Enter the account name corresponding to the cluster.

Password: Enter the password corresponding to the account.

Note

The cluster ID can be obtained in the Cluster List or on the Cluster Details page in the TDSQL-C for MySQL
console.

5. The Ul after successful login is as follows:
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I ' DMC Create v Database Management Instance Session
information_schema (System database) ¥ C) Homepage
= Q|+
g Basic Instance Info
® No table found
Instance ID cynosdbmysql-
Tl
I-EJ
< Instance Name cynosdbmysqgl-i1
@
2
Database Type MySQL 5.7
G Region Beijing
@
9
2 Status Running
o
8 S .
2 Specification Storage Space 10
=
@
Creation Time 2023-02-28 16:37:
Database Character Set  utf8
M
=
3
gr. Query Character Set utf8
3

1. Log in to the TDSQL-C for MySQL console.

2. Select the region at the top, find the target cluster in the cluster list, and click Log In in its Operation column.

TDSQL-C Cluster List ®) Beiling 3 Other regions 12 v

Quick Check More ¥
Cluster ID/Name Cluster ... Compatible Dat... T AZ Read/Write Address Read-Only Address Database Proxy Address Billing M«
" Compute:
cynosdbmysql- Aunni MySGL 5.7 Beiiing Z. (Private) 3:33061F Subsoriot
cynosdbmysql- unning 4 - NG 2 (public) Disabled P

Storage:F

3. In the login window, enter the created database account and password and click Log In.
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Type TDSQL-C for MySQL

Region South China(Guangzhou)

Instance cynosdbmysql-pummm  1(cynosdb...
Account

Password

Type: Select TDSQL-C for MySQL.

Region: Select the region of the cluster.

Instance: Select the cluster to be connected to, or search for the cluster by ID in the drop-down list.

Account: Enter the account name corresponding to the cluster.

Password: Enter the password corresponding to the account.

Note

The cluster ID can be obtained in the Cluster List or on the Cluster Details page in the TDSQL-C for MySQL
console.

4. The Ul after successful login is as follows:
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I ' DMC Create v Database Management Instance Session
information_schema (System database) ¥ C) Homepage
= Q|+
g Basic Instance Info
® No table found
Instance ID cynosdbmysqgl-
rE'I
5 <‘ Instance Name cynosdbmysql-#l
@
2
Database Type MySQL 5.7
@ Region Beijing
@
]
2 Status Running
o
8 S .
2 Specification Storage Space 10
=
@
Creation Time 2023-02-28 16:37:
Database Character Set  utf8
M
=
3
gr. Query Character Set utf8
3

Other ways to connect to a cluster

Connecting to Cluster at Private or Public Network Address from Linux CVM Instance

Connecting to Cluster at Private or Public Network Address from Windows CVM Instance
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Connecting to Cluster at Private or Public
Network Address from Linux CVM Instance

Last updated : 2023-11-01 17:06:45

TDSQL-C for MySQL supports instance-level dedicated IP address, which allows you to connect to the instance
through the IP address of a read-write or read-only instance in a cluster. This document describes how to connect to

an instance in a cluster from a Linux CVM instance via private or public network.

Prerequisite

You have created a database cluster account. For more information, see Creating Account.

Step 1. Query the private and public IP address of the instance to be
connected.

1. Log in to the TDSQL-C for MySQL console.

2. On the cluster list page, proceed based on the actually used view mode.

Tab view

List view

1. Click Target Cluster in the cluster list on the left to enter the cluster management page.

2. On the Cluster Details tab, find the target instance, and view its private and public network IP address under

Network.
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Read-Write Instance

(/.
Instance ID cynosdbmysql-ins: [0 Details
Instance Name cynosdbmysgl-ins- @

Configuration 2-core/4 GB MEM Adjust Configurations
Status ® Running l1
Network

st Change Network

Expiration Time © 2023-07-10 12:20:15 (D

Read/Write Address

Private Host 16 Port 3306 I #

Publi -- Enable
c

TDSQL-C for MySQL

Read-Only Instance

RO Group®

Private Host ).6 Port 3306 o "

Publi  -- Enable
c

Instance ID cynosdbmysql-ins-; | I Details

Instance Name cynosdbmysgl-ins- 1@

Configuration 2-core/4 GB MEM Adjust Configurations
Status ® Running i
Network

-- Enable @

Expiration Time ©2023-07-10 12:20:16 @

Read-Only Address

1. Find the target cluster in the cluster list and click the cluster ID or Manage in the Operation column to enter the

cluster management page.

2. On the cluster management page, select the read-write or read-only instance on the instance list page, and you can

view the instance private and public network IP address under Private/Public Network Address.

Cluster Details Instance List Monitoring and Alarms

Read-Write Instance Read-Only Instance

Instance ID/Name Mo... AZ

Account Management

Private/Public Network Address

cynosdbmysgl-ins-
cynosdbmysgl-ins-

(Private) 17

Beijing Z...
ih eling (Public) Disabled

3306

1in total

Database Management Database Proxy Parameter Settings Security Group
Expiration Time Instance Type Instance Status Instance C
2023-07-10 12:20:15 (D Read-Write Instance Running 2-core/4 G

Step 2. Connect to the target instance in a cluster

1. Login to a Linux CVM instance. For more information, see Quickly Configuring Linux CVM Instance.

2. Taking a CVM instance on CentOS 7.2 (64-bit) as an example, run the following command to install the MySQL

client.
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yum install mysqgl

If complete! isdisplayed, the MySQL client is installed successfully.
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CentDS Linux 7 (Core)
Kernel 3.18.8-327.36.3.el?7.xB6_64 on an xBo_bH4

UM_135_34_centos login: root

Fassword:

[rootBUM_135_34 centos “1# yum install mysgl

Loaded plugins: fastestmirror, langpacks

Loading mirror speeds from cached hostfile

Resolving Dependencies

--» RBumming transaction check

---> Package mariadb.xB86_64 1:5.5.52-1.el7 will be installed

--» Processing Dependency: mariadb-1ibs(x86-64) = 1:5.5.52-1.el? for package: 1:mariadb-5.5.52-1.el7.x86_64
-=» Rumming transaction check

--->» Package mariadb-libs.xB6_64 1:5.5.58-1.e17_2 will be updated
---> Package mariadb-libs.xB6_64 1:5.5.52-1.el1? will be an update
—-» Finished Dependency Resolution

Dependencies Resoluved

Package

Installing:
mariadhb | 1:5.5.52-1.el?7
Updating for dependencies:

mariadb-libs | 1:5.5.52-1.el1?

Install 1 Package
Upgrade ( 1 Dependent package)

Total download size: 9.5 M

Is this ok [yrsds/N1: y

Dowmloading packages:

Delta RPMs disabled because susrsbinsapplydeltarpm not installed.
(1-2): mariadb-1ibs-5.5.52-1.e17.x86_64.rpm

(Z2r/2): mariadb-5.5.52-1.el17.x86_64.rpm

Ruming transaction check

Rumming transaction test

Transaction test succeeded

Rumming transaction
Updating ¢ 1:mariadb-1ibs-5.5.52-1.el7.x86_64
Installing : 1:mariadb-5.5.52-1.el7.x86_64
Cleanun : Iimariadb-1ibs-5.5.58-1.el? 2.x86 61

Installed:
mariadb.xB6_H4 1:5.5.52-1.el1?

Dependency Updated:
mariadb-1libs.>B86_64 1:5.5.52-1.el7?

Complete?
[root@UM_135_34_centos “1# _

3. Perform the corresponding operation based on the connection method:

Private network connection:
3.1 Run the following command to log in to the TDSQL-C for MySQL cluster.
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mysgl —h hostname -P port -u username -p

hostname: Replace it with the private network address of the target TDSQL-C for MySQL cluster as instructed in Step
1.
port: Replace it with the private network port number.
username: Replace it with the name of the account created in Prerequisites, which is the default account name
root here for example.
For example, if the private network addressis 10.0.168.14:5308 andthe accountnameis root ,enterthe

following connection command: mysgl -h 10.0.168.14 —-P 5308 -u root -p .
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3.2 Enter the password corresponding to the account in the above command after Enter password: is

prompted. If you forgot the password, you can reset it as instructed in Resetting Password.
If MysQL [ (none)]> isdisplayed, you have logged into TDSQL-C for MySQL successfully.

[root@U_135_34 centos "1 mysgl -h 18.66. . -u root -p
Enter password:

Welcome to the MarialB monitor. Commands end with @ or MNg.
Your MySQL commection id is 155439

Server version: 5.6.28-cdbZB16H98Z-10g ZH16H982

Copyright (c) 2888, 2816, Oracle, MariaDB Corporation Ab and others.

Type "help:’ or *~h’ for help. Type 'sc’ to clear the current input statement.

MySQL [(noneld 1> _
Public network connection:

3.3 Run the following command to log in to the TDSQL-C for MySQL cluster.
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mysgl —h hostname -P port -u username -p

hostname: Replace it with the public network address of the target TDSQL-C for MySQL cluster as instructed in Step
1. If public network address is not enabled, enable it as instructed in Enabling/Disabling Public Network Address.
port: Replace it with the public network port number.

username: Replace it with the account name for public network connection. We recommend that you create a
separate account in the console for easier connection control.

3.4 Enter the password corresponding to the account name for public network connection after Enter

password: is prompted. If you forgot the password, reset it as instructed in Resetting Password.
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In this example, hostname is 59281c4exxx.myqcloud.com and public network port is 15311.

cloud .com -P 15311 -u cdb_outery

[rootPM 135 34 centos srclii|mysqgl -h 59281cde

Enter password:

Welcome to The Farialb monitor. Commands end with ; or wg.
Your MySQL commection id is 322537

Server version: 5.6.28-cdb2B168982-1og 28168982

Copyright (c) ZBBB, 2816, Oracle, MariaDB Corporation Aib and others.

Type "help:’ or "sh’ for help. Type 'sc’ to clear the current input statement.

MysQL [(nonel1> _

4. Underthe MysQL [ (none)]> prompt, you can send a SQL statement to the TDSQL-C for MySQL server for
execution. For specific command lines, see mysgl Client Commands.

Below take show databases; asanexample:

MySQL [(nonel1> show databases:

information_schema

i
mysgl i
performance_schema |

i

rows in set (A.HH =ec)

FAQs

How do I find the account name or reset the password to log in to the cluster?

You can view the account name you created for cluster connection under Account Management on the cluster
management page in the TDSQL-C for MySQL console. If you forgot the password, perform the Reset Password

operation to change the password.

Cluster Details Instance List Monitoring and Alarms Account Management Database Management Database |

Create Account

root 2022-11-10 10:33:37 2022-11-10 10:34:03

2023-02-07 14:52:46 2023-02-07 14:52:46

tommy1
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Do I need to configure a security group for the TDSQL-C for MySQL cluster when connecting to it over the
private or public network?

Yes. For detailed directions, see Creating and Managing TencentDB Security Groups. Note that if the public network
access is enabled for connection over the public network, the private network port needs to be opened in the

configured security group rule.

What should | do if | can't log in to the Linux CVM instance because the security group rules of the
instance don't match properly?

If the security group rules of the Linux CVM instance don't match properly (for example, the corresponding port is not
opened), and you can't log in to the instance, you can use the Security Group (Port) Verification Tool to check the
connectivity of the security group.

ID/Mame Connectivity diagnosis

Quick check

You can identify possible causes for login failures by quick check. The port numbers to be opened may vary
depending on the actual operating system of your CVM. For Linux CVM, the default port is usually 22 or 36000; for
Windows CVM, it is usually 3389.
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Port detection
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M

Unable to ping

Unable to access FTP

Unable to access FTP

Unable to use 55H

Unable to log in to C

Unable to use Web s

Unable to use Web s

MN/A

Operation

Then, on the CVM instance details page, select Security Group > Modify rule and open the corresponding port. For

detailed directions, see Adding Security Group Rules.

What settings may cause a cluster connection failure?

Check whether the CVM instance and the TDSQL-C for MySQL cluster are in the same VPC in the same region under

the same Tencent Cloud account. If any of these three prerequisites is not meet, the cluster cannot be connected.
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Connecting to Cluster at Private or Public
Network Address from Windows CVM
Instance

Last updated : 2023-09-12 14:47:55

TDSQL-C for MySQL supports instance-level dedicated IP address, which allows you to connect to the instance
through the IP address of a read-write or read-only instance in a cluster. This document describes how to connect to

an instance in a cluster from a Windows CVM instance via private or public network.

Prerequisites

You have created a database cluster account. For more information, see Creating Account.

Step 1. Query the private and public IP address of the instance to be
connected.

1. Log in to the TDSQL-C for MySQL console.

2. On the cluster list page, proceed based on the actually used view mode.

Tab view

List view

1. Click the target cluster in the cluster list on the left to enter the cluster management page.

2. On the Cluster Details tab, find the target instance, and view its private and public network IP address under

Network.
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Read-Write Instance Read-Only Instance
.[a RO Group® Private Host ).6 Port 3308 o /'
L]
Publi -- Enable

Instance ID cynosdbmysql-ins 27 10 Details c
Instance Name cynosdbmysql-ins- 1

i
Configuration 2-core/4 GB MEM Adjust Configurations 4 ig
Status ® Running 41

Instance ID cynosdbmysql-ins- | I3 Details
Network st Change Network

Instance Name cynosdbmysql-ins- 1o »
Expiration Time ® 2023-07-10 12:20:15 @

Configuration 2-core/4 GB MEM Adjust Configurations
Read/Write Address | private Host 16 Port 3306 F #°

Status ® Running 41

Publi -- Enable
c
Network -- Enable @
Expiration Time ©2023-07-10 12:20:16 @

Read-Only Address

1. Find the target cluster in the cluster list and click the Cluster ID or Manage in the Operation column to enter the
cluster management page.
2. On the cluster management page, select the read-write or read-only instance on the instance list page, and you can

view the instance private and public network IP address under Private/Public Network Address.

Cluster Details Instance List Monitoring and Alarms Account Management Database Management Database Proxy Parameter Settings
Read-Write Instance Read-Only Instance
Instance ID/Name Mo... AZ Private/Public Network Address Expiration Time Instance Type Instance Statu:

cynosdbmysgl-ins- Private) 17 3306
y vea I Beiingz...| )

2023-07-10 12:20:15 Read-Write Instance Runnin:
cynosdbmysqgl-ins- (Public) Disabled @ unring

1in total

Step 2. Connect to the target instance in a cluster

1. Log in to a Windows CVM instance. For more information, see Quickly Configuring Windows CVM Instance.

2. Download a standard SQL client.

Note

We recommend that you download MySQL Workbench. Click here and download an installer based on your operating

system.
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MySQL Workbench 8.0.18
Select Operating System: Looking for previous GA
|Microsoft Windows v versions?

Recommended Download:

MySQL Installer
y3Q for Windows

7|2

All MySQL Products. For All Windows Platforms.
In One Package.

Windows (x86, 32 & 64-bit), MySQL Installer M5I Go to Download Page >

Other Downloads:

Windows (x86, 64-bit), MSI Installer 8.0.18 37.2M
3. Login, Sign Up, and No thanks, just start my download. will appear on the page. Select No thanks, just start

my download. to download quickly.

Login » Sign Up »
l.l!-ll‘l\t my Oracle Web account for an Oracle Web account

MySQL.com is using Oracle 550 for authentication. If you already have an Oracle Web account,
click the Login link. Otherwise, you can signup for a free account by clicking the Sign Up link
and following the instructions.

i'l.lu thanks, just start my duwnlnad.]

4. Install MySQL Workbench on this CVM instance.
Note

Microsoft .NET Framework 4.5 and Visual C++ Redistributable for Visual Studio 2015 are required for the installation.
You can click Download Prerequisites in the MySQL Workbench installation wizard to enter the corresponding
page to download and install them. Then, install MySQL Workbench.
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12 MySQL Workbench 8.0 CE - Setup Wizard x

MySQL Workbench 8.0 CE Setup Wizard ended
prematurely

The wizard was interrupted before MySQL Workbench 8.0 CE
could be completely installed,

Your system has not been modified, To complete installation at
another time, please run setup again.

Click Finish to exit the wizard.

I Download Prerequisites I « Back Cancel

5. Open MySQL Workbench, select Database > Connect to Database, enter the private (or public) network
address, username, and password of your TDSQL-C for MySQL cluster and click OK to log in.
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Parameter

Hostname

Port

Username

Password

View Databaze Tools Seripting Help

MySQL Connections ® ®

TDSQL-C for MySQL

Stored Connection

Connection Method

B Connect to Database

R | Select from saved

. | standard (TCR/IP)

v| Method to use to c

Description

Parameters 55| Advanced
Hostname: [qq, Port: |3308
Username: |root
Password: Store in Vault ... Clear
Default Schema:

Mame or IP address of the serve
TCF/TF port.

Mame of the user to connect with

The user's password. Wil be reqgi
not set.

The schema to use as default sct
blank to selectit later.

Enter the public network address of the target TDSQL-C for MySQL instance in a cluster as
instructed in Step 1. For public network address, check whether it has been enabled as

instructed in Enabling/Disabling Public Network Address.

Private (or public) network port.

Enter the account name configured when creating the database account, which is the default
account root here for example.

Enter the password corresponding to the username. If you forgot the password, reset it in the

console.

6. After successful login, a page will appear, where you can view the modes and objects of the database, create

tables, and perform operations such as data insertion and query.
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& Mysgl@10 3306 x

File Edit View Quervy Database Server Tools Seripting  Help

Jdde SEEE H &

Mavigator 50 LAdditions s
MANAGEMENT o G H ¥ §F & | & | [ @ » [ [T Fp | Jumpto
'u' Server Status 1

_'":1_ Client Connections

_'_ Users and Privileges

[E status and System Variables
.;L Data Export

;L Data Import/Restore

INSTANCE

PERFORMANCE
'ﬂ' Dashboard
@ Performance Reports
qb'\ Performance Schema Setup

SCHEMAS L

Q, |Filter ohjects

> test

'y Context Help  Snippets

FAQs

How do I find the account name or reset the password to log in to the cluster?

You can view the account name you created for cluster connection under Account Management on the cluster
management page in the TDSQL-C for MySQL console. If you forgot the password, perform the Reset Password

operation to change the password.
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Cluster Details Instance List Monitoring and Alarms Account Management Database Management Database |
Account Name Haost Maximum Connections Creation Time Update Time
root % - 2022-11-10 10:33:37 2022-11-10 10:34:03
tommy1 % - 2023-02-07 14:52:46 2023-02-07 14:52:46

Do | need to configure a security group for the TDSQL-C for MySQL cluster when connecting to it over the
private or public network?

Yes. For detailed directions, see Creating and Managing TencentDB Security Groups. Note that if the public network
access is enabled for connection over the public network, the private network port needs to be opened in the

configured security group rule.
What should | do if | can't log in to the Linux CVM instance because the security group rules of the
instance don't match properly?

If the security group rules of the Linux CVM instance don't match properly (for example, the corresponding port is not
opened), and you can't log in to the instance, you can use the Security Group (Port) Verification Tool to check the

connectivity of the security group.

ID/Name Connectivity diagnosis

Quick check

You can locate the possible causes of the login failure through quick check.
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Port detection
Protoco Port Direction Po Effects
ICMP - Inbowund Mot opened Unable to ping
TCP 20 Inbound Mot opened Unable to access FTP
TCP 21 Inbound Mot opened Unable to access FTP
TCP 22 Inbound Mot opened Unable to use 55H
TCP 3389 Inbound Mot opened Unable to log in to C
TCP 443 Inbound Mot opensad Unable to use Web =t
TCP 80 Inbound Mot opened Unable to use Web
ALL ALL Outbound Open N/A

Custom port detection

4!
[l
[=]

Protocol Port Direction P Policy Operation

TCP d Inbound v Save

15 more ports can be added

Detect

Then, on the CVM instance details page, select Security Group > Edit Rule and open the corresponding port. For

detailed directions, see Adding Security Group Rules.

What settings may cause a cluster connection failure?

Check whether the CVM instance and the TDSQL-C for MySQL cluster are in the same VPC in the same region under

the same Tencent Cloud account. If any of these three prerequisites is not meet, the cluster cannot be connected.
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Instance Management
Overview

Last updated : 2023-09-12 14:40:53

This document describes what an instance is and how to view the instance list and manipulate an instance.

Instance overview

An instance is a database resource in Tencent Cloud. A cluster is the basic management unit of TDSQL-C for
MySQL, which can contain multiple instances of two types: read-write instance and read-only instance.

The types and number of instances supported by a cluster are as described below:

Maximum
Instance Type Ximu Supported IP
Instances
o The private read-write address is enabled by default, and
Read-write instance 1 ) )
you can enable the public read-write address manually.
The private read-only address is enabled by default, and
Read-only instance 15 prv y I y )

you can enable the public read-only address manually.

Access address

TDSQL-C for MySQL supports read-write and read-only addresses. The former corresponds to the read/write service
of a TDSQL-C for MySQL read-write instance, while the latter corresponds to one or multiple read-only instances on

the backend for load balancing.

Instance management overview

You can configure and manage instances in a cluster in the console, with the following configuration items:

Instance

Configuration Description Operation
Item

Instance a. You can rename read-write/read-only instances in the cluster. Renaming
Name b. The instance name can contain up to 60 letters, digits, hyphens, Instance

underscores, and dots.
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Character set

Adjust
Configurations

Maintenance
Time

Restart
Instance

Delete
Instance

Restore
Instance

a. You can modify the character set of an instance.
b. The following character sets are supported: UTF-8, GBK, Latin-1, and
UTF8MB4.

a. You can adjust the instance configuration as needed.
b. You can adjust the computing specification and storage space of an
instance.

a. You can set the maintenance time and window of an instance to
schedule maintenance operations.

b. The maintenance window can be continuous or discontinuous days
between Monday and Sunday.

¢. You can set the maintenance start time and duration.

a. You can restart an instance for routine maintenance or to clear the
database buffer.

b. To avoid affecting normal business operations, make sure that the
instance has no other ongoing tasks.

You can delete an instance when it is no longer used.

a. You can restore an isolated instance as needed.
b. The recycle bin displays the period during which the instance can be
restored.

Viewing the instance list

On the cluster management page, proceed according to the actually used view mode.

Tab view

List view

TDSQL-C for MySQL

Modifying
Character Set

Adjusting
Computing
Configuration
Adjusting
Storage Space

Modifying
Instance
Maintenance
Window

Restarting
Instance

Deleting
Instance

Restoring
Instance

1. Log in to the TDSQL-C for MySQL console, and click the target cluster in the cluster list on the left to enter the

cluster management page.

2. On the Cluster Details page, view all the read-write instance and read-only instances in the cluster.
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Read-Write Instance Read-Only Instance

e O @& Kk
fa RO Group®  private Host 1 0.6 Port 3306 I /'
]
Publi -- Enable
Instance ID cynosdbmysql-ins- ™ 'p I Details c
Instance Name cynosdbmysql-ins-g @ 4
.,

i
Configuration 2-core/4 GB MEM Adjust Configurations g
Status ® Running 41

Instance ID cynosdbmysgl-ins® I Ifj Details

3. If there are many read-only instances under the cluster, you can click the icon under the read-only instance to
switch to view. If you have 5 or more read-only instances, you can also click the drop-down button on the right of the
icon to filter out the target instance ID.

4. You can view the information of the read-write instance and read-only instance: instance ID/name/status, and
public/ private read-write/read-only address. You can also perform the following operations on the instance: restart the
instance, modify the instance name, modify the private network address, enable or disable the public network
address, restart the instance, adjust the configuration, or terminate the instance. Then, you can click Details to enter

the corresponding instance details page.
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Instance Details Operation Log
Basic Info
Instance Name: cynosdbmysql-in: Vs Instance
Status: Running B Region/#
Task: -- Characte
Tag: - Expiratio

Configuration Info

Compatible Database: MYSQL 8.0 Configur

Connection Info

Network: | t Change Network

Private Read-Only Address: Host: - ).16 Port: 3306 Ipp #' Public Ru

Maintenance Info #'
Maintenance Window: Mon. Tue. Wed. Thu. Fri. Sat. Sun Maintene

5. On the instance details page, you can view the basic information, configuration information, and maintenance
information of the instance, as well as the operation log of the instance.

1. Log in to the TDSQL-C for MySQL console.

2. Select the region at the top, find the target cluster in the cluster list, and click the cluster ID or Manage in the
Operation column to enter the cluster management page.

3. On the cluster management page, select the Instance List tab to view the list of read-write and read-only instances
in the cluster.

The instance list displays the Instance ID/Name, Monitoring, AZ, Private/Public Network Address, Expiration
Time, Instance Type, Instance Status, Instance Configuration, and Operation by default.

If there are many instances in the cluster, you can also enter an instance ID or name keyword in the search box on the
right to quickly find the target instance.
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Click the instance ID to enter the instance details page, where you can query the instance information and operation

logs.

Cluster Details Instance List Monitoring and Alarms Account Management Database Management Database Proxy
Read-Write Instance Read-Only Instance
i Guangzh... Expire on 2022-12-08 ... Read-Write Instance Running
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Task List

Last updated : 2023-03-01 14:33:46

This document describes how to view the task list in the TDSQL-C for MySQL console. In this way, you can stay up to

date with the progress of operations on clusters and instances.

Task type

The task list contains tasks of the following types: cluster creation, cluster rollback, instance upgrade/downgrade,
parameter modification, restart, manual backup, version upgrade, replica AZ adding/modification/deletion, AZ switch,
binlog settings modification, database proxy creation/upgrade/disabling/connection pool configuration/node

rebalancing/kernel minor version upgrade, and read/write separation configuration.

Viewing the task list

1. Log in to the TDSQL-C for MySQL console.
2. On the left sidebar, click Task List.
3. Select the region at the top.

4. Directly find or search for the target task by keyword to view its details.

TDSQL-C - Task List ) Guangzhou 3

Taday Yesterday Last 7 days Last 30 days = Q O g L

180003 Disable Database Proxy 100% Executed successfully 2022-11-08 17:51:03 2022-11-08 17:53:21 Task Details

Searching by keyword

In the task list, you can search for the target task by task ID, cluster ID/name, and instance ID/name. Separate

multiple keywords by vertical bar "|" and separate filter tags by carriage return.
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[ Qo u i
tus T Task End Time Operation
Task ID
Cluster ID
succe: Instance ID 1:05 2022-11-08 17:53:1 Task Details

Cluster Mame

|nstance Mame

Downloading the task data

1. Log in to the TDSQL-C for MySQL console.
2. On the left sidebar, click Task List.
3. Select the region at the top.

3

4. Click the icon next to the search box to download the data on the current page or under the current search

criteria.

Viewing task details

1. Log in to the TDSQL-C for MySQL console.
2. On the left sidebar, click Task List.
3. Select the region at the top.

4. Find the target task and click Task Details in the Operation column.

Task ID Task Type T Cluster ID/Name nstance ID/Name Task Progress Task Status T Task Start Time Task End Time Operation
——
180003 Disable Database Proxy 100 % Executed successfully 2022-11-08 17:51.05 2022-11-08 17:53:21 Task Details
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Task Details - Disable Database Proxy

Start Time 2022-11-08 17:531:05
End Time 2022-11-08 17:53:21
Task Progress 100%

Executed successfully
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Renaming Instance

Last updated : 2022-12-01 11:21:44

TDSQL-C for MySQL read-write and read-only instances can be identified and managed by their names, which are

the same as instance |IDs by default and can be changed in the console. The instance IDs cannot be changed though.

Renaming an instance in the instance list

1. Log in to the console and click the ID of the target cluster in the cluster list to enter the cluster management page.

2. On the instance management page, select the Instance List tab and click the modification icon after the name of
the target instance.

nstance ID/Name Mo... AF Private/Public Network Addre.. Expiration Time
cyn (Frivate)

Guangz. .. -
ey | h L (Public)

3. In the pop-up window, enter a new name and click OK.

Note :

The instance name can contain up to 60 letters, digits, hyphens, underscores, and dots.

Renaming an instance on the instance details page

1. Log in to the console and click the ID of the target cluster in the cluster list to enter the cluster management page.

2. On the instance management page, select the Instance List tab and click the ID of the target instance to enter the
instance details page.

©2013-2022 Tencent Cloud. All rights reserved. Page 61 of 490


https://console.tencentcloud.com/cynosdb
https://console.tencentcloud.com/cynosdb

&2 Tencent Cloud TDSQL-C for MySQL

3. In the Basic Info section of the instance details page, click the modification icon after the instance name.

Basic Info

Instance Mame: © >

Status: Running

Task: —

4. In the pop-up window, enter a new name and click OK.

Note :

The instance name can contain up to 60 letters, digits, hyphens, underscores, and dots.
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Modifying Instance Maintenance Window

Last updated : 2022-04-02 00:01:27

This document describes how to modify the instance maintenance time. If you want to perform configuration

adjustment or other operations that will cause a momentary disconnection or affect the instance, you can specify the
instance maintenance time.

Directions

1. Log in to the TDSQL-C for MySQL console and click a cluster ID in the cluster list to enter the cluster management
page.
2. On the instance management page, select the Instance List tab and click the target instance ID to enter the

instance details page.

3. In the Maintenance Info section on the instance details page, click the modification icon.

Maintenance Info| »

Maintenance Window: Mon. Tue. Wed. Thu. Fri. Sat. Sun

4. In the pop-up window, modify the maintenance window and time and click OK.
o Maintenance Window indicates a day of the week as the maintenance window. Each week must has a
maintenance window.
o Maintenance Time indicates the maintenance time on a day. You can specify any time and set the

maintenance duration to 1, 1.5, 2, or 2.5 hours.

Modify Maintenance Window and Time

vienance Window = [EgMon [ Tue [Egwed [EThu [ ]Fn
v EE O v BT

HERERE e Start Time 03:.00 ®
1 » | hour
OK Cancel
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Modifying Character Set

Last updated : 2023-11-01 17:37:18

A character set is a mapping relationship or encoding rule, including a coded character set and character encoding.
The code points corresponding to a character set are mapped into binary sequences, so that they can be stored and
processed by a computer.

This document describes how to change the character set of an instance in the console.

Note

Modifying the character set of an instance may cause the instance to restart. So we recommend that you modify it

during the instance maintenance time.

Directions

On the cluster list page, proceed based on the actually used view mode.

Tab view

List view

1. Log in to the TDSQL-C for MySQL console, and click the target cluster in the cluster list on the left to enter the
cluster management page.

2. On the Cluster Details page, find the target instance, and click Details next to the instance ID to enter the instance

details page.

Read-Write Instance

o G ® Kk W
(/.

Instance ID cynosdbmysql-ins-is s d WJ

Instance Name cynosdbmysql-ins-jlga Wi '@
Configuration 2-core/4 GB MEM Adjust Configurations
Status ® Running i

Instance Type Read-Write Instance
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3. On the instance details page, click the modification icon next to Character Set.

Region/AZ: North China region(Beijing)/Beijing Zone 3

Character Set: utf8 |

4. In the pop-up window, select a character set and click OK.
Note
The supported character sets include UTF8, GBK, LATIN1, and UTF8MBA4. For more information, see MySQL's

official documentation.

Modify Character Set X

(D Modifying the character set will cause the instance to restart.

Character Set Qutrs GBK LATINT UTF8MB4

Execution Mode

Execute now During maintenance time

1. Log in to the TDSQL-C for MySQL console and click the ID of the target cluster in the cluster list to enter the cluster

management page.
2. On the instance management page, select the Instance List tab and click the ID of the target read-write or read-

only instance to enter the instance details page.
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Cluster Details Instance List Maonitoring and Alarms Account Management Database Management Databaze P
Read-Write Instance Read-Only Instance
nstance |D/Mame Mao.. AZ Private/Public Network Addr... Expiration Time Instance Type Instanc
o [} Guangzh... Expire on 2022-12-08 .., Read-Write Instance Running
cyr

3. On the instance details page, click the modification icon next to Character Set.

nstance |D: cynosdbrmysgl-ins-ginah4rd 1f

Region/AZ: South ChinalGuangzhou)/Guangzhou Zone &
Character Set: .th

4. In the pop-up window, select a character set and click OK.
Note

The supported character sets include UTF8, GBK, LATIN1, and UTF8MBA4. For more information, see MySQL's

official documentation.

Modify Character Set b 4

Character Set 0 UTF3 GEK LATIM1 UTFEMBE4
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Restarting Instance

Last updated : 2022-12-01 11:21:44

You can manually restart an instance if you want to maintain it routinely, clear the database buffer, or if a performance

problem occurs.

Directions

1. Log in to the TDSQL-C for MySQL console and click the ID of the target cluster in the cluster list or Manage in the
Operation column to enter the cluster management page.

2. On the cluster management page, select the Instance List tab, find the target instance, and click Restart.

nstance ID/Name Mo... AZ Private/Public Network Addre...  Expiration Time nstance Type nstance Status nstance Configuration Operation
& i Guangz. (Private) - Read-Write Instance Running 1-core/2 GB MEM Wore

3. In the pop-up window, confirm that the information of the instance to be restarted is correct and click OK.

4. Once the instance status changes from Restarting to Running, the restart is completed.

Read-Write Instance Read-Only Instance
Qo 1
nstance ID/Name Mo.. AZ Private/Public Network Addr.. Expiration Time nstance Type Instance Status Instance Configuration  Operation
oy . Running Manage Restart
il Guangzh... Expire on 2022-12-08 ... Read-Write Instance ~ N 1-core/1 GB MEM B
o Restarting Adjust Configurations
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Deleting Instance

Last updated : 2024-06-17 16:12:03

This document describes how to delete an instance from a cluster when it is no longer used.

Note:

After a read-write instance is deleted, its data and backup files will also be deleted and cannot be recovered in the
cloud. Store your backup files safely elsewhere in advance.

After an instance is deleted, its IP resources will also be released. Therefore, confirm that your business no longer
needs to access the instance before deleting it.

If you delete a cluster, all instances in the cluster will be deleted.

Data is deleted only when the read-write instance is deleted. Deleting read-only instances only deletes computing

resources.

Use Cases

When the cluster has pre-configured resources as its instance type, deleting read-only instances under the cluster is
supported. The read-write instance can only be deleted after all read-only instances under the cluster have been
removed. After the read-write instance is deleted, the cluster is also deleted.

When the cluster has Serverless as its instance type, and the architecture is set to cluster mode, it is not possible to
delete read-write instances or read-only instances individually. To reduce the number of read-only instances, one must
refer to the Read-Only Instance Management guidelines. Conversely, when the architecture is set to a single-node

mode, deleting the read-write instance equates to the deletion of the entire cluster.

Lifecycle

After a monthly-subscribed instance is deleted, it will be moved to the recycle bin and retained there for seven days.
During the retention period, the instance cannot be accessed, but it can be restored after renewal.

After a pay-as-you-go/serverless instance is deleted, it is moved to the recycle bin and retained there for three days.
During the retention period, the instance cannot be accessed. If you want to restore the instance, you can renew the
instance in the recycle bin.

Note :

For Serverless clusters, the scenario of restoration from the recycle bin is exclusively applicable to read-write
instances. Read-only instances that have been reduced through the Read-Only Instance Management operation will

not be isolated in the recycle bin but will be directly eliminated.
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Directions

On the cluster list page, proceed based on the actually used view mode:

Tab View

List View

1. Log in to the TDSQL-C for MySQL console, and click the target cluster in the cluster list on the left to enter the
cluster management page.

2. Under Cluster Details, find the target instance and click the deletion icon.

Read-Write Instance Read-Only Instance
Za U & Kk
.L RO Group®  Private Host 1 6 Port 3306 |y
Publi - Enable
Instance ID cynosdbmysg|-ins- h Details c
Instance Name cynosdbmysgl-ins- m s
(o
Configuration Dedicated 2-core/4 GB MEM Adjust Configurations LY
Status ®Running 41
Instance ID cynosdbmysgl-ins- D) Details
Instance Type Read-Write Instance
Instance Name cynosdbmysgl-ins- v

3. In the pop-up dialog box, after reading or checking the Confirm selected items > Check return details >

Select the return reason, click Request a Return .

Return Cluster X
° Confirm selected > ° Check return details > e Select the return
items reason
Please select the reasons for returning the resources
Select the reasons for returning the resources for improvement
Wrong selection Complicated operation Unstable performance Testing finished
Mismatched expectations Others

Previous Request a Return Cancel

1. Log in to the TDSQL-C for MySQL console and click the ID of the target cluster in the cluster list or Manage in the
Operation column to enter the cluster management page.
2. On the cluster management page, select the Instance List tab, find the target read-write or read-only instance, and

select More > Return/Refund in the Operation column.
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Read-Write Instance Read-Only Instance
Instance ID/Name M AZ Private/Public Network Addr...  Expiration Time
cynosdbmysql-in: w .

I 2024-07-10 12:20:16
cynosdbmysgl-in: ms Al Beijing Z. Disabled (3)

1in total

Instance Type

Read-Only Instance

TDSQL-C for MySQL

Instance Status Instance Configuration

Dedicated

Running 2-core/4 GB MEM

3. In the pop-up dialog box, after reading or checking the Confirm selected item > Check return details >

Select the return reason, click Request a Return .

Return Cluster

° Confirm selected > ° Check return details

Please select the reasons for returning the resources

Select the reasons for returning the resources for improvement
Wrong selection Complicated operation Unstable performance
Mismatched expectations Others

Previous Request a Return
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Restoring Instance

Last updated : 2024-06-17 10:45:57

This document describes how to restore an isolated instance in the console.

Overview

If an instance is deleted by mistake, due to overdue payment, or upon expiration, you can restore it from the recycle
bin before it is eliminated.

Note:

After an instance is restored, it uses the same configurations as before.

An instance cannot be terminated, restored and terminated again in a short time.

For the Serverless clusters, the scenario of restoration from the recycle bin is exclusively applicable to read-write
instances. Read-only instances that have been reduced through the Read-Only Instance Management operation will

not be isolated in the recycle bin but will be directly eliminated.

Directions

1. Log in to the TDSQL-C for MySQL console.

2. Select Recycle Bin on the left sidebar, select the region, find the target instance, and click Restore in the
Operation column.

Note:

Read-only instances in a cluster can be restored only after the read-write instance in the cluster is restored.
You can only restore an instance before it is terminated.

If you click Release Now in the Operation column, the instance will be eliminated immediately and cannot be
restored. Therefore, proceed with caution.

3. In the pop-up window, select a renewal period, confirm the instance information, and click OK.

4. After the restoration is completed, the instance becomes Running, and you can see it in the instance list.
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Configuration Adjustment
Adjusting Compute Configuration

Last updated : 2024-06-17 15:34:02

If your instance is overprovisioned or underprovisioned, your business needs cannot be best met, and you can adjust
its specifications to fully utilize resources and reduce unnecessary costs.

This document introduces how to adjust the compute configuration for clusters with pre-configured resource instance
types. For information on adjusting configurations for serverless clusters, refer to Adjusting Configurations.

Note:

If the cluster instance type is a pre-configured resource and a database proxy is enabled, you can choose whether to

adjust the configuration of the database proxy on the compute configuration adjustment page.

Configuration Adjustment Capabilities

TDSQL-C for MySQL uses an architecture where computing and storage resources are separated and all compute
nodes share the same data. In cross-server configuration adjustment, no data migration is required; therefore,
configuration upgrade/downgrade can be completed within seconds.

When an instance undergoes configuration adjustment, a new primary instance of higher specifications will be
automatically started. Once set up, the new primary instance is automatically promoted to the primary database, and

the disconnection of the old primary database completes the configuration adjustment.

Directions

Step one: On the cluster list page, operate based on the actually used view mode, and navigate to the configuration
adjustment page:

Tab View

List View

1. Logintothe TDSQL-C for MySQL console, and click the target cluster in the cluster list on the left to enter the
cluster management page.

2. On the Cluster Details tab, find the target instance, and click the icon

@
or click Adjust Configurations to enter the configuration adjustment page.
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Read/Write Instance Read-Only Instance +

j"ﬂ ¢ RO Group@

i}

Private Host 172, 0.6 FPort 3306 I #

Publi -- Enable
nstance D cynosdbmysgl-in: 2 If Details c
stance Names cynosdbmysgl-ins- o &
%
2-core/4 GB MEM) Adjust Configurations Hy
® Running i
cynosdbmysgl-ins- G Details
c fname cynosdbmysgl-ins- .~
Read/Write Address Private Host 172 116 Fort 3306 g
: Configuration 2-core/d GB MEM Adjust Configurations
Publi -- Enable
< - .
® Runn -\; Ill
etwork -- Enable @

1. Log in to the TDSQL-C for MySQL console, find the target cluster and click the cluster ID or Manage in the
Operation column in the cluster list to enter the cluster management page.

2. On the Instance List tab, locate the desired instance and select More > Adjust Configurations in the Operation

column.

Cluster Details Instance List Monitoring and Alarms Account Management Database Management Database Proxy Parameter Settings Security Group Backup Management

Read/Write Instance Read-Only Instance

Instance 1D/Name Mo... AZ Private/Public Network Address  Expiration Time Instance Type Instance Status Instance Configuration

cynosdbmysql-in: R (Private) 17 13:3306
il Beijiing Z..

Expire sfter 2 da Reac/Write Inst 2-core/d GB MEM
cynasdbmysql-in: (Public) Disabled B eag/\irite Instance g -core; M

Step two: Within the Instance Configuration Adjustment page, select the necessary configurations and the operation
time, and click Buy Now.

Note :

Adjustment to instance configurations may result in momentary disconnections. Please ensure your operations have a

reconnection mechanism in place.
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| Instance's Original Configurations

cynosdbmysql-ins—

Instance 1 cynosdbmysql-
cynosdbmysql-ins— Cluster Y " 4 ql Network
(Source) G leanidls
ID/Name ;
Instance 2-core/4 GB MEM Compatible MySQL8.0
Specification Database
AZ Beijing Zone 3

| Database Configuration

Transfer Standard
Linkage
Instance All CPU Specs All Memory Specs A single instance can achieve high availability

Specification *

Instance Type

(Learn More) s CPU Memory Max IOPS I/O Bandw... Max Stora... Supported AZs
General 1—core 1GB 8000 1Gbps 3TB 1AZ
General 1—core 2GB 8000 1Gbps 3TB 1AZ
Dedicated 2_core 4GB 48000 6Gbps 10TB 1AZ
o  Dedicated 2-core 8GB 48000 6Gbps 10TB 1AZ
Dedicated 2_rara 1RER ARnNN Afhne 1NTR 147
For more information about purchasable compute instance specifications and storage capacities, seeBilling Overviewe .

Switch Time *  [DAUGRENEINEHEL-RINE Upon upgrade completion

Maintenance Time: 03:00-04 (modify on the "Instance Details" page
B Adjusting instance configuration may cause a restart. Please ensure that your business has a reconnection mechanism.

| Billing Mode

Compute Billing Monthly Subscription

Mode
Storage Billing Monthly Subscrig
Mode *

Purchase monthly subscribed storage space now (billed in the entirety regardless of whether it is used up)

Configuration

Instance Specification: Select the CPU and memory you need to adjust.

Configure Database Proxy: Choose whether to adjust the configuration of the database proxy nodes. For information
on how the adjustment of each configuration on the database proxy nodes affects, refer to Adjusting Database Proxy
Configuration. This option is only displayed when the instance form of the cluster is pre-configured resources and the
database proxy is enabled.

Switch Time
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Upon selecting Upon Upgrade Completion, the switch-over action will be immediately triggered following the
completion of configuration changes.
Select During Maintenance Time, and the instance will undergo a flash cut switch within the Maintenance

Window. For modifying the maintenance window, refer to Modify Instance Maintenance Time.
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Adjusting Storage Space

Last updated : 2024-06-17 15:46:41

If the cluster storage space cannot meet your business needs, you can adjust it as needed.

This document introduces how to adjust the storage space for clusters with pre-configured resources as the instance
type. Clusters with a serverless instance are charged for storage space on a pay-as-you-go basis, without needing to
pre-purchase storage space. However, there is a storage space limit corresponding to the compute unit configuration.
For details, refer to Compute Unit. If you need to adjust the compute unit configuration to obtain a higher storage
space limit, refer to Modifying Cluster Compute Unit Configuration.

Note:

For clusters with pre-configured resources as the instance type, if both the compute and storage resource billing
modes are pay-as-you-go, there is no need to expand the storage space. The maximum available storage capacity is
that of the cluster's read-write instance corresponding to the compute specifications. To use storage space beyond
this limit, you can upgrade the compute specifications of the read-write instance. Furthermore, you can convert pay-
as-you-go to monthly subscription to adjust the storage space after changing the cluster billing mode to monthly
subscription. However, note that billing modes temporarily do not support switching back from monthly subscription to
pay-as-you-go. For more information, refer to Product Specifications.

For clusters with pre-configured resources as the instance type, if the compute billing mode is monthly subscription
and the storage billing mode is pay-as-you-go, since the storage billing mode supports switching from pay-as-you-go
to monthly subscription, you can adjust the storage space at the same time as you make the switch.

If the storage billing mode is monthly subscription, you can adjust the cluster storage space in the console. To use a
storage space larger than the maximum capacity of the current compute specifications, upgrade the compute
specifications of the read-write instance. For more information, refer to Product Specifications.

If the storage space is monthly subscribed, the new storage space will be charged from the time it is adjusted until the

cluster expires.

Directions

Note:

The prepaid storage specifications after adjustment must exceed the used storage capacity.

Changing the storage billing mode will not affect existing operations.

Scenario 1: The storage billing mode is pay-as-you-go, and you need to use a storage space larger than
the maximum storage space of the current compute specifications

If the storage space is pay-as-you-go, you don’t need to expand it. The maximum storage space you can use is the

same as that of the computing specification for the read-write instance. To use more storage space, you can upgrade
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the compute specifications for the read-write instance. For directions, see Adjusting Compute Configuration. For more
information on compute node specifications and corresponding maximum storage spaces, see Product Specifications.
Scenario 2: The storage billing mode is pay-as-you-go, and you need to switch it to monthly subscription
and specify the storage space

On the cluster list page, proceed based on the actually used view mode:

Tab view

List view

1. Logintothe TDSQL-C for MySQL console, and click the target cluster in the cluster list on the left to enter the
cluster management page.

2. Select the billing mode on the cluster management page and click

cynosdbmysql- S s 7 e Lo
O cynosdbmysgl- ]
an 219 Billing Mode Compute: Monthly Subscription/Storage: Pay as You GOE
Default Project Adjust Cluster Expiration Time  2023-04-28 16:38:12 Renewal Management
g5 Set Deployment Mode  Single-AZ  #
zge  High 1O

3. In the setting window that pops up, select Monthly Subscription for the billing mode, specify the storage space

size, and click OK to make the payment.

Storage Billing Mode Pay-as-You-Go: you only pay for the storage you use per hour and don't need to purchase any storage
space here.

o Monthly Subscription: purchase storage space now to enjoy more discounts. When the prepaid storage
space is used up, you need to expand it manually.

orage Space O 10 + | GE (Increment: 10 GB)

280 More storage space, upgrade the specimcaton of the source instance in the cluster.Learn More

0K Cancel
1. Log in to the TDSQL-C for MySQL console, and click ID of the target cluster in the cluster list or Manage in the
Operation column to enter the cluster management page.

2. Select Cluster Details > Configuration Info > Database Storage (Used/Total) and click
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Note:

You can also click Billing Info > Storage Billing on the cluster details page, and click

&

#
for adjustment.

3. In the pop-up window, select Monthly Subscription for the billing mode, specify the storage space size, and click
OK to make the payment.

Storage Billing Mode Pay-as-You-Ge: you only pay for the storage you use per hour and don't need to purchase any storage
space here.

o Monthly Subscription: purchase storage space now to enjoy more discounts, When the prepaid storage
space is used up, you need to expand it manually.

Jrage Space O 10 + | GB (Increment: 10 GB)

1EE0 MOre storage space, upgrade tne specincatnon of the source instance in the cluster.Learn More

OK Cancel

Scenario 3: The storage billing mode is monthly subscription, and you need to adjust the storage space
On the cluster list page, proceed based on the actually used view mode:

Tab view

List view

1. Log in to the TDSQL-C for MySQL console, and click the target cluster in the cluster list on the left to enter the
cluster management page.

2. Select the billing mode on the cluster management page and click
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cynosdbmysql- Sy 4t .

o cynosdbmysgl- u}

ERE:] Billing Made Campute: Manthly Subscription/Starage: Manthly Subscription
Default Project  Adjust Cluster Expiration Time  2023-05-10 12:20:15 Renewal Management
gs Set Deployment Made  Single-AZ
“kzge  Standard
;
Note:
You can also adjust the distributed storage module under the cluster details page by clicking Expand next to the

storage specification.

Distributed Storage

Data

Monthly Subscription e
Used Storage (D 1&: lespace
emp
30G| Expand 3MB
-x::na - 22M B Tablespace
Undo
o Tablespace L2RE

3. In the pop-up window, select the storage space and click OK to make the payment.

age Billing Mode Pay-as-You-Go: you only pay for the storage you use per hour and don't need to purchase any storage
space here.

o Monthly Subscription: purchase storage space now to enjoy more discounts. When the prepaid storage
space is used up, you need to expand it manually.

Storage Space o 10 + | GB (Increment: 10 GB)

NEEd MOore storage spaces, upgrade the spedmcation of the source instance in the cluster.Learn More

0K Cancel

1. Log in to the TDSQL-C for MySQL console, and click ID of the target cluster in the cluster list or Manage in the
Operation column to enter the cluster management page.
2. Select Cluster Details > Configuration Info > Database Storage (Used/Total) and click

Note:
You can also click Billing Info > Storage Billing on the cluster details page, and click
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"l

#
for adjustment.

3. In the pop-up window, select the storage space and click OK to make the payment.

age Billing Mode Pay-as-You-Go: you only pay for the storage you use per hour and don't need to purchase any storage
space here,
o Monthly Subscription: purchase storage space now to enjoy more discounts. When the prepaid storage
space is used up, you need to expand it manually.

storage Space O 10+  GB(Increment: 10 GB)
Tyou need maore storage space, upgrade tne spacimcation of the source instance in the cluster.Learn Mare
B

QK Cancel
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Upgrading Kernel Minor Version

Last updated : 2024-06-18 09:32:10

TDSQL-C for MySQL supports automatic or manual kernel minor version upgrade. Upgrading adds new features,
improves performance, and fixes issues.

For more information on the TDSQL-C for MySQL kernel minor version, see Kernel Version Release Notes.

Overview

Automatic upgrade:

Scenario 1: When the cluster encounters a critical bug or security vulnerabilities, the system will perform database
kernel minor version upgrade during the maintenance window and send upgrade notifications through the Message
Center and SMS.

Scenario 2: Upon the release of a new kernel minor version, you can set a version upgrade period (such as not
upgrading within 30 days after release). Outside this period, when operations that trigger cluster migration occur (such
as cluster specification scaling, disk capacity scaling, and database version upgrade), the system will upgrade your
cluster to the latest kernel minor version.

Manual upgrade:

Upon the release of a new kernel minor version, you can set a version upgrade period (such as not upgrading within
30 days after release). Within this period, when operations that trigger cluster migration occur (such as cluster
specification scaling, disk capacity scaling, and database version upgrade), the system will not upgrade your cluster

to the latest kernel minor version. If an upgrade is required, you can manually upgrade the kernel minor version.

Upgrade Rules

To ensure database replication consistency, the kernel minor versions of all associated instances (read-write and
read-only instances) in the cluster will also be upgraded.
TDSQL-C for MySQL upgrade involves data migration. The time it takes for migration depends on the data size. Your

business will not be affected during the upgrade and can be accessed as per usual.

Notes

Cluster switch may be needed after version upgrade is completed (that is, the database may be disconnected for
seconds). We recommend you use applications configured with auto reconnection feature and conduct the switch

during the instance maintenance window.
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If the number of tables in a single instance exceeds one million, upgrade may fail and database monitoring may be
affected. Make sure that the number of tables in a single instance is below one million.

The kernel minor version cannot be downgraded once upgraded.

Upgrading Kernel Minor Version Immediately

On the cluster list page, proceed based on the actually used view mode:

Tab View

List view

1. Log in to the TDSQL-C for MySQL console, locate the cluster list on the left, and click the target cluster to enter the
cluster management page.

2. On the cluster management page, after the database version, click Details/Upgrade.

cynosdbmysql- #  Running
ID eynosdbmysql- ]

Database Version 2.1.10 @

Project Default Project Adjust

Transfer Linkage High 10

Tag s

3. In the pop-up sidebar, click Upgrade Cluster Now, then in the pop-up window, select the switch time, specific
kernel minor version, and click OK.

Note:

As database upgrade involves data migration, after the upgrade is completed, a momentary disconnection from the
database lasting for just seconds may occur. We recommend you select During maintenance time as the switch

time, so that the switch will be initiated within the next maintenance time after the instance upgrade is completed.
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Upgrade Kernel Minor Version X

@ Notes:

= All compute instances in the cluster are upgraded to the target version.

= A primary-secondary switch is triggered during the upgrade, resulting in a
flash disconnection. To minimize the impact on your business, we
recommend you upgrade during maintenance time or off-peak hours.

truexu-src

During maintenance time

Upon upgrade completion

TDSQL-C For MYSQL 5.7(2.0.15) ~

Kernel Minor Version Updates [2

| have read and agreed to Database Version Upgrade. @

Cancel

1. Log in to the TDSQL-C for MySQL console and click a cluster name in the cluster list or Manage in the Operation
column to enter the cluster details page.

2. On the cluster details page, under Configuration Info > Database Version, click Details/Upgrade.

Configuration Info

Compatible Database: MySQL 5.7

Database Version: 2.1.11 () [Details/Upgrade

3. In the pop-up sidebar, click Upgrade Cluster Now . In the pop-up window, select the switch time and specific
kernel minor version, and then click OK..

Note:

As database upgrade involves data migration, after the upgrade is completed, a momentary disconnection from the
database lasting for just seconds may occur. We recommend you select During maintenance time as the switch

time, so that the switch will be initiated within the next maintenance time after the instance upgrade is completed.
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Upgrade Kernel Minor Version X

@ Notes:

= All compute instances in the cluster are upgraded to the target version.

= A primary-secondary switch is triggered during the upgrade, resulting in a
flash disconnection. To minimize the impact on your business, we
recommend you upgrade during maintenance time or off-peak hours.

truexu-src

During maintenance time

Upon upgrade completion

TDSQL-C For MYSQL 5.7(2.0.15) =
Kernel Minor Version Updates [

| have read and agreed to Database Version Upgrade ®

Setting Kernel Minor Version Upgrade Deadline

Note:

After the kernel minor version upgrade deadline is set, the system will send upgrade natifications to your Message
Center account 5 days before the deadline and on the deadline day.

On the cluster list page, proceed based on the actually used view mode:

Tab View

List view

1. Log in to the TDSQL-C for MySQL console, locate the cluster list on the left, and click the target cluster to enter the
cluster management page.

2. On the cluster management page, click Details/Upgrade next to the database version.

3. In the pop-up sidebar, click the edit icon

L

7,
after Version upgrade deadline .

4. Set the number of days after publication during which no upgrades will be performed (0 to 90 days supported), and

then click

v
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Instance Kernel Version Details X

@ Explanation of Instance Kernel Version Details
* Version upgrade deadline: During the time window, instances will not be upgraded to the latest version due to restarts, HA,
etc., and the restriction will be lifted after the time window.

Instance ID/Name Instanc... Current Ker... Latest Kernel Version ... Version upgrade deadline
cynosdbmysql-i 2112
4 ¥sq Read- 2111 1 Not upgraded withip | 30 = |days
cynosdbmysql-i 2024-05-10 14:37:09 /
Write after releaseE)(
Instance

1. Log in to the TDSQL-C for MySQL console, locate the cluster list on the left, and click the target cluster to enter the
cluster management page.
2. On the cluster details page, under Configuration Info > Database Version, click Details/Upgrade .

3. In the pop-up sidebar, click the edit icon

L

Ui
after Version upgrade deadline .

4. Set the number of days after publication during which no upgrades will be performed (0 to 90 days supported), and

then click

v/

Instance Kernel Version Details X

@ Explanation of Instance Kernel Version Details
* Version upgrade deadline: During the time window, instances will not be upgraded to the latest version due to restarts, HA,
etc., and the restriction will be lifted after the time window.

Instance ID/Name Instanc... Current Ker... Latest Kernel Version ... Version upgrade deadline
cynosdbmysgl-i 2.1.12
Y ¥ Read- 21111 Not upgraded withip | 30 & |days
cynosdbmysqal-i 2024-05-10 14:37:09 /
Write after reIeaseEx
Instance
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Cluster Management

Overview

Last updated : 2023-01-04 10:47:30

TDSQL-C for MySQL

This document describes what a TDSQL-C for MySQL cluster is and how to view the cluster list and manipulate a

cluster.

Cluster overview

A cluster is a group of network resources containing read-write and read-only instances. As the basic management

unit of TDSQL-C for MySQL, a cluster can have up to one read-write instance and 15 read-only instances.

Cluster management overview

Cluster Configuration
Item

Renaming a cluster

Modifying the cluster

project

Deleting a cluster

Restoring a cluster

Description

* You can rename a cluster.
» The cluster name can contain up to 60 letters, hyphens,
underscores, and dots.

You can set and modify the project of a cluster.

You can delete a cluster when it is no longer used.

¢ You can restore an isolated cluster as needed.
» The recycle bin displays the period during which the cluster
can be restored.

Viewing the cluster list

1. Log in to the TDSQL-C for MySQL console.
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Renaming Cluster
Modifying Cluster
Project

Deleting Cluster

Restoring Cluster
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2. Select the region and MySQL engine at the top to view the cluster list.
TDSQL-C Cluster List &) 2eijing ons ¥ A Exception Alarms
More - aow L=
Cluster ID/Name Cluster .. Compat... T AZ Read-Write Address Read-Only Address Database Proxy Address Operation
L (Private] I (Private S o 1 LogIn Manage
MySQL 80 Beijing Z.. :Pubhi_l‘Dwsab\Ec N :Publli_\lDlsabIEE N (Private) o Mare ¥
3
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Renaming Cluster

Last updated : 2022-04-01 22:57:02

You can name TDSQL-C for MySQL clusters to distinguish between and manage them. The default cluster name is

the cluster ID, which you can change in the console.

Renaming Cluster in Cluster List

1. Log in to the TDSQL-C for MySQL console and click after a cluster name in the cluster list.

Cluster IDIName Cluster Compat... T AF Read-Write Address
(Private) 1l
: {Public)
Running MySQL 5.7 Guangz. ..
L
Io

2. In the pop-up window, enter the new cluster name and click OK.

Note :

The cluster name can contain up to 60 letters, digits, hyphens, underscores, and dots.

Renaming Cluster in Cluster Details

1. Log in to the TDSQL-C for MySQL console and click a cluster ID in the cluster list to enter the cluster details page.
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2. On the cluster details page, click after the cluster name.

Basic Info

Cluster Name: ¢ r

Status: Running
Froject: DEFAULT PRCJECT Switch to Another Project

Region/AZ: South China (Guangzhou)fGuangzhou Zone 6

3. In the pop-up window, enter the new cluster name and click OK.

Note :

The cluster name can contain up to 60 letters, digits, hyphens, underscores, and dots.
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Modifying Cluster Project

Last updated : 2022-12-01 11:21:44

TDSQL-C for MySQL allows you to assign a cluster to different projects for management.

This document describes how to modify the project of a cluster in the console.

Directions

1. Log in to the TDSQL-C for MySQL console.

2. Click the ID of the target cluster in the cluster list or Manage in the Operation column to enter the cluster details
page.

3. On the cluster details page, select the Basic Info tab, find Project, and click Switch to Another Project.

Status: Running

Project: DEFAULT PROJECT)Switch to Another Project

Fegion/AZ: South China (Guangzhou)fGuangzhou Fong G

4. In the pop-up window, select a project and click OK.

Assign to Project b4

Select a project

o
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Deleting Cluster

Last updated : 2024-06-17 16:10:26

You can delete a TDSQL-C for MySQL cluster when it is no longer used.

This document describes how to delete a cluster in the console.

Note:

After a cluster is deleted, all instances (including read-write and read-only instances) in it will also be automatically
deleted.

After a pay-as-you-go cluster is deleted, its billing will stop automatically.

If a monthly subscription cluster is deleted before it expires, the fees of all instances in it will be calculated again by the
usage duration at the pay-as-you-go price, and your original payment will be refunded after fees incurred are
deducted.

Use Cases

Delete the entire cluster.

Lifecycle

After a monthly subscribed instance is deleted, it will be moved to the recycle bin and retained there for seven days.
During the retention period, the instance cannot be accessed. However, it can be restored after renewal.

After a pay-as-you-go/serverless instance is deleted, it is moved to the recycle bin and retained there for three days.
During this period, the instance cannot be accessed. If you wish to restore the instance, you can renew it in the recycle
bin.

Note :

For Serverless clusters, the scenario of renewal and recovery from the recycle bin is exclusively applicable to read-
write instances. Read-only instances that have been reduced through the Read-Only Instance Management operation

will not be isolated in the recycle bin but will be directly eliminated.

Directions

On the cluster list page, proceed based on the actually used view mode.
Tab view

List view
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1. Log in to the TDSQL-C for MySQL console, and click the target cluster in the cluster list on the left to enter the
cluster management page.

2. On the cluster management page, click Return/Refund on the right.

Return/Refund

3. In the pop-up dialog box, after reading or checking the confirm selected items > Check return details > Select

the return reason, click Request a Return.

Return Cluster X
Confirm selected > ° Check return details > o Select the return
items reason

Please select the reasons for returning the resources
Select the reasons for returning the resources for improvement

Wrong selection Complicated operation Unstable performance Testing finished

Mismatched expectations Others

Previous Request a Return Cancel

1. Log in to the TDSQL-C for MySQL console.

2. Find the target cluster in the cluster list and click More > Return/Refund in the Operation column.

Cluster ID/Name Cluster...  Compatible Data... Y  AZ Read/Write Address Read-Only Address Database Proxy Address Billing Mode ¥ Proji
Paused MySQL 5.7 Beiiing Z. (Private) 1 1:3306 10 Compute:Pay as You Go Def
cynosdbmysql ¥: : i 2 public) Disabled Storage:Pay as You Go eta
Compute:Monthly
cynosdbmysgl- 0] (Private) 172 133061 (Private) 1° 3:3308 1 ) Subscription
I Private) 172 133061
cynosdbmysql- 3 Bumning FEELED BeilingZ-- o, 1ic) Disabled (Public) Disabled ( ) < Storage:Monthly etz

Subscription

0 selected,2 in total

3. In the pop-up dialog box, after reading or checking the confirm selected items > Check return details > Select
the return reason, click Request a Return.

4. After the cluster is deleted, its instances will be automatically moved into the recycle bin. The instances in the
recycle bin cannot be accessed and managed, and no charges will be incurred. However, they can be restored from

the recycle bin during this period.
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Restoring Cluster

Last updated : 2024-06-17 10:59:23

This document describes how to restore an isolated cluster in the console.

Overview

If a cluster is deleted by mistake, due to overdue payment, or upon instance expiration, you can restore all its read-
write and read-only instances from the recycle bin before it is eliminated.

Note

After the cluster's read-write and read-only instances are restored, their configurations will remain unchanged.

A cluster cannot be deleted and recovered in consecutive attempts.

For Serverless clusters, the scenario of restoration from the recycle bin is exclusively applicable to read-write
instances. Read-only instances that have been reduced through the Read-Only Instance Management operation will

not be isolated in the recycle bin but will be directly eliminated.

Directions

1. Log in to the TDSQL-C for MySQL console.

2. Select Recycle Bin on the left sidebar, select the region, find the target read-write and read-only instances in the
recycle bin, and click Restore in the Operation column of the read-write instance.

3. Click Restore in the Operation column of the read-only instance.

Note

Read-only instances can be restored only after the read-write instance is restored.

You can only restore an instance before it is terminated.

If you click Release Now in the Operation column, the instance will be eliminated immediately and cannot be
restored. Therefore, proceed with caution.

4. After the restoration is completed, the cluster becomes Running, and you can see it in the cluster list.
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Scaling Instance
Read-Only Instance Overview

Last updated : 2023-08-22 15:30:08

In scenarios with more reads but fewer writes, a single instance may not be able to handle the read load, which may
even affect the business. To implement the auto-scaling of read capabilities and mitigate the pressure, you can create
one or multiple read-only instances to sustain high numbers of database reads and increase the application

throughput.

Prerequisites

The compatible database version is MySQL 5.7 or 8.0 (kernel version 3.1.2 or later).

Billing

Instance Specification Billing Mode: The billing mode of the read-only instance is the same as that of the read-
write instance. For example, if the read-write instance is monthly subscribed, so is the new read-only instance.
Storage Billing Mode: As TDSQL-C for MySQL is billed by the actual storage used per hour, you don’t need to

purchase storage space in advance. The storage of the read-only instance uses that of the entire cluster

Adjusting read-only instance configuration

Region and AZ: Read-only instance needs to be deployed in the same AZ of a region where the read-write instance
resides.

Database Compatibility: It must be the same as that of the read-write instance.

Specification: It may be different from that of the read-write instance and can be modified at any time. The read-only
instance must have a specification not less than that of the read-write instance; otherwise, it may experience high
latency and load.

Instance Name: It must contain less than 60 letters, digits, or symbols (-_.).

Network: It is the same as that of the read-write instance.

Project: It is the same as that of the read-write instance.

Monitoring and Alarm: It provides rich monitoring views of system performance indicators, such as memory

utilization, QPS, TPS, and max connections.
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Feature Limits

The number of read-only instances can be created: 15
Database management: Databases can be neither created nor deleted.
Account management: Account creation, deletion, authorization, password modification of the account are not

supported.

Creating Read-Only Instance

For more information, see Creating Read-Only Instance.
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Creating Read-Only Instance

Last updated : 2023-11-01 17:39:26

This document describes how to create a read-only instance in the TDSQL-C for MySQL console.

Overview

TDSQL-C for MySQL allows you to create one or more read-only instances in a cluster, which are suitable for
read/write separation and one-write-multiple-read application scenarios and can greatly enhance the read load
capacity of your database cluster.

A TDSQL-C for MySQL cluster supports two instance types: read-write instance and read-only instance.

A TDSQL-C for MySQL cluster provides private read-write and read-only addresses by default. You can access all
read-only instances at the cluster's private read-only address. After a read-only instance is created, access requests
to it at the private read-only address will be automatically forwarded to it.

A read-only instance is billed in the same way as the read-write instance. For more information, see Product Pricing.
Note

For more information on how to access TDSQL-C for MySQL, see Connecting to Cluster.

Note

Read-only and read-write instances share the same storage, so there is no need to maintain the account and
database.

A read-only instance does not need to replicate or migrate data, nor does it need to be synced with a read-write
instance through binlog. It can be created in seconds.

The delay between a read-only instance and the read-write instance is usually within milliseconds, which can be
viewed through the read-only instance delay monitoring metric on the monitoring and alarms page.

Read-only and read-write instances can have different specifications. However, to make it easier for you to adjust the
configuration based on the load, we recommend that you keep the specifications of read-only instances the same.
When you add a monthly subscribed read-only instance to a monthly subscribed cluster, the instance will expire at the

same time as the cluster.

Directions

On the cluster list page, proceed based on the actually used view mode.

Tab view
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List view

1. Log in to the TDSQL-C for MySQL console, and click the target cluster in the cluster list on the left to enter the
cluster management page.

2. On the Cluster Details page, click Add Read-Only Instance.

Read-Write Instance Read-Only Instance
Tfa O @ Kk
Wi
Instance ID cynosdbmysql-ins-/ d IO Details o
Instance Name cynosdbmysgl-ins- 4@,

No read-only instance in the cluster

Configuration 2-core/4 GB MEM Adjust Configurations
-+Add Read-Only Instance
Status ® Running 4
Instance Type Read-Write Instance
Network ’ Kk
Expiration Time ©2023-11-04 10:26:31 @

Renewal Management

Read/Write Address  Privat 330
V& Host Port o/

Publi -~ Enable
c

3. On the purchase page, select the target read-only instance configuration, confirm that everything is correct, and
click Buy Now. Then, you can view the new instance in the instance list.

1. Log in to the TDSQL-C for MySQL console and click a cluster ID/name in the cluster list or Manage in the
Operation column to enter the cluster management page.

2. On the cluster management page, select the Instance List tab and click Read-Only Instance > Add Read-Only
Instance to enter the read-only instance purchase page.

& cynosdbmysql-| & mm

Cluster Details Instance List Monitoring and Alarms Account Management Database Management Database Proxy Parameter Settings Security Group Backup Management
Read-Write Instance Read-Only Instance

Add Read-Only Instance
Instance ID/Name Mo... AZ Private/Public Network Address  Expiration Time Instance Type Instance Status Instance Configuration Operation

Failed to find the instance in this cluster

3. On the purchase page, select the target read-only instance configuration, confirm that everything is correct, and

click Buy Now. Then, you can view the new instance in the instance list.
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Database Proxy
Database Proxy Overview

Last updated : 2023-01-03 17:21:17

This document describes the features and use cases of the database proxy service in TDSQL-C for MySQL.
Database proxy is a network proxy service between the TencentDB service and the application service. It is used to
proxy all requests when the application service accesses the database.

The database proxy access address is independent of the original database access address. Requests arriving at the
proxy address are all relayed through the proxy cluster to access the source and replica nodes of the database.
Read/Write requests are separated, so that read requests are forwarded to read-only instances, which lowers the load
of the source database.

Note:

The database proxy is currently in the beta test and will be available in more regions. If no database proxy option is

offered in your cluster's region, the service is temporarily unavailable there.

Features

High stability

The database proxy is deployed in the cluster architecture, with multiple nodes ensuring smooth failover.

Strong isolation

The database proxy provides the proxy service for the current instance with independent resources. The resources of
each proxy are isolated and not shared.

Ultra-high performance

Each proxy can process up to 100,000 requests per second.

Convenient and fast scaling

You can dynamically add 1-60 proxy nodes, with only 6 nodes supported during the beta test.

Comprehensive performance monitoring

Performance metrics are monitored at the second level, such as the number of read/write requests, CPU, and
memory. The number of proxies can be adjusted according to the monitoring data and business planning.

Hot reload

When a read-write instance is switched, or its configuration is changed, or a read-only instance is added/removed, the
database proxy can dynamically hot reload the configuration without causing network disconnections or restarts.
Automatic read/write separation

It can effectively reduce the read load of the read-write instance when the read/write separation feature of the

database proxy is enabled. Read-only instances can be added to horizontally scale the database cluster and
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automatically implement read/write separation, which eliminates the complexity of manually separating read and write
requests of the business. This is especially suitable for scenarios with a high read load.

After the read/write separation feature of the database proxy is enabled, only one proxy connection address needs to
be configured in the application. This address will automatically implement read/write separation and send read
requests to read-only instances and write requests to the read-write instance. Even if you add or remove read-only

instances, you don't need to adjust the application settings.

Use Cases

Businesses with low performance when there is a large number of non-persistent connections.
Businesses use multiple read-only instances, and read/write separation is implemented manually on applications,
resulting in higher maintenance costs and risks.

High instance loading caused by too many connections.
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Use Limits

Last updated : 2023-11-01 17:21:10

This document describes the use limits for the TDSQL-C for MySQL database proxy.

You can set as many database proxy addresses as there are proxy nodes.

When a proxy connection address is used to implement read/write separation, the consistency of non-transactional

reads is not guaranteed. If your business requires read consistency, you can encapsulate it into transactions or use

the hint syntax.

When a proxy connection address is used, show processlist will merge the results of all nodes before

returning them.

Forthe PREPARE statement, the database proxy will first send PREPARE to all nodes. When a subsequent
EXECUTE request comes in, it will determine the execution route based onthe prepared statement type. For

example, if a write statement is prepared, it will send the statement to the read-write instance during execution, and if

a read statement outside transactions is prepared, it will send the statement to a read-only instance.

After a business connection arrives at the database proxy, the proxy will connect to the read-write instance and all

configured read-only instances. The proxy itself does not have a limit on the maximum number of connections, which

is mainly subject to the maximum number of connections of the backend database instance. The minimum value of

this parameter of the read-write and read-only instances will affect the business performance.

After the database proxy is enabled, when a read-only instance is added or restarted, only new connection requests

will be routed to it. You can view the performance metrics of each proxy node through the overview or performance

monitoring. If you find that the number of connections on the nodes are unbalanced, you can distribute the connections

through rebalancing.

When using the proxy connection address, if you don't enable transaction split, transaction requests will be routed to

the source instance.

The database proxy supports cross-AZ configuration. The number of selectable AZs depends on how many AZs are

available in the current region. If only one AZ can be selected, there is only one available AZ in the region.

The database proxy feature can only be enabled when the automatic start/stop feature is disabled for the serverless

service.
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Database Proxy Kernel Features
Kernel Minor Version Release Notes

Last updated : 2023-02-07 11:53:30

This document describes the release notes of the TDSQL-C for MySQL database proxy.

Viewing database proxy version

On the cluster list page, proceed according to the actually used view mode:
Tab view
List view

Option 1

TDSQL-C for MySQL

On the cluster management page, click Database Proxy and view it in Overview > Basic Info > Proxy Version.
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cynosdbmysqli #mang 7~ ronine

) cynosdbmysgl- thq IO
Database Version 3.1.8 Upgrade Billing Mode Compute: Monthly Sub:
Project DERAULT PROJECT Adjust Cluster Expiration Time 2023-02-10 12:20
etwo Jbnet Change Metwork Renewal Settings  Set
Deployment Mode  Single-AZ Transfer Linkage Standard
- ;
Cluster Details Monitoring and Alarms Account Management Database Management
Overview Read/Write Separation Performance Monitoring
Adjust Con
Basic Info Proxy Node
_ Running Rebalance Load ®
Region/AZ Maorth China region(Beijing)/Beijing Node ID Connections '
Zone 3
cynosdbmysqgl-prox.. 1 :
ersicn 1.3.2] Upgrade Kernel Minor Version / e !

Option 2
On the Cluster Details tab on the cluster management page, click Details after Database Proxy in the architecture

to enter the Database Proxy page, and view it in Overview > Basic Info > Proxy Version.
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cynosdbmysql- #sihq 7 o

O cynosdbmysql hg IO
Database Version 3.1.8 Upgrade B ode Compute: Monthly Subscript
Project DEFAULT PROJECT Adjust Cluster Expiration Time 2023-02-1012:20:15 F
etwor anet Change Metwork Renewal Settings  Set
Deployment Mode  Single-AZ Transfer Linkage  Standard
_ ;
Cluster Details Monitoring and Alarms Account Management Database Management D

e
o
Ty N
PR
[T i Tttt
: I
' 1
i 1
i Database Proxy
! eC 3

! Read/Write Separation Disabled

: w Connection Poo Enabled

You can view the version in Overview > Proxy Version on the Database Proxy tab.
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Cluster Details Instance List Monitoring and Alarms Account Management Database Management Database Proxy
Overview Read/Write Separation Performance Monitoring
Basic Info Proxy Node
Running Rebalance Load O]
n/AZ Marth China region(Beijing)/Beijing Zone 3 Node ID Connections No
1.3.2| Upgrade Kernel Minor Version cynasdbmysgl- le-... 1 2-¢
3
cynosdbmysgl- le-. 1 2-c
Enable
cynosdbmysgl- fe-... 1 2-c

Session-Level Connection Pool  View Details/M odify

Version description

Note:

If the TDSQL-C for MySQL kernel version requirements are not met, you can upgrade the kernel version of your

database first as instructed in Upgrading Kernel Minor Version.

TDSQL-C for
MySQL Kernel
Version
Requirement

Version

TDSQL-C for
MySQL 5.7 >

1.3.3 2.0.20/2.1.6TDSQL-
C for MySQL 8.0 >
3.1.6

1.2.1 -

Description

Fixes

Fixed the issue where an error was reported when the session connection
pool reused connections to send ‘change_user” to the backend, and the
issue where the PREPARE statement was not correctly handled by the
database proxy after a new connection was established.

Fixed the issue where the EXECUTE statement didn't have a parameter

type.

Feature updates

Supported MySQL 5.7/8.0.

Supported cluster deployment to deploy multiple instances under one
database proxy.

Supported read/write separation and corresponding weight configuration.
Supported the failover feature to send read requests to the read-write
instance in case of read-only instance failures.
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Supported the load balancing feature to balance the connections to each
proxy node.

Supported using the HINT syntax to specify router nodes.

Supported the session-level connection pool for scenarios where non-
persistent connections were frequently established to the database.
Allowed the database proxy to save connections and reuse them
subsequently.

Supported hot loading to modify configurations online without restarting the
dedicated database proxy.

Supported the reconnection feature for read-only instances. In persistent
connection scenarios, when a read-only instance was restarted or added,
the database proxy would automatically establish a connection and restore
routing to it.
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Upgrading Kernel Minor Version of Database
Proxy

Last updated : 2023-01-13 14:23:50

This document describes how to manually upgrade the kernel minor version of the database proxy in the console.

Prerequisite

You have enabled the database proxy. For more information,see Enabling Database Proxy.

Notes

There will be a momentary disconnection when you upgrade the kernel minor version of the database proxy.
Therefore, upgrade the version during off-peak hours and make sure that your application has an automatic

reconnection mechanism.

Directions

1. Login to the TDSQL-C for MySQL console, select the region at the top of the page, and click the ID of the target
cluster to enter the cluster management page.

2. On the cluster management page, select the Database Proxy tab.

3. In Overview > Basic Info > Proxy Version on the Database Proxy tab, click Upgrade Kernel Minor Version.
4. In the pop-up window, check the target version and select the upgrade switch time. After confirming that everything
is correct, click OK.

Switch Time:

During maintenance time: The upgrade will be performed during the maintenance time, which can be modified on the
instance details page.

Upon upgrade completion: The upgrade will be performed immediately after the upgrade operation is confirmed.
Note:

There will be a momentary disconnection during upgrade. Therefore, make sure that your business has a
reconnection mechanism.

Except for abnormal nodes, all nodes are upgraded at the same time by default during the kernel minor version

upgrade.
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Managing Database Proxy
Enabling Database Proxy

Last updated : 2023-02-07 12:04:33

This document describes how to enable the database proxy in the TDSQL-C for MySQL console.

Database proxy is a network proxy service between the TencentDB service and the application service. It is used to
proxy all requests when the application service accesses the database. It provides advanced features such as
automatic read/write separation, connection pool, connection persistence, and consistency level configuration and

boasts high availability, high performance, Ops support, and ease of use.

Notes

Database proxy currently is supported in the following regions:

Beijing (except Zones 1, 2, and 4), Shanghai (except Zone 1), Guangzhou (except Zones 1 and 2), Chengdu,
Chongging, Nanjing, and Hong Kong (China) (except Zone 1).

Tokyo (except Zone 1), Virginia (except Zone 1), Silicon Valley (except Zone 1), Seoul (except Zone 1), and
Singapore (except Zones 1 and 2).

Database proxy currently is supported on the following versions: MySQL 5.7 (with kernel minor version 2.0.19 or later)
and MySQL 8.0 (with kernel minor version 3.1.5 or later). If you upgrade the kernel minor version of the cluster, the
associated read-write and read-only instances will be upgraded at the same time. For more information, see
Upgrading Kernel Minor Version.

If the cluster is deployed across AZs, the database proxy feature cannot be enabled currently.

Directions

1. Log in to the TDSQL-C for MySQL console. In the cluster list, click the ID or Manage in the Operation column of
the target cluster to enter the cluster management page.

2. On the cluster management page, select the Database Proxy tab and click Enable Now.
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(]

Database proxy is not enahled yet.

Enable Now

3. In the pop-up window, select the specification and node quantity and click OK.

Network: Only VPC is supported currently. The VPC of the read-write instance instance is selected by default.

Proxy Specification: 2-core 4000 MB memory, 4-core 8000 MB memory, or 8-core 16000 MB memory.

Node Quantity: Number of proxy nodes. We recommend you set the quantity to 1/8 (rounded up) of the total number of
CPU cores on the read-write and read-only instances; for example, if the read-write instance instance has 4 CPU
cores, and the read-only instance has 8 CPU cores, then the recommended node quantity will be (4 + 8) /8 = 2.
Connection Pool Status: For more information on connection pool, see Connection Pool Overview.

Security Group: It is an important means of network security isolation. You can choose an existing security group or
create a new one as needed.

4. After successfully enabling the service, you can manage proxy nodes and view their basic information on the
database proxy page. You can also modify the database proxy address and network type and add remarks in the
Connection Address section.

Note:

You can view Connections in the proxy node list or view the performance monitoring data of each proxy node to
check whether the numbers of connections on the nodes are unbalanced, and if so, you can distribute the connections
by clicking Rebalance.

Rebalance will cause proxy nodes to restart, and the service will become unavailable momentarily during the restart.
We recommend you restart the service during off-peak hours. Make sure that your business has a reconnection

mechanism.
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Cluster Details Instance List Monitoring and Alarms Account Management Database Management Database Proxy Parameter Settings Security Group B »
Overview Read/Write Separation Performance Monitoring
Adjust Configurations Disable Database Proxy
Basic Info Proxy Node
T Running Rebalance Load @
Region/AZ North China region(Beijing)/Beijing Zone 3 Node ID Node Specification Status
Proxy Versio 132 Upgrade Kernel Minor Version cynosdbrmysl- . 1 2-core, 4000 MB MEM Running
: cynosdbmysgl- 1 2-core, 4000 MB MEM Running
= e Enable
cynosdbmysql- .1 2-core, 4000 MB MEM Running

ection Poo Session-Level Connection Pool  View Details/Modify

Connection Address

Database Proxy Address Network Remarks

33061 -
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Setting Database Proxy Address

Last updated : 2024-03-25 16:04:11

This document describes how to set the database proxy access address in the TDSQL-C for MySQL console.

The database proxy access address is independent of the original database access address. Requests proxied at the
proxy address are all relayed through the proxy cluster to access the source and replica nodes of the database.
Read/Write requests are separated, so that read requests are forwarded to read-only instances, which lowers the load

of the source database.

Prerequisite

You have enabled the database proxy. For more information, see Enabling Database Proxy.

Directions

1. Log in to the TDSQL-C for MySQL console. In the cluster list, click the ID or Manage in the Operation column of
the cluster with the proxy enabled to enter the cluster management page.

2. On the cluster management page, select the Database Proxy tab and click the

P
icon next to Database Proxy Address on the Connection Address tab.
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Basic Info

Status/Tas Running
0 133
= 2
Rean te Separation Enabled
wnection Poc Enable
Connection Address
Database Proxy Addres Metwork Remarks
DGIE -
C EE Subnet # -

Item Description
Database - . .
It is independent of the original database access address. Proxied requests are all relayed
Proxy . :
Add through the proxy cluster to access the source and replica nodes of the database. It can be edited.
ress

You can switch the instance's network type between classic network and VPC according to your
business needs.

Network In the classic network, instances cannot be isolated through the network but rely on their own
allowlist policies to block unauthorized access.
A VPC is an isolated network environment and has a higher security level.

Remarks It is a short description of the database proxy address for easier management.

3. In the pop-up dialog box, modify the proxy address and click OK.

Note:
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Modifying the proxy address affects the database business being accessed. We recommend you modify the address

during off-peak hours. Make sure that your business has a reconnection mechanism.

Modify Private Network Address W

@ Mote: modifying the private network address will affect the database service
being accessed.

Walid Hours of Old IPs | 24 hours @
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Modifying or Deleting Connection Addresses

Last updated : 2023-12-13 10:24:53

This document describes how to modify or delete database proxy connection addresses in the TDSQL-C for MySQL

console.

Prerequisites

You have enabled the database proxy. For details, see Enabling Database Proxy.

Modifying Database Proxy Private Network Addresses

1. Log in to the TDSQL-C for MySQL console and select the regions to which the instance belongs.

2. In the cluster list, select the cluster with the proxy enabled and click on its ID to navigate to the cluster management
page.

3. On the Cluster Management page, click Cluster Details > Details to open the Database Proxy Management
page. Alternatively, you can directly enter the Database Proxy Management page by selecting Database Proxy on

the Cluster Management page.

ICIuster Details I Monitoring and Alarms Account Management Database Management Database Proxy Parameter Settings

O
Ty

n Beijing Zone 3 =,

" |

Database Proxy()
Node Count 3pcs
Node Specification 2-core, 4000 MB MEM

Connection Addresses  1pcs Details
4. On the Database Proxy Management page, find the Connection Address. Then, find the target address under

Private Network Access Address and click the
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'
icon.
Private Network Access Addr... Status Read/Write Attribute Connection Pool Network
[ 1.8 Enabled(Session-Level
Runnin Read/Write Separation
Pon:aa\osﬁ 9 P Connection Pool) et/

5. In the displayed dialog box, modify the private network address, and click on OK.

Note

Modifying proxy private network address es impacts the ongoing database operations. Therefore, it is recommended
that you modify the address during low-traffic periods and ensure that your business has an automatic reconnection
mechanism.
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Modify Private Network Address

G) Note: modifying the private network address will affect the database
service being accessed.

Private Network Address 172

Available Private IP Range: 172.21.0.0/20
Custom Port — 3306 +

Range: 1024-65535
Valid Hours of Old IPs 0 4+  hours

Range: 0-168 hours

Parameter Description
Private Network Address You can customize the private network address within the available IP range.
Custom Port You can customize the port values, ranging from 1024 to 65535.

The system default recovery time is 0 hours, indicating that the old IP address
will be immediately reclaimed after modification, subsequently disabling access
to the database proxy via this address. The time can be customized, ranging
from 0 to 168 hours.

Valid Hours of Old IPs

Deleting Database Proxy Private Network Addresses

Note
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If your database proxy has multiple proxy connection addresses, unnecessary addresses can be deleted. However,
only one address cannot be deleted.

1. Log in to the TDSQL-C for MySQL console and select the regions to which the instance belongs.

2. In the cluster List, select the cluster with the proxy enabled and click on its ID to navigate to the cluster management
page.

3. On the Cluster Management page, click Cluster Details > Details to open the Database Proxy Management
page. Alternatively, you can directly enter the Database Proxy Management page by selecting Database Proxy on

the Cluster Management page.

ICIuster Details I Monitoring and Alarms Account Management Database Management Database Proxy Parameter Settings

n Beijing Zone 3 - ';,_
" |

Database F'raxy(:)
Node Count 3pecs
Node Specification 2-core, 4000 MB MEM

Connection Addresses  1pes Details
4. On the Database Proxy management page, find Connection Address and the target address under Private

Network Access Address. Then, click Disable in the Operation column.

Private Network Access Addr... Status Read/Write Attribute Connection Pool Network

IP:1 . Enabled(Session-Level - i

Port:3306 Iy Running Read-Only Connection Pool)

IP:1 . ) ) Enabled(Session-Level Com W™
t

Port:3306 I Running Read/Write Separation Connection Pool) [

5. In the displayed dialog box, click OK.
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Viewing and Changing the Access Policy

Last updated : 2024-03-25 17:53:53

After database proxy is enabled for TDSQL-C for MySQL, a database proxy address will be added by default. You
can also add addresses later to implement different business logics. The number of proxy addresses that can be
created is the same as that of database proxy nodes. You can view and change the access policy of these addresses

in the console.

Prerequisites

You have enabled data proxy. For details, see Enabling Database Proxy.

Viewing the Access Policy

1. Log in to the TDSQL-C for MySQL console. In the cluster list, select the cluster with the proxy enabled and click its
ID to navigate to the Cluster Management page.

2. On the Cluster Management page, click Cluster Details > Details to open the Database Proxy Management page.
Alternatively, you can directly enter the Database Proxy Management page by selecting Database Proxy on the
Cluster Management page.

3. On the Database Proxy management page, choose Database Proxy > Access Policy.

Transfer Linkage Standard

Tag ’

Cluster Details Monitoring and Alarms Account Management Databa:

Overview Access Policy Performance Monitoring

Changing the Access Policy

1. Log in to the TDSQL-C for MySQL console. In the cluster list, select the cluster with the proxy enabled and click its

ID to navigate to the Cluster Management page.
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2. On the Cluster Management page, click Cluster Details > Details to open the Database Proxy Management page.
Alternatively, you can directly enter the Database Proxy Management page by selecting Database Proxy on the
Cluster Management page.

3. On the Database Proxy Management page, select Access Policy, find the target access policy, and click Adjust
Configuration.

Note :

You can also find the target proxy address in Database Proxy > Overview > Connection Address. Then, click
Adjust Configurations in the Operation column.

4. In the pop-up window, change the policy configuration and click OK.

Step 1. Configure the policy

Adjust Configuration

o Configuration Policy >

Read/Write Attribute » o Read/Write Separation Read-Only

Access Mode » O Balanced Distribution Nearby Access How to select the access mode
Consistency Settings O Eventual Consistency Session Consistency Global Consistency
Connection Pool Status * (:) Learn about Connection Pool [£

Connection Pool Type * o Session-Level Connection Pool

Connection Pool Threshold *

5 s sec (range: 0~300)
Transaction Split(@) » ()
Failover * (:) If database proxy fails, the database proxy address will route requests to

Apply to Newly Added RO Instances » () If you purchase a new non-delayed read-only instance, it will be automati

Previous m Cancel

Parameter Description

Choose the read/write attribute for this proxy address: Read/Write Separation
Read/Write Attribute or Read-Only. If you select Read/Write Separation, the feature will be enabled
automatically.
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Access Mode There are two access modes available to manage the connection between the
client application and the database: Balanced Distribution and Nearby Access.
For details, see Access Mode.

Under the Read-Write Separation Attribute, three consistency levels are
provided: Eventual Consistency, Session Consistency, and Global
Consistency, to meet your consistency requirements in different scenarios. For
more information, see Consistency Level.

Consistency Settings

Connection pooling shares connections across different user requests to
reduce the instance load caused by frequent creation of new connections.
Enabling this feature allows you to choose a supported connection pool type,
with Session-Level Connection Pool as the default.

Connection Pool Status

Configure the Connection Pool Threshold. The valid range is between 0 to 300
seconds.

Connection Pool Threshold

You can enable this feature to separate reads and writes in a transaction,
directing them to different instances for execution. Read requests will be
forwarded to read-only instances, effectively reducing the load on the read-
write instance.

Transaction Split

You can enable this feature to ensure that in the event of a failure in the
database proxy, the address will be routed to the read/write separation
instance.

Failover (For instances with
read/write separation)

You can enable this feature to automatically add newly purchased read-only
instances to the database proxy.If Assign Read Weight is set to Assigned by
system, newly purchased read-only instances will be assigned with the default
weight based on their specification.|f Assign Read Weight is set to Custom,
when newly purchased read-only instances are added to the RO group, their
weights will be 0 by default. You can change the weight on the Configure
Weight page.

Apply to Newly Added RO
Instances

Step 2: Configure the Weight
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Adjust Configuration

° Configuration Policy > o Configure Weight

Assign Read Weight « 0 Assigned by system Custom

Instance ID/Name Type Enable Weight

cynosdbmysqgl-ins-

| .
Read-Write Instance 0~
cynosdbmysgl-ins- (:)

cynosdbmysqgl-ins-

-
Read-Only Inst 1(Auto-:
cynosdbmysgl-ins- eac-Lnly Instance (:) (Auto

Previous “ Cancel

Parameter Description

You can select Assigned by system or Custom. If Custom is selected, you can separately
assign the weights of different instances.

Assign Read Note :
Weight The weight here refers to the distribution policy for read request (non-transactional)
weights.
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Rebalancing the Load

Last updated : 2024-03-25 16:24:32

After enabling the database proxy, you can check the connection count or monitor the performance of each proxy
node to identify any access imbalances. If there are a significant number of long-lived connections in your business,
adding additional database proxy nodes may introduce new load imbalances. If there is an uneven distribution of
connections among the nodes, you can manually perform a reload balancing operation through the console. This helps

evenly distribute the connections and address any potential load imbalances.

Prerequisites

You have enabled the database proxy. For details, see Enabling Database Proxy.

Directions

1. Log in to the TDSQL-C for MySQL console. In the cluster list, select the cluster with the proxy enabled and click its
ID to navigate to the Cluster Management page.

2. On the Cluster Management page, click Cluster Details > Details to open the Database Proxy Management
page. Alternatively, you can directly enter the Database Proxy Management page by selecting Database Proxy on the
Cluster Management page.

3. On the Database Proxy management page, navigate to Overview > Connection Address > Proxy Address and

click Rebalance Load in the Operation column.

Private Network Access Addr... Status Read/Write Attribute Connection Pool Network
IP: 1.9 . Enabled(Session-Level
Port:3306 Iy Running Read-Only Connection Pool)

4. In the pop-up window, click OK.

Note :

During a reload balancing operation, sessions connected to the address will be disconnected, causing temporary
service unavailability. It is recommended to restart the service during off-peak hours and ensure a reliable

reconnection mechanism is in place.
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Transaction Split Feature

Last updated : 2024-03-25 17:11:06

The TDSQL-C for MySQL database proxy provides the transaction split feature. This feature separates read and write
operations in a transaction to different instances for execution and forwards read requests to read-only instances,
thereby effectively reducing the load on the read-write instance.

Note :

Split is currently not supported by explicit transactions (such as BEGIN TRANSACTION or START TRANSACTION).

Enabling or disabling the transaction split feature will affect newly established connections only.
. . . . o

Y

read-only instance read-write instance

Background

By default, the TDSQL-C for MySQL database proxy sends all requests within a transaction to the read-write instance
to ensure transaction correctness. However, certain frameworks may encapsulate all requests in non-autocommit
transactions, leading to increased load on the read-write instance. In such cases, you can use the transaction split
feature.

To enable or disable the transaction split feature, you can go to Database Proxy > Overview > Connection

Address. Then, click Adjust Configurations in the Operation column.

Prerequisites
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You have enabled database proxy. For details, see Enabling Database Proxy.

Directions

1. Log in to the TDSQL-C for MySQL console.In the cluster list, select the cluster with the proxy enabled and click its
ID to navigate to the Cluster Management page.

2. On the Cluster Management page, click Cluster Details > Details to open the Database Proxy Management page.
Alternatively, you can directly enter the Database Proxy Management page by selecting Database Proxy on the
Cluster Management page.

3. On the Database Proxy Management page, select Access Policy, find the target access policy, and click Adjust
Configuration.

Note :

You can also find the target proxy address in Database Proxy > Overview > Connection Address. Then, click
Adjust Configurations in the Operation column.

4. In the Adjust Configuration window, enable or disable the transaction split feature and click OK to save the

changes.

Transaction Split() (:)
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Access Mode

Last updated : 2024-03-25 16:16:49

This document describes the access modes of the TDSQL-C for MySQL database proxy.

Prerequisites

You have enabled database proxy. For details, see Enabling Database Proxy.

Overview

There are two access modes available to manage the connection between the client application and the database:
Balanced Distribution and Nearby Access. The following sections detail the rules, advantages, and disadvantages
of the two access modes.

Balanced Distribution
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availability zone 1

- |
| .
| ( ! | ) I
| application )
) |

i availability zone 1 g y availab

D GG

I Al [ —— on nom” fLm s op s mk s Sl

( database )

Rule: In the Balanced Distribution access mode, the client application connects to all available database proxy nodes.

If the database proxy nodes are spread across multiple availability zones, application connections to the database are
evenly distributed among all availability zone nodes.

Advantage: Traffic is evenly distributed, resolving the issue of excessive load on a single node.

Disadvantage: If there are proxy nodes in different availability zones, high request latency is prone to occur due to

extended access paths.

Nearby Access
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availability zone 1

' |
| .
) |
| application .
) )

availability zone 1 !

i availability
i ( proxy ) ( proxy ) ! ( proxy )
) |

N | . Ty I P -y EI | A PR

Y

( database )

Rule: In the Nearby Access mode, the application will connect to the proxy node in the same availability zone or the

one with the shortest access path. Even if the database proxy nodes are spread across multiple availability zones, the
application will still connect the proxy node with the shortest access path.

Advantage: Low access latency and high speed.

Disadvantage: If your client application changes to an availability zone with fewer database proxy nodes than the

original zone, it can lead to excessive load on the nodes and performance delays.

Changing Access Mode

The access mode can be changed. For details, see Viewing and Changing the Access Policy.
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Adjusting Database Proxy Configuration

Last updated : 2024-03-07 10:27:16

You can adjust the specification and node count of the database proxy in the console.

Prerequisite

You have enabled the database proxy. For more information, see Enabling Database Proxy.

Notes

The database proxy will be automatically upgraded to the latest version during configuration adjustment if its version is
old.

If the selected database proxy does not reside in the same availability zone with the primary instance, a potential
decline in write performance may be observed during the connection via the database proxy.

If the required number of proxy nodes exceed the purchase limit upon calculation, it is advisable to choose a higher
specification proxy.

When the proxy specification is 2 cores and 4000MB of memory, the recommended number of proxies is 1/8th
(rounded up) of the sum of the CPU core numbers of the main instance and the read-only instance.

When the proxy specification is 4 cores and 8000MB of memory, the recommended number of proxies is 1/16th
(rounded up) of the sum of the CPU core numbers of the main instance and the read-only instance.

When the proxy specification is 8 cores and 16000MB of memory, the recommended number of proxies is 1/32

(rounded up) of the sum of the CPU core numbers of the main instance and the read-only instance.

Impact Description

Changing different configuration items has different impacts, certain modifications will not result in connection
interruptions, while others may cause such disruptions. The specific changeable items and their corresponding
impacts are detailed in the following table.

Scenario One: Changed Proxy Specification and Unchanged Availability Zone and Node Count

Proxy Availability Number of . .
. . Switch Time Impact
Specification Zone Nodes
Upgrade or Unchanged Unchanged During the There may be momentary interruptions.
downgrade maintenance Please ensure your operations are equipped
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period

Upon
completion
of the
upgrade

TDSQL-C for MySQL

with a reconnection mechanism.

Scenario Two: Changed Node Count and Unchanged Proxy Specification and Availability Zone

Load
Proxy Availability Number _
Specification Zone of Nodes Balancing
P Method
Unchanged Unchanged
Automatic
Raised
Manual
Reduced
Automatic
Manual

©2013-2022 Tencent Cloud. All rights reserved.

Switch Time

During the
maintenance
period

Upon
completion
of the
upgrade

During the
maintenance
period

Upon
completion
of the
upgrade

During the
maintenance
period

Upon
completion
of the
upgrade

During the
maintenance
period

Upon
completion

Impact

There may be momentary
interruptions. Please ensure your
operations are equipped with a
reconnection mechanism.

It will not result in intermittent
interruptions.

Momentary interruptions may
occur. Please ensure your
operations are equipped with a
reconnection mechanism.
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Scenario Three: Unchanged Proxy Specification and Availability Zone and Node Count Combination

Changed
Proxy Availability Number
Specification Zone of Nodes
Unchanged
Raised
Raised
Reduced
Reduced Raised

©2013-2022 Tencent Cloud. All rights reserved.

Load
Balancing
Method

Automatic

Manual

Automatic

Manual

Automatic

Switch Time

During the
maintenance
period

Upon
completion
of the
upgrade

During the
maintenance
period

Upon
completion
of the
upgrade

During the
maintenance
period

Upon
completion
of the
upgrade

During the
maintenance
period

Upon
completion
of the
upgrade

During the

Impact

There may be momentary
interruptions. Please ensure your
operations are equipped with a
reconnection mechanism.

It will not result in intermittent
interruptions.

Momentary interruptions may
occur. Please ensure your
business is equipped with a
reconnection mechanism.
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Manual
Automatic
Reduced
Manual
Changed Raised
Automatic
Manual
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maintenance
period

Upon
completion
of the
upgrade

During the
maintenance
period

Upon
completion
of the
upgrade

During the
maintenance
period

Upon
completion
of the
upgrade

During the
maintenance
period

Upon
completion
of the
upgrade

During the
maintenance
period

Upon
completion
of the
upgrade

During the
maintenance
period
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Upon
completion
of the
upgrade

During the
maintenance
period

Automatic
Upon

completion
of the

upgrade
Reduced
During the

maintenance
period
Manual Upon
completion
of the
upgrade

Directions

1. Log in to the TDSQL-C for MySQL console. In the cluster list, select the cluster with the proxy enabled, click on the
cluster ID, and proceed to the cluster management page.

2. Navigate to the Cluster Management page > Cluster Details > Database Proxy, and click Details, or directly
select the Database Proxy tab on the Cluster Management page to access the Database Proxy Management
page.

3. On the Overview tab on the Database Proxy tab, Click Adjust Configuration after Basic Information >

Number of Nodes. The output content is in markdown format.
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Overview Access Policy Performance Monitoring
Basic Info Disable Database Proxy
Status/Task Running
Region/AZ North China (Beijing)/Beijing Zone 3
Proxy Version 1.3.2 Upgrade Kernel Minor Version
Node Count 3 |Adjust Configurations |

Node Specification  2-core, 4000 MB MEM

4. In the pop-up window, modify the relevant configurations of the database proxy (proxy specification, availability

zone, and number of nodes) as needed, then click Confirm.
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Configure Database Proxy

Proxy Specification * 2-core, 4000 MB MEM ~

AZ Node Count Operation
Beijing Zone 3 ~ - 3 4+  (Range: 1-4)
+Add AZ

It's recommended to set the number of proxy nodes to 1/8 (rounded up to the nearest integer) of the sum of the
CPU cores per node of the source instance and the CPU cores of all its read-only instances. For example, if the
source instance uses 4 CPU cores per node and its read-only instances use 8 CPU cores in total, then the
recommended number of proxy nodes is (4+8)/8 =~ 2.

If the recommended number of proxy nodes you calculated exceeds the maximum purchasable quantity, please
choose a higher proxy node specification.

Switch Time * During maintenance time Upon upgrade completion 2

The configuration adjustment won't cause disconnection.

5. In Basic Info on the Database Proxy tab, after the task status changes from Upgrading to Running/Waiting to
upgrade, the configuration adjustment is completed.

Note:

If you select Upon upgrade completion, after the configuration is adjusted, the system will automatically switch to
the new configuration.

If you select During maintenance time, after the configuration is adjusted, the system will switch the configuration
during the specified maintenance time period.

If you select During maintenance time but need to switch the configuration earlier due to your business
requirements, after the configuration is adjusted, you can go to Database Proxy > Overview > Basic Info >
Status/Task and click Execute now next to Running/Waiting to upgrade.

If the CLB resettings are performed manually after configuration adjustment, once the configuration adjustment is
complete, one can manually perform CLB resettings under the corresponding Overview > Connection Address on

the database proxy page.
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Switching Database Proxy Network

Last updated : 2024-03-07 10:28:35

This document describes how to modify the database proxy network in the TDSQL-C for MySQL console.

Prerequisite

You have enabled the database proxy. For more information, see Enabling Database Proxy.

Notes

Changing the network may cause the change of the instance's database proxy IP. The old IP will be retained for 24
hours by default and up to 168 hours. Then, it will become invalid. Therefore, modify the IP on the client promptly.
If Valid Hours of Old IP is set to 0 hours, the IP is released immediately after the network is changed.

You can select only a VPC in the region where the cluster of TDSQL-C for MySQL resides, but you can choose a

subnet in any AZ and view its IP range.

Directions

1. Log in to the TDSQL-C for MySQL console, select the region at the top of the page, and click the ID of the target
cluster to enter the cluster management page.

2. Navigate to the Cluster Management page > Cluster Details > Database Proxy, and click Details, or directly
select the Database Proxy tab on the Cluster Management page to access the Database Proxy Management
page.

3. On the Database Proxy tab, click

’1
under Overview > Connection Address > Network.
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Private Network Access... Status Read/Write Attribute Connection Pool Network Rem:
IP:1 Enabled(Session-Level Default-VPC

Runni Read-Onl -7
Port:33061 »° HhL KRR Connection Pool) &

4. In the pop-up dialog box, set the relevant configuration items and click OK.

Change Network

@ 1. When the network is changed, all of the cluster’s private IPs are automatically replaced with new ones. Please ma
in time,
2. You can specify the remaining validity period of the old private IPs. The period is 24 hours by default. If you set t

IPs will be released immediately after the network is changed.

3. The new VPC and subnet should be in the AZ and region of the cluster.

Select Network

¢ CIDR
r v v J . ) _
253 subnet IPs in total, with 250 available
If the existing networks do not meet your requirements, go to Create Subnets [5.
In the current network environment, only CVMs in the ™ " can access this database instance.
Valid Hours of Old IPs 24 hours &

Select Network: Select a VPC and subnet in the region and AZ where the cluster resides.
Valid Hours of Old IP: lis range is 0-168 hours and default value is 24 hours.

5. After successfully changing the network, you can view the new network under Connection Address.
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Viewing Database Proxy Monitoring Data

Last updated : 2024-06-17 16:14:14

This document introduces how to view database proxy node monitoring data in the TDSQL-C for MySQL console.

Prerequisite

You have enabled the database proxy. For more information, see Enabling Database Proxy.

Database Proxy Node Monitoring Metrics

Monitoring Metrics (Chinese) Monitoring Metrics (English) Unit
Current Connections Current Connections Individual
Requests Requests Times/sec
Read Requests Read Requests Times/sec
Write Requests Write Requests Times/sec
CPU Utilization CPU Utilization Y%
Memory Utilization Memory Utilization %
Memory Usage Memory Usage MB
Proxy-to-Client Traffic per Second Proxy-to-Client Traffic per Second MB/s
Client-to-Proxy Traffic per Second Client-to-Proxy Traffic per Second MB/s

Directions

1. Log in to the TDSQL-C for MySQL console. In the cluster list, click the ID or Manage in the Operation column of
the cluster with the proxy enabled to enter the cluster management page.

2. On the cluster management page, choose Cluster Details > Database Proxy, click Details , or directly click the
Database Proxy tab on the cluster management page to enter the database proxy management page.

3. On the database proxy page, click Performance Monitoring , and click the node name to switch and view the

monitoring data of each proxy node.
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Overview Read/Write Separation Performance Monitoring
w 2 selected Last 24 hours Last 7 days  Last 30 days = 2022-11-17 13:20:3+
Q
Current Connections Current ConnectionsUnit: pcs
Reguests
1pcs

Read Requests

Write Requests 0.8pcs
CPU WHtilization
0.6pcs
Memaory Utilization
Memory Usage 0.4pcs MNo data
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Disabling Database Proxy

Last updated : 2023-01-03 17:21:17

This document describes how to disable the database proxy in the TDSQL-C for MySQL console.

Note:

After the database proxy is disabled, the database proxy address will be unavailable, but the read-write instance
address is still available.

If you enable the database proxy again after disabling it, the database proxy access address will change.

Prerequisite

You have enabled the database proxy. For more information, see Enabling Database Proxy.

Directions

1. Log in to the TDSQL-C for MySQL console, and click the ID or Manage in the Operation column of the target
cluster to enter the cluster management page.

2. On the cluster management page, select the Database Proxy tab and click Disable Database Proxy in the top-
right corner.

Overview Read/Write Separation Performance Monitoring

Basic Info Proxy Node

ession-Level Connection Pool View Details/Modify

Connection Address

el ]

3. In the pop-up dialog box, confirm that everything is correct and click OK.
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Automatic Read/Write Separation
Overview

Last updated : 2023-09-12 14:48:55

This document describes the automatic read/write separation feature of the database proxy service in TDSQL-C for

MySQL as well as its strengths and routing rules.

Automatic read/write separation

Currently, businesses of many users in the production environment have problems such as more reads and less writes
and unpredictable business loads. In application scenarios with a large number of read requests, a single instance
may not be able to withstand the pressure of read requests, which even may affect the businesses. To implement the
auto scaling of read capabilities and mitigate the pressure on the database, you can create one or multiple read-only
instances and use them to sustain high numbers of database reads. However, this solution requires that businesses
can be transformed to support read/write separation, and the code robustness determines the quality of business
read/write separation, which imposes high technical requirements and has low flexibility and scalability.

Therefore, after creating a read-only instance, you can enable a database proxy, configure access address policy, and
configure the database proxy address in your application so as to automatically forward write requests to the source
instance and read requests to the read-only instance. In addition to automatic read/write separation, the database
proxy also provides better solutions to other business challenges as detailed below:

Scenarios where the load is unpredictable or fluctuates irregularly with obvious peaks and troughs

In internet business scenarios, business load and access pressure are often unpredictable and unstable, and there
will be frequent great fluctuations. If the business uses a large number of non-persistent connections to access the
database, it is easy to generate many new connections. In other words, the number of connections between the
database and the application is likely to fluctuate as the business access pressure changes frequently.

Connection management for the database proxy allows you to efficiently reuse database connections to appropriately
scale applications that handle unpredictable workloads. First, this feature allows multiple application connections to
share the same database connection to effectively use database resources. Second, it allows you to adjust the
number of open database connections to maintain database performance. Finally, it allows you to delete unusable
application requests to guarantee the overall application performance and availability.

Scenarios where the application is frequently connected to and disconnected from the database
Applications built based on technologies such as serverless, PHP, or Ruby on Rails may frequently open and close
database connections to process application requests.

The database proxy can help you maintain a database connection pool to prevent unnecessary pressure on data

computing and the memory used to establish new connections.
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Scenarios where the database access connection is idle for a long time and is not released

SaaS applications and traditional ecommerce applications may make database connections idle to minimize the
response time for user reconnection. You can use the database proxy to retain idle connections and establish
database connections as needed instead of excessively increasing the threshold or upgrading to higher database
specifications to support most idle connections.

Scenarios where you want to improve the smoothness and stability of database PaaS service failover
With the database proxy, you can build applications that can tolerate active and passive database failures in an
imperceptible manner with no need to write complex failure processing code. The database proxy will automatically

route read traffic to new database instances while retaining the application connections.

Advantages

Read/write requests are automatically separated with a unified access address.

Native linkage support for improving the performance and reducing the maintenance costs.

You can flexibly set weights and thresholds.

Failover is supported, so that even if the database proxy fails, requests can access the source database normally.
When the read-write instance is switched, or its configuration is changed, or a read-only instance is added/removed,

the database proxy can dynamically hot reload the configuration without causing network disconnections or restarts.

Read/Write Separation Routing Rules

Sending to the read-write instance

DDL statements suchas CREATE , ALTER , DROP ,and RENAME .
DML statements suchas INSERT , UPDATE ,and DELETE .
SELECT FOR UPDATE statement.
Statements related to temp tables.
Certain system function calls (suchas last_insert_id () )and all custom function calls.
Statements related to L.OCK .
Statements after transaction is enabled (including set autocommit=0 )
Stored procedures.
Multiple statements concatenated by ";".
KILL (SQL statement, not command)

All queries and changes of user variables.

Sending to the read-only instance
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Read ( sELECT ) statements outside transactions.

Sending to all instances

show processlist statement.
All changes of system variables ( SET command).

USE command.
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Enabling Database Proxy Read/Write
Separation

Last updated : 2023-01-03 17:21:17

With the database proxy read/write separation feature, you can configure the database proxy address in your
application, so that write requests are automatically forwarded to the read-write instance and read requests to each
read-only instance.

This document describes how to enable/disable the read/write separation feature of TDSQL-C for MySQL.

Prerequisite

The instance is the read-write instance.
You have enabled the database proxy. For more information, see Enabling Database Proxy.

You have created a read-only instance. For more information, see Creating Read-Only Instance.

Enabling Read/Write Separation

1. Log in to the TDSQL-C for MySQL console.

2. Select the region at the top of the page and click the ID or Manage in the Operation column of the target cluster to
enter the cluster management page.

3. On the Database Proxy tab on the cluster management page, select the Read/Write Separation tab and click

Enable Now.

K

Read/write separation is not enabled yet.

Enable Maow
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4. In the pop-up window, set the read/write configuration items and click OK.

Note:

Only the running read-write instance and read-only instances can be added to the database proxy.

Currently, remote or delayed read-only instances cannot be mounted to the database proxy.

Consistency Settings: Three consistency levels are available, that is, eventual consistency, session consistency,
and global consistency.

Assign Read Weight: Assign read weights to instances. You can select Assighed by system or Custom. Each
weight must be an integer between 0 and 100. The configured read weight assignment takes effect immediately for all
connections.

The database proxy will assign read request traffic according to the set weights; for example, if weights of two read-
only instances are 10 and 20 respectively, their read request traffic will be assigned at a ratio of 1:2.

The weight here refers to the read request weight only, as write requests are directly routed to the source database
without participating in weight calculation; for example, if a client sends 10 write statements and 10 read statements,
and the ratio of the source and read-only instance weights is 1:1, the read-write instance will receive 10 write
statements and 5 read statements, and the read-only instance will receive 5 read statements only.

If you select Assigned by system, the system will automatically assign weights based on the instance's CPU and
memory specification, and you can only set the weight of the read-write instance in this case.

If the weight of a read-only instance is 0, the database proxy will not connect to the instance. If its weight is changed
from 0 to another value, the weight takes effect only for new connections.

Failover: Specifies whether to enable failover. We recommend you enable this option, so the database proxy can
send read requests to the read-write instance if all read-only instances are exceptional.

Note:

The configured failover capability takes effect only for new connections.

Apply to Newly Added RO Instances: Enable or disable this parameter. After it is enabled, if you purchase new
read-only instances, they will be automatically added to the database proxy.

If Assign Read Weight is set to Assigned by system, newly purchased read-only instances will be assigned with
the default weight based on their specification.

If Assign Read Weight is set to Custom, when newly purchased read-only instances are added to the RO group,
their weights will be 0 by default, which can be modified in the configuration of the database proxy's read/write

separation.
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Configure Read/Write Separation

stency Settings o Eventual Consistency

Assign Read Weight DAzsigned by system

Page display

TDSQL-C for MySQL

Session Consistency HowGinbaldfbasmensiency level [A

Custom
Type Weight Status
Read-Write Instance 1 (auto-assigned) * Running
Read-Only Instance 1Auto-assign Running

After the database proxy's read/write separation feature is enabled, on the Read/Write Separation tab, you can view

the basic information and read/write separation architecture diagram. You can also click buttons on the right to adjust

the configuration and disable the feature.

Overview Read/Write Separation Performance Monitoring

Basic Info

Eventual Consistency

Assigned by system

Read-
Write 1
Instance

Read-Nnk
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Disabling Read/Write Separation

1. Login to the TDSQL-C for MySQL console.

2. Select the region at the top of the page and click the ID or Manage in the Operation column of the target cluster to
enter the cluster management page.

3. On the Database Proxy tab on the cluster management page, select the Read/Write Separation tab and click

Disable Read/Write Separation on the right.
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Consistency Level

Last updated : 2023-01-03 17:21:17

With the automatic read/write separation feature of TDSQL-C for MySQL, a connection will be established between

TDSQL-C for MySQL and the application to parse every incoming SQL statement. If it is a statement such as
CREATE , ALTER , DROP ,0r RENAME ,the statement is directly sent to the read-write instance. If it is a non-

transactional read ( SELECT ) statement, the statement is sent to a read-only instance, thereby implementing

read/write separation. However, when the database load is high, for example, when a large batch of data is inserted,

the delay will be long, resulting in a failure to read the latest data from the read-only instance.

When there is data update in the read-write instance, the related update will be applied to the read-only instance. The

delay time of data sync is subject to the write workload. TDSQL-C for MySQL provides different consistency levels to

ensure data consistency requirements when the business accesses the database.

The consistency levels are as follows:

Eventual consistency

Session consistency

Global consistency

Eventual Consistency

Feature overview

The database proxy of TDSQL-C for MySQL implements the automatic read/write separation feature. In the automatic
read/write separation scenario, the eventual consistency is provided by default to ensure that the read-only instance
can read the newly written data and eventually obtain all of them. However, the database proxy does not ensure that
the updated data is immediately available. Delays in source/replica replication of the updated data will cause
inconsistent results queried from different nodes.

Use cases

If you need to reduce the pressure on the read-write instance and route as many read requests as possible to the

read-only instance, you can choose eventual consistency in scenarios that do not require high consistency.

Session Consistency

Feature overview
Some scenarios require high consistency, but eventual consistency causes incosistent query results. Usually, the
business needs to be split, that is, requests with high consistency requirements are directly sent to the read-write

instance while requests that can accept eventual consistency are sent to the read-only instance through read/write
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separation. However, this will increase the pressure on the read-write instance, reduce the effect of read/write
separation, and increase the burden of application development.

To solve the above problems, TDSQL-C for MySQL provides session consistency to guarantee monotonic reads
within the same session, and data that has been updated before the read requests are executed can be queried.
While the middle layer of the linkage of TDSQL-C for MySQL performs read/write separation, the middle layer traces
log time points (that is, log sequence number, LSN for short) that have been applied by each node. When data is
updated each time, TDSQL-C for MySQL records the updated time point as session LSN. When a new request
arrives, TDSQL-C for MySQL compares the session LSN with the LSN of each current instance, and sends the
request only to the instance whose LSN is greater than or equal to the session LSN, thereby ensuring session

consistency.

Application

Read/Write

separation

"SELECT requires LSM==30.
1.UPDATE / \

2.Return LSN=30 =

Read-only
. instance
_ LSMN: 30
Read-Write =
instance
LSN: 30 =\‘
Read-onl
Physical replication Y

B (NStance
L S H

In the above scenario, when the update is completed, replication is also synchronously performed while the result is
returned to the client. When the next read request arrives, data replication between the read-write instance and the
read-only instance may have been completed. In addition, most application scenarios feature more reads and less
writes, so session consistency is guaranteed under this mechanism.

Use cases

It is suitable for scenarios with high consistency requirements. A higher consistency level of TDSQL-C for MySQL
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indicates greater pressure on the primary database and lower cluster performance. Session consistency is
recommended because it has little impact on performance and can meet the needs of most application scenarios.
Note:

After session consistency is enabled, if the replication delay between the read-write instance and the read-only
instance is large, and the LSN of each read node is smaller than the session LSN, SELECT requests will be sent to
the read-write instance. This will increase the pressure on the read-write instance and reduce the read/write

performance of the entire cluster to a certain extent.

Global Consistency

Feature overview

Some scenarios have extremely high consistency requirements. In addition to logical causal dependencies within
sessions, there are dependencies between sessions. For example, in scenarios where connection pools are used,
requests from the same thread may be sent through different connections. For the database, these requests belong to
different sessions. However, in terms of business logic, these requests have pre- and post-dependencies. In this case,
session consistency cannot ensure consistency of query results. Therefore, TDSQL-C for MySQL provides global
consistency to solve this problem.

Use cases

It is suitable for scenarios with extremely high consistency requirements. When the source-replica delay is high, global
consistency may cause more requests to be routed to the read-write instance, thereby increasing the pressure on the
read-write instance and prolonging the business delay. Therefore, it is recommended to choose global consistency in

scenarios that feature more read requests and less write requests.

Setting a Consistency Level

Note:

Before setting a consistency level, enable the read/write separation feature. You can set the session consistency level
in the step of enabling read/write separation. If the feature has been enabled, but the consistency level needs to be
modified, refer to the following steps.

1. Log in to the TDSQL-C for MySQL console.

2. In the cluster list, click the ID or Manage in the Operation column of the target cluster to enter the cluster
management page.

3. On the cluster management page, select Database Proxy > Read/Write Separation > *Adjust Configurations.
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Overview Read/Write Separation Performance Monitoring

Adjust Configurations Disable Read/Write Separation

4. In the configuration window, select a consistency level and click OK.

Configure Read/Write Separation

isistency Settings O Eventual Consistency Session Consistency  How(ibaldtbasictesistency level [A

Assign Read Weight OAssigned by system Custom

nstance |D/Mame Type Weight Status
Read-Write Instance 1 (auto-assigned) - Running
Read-Only Instance TAuto-assign Running
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Connection Pool Feature
Connection Pool Overview

Last updated : 2023-02-08 09:46:36

This document describes the connection pool feature. The TDSQL-C for MySQL database proxy supports the
session-level connection pool feature. It can effectively solve the problem of excessively high database instance loads

caused by frequent establishments of new non-persistent connections.

Prerequisites

You have enabled the database proxy. For more information, see Enabling Database Proxy.

Background

Session-level connection pool

Session level connection pool is not used Use session level connection pool
e e e e e e e e e e e e e e e = = = 3,,@.::.::.:.:.:::::::::::.::.: ====== ===
Connection Create a new Connection disconnected reate a new cor_lnectlon
. . . . Only the connection between Only new connections need
First connection disconnected connection First connection the appiicafion and the agent is tobe created between

broken applications and agents

_
& E&Ed @D

e
| 4
/_\I
| 4
bl
W,

The session-level connection pool is applicable to non-persistent connection scenarios.

Itis used to reduce the instance load caused by frequent establishments of new non-persistent connections. If a client
connection is closed, the system will determine whether the current connection is idle, and if so, the system will put it
into the proxy connection pool and retain it for a short period of time (which is five seconds by default and can be

customized as instructed in Setting Session-Level Connection Pooal).
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When the client initiates a new connection, if the connection pool has an available connection, the connection can be
used directly to reduce the database connection overheads; otherwise, a new connection will be established as usual.
Note:

The session-level connection pool does not reduce the number of concurrent connections to the database, but it can
reduce the overheads of the main thread of TDSQL-C for MySQL by lowering the speed for connecting the application
to the database, so as to better process business requests. However, idle connections in the connection pool will
occupy your connection quantity temporarily.

The session-level connection pool cannot be used to solve the problem of connection heap caused by a large number

of slow SQL queries, which must first be solved by yourself.

Notes

Currently, the connection pool feature does not support setting different permissions for different IPs under the same
account, as that may cause a permission error during connection reuse. For example, if mt@test123 has
database_a permissions, while mt@test456 does not, a permission error may occur when you enable the

connection pool.
The connection pool feature is for the database proxy instead of the client. You don't need to use the connection pool

of the database proxy if your client already supports it.
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Setting Session-Level Connection Pool

Last updated : 2023-01-03 17:21:17

This document describes how to configure the session-level connection pool.

Database Proxy Disabled

1. Login to the TDSQL-C for MySQL console.

2. Select the region at the top of the page and click the ID or Manage in the Operation column of the target cluster to
enter the cluster management page.

3. On the Database Proxy tab on the cluster management page, click Enable Now.

4. In the pop-up dialog box, enable the connection pool feature.

Database Proxy Enabled

1. Log in to the TDSQL-C for MySQL console.

2. Select the region at the top of the page and click the ID or Manage in the Operation column of the target cluster to
enter the cluster management page.

3. On the Database Proxy tab on the cluster management page, click Enable after Connection Pool at the bottom

of the overview.
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Basic Info

Status/Tas Running

e

Rezan te Separation Enabled

_onnection Poc Enable

4. In the pop-up dialog box, set the relevant configuration items and click OK.

Connection Pool Status: Enable connection pool.

Connection Pool Type: Session-level connection pool is supported.

Connection Persistence Timeout: The time threshold for idle connections to be retained in the connection pool of
the proxy, which can be 1-300 seconds.

Note:

A flash disconnection will occur upon adjustment completion. Make sure that your business has a reconnection

mechanism.
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Configure Connection Pool b4
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A flash disconnection will occur up

completion. Make sure that your business has a

reconnection mechanism

5. After the connection pool is successfully enabled, you can view the details and edit the configuration in Overview >

Basic Info on the Database Proxy tab.

Disabling Connection Pool

1. Log in to the TDSQL-C for MySQL console.

2. Select the region at the top of the page and click the ID or Manage in the Operation column of the target cluster to
enter the cluster management page.

3. On the Database Proxy tab on the cluster management page, click View/Edit next to Connection Pool at the
bottom of the overview.

4. In the pop-up dialog box, toggle off the Connection Pool Status option and click OK.

Configure Connection Pool '
_onnection Pool Status * () Learn about Connection Pool [4
bl A flash disconnection occur upon adjustment
0 i ha has a
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Other Features
Hint Syntax Usage

Last updated : 2023-01-03 17:21:17

This document describes how to use the hint syntax on the database proxy.

The hint syntax can be used to forcibly execute SQL requests on the specified instance. A hint has the highest routing
priority, and it is not subject to consistency and transaction constraints. You need to evaluate whether it is required in
your business scenario before using it.

Note:

When using the TDSQL-C for MySQL command line tool to connect and use the HINT statement, you need to add
the —c option in the command; otherwise, the hint will be filtered out by the tool.

If you use the hint syntax through the database proxy, PREPARE is currently not supported but will be in future
versions.

Currently, three types of hints are supported:

Assign to the read-write instance for execution:
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/* to master */
Or
/*FORCE_MASTER*/

Assign to a read-only instance for execution:
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/* to slave */
Or
/*FORCE_SLAVE*/

Assign to a specified instance for execution:
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/* to server server_name*/

server_name canbeashortlID,suchas /* to server test_ro 1 */
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Account Management
Account Overview

Last updated : 2023-11-01 17:18:13

Before using the TDSQL-C for MySQL, you need to have 2 accounts, namely the Tencent Cloud console account and
the database account. These two accounts are used to access the console and your database respectively. This

document describes the information of the two accounts.

Tencent Cloud Console Account

Before using Tencent Cloud services, you need to register a Tencent Cloud account first. Then you can log in to the

Tencent Cloud website or console with the account. For detailed directions, see Account Registration.

Database Account

When TDSQL-C for MySQL cluster is created, the system will retain the default account. In addition, you can also

create a business account as needed to allocate and manage databases conveniently.

Default account

Default System MySQL MySQL

Host Description
Account 5.7 8.0
Admin account, which has permissions to perform
root % 4 4 , P P
all operations.
The account used to manage and access the
system's built-in sys database, through which you
mysql.sys localhost v v y . Y g. y
can quickly understand the metadata information
of the system.
, The account used by internal plugins to access the
mysql.session localhost - v y Pig
server.
The account used to manage and access the
mysql.infoschema localhost - 4 system's built-in  information_schema

database.
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Warning :

To avoid database problems, we recommend that you do not delete the default accounts.

Non-default account

Besides the default account created by the system, you can create other database accounts in the console as needed.

For more information, see Creating Account.
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Console Account
Account Registration

Last updated : 2023-01-04 10:20:38

Before using TencentDB service, you need to sign up for a Tencent Cloud account. Then you can log in to the Tencent
Cloud console with the account to purchase and use the TDSQL-C for MySQL product.

Step 1: Go to the registration page

Click to enter the Tencent Cloud registration page.

Step 2: Register an account

You can register for Tencent Cloud with the following options:

Option Description

Register for Tencent Cloud by scanning the QR code on WeChat. After successful registration,
you can scan the code to log in to Tencent Cloud next time.

WeChat

Register for Tencent Cloud with your email address. This makes it simple for you to manage

Email .
enterprise account.

QQ Register for Tencent Cloud with your existing QQ account. After successful registration, you
can use it to quickly log in to Tencent Cloud next time.

WeChat

Official Register for Tencent Cloud with your existing WeChat Official Account.

Account

WeCom Register for Tencent Cloud with your existing WeCom account

For more information, see Signing Up.

Related Operations

Identity Verification
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|dentity Verification

Last updated : 2023-01-04 10:12:50

After registering a Tencent Cloud account, you need to complete identity verification or industry information.
Warning:

Identity directly affects the ownership of accounts and resources. If the enterprise users verify their identity with
personal information, future personnel changes or account disputes may affect the business of the enterprise user and
even cause economic losses. Therefore, before identity verification, you must confirm whether the resources you

purchase and use in Tencent Cloud are owned by individuals or enterprises.

Verification Method

Individual Identity Verification Guide

Enterprise Identity Verification Guide
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Database Account
Creating Account

Last updated : 2023-08-24 09:38:34

Besides the default account created by the system, you can create other database accounts in the console as needed.

Directions

1. Log in to the TDSQL-C for MySQL console.

2. Select a region at the top and proceed according to the actually used view mode:

Tab view

List view

Click Target Cluster in the cluster list on the left to enter the cluster management page.

< Hide cluster lists (3) Quick Check More v

@® cynosdbmysql | |

cynosdbmysql-=megs ull ~ Auning

D cynosdbmysq| =4 1o
cynosdbmysqli il g E
Database Version 2.1.9 Upgrade Billing Mode Compute: Monthly Subscription/¢
Project Default Project Adjust Cluster Expiration Time 2023-09-04 10:26:31 Ren
®  cynosdomysalifgif e Renewal Settings Set Deployment Mode  Single-AZ

Transfer Linkage  High 1O

Tag ’

Cluster Details Monitoring and Alarms Account Management Database Management Database Proxy Parz

Find the target cluster in the cluster list and click the Cluster ID or Manage in the Operation column to enter the

cluster management page.

Quick Check More ~

Cluster ID/Name Cluster ... Compatible Data... Y AZ Read/Write Address Read-Only Address Database Proxy Address
cynosdbmysqgl- Runni MySQL 5.7 a h (Private) - 4:330601

unnin A uangzh...
cynosdbmysql 9 4 9 (Public) Disabled

3. On the cluster management page, select the Account Management tab and click Create Account.
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Create Account

Account Name Haost Maximum Connections Creation Time Update Time

root %

4. In the Create Account window, set the following information, and click OK.

Create Account

Cancel
Parameter Description
Account The database account name can contain 1-30 letters, digits, and underscores ( _ ) and must
Name begin with a letter and end with a letter or digit.
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Host

Set
Password

Confirm
Password

Maximum
Connections

Remarks

The host address for database access can be an IP and contain % (indicating not to limit the
IP range).

Example 1: Enter % to indicate no limit on the IP range, that is, clients at all IP addresses are
allowed to use this account to access the database.

Example 2: Enter 10.5.10.% toindicate that clients with an IP range within 10.5.10.%
are allowed to use this account to access the database.

The password can contain 8-64 characters in at least three of the following character types:
uppercase letters, lowercase letters, digits, and special symbols ~!@#S$~a*_—+=|\\ () {}

[18g°<>,.%/ P

Enter the same account password again.

Enter the maximum number of connections for the account. Valid range: 1-10240. If you don't
enter a value, the maximum number of connections will be 10240.

Remarks can contain up to 255 characters.

5. After the database account is created successfully, you can manage it in the database account list with the

operations, such as permission modification, password reset, and account setting modification.
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Configuring Custom Password Strength
Overview

Last updated : 2022-11-14 16:38:12

This document describes the custom password strength feature of TDSQL-C for MySQL.

Feature overview

Passwords are the most important means for protecting database security. As more data security regulations are
introduced, there are higher requirements for the database password strength. TDSQL-C for MySQL supports the
custom password strength feature to protect your database security and meet your needs for compliance with
applicable regulations.

You can configure this feature in the console to enable password strength for all password-related operations. This

helps protect your passwords from leakage or other risks. The feature offers the following configuration items:

Parameter Description

Min Number

of Uppercase

and Default value: 1 . Value range: 1-50.
Lowercase

Pair

Min Number

. Default value: 1 . Value range: 1-50.
of Digits

Min Number

Default value: 1 . Value range: 1-50.
of Symbols

Min P d
N Fasswor Default value: 8 . Value range: 8-256.

Length
Non-
Con liant If the password strength level is STRONG, this parameter is configurable. Each non-compliant
ian
.orr.1p @ word can contain 4-100 letters.
Dictionary
Password You can select MEDIUM or STRONG as the strength level.
Strenath MEDIUM: The feature under this setting will check the length, digits, letters, and symbols.
Levelg STRONG: The feature under this setting will check the length, digits, letters, symbols, and
non-compliant word dictionary.
Modify You can modify the feature parameters to flexibly adjust the password strength settings.
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Parameters
Parameter Parameter sync and batch disablement features are provided, so you can batch apply the
Sync configuration in multiple clusters at a time.

After the custom password strength feature is enabled, you must meet the defined password strength requirements
when setting passwords during operations such as account creation, password resetting, and account cloning.

When you connect to the database and use the command line to perform operations, if the custom password strength
feature is enabled, all statements involving password setting will be restricted, such as CREATE USER, ALTER
USER, and SET PASSWORD. When you use such statements to set or change an account password, the password

must meet the defined password strength requirements.

Prerequisites

You have created a TDSQL-C for MySQL cluster.

Version limits

The custom password strength feature is supported by the following versions:

MySQL 5.7 on kernel minor version 2.0.21 or later and 2.1.7 or later.

MySQL 8.0 on kernel minor version 3.1.7.

You can use this feature only after upgrading the kernel to the above versions. For detailed directions, see Upgrading

Kernel Minor Version.

Mutually exclusive tasks

A password strength customization task cannot be executed while a cluster is running another task, such as isolation,
rollback, creation, minor version upgrade, or parameter modification. The two tasks are mutually exclusive and will be

performed sequentially.

Relevant operations

You can grant a sub-account the permission to use the custom password strength feature as instructed in Granting
Sub-User Feature Permissions.

You can enable/disable this feature as instructed in Enabling/Disabling Custom Password Strength Feature.
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After the custom password strength feature is enabled, you can modify the custom password strength and specific
parameters as well as configure parameter sync as instructed in Modifying Parameters and Configuring Parameter
Sync.
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Granting Sub-User Feature Permissions

Last updated : 2022-09-19 15:47:05

This document describes how to use the root account to grant a sub-user the permissions of the custom password

strength feature.

Overview

Your root account has all permissions of the custom password strength feature with no additional settings needed. By
default, sub-users don't have permissions of this feature. Therefore, you need to create policies to allow the target
sub-user to use the feature.

Cloud Access Management (CAM) is a web service provided by Tencent Cloud that helps you securely manage
access to the resources under your Tencent Cloud account. CAM allows you to create, manage, or terminate users or
user groups and control who is allowed to use your Tencent Cloud resources through identity and policy management.
When using CAM, you can associate a policy with a user or user group to allow or forbid them to use specified
resources to complete specified tasks. For more information on CAM policies, see Element Reference.

Directions

1. Log in to the CAM console with the root account, locate the target sub-user in the user list, and click Authorize.

rmame ¥ User Type T Account ID Creation Time ¥ Associated Info Operation

Root Account R Mare ¥

Sub-user - NIC\E -

2. Set the following permissions based on the account's needs. Note that no matter whether the sub-user needs to use
the custom password strength feature, we recommend you always add
cynosdb:DescribeClusterPasswordComplexity 1o the sub-user, so that they can view the detailed

password strength settings configured by the root account in the console and set compliant passwords accordingly.

CAM permission description

Permission Purpose

©2013-2022 Tencent Cloud. All rights reserved. Page 170 of 490


https://www.tencentcloud.com/document/product/598/10583
https://www.tencentcloud.com/document/product/598/10603
https://console.tencentcloud.com/cam

@ Tencent Cloud TDSQL-C for MySQL

cynosdb:DescribeClusterPasswordComplexity Displays the detailed settings and enablement status of the
custom password strength feature

cynosdb:CloseClusterPasswordComplexity (Batch) disables the custom password strength feature

Syncs the custom password strength parameters to other

cynosdb:CopyClusterPasswordComplexity
clusters under the current account

Modifies the detailed settings of the custom password strength

cynosdb:ModifyClusterPasswordComplexity feat
eature

cynosdb:OpenClusterPasswordComplexity Enables the custom password strength feature
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Enabling/Disabling Custom Password
Strength Feature

Last updated : 2022-09-19 15:47:05

You can use the custom password strength feature with the root account or a sub-account granted with the
corresponding CAM permissions. This document describes how to enable and disable the custom password strength

feature.

Version limits

The custom password strength feature is supported by the following versions:

MySQL 5.7 on kernel minor version 2.0.21 or later and 2.1.7 or later.

MySQL 8.0 on kernel minor version 3.1.7.

You can use this feature only after upgrading the kernel to the above versions. For detailed directions, see Upgrading

Kernel Minor Version.

Enabling custom password strength feature

1. Log in to the TDSQL-C for MySQL console.

2. Select the region at the top, find the target cluster in the cluster list, and click the cluster ID to enter the cluster
management page.

3. On the cluster management page, select Account Management and enable Custom Password Strength on the
right.

Cluster Details Instance List Monitoring and Alarms Account Management Database Management Database Proxy

Create Account

Account Name Host Maximum Connections Creation Time Update Time

4. In the pop-up window, click Next to enter the initial settings page.
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Custom Password 5trength 4

o Enable Custom p

Password 5trength
Cluster ID/Mame:

The custom password strength feature is not enabled yet.

It allows you to custormnize the password strength by setting strength policies, such as password
length, number of digits, and symbaols. For detailed settings, see Documentation [£

Mext Cancel

5. Complete the following settings and click OK.
In the initial settings of the custom password strength feature, two scenarios will be displayed for different password
strength levels.

Scenario 1: The password strength level is MEDIUM.
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Custom Password Strength

o Enable Custom ; o Initial Settings

Password Strength

Cluster ID/Mame:

Parameter Mame Pararmeter Value Value Range
Password Strength Level (§) MEDIUM ¥ MEDIUM, STRONG

Min Mumber of Uppercase and Lowercase

Pair ! 1~50

Min Mumber of Digits 1 1~50

Min Number of Symbaols 1 1~50

Min Password Length 8 8~256 {i}
oK Cancel

Parameter Description

You can select

MEDIUM

Password or
STRONG

Strength

Level as the strength level.
MEDIUM: The feature under this setting will check the length, digits, letters, and symbols.
STRONG: The feature under this setting will check the length, digits, letters, symbols, and non-
compliant word dictionary.

Min

Number of . .
The minimum number of pairs of uppercase and lowercase letters that the password must

Uppercase . e . . .

q contain. For example, if this parameter is set to 2", the password must contain at least two
n

a uppercase letters and two lowercase letters. Default value: 1. Value range: 1-50.

Lowercase

Pair

Min The minimum number of digits that the password must contain. Default value: *1°. Value range: 1-
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Number of 50.

Digits

Min . . . -

Number of The minimum number of special symbols that the password must contain. Default value: "1°. Value
range: 1-50.

Symbols

Min The minimum length of the password. Default value: "8'. Value range: 8-256. This parameter

Password equals to the number of digits + number of symbols + 2 * number of letters, and it must be greater

Length than or equal to 8 for security of your password. If the final value after the sum of above

parameters is greater than 8, it will be used as the minimum of the range.

Scenario 2: The password strength level is **STRONG™**.

Custom Password Strength

o Parameter Details > o Parameter Settings

Cluster ID/Name:

Parameter Name Parameter Value Walue Range
Password Strength Level (3) STROMG v MEDIUM, STRONG

Min Number of Uppercase and Lowercase

Pair ! 150

Min Number of Digits 1 150

Min Number of Symbaols 1 1~50

Min Password Length 8 8~256 @

Mon-Compliant Dictionary 1 Dictionary Settings
QK Cancel

Parameter Description
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Password You can select
Strength MEDIUM
Level or

STRONG

as the strength level.

MEDIUM: The feature under this setting will check the length, digits, letters, and symbols.
STRONG: The feature under this setting will check the length, digits, letters, symbols, and non-
compliant word dictionary.

Min
Number of . .
U The minimum number of pairs of uppercase and lowercase letters that the password must
ercase s : . .
pg) contain. For example, if this parameter is set to '2’, the password must contain at least two
an -
uppercase letters and two lowercase letters. Default value: “1°. Value range: 1-50.
Lowercase
Pair
Min . - . -
The minimum number of digits that the password must contain. Default value: "1°. Value range: 1-
Number of
. 50.
Digits
Min L . . N
Number of The minimum number of special symbols that the password must contain. Default value: "1°. Value
umber o
range: 1-50.
Symbols
Min The minimum length of the password. Default value: "8'. Value range: 8-256. This parameter
Password equals to the number of digits + number of symbols + 2 * number of letters, and it must be greater
Lenath than or equal to 8 for security of your password. If the final value after the sum of above
9 parameters is greater than 8, it will be used as the minimum of the range.
Non If the password strength level is STRONG, this parameter is configurable. You can click
Compliant Dictionary Settings for configuration. Each non-compliant word can contain 4-100 letters. After
Dictisnary configuration, the system will check passwords for non-compliant words during password

verification. If any non-compliant word (case-insensitive) is detected, the verification will fail.

Disabling custom password strength feature

1. Log in to the TDSQL-C for MySQL console.

2. Select the region at the top, find the target cluster in the cluster list, and click the cluster ID to enter the cluster
management page.

3. On the cluster management page, select Account Management and disable Custom Password Strength on

the right.
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Cluster Details Instance List Monitoring and Alarms Account Management Database Management Database Proxy
Account Name Host Maximum Connections Creation Time Update Time

4. In the pop-up window, click OK.

Custom Password Strength bl

Once the custom password strength is disabled, the parameters you set will
automatically be reset to the default value and will not be saved. Are you sure you want
to disable the custom password strength?

Batch Disable Cancel

5. In the pop-up window, you can click Batch Disable to select other clusters with the custom password strength
feature enabled and batch disable the feature.

Note:

Once the custom password strength feature is disabled, the parameters you set will be automatically reset to the
default value. If you enable the feature again, you need to configure these parameters again.

You can select up to 20 clusters in one batch disablement operation.
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Modifying Parameters and Configuring
Parameter Sync

Last updated : 2024-03-07 10:32:03

After the custom password strength feature is enabled, you can modify the feature parameters in the current cluster
and sync them to other clusters under your account. This document describes how to modify such parameters and

configure parameter sync.

Prerequisites

You have enabled the custom password strength feature as instructed in Enabling/Disabling Custom Password
Strength Feature.

Modifying Custom Password Strength Parameters

Note:

The password check strength levels are divided into MEDIUM and STRONG, with the Prohibited Word Dictionary
parameter only appearing when the strength is set to STRONG.

1. Log in to the TDSQL-C for MySQL console.

2. Select the region at the top, find the target cluster in the cluster list, and click the cluster ID to enter the cluster
management page.

3. On the cluster management page, select Account Management and click Strength Settings on the right.

Cluster Details Instance List Monitoring and Alarms Account Management Database Management Database Proxy Paral

Create Account

Account Name Host Maximum Connections Creation Time Update Time Rem:

4. In the pop-up window, click Next to enter the Parameter Settings page.

5. Within the parameter modification interface, establish a new parameter configuration, then click OK.
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Custom Password Strength

o Parameter Details > o Parameter Settings
Cluster ID/Name:
Parameter Name Parameter Value Walue Range

Password Strength Level (D) STROMNG v MEDIUM, STRONG

Min Mumber of Uppercase and Lowercase

1 150
Pair y
Min Mumber of Digits 1 1-~50
Min Number of Symbols 1 150

(5]

Min Password Length 8~256 (D)

Non-Compliant Dictionary 1 Dictionary Settings
QK Cancel

Setting Parameter Sync

Note :

If you are logging into the console using a sub-account, ensure that this sub-account is authorized to use the
parameter synchronization function for custom password strength. For detailed authorization function names and
operations, please refer to Granting Sub-User Feature Permissions.

After enabling the custom password strength feature in a cluster, you can use the parameter sync feature to sync the
configured custom password strength parameters, including Non-Compliant Dictionary, to other clusters in the
same region under the current Tencent Cloud account. If this feature is disabled in a target cluster, it will be enabled to
sync the parameters.

1. Log in to the TDSQL-C for MySQL console.

2. Select the region at the top, find the target cluster in the cluster list, and click the cluster ID to enter the cluster
management page.

3. On the cluster management page, select Account Management and click Strength Settings on the right.
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Cluster Details Instance List Monitoring and Alarms Account Management Database Management Database Proxy Paral
Account Name Host Maximum Connections Creation Time Update Time Rem:

4. On the parameter modification page, click Parameter Sync.

Custom Password Strength »

o Parameter Details ?

Strength Leve S5TRONG

:"::"Z:'"_:'.Z'Z'_ 1

Pararneter Sync

Mext Cancel

5. On the Parameter Sync page, select or deselect one or multiple clusters and click OK.
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Parameter Sync )

Clusters (3 in total) You have selected O clusters in total (up to 20 ca
Q selected )
ID:
ID:
D —
1 in tota 1 {1 page
Cance
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Resetting Password

Last updated : 2023-08-24 09:41:02

This document describes how to reset the password of the database admin account in the console.

Directions

1. Log in to the TDSQL-C for MySQL console.

2. Select a region at the top and proceed according to the actually used view mode.
Tab view

List view

Click Target Cluster in the cluster list on the left to enter the cluster management page.

< Hide cluster lists (3) Quick Check More v

® cynosdbmysql |

cynosdbmysql-mmeme-omll ~# Runing

ID cynosdbmysql =4 IO
cynosdbmysql il W E
Database Version 2.1.9 Upgrade Billing Mode Compute: Monthly Subscriptit
Project Default Project Adjust Cluster Expiration Time 2023-09-04 10:26:31 |
® cynosdbmysqlyjig - Renewal Settings ~ Set Deployment Mode ~ Single-AZ

Transfer Linkage  High 10

Tag 7

Cluster Details Monitoring and Alarms Account Management Database Management Database Proxy F

Find the target cluster in the cluster list and click the Cluster ID or Manage in the Operation column to enter the

cluster management page.

Quick Check More v

Cluster ID/Name Cluster ... Compatible Data... Y AZ Read/Write Address Read-Only Address Database Proxy Address
cynosdbmysqgl- Runni MySQL 5.7 a h (Private) * 4:3306 0

nnin; A uangzh...
cynosdbmysgl unning 4 g (Public) Disabled

3. On the cluster management page, select the Account Management tab and click Reset Password in the

Operation column.
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1000 2022-11-17 11:38:19 2022-11-17 11:36:19

4. In the pop-up window, enter the new password and click OK.
Note :
Password must contain 8-64 characters in at least three of the following four types: uppercase letters, lowercase

letters, digits, and symbols ( ~!@#S% s*_—+=|\\ () {}[1:;"'<>, .2/ ).
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Modifying Account Permission

Last updated : 2023-08-24 09:44:56

You can manage the permissions of existing database accounts in the console. Specifically, you can grant or revoke

global/object-level privileges for those accounts.

Account Permission Description

Permission

ALTER

ALTER ROUTINE

CREATE

CREATE ROUTINE

Description

Permission for modifying structure of the database table, including
modifying/adding/deleting table fields, and adding/deleting the table index

Permission for modifying a stored process and function
Permission for creating a database, table, view, stored procedure, and function

Creates routine objects such as stored procedures and functions

CREATE TEMPORARY . .

TABLES Permission for creating a temp table

CREATE USER Permission for creating a user and assigning permission for it

CREATE VIEW Permission for creating a view

DELETE Permission for deleting data from the specified table

DROP Permission for deleting a database, table, view, stored procedure, and function
EVENT Permission for creating, modifying, and deleting an event

EXECUTE Permission for executing the stored procedure and function

GRANT OPTION Permission for granting a permission to the specified user.

INDEX Permission for creating and deleting an index

INSERT Permission for inserting or writing new data into the table

LOCK TABLES Permission for locking the specified data table for read and write operations
PROCESS Permission for viewing information of all executing threads and processes
REFERENCES Permission for creating or deleting foreign key constraint in the current database
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RELOAD

REPLICATION CLIENT
REPLICATION SLAVE
SELECT

SHOW DATABASES
SHOW VIEW
TRIGGER

UPDATE

Directions

TDSQL-C for MySQL

Permission for reloading system configuration files, restarting or shutting down a
database

Permission for viewing and managing replication process status and parameters
Permission for replicating data from the Master server

Permission for viewing data in the specified table

Permission for displaying all databases in the current server

Permission for displaying views

Permission for creating and managing a trigger

Permission for updating data in the specified table

1. Log in to the TDSQL-C for MySQL console.

2. Select a region at the top and proceed according to the actually used view mode:

Tab view

List view

Click Target Cluster in the cluster list on the left to enter the cluster management page.

< Hide cluster lists (3)

® cynosdbmysql |

cynosdbmysql il i m E

® cynosdbmysqlig't -

Quick Check More v

cynosdbmysql-‘=mems wuill ~ Funning

D cynosdbmysg| =4 10
Database Version 2.1.9 Upgrade Billing Mode Compute: Monthly Subscript
Project Default Project Adjust Cluster Expiration Time 2023-09-04 10:26:31
Renewal Settings  Set Deployment Mode  Single-AZ

Transfer Linkage  High 10

Tag ’

Cluster Details Monitoring and Alarms Account Management Database Management Database Proxy §

Find the target cluster in the cluster list and click the Cluster ID or Manage in the Operation column to enter the

cluster management page.
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Quick Check More

Cluster ID/Name Cluster ... Compatible Data... ¥ AZ Read/Write Address Read-Only Address Database Proxy Address
| cynosdbmysgl- . | Aunni MySQL 5.7 a h (Private) - 4:33060)
unnin . uangzh...
cynosdbmysqgl 9 4 9 (Public) Disabled

3. On the cluster management page, select the Account Management tab and click Modify Permissions in the

Operation column.

Account Name Host Maximum Connections Creation Time Update Time

1000 2022-11-17 11:38:19 2022-11-17 11:36:19

4. In the pop-up dialog box, select or deselect permissions and click OK to complete the modification.
Global Privileges: Grant permissions to all databases in the instance.

Object-Level Privileges: Grant permissions to certain databases in the instance.

Set Permissions

Show More »

Set Database Permissions Batch Grant/Revoke Table Perr
Global Privileges B aurer ALTER ROUTINE
*+ Object-Level Privileges M CREATE CREATE ROUTINE

4 CREATE TEMPORARY TABLES CREATE USER
CREATE VIEW DELETE
DROP EVENT
EXECUTE GRANT OPTION
INDEX INSERT
LOCK TABLES PROCESS
REFERENCES RELOAD
Al

“ Preview Cancel

Note :
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To batch grant or revoke table permissions, click Batch Grant/Revoke Table Permissions, select Authorize or

Revoke in the pop-up window, select multiple target tables and permissions for authorization, and click OK.

Batch Grant/Revoke Table Permissions

Selected account:

0 Grant Revoke

Set Database Table Permissions

@ All permnissions (including the granted ones) are
deselected by default on this page.

ALTER CREATE

CREATE VIEW DELETE

DROP GRANT OPTION
INDEX NSERT
REFERENCES SELECT
SHOW VIEW TRIGGER
UPDATE
all

Cancel

To preview account permission modification, you can click Preview.

Preview Permission Modification W

GRANT ALTER CREATE,CREATE TEMPORARY TABLES ON =~ TO
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Modifying Authorized Host Address

Last updated : 2023-08-24 09:42:48

You can modify the host address authorized by a database account in the console. By doing so, you can control the

access to the database and enhance database connection security.

Directions

Note :

You can’t modify the host address of the root account.

1. Log in to the TDSQL-C for MySQL console.

2. Select a region at the top and proceed according to the actually used view mode.
Tab view

List view

Click Target Cluster in the cluster list on the left to enter the cluster management page.

& Hide cluster lists (3) Quick Check More ~

® cynosdbmysql | |

cynosdbmysql-=megs il / Auning

D cynosdbmysql =1 IO
cynosdbmysqli il =l
Database Version 2.1.9 Upgrade Billing Mode Compute: Monthly Subscrip
Project Default Project Adjust Cluster Expiration Time 2023-09-04 10:26:31
®  cynosdbmysqlyfig’t Renewal Settings Set Deployment Mode = Single-AZ

Transfer Linkage  High IO

Tag 7

Cluster Details Monitoring and Alarms Account Management Database Management Database Proxy

Find the target cluster in the cluster list and click the Cluster ID or Manage in the Operation column to enter the

cluster management page.

Quick Check More v

Cluster ID/Name Cluster ... Compatible Data... Y AZ Read/Write Address Read-Only Address Database Proxy Address
cynosdbmysql- Aunni MySQL 5.7 P h (Private) - 4:33060

unnin A uangzh,.,
cynosdbmysql 9 4 9 (Public) Disabled

3. On the cluster management page, select the Account Management tab and select More > Modify Host in the

Operation column.
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Create Account

Account Name Host Maximum Connections Creation Time Update Time
1000 2022-11-17 11:36:19 2022-11-17 11:36:19
root -- 2022-11-08 17:16:48 2022-11-08 17:17:05

4. In the pop-up window, enter a new host address and click OK.

Note :

The host address canbe an IP or % (indicating no limit on the IP range).

Example 1: Enter % to indicate no limit on the IP range, that is, clients at all IP addresses are allowed to use this
account to access the database.

Example 2: Enter 10.5.10.% toindicate that clients with an IP range within 10.5.10.% are allowed to use this

account to access the database.
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Modifying Account Connections

Last updated : 2023-08-22 15:43:12

TDSQL-C for MySQL allows you to modify the maximum connections of each account to the database in the console.
By doing so, you can prevent a single account from using up all connections.

This document describes how to modify the account connections in the console.

Directions

1. Log in to the TDSQL-C for MySQL console.

2. Select a region at the top and proceed according to the actually used view mode.
Tab view

List view

Click the target cluster in the cluster list on the left to enter the cluster management page.

& Hide cluster lists (3) Quick Check More v

® cynosdbmysql | |

cynosdbmysqjl-‘=mems wull /' Funning

D cynosdbmysql =4 10
cynosdbmysql |l g E
Database Version 2.1.9 Upgrade Billing Mode Compute: Monthly Subscriptic
Project Default Project Adjust Cluster Expiration Time 2023-09-04 10:26:31 |
® cynosdbmysqlyig't o
@ veakiie Renewal Settings Set Deployment Mode  Single-AZ

Transfer Linkage  High 10

Tag /5
Cluster Details Monitoring and Alarms Account Management Database Management Database Proxy F

Find the target cluster in the cluster list and click the Cluster ID or Manage in the Operation column to enter the

cluster management page.

Quick Check More ~

Cluster ID/Name Cluster ... Compatible Data... ¥ AZ Read/Write Address Read-Only Address Database Proxy Address
cynosdbmysgl- (Private) - 4:3306 01

Runnin MySQL 5.7 Guangzh...
cynosdbmysql unning ¥ 9 (Public) Disabled

3. Click Account Management, find the target account in the list, select More > Modify Maximum Connections in

the Operation column.
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A dam H X m Connections Creation T pdate Time
1000 2022-11-17 11:36:19 2022-11-17 11:36:19
root % -- 2022-11-08 17:16:48 2022-11-08 17:17:05

4. In the pop-up window to modify connections, enter a value in New Maximum Connections, and click OK.

Modify Maximum Connections

nections 1000

= aximum Connections 1222

Valid range of connections: 1-10240. If you don't enter a value, the maximum number of connections will be 10240.

Note :
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Modifying Account Remarks

Last updated : 2024-01-02 11:48:30

This document describes how to modify the remarks of a database account in the console to allocate and manage the

account resources.

Directions

1. Loginto the TDSQL-C for MySQL console.

2. Select a region at the top and proceed according to the actually used view mode.
Tab view

List view

Click Target Cluster in the cluster list on the left to enter the cluster management page.

< Hide cluster lists (3) Quick Check More v

® cynosdbmysql | |

cynosdbmysql-=megs wull ~ Auning

D cynosdbmysql =4 0
cynosdbmysql il Wl
Database Version 2.1.9 Upgrade Billing Mode Compute: Monthly Subscripti
Project Default Project Adjust Cluster Expiration Time 2023-09-04 10:26:31
® cynosdbmysqlyigs - Renewal Settings ~ Set Deployment Mode  Single-AZ

Transfer Linkage  High 10

Tag s

Cluster Details Monitoring and Alarms Account Management Database Management Database Proxy F

Find the target cluster in the cluster list and click the Cluster ID or Manage in the Operation column to enter the

cluster management page.

Quick Check More ~

Cluster ID/Name Cluster ... Compatible Data... Y AZ Read/Write Address Read-Only Address Database Proxy Address
cynosdbmysql- Runni MySQL 5.7 G h (Private) - 4:3306101

nnin, 3 uangzh...
cynosdbmysql unning 4 g (Public) Disabled

3. Click Account Management, find the target account, and click

&

#
after the remarks.
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Account Name Host Maximum Connections Creation Time Update Time

1000 2022-11-17 11:36:19 2022-11-17 11:36:19

4. In the pop-up window to modify the remarks, enter the remarks (up to 255 characters), and click OK.

Modify Remarks W
You have selected 1 account. Show Less a

Account Name Host
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Cloning Account

Last updated : 2023-08-22 15:55:51

This document describes how to clone an account in the console. The cloned account will inherit the account name,

host, remarks, and account permission information of the original account.

Directions

1. Loginto the TDSQL-C for MySQL console.

2. Select a region at the top and proceed according to the actually used view mode.
Tab view

List view

Click Target Cluster in the cluster list on the left to enter the cluster management page.

& Hide cluster lists (3) Quick Check More ~

® cynosdbmysql | |

CynOSdbmySqI-— _‘I‘ Running

ID  cynosdbmysql =4 IO
cynosdbmysql: il g E
Database Version 2.1.9 Upgrade Billing Mode Compute: Monthly Subscripti
Project Default Project Adjust Cluster Expiration Time 2023-09-04 10:26:31
® cynosdbmysqlyig'® o
@ vsalaile Renewal Settings Set Deployment Mode  Single-AZ

Transfer Linkage  High 10

Tag 7

Cluster Details Monitoring and Alarms Account Management Database Management Database Proxy F

Find the target cluster in the cluster list and click the Cluster ID or Manage in the Operation column to enter the

cluster management page.

Quick Check More ~

Cluster ID/Name Cluster ... Compatible Data... Y AZ Read/Write Address Read-Only Address Database Proxy Address
cynosdbmysqgl- Runni MySQL 5.7 G h (Private) - 4:3306 100

nnin; A uangzh...
cynosdbmysqlH unning 4 g (Public) Disabled

3. Click Account Management, find the target account in the account list, and click More > Clone in the Operation

column.
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Create Account

Account Name Host Maximum Connections Creation Time Update Time
1000 2022-11-17 11:36:19 2022-11-17 11:36:19
root -- 2022-11-08 17:16:48 2022-11-08 1717:05

4. In the Clone Account pop-up window, confirm the account information and enter the password, click OK.

©2013-2022 Tencent Cloud. All rights reserved. Page 195 of 490



@ Tencent Cloud TDSQL-C for MySQL

Deleting Account

Last updated : 2023-08-24 09:46:24

To disable an existing database account, you can delete it in the console.

Note :

A database account cannot be restored once deleted.

To prevent an unintentional deletion from disrupting business, you need to make sure that the database account to be

deleted is no longer in use by any applications.

Directions

Note :

The root account can’t be deleted.

1. Login to the TDSQL-C for MySQL console.

2. Select a region at the top and proceed according to the actually used view mode.
Tab view

List view

Click Target Cluster in the cluster list on the left to enter the cluster management page.

& Hide cluster lists (3) Quick Check More ~

® cynosdbmysaql | |

cynosdbmysql-mmege esill ~ Auming

ID cynosdbmysql =4 [0
cynosdbmysql il g E
Database Version 2.1.9 Upgrade Billing Mode Compute: Monthly Subscript
Project Default Project Adjust Cluster Expiration Time 2023-09-04 10:26:31
® cynosdbmysqlyg’® Renewal Settings ~ Set Deployment Mode  Single-AZ

Transfer Linkage  High 10

Tag p

Cluster Details Monitoring and Alarms Account Management Database Management Database Proxy

Find the target cluster in the cluster list and click the Cluster ID or Manage in the Operation column to enter the

cluster management page.

Quick Check More ~

Cluster ID/Name Cluster ... Compatible Data... Y AZ Read/Write Address Read-Only Address Database Proxy Address
cynosdbmysql- Runni MySQL 5.7 G h (Private) - 4:3306101

nnin; 3 uangzh...
cynosdbmysql unning 4 g (Public) Disabled
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TDSQL-C for MySQL

3. On the cluster management page, find the target account in the account list on the Account Management tab,

click More > Delete Account in the Operation column.

Create Account

Account Name Host Maximum Connections Creation Time
1000 2022-11-17 11:3&:19
root - 2022-11-08 17:16:48

4. In the pop-up window, confirm that everything is correct and click OK.
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Database Management
Creating Database

Last updated : 2023-11-22 14:30:41

This document describes how to create a database and manage database account permissions on the Database
Management tab in the TDSQL-C for MySQL console.

Directions

1. Log in to the TDSQL-C for MySQL console and click the ID of the target cluster in the cluster list or Manage in the
Operation column to enter the cluster management page.

2. On the cluster management page, select the Database Management page and click Create Database.

Create Database Import Data More -

Database Mame Status Character Type

test Running utfad utfB_general_ci

3. In the pop-up window, configure the following parameters and click OK:
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Add Database

_haracter Set = utf8(UTF-8 Unicade) (Default) -

* utfé_general_ci (Default) -

Username Account Permission Host Operation
- v - Delete

Add (specify the username, permission, and host) or delete an authorization record

add a new databasze account, please first create one on the Account Management page

Learn more about account authorzation

Cancel

Parameter Description

Database Enter the database name, which can contain up to 64 letters, digits, hyphens, and underscores
Name and must start with a letter and end with a letter or digit.

Character Set the character set supported by the database. For more information, see MySQL
Set documentation.

Collation Set the sorting rule of the database. For more information, see MySQL documentation.
Authorize Click Add and select the account to be authorized, permissions to be granted, and host
User information. You can also delete the authorization record.

Remarks Enter remarks for the database, which can contain up to 256 characters.
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Account authorization details

TDSQL-C for MySQL

You can grant an account the read-only, read-write, DML, DDL, and read-only & index permissions of the created

database. The permissions and corresponding SQL statements are as follows:

Permission

Read-only

Read-write

DML

DDL

Authorization
Details

SELECT
LOCK
TABLES
SHOW VIEW

ALL
PRIVILEGES

SELECT
INSERT
UPDATE
DELETE
CREATE
TEMPORARY
TABLES
LOCK
TABLES
EXECUTE
SHOW VIEW
EVENT
TRIGGER

CREATE
DROP
INDEX
ALTER
CREATE
TEMPORARY
TABLES
LOCK
TABLES
CREATE
VIEW
SHOW VIEW
CREATE
ROUTINE

Authorization SQL Statement

" "GRANT SELECT, LOCK TABLES, SHOW VIEW ON "database .*

TO 'account'@'S$' "

" "GRANT ALL PRIVILEGES ON "database  .* TO

'account'@'%'"

" "GRANT SELECT, INSERT, UPDATE, DELETE, CREATE

TEMPORARY TABLES, LOCK TABLES, EXECUTE, SHOW VIEW,

EVENT, TRIGGER ON “database” .* TO 'account'@'S$' "

" "GRANT CREATE, DROP, INDEX, ALTER, CREATE TEMPORARY

TABLES, LOCK TABLES, CREATE VIEW, SHOW VIEW, CREATE

ROUTINE, ALTER ROUTINE ON “database” .* TO

'account'@'%'" "

©2013-2022 Tencent Cloud. All rights reserved.

Page 200 of 490



@ Tencent Cloud TDSQL-C for MySQL

ALTER
ROUTINE

SELECT

INDEX -
Read-only LOCK GRANT SELECT, INDEX, LOCK TABLES, SHOW VIEW ON
& index ‘database’ .* TO 'account'@'$%' "

TABLES

SHOW VIEW
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Modifying Database Account Permission

Last updated : 2023-11-20 14:54:48

TDSQL-C for MySQL allows you to grant and modify database account permissions. As the root account has the
read-write permissions of all databases in a TDSQL-C for MySQL cluster, you cannot modify the permissions of the
root account. You can grant other accounts the read-write or read-only permissions for created databases on the

database management page.

Prerequisites

You have created an account other than the root account in your TDSQL-C for MySQL cluster as instructed in
Creating Account.

You have created at least one database in your TDSQL-C for MySQL cluster as instructed in Creating Database.

Directions

1. Log in to the TDSQL-C for MySQL console.

2. Select a region at the top and proceed according to the actually used view mode.
Tab view

List view

Click Target Cluster in the cluster list on the left to enter the cluster management page.

& Hide cluster lists (3) Quick Check More v

® cynosdbmysql | |

cynosdbmysql-‘=mems wmill / Funing

ID cynosdbmysg| =4 g
cynosdbmysql M ' m
Database Version 2.1.9 Upgrade Billing Mode Compute: Monthly Subscription/Storag
Project Default Project Adjust Cluster Expiration Time 2023-09-04 10:26:31 Renewal |
®  cynosdbmysquisiiis Renewal Settings Set Deployment Mode  Single-AZ

Transfer Linkage  High 10
Tag ’

Cluster Details Monitoring and Alarms Account Management Database Management Database Proxy Paramet¢

Find the target cluster in the cluster list and click the Cluster ID or Manage in the Operation column to enter the

cluster management page.
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Quick Check More ~

Cluster ID/Name Cluster ... Compatible Data... ¥ AZ Read/Write Address Read-Only Address Database Proxy Address
| cynosdbmysgl- . | Runni MySQL 5.7 a h (Private) - 4:330601
unnin A uangzh...
cynosdbmysql{ 9 4 9 (Public) Disabled

3. On the cluster management page, select the Database Management tab and click Modify in the Operation

column of the target database.

1 Instance List Monitoring and Alarms Account Management Database Management Database Proxy Parameter !
Database Name Status Character Type . Authorize User
~test Running utf8 utf8_general_ci

4. In the pop-up window, modify the permissions of the account and click OK.
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Modify Database

Username

tommy1 -

Learn more about account authorization

Note:

Account Permission

Read-Only «

TDSQL-C for MySQL

Host Operation

% Delete

n the Account Management page

Cancel

For more information on account authorization, see Creating Database > Account authorization details.
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Deleting Database

Last updated : 2023-09-12 14:56:41

You can delete databases created in a TDSQL-C for MySQL cluster on the Database Management tab in the

console.

Prerequisites

You have created at least one database in your TDSQL-C for MySQL cluster as instructed in Creating Database.

Directions

1. Log in to the TDSQL-C for MySQL console.

2. Select a region at the top and proceed according to the actually used view mode.
Tab view

List view

Click Target Cluster in the cluster list on the left to enter the cluster management page.

TDSQL-C Cluster List = ®© Beiing3  Other regions 12

< Hide cluster lists (3) Quick Check More v

@® cynosdbmysql! B

cynosdbmysql-mmsmssigs ~ Fuming

D cynosdbmysql-f (3]
cynosdbmysql- il i’
Database Version 2.1.9 Upgrade Billing Mode Compute: Monthly Subscr
Project Default Project Adjust Cluster Expiration Time 2023-09-04 10:26:3
®  cynoscbmysal Renewal Settings Set Deployment Mode  Single-AZ

Transfer Linkage  High 10

Tag /7

Cluster Details Monitoring and Alarms Account Management Database Management Database Proxy

Find the target cluster in the cluster list and click the Cluster ID or Manage in the Operation column to enter the

cluster management page.
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TDSQL-C Cluster List = ® Beiing3  Other regions 12 v
Quick Check More
Cluster ID/Name Cluster ... Compatible Data... Y AZ
cynosdbmysql- _ .
Running MySQL 5.7 Beijing Z....

cynosdbmysgl

Read/Write Address

(Private)
(Public) Disabled

TDSQL-C for MySQL

Read-Only Address Database Proxy Address

:3306 01

3. On the cluster management page, select the Database Management tab, find the target database, and click

Delete in the Operation column.

TDSQL-C Cluster List

@ Beiing 3  Otherregions 12 v

Quick Check More v

Cluster ID/Name Cluster ... Compatible Data... Y AZ
cynosdbmysql- B .
Running MySQL 5.7 Beijing Z...

cynosdbmysql-”

Note :

Read/Write Address Read-Only Address Database Proxy Addr

(Private) :3306 0

(Public) Disabled

You can also batch delete databases by selecting them and clicking More > Batch Delete above the list.

TDSQL-C Cluster List = ® Beiing3  Other regions 12 v
Quick Check More ~
Cluster ID/Name Cluster ... Compatible Data... Y AZ
cynosdbmysgl- R .
Running MySQL 5.7 Beijing Z...

cynosdbmysqgl-

Read/Write Address

(Private)
(Public) Disabled

Read-Only Address Database Proxy Address

:330610

4. In the pop-up window, confirm that everything is correct and click OK.
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Database Management Tool
DMC Overview

Last updated : 2023-02-07 11:56:37

Database Management Center (DMC) is a one-stop Tencent Cloud database management tool. Services supported
include database/table-level operations, real-time monitoring, instance session management, SQL window, and data

management.

Description

Data management

It supports database operations such as creating and deleting databases/tables, modifying table structures, and
maintaining table data.

Database instance session management

It displays multidimensional instance session information to help you easily view and perform relevant operations.
Database monitoring

It supports multidimensional monitoring of database status, InnoDB row operations, database connections, and traffic.
SQL window

It provides a SQL compiler and can save frequently used SQL templates and custom SQL statements. It can also

display and export SQL statement execution results.

Benefits

Ease of use

DMC aims to provide easy-to-use database management services. You can use the convenient operation interface to
perform database operations such as creating databases/tables.

Visualization

You do not need to separately install drivers or applications to use DMC. Instead, you just need to log in to the DMC
console to manage, monitor, and manipulate databases in multiple dimensions through the visualization management
page.

Real-time database status monitoring

DMC can collect database instance data in real time such as CPU utilization, number of connections, and storage
capacity usage, so as to intuitively display database instance running conditions.

Real-time database performance monitoring

DMC supports database performance monitoring at the second level, covering multiple monitoring items related to
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MySQL status, InnoDB row operations, threads, and network to help you monitor fluctuations in each performance
item in real time. In addition, it supports the categorized calculation of sessions and allows you to kill instance

sessions, helping you quickly locate causes of exceptions and implement performance optimization.
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DMC Management

Last updated : 2024-07-01 15:11:41

This document describes the features of DMC, such as database/table creation, database management, instance

session management, data import/export, and visualized table data editing.

Creating Database

1. By employing one of the following three login methods, log in to the DMC console.

Directly log in to the DMC console.

Or, log in to the TDSQL-C for MySQL console and click Log In in the Operation column in the cluster list (list view).
Or, log in to the TDSQL-C for MySQL console, click the target cluster in the cluster list to enter the cluster
management page, and click Log In in the top-right corner (tab view).

2. On the navigation bar, select Create > Create Database > Create Database.

Database Management Instance Session SQL Window Import/H

information_schema [ Sy Create Database

Create Table
Create View
nstance cynosdbmysgl- q

Create Stored Procedure
rE'I
e . nstance MName cynosdbmysgl- q
g- Create Function

) De MySQL 2.0
Create Trigger
Beijing
EE"’ Create Event
g ) )
®© Status Running
=
g
® Specification Storage Space 30 GB
=
Creation Time 2022-11-10 10:33:37

Database Character Set utfa
-
=
a0
2 Query Character Set utfa A
g

3. In the pop-up window, configure the new database.Click OK to complete the creation process.
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Create Database W
ful af = utfa = fal -
utfs_general_ci (Default L
(0]04 Cancel
Parameter Description

Enter the database name, which can contain up to 64 characters, consisting of
Database Name uppercase and lowercase letters, numbers, hyphens (-), and underscores (_), and
must start with a letter and end with a letter or digit.

Character Set Select the character set. Refer to the console for supported character sets.

After selecting the character set, the collation will be selected by default. Refer to the

Collation . _
console for specific collations.

Creating Table

1. By employing one of the following three login methods, log in to the DMC console.

Directly log in to the DMC console.

Or, log in to the TDSQL-C for MySQL console and click Log In in the Operation column in the cluster list (list view).
Or, log in to the TDSQL-C for MySQL console, click the target cluster in the cluster list to enter the cluster
management page, and click Log In in the top-right corner (tab view).

2. First, select the database in which you wish to create a table from the options on the left. Then, navigate to and
select Create > Create Table from the navigation bar.

3. On the page for creating a new table, after completing the necessary configurations as required, click Submit .
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Database: information_schema

Basic Info

Basic Info

Parameter
Basic Information

Column
Information

Index

Foreign Key

Column Info

InnoDE

S0QL Change Preview

Description

Index

Foreign Key

Partition

TDSQL-C for MySQL

On the Basic Information Page, you need to set the table name, add remarks (optional),
choose the storage engine (default is InnoDB; for other engines, refer to the actual
console), set the character set, set validation rules, set row format, set average row

length, set minimum row length, and set maximum row length.

On the Column Information Page, you can use add, delete, insert, move up, and move
down operations to configure the table's columns.

On the Index Page, you can add new indexes. It helps quickly locate data rows with
specific data values. Refer to the console for the specific supported index types and

indexing methods.

On the Foreign Key Page, you can add new foreign keys. Foreign keys are used to
establish constraints on relationships between tables. A foreign key constraint specifies a
column in one table whose values must match the values in a column of another table.

This matched column is usually the primary key of the other table.
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On the Partition Page, you can improve query performance and simplify data

Partition
maintenance and management by dividing table data into multiple partitions.

Note:

For more information on the character set and sorting rule, see MySQL documentation.

Database management

Log in to the DMC console, select Database Management on the navigation bar at the top, and create, edit, or

delete databases on the displayed page.

Database Management Instance Session SQL Window Import/Export Instance: cynosdbmysql-
M) Homepage Database Management
'

Database Name Character Set Collation
information_schema (System database utf8 (UTF-8 Unicode utfd_general_ci (Default
performance_schema (System database utfd8mb4 (UTF-& Unicode utfémb4d_0900_ai_ci (Default
mysql (System database utfd (UTF-8 Unicode utid_general_ci (Default
sys (System database utfd8mb4 (UTF-2 Unicode utf8mbd_0900_ai_ci (Default
_ cdb_recycle bin__ (System database utidmb4 (UTF-2 Unicode utf@mb4_0900_ai_ci (Defaull
test ulfd (UTF-2 Unicode utf8_general_ci (Default

Instance session management

Log in to the DMC console, select Instance Session on the navigation bar at the top, and enter the instance session
management page. You can view the details of all database sessions in the instance from four dimensions: session
overview, users, access sources, and databases.

DMC allows you to kill sessions, facilitating your session management.
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Homepage Instance Session

All Active Sleep Kill Session by Condition Filter + Server time: 02-07 11

Session ID Duration Database

Session Overview By User(1) By Access Source(2)

No. Item User Active Total Source Active Total

913

SQL window

Log in to the DMC console, select SQL Window on the navigation bar at the top, or click SQL Operation on the
Operation menu on the left sidebar to access the SQL window, which supports the following features:

Run SQL commands and view results

Optimize SQL statement formats

View SQL command execution plans

Save commonly used SQL statements

Use SQL templates

Export SQL statement execution results
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Homepage sQL
Format Optimization Execution Flan Save test v function button

1 SELECT * FROM tb1

SQL output area 3

Info Execution Result 1

Export data Refresh result display area

test1

s

Import/Export

Log in to the DMC console, select Import/Export > Data Importing or Data Exporting on the navigation bar at the

top, and you can import data into or export data from a database.

Database Management Instance Session SQL Window Import/Export Instance: cynosdbmysql-9fcldvhq (
v Q Homepage sSaL Import/Export
+
Data Importing Data Exporting
Task ID Task Type Database Data Table Task Status nitiator Initiation

Mo data yet

Visualized table data editing

DMC for TDSQL-C for MySQL supports inserting, deleting, and updating data. You can click a table in the table list on
the left sidebar to insert, delete, and update its data in batches in the right pane, and then click OK in the Quick

Operation pane to preview the SQL statements and implement the modification.
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DMC Create v Database Management Instance Session SQL Window Import/Export Instance: cynosdbmysql-

test ] Homepage saL Import/Export th1 | Edit Table } i
_— quick operation a
Q| + function key area
Add Export Copy v [#] EH Quick Operation > Quick Operation
» Bl Operation » Set Displayed Columns
test1 $ -
H click open e M
< ETSE LColumn Name
2
test1

Ep data presentation and editing area
g
o
a
]
S
2
o
=
E
-
<
E
= SELECT * FROM “tb1” LIMIT 50 O
E
4=
=
&
]
- P ol Rows @ 50 v 2T
>
3
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Columnar Storage Index (CSI)
Introduction
Feature Overview

Last updated : 2024-06-07 16:50:50

Background

As more and more users migrate their core systems to the cloud, the amount of user data is rapidly expanding, and
business logic is becoming increasingly complex. Although the cloud-native architecture of TDSQL-C for MySQL can
handle transaction requests competently, queries based on row store may not always meet response time
requirements of diverse analytical queries from users. A standard solution is to use data synchronization tools to
replicate the data of the transaction system into a separate analysis system and route the user's query and analysis
requests to this system. However, this solution harbors issues such as additional costs for data synchronization and
independent analysis clusters, as well as problems related to real-time performance and data consistency of
synchronization.

To address these challenges, TDSQL-C for MySQL provides the Column Store Index (CSI) feature that stores,
retrieves, and manages data in a column-wise format, achieving higher query performance and data compression

ratio.

Advantages

Compared to conventional row-based storage, CSI can achieve great query performance improvement using column-
based data storage and query processing and significantly improve the data compression over the uncompressed

data size.

Supported Versions

The kernel version is TDSQL-C for MySQL version 8.0 3.1.14 or later.

Note:

For read-only instances that meet the version requirements, the CSI feature can be enabled only on those with four or
more CPU cores.
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Application Scenarios

Scenarios requiring real-time analysis of online data, such as online report and data dashboard.

Scenarios involving analytical queries for large volumes of data.

Technical Principle

Read-Write Instance Read-Only Instance
SQL Parser SQL Parser
SQL Optimizer SQL Optimizer
OLTP Executor OLAP Executor OLAP Executor OLTP Execu
Buffer Pool Column Store Buffer Poc
Col Col Col
REDO Log REDO Log Replication
B e Storage s 1

The CSl feature of TDSQL-C for MySQL is based on the following three key technologies:

1. Row-column mixed storage of data

TDSQL-C for MySQL stores data in a row-wise format by default. However, column-based storage can better support
data analysis and query. Based on a unified architecture, column store indexes can be created for row store tables,
thereby achieving mixed data storage.

2. Generation and scheduling of hybrid row/column scheduling plans

TDSQL-C for MySQL uses the optimization statistics and cost-based optimization (CBO) model to assess the cost of
plans. It adapts column store indexes to the current row store optimization model and includes the indexes in the CBO
search space. In this way, it pushes down execution plan segments for mixed scheduling.

3. Efficient computation
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Data is stored in data blocks in a column-wise format. During computing, only the data of required columns are
retrieved, thus significantly reducing I/O layer overheads, particularly in scenarios involving large wide tables.
Additionally, columnar data is stored in a more compact manner in the memory. Operators can process the column
data of multiple rows in a batch during computing to fully utilize the cache affinity, thereby improving computational
efficiency.
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Supported Statements and Restrictions

Last updated : 2024-06-07 16:53:57

This document describes the supported statements of and restrictions on the Column Store Index (CSI) feature.

Prerequisites

The kernel version is TDSQL-C for MySQL version 8.0 3.1.14 or later.
Note:

For read-only instances that meet the version requirements, the CSI feature can be enabled only on those with four or
more CPU cores.

Supported Statements

TDSQL-C for MySQL supports queries using SQL statements involving the following scenarios. More scenarios will

be gradually supported in the future.

Scenario Description
Single-table Forward and reverse scans are supported for full-table scan, index scan, index range scan,
scan and other types of single-table scans.

A variety of join algorithms such as nested loop join, hash join, and sort-merge join are

Multi-table join , .
supported for multi-table joins.

Subquery Non-correlated subqueries are supported.

Queries of various types of data are supported, including integer, character, floating-point,

Data type ,

and datetime data.
. Arithmetic expressions (+, -, *, %, /, |, &), conditional expressions (<, <=, >, >=, <>,

Operation i , . .

formula between/and, In), logical operations (or, and, not), general functions (character, integer, and
datetime functions), and aggregate functions (count, sum, avg, min, max) are supported.

Viewing of The EXPLAIN statement can be used to view the execution plan that is pushed down.

execution plan However, the COLUMNSTORE flag is only displayed when using the EXPLAIN

pushed down FORMAT=TREE statement.

Restrictions
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TDSQL-C for MySQL will continue to enhance the CSl-based querying capability. Currently, restrictions on the CSI

feature are as follows:

Index Creation

Only one column store index can be created for each table.

Column store indexes cannot be created when Generated Column, BLOB, TEXT, JSON, BIT, and GEOMETRY are
used.

The COPY algorithm cannot be used to create or delete a column store index or to delete an index first and then add
again.

Column store indexes cannot be created for non-InnoDB tables.

DDL-Based Operation on Tables with Column Store Indexes

Partitioning operations on tables with column store indexes are not supported.

Use of Column Store Indexes in SELECT Statements

DML SELECT statements, including INSERT ... SELECT and REPLACE ... SELECT, are not supported.

Common table expressions (CTEs) are not supported.

Window functions are not supported.

WITH ROLLUP is not supported.

UNION is not supported.

Transactions with isolation levels other than ReadCommit are not supported.

Statements for addling locks during data read, such as SELECT FOR UPDATE and SELECT ... FOR SHARE, are not
supported.

Stored Procedures are not supported.

SQL_MODE statements, such as MODE_PAD_CHAR_TO_FULL_LENGTH and MODE_INVALID_DATES, are not
supported.

GIS-related functions such as SP_WITHIN_FUNC and ST_Distance are not supported.

Custom functions created by users are not supported.

XML functions such as XML_STR are not supported.

Lock-related functions, such as IS_FREE_LOCK, IS _USED_LOCK, RELEASE_LOCK, RELEASE_ALL_LOCKS,
and GET_LOCK, are not supported.

Precautions

CSl-based queries may have the following issues:
Unordered Result Set
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When no ORDER is specified, the result set order of CSl-based queries may be different from that of B-tree queries
due to the data storage difference. In fact, this is in accordance with ANSI standards. However, it is better to specify a
sorting rule to obtain results consistent with those of serial queries if the user is sensitive to the result set order.
Precision and Truncation Issues

Use of CSl can lead to subtle differences in the final results, as the storage and computation precision of certain data
types may not completely be the same as MySQL, potentially causing precision or truncation issues of the floating-
point data.

Increase in Errors or Alerts

For queries that report errors or alerts during serial execution, the overall number of errors or alerts may increase
when CSl is used for queries because each working thread may report errors or alerts during parallel execution.
Impact on Resources

The buffer pool will occupy system memory space when CSl is used.

The parallel execution of CSl-based queries will consume more threads, memory, and |/O resources, compared with

serial queries that use only one thread.

©2013-2022 Tencent Cloud. All rights reserved. Page 221 of 490



@ Tencent Cloud TDSQL-C for MySQL

Utilization of Columnar Storage Indexes
Basic Settings

Last updated : 2024-07-18 14:10:07

This document describes operations related to Column Store Index (CSl).

Prerequisites

The kernel version of TDSQL-C for MySQL 8.0 is 3.1.14 or later.
Note:

For read-only instances that meet the version requirements, the CSI feature can be enabled only on those with four or
more CPU cores.

Enabling or Disabling CSI

1. On the cluster list page, go to the instance details page according to the view mode.

Tab View

List View

1. Log in to the TDSQL-C for MySQL console, and click the target cluster in the cluster list on the left to go to the
cluster management page.

2. On the Cluster Details tab, click Details of the target instance next to the instance ID to go the instance details

page.
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Read-Write Instance

p=r UJ @ 2
i

Instance ID cynosdbmysql-ins-j Id W:

Instance Name cynosdbmysgl-ins-j* i|m #
Configuration 2-core/4 GB MEM Adjust Configurations
Status ® Running i
Instance Type Read-Write Instance
Network Change Network
Expiration Time ® 2023-12-04 10:26:31 Renewal Management
Read/Write Address  private Host 13 Port 3306 fy #
Publi -- Enable
c

1. Log in to the TDSQL-C for MySQL console, find the cluster whose character set needs modification in the cluster
list, and click the Cluster ID to go to the cluster management page.
2. On the cluster management page, select the Instance List tab. Locate the read-write instance or read-only

instance for which you intend to enable or disable CSl, and click the instance ID to access the instance details page.

Cluster Details Instance List Monitoring and Alarms Account Management Database Management Database Proxy Parameter Settings Security Group Backup Management Operati
Read-Write Instance Read-Only Instance

Instance ID/Name M... AZ Private/Public Network Addr... Expiration Time Instance Type Instance Status Instance Configuration

cynosdbmysgl-in¢
cynosdbmysql-ing

(Private) 13:3306
(Public) Disabled

2. Click the icon for edition next to the Instance Type field.

i Beiing Z.. 2023-12-04 10:26:31 Read-Write Instance Running 2-core/4 GB MEM

3. In the pop-up window, change the instance type and then click Check.
If the instance type changes from Line Store to Mix Store, the CSl feature is enabled.

If the instance type changes from Mix Store to Line Store, the CSI feature is disabled.

Creating Column Store Indexes

After the CSlI feature is enabled, the following commands can be used to create column store indexes:

1. Create indexes when creating the table.
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CREATE TABLE table_name (coll, col2,... COLUMNSTORE INDEX [index_name] [ (coll, col2

2. Create indexes after the table is created.
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CREATE COLUMNSTORE INDEX [index_name] ON table_name[ (coll, col2,...)];
ALTER TABLE table_name ADD COLUMNSTORE INDEX [index_name] [(coll, col2,...)]1;

Deleting Column Store Indexes

After the CSlI feature is enabled, the following command can be used to delete column store indexes:
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ALTER TABLE table_name DROP INDEX index_name;

Renaming Column Store Indexes

After the CSl feature is enabled, the following command can be used to rename column store indexes:
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ALTER TABLE table_name RENAME index old_index_name to new_index_name;

Using HINT Statements for Column Store Indexes

1. Enforce statements to use row store indexes or column store indexes.

Enforce statements to use row store indexes.
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SELECT a FROM t IGNORE INDEX (csi);

Enforce statements to use column store indexes.
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SELECT a FROM t FORCE INDEX (csi);

2. Use HINT statements for parallel CSl-based queries.
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SELECT /*+PARALLEL(2)*/ a FROM t FORCE INDEX (csi);

Example of Creating a Table and Column Store Index
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CREATE TABLE t (a int, columnstore index csi (a));
INSERT INTO t VALUES (0), (1), (2);

SHOW CREATE TABLE t;

SHOW INDEX FROM t;

Execution result:
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MySQL [test]> CREATE TABLE t (a int, columnstore index csi (a));

Query OK, 0 rows affected (0.01 sec)

MySQL [test]> INSERT INTO t VALUES (0), (1), (2);

Query OK, 3 rows affected (0.01 sec) Records: 3 Duplicates: 0 Warnings: 0
MySQL [test]> SHOW CREATE TABLE t;

o e
| Table | Create Table

o e
| t | CREATE TABLE "t ( ‘a’ int DEFAULT NULL, COLUMNSTORE KEY “csi® (" a’)
et o

MySQL [test]> SHOW INDEX FROM t;
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- o fom o fom e +—————
| Table | Non_unique | Key_name | Seqg_in_index | Column_name | Collation | Cardinal
R o Fom o Fom o R
| t | 1 | csi | 11 a | NULL |
o o e o fo——————— e o
1 row in set (0.00 sec)

Usage of HINT

1. Enforce statements to use column store indexes.
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SELECT a FROM t FORCE INDEX (csi);
EXPLAIN FORMAT=TREE SELECT a FROM t FORCE INDEX (csi);

Execution result:
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MySQL [test]> SELECT a FROM t FORCE INDEX (csi);

f————— 4
| a |
S +
| 0 |
| 1|
| 2|
o +

3 rows 1in set (0.00 sec)

MySQL [test]> EXPLAIN FORMAT=TREE SELECT a FROM t FORCE INDEX (csi);
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| EXPLAIN
+

| —> COLUMNSTORE Index scan on t using csi (cost=1.30 rows=3)

1 row in set (0.00 sec)

2. Enforce statements to avoid using column store indexes (using row store indexes).

SELECT a FROM t IGNORE INDEX (csi);
EXPLAIN FORMAT=TREE SELECT a FROM t IGNORE INDEX

(csi);

Execution result:
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MySQL [test]> SELECT a FROM t IGNORE INDEX (csi);

f————— 4
| a |
S +
| 0 |
| 1|
| 2|
o +

3 rows 1in set (0.00 sec)

MySQL [test]> EXPLAIN FORMAT=TREE SELECT a FROM t IGNORE INDEX (csi);
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| EXPLAIN |
| —> Table scan on t (cost=0.55 rows=3) |

1 row in set (0.00 sec)

Viewing Creation Status of Column Store Indexes

show create table TABLE

Note:

By default, the COLUMNSTORE prefix is not displayed. It will be displayed only when
columnstore_display_in_show_create is set to 1.

show index from TABLE

explain format=tree

Note:

Once CSl is enabled, explain format=tree can be used to check the status of column store index creation. The
statement checks if the execution plan operator has the COLUMNSTORE prefix to determine whether the operator
uses column store indexes for query execution. The COLUMNSTORE prefix is not displayed by default. It will be
displayed only when format is set to tree.
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Parameter Configuration and Monitoring
Metrics

Last updated : 2024-06-07 14:38:10

This document describes the parameter configuration and monitoring metrics of Column Store Index (CSI).

Prerequisites

The kernel version of TDSQL-C for MySQL 8.0 is 3.1.14 or later.
Note:

For read-only instances that meet the version requirements, the CSI feature can be enabled only on those with four or
more CPU cores.

Parameters
Defaul Val
Name Type etault aue Description
Value Range
Total memory of C-
. 0, Store (size of the CSI
columnstore_buffer _pool_size int 1024
- —PooL INT_MAX buffer pool), in MB.
If the number of data
rows in an index table
is less than this
threshold, the data of
the table will not be
0, accessed through
columnstore_scan_pushdown_rows_threshold int 100000 g

INT_MAX column storage. This
parameter is not a
global parameter and is
effective only for
instances with the CSI
feature enabled.

CSI Monitoring Metrics
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Metric Name Unit

Innodb_csi_select_pushdown

Innodb_csi_select_fallback

innodb_csi_lag_seconds Second
Innodb_csi_disk_usage GB
txsqgl_csi_fail

©2013-2022 Tencent Cloud. All rights reserved.

Aggregation
Method

SUM

SUM

MAX

MAX

SUM

TDSQL-C for MySQL

Description

Number of executed statements for CSl-based
queries.

Number of CSlI rollback statements.

Synchronization delay between read-write
instances and instances with CSI| enabled.

Storage space used by column store indexes.

Number of column store indexes failed to be
created.
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Performance Test Report

Last updated : 2023-12-12 14:40:17

This document is the Column Store Index (CSI) performance test report of TDSQL-C for MySQL.

Standard Performance Test Report

Data set: TPC-H.

Tested data volume: 100 GB.

Instance specification: 32 cores and 256 GB of memory.

Query: execution time speedup of Q1, Q3, Q6, Q7, Q8, Q9, Q11, Q12, Q14, Q15, and Q19.

Execution Time

Query Non-CSl (s) CSl (s) Speedup
Q1 1419.89 738.03 1.92
Q3 427.04 203.61 2.10
Q6 310.66 23.72 13.10
Q7 1246.7 390.99 3.19
Q8 661.36 162.96 4.06
Q9 1800 1131.23 1.59
Q11 436.65 33.93 12.87
Q12 357.25 211.42 1.69
Q14 329.48 48.19 6.84
Q15 709.06 99.90 7.10
Q19 561.56 269.04 2.09

Execution Time Speedup
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CSI Performance Test Results of TDSQL-C for MySQL
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Conclusion

CSl can improve the query performance by significantly reducing the time consumed by queries.
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Parameter Configuration
Parameter Overview

Last updated : 2023-03-01 14:33:46

This document describes system variables (also known as parameters), which are configurations items used to

manage and control a database.

Use cases

TDSQL-C for MySQL provides a rich set of parameters for you to optimize the database performance. In the console,
you can directly modify the default values of database parameters for formats, permissions, feature enablement,

character set, execution conditions, cache size, and time/quantity/size limits to better suit your needs.

Parameter categories

TDSQL-C for MySQL parameters are divided into global parameters and session parameters. Once configured,
values of global parameters will take effect for all instances in the cluster, while values of session parameters only

apply to the target instance and can be synced to other instances.

Supported parameter operations

Select one of many preset templates with default parameter values when creating a TDSQL-C for MySQL cluster to
improve the performance while guaranteeing the stability.

Adjust parameter values individually or in batches based on your business needs to flexibly adapt to different use
cases.

Create custom templates by modifying a default parameter template.

Generate templates by importing parameters from configuration file my.conf .

Save parameter configurations as templates and apply them to other clusters.

Use formulas to set the values of certain parameters. When the instance specification is changed, parameter values
set with formulas will also be automatically changed accordingly to keep the database in the optimal or most stable
status.

Use global and session parameters.
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References

For more information on how to modify parameters individually or in batches, modify parameters by importing a
parameter template or configuration file, export the parameter configuration file, or query parameter modifications, see
Setting Instance Parameters.

For more information on how to create, copy, import, export, or delete parameter templates and modify parameter
values in parameter templates, see Applying Parameter Template.

For suggestions on how to set parameters, see Suggestions on Parameter Configuration.
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Setting Instance Parameters

Last updated : 2023-12-06 16:57:27

This document describes how to modify parameters and view parameter modifications in the console.

Notes

To ensure instance stability, only some parameters can be modified in the console. These parameters are displayed
on the Parameter Settings tab.

If the modified parameter requires instance restart to take effect, the system will ask you if you want to restart. We
recommend that you do so during off-peak hours and ensure that your application has a reconnection mechanism.
Parameter task: You can query the details of parameter modification tasks in the task list.

Parameter modification tasks that haven't been executed yet can be canceled.

If a cluster already has an ongoing parameter modification task, modifying parameters again will fail.

Global parameters can be modified only on a read-write instance. Once modified, they will be applied to all instances

in the cluster. Session parameters can be set in individual instances in the cluster.

Modifying one parameter

1. Log in to the TDSQL-C for MySQL console, find the target cluster in the cluster list, and click the cluster ID to enter
the cluster management page.

2. On the cluster management page, click the Parameter Settings tab, select the target instance ID (global
parameters can be modified only on a read-write instance and will take effect for the entire cluster once configured,

while session parameters can be set in individual instances).

Cluster Details Instance List Monitoring and Alarms Account Management Database Management Database Proxy Parameter Settings
Read-Write:cynosdbmysgl-ins-¢ | Modify Parameters Import Parameters Export Parameters Import from Template
| Q

Read-Write:cynosdbmysql-ins— a(cynosdbmysql-ins-egwit5... JEREEEVCETIREITER] Current Value Acceptable V.

Read-Only:cynosdbmysgl-ins-f 1{cynosdbmysqgl-ins-fdgOre...
AU sy u e 1 1/ [1-65535]

Note:
TDSQL-C for MySQL provides the Global Parameters field to help you quickly distinguish between parameters that

take effect for the entire cluster and that can be set separately for different instances. Once configured, values of
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global parameters will take effect for all instances in the cluster, while values of session parameters will only apply to
the target instance and can be synced to other instances.

3. Find the target parameter in the parameter list and click

L

F
in the Current Value column.

Note:
You can quickly find the target parameter in the search box on the right of the Parameter Settings tab.

Cluster Details Instance List Monitoring and Alarms Account Management Database Management Database Proxy Parameter Settings Security Group Backup Management
Read-Writexcynosdbmysql-ins-] « mport Parameters Export Parameters Import from Template Save as Template Q Recer

Parameter Name Instance... Global Parameter... Default Value(7) Current Value Acceptable Values

4. Enter the target parameter value as prompted in the Acceptable Values column and click

e
to save the change. You can also click

it
to discard the change.
Note:
If the

%
icon is displayed before a parameter value, the parameter supports two value types: integer and formula. After the

parameter is set based on a formula, the value will change automatically along with specifications such as CPU and

memory (you can only modify numeric variables in a formula; for more information, see Parameter Formula).

Parameter Name Instance...  Global Parameter...  Default Value() Current Value Acceptable Value

avoid_temporal_upgrade(s) Mo Yes OFF OFF # [ONJOFF]
back_log(® Yes No 3000 30004 [1-65535]
binlog_cache size(®) No No % 32768 % 32768[7] [4096-18446744073
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Parameter Name

avoid_temporal_upgrade(@)
back_loa(®)
binlog_cache_size i)

binlog_checksum )

5. Click

e

Instance...

Mo

Yes

No

Global Parameter...

es

Mo

No

Yes

Default Value(7)

OFF

3000

% 32768

CRC32

TDSQL-C for MySQL

Current Value Acceptable Values

OFF # [OMICFF]
3000 # [1-65535]
Integer ¥ | 4096 X [4096-184467440737C

Formula

[MONE|CRC32]

. In the pop-up window, confirm that everything is correct, set Execution Time, and click OK.

Execution Time:

If Execute now is selected, modification will be triggered immediately upon confirmation.

If During maintenance time is selected, the parameter will be modified within the maintenance time of the instance.

For more information, see Modifying Instance Maintenance Time.

Note:

When you confirm the parameter modification, the system will ask you whether to restart the database instance. You

can select Execute now or During maintenance time.

The page displayed when you modify a parameter that doesn't involve restart is as follows:
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Modify Parameters

The following global parameters will take effect for all instances once modified.

Parameter Name Original Value Mew Value nstance Restart Global Parameters

binlog_checksum CRC32 MONE Mo Yes

Execute now During maintenance time Cance

The page displayed when you modify a parameter that involves restart is as follows:
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Modify Parameters

Maedifying this parameter will cause 1 instance to restart. Continue now?

The following global parameters will take effect for all instances once modified.
Parameter Name Original Value Mew Value nstance Restart Global Parameters

character_set_server utfs latin1 Yes Yes

Wl | have read and aaresd to the restart rules _ ) B . ~
. Ve Teald Sl aglisstd T L Testalt Tl Execute now DLFIFIQ rmaintenance time Lance

If the modified parameter is local, the system will ask you whether to sync its value to other instances.
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Modify Parameters

The following non-global parameters can be applied to

. . Select
different instances. an
instanre
Parameter Name Original Value Mew Value
automatic_sp_privileges OM OFF
Execute now

TDSQL-C for MySQL

Read-Writexcynosdbmysgl-ins- {gmosd. ™

Curing maintenance time

You can also select the target instance ID in the drop-down list to sync the value to it.
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Modify Parameters

The following non-global parameters can be applied to _ _
different instan - Read-Write:cynmosdbmysgl-ins- oynosd...
ameter Name Original Value New Va Read-Writexoynosdbmysgl-ins- fcynosdbmysgl-ins-
automatic sp_privileges ON OFF Real:l Onlyscynosdbmysgl-ins-f {cynosdbmysgl-ins-1

Execute now During maintenance time Cance

Batch modifying parameters

1. Log in to the TDSQL-C for MySQL console, find the target cluster in the cluster list, and click the cluster ID to enter

the cluster management page.
2. On the cluster management page, click the Parameter Settings tab, select the target instance ID (global

parameters can be modified only on a read-write instance and will take effect for the entire cluster once configured,

while session parameters can be set in individual instances).
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Cluster Details Instance List Monitoring and Alarms Account Management Database Management Database Proxy Parameter Settings Security Group
Read-Write:cynosdbmysal-ins-¢ + | Modify Parameters mport Parameters Export Parameters Impert from Template Save as Template
Q .. Default Value(7) Current Value Acceptable Values
Read-Write:cynosdbmysgl-ins »oynosdbmysgl-in:
1 14 [1-65535]
Read-Only:cynosdbmysql-ins- {cynosdbmysqgl-ins
auto_increment_offset(7) Mo fes 1 14 [1-65535]

3. Click Modify Parameters.
4. Find the target parameters and modify their values in the Current Value column. After confirming that everything is

correct, click OK.

Cancel () Show all parameters

Parameter Name Instance...  Global Parameter...  Default Value(7) Current Value Acceptable Values
auto_increment_increment(3) No Yes 1 2 [1-65535]
auto_increment_offset(d) Mo Yes 1 1 [1-653535]
automatic_sp_privileges(3) Mo No ON OFF b [OMJOFF]
avoid_temporal_upgrade(i) No Yes OFF OFF - [OMOFF]

back_log(3) Yes No 3000 [1-85535]

5. In the pop-up window, the system will ask you whether to restart the database instance. If there are session
parameters involved, you can choose whether to sync them to other instances. After confirming that everything is

correct, select Execute now or During maintenance time and click OK.
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Modify Parameters

Medifying this parameter will cause 1 instance to restart. Continue now?

The following global parameters will take effect for all instances once modified.

arameter Name Original Value MNew Value nstance Restart Global Parameters

auto_increment_incre... 1 2 Mo Yes

The following non-global parameters can be applied to
different instan T Read-Writexcynosdbrysgl-ins- (omosd... ™
arameter Name Original Value New Val |7 Read-Writexcynosdbmysgl-ins-¢ s{cynosdbmysgl-ins-¢
Read-Onily: dby [-ins-t di |-ins-f
automatic_sp_privileges OM OFF ? rieynesdbmy=ai-ns (cynosdbmysgl-ins

back_log 3000 3001

wt have read and agreed 1o the restart rules, - . - - —_
. Ve TEal Sl aglmed B HIE Teetatt } Execute mow Curing maintenance time Cance

Modifying parameters by importing a parameter template

1. Log in to the TDSQL-C for MySQL console, find the target cluster in the cluster list, and click the cluster ID to enter

the cluster management page.

2. On the cluster management page, click the Parameter Settings tab, select the target instance ID, and click
Import from Template.
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Cluster Details Instance List Monitoring and Alarms Account Management Database Management Database Proxy Parameter Settings Security Group E

Read-Write:cynosdbmysgl-ins-¢ « Modify Parameters mport Parameters Export Parameters Impart from Template Save as Template

Parameter Name Instance...  Global Parameter...  Default Value(7) Current Value Acceptable Values

3. In the pop-up window, select a parameter template and click OK.

4. After confirming that everything is correct, click OK in the top-left corner.

5. In the pop-up window, the system will ask you whether to restart the database instance. If there are session
parameters involved, you can choose whether to sync them to other instances. After confirming that everything is

correct, select Execute now or During maintenance time and click OK.

Modifying parameters by importing a parameter configuration file

Note:

You cannot import formulas from a parameter configuration file.

1. Log in to the TDSQL-C for MySQL console, find the target cluster in the cluster list, and click the cluster ID to enter
the cluster management page.

2. On the cluster management page, click the Parameter Settings tab, select the target instance ID, and click

Import Parameters.
Cluster Details Instance List Monitoring and Alarms Account Management Database Management Database Proxy Parameter Settings Security Group

Read-Write:cynosdbmiysgl-ins-¢ « Meodify Parameters mport Parameters Export Parameters Impart from Template Save as Template

Parameter Name Instance...  Global Parameter...  Default Value(7) Current Value Acceptable Values

3. In the pop-up window, select the file to be uploaded and click Import and Overwrite Original Parameters.

Import from Local Files x

(D Select a .cnf file with a size less than 1 ME.

Select File

Cance

4. After confirming that everything is correct, click OK in the top-left corner.
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5. In the pop-up window, the system will ask you whether to restart the database instance. If there are session
parameters involved, you can choose whether to sync them to other instances. After confirming that everything is

correct, select Execute now or During maintenance time and click OK.

Exporting the parameter configuration as a file

Note:

Currently, when you export a parameter configuration file, formula-based parameter values will be automatically
converted into integer values for export.

1. Log in to the TDSQL-C for MySQL console, find the target cluster in the cluster list, and click the cluster ID to enter
the cluster management page.

2. On the cluster management page, click the Parameter Settings tab, select the target instance ID, click Export

Parameters, and the exported file will be directly saved to the local file system.

Cluster Details Instance List Monitoring and Alarms Account Management Database Management Database Proxy Parameter Settings Security Group

Read-Write:cynosdmysgl-ins-¢ ¥ | Modify Parameters mport Parameters Export Parameters Impert from Template Save as Template

Parameter Name Instance... Global Parameter...  Default Value(T) Current Value Acceptable Value

Querying parameter modifications

1. Log in to the TDSQL-C for MySQL console, find the target cluster in the cluster list, and click the cluster ID to enter
the cluster management page.
2. On the cluster management page, select the Parameter Settings tab and click Recent Modifications on the

right.

Cluster Details Instance List Monitoring and Alarms Account Management Database Management Database Proxy Parameter Settings Security Group 3
Read-Writexcynosdomysql-ins-¢ Modify Parameters mport Parameters Export Parameters Impert from Template Save as Template
Parameter Name Instance... Global Parameter...  Default Value() Current Value Acceptable Values

3. On the page redirected to, you can select the target instance ID on the right to view the following fields of parameter

modifications: Parameter Name, Original Value, New Value, Modification Status, and Modification Time.
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<« Recent Modifications

Parameter Name Original Value MNew Value Modification Status

Read-Wite:cynosdbom

Read-Only:cynosdbmys:

Mo data
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Applying Parameter Template

Last updated : 2023-11-09 15:09:47

In addition to the various system parameter templates provided by TDSQL-C for MySQL, you can also create custom
parameter templates to configure parameters in batches as needed.

You can apply a parameter template to configure and manage the parameters of a database engine. A template is like
a container of the values of database engine parameters, which can be applied to one or more database instances.
You can log in to the console and click Parameter Template on the left sidebar to view parameters. The following
parameter template features are supported:

Use a default parameter template. The default parameter values improve the TDSQL-C for MySQL performance while
guaranteeing the stability.

Create custom templates by modifying a default parameter template.

Generate templates by importing parameters from configuration file my.conf .

Save parameter configurations as templates.

Set the values of certain parameters in a parameter template based on formula.

Note

If the parameters in the template are updated, the instance parameters are not updated unless they are manually re-
applied to the instances.

You can apply the parameter changes to single or multiple instances by importing a template.

Creating a Parameter Template

To use your own database parameter template, you can create a parameter template, modify the parameter values,
and apply the template to instances.
1. Log in to the TDSQL-C for MySQL console, select Parameter Template on the left sidebar, and click Create

Template.

Create Template

Template Name Database Version T

2. In the pop-up window, configure the following parameters and click OK.

Parameter Description

Template Enter a unique template name.
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Name
Template . .
. Enter a brief description of the parameter template.

Description
Template Select the template type: General for a monthly subscribed or pay-as-you-go cluster or
Type Serverless for a Serverless cluster.
Database . .

. Select the required database version.
Version

3. After the creation is completed, you can modify, import, and export parameters on the template details page.

Copying a Parameter Template

To include most of the custom parameters and values of an existing parameter template in a new template, you can

copy the existing template.

Option 1. Copying an existing parameter template

1. Log in to the TDSQL-C for MySQL console, select Parameter Template on the left sidebar, find the target
parameter template, and click View/Modify in the Operation column to enter the template details page.

2. Click Save as Template at the top of the template details page.

3. In the pop-up window, configure the following parameters:

Template Name: Enter a unique template name.

Template Description: Enter a brief description of the parameter template.

4. After confirming that everything is correct, click OK.

Option 2. Saving parameters of an instance as a parameter template

1. Log in to the TDSQL-C for MySQL console, find the target cluster in the cluster list, and click the cluster ID to enter
the cluster management page.

2. On the cluster management page, select the Parameter Settings tab and click Save as Template.

3. In the pop-up window, configure the following parameters:

Template Name: Enter a unique template name.

Template Description: Enter a brief description of the parameter template.

4. After confirming that everything is correct, click OK.

Modifying Parameter Values in a Parameter Template
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1. Log in to the TDSQL-C for MySQL console, select Parameter Template on the left sidebar, find the target
parameter template, and click View/Modify in the Operation column to enter the template details page.

2. Click Modify Parameters or in the Current Value column to modify parameter values.

Note

If you click Import Parameters, you need to upload a local parameter configuration file. To avoid importing failures,
the configuration file should be in the same format as the configuration file of the MySQL database server, or you can

use the file template of the exported parameters.

Importing a Parameter Template

1. Log in to the TDSQL-C for MySQL console, select Parameter Template on the left sidebar, find the target
parameter template, and click View/Modify in the Operation column to enter the template details page.

2. On the template details page, click Import Parameters.

Note

If you click Import Parameters, you need to upload a local parameter configuration file. To avoid importing failures,
the configuration file should be in the same format as the configuration file of the MySQL database server, or you can
use the file template of the exported parameters.

3. In the pop-up window, select a file and click Import and Overwrite Original Parameters.

Exporting a Parameter Template

Note
Currently, when you export a parameter template, formula-based parameter values will be automatically converted

into integer values for export.

Option 1

1. Log in to the TDSQL-C for MySQL console and select Parameter Template on the left sidebar.

2. In the parameter template list, find the target template and click Export in the Operation column.

Option 2

1. Log in to the TDSQL-C for MySQL console, select Parameter Template on the left sidebar, and click
View/Modify in the Operation column of a template to enter the template details page.

2. Click Export Parameters at the top of the template details page.

Deleting a Parameter Template

©2013-2022 Tencent Cloud. All rights reserved. Page 259 of 490


https://console.tencentcloud.com/cynosdb
https://console.tencentcloud.com/cynosdb
https://console.tencentcloud.com/cynosdb
https://console.tencentcloud.com/cynosdb

@ Tencent Cloud TDSQL-C for MySQL

If a parameter template is created redundantly or no longer needed, it can be easily deleted.
1. Log in to the TDSQL-C for MySQL console and select Parameter Template on the left sidebar.
2. In the parameter template list, find the target template and click Delete in the Operation column.

3. In the pop-up window, click OK.
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Suggestions on Parameter Configuration

Last updated : 2023-03-01 14:33:46

Parameters in TDSQL-C for MySQL have been optimized on the basis of official default values in MySQL. We
recommend you configure the following parameters for your TDSQL-C for MySQL instance after purchase based on

your business scenarios.

character_set_server

Default value: UTF8

Restart required: Yes

Role: It is used to configure the default character set of the TDSQL-C for MySQL server. TDSQL-C for MySQL
provides four character sets: LATIN1, UTF8, GBK, and UTF8MB4.

LATIN1 supports English letters. Each character in it occupies 1 byte.

UTF8 is a highly universal international encoding that contains the characters used by all countries/regions in the
world. Each character in it occupies 3 bytes.

GBK uses 2 bytes to encode any character, that is, no matter whether it is a Chinese or English character, it is
represented by 2 bytes.

As a superset of UTF8, UTF8MB4 is completely compatible with UTF8. Each character in it occupies 4 bytes, and
emojis are supported.

Recommendation: After purchasing an instance, you need to select the appropriate character set based on the data
format required in your business to ensure that the client and the server use the same character set, preventing

garbled text and unnecessary restarts.

lower_case_table_names

Default value: 0

Restart required: Yes

Description: When creating a database or table, you can set whether storage and query operations are case-sensitive.
This parameter can be set to 0 (case-sensitive) or 1 (case-insensitive). The default value is 0.

Recommendation: TencentDB for MySQL is case-sensitive by default. We recommend that you configure this

parameter based on your business needs and usage habits.

sql_mode

Default values:
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NO_ENGINE_SUBSTITUTION (v5.6); ONLY_FULL_GROUP_BY, STRICT_TRANS_TABLES, NO_ZERO_IN_

Restart required: No
Description: TencentDB for MySQL can operate in different SQL modes, which define the SQL syntax and data check

that it should support.
The default value of this parameter on v5.6 is NO_ENGINE_SUBSTITUTION , indicating that if the used storage

engine is disabled or not compiled, an error will be reported.
On v5.7 and v8.0, the default values are ONLY_FULIL_GROUP_BY, STRICT_TRANS_TABLES ,

NO_ZERO_IN_DATE, NO_ZERO_DATE , ERROR_FOR_DIVISION_BY_ZERO , NO_AUTO_CREATE_USER ,
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and NO_ENGINE_SUBSTITUTION .
Here:
If ONLY_FULL_GROUP_BY isenabled, MySQL rejects queries for which the select list, HAVING condition, or

ORDER BY list refer to nonaggregated columns that are neither named inthe GROUP BY clause nor are
functionally dependent on GROUP BY columns.

STRICT_TRANS_TABLES enables strict SQL mode. NO_ZERO_IN_DATE controls whether the server permits
dates in which the year part is nonzero but the month or day part is zero. The effect of NO_ZERO_IN_DATE
depends on whether strict SQL mode is enabled.

NO_ZERO_DATE controls whether the server permits a zero date as valid. lts effect depends on whether strict SQL
mode is enabled.

ERROR_FOR_DIVISION_BY_ZERO means thatin strict SQL mode, if data is divided by zero during the INSERT or
UPDATE process, an error rather than a warning will be generated, while in non-strict SQL mode, NULL will be
returned.

NO_AUTO_CREATE_USER prohibits the GRANT statement from creating a user with an empty password.

NO_ENGINE_SUBSTITUTION means thatif the storage engine is disabled or not compiled, an error will be
reported.

Recommendation: As different SQL modes support different SQL syntax, we recommend that you configure them

based on your business needs and development habits.

long_query_time

Default value: 10

Restart required: No

Description: Used to define the time threshold for slow queries, with the default value as 10s. If a query execution
takes 10s or longer, the execution details will be recorded in the slow log for future analysis.

Recommendation: As business scenarios and performance sensitivity may vary, we recommend that you set the value

in consideration of future performance analysis.

©2013-2022 Tencent Cloud. All rights reserved. Page 263 of 490



@ Tencent Cloud TDSQL-C for MySQL

Parameter Formula

Last updated : 2023-12-13 10:18:41

TDSQL-C for MySQL now allows certain parameters to use formulaic values for smarter database adaptation. When
the instance specifications are adjusted, such parameter values will also be automatically adjusted accordingly,
ensuring optimal status or stability of the database.

Notice

The parameter formula is only applicable to parameters with numerical values. Formulaic values are not supported for
parameters of other data types.

Upon the setting of formulaic parameter values, these values will change in accordance with the instance specification
adjustment. If the calculated parameter value resulting from your formula exceeds the parameter value range
(minimum value to maximum value), the parameter value will be set to the nearest boundary value within this range.
That is, if it is smaller than the minimum value, the parameter will adopt the minimum value. If it exceeds the maximum
value, the parameter will adopt the maximum value.

Example:

A parameter, as calculated by the configured formula, results in a value of 7. However, the specified range for the
parameter is 1 to 6. In this case, the final value assigned to the parameter will be 6.

A parameter, as calculated by the configured formula, results in a value of 5. However, the specified range for the
parameter is 6 to 10. In this case, the final value assigned to the parameter will be 6.

When export from or import from configuration files is configured, formula-based parameter values are not supported.
During export, they will automatically be adjusted to integer values.

To ensure the availability of the database, only a select set of parameters currently accommodates formulaic

configurations. For more parameters, see upcoming iterations.

Parameter Formula Description

Parameter Formula Composition Name Description

The memory size of the instance
DBinitMemory specification represented as an
integer, in the unit of MB.
Variable
The number of CPU cores in the
DBInitCpu instance specification, represented
as an integer, in the unit of cores.
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Operator Division operator (/)

Multiplication operator (*)

MIN()
Function

MAX()

Example:

TDSQL-C for MySQL

Divides the dividend by the divisor
to return an integer quotient. If the
result is a decimal, the integral part
is used.

The product of two factors is
returned as an integer. If the result
is a decimal, the integral part is
used.

Returns the smallest value in the
form of an integer or parameter
formula list.

Returns the greatest value in the
form of an integer or parameter
formula list.

The MAX(DBInitCpu/2,4) function indicates that the number of CPU cores of the instance divided by 2 is compared

with 4 and the larger value is returned.

Parameters Supporting Parameter Formula

The following parameters support parameter formula in the current version. You can modify default formulas

according to your business requirements.

Parameter Description

The size of the memory
buffer used to store
binary logs of
adjustments during the
transaction.

binlog_cache_size

This variable sets the

Default Formula

MIN(DBInitMemory/4000 * 32768,2097152)

max_heap_table_size

innodb_buffer_pool_size

maximum size of user-
created tables in the
memory.

The size (in bytes) of the
buffer pool, which is the
memory area of InnoDB
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MIN( DBInitMemory/1000 *
4194304,134217728)

min((DBInitMemory - 500),
DBInitMemory*3/4)*1000000
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innodb_buffer_pool_instances

innodb_read_io_threads

innodb_write_io_threads

join_buffer_size

max_connections

table_definition_cache

table_open_cache

table_open_cache_instances

thread_pool_size

thread_cache_size

cache table and index
data.

The number of regions
divided according to the
InnoDB cache pools.

The number of 1/0
threads in InnoDB used
for read operations.

The number of 1/0
threads in InnoDB used
for write operations.

The minimum size of the
cache for table joins used
in common index scans,
range index scans, and
full table scans.

The maximum number of
connections.

The number of opened
table cache instances.

The size of table
descriptor cache, which
can reduce the number of
times the files are opened
and closed.

The number of partitions
for the MySQL table
handle cache.

This parameter indicates
the number of thread
groups in the thread pool.
By default, the number of
thread groups equals the
number of CPUs.

The number of threads
that should be retained in
the cache for reuse.
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MIN(DBInitMemory/2000,16)

MAX(DBInitCpu/2,4)

MAX(DBInitCpu/2,4)

MIN(DBInitMemory*128,262144)

MIN(DBInitMemory/4+500,100000)

MAX(DBInitMemory*512/1000,2048)

MIN(MAX(DBInitMemory*512/1000,2048),
65536)

MIN(DBInitMemory/1000,16)

MIN(DBInitCpu,64)

MIN(DBInitMemory/125+8,512)

Page 266 of 490



@ Tencent Cloud TDSQL-C for MySQL

tmp_table_size The maximum size of the MIN(DBInitMemory/1000*4194304,134217728)
internal memory
temporary table.
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Multi-AZ Deployment
Overview

Last updated : 2024-06-18 09:29:30

TDSQL-C for MySQL clusters come in either pre-configured resources or Serverless forms, both supporting multi-AZ
deployments. Compared to single-AZ deployment, multi-AZ deployment offers higher disaster recovery capabilities to
protect the database against instance failures or AZ interruptions, capable of withstanding data center-level failures.
Multi-AZ deployment provides database instances with High Availability and failover support. A multi-AZ structure
combines several single-AZs within the same region into a physical zone at a level above single-AZ. This article
introduces multi-AZ deployment for clusters with pre-configured resources. For details on multi-AZ deployment for

Serverless instance types, see Multi-AZ deployment.

Prerequisites

The cluster region has at least two AZs.

The target AZ has sufficient computing resources.

Database version requirements:

Database version 5.7 with kernel minor version 2.0.15 or above.

Database version 8.0 with kernel minor version 3.0.1 or above.

Multi-AZ Deployment Architecture

Primary AZ A Secondary AZ B

Write—Read node

Read-Only node

U

1
1
:
1
1
: Read-Only node
I
I
I
I
]
]
]
]
]

Supported Regions and AZs

Currently, this feature is in beta test and only supports the following regions and AZs.

©2013-2022 Tencent Cloud. All rights reserved. Page 268 of 490


https://www.tencentcloud.com/document/product/1098/44327

&2 Tencent Cloud

This feature will gradually support more regions and AZs.

TDSQL-C for MySQL

If required by your business, you can submit a ticket to apply for deployment in other regions and AZs.

Supported Regions

Beijing

Guangzhou

Shanghai

Hong Kong (China)

Singapore

Silicon Valley

Frankfurt

Virginia

Tokyo

How to Implement Multi-AZ Architecture

Supports primary availability zone

Beijing Zone 3
Beijing Zone 5
Beijing Zone 6
Beijing Zone 7
Guangzhou Zone 3
Guangzhou Zone 4
Guangzhou Zone 6
Shanghai Zone 2
Shanghai Zone 4

Shanghai Zone 5

Hong Kong (China) Zone 2

Singapore Zone 2
Singapore Zone 3
Silicon Valley Zone 2
Frankfurt Zone 1
Frankfurt Zone 2
Virginia Zone 1
Virginia Zone 2

Tokyo Zone 2

Supports secondary
Beijing Zone 5
Beijing Zone 7
Beijing Zone 7
Beijing Zone 5
Guangzhou Zone 4
Guangzhou Zone 6
Guangzhou Zone 4
Shanghai Zone 4
Shanghai Zone 2
Shanghai Zone 4
Hong Kong Zone 3
Singapore Zone 4
Singapore Zone 4
Silicon Valley Zone 1
Frankfurt Zone 2
Frankfurt Zone 1
Virginia Zone 2
Virginia Zone 1

Tokyo Zone 1

availability zone

Regarding the multi-AZ architecture, it can be achieved by creating a new cluster via the console. Existing single-AZ

clusters will also be upgraded to multi-AZ clusters. This upgrade is automatically completed through online data

©2013-2022 Tencent Cloud. All rights reserved.

Page 269 of 490


https://console.tencentcloud.com/workorder/category

@ Tencent Cloud TDSQL-C for MySQL

migration, with no impact on your business. For more details, see Setting Multi-AZ Deployment.

Multi-AZ Billing Description

There are no additional fees for the multi-AZ feature for the time being.
Note:

Currently, single-AZ clusters can also be upgraded to multi-AZ clusters for free.

Multi-AZ Information Display

On the cluster list page, display according to the view mode actually used:

Tab View

List view

1. Click the cluster in the left side of the Cluster List page to enter the cluster management page.

2. On the cluster management page, under Deployment Mode, and in the Architecture section of the cluster

details, you can see the deployment mode and primary and secondary availability zones of the cluster.

cynosdbmysql- 4 Running
L D cynosdbmysgl ]
Database Version 2.1.10 () Details/Upgrade Billing Mode Compute: Pay as You Go/Storage: Pay as You Go
Project Default Project Adjust Deployment Mode Ve
Transfer Linkage High 10 Compatible Database MySQL 5.7
Tag V
Cluster Details Monitoring and Alarms Account Management Database Management Database Proxy Parameter Settings Security Group Backup Manage

Guangzhou 2

14
i

n Guangzhou Zone 4 '4ifj; -
4 s

1. The Cluster List page displays the information of the cluster's primary AZ.

, Running MySQL 8.0 (Private) h (Private’ o Pay as Yo DEFAULT PR
2. On the cluster details page, you can view the availability zones where the cluster deployment is distributed in Basic

Info and Availability Info sections.
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Cluster Details Instance List Account Management

Basic Info
Cluster Name: s
Status: Running

Project: DEFAULT PROJECT Switch to Another Project

Region/AZ: South China (Guangzhou)/Guangzhou Zone 4

Availability Info
Primary AZ: Guangzhou Zone 4

Secondary AZ: —
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Database Management

Deployment Mode: Single-AZ Modify

TDSQL-C for MySQL
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Setting Multi-AZ Deployment

Last updated : 2024-06-17 15:05:06

TDSQL-C for MySQL supports primary and secondary availability zones when you create a cluster. If a single
availability zone deployment is selected during cluster creation, it also supports setting it to multi-availability-zone
deployment after creation. This topic introduces how to set up multi-availability-zone deployment through the purchase

page and console.

Overview

TDSQL-C for MySQL supports multi-AZ deployment in the same region, which has higher availability and better
disaster recovery capability than single-AZ deployment.

TDSQL-C for MySQL clusters benefit from increased availability and durability when deployed in multi-AZ mode.
When you provision a multi-AZ database cluster, TDSQL-C for MySQL will automatically create a primary database
instance and synchronously replicate data to the secondary instance in another AZ. Each AZ runs on its own
independent and physically distinct infrastructure designed for high reliability. In the event of an infrastructure failure,
automatic failover to the secondary instance will be performed, so that you can resume database operations as soon
as the failover is completed. As the endpoints of the database instances remain unchanged after failover, applications

can resume database operations without manual intervention required.

Setting multi-availability-zone deployment on the purchase page
when creating a cluster

1. Log in to the TDSQL-C for MySQL console and click Create in the cluster list.

2. In the Database Configuration item on the purchase page, select the desired region, and available primary and
secondary AZs will be displayed below, which you can select as needed.

3. After selecting the database configuration, click Next to enter the Basic Information and Advanced
Configuration items.

4. After completing the configuration and confirming that everything is correct, click Buy Now.

5. After the purchase is completed, you can check the availability zone information under the corresponding view.
Tab View

List view

After the purchase is completed, you can return to the cluster list. Once the status of the created cluster changes to
Running , you can check the availability zone information through the architecture under cluster details on the cluster

management page.
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Cluster Details Monitoring and Alarms Account Management Database Management Database Proxy Parameter Settings Security Group
Wy | N | @
n Guangzhou Zone 4 . }H-_ | - | 4:, Guangzhou Zone 6
» >

After the purchase, return to the cluster list. Once the status of the newly created cluster changes to Running, you
can check the availability zones through Availability Information page in Cluster Details section by either

browsing the cluster list page or clicking on the cluster ID.

Availability Info

Source AZ: Guangzhou Zone 4 Deployment Mode: Multi-AZ

Replica AZ: Guangzhou Zone 6

Setting multi-availability-zone deployment in the console after
creating the cluster (condition: initially set as single-availability-zone
deployment)

1. On the cluster list page, proceed according to the view mode actually in use to enter the deployment method
modification interface.

Tab View

List view

1. Log in to the TDSQL-C for MySQL console, locate the cluster list on the left, and click the target cluster to enter the
cluster management page.

2. On the cluster management page, click

p
after clicking on the deployment method.

Database Version Version Details Billing Mode Compute: Pay as You Go/Storage: Pay as You Go
Project Default Project Adjust Deployment Mode  Single-AZ
Transfer Linkage Standard

Tag

1. Log in to the TDSQL-C for MySQL console, in the cluster list, click the cluster ID or Operation in the
Management column to enter the cluster details page.

2. On the cluster details page, in the availability information module, click Modify behind Deployment Method

to change the availability zone.
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Availability Info
Source AZ: Guangzhou Zone 3 Deployment Mode: Sing
Replica AZ: --

2. In the pop-up dialog box, complete the following configuration and click OK.

Note:

Currently, only modifications to the secondary availability zone are supported. Changes to the primary availability zone

are not supported.

Modify Deployment Mode ¥
lulti-AZ Deployment Yes No
Type AZ
Source AZ Guangzhou Zone 4
Replica AZ Guangzhou Zone 6 =

eplication Method * Async replication v

Cancel

Parameter Description

Selecting Yes indicates changing the cluster from single-availability-zone to multi-

Multi-AZ Deployment I
availability-zone deployment.

Select the secondary database's availability zone. The actual availability zones

Replica AZ : . .
supported for selection depend on the Modify Deployment Mode window.
Binlog Replication Select the binlog replication method. The default is Async replication. Async,
Method Semi-sync, and Strong sync replication modes are supported.
Note:

If you select Strong sync as the binlog replication method, be aware that strong sync replication will affect the

instance performance.
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Switching AZs

Last updated : 2024-04-25 14:50:14

The TDSQL-C MySQL version supports the switching of the primary and secondary availability zones within a cluster.
This means that in the event of a cluster failure, the secondary database can be switched to the primary database to
ensure system availability and data integrity. This document will guide you through the process of switching availability

zones via the console.

Use Cases
The availability zone switching feature is applicable in scenarios such as disaster recovery and equipment failure.

I

| ! !

: Ml resource pool .
|

| 1 resource pool i X

| !

I

I

I

I

|
P
|
|

The connection will be disconnected for about 2 to 5 seconds during the primary/secondary AZ switch. We
recommend that you switch during off-peak hours and that your application has a reconnection mechanism.

The data does not need to be migrated if the target AZ is a secondary AZ. The system simply needs to switch the
database compute nodes, allowing for a rapid cross-data center switch. This is often used in disaster recovery drills.
The cluster undergoes a comprehensive primary-secondary switch, meaning that all nodes within the cluster,
including both read-write and read-only nodes, are switched (partial node switching is not supported).

The read-write and read-only addresses will not be changed after the switch.

Directions
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Automatic switch

This feature supports automatic switching between the primary and secondary AZs in case of failure, ensuring your
business can continue to operate and your database is protected. In addition, you can follow the steps below to

manually switch AZs.

Manual switch

If your business requires an immediate switch of the primary and secondary AZs for the cluster or a switch at a
designated time, you can perform a manual AZ switching operation.

On the cluster list page, perform the operation according to the actual view mode:

Tab View

List view

1. Log in to the TDSQL-C for MySQL console, locate the cluster list on the left, and click Target Cluster to enter the
cluster management page.

2. On the Cluster Management page, between the primary and secondary AZs in the architecture diagram under the

cluster details, click

e
b

to switch the primary and secondary AZs.

Cluster Details Monitoring and Alarms Account Management Database Management Database Proxy Parameter Settings Security Group Backup »

Guangzhou Zone 4 ‘577’» - S Guangzhou Zone 6
' } ’ =
_ e

3. In the pop-up dialog box, select Switch immediately or Switch during maintenance time , and check
Switching AZs will cause a momentary disconnection. Ensure that your business has the reconnection mechanism,
and click Confirm .

Note:

Switching AZs will cause a momentary disconnection. Ensure that your business has the reconnection mechanism.
Select the Instance List page, click the corresponding Instance ID to enter the instance details page, and click edit

behind Maintenance Information to set or modify the maintenance time.
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Switch AZs

Switch Now During maintenance time

4. When the cluster status is Running , you can peek at the switched AZ in the architecture diagram under Cluster
Details .

1. Log in to the TDSQL-C for MySQL console, locate the cluster list, and click a cluster ID or Operation column's
Management to enter the cluster details page.

2. Inthe Availability Information module on the cluster details page, click Switch AZs .

Cluster Details Instance List Monitoring and Alarms Account Management Database Management Database Proxy Parameter Settings

Basic Info

Cluster Name: cynosdbmysq v Cluster ID: cynosdbmysql- 3]

Status: Running Project: | t Switch to Another Project
Region/AZ: South China (Guangzhou)/Guangzhou Zone 4 Tag: #

Transfer Linkage: High 10

Configuration Info

Compatible Database: MySQL 5.7

Database Version: Version Details

Availability Info

Source AZ: Guangzhou Zone 4

Database Storage (Used/Total): 22MB / 3T(Max storage sup|

Binlog Settings: Enable

Deployment Mode: Multi-AZ Modify

Replica AZ: Guangzhou Zone 6

3. In the pop-up dialog box, select Switch immediately or Switch during maintenance time , check "Switching
AZs will cause a momentary disconnection. Ensure that your business has the reconnection mechanism", and click
Confirm .

Note:

Switching AZs will cause a momentary disconnection. Ensure that your business has the reconnection mechanism.
Select the Instance List page, click the corresponding Instance ID to enter the instance details page, and click edit

behind Maintenance Information to set or modify the maintenance time.
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Switch AZs

Switch Now During maintenance time

4. When the cluster status is Running , you can check at the switched AZ in the Availability Information section on

the Cluster Details page .

FAQs

How long does it take to complete an AZ switch?

If the target AZ is a secondary AZ, the data does not need to be migrated when the primary AZ changes. The system

simply needs to switch the database compute nodes, allowing for a rapid cross-data center switch.

Will the read-write address be changed after the entire cluster is switched?

When the entire cluster undergoes a switch, all the read-write nodes and read-only nodes within the cluster are

switched, but the read-write addresses and read-only addresses will not change.

After manual/automatic switch, if an instance is upgraded, will the upgrade affect or reset the information
of the primary and secondary AZs?

Switching does not affect or reset the information of the primary and secondary AZs.
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Modifying AZ Deployment
Last updated : 2024-06-17 15:27:41

This document describes how to switch the instance deployment mode between single-AZ and multi-AZ in the
TDSQL-C for MySQL console.

Upgrading from Single-AZ to Multi-AZ

On the cluster list page, proceed according to the actually used view mode:

Tab View

List view

1. Log in to the TDSQL-C for MySQL console, locate the cluster list on the left, and click the target cluster to enter the
cluster management page.

2. On the cluster management page, click

-

’
next to Deployment Mode.
3. In the pop-up window, select Yes for Multi-AZ Deployment, select a secondary availability zone and binlog

replication method, and click OK.

Modify Deployment Mode ) 4
AZ De e Yes No
Type AZ
Source AZ Guangzhou Zone 4
Replica AZ Guangzhou Zone 6

Binlog Replication Method = Async replication »

Cancel

Parameter Description

Selecting Yes indicates changing the cluster deployment mode from single-AZ

Multi-AZ Deployment
poy deployment to multi-AZ deployment.
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Secondary AZ Select the availability zone of the secondary database. The actual availability zones
supported for selection depend on the Modify Deployment Mode window.

Select the binlog replication method. The default is Async replication. Async,
Binlog Replication Semi-sync, and Strong sync replication modes are supported.
Method Note:

Note that Strong sync replication can impact the instance performance.

4. When the cluster status becomes Running, the primary and secondary availability zone information can be viewed
in the architecture diagram under the cluster details.

1. Log in to the TDSQL-C for MySQL console and click a cluster name in the cluster list or Manage in the Operation
column to enter the cluster details page.

2. In the Availability Info module on the cluster details page, click Modify after Deployment Mode.

Configuration Info

Compatible Database: MySQL 8.0 Database Storage (Used/Total): 0 B/ 1T(Max storag
Database Version: 3.1.1

Availability Info

Primary AZ: Guangzhou Zone 4 Deployment Mode: Single- J

Secondary AZ

3. In the pop-up window, select Yes for Multi-AZ Deployment, select a secondary availability zone and binlog
replication method, and click OK.

Modify Deployment Mode ) 4
Yes No
Primary AZ Guangzhou Zone 6 «
Secondary AZ Guangzhou Zone 6 «

Parameter Description

Selecting Yes indicates changing the cluster deployment mode from single-AZ

Multi-AZ Deployment i
deployment to multi-AZ deployment.

Secondary AZ Select the availability zone of the secondary database. The actual availability zones
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supported for selection depend on the Modify Deployment Mode window

Select the binlog replication method. The default is Async replication. Async,
Binlog Replication Semi-sync, and Strong sync replication modes are supported.
Method Note:

Note that Strong sync replication can impact the instance performance.

4. When the cluster status becomes Running, you can view the information of the primary and secondary AZs on the

cluster details page.

Downgrading from Multi-AZ to Single-AZ

On the cluster list page, proceed according to the actually used view mode:

Tab View

List view

1. Log in to the TDSQL-C for MySQL console, locate the cluster list on the left, and click the target cluster to enter the
cluster management page.

2. On the cluster management page, click

next to’beployment Mode.

3. In the pop-up window, select No for Multi-AZ Deployment and click OK.

Note:

Only the secondary AZ can switch between single-AZ and multi-AZ deployment mode, but the primary AZ cannot.

1. Log in to the TDSQL-C for MySQL console, locate the cluster list, click a cluster ID or Operation column's Manage
to enter the cluster details page.

2. In the Availability Info module on the cluster details page, click Modify after Deployment Mode.

Configuration Info

pafible Database: MySQL 8.0 Database Storage (Used/Total): 14MB / 1T(Max storage suppt
Version: 3.1.1
Availability Info
Primary AZ: Guangzhou Zone 4 Deployment Mode M“'t"
Secondary AZ: Guangzhou Zone 6
3. In the pop-up window, select No for Multi-AZ Deployment and click OK.

Note:

Only the secondary AZ can switch between single-AZ and multi-AZ deployment mode, but the primary AZ cannot.
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FAQs

Where can | query the AZ information of a cluster?

List View

In the AZ column in the cluster list.

In Basic Info > Region/AZ on the cluster details page.

In Availability Info on the cluster details page.

Tab View

The architecture diagram, which can be found under the Cluster Details section.

Will my cluster run normally during the AZ modification?

During the start and modification operations of the AZ modification task, normal access to read-only and read-write
instances will be unaffected.
The database connection addresses (cluster’s read-write address and read-only address) will remain unchanged after

the AZ is modified, so you can continue to access your cluster at these addresses.
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Backup and Restoration
Backup and Rollback Overview

Last updated : 2023-08-22 15:15:16

Data is the core asset of enterprises. As your business develops, your data grows in a large-scale and explosive
manner. Business applications require real-time, online, and fast data processing. It is more and more challenging for
database Ops engineers to protect the data integrity, as data loss may occur for a variety of causes, such as
accidental deletion, system vulnerabilities and viruses, hardware failures, and even natural disasters. Therefore,

backup and rollback are of significant importance to databases.

Backup Overview

TDSQL-C for MySQL supports data backup and binlog backup. A complete data backup supplemented by a follow-
up binlog backup allows you to restore the entire TDSQL-C for MySQL cluster or specified databases/tables to any
time point.

You can visually query the field information in the data backup list, such as file name/alias, backup time, start time,
end time, backup type, backup mode, backup size, status, and operation. You can also query similar fields in the
binlog backup list, including file name, binlog backup start time, binlog backup end time, backup size, and operation.
This helps you easily view and manage historical backups.

The backup and rollback console Ul is as shown below:

Cluster Details Instance List Monitoring and Alarms Account Management Database Management Database Proxy Parameter Setting:

Roll Back Manual Backup Auto-Backup Settings

Data Backup List Binlog Backup List

Today Yesterday Last 7 days Last 30 days m @

Data backup

Data backup means generating a backup file containing all the data in a cluster at a specific time point. TDSQL-C for
MySQL supports logical backup and snapshot backup. The former is a full backup, while the latter is a full +
incremental backup.

Logical backup: It supports full backup only, where the logical structure and content of a database are stored as
SQL statements. It backs up database objects, including tables, indexes, and stored procedures. This mode features
a more refined backup granularity at the database or table level and a lower impact on the performance; however, it is

slow and space-intensive.
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Snapshot backup: It uses the redirect-on-write (ROW) technology to take snapshots of the disks at the storage layer
for backup. It features fast backup in seconds, imperceptibility to the computing layer, and low space usage.
Full backup: It copies all the data at a specific time point.

Incremental backup: It backs up only new or modified files based on the last backup.

Backup types
Backup Type Strengths/Shortcomings Object Mode Download Deletion
Strengths: Th k
. gths: The backup Objects
is at the database or
. such as
table level, with a
, tables,
smaller impact on the .
Logical database performance Indexes,
9 Full backup _ ' and stored Manual v v
backup Shortcomings: The
procedures,
backup task locks the
as well as
database, takes a long )
) the entire
time, and uses a lot of
cluster
space.
Strengths: The backup Manual y 5
task can be completed
Fullbackup iy seconds and
i ibl h i
Snapshot |mpfercept|b.e fothe The entire Automatic | x X
business, with a small
backup cluster
space used.
Incremental ~ Shortcomings: The .
backup backup file cannot be Automatic | x x
downloaded.
Binlog backup
Backup Type Strengths/Shortcomings Object Mode Download Deletion
Strengths: Incremental data is
recorded and can be restored The
. I . int.
Binlog Incrementa to any ’[Im? point . entire Automatic Y «
backup backup Shortcomings: The binlog cluster

backup task lowers the
instance's write performance.

A binlog backup is the incremental data generated after all the data in the cluster is backed up to a file at a specific

time point. TDSQL-C for MySQL generates a large number of binlogs when executing large transactions or lots of
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DML operations, which are uploaded to the cloud storage and displayed in the binlog backup list in the console. The
binlog backup mode applies to operation log storage.

TDSQL-C for MySQL relies on redo logs rather than binlogs for rollback, so that even if binlog is disabled, data can
still be rolled back to any time point, and the instance performance can be increased by over 30%.

Note:

Currently, TDSQL-C for MySQL doesn't support disabling binlog backup, which will be made available after the

network architecture upgrade is completed.

Note

Only one manual backup task can be performed per hour. Automatic backup tasks are performed according to your
configuration, which is once per day by default.

Manual backup files can be manually deleted from the backup list. They are retained as long as they are not deleted;
therefore, regularly delete those no longer needed to free up the space.

Automatic backups cannot be deleted manually. You can set a retention period so that they will be deleted
automatically upon expiration.

You can query the binlog backup size in the log backup list. The total binlog backup size is the sum of sizes of all

binlog backups.

Rollback Overview

TDSQL-C for MySQL supports data restoration to a specific time point through the rollback feature, minimizing
potential system losses.
TDSQL-C for MySQL can roll back databases/tables to the original cluster and roll back an entire cluster (clone) to a

new cluster. You can choose different rollback methods based on your business needs.

Rollback Method

Rollback by backup file: This method restores the cluster to the data file state of a backup file. The selection range of
the backup file is determined by the data backup retention period you set.
Rollback by time point: This method restores the cluster to any time point within the binlog backup retention period you

set.
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Backup and Rollback Fees

Last updated : 2023-05-31 16:10:39

This document describes the backup and rollback fees.

Billing

» Backup storage space: Backup files take up the storage space. Backup modes include automatic and manual,
and backup objects include binlog and data. Storage space used by all backup files incurs fees under this billable

item.

Note :

The backup storage space is free of charge for now, and we will notify you of future billing changes.

» Rollback: TDSQL-C for MySQL supports rollback to the original cluster or a new cluster according to the backup
file or time point. The former doesn't incur fees, while the latter incurs fees after the new cluster is generated. For

billing details, see Product Pricing.
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Performing Backup
Automatic Backup

Last updated : 2023-08-22 15:53:50

TDSQL-C for MySQL supports automatic backup and manual backup. Automatic backup is enabled by default. You
can configure backup policies to automatically back up data as scheduled for data security.

After a cluster is created, TDSQL-C for MySQL generates backup files every 6-48 hours on a 24/7 uninterrupted
basis, which has no impacts on the instance performance. You can also set the backup retention time in the console
as needed.

This document describes how to configure automatic backup in the console.

Note

Automatic backup files cannot be deleted, but you can set the data and binlog backup retention period, so that they

will be deleted upon expiration.

You can view the Backup Time field in the data backup list to determine the exact time point of the data image in a
backup file.

Directions

1. Log in to the TDSQL-C for MySQL console.

2. Select a region at the top and proceed according to the actually used view mode.
Tab view

List view

Click the target cluster in the cluster list on the left to enter the cluster management page.
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& Hide cluster lists (3) Quick Check More v

® cynosdbmysql | |
cynosdbmysql-=mems wull /' Funning
D cynosdbmysql =4 g

cynosdbmysql il mop E

Database Version 2.1.9 Upgrade Billing Mode Compute: Monthly Subscriptit

Project Default Project Adjust Cluster Expiration Time 2023-09-04 10:26:31 |

[ ] nosdbmysqlz9ig’® -
cy ysaliiie Deployment Mode  Single-AZ

Renewal Settings Set
Transfer Linkage  High 10

Tag 7

Cluster Details Monitoring and Alarms Account Management Database Management Database Proxy F

Find the target cluster in the cluster list and click the Cluster ID or Manage in the Operation column to enter the

cluster management page.

Quick Check More v

Cluster ID/Name Cluster ... Compatible Data... ¥ AZ Read/Write Address Read-Only Address Database Proxy Address
cynosdbmysql- Runni MySQL 5.7 G h (Private) - 4:3306 01

unnin A uangzh...
cynosdbmysgl & 9 4 9 (Public) Disabled

3. On the cluster management page, select the Backup Management tab and click Auto-Backup Settings.

Cluster Details Instance List Monitoning and Alarms Account Management Database Manageme

Roll Back Manual Backup Auto-Backup Settings

Data Backup List Binlog Backup List

Al Today Yesterday Last 7 days Last 30 days H @

4. In the pop-up window, configure the following items and click OK.
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Backup Settings *

Data Backup Settings

0 Type » 0 Snapshot Backup

Binlog Backup Settings

Binlog Settings Enable
= aays
OK Cance
Parameter Description
Backu
P Snapshot backup is selected by default.
Type

Data Backup

_ Data backup files can be retained for 7-1,830 days.
Retention

Backup files are generated every 6-48 hours on a 24/7 uninterrupted basis, which has no
Start Time impacts on the instance performance. You can set the Backup Time field below the backup list
to determine the exact time point of the file backup.

Binlo

Back?; Binlog backup files can be retained for 7-1,830 days, which cannot be shorter than the data
P backup retention period.

Retention

5. The name of an automatic backup file is automatically generated. You can click the edit icon after the alias in the
backup list to modify it.
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File Name/Alias

The settings window is as follows:

Modify Alias *
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Manual Backup

Last updated : 2023-05-31 16:10:39

TDSQL-C for MySQL supports automatic backup and manual backup. This document describes how to create a

manual backup in the console.

Note :

» With manual backup, you can use snapshot backup to manually back up the entire cluster or use logical
backup to back up the entire cluster or specified databases/tables.

« You can delete manual backups from the backup list in the console to release backup space.

Directions

1. Log in to the TDSQL-C for MySQL console.
2. Select the region at the top, find the target cluster in the cluster list, and click the cluster ID or Manage in the
Operation column to enter the cluster management page.

3. On the cluster management page, select the Backup Management tab and click Manual Backup.

Cluster Details Instance List Monitoring and Alarms Account Management Database Management

Roll Back Manual Backup Auto-Backup Settings

Data Backup List Binlog Backup List

A, Today Yesterday Last 7 days Last 30 days B @
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4. In the pop-up window, select the backup type and object, set the backup file alias, and click OK.

Backup Settings

ackup Type Snapshot Backup OLDg'ca Backup
Entire cluster O Specify Table

L

Select databases/tables ) eset Mumber of selected databases/tables: 0/0

» [

Cance

« Backup Type: Snapshot backup and logical backup are supported.
» Object: Snapshot backup applies to the entire instance, while logical backup applies to the entire instance or

specified databases/tables.
« Alias: You can set a file alias when creating a manual backup, which can contain up to 60 digits, letters, or symbols

(—/0ll+=:@).

Note :
We recommend you perform a manual logical backup task during off-peak hours, as it will lock the database

and affect database use.

5. After creating a manual backup task, you can view the task progress in the Task List on the left sidebar. You can

also view the execution status by clicking Backup Details in the *Operation column.
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Task Details - Manual Backup

Cluster ID/Name Cync
Time 2022-
End Time 2022-
T ogress 100%
T Executed successfully
Backup Time Backup Type Backup Mode Motes
2022-07- Logical Backup Manual Backup ok
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Cross-Region Backup

Last updated : 2024-03-07 09:45:49

Cloud Native Database TencentDB for CynosDB provides a cross-region backup function, enabling users to store
backup files in a different region for storage to enhance regulatory compliance and disaster recovery ability and
improve data reliability. Currently, TencentDB for CynosDB cluster supports cross-region backup settings for
automatic logical backup, binlog backup, and manual logical backup (for the entire cluster).

This article presents the function of cross-region backup.

Background

Data is an important part of enterprise operations. Although the information technology brings convenience, it also
reveals that electronic data and stored information are very vulnerable to damage or loss. Any incident, such as
natural disaster, system failure, maloperation, or virus, can cause interruption of business operations or even
disastrous losses. Therefore, ensuring the security and integrity of core data is a top priority of every enterprise. The
cross-region backup feature of Cloud Native Database TencentDB for CynosDB can be used to store backup files in
another region so as to minimize data corruptions caused by natural disasters or system failures. This feature ensures
the high availability, security, and recoverability of data and implement various features, such as remote backup and

restoration, remote disaster recovery, long-term data archive, and regulatory compliance.

Region 1 Region 2
g:, user ‘%33 user

E&I TDSOL-C MySQL @ TDSQL—C MySQL

_ Restore
Cross regional

backup

?5 backup ?5 backup

Cross-Region Backup Limitations
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Currently, only high 1O edition clusters support cross-region backup capabilities in automatic logical backup, binlog

backup, and manual logical backup (for the entire cluster).

Notes on Cross-Region Backup

Cross-region backup can restore data to the region where the cluster or the backup is.
Cross-region backup doesn't affect the local default backup, and both coexist after cross-region backup is enabled.
Cross-region backup will be triggered after the local default automatic backup is complete, that is, the default

automatic backup is dumped to the storage device for cross-region backup.

Billing Description

Cross-region backup is currently in the public testing phase, and is presently available for use without charge.

The Difference between Cross-region Logical Backup and Local
Automatic Backup

Comparison ltem Cross-Region Logical Backup Local Automatic Backup
Is it enabled b It is disabled by default and requires
y oy g Enabled by default
default manual enabling.
Backup storage Backup is stored in the specified remote Backup is stored in the region where the
region region (up to three regions) cluster is located
Data can be restored to: Can be restored to:
Backup and . .
. Original cluster Original cluster
restoration _ _ . .
New cluster in the target region New cluster in the current region

Supported Regions

The regions supporting cross-region backup span all the regions in TencentDB for CynosDB.

Enabling Cross-Region Backup for Automatic Logical Backup
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Note:

After the enabling of cross-region backup of automatic logical backup, it is recommended to synchronously enable the
Binlog cross-region backup for the corresponding regions, providing convenience for time point recovery in the
corresponding regions.

1. Log in to the TencentDB for CynosDB console.

2. At the top, select a region and operate according to the console view pattern currently in use.

Tab View

List View

On the left side of the cluster list, click Target Custer to enter the cluster management page.

& Hide cluster lists (3) Quick Check More v

® cynosdbmysql [ |

cynosdbmysql-=mems wmill ~ Aunning

1D cynosdbmysql o
cynosdbmysql il mp 5
Database Version 2.1.9 Upgrade Billing Mode Compute: Monthly Subscription/Storage: Pz
Project Default Project Adjust Cluster Expiration Time 2023-09-04 10:26:31 Renewal Mana
® cynosdbmysql:ig' -
) vsalaiia Renewal Settings Set Deployment Mode  Single-AZ
g

Transfer Linkage  High 10

Tag y

Cluster Details Monitoring and Alarms Account Management Database Management Database Proxy Parameter S¢

Find the target cluster in the cluster list on the left and click the cluster ID or Manage in the Operation column to

access the cluster management page.

Quick Check More ~

Cluster ID/Name Cluster ... Compatible Data... ¥ AZ Read/Write Address Read-Only Address Database Proxy Address
cynosdbmysgl- (Private) - 4:3306 01

Runnin MySQL 5.7 Guangzh...
cynosdbmysgH™ unning ysal g (Public) Disabled

3. On the cluster management page, select Backup Management tab, then click Auto-Backup Settings.

Roll Back Manual Backup Auto-Backup Settings Log Backup Settings

Data Backup List Binlog Backup List

All Today Yesterday Last 7 days Last 30 days B ®

4. Under Logical Backup, click Modify Backup Settings.
Note:

If you have enabled automatic logical backup, but have not activated the cross-region backup feature for automatic
logical backup, please click on Modify Backup Settings.
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Logical Backup Used for cross-region retention of backup files and cross-region rollback to a new cluster
|Modify Backup Settings| Disable Backup

Automatic Backup Retention  1830days

Start Time 02:00-06:00 (default)
5. In the pop-up dialog box, finish the following configuration, then click OK.

Logical Backup Used for fast rollback of the original cluster and the local cluster X

Start Time = 02:00-06:00 (default) +

Auto-Backup Cycle Daily

Cross-Region Backup * Enable Disable

Backup Region * East US (Virginia), East Chin... v &

Select at least one region

Automatic Backup Retention = 1830 days

Data backup retention period: 7-1830 days

Parameter Description
Start time Set the daily start time of automatic logical backup. Set by default from 02:00 to 06:00.

Daily is set by default.
Note:
Automatic The current version only supports an automatic backup cycle being daily. Due to logical backup
backup cycle speed limitations, the backup cycle for some larger data volume clusters is expected to extend
to more than a day (if the logical backup for that day is not completed, the next automatic logical
backup will not occur until the day after this logical backup is completed).

Cross-region )
9 Select to enable cross-region backup.

backup

Backup . . . .
region Choose the regions for backup storage, supporting up to three different regions.
Automatic Backups can be retained from 7 to 1830 days.
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backup
retention

Enabling Cross-Region Backup of binlog Backup

1. Log in to the TencentDB for CynosDB console.

2. At the top, select the region and operate according to the console view pattern currently in use.
Tab View

List View

On the left side of the cluster list, click on the desired cluster to enter the cluster management page.

< Hide cluster lists (3) Quick Check More v

® cynosdbmysql | |

cynosdbmysqjl-=mems wmill ~ Auning

1D cynosdbmysg| =4 g
cynosdbmysqli il iy E
Database Version 2.1.9 Upgrade Billing Mode Compute: Monthly Subscription/Storage: Pz
Project Default Project Adjust Cluster Expiration Time 2023-09-04 10:26:31 Renewal Mana
® cynosdbmysqlylig’t - Renewal Settings  Set Deployment Mode  Single-AZ

Transfer Linkage  High 10

Tag »

Cluster Details Monitoring and Alarms Account Management Database Management Database Proxy Parameter S¢

Find the target cluster in the cluster list on the left and click cluster ID or Manage in Operation column to access the

cluster management page.

Quick Check More +

Cluster ID/Name Cluster ... Compatible Data... ¥ AZ Read/Write Address Read-Only Address Database Proxy Address
cynosdbmysgl- (Private) - 4:3306 01

Runnin MySQL 5.7 Guangzh...
cynosdbmysql unning ysal g (Public) Disabled

3. On the cluster management page, select the Backup management tab and click logBackupSetting.

Roll Back Manual Backup Auto-Backup Settings | Log Backup Settings

Data Backup List Binlog Backup List

All Today Yesterday Last 7 days Last 30 days H e

4. In the pop-up dialog box, complete the following configuration and click OK.
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Log Backup Settings X

Binlog Settings Enable

Binlog Backup Retention = 7 days

Binlog backup retention period ranges from 7 to 1830 days
and cannot be less than 7 day(s) of the data backup days.

Cross-Region Backup * Enable Disable

©

Backup Region = East China (Nanjing) v

Select at least one region
We recommend that you select the same region as that of
the logical backup for easy rollback by time point.

Parameter Description
binl
n'eg Enabled by default.

setting

Binlog . . . .

backu Binlog backup retention period lasts 7 to 1,830 days, which must not be less than the data

'p backup retention period of 7 days.

retention
Select if the cross-region backup should be enabled.

Cross-region If it is activated, binlog backups can be stored in other regions.

backup If it is not activated, binlog backups will be kept in the region where the cluster is currently
located by default.

Backup When enabling cross-region backup, you can select the region where the backup is stored,

region supporting up to three different regions.

Enabling Manual Logical Cross-Region Backup

1. Log in to the TencentDB for CynosDB console.
2. At the top, select the region and operate according to the console view pattern currently in use.
Tab View

List View
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On the left side of the cluster list, click the desired cluster to enter the cluster management page.

< Hide cluster lists (3) Quick Check More v

® cynosdbmysql [ |
cynosdbmysql-=mems wull / funing
D cynosdbmysql: =4 I

cynosdbmysqli il g
Database Version 2.1.9 Upgrade Billing Mode Compute: Monthly Subscription/Storage: Pz

Project Default Project Adjust Cluster Expiration Time 2023-09-04 10:26:31 Renewal Mana

® cynosdbmysqlyig'” -
) vsakilie Renewal Settings  Set Deployment Mode  Single-AZ

Transfer Linkage  High 10
Tag P

Cluster Details Monitoring and Alarms Account Management Database Management Database Proxy Parameter S¢

Find the target cluster in the cluster list on the left and click cluster ID or Manage in Operation column to access the

Cluster Management page.

Quick Check More ~

Cluster ID/Name Cluster ... Compatible Data... ¥ AZ Read/Write Address Read-Only Address Database Proxy Address
cynosdbmysgl- (Private) - 4:3306 01

Runnin MySQL 5.7 Guangzh...
cynosdbmysql unning ¥ 9 (Public) Disabled

3. On the cluster management page, click Backup Management and then click Manual Backup.

Roll Back Manual Backup Auto-Backup Settings Log Backup Settings

Data Backup List Binlog Backup List

All Today Yesterday Last 7 days Last 30 days B ®

4. In the pop-up dialog box, complete the following configuration, then click OK to create a backup task.
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Manual Backup Settings

Backup Type

Snapshot Backup o Logical Backup

Object o Entire cluster Specify Table
Alias
It can contain up to 60 digits, uppercase letters, lowercase letters, or symbols (-_./()[[+=:@).
Cross-Region Backup * Enable Disable
Backup Region * v
Select at least one region
Cancel
Parameter Description
Choose logical backup.
Note:
Backup type . . -
We recommend you perform a manual logical backup task during off-peak hours, as it will lock
the database and affect database use.
Selecting In manual backup, the capacity for cross-region backup is currently only supported for selecting
object the entire cluster for cross-region backup.
Naming When a manual backup is created, the settings of the remark name for the backup file is
remarks supported. Only digits, English upper case and lower case letters, Chinese as well as special

Cross-region
backup

Backup
region

characters -_./()[]()+=:;@ are supported and the length cannot exceed 60.

Choose to enable cross-region backup. After that, you can save manual logical backups to
other regions.

Choose the region where the manual logical backup is stored; Up to three different regions can
be selected.
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Managing Backup
Viewing Backup List

Last updated : 2023-11-09 14:52:38

TDSQL-C for MySQL automatically backs up data based on the default backup settings. You can modify the
automatic or manual backup settings in the console. You can also view the backup files and relevant information in the
backup list.

This document describes how to view the list of backup files in the console.

Directions

1. Log in to the TDSQL-C for MySQL console.
2. Select the region at the top of the page and click the ID of the target cluster or Manage in the Operation column to
enter the cluster management page.

3. On the Backup Management tab, view backup tasks in the data or binlog backup list.

Cluster Details Instance List Monitoring and Alarms Account Management Database Management Database Proxy Parameter Setting

Roll Back Manual Backup Auto-Backup Settings

Data Backup List Binlog Backup List
Today | Yesterday | Last7days | Last30days B e
File Namey/Alias Backup Time Start Time End Time Backup Type ¥ Backup Mode T i

Information in the data backup list: File name/alias, backup time, start time, end time, backup type, backup mode,
backup size, status, and operation.
Information in the binlog backup list: File name, binlog backup start time, binlog backup end time, backup size, and
operation.
You can filter backup files by time (all, today, yesterday, past 7 or 30 days, or custom time period).

You can search for backup files in the search box on the right by file name, alias, backup mode, and backup type.
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[ @Qa|o

ck fus Operation
File Mame

Alias
M k. ckup Maode o Clore

Backup Type

FAQs

Can | download or restore backup files that exceed the retention period?

Expired backup files (including data and binlog backup files) will be automatically deleted and cannot be downloaded
or restored.

You can download logical backup files in the TDSQL-C for MySQL console.

You can also perform backup manually in the console.

Note:

Manual logical backups can be deleted manually, while snapshot backups cannot.

Can | delete backups manually?

Automatic backups cannot be deleted manually. They will be automatically deleted after the retention period ends,
which is 7 days and can be customized as needed. For more information, see Setting Backup Retention Period.

Manual logical backups can be manually deleted from the backup list in the TDSQL-C for MySQL console.

How can | reduce the backup capacity cost?

Delete manual logical backups that are no longer used. For detailed directions, see Deleting Backup.
Reduce the automatic backup retention period as needed to implement the regular deletion of automatic backups. For

more information, see Setting Backup Retention Period.
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Setting Backup Retention Period

Last updated : 2023-08-24 09:49:03

TDSQL-C for MySQL backups include data and binlog backups in automatic and manual modes. Automatic backups
cannot be manually deleted. You can set and adjust the backup retention period as needed, after which they will be
automatically deleted.

This document describes how to set the backup retention period in the console.

Note:

The binlog backup retention period cannot be shorter than the data backup retention period.

Directions

1. Log in to the TDSQL-C for MySQL console.

2. Select a region at the top and proceed according to the actually used view mode.
Tab view

List view

Click Target Cluster in the cluster list on the left to enter the cluster management page.

< Hide cluster lists (3) m Quick Check More v

® cynosdbmysql | |
cynosdbmysql-mmege ol /  Aunning
ID cynosdbmysql =4 IO

cynosdbmysql il mop E

Database Version 2.1.9 Upgrade Billing Mode Compute: Monthly Subscription/St
Project Default Project Adjust Cluster Expiration Time 2023-09-04 10:26:31 Rene'
[ nosdbmysqlsig' -
@ vsalulia Renewal Settings  Set Deployment Mode  Single-AZ

Transfer Linkage  High IO

Tag ’

Cluster Details Monitoring and Alarms Account Management Database Management Database Proxy Parar

Find the target cluster in the cluster list and click the Cluster ID or Manage in the Operation column to enter the

cluster management page.

Quick Check More ~

Cluster ID/Name Cluster ... Compatible Data... Y AZ Read/Write Address Read-Only Address Database Proxy Address
cynosdbmysql- Runni MySQL 5.7 G h (Private) 4:3306101

nnin A uangzh...
cynosdbmysql4 unning ¥ g (Public) Disabled

3. On the cluster management page, select the Backup Management tab and click Auto-Backup Settings.
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1 Instance List Monitoring and Alarms

Account Management

Manual Backup

Auto-Backup Settings

Data Backup List Binlog Backup List

Today Yesterday Last 7 days

Laszt 30 days

TDSQL-C for MySQL

B ®
4. In the Backup Settings window, set the data and binlog backup retention periods separately and click OK.

Backup Settings

Data Backup Settings

Backup Type * 05"'::5 ot Backup

Binlog Backup Settings

log Settings Enable

©2013-2022 Tencent Cloud. All rights reserved.
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Downloading and Decompressing Backup

Last updated : 2023-02-08 09:46:36

The TDSQL-C for MySQL console provides the list of logical backup files that can be downloaded. They may then be
used to restore data from one database to another (such as a self-built database or a database provided by another

cloud vendor).

File Types Supported for Download, Decompression, and Deletion

Decompression

Category Backup Type Method Download Required After Deletion
Download
Data Logical Full backup Manual v v v
backup backup
Bi .
inlog Binlog Incremental Automatic Y / «
backup backup backup

Downloading a Data Backup File

1. Log in to the TDSQL-C for MySQL console.
2. Select the region at the top, find the target cluster, and click the cluster ID or Manage in the Operation column to

enter the cluster management page.
3. On the cluster management page, select Backup Management > Data Backup List to view the backup file.
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1 Instance List Monitoring and Alarms Account Management Database Management Database Proxy Paramet
m Manual Backup Auto-Backup Settings
Data Backup List Binlog Backup List
All Today Yesterday Last 7 days Last 30 days B ®
File Name/Alias Backup Time Start Time End Time Backup Type T Backup Mode T
edison
buy_2C 2023-02-07 14:49:43  2023-02-07 14:49:43  2023-02-07 14:49:48  Logical Backup Manual Backup

4. In the Operation column of a data backup file, click Download.

5. In the pop-up window, click Copy to get the file download address for fast download by running the wget
command, or directly click Download.

Note:

After copying the download address, log in to a Linux CVM instance as instructed in Customizing Linux CVM
Configurations and run the wget command for download.

If the cluster and CVM instance are in the same region, the wget command can be used for fast download over the
private network, no matter whether they are in the same or different VPCs.

If the cluster and CVM instance are in different regions, fast download over the private network is not supported, and
the public IP must be enabled for the CVM instance before the wget command can be used for download.

The download address is valid for 12 hours, after which you will need to enter the download page again to get a new
one.

The URL must be enclosed with quotation marks when the wget command is used to download.

wget command format: wget -c" " -O xb
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Download W

(D Motes

1. The download address is valid for 12 hours. Please refresh the page to get

a new one upon expiraticn.

2. wget command format: wget -c "<backup download address>" -0
<custom filename» xb

3. View Download Help Document [£

DWnIoad AQOress CDD'y’

Download Cancel

Downloading a Binlog Backup File

1. Log in to the TDSQL-C for MySQL console.
2. Select the region at the top, find the target cluster, and click the cluster ID or Manage in the Operation column to
enter the cluster management page.

3. On the cluster management page, select Backup Management > Binlog Backup List to view the backup file.

1 Instance List Monitoring and Alarms Account Management Database Management Database Proxy Parameter
Roll Back Manual Backup Auto-Backup Settings
Data Backup List Binlog Backup List
Today Yesterday Last 7 days Last 30 days E®
File Name Binlog Backup Start Time Binlog Backup End Time
binlog_backup__ aysgl-
bin 3 . xbp_ v=a 2023-02-03 15:05:51 2023-02-03 130552

4. In the Operation column of a data backup file, click Download.

5. In the pop-up window, click Copy to get the file download address for fast download by running the wget
command, or directly click Download.

Note:

After copying the download address, log in to a Linux CVM instance as instructed in Customizing Linux CVM

Configurations and run the wget command for download.
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If the cluster and CVM instance are in the same region, the wget command can be used for fast download over the
private network, no matter whether they are in the same or different VPCs.

If the cluster and CVM instance are in different regions, fast download over the private network is not supported, and
the public IP must be enabled for the CVM instance before the wget command can be used for download.

The download address is valid for 12 hours, after which you will need to enter the download page again to get a new
one.

The URL must be enclosed with quotation marks when the wget command is used to download.

wget command format: wget -c" " -O xb

Download W

@ Notes

1. The download address is valid for 12 hours. Please refresh the page to get
a new oche upon expiration.

2. wget command format: wget -c "<backup download address=" -0
<custom filename > xb

3. View Download Help Document [£

cad Address Copy

Download Cancel

Decompressing a File

To save storage space, TDSQL-C for MySQL data and binlog backup files will be compressed with gpress and then
packed with xbstream offered by Percona. Therefore, downloaded backup files can be imported to the target database

only after being unpacked and decompressed.

Unpacking a backup file

Unpack the backup file with xbstream.
Note:
xbstream can be downloaded at Percona's official website. Select Percona XtraBackup v2.4.6 or later. For more

information on installation, see Installing Percona XtraBackup on Red Hat Enterprise Linux and CentOS.
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xbstream —-x < testO0.xb -P

Note:
Replace test0.xb withyour backup file name.

The unpacking result is as shown below:
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buntufVM-15=106-ubuntu:=5 xbstream -x < testO.xb -P

Decompressing a backup file

1. Download gpress by running the following command.
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wget —-d —--user—agent="Mozilla/5.0 (Windows NT x.y; rv:10.0) Gecko/20100101 Firefox/

Note:
If an error is displayed during the wget download, you can click here to download gpress locally and upload it to
the Linux CVM instance. For more information, see Uploading Files from Linux or MacOS to Linux CVM via SCP.

2. Extract the gpress binary files by running the following command:
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tar —-xf gpress-11-linux-x64.tar —-C /usr/local/bin

source /etc/profile

3. Decompress the backup file with gpress.
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gpress —-d <backup file>.sgl.gp .
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Deleting Backup

Last updated : 2023-05-31 16:10:39

TDSQL-C for MySQL allows you to delete backups to save space. You can manually delete manual backups. For
automatic backups, you can adjust their lifecycle as instructed in Setting Backup Retention Period.

This document describes how to delete manual backups in the console.

Directions

1. Log in to the TDSQL-C for MySQL console.

2. Select the region at the top, find the target cluster, and click the cluster ID or Manage in the Operation column to
enter the cluster management page.

3. On the cluster management page, select the Backup Management tab, select the data or log backup list, find the

target backup file, and click Delete in the Operation column.

Cluster Details Instance List Monitoring and Alarms Account Management Database Management Database Proxy Parameter Settings Security Group Backup Management

Roll Back Manual Backup Auto-Backup Settings

Data Backup List Binlog Backup List

Today Yesterday Last 7 days Last 30 days [cii€] Q|0

File Name/Alias Backup Time Start Time End Time Backup Type T Backup Mode T Backup Size Status Operation

qsi Logical Backup Manual Backup Successfu Download

4. In the pop-up window, click OK.

Backup Deletion x

Backup files cannot be recovered once deleted.
Are you sure you want to delete the backup file ()7

Ok Cance

Note:

Note that backup files cannot be restored once deleted.

©2013-2022 Tencent Cloud. All rights reserved. Page 315 of 490


https://www.tencentcloud.com/document/product/1098/48396
https://console.tencentcloud.com/cynosdb

@ Tencent Cloud TDSQL-C for MySQL

Rolling back
Restoring Data from Logical Backup
Restoring Data from Logical Backup

Last updated : 2024-03-06 16:15:13

This document describes how to restore data from a logical backup file.

Overview

Note:

To save storage space, TDSQL-C for MySQL backup files will be compressed with gpress and then packed with
xbstream offered by Percona.

TDSQL-C MySQL Edition supports logical backup methods, allowing users to manually generate logical backup files
through the console. It also supports the download and acquisition of logical backup files for the entire cluster or partial

databases. This document introduces data recovery using logical backup files on the Linux platform.

Directions

Step 1. Downloading the Backup File

1. Log in to the TDSQL-C for MySQL console, and operate according to the actual console view mode.
Tabbed View
List View

In the cluster list on the left, click Target Cluster to enter the cluster management page.

TDSQL-C Cluster List ~ ® Beijing3  Other regions 12 " @)
& Hide cluster lists (3) Quick Check More v
® cynosdbmysql
cynosdbmysql- #  Running
D cynosdbmysql-f u]
cynosdbmysql
Database Version 2.1.9 Upgrade Billing Mode Compute: Monthly Subscription/Storage:
Project Default Project Adjust Cluster Expiration Time 2024-02-04 10:26:31 Renewal M
® cynosdbmysql-
U S ttings  Set Deployment Mode  Single-AZ  #*

Transfer Linkage Standard

Locate the target cluster in the list on the left, and click the Cluster ID or Manage in the Operation column to access

the cluster management page.
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TDSQL-C Cluster List ~ ® Beijing3  Other regions 12 +

Quick Check More ~

Cluster ID/Name Cluster ... Compatible Dat... Y AZ Read/Write Address Read-Only Address Database Proxy Address
cynosdbmysql-i (Private) 172.¢ 5o

Runnin, MySQL 5.7 Beijing Z...
Synosdbmysqit 9 4 ing (Public) Disabled

2. On the cluster management page, select Backup Management > Data Backup List, find the target backup, and

click Download in the Operation column.

4 Instance List Monitoring and Alarms Account Management Database Management Database Proxy Parameter Settings
m Manual Backup Auto-Backup Settings
Data Backup List Binlog Backup List
All Today Yesterday Last 7 days Last 30 days m @
File Name/Alias Backup Time Start Time End Time Backup Type T Backup Mode ¥ Backup 5iz
ediso g-
buy_z 144938 2023-02-07 144543 2023-02-07 144943  2023-02-07 14:49:48  Logical Backup Manual Backup 1.67TMB

3. Copy the download address in the pop-up window, log in to a Linux CVM instance as instructed in Customizing
Linux CVM Configurations, and runthe wget command for fast download.

Note:

After copying the download address, log in to a Linux CVM instance as instructed in Customizing Linux CVM
Configurations and run the wget command for download.

If the cluster and CVM instance are in the same region, the wget command can be used for fast download over the
private network, no matter whether they are in the same or different VPCs.

If the cluster and CVM instance are in different regions, fast download over the private network is not supported, and
the public IP must be enabled for the CVM instance before the wget command can be used for download.

You can also click Download to download it directly. However, this may take a longer time.

The wget command format is as follows:
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wget —c "<backup download address>" -0 <custom filename>.xDb
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BT B 2 @

Welcome to Tencent0S 3 64bit

Version 3.2 20220531

tlinux3.2-64bit-5.4.119-1.0009.3-20220531

Last login: )

[root@WM-32-6-centos ~]# wget —c "https://ncdb-bj-pitr-1258344699. cos.ap-beijing.myqcloud.com,

=A

--2024-01-19 14:37:01-- https://ncdb-bj-pitr-1258344699. cos.ap-beijing.myqcloud.com/cynosdb/data/mysqldump

Resolving ncdb-bj-pitr-1258344699.cos.ap-beijing.myqcloud.com (ncdb-bj-pitr- . -beijing.myqcloud.com)... : I

Connecting to ncdb-bj-pitr-1258344699.cos.ap-beijing.myqcloud.com (ncdb-bj-pitr-: eijing.myqcloud.com) |1 9]:443... connected.
HTTP request sent, awaiting response... 200 0K

Length: 534303 (522K) [application/octet-stream]

Saving to: ‘testbackupfile.xb’

testbackupfile.xb 100%[

2024-01-19 14:37:02 (19.6 MB/s) - ‘testbackupfile.xb’ saved [534303/534303]

Step 2. Unpacking the Backup File

Unpack the backup file with xbstream.
Note:

xbstream can be downloaded at Percona's official website. Select Percona XtraBackup v2.4.6 or later. For more

information on installation, see Installing Percona XtraBackup on Red Hat Enterprise Linux and CentOS.
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xbstream -x < testO0.xb -P

Note:
Replace test0.xb with your backup file name.

The unpacking result is as shown below:
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buntufVM-15=106-ubuntu:=5 xbstream -x < testO.xb -P

Step 3. Decompressing the Backup File

1. Download gpress by running the following command.
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wget -d —--user—agent="Mozilla/5.0 (Windows NT x.y; rv:10.0) Gecko/20100101 Firefox/

Note:
If an error is displayed during the wget download, you can click here to download qpress locally and upload it to
the Linux CVM instance. For more information, see Uploading Files from Linux or MacOS to Linux CVM via SCP.

2. Extract the gpress binary files by running the following command:
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tar —-xf gpress-11-linux-x64.tar —-C /usr/local/bin

source /etc/profile

3. Decompress the backup file with gpress.
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gpress —-d <backup file> <unzipped file>

<Backup file>: Replace with the corresponding unpacked backup filename. The angle brackets <> in the command
should be removed, retaining only the actual parameters.

<Unzipped file>: Specify the custom filename after decompression, which should immediately follow the backup file
name in the command. The angle brackets <> in the command should be removed.

Step 4. Importing the Backup File into the Target Database

Import the .sql file into the target database by running the following command:
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mysgl —-u<account name> -P<port> -h<target database's private network address> -p <
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Restoring Data from Snapshot Backup
Restoring Data to Original Cluster

Last updated : 2023-03-01 14:33:46

TDSQL-C for MySQL can roll back databases/tables to an original cluster and roll back an entire cluster (clone) to a
new cluster as instructed in Restoring Data to New Cluster. You can choose different rollback methods based on your

business needs. This document describes how to roll back certain databases/tables to the original cluster.

Rollback methods

Rollback by backup file: This method restores the cluster to the dataset state of a backup file. The selection range of
the backup file is determined by the data backup retention period you set.
Rollback by time point: This method restores the cluster to any time point within the log backup retention period you

set.

Directions

1. Log in to the TDSQL-C for MySQL console and click a cluster ID in the cluster list to enter the cluster management

page.
2. On the cluster management page, select the Backup Management tab and click Roll Back.

Cluster Details Instance List Monitoring and Alarms Account Management Database Management Database Proxy Parameter Settings Security Group Backup Management
Data Backup List Binlog Backup List
Today Yesterday Last 7 days Last 30 days (o] Qo

3. On the database/table rollback page, select the database/table to be rolled back, rename it, and click Roll Back.
For database/table rollback, you need to specify the database/table to be rolled back. If you are not sure about that,
we recommend you clone the original cluster first and then migrate back to it later when you can specify the rollback
objects.

If the database/table to be rolled back does not exist at the specified time point, the rollback will fail.

If the database/table to be rolled back does not exist or has been dropped, you need to log in to the database and

create a database/table first before performing rollback in the console.
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If there are primary or foreign key constraints in the specified database/table to be rolled back, make sure that the
associated databases/tables exist during the rollback process; otherwise, the rollback will fail.

Up to 500 databases or tables can be rolled back at a time.

< Roll Back Databases/Tables to Original Cluster Database and Table Rollback Guide 2

By backup file By time point

2023-03-01 0%:19:22 ~

Databases/Tables to Roll Back Database Table You have selected 0 tables. Up to 500 tables can  Name after Rollback.

Search be selected.
» cynosdbmysql- »  cynosdbmysql-9fcldvhg

¢ test test test_bak

Roll Back

4. In the pop-up window, confirm that everything is correct and click OK to initiate the rollback task.

5. After the task is submitted, you can click View Rollback Task or go to the task list to view the rollback progress
and task details.

6. After the rollback is completed, you can see the new restored database/table in the original cluster and perform
further operations.
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Restoring Data to New Cluster

Last updated : 2024-03-26 17:00:10

TDSQL-C for MySQL can roll back databases/tables to the original cluster and roll back an entire cluster (clone) to a
new cluster. You can choose different rollback methods based on your business needs. This document describes how
to clone a cluster and quickly restore data to the newly purchase cluster in the console.

TDSQL-C for MySQL provides the clone feature to restore a cluster to any time point in the log backup retention
period or to the backup set of the specified backup file.

The clone will create a new cluster based on your choice. After the new cluster is verified, you can either migrate the
data back to the source cluster through DTS or use the new cloned cluster directly. For more information, see
Migrating to TDSQL-C for MySQL.

Note:

Billing will start for the cloned new cluster after the clone succeeds. For more information on billing and pricing, see

Billing Overview.

Directions

1. Log in to the TDSQL-C for MySQL console and click a cluster ID in the cluster list to enter the cluster management
page.
2. On the cluster management page, select the Backup Management tab and click Clone in the Operation column

in the backup list.
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| Database configuration

Compute Billing Mode Monthly Subscription

_ Pay as You Go Serverless

Rollback Mode

By backup file By time point
2023-02-27 00:19:14
Region Morth China (Beijing)
Source AZ Beijing Zone 3
Transfer Linkage High 10
Network VPC
Defa Defar

m Beijing

and under Default-WVPC{default), 0
Compatible Database MySQLS.0
Compute Instance

All CPU Specs All Memory Specs

(read-write)

Instance Type(Learn More) [2 CPU
Selected instance specification: Dedicated 2-cored4 GB MEM

Period 2 & months 1years More

Memory

TDSQL-C for MySQL

17221 40493 subnet IFs in total, with 4082 availsble

quirements, go ioCreate VPCs [4 orCreate Subnets [4

iew Details

Max IOPS 110 Bandwidth Max Storage C... Suppo

3. On the purchase page, complete the Database Configuration settings based on he selected database mode, and

click Next.
For Provisioned Resource instance mode

Instance Mode: Provisioned Resources

Rollback Mode: Clone by backup file and clone by time point are supported.

By backup file: A new cluster can be created from the specified backup set for restoration, and the selection range is

based on the time when the backup is completed and the retention period.

By time point: A new cluster can be created from the specific time point for restoration, and the time point selection

range is based on the backup retention period.
Region: Same as that of the cloned cluster.
AZ: Same as that of the cloned cluster.
Transfer Linkage: High 10.

Network: Select VPC.

Database Version: Same as that of the cloned cluster.
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Compute Instance (read/write)Select the compute specifications of the read-write instance. Only one read-write
instance can be configured.

Compute Instance (read-only): Select the compute specifications of the read-only instance. You need to select at least
two read-only instances to ensure that the cluster is highly available. After the cluster is created, you can expand the
read capability of the cluster by adding read-only instances.

Compute Billing Mode: The billing mode is pay-as-you-go by default. Currently, clone doesn't support monthly
subscription.

Storage Billing Mode: The billing mode is pay-as-you-go by default.

For serverless instance mode

Instance Mode: Serverless

Rollback Mode: Clone by backup file and clone by time point are supported.

By backup file: A new cluster can be created from the specified backup set for restoration, and the selection range is
based on the time when the backup is completed and the retention period.

By time point: A new cluster can be created from the specific time point for restoration, and the time point selection
range is based on the backup retention period.

Region: Same as that of the cloned cluster.

AZ: Same as that of the cloned cluster.

Transfer Linkage: High 10.

Network: Select VPC.

Database Version: Same as that of the cloned cluster.

Compute Unit: Select the upper and lower limits of the TDSQL-C compute unit (CCU), and the instance will be
automatically and elastically scaled within the selected resource range. CCU is the computing and billing unit for the
serverless mode. A CCU is approximately equal to 1 CPU core and 2 GB memory. The number of CCUs used in each
billing cycle is the greater of the number of CPU cores used by the database and 1/2 of the memory size. For more
information, see Compute Unit.

Auto-Pause: Configure the automatic pause time of the instance. If there is no connection to access the database
within the set time, the instance will be automatically paused, with billing stopped.

Billing Mode: Resource pack (monthly subscription) and pay-as-you-go billing are supported.

Note:

The compute resource pack will be used preferably for the deduction of actual usage of pay-as-you-go products.
When the pack is used up, the resource usage will be pay-as-you-go. Compute resource packs are deducted based
on the actual CCU used per second. The resource pack mode is more cost-effective and flexible than the pay-as-you-
go option.

Compute resource pack (displayed when selecting Resource Pack in the compute billing mode): You can bind all
valid compute resource packs available in the selected region under the current account. If no resource pack is
available, you can purchase a resource package first.

Storage Billing Mode: Resource pack (monthly subscription) and pay-as-you-go billing are supported.

Note:
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The storage resource pack will be used preferably for the deduction of actual usage of pay-as-you-go products. When
the pack is used up, the resource usage will be pay-as-you-go. Storage resource packs are deducted based on the
actual storage used per hour. The resource pack mode is more cost-effective and flexible than the pay-as-you-go
option.

Storage resource pack (displayed when selecting Resource Pack in the storage billing mode): You can bind all valid
storage resource packs available in the selected region under the current account. If no resource pack is available,
you can purchase a resource package first.

4. Configure the Basic Info and Advanced Configuration settings on the page redirected to, such as cluster name,
default character set, security group, parameter template, and project. Then, click Buy Now.

5. Return to the cluster list, and you can see the new cluster created through clone. After its status changes from
Cloning to Running, it can be used normally.

Note:

After confirming that the data in the new cluster created through clone is correct, you can modify the cluster VIP or

click Delete in the Operation column to delete the old cluster on the cluster details page as needed.
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Operation Log
Slow Log Overview

Last updated : 2022-08-02 17:11:20

Overview

Slow logs are also called slow SQL queries. They are a type of logs provided by TDSQL-C for MySQL to record SQL
statements with a longer response time than the threshold in the database process. Specifically, SQL statements with
a longer execution time thanthe long_query_time value are recorded in slow logs.

Note:

The slow log feature is currently in beta test and only available in Beijing region. It will be made available in more

regions.

Parameters

The long_query_time value of TDSQL-C for MySQL defaults to 10, indicating that SQL statements running
more than 10 seconds will be recorded in slow logs. You can adjust the value in the range of 0.000000 to

3,600.000000. For more information, see Setting Instance Parameters.

Purpose

After setting this parameter in TDSQL-C for MySQL, you can identify and optimize inefficient SQL statements. Simply

put, slow logs are used to troubleshoot SQL statement issues and check the current performance.

Relevant operations

Operation Use Case Method
Prevent
slow logs
g_ Get suggestions from DBbrain for slow SQL statement optimization. -
from being
generated
Set slow Set the value of ‘long_query_time" to record slow logs. Setting
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log
parameters

View slow
log
monitoring
alarms

Query and
download
slow log
details

Analyze
and
optimize
slow logs

View slow instance queries through the instance monitoring metric (Slow
Queries) and set alarms to receive notifications.

On the **Operation Log** page, query the following slow log information:
execution time, SQL statement, client address, username, database, execution
duration (s), lock duration (s), parsed rows, and returned rows. You can
download them in CSV or native formats.

View the complete SQL template, SQL sample, and optimization suggestion and
description through DBbrain to analyze and optimize SQL statements.
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Querying and Downloading Slow Log Details

Last updated : 2022-09-20 00:03:27

The slow log is used to record query statements that take more time than the specified value to execute in TDSQL-C
for MySQL read-write and read-only instances. You can find out inefficient query statements to optimize by slow log
details. TDSQL-C for MySQL allows you to download such details for easier analysis and optimization.

This document describes how to query and download slow log details.

Querying a slow log

1. Log in to the TDSQL-C for MySQL console.

2. Select the region at the top, find the target cluster, and click the cluster ID or Manage in the Operation column to
enter the cluster management page.

3. On the cluster management page, select the Instance List tab and click the ID of the target read-write or read-only
instance to enter the instance details page.

4. On the instance details page, select Operation Log > Slow Log Details.

You can filter slow log details by time (all, today, yesterday, last 7 or 30 days, or custom time period).

You can query slow log details by field (client address, username, or database name) and export them into a list file.
You can query and sort the following details: execution time, SQL statement, client address, username, database,

execution duration (s), lock duration (s), parsed rows, and returned rows.

Downloading slow log details

1. Log in to the TDSQL-C for MySQL console.

2. Select the region at the top, find the target cluster, and click the cluster ID or Manage in the Operation column to
enter the cluster management page.

3. On the cluster management page, select the Instance List tab and click the ID of the target read-write or read-only
instance to enter the instance details page.

4. On the instance details page, select Operation Log > Slow Log Details.

5. Query the target slow log details by time or keyword and click Export.

6. In the pop-up window, select the file format and click OK for download.

You can export the filtered or retrieved results in CSV or native format (supported by open-source analysis tools).
CSV format: You can perform quick check and optimization.

Native format: The exported file can be recognized by open-source analysis tools.
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You can export up to 2,000 records at a time. To download more than 2,000 records, select a shorter time range and

export a part of the records you need. Repeat the steps until all of the records are exported.
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CLS

Last updated : 2024-03-07 09:38:49

TencentDB for CynosDB provides the Cloud Log Service (CLS) feature to gather slow log data stemming from
TencentDB for CynosDB instances. This data is subsequently shipped to CLS for thorough analysis, which
encompasses everything from log gathering and storage to log search, facilitating rapid monitoring and problem
identification in the business operations. This article outlines the process of enabling or disabling the CLS feature
through the console.

Note:

This service is in the process of a phased rollout. If the region of your instance currently does not support CLS, please
submit a ticket to provide feedback.

Prerequisites

Before using this feature, please ensure that you have enabled CLS.

Definition of Slow Log

Field Value Type Description
R field of CLS, signifying th
TIMESTAMP ) eservc?d (?d of CLS, signifying the
generation time of the log.
: . . Database instance ID, such as
instance_id String )
cynosdbmysql-ins-xxxx.
db_name String Database name.
rows_examined Long Number of scanned rows.
rows_sent Long Number of returned rows.
query_time Double Execution time (in seconds).
lock_time Double Lock waiting time (in seconds).
user_host String Client information.
: The username employed in client
user_name String

connection to the database instance.
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query_sql String Slow log SQL.

Enabling CLS

1. In the console, proceed to the cluster operation log page according to the actually used view pattern.

Tab View

List View

1. Log in to the TencentDB for CynosDB console, locate the cluster list on the left, and click the target cluster to enter
the cluster management page.

2. On the cluster management page, select the Operation Log page.

® cynosdbmysql

cynosdbmysql- 4 Running
ID cynosdbmysql-- @
Database Version 2.1.9 Upgrade Billing Mode Compute: Monthly Subscription/Storage: Pay as You Go #
cynosdbmysql- .
Project  Default Project Adjust Cluster Expiration Time 2024-03-04 10:26:31 Renewal Management
Renewal Settings Set Deployment Mode Single-AZ #
Transfer Linkage High 10
 cynosdbmysql 1 ITag

Cluster Details Monitoring and Alarms Account Management Database Management Database Proxy Parameter Settings Security Group Backup Management Operation Log Resource Pack

1. Log in to the TencentDB for CynosDB console, select the appropriate region at the top, locate your desired cluster,
and click the Cluster ID or Manage in the Operation column. This will lead you to the cluster management page.

2. On the cluster management page, select the Operation Log page.

Cluster Details Instance List Monitoring and Alarms Account Management Database Management Database Proxy Parameter Settings Security Group Backup Man

Read/Write:cynosdbmysql- M
Slow Log Details Error Log Details

All Today Yesterday Last 7 days Last 30 days =

Execution Time SQL Statement Client Address Username Database Duration (st

2. On the operation log page, select the instance that needs to enable the slow log shipping service, and then click

Slow Log Details > CLS (Activate Service).

Cluster Details Instance List Monitoring and Alarms Account Management Database Management Database Proxy Parameter Settings Security Group Backup Management Operation Log Resource Pack
I Read/Write:cynosdbmysql-ins. M I 1
Slow Log Details] 2 Error Log Details
All Today Yesterday Last 7 days Last 30 days =
Execution Time SQL Statement Client Address Username Database Duration (sec) * Lock Time (sec) *

3. Within the Enable Shipping Service pop-up window, click Enable Now to authorize the TDSQL-C service role (if

you have already authorized, you can skip Steps 3 to 5).
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Authorize TDSQL-C Service Role

(D You have not created a service role for TDSQL-C. Enal

4. On the page redirected to Role Management, click Grant.

<  Role Management

Service Authorization

After you agree to grant permissions to Cloud Native Database TDSQL-C, a preset role will be created and relevant permissions will be gra

Role Name CynosDBMysgl_QCSLinkedRolelnClslog
Role Type Service-Linked Role
Description The current role is the CYNOSDB service linked role, which will access your other service resources within the scop

Authorized Policies Preset Policy choudAccessForCynosDBLinkedRoIeInCIsIog@

5. Return to the pop-up window of Enable Shipping Service, read and check the Step, then click Start Using.
6. Click on

Add shipping logset

to conduct log shipping configuration.

7. Complete the following configuration in the pop-up window, then click Activate Now.

Parameter Description

Region Select the region for the logset shipping.

Logset Logsets categorize log topics for your convenience in management. You can choose existing
operation logsets or create new ones.

Select an existing logset: Filter through the search box to choose an existing logset for
categorizing slow log shipping.

Logset Create a logset: You can create a new logset for the classification of slow log shipping,
entering the name in the cloud_cynos_custom_logset format. The customised part only
supports English alphabets, numbers, underscores, and hyphens.

©2013-2022 Tencent Cloud. All rights reserved. Page 338 of 490



@ Tencent Cloud TDSQL-C for MySQL

Log topic Log topic is the fundamental cell for log data collection, storage, retrieval and analysis. An
operation existing log topic can be selected, or a new one can be created.

Select an existing log topic: Only when the log set operation selects an existing log set, can
this option be set. You may filter log topics under the selected log set in the search box.

Log topic Create a log topic: Create a new log topic under the selected log set, the naming format for
creating a log topic is cloud_cynos_custom_topic, where the custom part only supports
English letters, numbers, underscores, and hyphens.

8. Once the CLS is successfully enabled, you can see the created Logset/ Log Topic in the log configuration pop-up
window. Click Go to CLS to jump to the Cloud Log Service console for subsequent analysis and management.

Note:

Currently, when log shipping is initiated upon CLS is enabled, the index feature is not enabled by default. However,
index configuration is a prerequisite for using CLS for search and analysis. A log can only be subjected to search and

analysis if index is enabled. To activate the index feature, please refer to index configuration (CLS).

Disabling CLS

Note:

Upon disabling, log shipping to corresponding topics will cease. Though, shipped logs will be retained. If you want to
delete logs, please proceed to the CLS console for deletion.

1. Refer to Enabling CLS > Step 1 to access the log operation page.

2. On the operation log page, select the instance that needs to disable the slow log shipping service, then click Slow
Log Details > CLS (Activate Service).

3. In the log configuration pop-up window, find the target logset/log topic, then click Disable.

4. In the pop-up window, click OK.

Feature Description of Log Configuration Page

Feature Description

Re-enable an existing log shipping configuration (currently disabled), and ship logs to CLS

Enabled , . . . : ;

again. During this period, the log storage fees will be continuously charged.

Delete an existing log shipping configuration (currently disabled). However, historical logs will
Delete continue to be stored in the log topics until they expire. During this period, and the log storage

fees will be continuously charged. If you do not want to continue storing historical logs, you
may visit the CLS console to delete the log topics.
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Add shipping Create a new shipping logset. For operation steps, refer to Enabling CLS > Steps 6 to 8.
logset

Documentation

Billing Overview
Logset
Dashboard

Data Processing

Search Analysis
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Data Migration
Migrating with DTS

Last updated : 2023-03-01 14:33:46

You can import your data to TDSQL-C for MySQL by using the data migration feature of DTS. For more information,
see Migration from MySQL/MariaDB/Percona to TDSQL-C for MySQL.
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Migrating with Command Line Tool

Last updated : 2023-11-22 14:40:59

TDSQL-C for MySQL supports data migration through a command line tool.

Data Migration with the Command Line Tool

1. Generate the SQL file to be imported with the MySQL command line tool mysgldump in the following way:

Note:

The data files exported by using mysgldump must be compatible with the SQL specification of your purchased

TDSQL-C for MySQL database. You can log in to the database and get the MySQL version information by running the
select version(); command. The name of the generated SQL file can contain letters, digits, and underscores

but not "test".
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shell > mysgldump [options] db_name [tbl_name ...] > bak_pathname

Here, options isthe exportoption, db_name isthe database name, tbl_name is the table name, and
bak_pathname is the export path.
For more information on how to export data with mysqgldump, see mysqgldump — A Database Backup Program.

2. A database can be restored with the MySQL command line tool by running the following command:

©2013-2022 Tencent Cloud. All rights reserved. Page 343 of 490


https://dev.mysql.com/doc/refman/5.6/en/mysqldump.html

@ Tencent Cloud TDSQL-C for MySQL

shell > mysgl -h hostname -P port -u username -p < bak_pathname

Here, hostname is the target server for data restoration, port isthe port of target server, username isthe

username of the database on the target server, and bak_pathname is the full path to the backup file.

Migrating Data on Windows

1. Use the Windows version of mysgldump to dump the data. For more information, see the description in Data
Migration with the Command Line Tool.
Note:
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Make sure that the same source and target database versions, mysqldump tool versions, and source and target
database character sets are used. You can specify the character set using the parameter °* —-default-
character-set

2. Enter the command prompt and restore the data with the MySQL command line tool.

C:slUzers~w_tfzheng 'mysgl —uroot —-p € Fisdownloadscdbhld4?691_backup_ 201787178581 42

Enter passwopd: e

3. Log in to the MySQL database and you can see the backed up database has already been restored to the server.

is a registered trademark of Oracle Corporation and/or its
Other names may be trademarks of their respective

Type "help; " or "\h' for help. Type '\c¢' to clear the current input s

information_schema
db_blog

la
lailai
lalala
mysql
performance_schema
sakila

test

world

Tai
11alalaa

Migrating data on Linux CVM instance

For more information on how to access a database on a CVM instance, see Connecting to Cluster via the Console.
1. Takingthe db_blog database in TencentDB for example, log in to the CVM instance and generate the SQL file

to be imported with the MySQL command line tool "mysqgldump".
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Send CtriAltDel ~

[rootBUM_74_55_centos homel#t mysqldump -h & -u root -p db_blog >
Enter password:
[root@M_74 55 centos homel#t ls ~home

db_blog.bak
[rootlUM_/4_55 centos home 1t

2. Restore the data with the MySQL command line tool. In this example, data is restored to the CVM instance. You

can see that the backed up database has been imported to the database corresponding to the target CVM instance.

[root@UM_?4_55_centos libl#t mysqgl -h localhost -u root -p db_blog < home-db_blog.bak
Enter password:

[root@UM_?4_55_centos libl#t mysgl -h localhost -u root -p

Enter password:

lelcome to the MarialDB momitor. Commands end with : or \g.

Your MariaDB commection id is 7

Server version: 5.5.52-MarialB MarialB Server

Copyright (c) 2888, 2816, Oracle, MariaDB Corporation fib and others.
Type 'help:’ or ‘sh’ for help. Tupe ‘sc’ to clear the current input statement.
MariaDB [(none)]l> show databases:

i

information_schema i
db_blog i
mys=ig 1 i
performance_schema i

1

5 rows in set (H.8BA sec)

MariaDB [(nonel1> _

Issues with the Character Set of Imported Data Files

1. If no character set is specified during data file import into the database, the one configured by the database will be
used.

2. Otherwise, the specified character set will be used.

3. If the specified character set is different from that of TencentDB, garbled text will be displayed.

For more information, see the character set description in Use Limits.
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Parallel Query
Overview
Background

Last updated : 2023-01-06 11:35:30

This document describes the background of the parallel query capability of TDSQL-C for MySQL, which helps

improve the efficiency in querying large tables with a large amount of computed data.

Feature background

Traditional MySQL-based relational databases still face storage redundancy and lack elastic loading after cloud-
native transformation and cloud deployment. In contrast, TDSQL-C for MySQL adopts the "log as a storage”
architecture to separate computing from storage and allows compute nodes to share underlying storage through the
distributed file system. This reduces user costs, makes compute nodes stateless, and implements elastic expansion
and failover of computing resources within seconds.

TDSQL-C for MySQL goes beyond traditional MySQL-based relational databases in terms of computing, storage,
disaster recovery, and elastic expansion; however, it still faces the following challenges:

As the internet develops, cloud-native databases become more capable of storing data, and TDSQL-C for MySQL
can store petabytes of data. Forms are carrying more and more data, with some containing terabytes of data online.
When it comes to large table queries, SQL statements tend to be slow due to existing technical bottlenecks, which
adversely affects the business process.

The current market environment sees an increasing number of AP queries, such as report statistics and other
analytical queries. Although not large in number, they involve a high data volume and are quite sensitive to query time.
Gradually, data analysis capability, especially heterogeneous data processing, has become a must-have.

The above challenges are caused by the traditional technical implementation mode in the MySQL ecosystem. In
particular, open-source releases support only the single-thread query mode, where only one thread (called user
thread) is responsible for the parsing, optimization, and execution of a SQL statement. This mode cannot make full
use of the hardware resources of modern multi-core CPUs and large memory devices, leading to a resource waste.
Therefore, it is important to streamline analysis and enhance performance by using multi-core services in the query of
a large amount of data, which is also the key to query acceleration, cost reduction, and efficiency improvement. This is

the so-called parallel query (PQ), one of the core techniques to build HTAP product forms.

Strengths
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Performance enhancement at no extra costs: You can upgrade the kernel capabilities at no extra costs, so that
you can get the most out of the instance CPU computation for quicker statement response and higher computing
performance.

Transparent process monitoring: You can use various metrics to monitor the parallel query, so that you can keep
track of any exceptions and keep your cluster running stably.

Support for common statements: You can use most common SQL statements in virtually any business scenarios.
This helps you accelerate your business smoothly.

Flexible parameter settings: You have many parameters at hand to control the conditions of enabling or disabling
parallel query. This helps you make queries smarter and more adaptable to your business scenarios with no

transformation needed.
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How It Works

Last updated : 2023-01-06 11:35:30

This document describes how the parallel query feature works.

How parallelism works

TDSQL-C for MySQL

TDSQL-C for MySQL offers the parallel query feature to push complete data partitions down to different threads for

parallel computing, aggregate the result in the user thread, and return it to you. This greatly improves the query

efficiency.

worker

Below is an example of how parallel query works.

Note:

MySQL/InnoDB uses segmentation and paging physical storage, with a page being a partition. Here, a row is used to

represent a partition.

Specify the t table for grouped and aggregated query as follows.
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select x, count(*) from t group by x;

The hash aggregate algorithm (iterative evaluation) is performed as follows. When each row is iterated, the group
aggregate status is updated. After all data rows are iterated, the group aggregate result is obtained. If the aggregate

status update is fixed, then the time complexity of the algorithm is O(n).
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x | y |Aggregate by hash
all {a:1}

b2 {a:1; b:1} _
al3 {a:2; b:1} %
bl 4 {a:2; b:2} £
b(5 {a:2; b:3} g
alb6 {a:3; b:3} '

Serial execution(count)

If k threads are used to accelerate the query (here, kis 2 ), itis better to first divide the data table into k * p partitions

(here, pis 1 ). Inthis way, each thread can process p partitions to generate an tentative local result. Then, local

results are combined in the same user thread to get the final result.

x | y Aggregate by hash
ali {a:1} x [count| Final Aggregate
£ b|2 {a:1; b:1} a| 2 {a:2}
£ partition 1 al3 {a:2; b:1} b| 1 {a:2; b:1}
£ bl|4 {b:1} al 1 {a:3; b:1}
g b|5 {b:2} b| 2 {a:3; b:3}
alb6 {a:1; b:2} |
Parallel partitioning(count) Result combination(sum)

Based on the above example, we can get the following operator graphs of serial and parallel queries.
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f

User thread Final Aggregate

!

Receiver 2

'y 5

=

]

o

I ]

)

T Sender E

Aggregate T
T Parallel thread Aggregate
Partition gueua
Table scan “—]p Part scan
Serial query operator graph Parallel query operator graph

As can be seen, in parallel query, data falls into different partitions that do not overlap based on parallelism. This
process is called data partitioning.

After data is partitioned, special operations in the original plan are split, which is called task splitting. Then, data is
scanned and executed in multiple worker threads (parallel threads), which aggregate the results to the user thread
through the exchange operator. This process depends on data exchange.

After data exchange, the user thread completes the aggregation and outputs the complete result. Here, the user
thread is responsible for data partitioning and task splitting and also works as the coordinator (also known as the
coordinator thread) for the parallel execution of subtasks by worker threads. In addition, it combines the results and
sends the final result to you. Worker threads execute parallel subtasks and exchange intermediate results through the
data channel.

The core elements of parallel query can be concluded as follows:

Data partitioning: Data in the original table is partitioned and read by patrtition.

Task splitting: Special operations in the original plan are split into "local-global" segments. In addition, the data
exchange operator is inserted to support cross-thread data transfer.

Data exchange: Data is transferred among different threads.

Parallel query process
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Based on the above principle, TDSQL-C for MySQL implements a complete parallel query plan to expand serial

processing as shown below.

Parallel execution

Task

s scheduling |~ ResultSet

Serial Statement Parallel Task Thread
optimization check optimization generation assignment

—_
Optimization Dynamic partition Execution Parallel thread
environment management
A

environment management

User thread

: : Parallel thread
Serial Task Task
optimization generation execution

In a traditional MySQL serial process, serial optimization is first performed on a SQL statement to output a serial
execution plan. Then, the iterative model is executed to output the result. The efficiency is low throughout the process.
To implement parallel query, TDSQL-C for MySQL has redesigned SQL statement processing:

1. In parallel query, all processes are performed by the user thread and worker threads (parallel threads). After a SQL
statement starts, the user thread analyzes it against the parameters in the optimizer and generate an execution plan.
You can simply consider the SQL optimization environment as a highly abstract deterministic compute module, with
the SQL and optimization environment as the input and the execution plan as the output. For the same input, the
optimization path and output are the same, ensuring the accuracy of the result.

2. After the execution plan is generated, the statement check starts. At this point, the computing layer checks whether
the statement meets the criteria for parallel query. The statement-level check includes dynamic query, data isolation
level check (RC or RR), and execution cost check. At the execution plan level, the iteration operator and function are
checked for parallel support. If the criteria are not met, the statement goes back to serial execution; otherwise, it
proceeds to parallel query and optimization. For more information, see Supported Statement Scenarios and Restricted
Scenarios.

3. During parallel optimization, the computing layer partitions the data in the target table as needed and splits the
tasks of aggregation or sorting to be executed by worker threads. As optimization involves data partitioning, TDSQL-C
for MySQL leverages the dynamic partition management capability to balance data in each thread, so as to execute
multiple tasks in each thread and minimize data skew.

4. Then, the computing layer generates parallel query tasks, pushes them down to worker threads as task replicas,
and configures the number of tasks on worker threads based on the configured parameters. Then, worker threads
start working in parallel and push their results up to the user thread, which eventually returns the aggregated result to
you. At this point, the parallel query of a statement ends.

In summary, after receiving the SQL statement, the user thread performs common operations such as parsing,
verification, and optimization and generates a serial execution plan. In addition, it searches for the information

(optimization environment) necessary for optimization. Then, it analyzes the serial execution plan (statement check,
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i.e., check of the operator tree, execution environment, and optimization cost) and decides whether to start parallel
optimization. During parallel optimization, the serial operator tree is divided into several coarse-grained tasks, the
algorithm is determined for data exchange between parallel tables (dynamic partitions) and tasks, and a task
dependency graph is drawn. At this point, the user thread is ready, which means execution can start after enough
worker threads are obtained from the available thread manager. After worker threads complete their work, data is
exchanged to the user thread for aggregation. Then, the final result is returned to you.

In the above process, TDSQL-C for MySQL provides various parameters to adjust parallel query capabilities and
control the resource load caused by the statement execution cost and parallel query. It also offers many metrics for

you to monitor parallel query information in real time. For more information, see Enabling/Disabling Parallel Query.
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Supported Statement Scenarios and
Restricted Scenarios

Last updated : 2023-01-06 11:35:30

This document describes the supported statement scenarios and restricted scenarios of the parallel query.

Supported statement scenarios

TDSQL-C for MySQL has implemented the parallel query feature for SQL statements with the following
characteristics, with more to come.

Single-table scan: Full-table scan, index scan, index range scan, and index REF query in ascending or descending
order are supported.

Multi-table join: The nested-loop join (NLJ) algorithm as well as semi join, anti join, and outer join are supported.
Subquery: Parallel query is supported for derived tables.

Data type: Different data types can be queried, such as integer, string, floating point, time, and overflow (with a runtime
size limit).

There are no restrictions on common operators and functions.

COUNT, SUM, AVG, MIN, and MAX aggregate functions are supported.

UNION and UNION ALL queries are supported.

Traditional (default), JSON, and tree EXPLAIN formats are supported.

Statement performance improvement

If SF is 100 and Dop is 16 ,the acceleration ratiois as follows.

SUM, AVG, or COUNT aggregate function
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SELECT 1_returnflag, 1_linestatus,
Sum (1l_quantity) AS sum_gty,
Sum (1_extendedprice) AS sum_base_price,

Sum (1_extendedprice * (1 - 1_discount)) AS sum_disc_price,

(
(
Sum (1l_extendedprice * (1 - 1_discount) * (1 + 1_tax)) AS sum_charge,
Avg (1l_gquantity) AS avg_gty,

Avg (1l_extendedprice) AS avg_price,

Avg (l_discount) AS avg_disc,

Count (*) AS count_order FROM

lineitem WHERE 1_shipdate <= date '1998-12-01' - INTERVAL '93' day

GROUP BY 1_returnflag, 1_linestatus ORDER BY 1_returnflag, 1_linestatus ;
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The execution takes 1,376.96 seconds and 107.25 seconds before and after parallel query is enabled, indicating an
acceleration ratio of 12.84.
ORDER BY or GROUP BY statement

SELECT 1_returnflag, 1_linestatus,
Sum (1_quantity) AS sum_qgty,

Sum (1_extendedprice) AS sum_base_price,

(

(
Sum (l_extendedprice * (1 - 1_discount)) AS sum_disc_price,
Sum (1_extendedprice * (1 - 1_discount) * (1 + 1_tax)) AS sum_charge,
(

Avg (1l_quantity) AS avg_qgty,
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Avg (1l_extendedprice) AS avg_price,

Avg (l_discount) AS avg_disc,

Count (*) AS count_order FROM

lineitem WHERE 1_shipdate <= date '1998-12-01' - INTERVAL '93' day

GROUP BY 1_returnflag, 1_linestatus ORDER BY 1_returnflag, 1_linestatus ;

The execution takes 1,376.96 seconds and 107.25 seconds before and after parallel query is enabled, indicating an
acceleration ratio of 12.84.
JOIN, BETWEEN, or IN statement

select
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sum (1l_extendedprice* (1 - 1_discount)) as revenue

from

lineitem,

part

where

(

p_partkey = 1_partkey

and p_brand = 'Brand#12'

and p_container in ('SM CASE', 'SM BOX',
and 1_qgquantity >= 6

and 1_guantity <= 6 + 10

and p_size between 1 and 5

and 1_shipmode in ('AIR', 'AIR REG')

and 1_shipinstruct = 'DELIVER IN PERSON'
)

or

(

p_partkey = 1_partkey

and p_brand = 'Brand#13'

and p_container in ('MED BAG', 'MED BOX',

'SM PACK',

'"MED PKG',

and 1_qgquantity >= 10 and 1_qgquantity <= 10 + 10

and p_size between 1 and 10

and 1_shipmode in ('AIR', 'AIR REG')

and 1_shipinstruct = 'DELIVER IN PERSON'
)

or

(

p_partkey = 1_partkey

and p_brand = 'Brand#24'

and p_container in ('LG CASE', 'LG BOX',
and 1_quantity >= 21

and l1_gquantity <= 21 + 10

and p_size between 1 and 15

and 1_shipmode in ('AIR', 'AIR REG')

and 1_shipinstruct = 'DELIVER IN PERSON'
) i

'LG PACK',

'SM PKG')

'MED PACK')

'"LG PKG')

TDSQL-C for MySQL

The execution takes 20.55 seconds and 1.87 seconds before and after parallel query is enabled, indicating an

acceleration ratio of 11.

Restricted scenarios

The parallel query feature of TDSQL-C for MySQL is not supported in the following scenarios.

Restriction Description
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Statement Parallel query is not supported for non-query statements, including INSERT ... SELECT
compatibility and REPLACE ... SELECT.
restriction

Parallel query is not supported for statements in a stored program.
Parallel query is not supported for prepared statements.
Parallel query is not supported for statements in serial isolation-level transactions.

Parallel query is not supported for locking reads, such as SELECT FOR UPDATE and
SELECT ... FOR SHARE.

Parallel query is not supported for CTEs.
Parallel query is not supported for system, temp, and non-InnoDB tables.

Parallel query is not supported for space index.

Table/Index
compatibility Parallel query is not supported for full-text index.
restriction
Parallel query is not supported for partitioned tables.
Parallel query is not supported for tables in ‘index_merge” scan mode.
Expression/Field Parallel query is not supported for tables containing generated columns or BLOB, TEXT,
compatibility JSON, BIT, and GEOMETRY fields.
restriction

Parallel query is not supported for aggregate functions of the BIT_AND, BIT_OR, or
BIT_XOR type.

Parallel query is not supported for DISTINCT aggregations, such as SUM(DISTINCT)
and COUNT(DISTINCT).

Parallel query is not supported for GIS functions such as SP_WITHIN_FUNC and
ST_DISTANCE.

Parallel query is not supported for custom functions.

Parallel query is not supported for JSON functions such as JSON_LENGTH,
JSON_TYPE, and JSON_ARRAYAGG.

Parallel query is not supported for XML functions such as XML_STR.

Parallel query is not supported for user-lock functions such as IS_FREE_LOCK,
IS_USED_LOCK, RELEASE_LOCK, RELEASE_ALL_LOCKS, and GET_LOCK.

Parallel query is not supported for SLEEP, RANDOM, GROUP_CONCAT,
SET _USER_VAR, and WEIGHT_STRING functions.
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Parallel query is not supported for certain statistical functions such as STD, STDDEV,
STDDEV_POP, VARIANCE, VAR_POP, and VAR_SAMP.

Parallel query is not supported for subqueries.
Parallel query is not supported for window functions.

Parallel query is not supported for ROLLUP.

Besides the above examples in Supported statement scenarios, you can also check the parallel query execution plan
and thread working status to see whether a statement can be queried parallelly. For more information, see Viewing

Parallel Query.
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Setting Parallel Query
Enabling/Disabling Parallel Query

Last updated : 2023-01-06 11:35:30

This document describes how to enable or disable the parallel query feature of TDSQL-C for MySQL via the console

or command line.

Prerequisites

Database version: TDSQL-C for MySQL 8.0 on kernel version 3.1.8 or later.

Parameters

Note:

The parallel query feature can be enabled for both read-write and read-only instances, as long as their number of

CPU cores is greater than or equal to 4.

You can enable the parallel query feature for the current instance by setting the
txsgl_max_parallel_worker_threads and txsgl_parallel_degree parameters to a value other

than 0 via the console or command line. Parameters and suggested settings are as follows:

Parameter information

Variable Default Value .
Parameter Scope Description
Type Value Range

The total number
of threads of the
instance node
that can be used
for parallel query.

0- Ifitissetto 0 ,

1024 no parallel thread
is available,
indicating to
disable the
parallel query
feature.

txsgl_max_parallel_worker_threads Integer Global 0

txsql_parallel_degree Integer Global/session 0 0- The maximum
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1024 number of
threads (default
parallelism) that
can be used
during the
parallel query of
a single
statement. 0
indicates to
disable the
parallel query
feature.

Suggested settings
Parallelism limit: txsgl_parallel_degree indicates the maximum number of threads for the parallel query of a
single statement, i.e., the default parallelism. We recommend you limit this value to half of the CPU core quantity of the
instance. To ensure the stability, the parallel query feature is disabled for small clusters with fewer than four CPU
cores, and you cannot adjust parallel query parameters via the console or command line.
During the parallel query of a SQL statement, the parallelism setby txsqgl_parallel_degree will be used by
default, which can be adjusted through the HINT statement. For more information, see HINT Statement Control.
txsql_max_parallel_worker_threads indicates the number of threads of the instance that can be used for
parallel query, and txsqgl_max_parallel_worker_threads / txsqgl_parallel_degree indicatesthe
maximum number of SQL statements allowed in a parallel query.
txsql_max_parallel_worker_threads and txsqgl_parallel_degree controlthe status of the parallel
query feature. When either of themis 0 , the feature is disabled.
TDSQL-C for MySQL offers various parameters for you to set the execution conditions of parallel query for business
adaptation and stability. After conditions are set, TDSQL-C for MySQL will check whether each SQL statement can
be executed against such conditions like execution cost, number of table rows, and memory usage for the parallel

statement execution. Parameters are described as follows:

Variabl Defaul
Parameter ariable Scope etault Value Range
Type Value
txsql_parallel_cost_threshold Numeric Global/Session 50000 0-

922337203685477580:
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txsql_parallel_table_record_threshold Integer Global/Session 5000 922337203685477580"
. . 0-
txsql_optimizer_context_max_mem_size Integer Global 8388608 .
922337203685477580:
txsql_parallel t lob_si Int Global/Sessi 65536 128~
xsql_parallel_execution_max_lob_size nteger obal/Session 922337203685477580"
Note:

Parallel query parameters take effect immediately after being set, with no instance restart required.

If the scope of a parameter is session, it takes effect only for the statement.

Enabling or disabling parallel query in the console

You can enable or disable the feature by setting parameters on the Parameter Settings page in the TDSQL-C for
MySQL console.
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Set txsgl_max_parallel_worker_threads and txsqgl_parallel_degree toavalueotherthan 0 to
enable parallel query.

Set txsgl_max_parallel_worker_threads oOr txsql_parallel_degree to 0 todisable parallel

query.
You can also set execution conditions on the Parameter Settings page. For detailed directions, see Setting Instance
Parameters.
Cluster Details Instance List Monitoring and Alarms Account Management Database Management Database Proxy Parameter Se¢
Read-Writexcynosdbmysgl-ins-¢ mport Parameters Export Parameters Import from Template Save as Template
Parameter Name Instance...  Global Parameter...  Default Value(T) Current Value
txsql_parallel_degree(i) Mo Mo ] 41

Specifying the parallel execution mode of a SQL statement through the HINT statement

TDSQL-C for MySQL allows you to specify the parallel execution mode of a SQL statement through the HINT

statement. For detailed directions, see HINT Statement Control.

References

Viewing Parallel Query

Parallel Query Metrics
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HINT Statement Control

Last updated : 2023-02-23 11:00:59

TDSQL-C for MySQL

TDSQL-C for MySQL allows you to enable or disable the parallel query feature by adjusting parameters. Specifically,

you can enable or disable the feature for all SQL statements, set execution conditions, or specify the execution mode

of a specific SQL statement through the HINT statement in the console.

Note:

The HINT statement can specify whether to execute a SQL statement and apply session parameters to the

statement. In addition, it also supports querying the specified parallel table.

HINT statement usage

Feature Command Line

Enable parallel

SELECT /*+PARALLEL (x)*/ . FROM ...;
query
Disable parallel
SELECT /*+PARALLEL (x)*/ . FROM ...;
query
You can specify the table to be included in or excluded from the
parallel query execution plan in either of the following ways:
Specify the table to be included in the plan through
Specify the parallel PARALLEL . SELECT /*+PARALLEL (t) */ . FROM
table e
Specify the table to be excluded from the plan through
NO_PARALLEL . SELECT /*+NO_PARALLEL (t) */
FROM ...;
Specify both the SELECT /*+PARALLEL (t x)*/ * . FROM ...;
parallel table and
parallelism
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Description

x indicates the

parallelism for the
SQL statement,
which should be
greaterthan 0 .

If x

issetto 0 ,

it indicates to
disable parallel

query.

t isthe table

name.

% indicates the

parallelism for the
SQL statement,
which should be
greaterthan 0 .

t isthe table

name.
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Set the session

parameter through

the HINT

statement, which SELECT /*+SET_VAR (var=n)*/ * ... FROM ...;

var isthe
parallel query
parameter in the

takes effect only i scope
sesslion .

for the specified
SQL statement

HINT statement use cases

Use case 1: select /*+PARALLEL()*/ * FROM t1,t2;

Set the parallelism to the value of txsqgl_parallel_degree (default) for the parallel query. If a statement does

not meet the parallel query execution condition, serial query will be used.

Use case 2: select /*+PARALLEL(4)*/ * FROM t1,t2;

Set the parallelism of the statementto 4 regardless of the default value, i.e., txsql_parallel_degree = 4 .

If the statement does not meet the parallel query execution condition, serial query will be used.

Use case 3: select /*+PARALLEL(tl)*/ * FROM t1,t2;

Include the t1 table in the parallel query and use the default parallelism. If t1 is smaller than the value of
txsqgl_parallel_table_record_threshold , serial query will be used.

Use case 4: select /*+PARALLEL(tl 8)*/ * FROM t1,t2;

Include the t1 table in the parallel query and set the parallelismto 8 .If t1 issmaller than the value of
txsqgl_parallel_table_record_threshold , serial query will be used.

Use case 5: select /*+NO_PARALLEL(tl)*/ * FROM t1,t2;

Excludethe t1 table from the parallel query.If t1 is greater than the value of
txsqgl_parallel_table_record_threshold , serial query will be used.

Use case 6: select /*+SET_VAR (txsql_parallel_degree=8)*/ * FROM ti1,t2;

Set the parallelism of the statementto 8 regardless of the default value, i.e., txsql_parallel_degree = 8 .

Use case 7: select /*+SET_VAR (txsqgl_parallel_cost_threshold=1000)*/ * FROM t1,t2

Set txsgl_parallel_cost_threshold=1000 forthe statement. If its execution penalty is greater than
1000 , parallel query can be used.

Use case 8: select /*+SET_VAR (txsqgl_optimizer_context_max_mem_size=500000)*/ * FROM

t1,t2

Set txsgl_optimizer_context_max_mem_size=500000 for a statement, which means to adjust the

maximum memory size it can apply for in the parallel query plan environmentto 500000 .

References
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Enabling/Disabling Parallel Query
Viewing Parallel Query

Parallel Query Metrics
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Viewing Parallel Query

Last updated : 2023-01-06 11:35:30

TDSQL-C for MySQL allows you to view the parallel query execution plan and threads in the plan, so that you can
clearly know how parallel query takes effect in a database and quickly troubleshoot issues.

This document describes two common methods for viewing parallel queries.

Option 1: Using the EXPLAIN statement

Sample SQL statement:
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SELECT 1_returnflag, 1_linestatus, sum(l_quantity) as sum_dgty
FROM lineitem

WHERE 1_shipdate <= '1998-09-02"'

GROUP BY 1_returnflag, 1_linestatus

ORDER BY 1_returnflag, 1_linestatus;

This sample is a simplified version of TPC-H Q1, a typical report operation.

EXPLAIN statement:
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EXPLAIN SELECT 1_returnflag, 1_linestatus, sum(l_quantity) as sum_qgty
FROM lineitem

WHERE 1_shipdate <= '1998-09-02"'

GROUP BY 1_returnflag, 1_linestatus

ORDER BY 1_returnflag, 1_linestatus;

Query result:
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MySQL [tpchl00g]> explain SELECT 1_returnflag, 1_linestatus, sum(l_gquantity) as sum

————————————— e
| id | select_type | table | partitions | type | possible_keys | key | key_1
ot o o +——— o +——— -
| 1 | SIMPLE | lineitem | NULL | ALL | i_1 shipdate | NULL | NULL
| 1 | SIMPLE | <senderl> | NULL | ALL | NULL | NULL | NULL
| 1 | SIMPLE | <receiverl> | NULL | ALL | NULL | NULL | NULL
ot o o - o - -

EXPLAIN format=tree:
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EXPLAIN format=tree query SELECT 1_returnflag, 1_linestatus, sum(l_quantity) as su
FROM lineitem

WHERE 1_shipdate <= '1998-09-02"'

GROUP BY 1_returnflag, 1_linestatus

ORDER BY 1_returnflag, 1_linestatus;

Query result:
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MySQL [tpchl00g]> explain format=tree SELECT 1_returnflag, 1l_linestatus, sum(l_guan

IR S S S S S S S S S e s S s S TOW * % % K K %k %k %k %k % ok % % % % % % % % % % % % % % k&

EXPLAIN: —-> Sort: lineitem.L_RETURNFLAG, lineitem.L_LINESTATUS
-> Table scan on <temporary>
-> Final Aggregate using temporary table
—> PX Receiver (slice: 0; workers: 1)
-> PX Sender (slice: 1; workers: 4)
-> Table scan on <temporary>

—> Aggregate using temporary table

-> Filter: (lineitem.l,_SHIPDATE <= DATE'1998-09-02') (

-> Parallel table scan on lineitem
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1 row in set (0.00 sec)

As can be seen from the above result:

The parallel query plan assigns the statement to four worker threads for computing.

Aggregate operations are split into two segments that are executed by the user and parallel threads respectively.
The parallel scan operator is used forthe lineitem table.

EXPLAIN format=tree query works better than the traditional EXPLAIN.

Option 2: Viewing in the thread list

Theresult of the show processlist command displays which threads are running. You can view not only the
total number of current connections but also the connection status to identify abnormal query statements.
Basedonthe show processlist command, TDSQL-C for MySQL offers the proprietary show parallel
processlist statement, which displays only the threads related to parallel query and filters out irrelevant threads.

Sample SQL statement:
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SELECT 1_returnflag, 1_linestatus, sum(l_quantity) as sum_dgty
FROM lineitem

WHERE 1_shipdate <= '1998-09-02"'

GROUP BY 1_returnflag, 1_linestatus

ORDER BY 1_returnflag, 1_linestatus;

This sample is a simplified version of TPC-H Q1, a typical report operation.

show processlist query result:
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mysgl> show processlist;

S Fom——mm——m———— P oo S e S e

| Id | User | Host | db | Command | Time | State

e f———— f— e - R e

| 7 | tencentroot | 127.0.0.1:49238 | NULL | Sleep | 0 |

| 11 | tencentroot | 127.0.0.1:49262 | NULL | Sleep | 0 |

| 13 | tencentroot | 127.0.0.1:49288 | NULL | Sleep | 1

| 237062 | tencentroot | localhost | tpchl1l00g | Query | 24 | Scheduling

| 237107 | tencentroot | localhost | NULL | Query | 0 | init

i o P e et e e
)
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show parallel processlist query result:

mysgl> show parallel processlist;

o o ———— o o o o o ———— +————
| Id | User | Host | db | Command | Time | State | Info
o o o o o - o +————
| 237062 | tencentroot | localhost | tpchl00g | Query | 18 | Scheduling | SELE
| 237110 | | | | Task \ 18 | Task runing | conn
| 237111 | | | | Task | 18 | Task runing | conn
| 237112 | | | | Task \ 18 | Task runing | conn
| 237113 | | | | Task | 18 | Task runing | conn
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fomm fom fom fom e e fo—— fom fo——

5 rows in set (0.00 sec)

As can be seen from the above result:

The parallel query plan assigns queries to four worker threads. There is only one data item in the user thread (ID:
237062). The SQL statement is pushed down to four worker threads. As indicated in info , all these four threads
are executing task 1 .

Each thread can be identified and located precisely.

Comparedto show processlist , show parallel processlist can precisely find all running threads of

parallel query and will not be affected by other threads.

References

Enabling/Disabling Parallel Query
HINT Statement Control

Parallel Query Metrics
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Parallel Query Metrics

Last updated : 2024-07-31 10:03:33

This document describes the monitoring metrics offered by TDSQL-C for MySQL to help you monitor the operations

related to parallel database query in real time.

Prerequisites

Database version: TDSQL-C for MySQL 8.0 on kernel version 3.1.8 or later.

Parallel Query of Monitoring Metrics

Data
Metric Parameter Unit Description Aggregation
Method
Parallelly The number of threads
Queried txsql_parallel_threads_currently _used - currently used for MAX
Threads parallel queries.
Failed The number of parallel
Parallel txsql_parallel_stmt_error - query statements that SUM
Queries report errors.
Executed The number of executed
Parallel txsql_parallel_stmt_executed - parallel query SUM
Queries statements.
Parallel-to- The number of parallel-
Serial txsql_parallel_stmt_fallback - to-serial query SUM
Queries statements.

Practical Tutorial for Monitoring Metrics

The following lists some special issues for which you should check the metrics and their solutions.
Example 1:
The value of Parallelly Queried Threads is always equal to the value set by

txsgl_max_parallel_worker_threads .
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Solution:

This example indicates that the threads are always fully loaded. We recommend you increase the value of the
txsqgl_max_parallel_worker_threads parameter when the CPU utilization is low.

Example 2:

The value of Failed Parallel Queries increases.

Solution:

Check the CPU utilization and memory utilization. If the load becomes significantly higher, we recommend you reduce

the value of txsql_parallel_degree to 1/4 of the number of CPU cores.

Example 3:

The value of Parallel-to-Serial Queries increases.

Solution:

This example indicates that the currently executed SQL statement does not meet the conditions for parallel query. We

recommend you increase the total number of threads ( txsgl_max_parallel_worker_threads )orthe

maximum memory ( txsgl_optimizer_context_max_mem_size ) of the parallel query plan environment that a

single statement can apply for, so as to ensure that parallel query can be used for SQL statements.
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Performance Test Report

Last updated : 2023-01-06 11:35:30

This document describes the performance test report of TDSQL-C for MySQL parallel query.

Standard performance test report

Dataset: TPC-H

Tested data volume: 100 GB

Parallel threads: 16

Query: Q1, Q3, Q4, Q6, Q9, Q12, Q14, and Q19 performance acceleration ratio
Execution timetable

Query Non-Parallel Execution Time (s) 16-Thread Parallel Query Time (s) Acceleration Ratio
Q1 1,376.96 197.25 12.84

Q3 366.33 37.64 9.73

Q4 92.81 6.58 14.1

Q6 283.83 26.05 10.9

Q9 673.87 45.96 14.66

Q12 361.2 35.7 10.12

Q14 65.02 5.7 11.41

Q19 20.55 1.87 11.0

Execution time acceleration ratio
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TDSQL-C for MySQL TPC-H 100 GB performance te:
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Conclusion

The parallel query capability leverages multiple compute cores to greatly shorten the response time of large queries.
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Database Security and Encryption
Access and Authorization
Overview

Last updated : 2023-11-09 15:05:36

Issues

If you have multiple users managing different Tencent Cloud services such as CVM, VPC, and TencentDB, and they
all share your Tencent Cloud account access key, you may face the following problems:

Your key will be easily compromised because it is shared by several users.

You cannot restrict the access from other users and your service will be vulnerable to the security risks caused by

their maloperations.

Solutions

In this case, you can use sub-accounts to enable different users to manage different services to avoid such problems.
By default, sub-accounts don't have the permissions to use cloud services or related resources. Therefore, you need
to create policies to allow sub-accounts to have the permissions they need.

Cloud Access Management (CAM) is a web-based Tencent Cloud service that helps you securely manage and control
access to your Tencent Cloud resources. With CAM, you can create, manage terminate users (groups) and use
identity and policy management to control what users can use what Tencent Cloud resources.

You can use CAM to bind a user or user group to a policy which allows or denies them access to specified resources
to complete specified tasks. For more information on CAM, see Element Reference and Policies.

You can skip this section if you don't need to manage permissions to TencentDB resources for sub-accounts. Doing

so doesn't affect your understanding and use of the rest of the documentation.

Getting started

A CAM policy must authorize or deny the use of one or more TDSQL-C for MySQL operations. At the same time, it
must specify the resources that can be used for the operations (which can be all resources or partial resources for
certain operations). A policy can also include the conditions set for the manipulated resources.

Note:

CAM policies are preferred over projects for managing resources and authorizing operations of TDSQL-C for MySQL,
even though the user experience for current users with project-based permissions remains unaffected.

Effectiveness conditions cannot be set for TDSQL-C for MySQL for the time being.

©2013-2022 Tencent Cloud. All rights reserved. Page 384 of 490


https://www.tencentcloud.com/document/product/598/10583
https://www.tencentcloud.com/document/product/598/10603
https://www.tencentcloud.com/document/product/598/10600

&2 Tencent Cloud TDSQL-C for MySQL

Relevant Information Link

Basic policy structure Authorization Policy Syntax > CAM policy syntax
Operation definition in a policy Authorization Policy Syntax > Action

Resource definition in a policy Authorization Policy Syntax > Resource path
Resource-level permissions Authorizable Resource Types
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Authorization Policy Syntax

CAM policy syntax

"version":"2.0",
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"statement":

[

"effect":"effect",
"action": ["action"],
"resource": ["resource"],

"condition": {"key":{"value"}}

version is required. Currently, only the value "2.0" is allowed.

statement describes the details of one or more permissions. This element contains a permission or permission set of
other elements suchas effect , action , resource ,and condition .One policy has only one
statement.

effect is required. It describes the result of a statement. The result can be "allow" or an "explicit deny".

action is required. It describes the allowed or denied operation. An operation can be an API or a feature set (a set of
specific APls prefixed with "permid").

resource is required. It describes the details of authorization. A resource is described in a six-segment format.
Detailed resource definitions vary by product.

condition is required. It describes the condition for the policy to take effect. A condition consists of operator, action
key, and action value. A condition value may contain information such as time and IP address. Some services allow

you to specify additional values in a condition.

Operations

In a CAM policy statement, you can specify any API operation from any service that supports CAM. APIs prefixed with

cynosdb: are used for TDSQL-C for MySQL, suchas cynosdb:DescribeClusters oOr
cynosdb:ResetAccountPassword

To specify multiple operations in a single statement, separate them by comma.
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"action":["cynosdb:actionl", "cynosdb:action2"]

You can also specify multiple operations by using a wildcard. For example, you can specify all operations beginning

with "Describe" in the name.
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"action": ["cynosdb:Describe*"]

If you want to specify all operations in TDSQL-C for MySQL, use the * wildcard.
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"action":["cynosdb:*"]

Resource path

Each CAM policy statement has its own applicable resources.

Resource paths are generally in the following format:
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gcs:project_id:service_type:region:account:resource

project_id describes the project information, which is only used to enable compatibility with legacy CAM logic and
can be left empty.

service_type describes the product abbreviation suchas cynosdb .

region describes the region information, suchas b7 .

account describes the root account of the resource owner, suchas uin/12xxx8 .

resource describes the detailed resource information of each product, suchas instance/clusterId or

instance/* .
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For example, you can specify a resource for a specific cluster (cynosdbmysql-123abc) in a statement.

"resource":[ "gcs::cynosdb:bj:uin/12xxx8:instance/cynosdbmysgl-123abc"]

You can also use the * wildcard to specify it for all clusters that belong to a specific account.
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"resource":[ "gcs::cynosdb:bj:uin/12xxx8:instance/*"]

If you want to specify all resources or if a specific AP| operation does not support resource-level permission control,

nkn

you can use the "*" wildcard inthe resource element.
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"resource": ["*"]

To specify multiple resources in one policy, separate them with commas. In the following example, two resources are

specified:
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"resource": ["resourcel", "resource2"]

The table below describes the resources that can be used by TDSQL-C for MySQL and the corresponding resource
description methods, where words prefixed with ¢ are placeholders, region referstoaregion,and account

refers to an account ID.

Resource Resource Description Method in Authorization Policy
Cluster gcs::cynosdb:$region: $account:instance/$clusterId
VPC gcs::vpc:Sregion:S$Saccount:vpc/SvpcId
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Security group gcs::cvm:S$region:Saccount:sg/$sgld
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Authorizable Resource Types

Last updated : 2023-03-01 14:33:46

TDSQL-C for MySQL

Resource-level permission can be used to specify which resources a user can manipulate. TDSQL-C for MySQL

supports certain resource-level permissions. This means that for TDSQL-C for MySQL operations with resource-level

permissions, you can control the time when a user is allowed to perform operations or to use specified resources. The

following table describes the types of resources that can be authorized in CAM.

Resource I . o .
Resource Description Method in Authorization Policy
Type
Cluster gcs::cynosdb:$region: :instance/*
APls gcs::cynosdb:$region:Saccount:instancelId/SclusterId

The table below lists the TDSQL-C for MySQL API operations which currently support resource-level permission

control as well as the resources supported by each operation. When specifying a resource path, you can use the *

wildcard in the path.

Note:

Any TencentDB API operation not listed in the table does not support resource-level permission. For such an

operation, you can still authorize a user to perform it, but you must specify * as the resource element in the policy

statement.

Cluster APIs
API| Operation
DescribeBackupConfig
DescribeBackupList
DescribeRollbackTimeRange
DescribeRollbackTimeValidity
ModifyBackupConfig
ActivateCluster
DescribeClusterDetail
IsolateCluster

ModifyClusterName

Resource Path

gcs:

qcs:

gcs:

gcs:

qcs:

qcs:

qcs:

qcs:

qcs:
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:cynosdb:

:cynosdb:

:cynosdb:

:cynosdb:

:cynosdb:

:cynosdb:

:cynosdb:

:cynosdb:

:cynosdb:

Sregion:

Sregion:

Sregion:

Sregion:

Sregion:

Sregion:

Sregion:

Sregion:

Sregion:

Saccount :

Saccount :

Saccount :

Saccount :

Saccount :

Saccount :

Saccount :

Saccount :

Saccount:

instanceId/*

instanceId/*

instanceId/*

instanceId/*

instanceId/*

instanceId/*

instanceId/*

instanceId/*

instanceId/*

gcs::Cynos«
gcs::Cynos«
gCs::Cynos«
dcs: :Ccynos«
gcs: :Cynos«
gcs: :Cynos«
gcs: :Cynos«
gcs: :Cynos«
gcs: :Cynos«
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ModifyClusterProject
OfflineCluster
DeleteAccounts
DescribeAccounts
ModifyAccountDescription

ResetAccountPassword

DescribeClusterinstanceGrps

Activatelnstance
DescribelnstanceDetalil
Isolatelnstance
Upgradelnstance
ModifyInstanceName
Offlinelnstance
DescribeClusterAddr
DescribeClusterNetService
DescribeClusterParams
DescribeClusterServerinfo
DescribeErrorLogs
DescribeMaintainPeriod
DescribeSlowLogs
ModifyClusterParam
ModifyMaintainPeriodConfig

DescribeDBSecurityGroups

ModifyDBInstanceSecurityGroups

CloseWan

gcs:

gcs:

qcs:

qcs:

qcs:

qcs:

qcs:

qcs:

qcs:

qcs:

gcs:

qcs:

qcs:

gcs:

qcs:

gcs:

gcs:

qcs:

qcs:

qcs:

qcs:

qcs:

gcs:

qcs:

gcs:
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:cynosdb:

:cynosdb:

:cynosdb:

:cynosdb:

:cynosdb:

:cynosdb:

:cynosdb:

:cynosdb:

:cynosdb:

:cynosdb:

:cynosdb:

:cynosdb:

:cynosdb:

:cynosdb:

:cynosdb:

:cynosdb:

:cynosdb:

:cynosdb:

:cynosdb:

:cynosdb:

:cynosdb:

:cynosdb:

:cynosdb:

:cynosdb:

:cynosdb:

Sregion:

Sregion:

Sregion:

Sregion:

Sregion:

Sregion:

Sregion:

Sregion:

Sregion:

Sregion:

Sregion:

Sregion:

Sregion:

Sregion:

Sregion:

Sregion:

Sregion:

Sregion:

Sregion:

Sregion:

Sregion:

Sregion:

Sregion:

Sregion:

Sregion:

Saccount

Saccount :

Saccount :

Saccount :

Saccount :

Saccount :

Saccount:

Saccount:

Saccount:

Saccount:

Saccount :

Saccount :

Saccount :

Saccount :

Saccount :

Saccount :

Saccount :

Saccount :

Saccount :

Saccount :

Saccount :

Saccount:

Saccount:

Saccount:

Saccount:
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:instanceId/*

instanceId/*

instanceId/*

instanceId/*

instanceId/*

instanceId/*

instanceId/*

instanceId/*

instanceId/*

instanceId/*

instanceId/*

instanceId/*

instanceId/*

instanceId/*

instanceId/*

instanceId/*

instanceId/*

instanceId/*

instanceId/*

instanceId/*

instanceId/*

instanceId/*

instanceId/*

instanceId/*

instanceId/*

gcs:iCynos«
dcs: :Ccynos«
gcs: :Cynos«
gcs: :Cynos«
gcs: :Cynos«
gcs: :Cynos«
gcs: :Cynos«
gcs: :Cynos«
gcs: :Cynos«
gcs: :Cynos«
gcs: :Cynos«
gcs:iCynos«
gcs:iCynos«
gcs:iCynos«
gcs:i:Cynos«
gCs:::Cynos«
dcs: :Ccynos«
gcs: :Cynos«
gcs: :Cynos«
gcs: :Cynos«
gcs: :Cynos«
gcs: :Cynos«
gcs: :Cynos«
gcs: :Cynos«
gcs:iCynos«
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OpenWan
DescribeClusters
Describelnstances

DescribelsolatedInstances

qcs:

qcs:

qcs:

gcs:
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:cynosdb: $region

:cynosdb: $region

:cynosdb: $region

:cynosdb: $region

:Saccount:

:Saccount:

:Saccount:

:Saccount:

TDSQL-C for MySQL

instanceId/*

instanceId/*

instanceId/*

instanceId/*

gCcs: :Ccynost
gCcs: :Ccynost
gCcs: :Ccynost
gcs:iCynos«
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Security Group Management
Introduction

Last updated : 2023-01-13 14:44:14

This document describes the concepts and descriptions of security groups.

What is a security group?

A [security group] (https://www.tencentcloud.com/document/product/213/12452) is a stateful virtual firewall capable of
filtering. As an important means for network security isolation provided by Tencent Cloud, it can be used to set
network access controls for instances of CVM, CLB and TencentDB. Instances with the same network security
isolation demands in one region can be put into the same security group, which is a logical group. TencentDB and

CVM share the security group list.

Security Group Rules and Limits

For more information on security group rule, see Security Group.

For use limits and quotas of security groups, see Use Limits > Security Group Limits.

Security Group Description

TencentDB-C for MySQL security groups currently only support network access control for VPCs and public networks
but not the classic network.

Security groups associated with TencentDB instances in the Frankfurt, Silicon Valley, and Singapore regions currently
do not support public network access control.

As TencentDB doesn’t have any active outbound traffic, outbound rules don’t apply to it.

TDSQL-C for MySQL security groups support read-write and read-only instances.

TDSQL-C for MySQL Security Group Operations

Creating and Managing TencentDB Security Groups
Modifying/Adding Security Group Rules
Configuring Security Groups for TencentDB,
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TencentDB Security Group Management
Creating and Managing TencentDB Security
Groups

Last updated : 2023-11-09 16:18:17

This document describes how to create and manage security groups for TDSQL-C for MySQL cluster.

Creating a security group

1. Log in to the VPC console.

2. Select Security Group on the left sidebar, select a region at the top, and click Create.

Security groups @ Guangzhou ¥ All projects -

=

D/Mame Associated inst... Motes Type Update at

3. In the pop-up dialog window, configure the following items, and click OK.
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Create security group »

Open all ports =

Tencent internal

Open all ports
Custom

raject DEFAULT PROJECT v

otes All ports open for both Intemet and private network
(HIGH-RISK]

& pdvanced options

Tag key Tag value Operation
o
Add
Inbound rules Outbound rules
Source |P address Protocol + port Policy Motes
ALL ALL Allow

Hide template rule

Table 1:
Parameter Description
Select a template based on the service to be deployed on the TencentDB instance in the
Template . C . : .
security group, which simplifies the security group rule configuration, as shown in the table 2.
Name Custom name of the security group.
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Project "DEFAULT PROJECT" is selected by default. You can select another project for easier
management.

Remark A short description of the security group.

Advanced You can add tags as needed for the security group in Advanced options, and no tag is

options selected by default. For details, see Tag Overview.

Display

If the template is selected, you can click Display template rule to view the rule details.
template rule

Table 2:

Applicable

Template Description
P P Scenario

All ports are opened to the public and private networks by

Open all ports ) o
default. This may pose security issues.

This template
doesn’t take
effect for
TencentDB.

Ports 22, 80, 443, and 3389 and the ICMP protocol are
opened to the public network by default. All ports are
opened to the private network.

Open ports 22, 80, 443, and
3389 and the ICMP protocol

You can create a security group and then add custom
Custom rules. For more information, see Adding Security Group -
Rules.

Managing a security group

After the security group is created, you can perform management operations for security groups. For detailed
directions, see the following steps:

Viewing Security Groups

Removing from Security Groups

Cloning Security Groups

Deleting Security Groups
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Modifying/Adding Security Group Rules

Last updated : 2024-03-07 10:40:57

Security groups are used to manage traffic to and from public and private networks. For the sake of security, most
inbound traffic is denied by default, but you can modify and add security group rules as needed. This document

describes how to modify and add security group rules in the console.

Prerequisites

You have created a security group. For more information, see Configuring Security Group .
You have learned about which traffic is allowed or denied for your CVM instance. For more information on security
group rules and their use cases, see [Security Group Use Cases]

(https://www.tencentcloud.com/document/product/213/32369).

Modifying Security Group Rules

1. Log in to the CVM console and go to the Security Group page, find the created target security group, and click
Modify Rule in the Operation column.
2. On the security group rule page, select inbound or outbound rules by clicking Inbound rules or Outbound rules.

3. Locate the desired rule and click Edit to modify it.

Adding Security Group Rules

1. Log in to the CVM console and go to the Security Group page, find the created target security group, and click
Modify Rule in the Operation column.

2.

On

the security group rule page, click Inbound Rules > Add Rule.

3. In the pop-up dialog box, set the rule.
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Add inbound rule
T':.'_'.E Source Ci: Protocol+port C'l_-: Pol cy
Custom v Allow v

+ New line
Complete Cancel

Type: Custom is selected by default. You can also choose another system rule template, such as Windows Login
template, Linux Login template, Ping template, HTTP(80) template, HTTPS(443) template, MySQL(3306)
template, and SQLServer(1433) template.

Source or Destination: traffic source (inbound rules) or target (outbound rules). You need to specify one of the

following options:

Source Specification

Utilize CIDR notation (IPV4; such as 203.0.113.0, 203.0.113.0/24 or 0.0.0.0/0, where
0.0.0.0/0 signifies a match for all IPv4 addresses. IPV6: such as FF05::B5, FF05:B5::/60, ::/0

IP address or

CIDR IP range
or 0::0/0, where ::/0 or 0::0/0 denotes a match for all IPv6 addresses).
Parameter
template - IP Refer to the IP address object in the Parameter Template.
address
Parameter
template - IP Refer to the IP address group object in the Parameter Template.

address group

Security group To refer to a security group ID, you may refer to the ID of the following security groups:
Current security group: This refers to the security group ID associated with the cloud
database, presented in markdown format.

Other security groups: This refers to another security group ID within the same project in the
same region.

Note :

Referring to the security group ID is an advanced feature that you may opt to use. The rules
of the referred security group will not be appended to the current security group.
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When security group rules are configured, if a security group ID is entered in the
source/destination, it signifies that only the private IP addresses of the cloud database
instances and elastic network interfaces bound to this security group ID are considered as
the source/destination, excluding public IP addresses.

Note :

The /number following the IP address denotes the subnet mask, of which the number signifies the length of the
network portion in the subnet mask. For instance, 192.168.0.0/24 represents a network segment. The subnet mask
/24 indicates that the first 24 bits of 192.168.0.0 are the network portion, and the remaining 8 bits are the host portion.
Hence, within the 192.168.0.0/24 subnet, the assignable host IP range is: 192.168.0.0 - 192.168.0.255.

Protocol Port:Specify the protocol type and port range. The protocol type supports TCP, UDP, ICMP, ICMPv6, and
GRE. You can also refer to the protocol ports or protocol port groups in the Parameter Template.

Note:

To connect to TDSQL-C for MySQL, you need to open its instance port. You can log in to the TDSQL-C for MySQL
console, click the cluster ID to enter the details page, and view its port in the Connection Info section.

The security group rules displayed on the Security Group page in the TDSQL-C MySQL console take effect for
private and public (if enabled) network addresses of the TencentDB for MySQL instance.

The supported formats for the protocol port are as follows:

A single port, suchas TCP:80 .

Multiple discrete ports, suchas TCP:80,443 .

Consecutive ports, suchas TCP:3306-20000 .

All the ports, suchas TCP:ALL .

Policy: Allow or Reject. Allow is selected by default.

Allow: Traffic to this port is allowed.

Reject: Data packets will be discarded without any response.

Notes: A short description of the rule for easier management.

4,

Click Complete

5. On the security group rule page, click Outbound rule and refer to Steps 2-4 for adding an outbound rule.
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Matching Security Group for TencentDB

Last updated : 2023-08-24 09:59:53

A security group is a firewall provided by Tencent Cloud for controlling inbound traffic of TencentDB. You can
associate a security group with a cluster when purchasing it or later in the console.

This document describes how to configure a security group for TDSQL-C for MySQL in the console.

Note:

Currently, security groups can be configured only for TDSQL-C for MySQL instances in VPCs.

TDSQL-C for MySQL allows you to configure different security groups for the read-write and read-only addresses

respectively, which don't affect each other.

Configuring a security group

During cluster purchase

1. Log in to the purchase page.

2. Configure the database and basic information, configure the security group in Advanced Configuration, and click
Buy Now.

| Advanced Configuration

Security Group Security group selected (0in to..

Go to Preview Rules to view inbound and outbound rules. Learn More [

o open other ports, you can create security groups 4
In the console

1. Log in to the TDSQL-C for MySQL console.

2. Select a region at the top and proceed according to the actually used view mode:
Tab view

List view

Click Target Cluster in the cluster list on the left to enter the cluster management page.
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& Hide cluster lists (3) Quick Check More v

® cynosdbmysql |

cynosdbmysql-mmeme-omll ~#  Runing

ID cynosdbmysql =4 IO
cynosdbmysql il W E
Database Version 2.1.9 Upgrade Billing Mode Compute: Monthly Subscriptit
Project Default Project Adjust Cluster Expiration Time 2023-09-04 10:26:31 |

® cynosdbmysqlyiig'” -
@ Vsalaiin Renewal Settings Set

Deployment Mode  Single-AZ
Transfer Linkage  High 10

Tag 7

Cluster Details Monitoring and Alarms Account Management Database Management Database Proxy F

Find the target cluster in the cluster list and click the Cluster ID or Manage in the Operation column to enter the

cluster management page.

Quick Check More v

Cluster ID/Name Cluster ... Compatible Data... Y AZ Read/Write Address Read-Only Address Database Proxy Address
cynosdbmysgl- Aunni MySQL 5.7 G h (Private) 4:330610)

nnin, A uangzh...
cynosdbmysqgli unning v 9 (Public) Disabled

3. On the cluster management page, select the Security Group tab, select the target read-write instance, RO group,

read-only instance, or database proxy, and click Configure Security Group.

Cluster Details Instance List Monitoring and Alarms Account Management Database Management Database Pr
Read-Wnte Instance Database Proxy Read-Only Instance
ate I 172 16
ate 3206
Enable

Associated Security Group

Configure Security Group

4. In the Configure Security Group window, select a security group rule (or search for the target security group by
ID) and click OK.
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Configure Security Group
Security groups (1 in total) Security group selected (1 in total).
Q ID: sg-hre
ID: =g-
9

1 {1 page

Note:
You can configure up to five security group rules.
You can configure different access addresses with different security groups, which will control only sources that

access the current address.

Adjusting the priority of a security group

If multiple security groups are bound to a TDSQL-C for MySQL instance, they will be executed based on their
priorities such as 1 and 2. You can adjust the priorities as follows.

1. Login to the TDSQL-C for MySQL console.

2. Select the region at the top, find the target cluster in the cluster list, and click the cluster ID or Manage in the
Operation column to enter the cluster management page.

3. On the cluster management page, select the Security Group tab, select the target read-write instance, database

proxy, or read-only instance, and click Edit below Associated Security Group.
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4. In the Security Group column, adjust the priority of the security group by using the moveup/movedown/deletion

1 + o
icons and click Save.
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Encryption
Setting SSL Encryption

Last updated : 2024-08-19 15:53:55

SSL Encryption Overview

Secure Sockets Layer (SSL) authentication is a process that authenticates the connection from the client to the
TencentDB server. After SSL encryption is enabled, you can get a CA certificate and upload it to the server. Then,
when the client accesses the database, the SSL protocol will be activated to establish an SSL secure channel
between the client and the server to realize encrypted data transfer, prevent data from being intercepted, tampered
with, and eavesdropped during the transfer, and ultimately ensure the data security for both the client and the server.
The SSL protocol needs to be established based on the OSI Model - Transport Layer (TCP). lts advantage is that it is
independent from application layer protocols; therefore, high-level application layer protocols such as HTTP, FTP, and
TELNET can be transparently established on it. The SSL protocol completes encryption algorithm processing,
communication key negotiation, and server authentication before communication is made through application layer
protocols. After that, all data transferred through application layer protocols will be encrypted to ensure communication

privacy.

Background

When you connect to a database in an unencrypted manner, all information transferred over the network will be in
plaintext and may be eavesdropped, tampered with, and impersonated by illegal users. The SSL protocols are
designed to address these risks and can bring the following benefits theoretically:

Information is encrypted and cannot be eavesdropped by a third party.

There is a verification mechanism for immediate tampering detection by both parties in the communication.
Identity certificates will be used to authenticate the identity.

TDSQL-C for MySQL supports enhancing link security by enabling SSL encryption and allows downloading and
installing SSL CA certificates to the required application services.

Note:

SSL encryption protects the traffic between the database and the server rather than the data itself. Encrypting the
network connection at the transport layer can improve the security and integrity of the communication data, but will

increase the response time of the network connection.
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Prerequisites

The instance version is MySQL 5.7/8.0.

The instance form can be either pre-configured resources or Serverless.

Supported Versions

TDSQL-C for MySQL uses OpenSSL to implement secure connections. TDSQL-C for MySQL supports Transport
Layer Security (TLS) versions 1.0, 1.1, 1.2, and 1.3. TLS support depends on the MySQL version. The table below
shows the MySQL versions that support TLS.

MySQL Version TLS1.0 TLS1.1 TLS1.2 TLS1.3
MySQL 5.7 Not supported Not supported Supported Supported
MySQL 8.0 Supported Supported Supported Supported

Enabling SSL Encryption

1. Log in to the TDSQL-C for MySQL console, and click the cluster ID in the cluster list to enter the cluster

management page.
2. On the cluster management page, select the Data Security tab, and under SSL, select the read-write or read-only

instance that requires enabling SSL encryption.

SSL

SSL Read/Write: cynosdbmysql-ins-i :

Q

Read/Write: cynosdbmysgl-ins-Jj || | |

Read-Only: cynosdbmysqgl-ins-

Status

3. This feature is disabled by default. Toggle the switch to on, and then click OK to enable SSL encryption.
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Enable SSL e

During the process of enabling SSL, your database instances will be restarted to load the
SSL certificate. Ensure that your business has a reconnection mechanism. (i)

During the process of enabling SSL encryption, your database instance will be restarted to load the SSL certificate.

Note:

Make sure that your business has a reconnection mechanism.

4. Click Download to download the SSL CA certificate, which is valid for 20 years.

The downloaded file is a compressed package (TencentDB-SSL-CA.zip), containing the following three files:
.p7bfile: It is used to import the CA certificate into Windows.

ks file: It is a truststore certificate storage file in Java with a unified password 'tencentdb’, used to import the CA
certificate chain into the Java program.

Jpem file: It is used to import the CA certificate into other systems or applications.

Configuring an SSL CA Certificate

After enabling SSL encryption, you need to configure an SSL CA certificate when using a client to connect to
TencentDB. The following takes Navicat as an example to describe how to install an SSL CA certificate. For other
applications or clients, see their respective instructions.

Note:

Each time SSL encryption is enabled or disabled, a new certificate will be generated.

1. Open Navicat.

2. Right-click the target database and select Edit Connection.

3. Select the SSL tab, and choose the path for the CA certificate in .pem format. After completing the settings, click
OK.

Note:

If you encounter the 'connection is being used' error, it may be caused by a previous session that has not been
disconnected. Close Navicat and try again.

4. Double-click the target database to test whether the connection is normal.

Disabling SSL Encryption

1. Log in to the TDSQL-C for MySQL console, and click the cluster ID in the cluster list to enter the cluster
management page.
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2. On the cluster management page, select the Data Security tab, and under SSL, select the read-write or read-only
instance that requires disabling SSL encryption.

3. Toggle the switch after Status to off, and in the pop-up prompt box, click OK.

Note:

During the process of disabling SSL encryption, your database instance will be restarted to uninstall the SSL

certificate. Make sure that your business has a reconnection mechanism.

Connecting to an Instance with SSL Encryption Enabled Using the
MySQL Command Line Client

If you are using a different version of the database, the connection command parameters of the MySQL client will vary.
You can check the version of the database you are using with the following command, and then refer to the

subsequent steps to connect to the instance.
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SELECT VERSION () ;

Query result example:

e +
| VERSION () |
e +
| 8.0.30-txsqgl |
e +
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1. Download the SSL CA certificate via the TDSQL-C for MySQL console. For the operation, see Enabling SSL
Encryption.
2. Use the MySQL Command Line Client to connect to an instance with SSL encryption enabled through command.

For commands when the client-side database version is MySQL 5.7/8.0, connect to an instance using the following
command.

mysgl —-h <IP address> --ssl-ca=<CA certificate path> --ssl-mode=REQUIRED -P <Port n

If you want to use another SSL mode, such as VERIFY_CA or VERIFY_IDENTITY, connect to an instance using the

following command.
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mysgl —h <IP address> --ssl-ca=<CA certificate path> --ssl-mode=VERIFY_CA -P <Port

Note:

The --ssl-mode parameter indicates the SSL mode. Generally, it is recommended to use the REQUIRED and
VERIFY_CA modes, which requires the MySQL client to connect to the MySQL server by using the SSL/TLS protocol
and verification of the SSL/TLS certificate of the MySQL server. The VERIFY_IDENTITY mode, in addition to
requiring verification of the MySQL server's SSL/TLS certificate, requires that the hostname used by the client should
match the identity in the server certificate, otherwise the MySQL client will refuse to connect to the MySQL server.

3. Enter the password of the corresponding username as prompted by the system.

©2013-2022 Tencent Cloud. All rights reserved. Page 417 of 490



@ Tencent Cloud TDSQL-C for MySQL

[root@WM-32-12-tencentos ~]# mysqgl -h 9 ——ssl-ca=ca.pem —ssl-mode=VERIFY_CA -P 3306 -

Enter password:
Welcome to the MySQL monitor. Commands end with ; or \g.

Your MySQL connection id is ! 33
Server version: 8.0.30-txsql 20221220
Copyright (c) 2000, 2023, Oracle and/or its affiliates.

Oracle is a registered trademark of Oracle Corporation and/or its

affiliates. Other names may be trademarks of their respective

owners.

Sample Codes for Connecting to an SSL-enabled Instance for
Common Programs

PHP
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Sconn = mysqgli_init ();

mysqgli_ssl_set (Sconn, NULL, NULL, "<Downloaded certificate path>", NULL, NULL);
mysqgli_real_ connect ($Sconn, '<Database access address>', '<Database access username>
if (mysgli_connect_errno (Sconn)) |

die('Failed to connect to MySQL: '.mysqgli_connect_error());

}

PHP (Using PDO)
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Soptions = array (
PDO: :MYSQL_ATTR_SSL_CA => '<Downloaded certificate path>'
) ;

Sdb = new PDO('mysgl:host=<Database access address>;port=<Access port>;dbname=<Spec

Java (MySQL Connector for Java)
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# generate truststore and keystore in code

String importCert = " —-import "+
" —alias mysglServerCACert "+
" —file " + ssl _ca +
" -keystore truststore "+
" —trustcacerts " +

" —-storepass password —-noprompt ";

String genKey = " -genkey -keyalg rsa " +
" —alias mysqglClientCertificate -keystore keystore " +
" —storepass passwordl23 -keypass password " +
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" —dname CN=MS

TDSQL-C for MySQL

sun.security.tools.keytool.Main.main (importCert.trim() .split ("\\\\s+"));

sun.security.tools.keytool.Main.main (genKey.trim() .split ("\\\\s+"));

# use the generated keystore and truststore

System.setProperty
System.setProperty
System.setProperty
System.setProperty

.net.
.net.
.net.

.net.

ssl.keyStore",
ssl.keyStorePassword", "tencentdb") ;
ssl.trustStore",

ssl.trustStorePassword", "tencentdb") ;

"<Downloaded certificate path>");

"<Downloaded certificate path>");

url = String.format ("jdbc:mysgl://%$s/%$s?serverTimezone=UTC&useSSL=true", '<Database

properties.setProperty ("user",
properties.setProperty ("password"”,

conn = DriverManager.getConnection (url,

.NET (MySglConnector)
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var builder = new MySglConnectionStringBuilder

{

Server = "<Database access address>",

UserID = "<Database access username>",

Password = "<Database access password>",

Database = "<Specified database to be accessed>",
Ss1lMode = MySqglSslMode.VerifyCA,

SslCa = "<Downloaded certificate>",

}i

using (var connection = new MySqglConnection (builder.ConnectionString))

{
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connection.Open () ;

Python (MySQLConnector Python)

try:

conn =

mysql.connector.connect (user="'<Database access username>',

password="'<Database access password>"',
database='<Specified database to be accessed>',
host='<Database access address>',

ssl_ca='<Downloaded certificate path>")
except mysqgl.connector.Error as err:
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print (err)

Python (PyMySQL)

conn = pymysqgl.connect (user="'<Database access username>',
password="'<Database access password>"',
database="'<Specified database to be accessed>"',
host='<Database access address>',

ssl={'ca': '<Downloaded certificate path>"'})

Django (PyMySQL)
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DATABASES = {
'default': {

'ENGINE': 'django.db.backends.mysql',
'NAME': '<Specified database to be accessed>',
'USER': '<Database access username>',
'PASSWORD': '<Database access password>',
'HOST': '<Database access address>"',
'PORT': '<Access port>"',
'"OPTIONS': {
'ssl': {'ca': '<Downloaded certificate path>"'}
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Node.js

var fs = require('fs');
var mysqgl = require('mysqgl');
const serverCa = [fs.readFileSync ("<Downloaded certificate path>", "utf8")];

var conn=mysqgl.createConnection ({
host:"<Database access address>",
user:"<Database access username>",

password:"<Database access password>",
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database:"<Specified database to be accessed>",
port:<Access port>,

ssl: {
rejectUnauthorized: true,

ca: serverCa
I3
)i

conn.connect (function (err) {

if (err) throw err;

P

Golang
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rootCertPool := x509.NewCertPool ()
pem, _ := ioutil.ReadFile ("<Downloaded certificate path>")
if ok := rootCertPool.AppendCertsFromPEM (pem); !'ok {

log.Fatal ("Failed to append PEM.")

}
mysql.RegisterTLSConfig("custom", &tls.Config{RootCAs: rootCertPool})

var connectionString string

connectionString = fmt.Sprintf ("%$s:%s@tcp (%$s:<Access port>)/%$s?allowNativePasswords
db, _ := sgl.Open("mysqgl", connectionString)
Ruby
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client = Mysqgl2::Client.new(
:host => '<Database access address>"',
:username => '<Database access username>',
:password => '<Database access password>"',
:database => '<Specified database to be accessed>',

:sslca => '<Downloaded certificate path>'
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Monitoring and Alarms
Overview

Last updated : 2023-01-03 15:32:48

Overview

Monitoring and alarm are important features to help you maintain your database and provide reliability, availability,
and performance support to troubleshooting. Monitoring enables you to stay on top of the resource utilization,
performance, and status of TDSQL-C for MySQL, while alarm keeps you informed of database exceptions, so you can
handle them promptly. Ultimately, this increases the system stability, improves the Ops efficiency, and reduces Ops
costs.

The TDSQL-C for MySQL console has a visual Monitoring and Alarms page, which offers a wide variety of
performance monitoring metrics and convenient monitoring features. As soon as any business exception occurs,
alarm messages will be pushed to you according to the alarm rules you set. In this way, you can stay up to date with

your database status, performance, and resource usage comprehensively, with no additional development required.

Concepts

Metric

Metric is a fundamental concept in CM. A metric represents a time-ordered set of data points sent to CM, such as
CPU utilization and memory utilization. You can retrieve the statistics of those data points in time series. A metric can
be seen as a variable to monitor, and the data points represent the values of the variable over time.

Unit

Unit refers to the measurement unit of the raw metric data; for example, the unit of CPU utilization is %.

Time granularity

Time granularity refers to a statistical period in CM. Timestamp data represents the result of aggregating all the data
collected in the specified time granularity.

Alarm

Alarm management is a feature in the Cloud Monitor Alarm service. It triggers alarms for exceptions of Tencent Cloud

resources and allows you to view alarm messages, customize alarm thresholds, and subscribe to alarms.

Supported monitoring types

Supported Description
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Monitoring Type
Instance Read-write and read-only instances can be monitored.

Database proxy nodes can be monitored. For more information, see Viewing Database

Database prox
proxy Proxy Monitoring Data.

Monitoring granularities

In TDSQL-C for MySQL, the monitoring time granularity is automatically adjusted based on the monitoring time range

as follows:
Query Time Time Between Query Start Time and Default Time Optional Time
Range Current Time Granularity Granularities
(Oh, 1h] (0d, 1d] 5s 5s/1min/5min
(Oh, 1h] (1d, 15d] 1min 1min/5min
(Oh, 1h] (15d, 31d] 5min 5min
(1h, 24h] (0d, 15d] 1min 1min/5min/1h
(1h, 24h] (15d, 31d] 5min 5min/1h
(24h, 7d] (0d, 31d] 5min 5min/1h/1d
(7d, 31d] (0d, 31d] 1h 1h/1d

Note:

Currently, you can view monitoring data of TDSQL-C for MySQL in the past 31 days.

Monitoring metrics

TDSQL-C for MySQL offers a rich set of monitoring metrics to help you better track your database resource utilization,

performance, and status. For more information, see Supported Monitoring Metrics.
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Monitoring
Supported Monitoring Metrics

Last updated : 2024-06-17 16:15:40

TDSQL-C for MySQL provides monitoring metrics from both the instance dimension and the database proxy node

dimension.

Monitored metrics

Note:
You can view the following monitoring metrics in the console or through TencentCloud API as instructed in Viewing
Monitoring Data.

N in the monitoring metric unit indicates the unit of the current query time granularity. For example, if the granularity
is 5 seconds, N will be second (sec); if itis 1 minute, N will be minute (min).
Parallel query monitoring metrics are supported only for TDSQL-C for MySQL 8.0 (kernel version 3.1.8) or later.

The monitoring metrics related to columnar indexes are supported by TDSQL-C for MySQL 8.0 kernel version 3.1.14.

Monitoring Metrics at the Instance Dimension

Monitoring Dat:
Category Metrics Monitoring Metrics (English) Unit Agg
(Chinese) Met
Resource Monitoring CPU Utilization cpu_use_rate % MA.
Memor
. y memory_use_rate % MA.
Utilization
Memory Usage memory_use MB MA!
St
orage storage_use_rate % MA.

Utilization Rate

Storage Usage storage_use GB MA!
Data Tabl

ata Table data_use GB MA!
Space Usage
Temporary tmp_use GB MA.
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Table Space
Usage

Undo Table

undo_use GB MA.
Space Usage

CCU CCuU Individual MA.

Total Client
Traffic Sent Per bytes_sent MB/s MA!
Second

Total Client
Traffic
Received Per
Second

bytes_received MB/s MA!

Read Request

read_iops per second MA!
IOPS

Write Request

write_iops per second MA!
IOPS

Total IOPS iops per second MA!

Read I/0

read_bandwidth MB/s MA.
Throughput

Write I/0

write_bandwidth MB/s MA!
Throughput

Total 1/0

io_bandwidth MB/s MA.
Throughput

Storage Space
Occupied by log_capacity GB MA!
Log

Engine Connection Operations
Monitoring Executed per aps per second MA.
Second

Transactions
Executed per tps per second MA.
Second

Connection

o connection_use_rate % MA.
Utilization Rate
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Access

Maximum
Number of
Connections

Currently Open
Connections

Number of
Threads
Created

Number of
Threads
Running

Slow Queries

Full-Table
Scans

Number of
Queries

Number of
Updates

Number of
Deletions

Number of
Insertions

Number of
Overwrite

Total Number
of Requests

Number of
Submissions

Number of
Rollbacks

Number of Full-
Table Scan
Composite
Queries
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max_connections

threads_connected

threads_created

threads_running

slow_queries

select_scan

com_select

com_update

com_delete

com_insert

com_replace

queries

com_commit

com_rollback

select_full_join

TDSQL-C for MySQL

Individual MA
Individual MA!
Individual Sul
Individual MA
Individual Sul
Individual Sul
Individual Sul
Individual Sul
Individual Sul
Individual Sul
Individual Sul
Individual Sul
Individual Sul
Individual Sul
Individual Sul
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Table

Number of
Range Scan
Composite
Queries

Number of Sort
Merge Passes

Qcache Hit
Rate

Qcache
Utilization Rate

Number of
Multi-Table
Updates

Number of
Multi-Table
Deletions

Number of
Temporary
Tables

Number of
Times Waiting
for Table Lock

Number of
Tables Already
Opened

Number of
Table Locks
Released
Immediately

Number of
Table Open
Cache Hits

Number of
Table Open
Cache Misses
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select_full_range_join

sort_merge_passes

gcache_hit_rate

gcache_use_rate

com_update_multi

com_delete_multi

created_tmp_tables

table_locks waited

opened_tables

table_locks_immediate

table_open_cache_hits

table_open_cache_misses

TDSQL-C for MySQL

Individual Sul
Individual Sul
% MIN
% MIN
Individual Sul
Individual Sul
Individual Sul
Individual Sul
Individual MA!
Individual Sul
Individual Sul
Individual Sul
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InnoDB

InnoDB Engine
Cache Hit Rate

InnoDB Engine
Cache
Utilization

Number of Disk
Reads

Number of Disk
Writes

Number of
InnoDB_fsyncs

Number of
InnoDB Open
Tables

Number of
InnoDB Reads

Total Number
of InnoDB
Reads

Total Number
of InnoDB
Writes

Number of
InnoDB Writes

Number of
InnoDB Rows
Deleted

Number of
InnoDB Rows
Inserted

Number of
InnoDB Rows
Updated

Number of
InnoDB Rows
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innodb_cache_hit_rate

innodb_cache _use_rate

innodb_os_file reads

innodb_os_file writes

innodb_os_fsyncs

innodb_num_open_files

innodb_data_read

innodb_data_reads

innodb_data_writes

innodb_data_written

innodb_rows_deleted

innodb_rows_inserted

innodb_rows_updated

innodb_rows_read

TDSQL-C for MySQL

% MIN
% MIN
Individual MA
Individual MA!
Individual MA
Individual MA.
Byte Sul
Individual Sul
Individual Sul
Byte Sul
Individual Sul
Individual Sul
Individual Sul
Individual Sul
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Read

Average
InnoDB Row
Lock Acquiring
Time

Number of
InnoDB Row
Lock Waits

Number of
InnoDB Dirty
Pages

Number of
InnoDB
Pending Writes

Number of
InnoDB
Pending Reads

Number of
InnoDB Log
Wait Writes

Number of
InnoDB Log
Physical Writes

Number of
InnoDB Log
Physical Write
Requests

Number of

Temporary

Tables
Tmp

Number of

Temporary

Files

Handler Number of
Requests to
Read Next Line
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innodb_row_lock_time_avg

innodb_row_lock waits

innodb_buffer_pool_pages_dirty

innodb_data_pending_writes

innodb_data_pending_reads

innodb_log_waits

innodb_log_writes

innodb_log_write_requests

created_tmp_disk_tables

created tmp_files

handler_read_rnd_next

TDSQL-C for MySQL

Milliseconds MA!
Individual Sul
Individual MA!
Individual MA.
Individual MA!
Individual Sul
Individual Sul
Individual Sul
Individual Sul
Individual Sul
Individual Sul
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Buffer

Parallel
Query

Column
Store Index

Number of
Internal
Rollbacks

Number of
Internal
Submissions

Number of
InnoDB Empty
Pages

Total Number
of InnoDB
Pages

Number of
InnoDB Logical
Reads

Number of
InnoDB
Physical Reads

Number of
InnoDB Buffer
Pool Writes

Number of
Parallelly
Queried
Threads

Number of
Failed Parallel
Queries

Number of
Executed

Parallel Queries

Number of
Rollback Serial
Queries

Number of
Column Store
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handler_rollback

handler_commit

innodb_buffer_pool_pages_free

innodb_buffer_pool_pages_total

innodb_buffer_pool_read_requests

innodb_buffer_pool_reads

innodb_buffer_pool_write_request

txsql_parallel_threads_currently _used

txsql_parallel_stmt_error

txsql_parallel_stmt_executed

txsql_parallel_stmt_fallback

innodb_csi_select_pushdown

TDSQL-C for MySQL

Individual Sul
Individual Sul
Individual MA
Individual MA
Individual Sul
Individual Sul
Individual Sul
Individual MA.
Individual Sul
Individual Sul
Individual Sul
Individual Sul

Page 439 of 490



&2 Tencent Cloud

Other

Deployment Monitoring

Monitoring Metrics at Database Proxy Node Dimension

Index Execution
Statements

Number of
Column Store
Index Rollback
Statements

Column Store
Index
Synchronization
Delay

Column Index
Storage Usage

Number of CSI
Creation
Failures

Total Number
of Open Files

Replication
Status

Replication
Delay

Replication Lag
in Isn Distance

innodb_csi_select_fallback

innodb_csi_lag_seconds

innodb_csi_disk_usage

innodb_csi_create_failed

open_files

replication_status

replication_delay

replication_delay_distance

TDSQL-C for MySQL

Individual

Second

GB

Individual

Individual

0-Yes,1-No

Milliseconds

Bytes

Sut

MA!

MA.

Sut

MA.

If th
take

MA!

MA!

To obtain monitoring metrics at the database proxy node dimension, you need to first enable the database proxy. For

detailed metric descriptions, refer to Viewing Database Proxy Monitoring Data.

Performance monitoring data analysis

You can set alarm policies to monitor and analyze performance metrics. Below are some examples:

CPU utilization: It describes how the CPU in the database server is used while running. If the CPU load is high, there

will be problems such as slow response of the database system and query delay. Therefore, you can set a threshold
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alarm for this monitoring metric as needed. Generally, if the CPU utilization exceeds 90%, you need to check the
request volume and query performance, and make timely adjustments. If the CPU utilization meets the application or
database requirements such as throughput and concurrency and is expected, then it is appropriate.
Used storage space: If the used storage space is always greater than or equal to 85% of the total disk space, you
need to check how the storage space is used and whether the data can be deleted from the instance or archived to
another system to free up space. If the amount of stored data is too large, the disk is about to be full, and you can
solve the problem of insufficient disk space through capacity expansion.
Traffic inbound to/outbound from client: You can check the fluctuations of these metrics in Resource Monitoring to
determine whether the problem is caused by the business peak or database, and then optimize the business or adjust
the database configuration.
Max connections: max_connections is one of the parameters in TDSQL-C for MySQL, which is used to specify
the maximum number of connections allowed by the database. When the database process opens a new connection,
the number of currently connected clients will be queried. If the number has reached the set value of
max_connections ,anew connection cannot be established. If there is a large number of connections, the
instance performance drops, and the response time increases, you need to consider restricting the maximum number
of connections to the database. If the value of max_connections is settoo high, it may cause problems such as
insufficient memory and thread crash in the system. Therefore, you should carefully evaluate your application needs
and set an appropriate value. The value generally falls between 200 and 500. You can also adjust the maximum
number of connections based on the connection conditions of applications and databases.
When a performance metric exceeds the configured alarm threshold, you may need to modify relevant parameters to

optimize the database to improve its performance and availability.
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Viewing Monitoring Data

Last updated : 2023-11-09 15:26:18

TDSQL-C for MySQL provides a rich set of performance monitoring metrics to help you stay up to date with the
detailed status and performance of your database. Generally, you can view monitoring metrics and data in the
TDSQL-C for MySQL console by creating a dashboard in Tencent Cloud Observability Platform (TCOP) or through
TencentCloud API. We recommend that you choose the console, where you can quickly obtain fine-grained monitoring
data for the target time range and locate Ops problems accordingly.

This document describes how to view the monitoring data and perform visual operations on the monitoring page.

Viewing Monitoring Data

Option Strengths Operation

The console is simple and visual,

Viewing data in the TDSQL- ,
where you can quickly locate

Viewing Monitoring Data in the

C for MySQL console , o Console

problems in a familiar way.
Creating a TCOP You can visually create customized Creating Dashboard to View
dashboard to view data monitoring metric groups. Monitoring Data

You can flexibly pull monitoring metric
data to analyze or connect it to other
platforms.

Pulling data through
TencentCloud API

Pulling Monitoring Data via
TencentCloud API

Visual Operations on the Monitoring Page

Selecting the standard monitoring view

1. Log in to the TDSQL-C for MySQL console.

2. Select the region at the top, find the target cluster, and click the cluster ID or Manage in the Operation column to
enter the cluster management page.

3. On the cluster management page, select Monitoring and Alarms, select one or multiple target instances in the
drop-down list, and click OK.
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Cluster Details Instance List Monitoring and Alarms Account Management Database Management Databa

Standard View || = Last 24 hours | Last 7 days Last 30 days = 2022-12-08 16:

| Resource Monitoring | Engine Manitoring Deployment Monitoring Read-Write: I -

| CPU Utilization CPU Utilization (cpu_use_rate,Unit: %.Aggregation mode: MA]

Memory Utilization Read-Write:

Used Memory Read-Only: ¢

Storage Utilization 24 “ Reset

4. On the Monitoring and Alarms tab, click Standard View or Grid View to switch the layout of the monitoring

view.

Cluster Details Instance List Monitoring and Alarms Account Management Database Management Databa:

Standard View || = Last 24 hours | Last 7 days Last 30 days = 2022-12-08 16

‘ Resource Monitoring ‘ Engine Manitaring Deployment Monitoring Read-Write: v

| CPU Utilization CPU Utilization (cpu_use_rate,Unit: %.Aggregation mode: MAX.max instantaneous value at a time

Memory Utilization

3

Used Memory
Storage Utilization 24
lUsed Storage Space

1.8
Used Data Tablespace
Used Temp Tablespace 1.2
Used Undo Tablespace

0.6
Traffic Inbound te Client per Sec...
Traffic Outbound from Client per ... i)

16:44:10 16:51:40 16:59:10 17:06:40 17:14:10
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Cluster Details Instance List Monitoring and Alarms Account Management Database Management Datab:
Standard View | | B8 Last 24 hours  Last 7 days Last 30 days  2022-12-08 16
| Resource Monitoring | Engine Monitoring Deployment Monitoring Read-Write: hd
CPU Utilization H Memory Utilization
(cpu_use_rate,Unit: %) (memary_use_rate,Unit: %)
(Aggregation mode: MAX,max instantaneous value at a time granularity) (Aggregation mode: MAX, max instantaneous value at a ti
3 10
24 8
1.8 6
1.2 4
0.6 2
0 0
16:44:10 16:59:10 17:14:10 17:29:10 16:44:10 16:59:10 17:14:10 17:29:10

Displaying a chart in full screen

You can display a single metric in full screen for a clearer preview of metric data.

1. On the Monitoring and Alarms tab, click

ra
Ld

on the right of the corresponding metric to display the metric in full screen.
2. After the data is displayed in full screen, you can filter the metric and select a time range and time granularity to view

the metric data. You can click X in the top-right corner to close the full screen window.
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CPU Utilization(Unit: %)

CPU Wilization ¥ | Last hour | Last 24 hours | Last 7 days | Last 30 days = 2022-12-07 17:47:11 to 2022-1:

10

0
17:47 1917 20:47 2217 2347 017 0247 0417 0547 077 0847 1

mm CPU Utilization(96)2Read -Write?
Selecting a monitoring time range
You can select or customize a time range to query the monitoring data over this time period.

On the Monitoring and Alarms tab, you can select Last hour, Last 24 hours, Last 7 days, or Last 30 days. You

can also click the time picker to specify the start time and end time for monitoring data query.

Last hour | Last 24 hours  Last 7 days Last 30 days = 2022-12-08 16:44:13 to 2022-12-08 174413 [E  |Period-over-Pe

- e = 5 ds =
Read-Write: ynos 1 2022-12-08 [ 16:44:13 R

Memory Utilization

ta 2022-12-08 E 17:44:13
(memory_use_rate,Unit: %)

m Cancel

You can compare monitoring data from multiple time ranges by adding period-over-period comparison.

ity) (Aggregation mode: MAX. max instantane

Adding period-over-period comparison

Note:
The time range in the first time picker determines the time ranges in new time pickers. For example, if it is 3 days in the
first time picker, then you can select only the start time in a new time picker, and the end time will be 3 days later by

default.
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Use limits

If you select multiple instances to view monitoring data, the period-over-period comparison feature is not supported.
You can compare the data of an instance monitoring metric within up to three time ranges.

Directions

1. Log in to the TDSQL-C for MySQL console.

2. Select the region at the top, find the target cluster, and click the cluster ID or Manage in the Operation column to
enter the cluster management page.

3. On the cluster management page, select the Monitoring and Alarms tab.

4. Select a target instance in the drop-down box and click OK.

Last hour | Last 24 hours | Last 7 days  Last 30 days  2022-12-08 16:44:13 to 2022-12-08 17:44:13 [E | Pericd-over-Per

Read-Write: . ¥ | 1selected Time Granularity: = 5 seconds ¥
Memory Utilization | Q
(memory_use_rate,Unit Read-Write
ty) (Aggregation mode: M, )
Read-Cnly:

10
o

5. On the Monitoring and Alarms tab, click Period-over-Period Comparison on the custom time picker

Cluster Details Instance List Monitoring and Alarms Account Management Database Management Database

Standard View | BB Last 24 hours  Last 7 days Last 30 days = 2022-12-08 16:44:

‘ Resource Monitaring | Engine Monitoring Deployment Manitoring Read-Write: v (1

6. Select the time range for query in the first time picker and click OK. Then, select the start time of the second time

range in the second time picker and click OK.

2022-12-08 16:44:13 t0 2022-12-08 17:44:13 [ VS 2022-12-08 16:44:13 t0 2022-12-08 17:4413  E X Period

it ~ Read-Write r Time Granularity: |~ 5 seca
From 2022-12-08 E 16:44:13
rA
to  2022-12-08 [H 17:44:13 -
;| instantanecus value at a time granularity)

m Cancel

Note:
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In new time pickers, you only need to select the start time, and the time range will be automatically aligned with that in
the first time picker. For example, if the time range in the first time picker is 3 days, then all time ranges added
subsequently will also be 3 days.

7. After you select the time ranges for comparison, you can query the monitoring metric details of the instance within
the selected time ranges at the specified time granularity.

Setting a monitoring time granularity

You can select different time granularities for monitoring data query within the specified time range.

On the Monitoring and Alarms tab, select a time granularity in the Time Granularity drop-down list.

2022-12-01 16:44:13 t0 2022-12-02 17:44:13 B VS 2022-12-03 16:44:13 to 2022-12-0«
agine Manitaring Deployment Monitoring o] Read-Write:

CPU Utilization (cpu_use_rate,Unit: %.Aggregation mode: MAX,max instantaneous value at a time granularity)

10
8
6
|
\ 1 V
2
ar Sec..
nt per ... 0

16:40 18:15 19:50 21:25 23:00 00:35 02:10 03:45 05:20 06:55 08:30 1
== CPU Utilization(%6)%Read-Write£2022-12-01 16:40:00-2022-12-02 17:40:00 CPU Utilization(%)#Resad-\

Time ranges and corresponding time granularities

. Range between query start time and current Default time Optional time

Query time range _ . .
time granularity granularities

(Oh, 1h] (0d, 1d] 5s 5s/1min/5min
(Oh, 1h] (1d, 15d] 1min 1min/5min
(Oh, 1h] (15d, 31d] 5min 5min
(1h, 24h] (0d, 15d] 1min 1min/5min/1h
(1h, 24h] (15d, 31d] 5min 5min/1h
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(24h, 7d] (0d, 31d] 5min 5min/1h/1d
(7d, 31d] (0d, 31d] 1h 1h/1d
Example:

Suppose the current time is 15:00, July 10, 2022, and the query time range is 15:00-16:00, June 29, 2022 (1 hour),
then the query time range is 1 hour. As the time between the query start time and the current time is longer than 1 day
but shorter than 15 days, the default time granularity is 1 minute. You can also select the option of 5 minutes.

Note:

Currently, you can view monitoring data of TDSQL-C for MySQL in the past 31 days.
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Viewing Monitoring Data in the Console

Last updated : 2023-01-03 15:32:48

This document describes how to view monitoring data in the console.

Directions

1. Log in to the TDSQL-C for MySQL console.

2. Select the region at the top, find the target cluster, and click the cluster ID or Manage in the Operation column to
enter the cluster management page.

3. On the cluster management page, select the Monitoring and Alarms tab.

4. Select one or multiple target instances and the query time range to view instance monitoring metrics. You can also

add period-over-period comparison and select the time granularity.

Cluster Details Instance List Moeonitoring and Alarms Account Management Database Management Database Proxy Parameter Settings Security Group B »
= | Last 24 hours | Last 7 days | Last 30 days = 2022-11-11 14:42:37 to 2022-11-11 15:4237 [ | [Period-over-Period Comparison ]
Engine Monitoring Deployment Manitoring Read-Write: v |1 celected Time Granularity: Configure Alarms [4

| CPU Utilization CPU Utilization (cpu use rate , Unit: %) Q i

Memory Utilization . Read-Wirite;

Used Memory . Read-Cnly:«

Storage Utilization 2.8 | “ Reset l.
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Creating Dashboard to View Monitoring Data

This document describes how to create a Tencent Cloud Observability Platform (TCOP) dashboard to view

monitoring data.

Directions

1. Log in to the TCOP console.
2. On the left sidebar, select Dashboard > Dashboard List.

3. Below the dashboard list, click Create Dashboard.

Dashboard List

Create Dashboard Create Folder

4. In the pop-up window, select Create Chart, or select Create Chart Group and then click Create Chart in the

created chart group.

Create Chart

5. On the chart editing page, configure the following parameters and click Save in the top-right corner.

Parameter Description
Select
elec Select Tencent Cloud services.
Product
Metric Select TencentDB > TDSQL-C > MySQL and select the target monitoring metric.

Select a filter to extract the data that meets the conditions for display on the chart. You can add
Filter multiple filters, and the chart displays only the data meeting all of them. Data can be filtered by
instance, tag, and template variable.

Group by Select a tag to aggregate and display data by group (optional).
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Comparison You can select day-over-day (compared with the same period yesterday), week-over-week
(compared with the same period last week), and custom dates for comparison.

Alias Enter the legend alias.
Enable
) After it is enabled, you can set a sorting rule.

Sorting
Sorting You can select the maximum, minimum, average, or sum value and specify whether to display
Rule items in ascending or descending order.
Displayed

P y Set the number of instances to be displayed.
Quantity

6. After the configuration is saved successfully, you can view the monitoring data of the metric selected during chart

creation.

New Dashboard

Database-TDSQL—C-MySQL: BytesReceived; Cloud Virt...

Note:
This method is used to create a chart for a single monitoring metric. To create charts for multiple metrics, simply

repeat the above steps.
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Pulling Monitoring Data via TencentCloud API

Last updated : 2023-09-12 14:59:09

This document describes how to pull the monitoring metric data of TDSQL-C for MySQL through TencentCloud API.
For detailed directions and more examples, see GetMonitorData.

API description

This API is used to get the monitoring data of TDSQL-C for MySQL by passing in its namespace, object dimension,
and monitoring metric.

API call rate limit: 20 calls/sec (1,200 calls/minute). A single request can get the data of up to 10 instances for up to
1,440 data points.

This API may fail due to the rate limit if you need to call many metrics and objects. We recommend you distribute call
requests across a period of time.

The API request rate is limited to 20 requests/sec by default.

Input parameters

The list below only contains API request parameters and some common parameters. For a complete common

parameter list, see Common Params.

Parameter , -
Required Type Description
Name
. . Common parameter. The value used for this API:
Action Yes String :
GetMonitorData .
) ) Common parameter. The value used for this APl: 2018-07-
Version Yes String
24 .
. . Common parameter. For more information, see the list of
Region Yes String ,
regions supported by the product.
. Namespace, suchas QCE/cynosdb_mysqgl .For more
Namespace Yes String , , T ,
information, see TDSQL-C for MySQL Monitoring Metrics.
) ) Metric name, suchas CPUUsagerate (CPU utilization).
MetricName Yes String , i ]
You can pull the data of one single metric at a time.
Instances.N Yes Array of Dimension combination of instance object in the format of
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Instance key-value pair. Different types of instances have
completely different fields. For the dimension combination of
TDSQL-C for MySQL, see TDSQL-C for MySQL Monitoring
Metrics.

Statistical period for monitoring data in seconds, such as 60.

Period No Integer
Default value: 300.

Ti t
StartTime No 'mestamp Start time, suchas 2021-07-15T19:51:23408:00 .

1ISO8601

. End time, which is the current time by default, suchas 2021-
. Timestamp ; .

EndTime No 07-15T20:51:23+08:00 . EndTime cannot be earlier

1ISO8601

than StartTime .

Output parameters

Parameter

Type Description
Name
Period Integer Statistical period
MetricName String Metric name
A f
DataPoints ray o, Array of data points
DataPoint
Ti
StartTime mestamp Start time
1ISO8601
EndTime Timestamp End time
1ISO8601
Th i ID, which i d f h tandi ired
Requestld String e unique I’GQL:IeSt which is returned for each request and is require
for troubleshooting.
Examples

This example shows you how to get the 5-minute CPU utilization monitoring data of a TDSQL-C for MySQL instance
in a specific period of time.

Sample input
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POST / HTTP/1.1

Host: monitor.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: GetMonitorData

<Common request parameters>

"Namespace": "QCE/cynosdb_mysgl",
"MetricName": "CPuUsageRate",
"Period": 3600,

"Instances": [
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"Dimensions": [
{
"Name": "InstanceId",
"Value": "cynosdbmysgl-ins—-edpn3t6b"
h
]
}
1,
"StartTime": "2022-07-15T10:00:00",

"EndTime": "2022-07-15T15:00:00"

Sample output
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{
"Response": {
"DataPoints": |
{
"Dimensions": [
{
"Name": "InstanceId",
"Value": "cynosdbmysgl-ins-edpn3t6b"
}
1y
"Timestamps": [
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1657850400,
1657854000,
1657857600,
1657861200,
1657864800
1,
"Values": [
0.26,
0.24,
0.23,
0.26,
0.24
]
}
1,
"EndTime": "7/15/2022 3:00:00 PM",
"MetricName": "CPuUsageRate",
"Period": 3600,
"RequestId": "71c72744-bec5-49d0-b42c-433609ab4166"
"StartTime": "7/15/2022 10:00:00 AM"
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Alarms
Monitoring Metric Alarm
Alarm Configuration Overview

Last updated : 2023-08-22 15:50:48

TDSQL-C for MySQL allows you to set alarms for real-time performance metrics, so that you can monitor the resource
usage and running status of databases. You can configure alarm notifications to receive alarms on a timely basis and

view alarm records to review alarm information in order to optimize the overall performance of your database.

Setting an alarm

You can get alarm notifications and locate problems in the following steps. This helps you handle database exceptions

promptly, increase the system stability, improve the Ops efficiency, and reduce Ops costs.

Steps Description Operation
Step 1. Set an Set an alarm policy to trigger alarms and send messages when the Setting Alarm
alarm policy TDSQL-C for MySQL cluster status changes. Policy
Step 2. Set an Add recipients and set the time period and channels for alarm Setting Alarm
alarm notifications notifications. Notification
Step 3. View alarm . L . Viewing Alarm
P View alarm notifications generated in the past half year. g
records Records
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Setting Alarm Policy

Last updated : 2023-08-24 10:03:40

This document describes how to create and manage an alarm policy in the console.

Overview

You can create alarm policies to trigger alarms and send alarm notifications when the TDSQL-C for MySQL status
changes. The created alarm policies can determine whether an alarm needs to be triggered according to the
difference between the monitoring metric value and the given threshold at intervals.

When the alarm is triggered by a status change, you can promptly take the necessary preventative or corrective
action. Alarm policies can therefore, if appropriately created, help you improve the robustness and reliability of your
database. For more information on alarms, see Creating Alarm Policy.

To send an alarm for a specific status of TDSQL-C for MySQL, you need to create an alarm policy at first. An alarm
policy is composed of three compulsory components, that is, the name, type and alarm triggering conditions. Each
alarm policy is a set of alarm triggering conditions with the logical relationship "OR", that is, as long as one of the
conditions is met, an alarm will be triggered. The alarm will be sent to all users associated with the alarm policy. Upon
receiving the alarm, the user can view the alarm and take appropriate actions in time. After creating an alarm policy,

you can change its name, remarks, or triggering conditions and edit its alarm objects.

Directions

Setting an alarm policy

1. Login to the TDSQL-C for MySQL console.

2. Select a region at the top and proceed according to the actually used view mode:
Tab view

List View

Click Target Cluster in the cluster list on the left to enter the cluster management page.
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< Hide cluster lists (3) Quick Check More ~

® cynosdbmysaql | |

cynosdbmysql-=meme wsll © Funning

D cynosdbmysql:” =4 g
cynosdbmysql il fmim E
Database Version 2.1.9 Upgrade Billing Mode Compute: Monthly Subscript
Project Default Project Adjust Cluster Expiration Time 2023-09-04 10:26:31
® cynosdbmysqlyiig'”
& vsahiie Renewal Settings ~ Set Deployment Mode Single-AZ

Transfer Linkage  High 10

Tag V

Cluster Details Monitoring and Alarms Account Management Database Management Database Proxy I

Find the target cluster in the cluster list and click the Cluster ID or Manage in the Operation column to enter the

cluster management page.

Quick Check More v

Cluster ID/Name Cluster ... Compatible Data... Y AZ Read/Write Address Read-Only Address Database Proxy Address
| cynosdbmysal- | Runni MySQL 5.7 a h (Private) - 4:330610

unnin A uangzh...
cynosdbmysgli 9 ¥ g (Public) Disabled

3. Select Monitoring and Alarms on the cluster management page and click Configure Alarms on the right.

Cluster Details Instance List | Monitoring and Alarms | Account Management Database Management Database

Standard View || = Last 24 hours Last 7 days Last 30 days  2023-02-07 09:

‘ Resource Monitoring ‘ Engine Monitoring Deployment Monitoning Q. Read-Write: cynosdbrysgl-in... ¥

| CPU Utilization CPU Utilization (cpu_use _rate Unit: %,Aggregation mode: MAX,max instantaneous value at a time g

4. On the page displayed, select Manage Monitoring Policy > Create Policy.

5. On the policy creation page, configure the following parameters and click Complete.
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Basic Info
L Cloud Product Monitoring
olicy Type Database f TDSQL-C / My5QL - 2 ewist. You can create 208 mare static threshald policies
T L 4 - b 4
+ Add

Alarm Policy

Alarm Object Instance ID Select object v

Trigge Select template o Configure manually

Metric Alarm
When meeting any v  of the following metric conditions, the metric will trigger an alarm.
L bytes_received v (statistical perioe * > v 0 MB/s a
Parameter Description
Policy . . .
Enter the policy name, which can contain up to 60 characters.
Name
Remarks Enter remarks for the policy, which can contain up to 100 characters.
Monitorin .
g Select Tencent Cloud services.
Type
Policy
Select TencentDB >TDSQL-C > MySQL.

Type
Alarm Find the object instance to be associated with by selecting the region where the object is located
Object or searching for the instance ID of the object.
Trigger Select a predefined template or manually configure the alarm trigger condition, which is a
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Condition semantic condition composed of metric, comparison, threshold, statistical period, and duration.
For example, if the metric is disk utilization, the comparison is >, the threshold is 80%, the
statistical period is 5 minutes, and the duration is two statistical periods, then the data on disk
utilization of a database will be collected once every five minutes, and an alarm will be triggered if
the disk utilization exceeds 80% for two consecutive times.

Configure L .
Al mg Select a preset or custom notification template. Each alarm policy can be bound to three
ar . . . . . . .
o notification templates at most. For more information, see Creating Notification Template.
Notification

Managing an alarm policy

1. In the alarm policy list, click the name of the target alarm policy to enter the alarm policy management page.
2. Select Policy Details on the alarm policy management page.
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€  Manage alarm policy

Policy Details Alarm Records
Basic Info
= ra
Re i

ol Tencent Cloud services

pe Database-TDSOL—C-MySQL

Last Modified by 2000282

Last Modifiec 2022-11-09 11:08:01

e g

Trigger Condition Edit

Metric Alarm (any)

TDSQL-C for MySQL

* bytes_received == OME/s (statistical pericd: 1 min)if the condition is met for 1 peried, an alarm is triggered once evel

* memory_use >= OME (statistical period: 3 sec) If the condition is met for 1 pericd, an alarm is triggered once every 1

3. Select the configuration item to be modified as needed, such as policy name, remarks, trigger condition, and alarm

object.
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Setting Alarm Notification

Last updated : 2023-08-22 15:22:00

After setting an alarm policy, you need to add alarm recipients, which can be done during alarm notification
configuration.

This document describes how to set an alarm notification template in the console. When creating an alarm policy on
the alarm policy configuration page, you can select an existing template or create a new one for easy configuration.
You can also quickly apply the same template for multiple policies.

For more information on relevant limits and other descriptions, see Creating Notification Template.

Setting an alarm notification template

1. Log in to the TCOP console and select Notification Template on the left sidebar.

2. Click Create Notification Template, configure the following items on the page displayed, and click Complete.
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Basic Info
cat Alarm Trigger Alarm Recovery
Type @
English v
T - v b 4
+ Add
MNotifications 5l in at lzast one item
You can add a user only for receiving message
Recipient User A
Man Tue Wed Thu Fri Sat Sun
00:00:00 ~ 23:59:50 ORIO)
Receiving B email [ sms
Parameter Description
Template T . .
N Enter the notification template name, which can contain up to 30 characters.
ame
Notification . . . . . .
Type Select one or multiple notification types. Options include Alarm Trigger and Alarm Recovery.
y
Notification . . . . .
Select the notification language, which can be Chinese or English.
Language
Recipient . : :
) Select users or user groups to receive notifications.
Object
Notification . . . .
Cvel Select the notification cycle, which can be any number of days in a week.
ycle

Notification Set the notification period. Alarm notifications will be sent at the start time in the notification cycle
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Period and will be stopped at the end time.

Receiving )
Select email, SMS, etc.

Channel
Enter a URL (domain name or IP[:port][/path]), WeCom group chatbotwebhook, DingTalk group

APl URL chatbot webhook, or Slack group application webhook accessible over the public network, and
TCOP will push alarm messages to the corresponding URL, WeCom group, DingTalk group, or
Slack group (if the recipient is a user, there is no need to add an API callback).

Note:

You need to enter the API callback only when pushing notifications to WeCom group chatbots, DingTalk group
chatbots, or Slack group applications.

After the API callback is added, if the initial delivery of an alarm notification fails, CM attempts up to three retries with a
delay between failed attempts set at 5 seconds.

After the API callback is added, each WeCom or DingTalk group chatbot can receive up to 20 notifications per
minute.If this quota is exceeded, the excess notifications will be discarded for WeCom, and the traffic will be throttled

for 10 minutes for DingTalk.

Configuring an alarm notification

1. Log in to the TCOP console and select Policy Management on the left sidebar.
2. Click Create Policy and select up to three alarm notification templates in Configure Alarm Notification in the
Configure Alarm Policy window.

3. Click Complete after configuring the alarm policy and notification.
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Configure Alarm Notification To add an alarm recipient (group), you need to select a notification template or create one below. You

otification Select template Create Template
Motification Template Mame Included Operations
Preset Notification Template 2 Alarm notifies the root account

Advanced Configuration (Cptionz)

Auto Scaling C" After this option is enabled, the auto scaling policy will be triggered when alarm conditions are met.

Complete

4. After the configuration is completed, if an alarm is triggered by an exception, the system will send notifications to the

recipients via the specified channels (email, SMS, WeCom, and phone call).
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Viewing Alarm Records

Last updated : 2023-02-07 16:52:30

You can view alarms triggered in the past half year in the console to quickly locate specific problems for further
troubleshooting. You can also analyze the alarm records to stay informed of and improve the database status.
This document describes how to view alarm records in the console. For more information on feature description, see

Viewing Alarm Records.

Directions

1. Log in to the CM console, and select Alarm List on the left sidebar.
2. You can view alarm records in the alarm list.
Note:

You can click the

icon to customize the displayed fields of alarm records in the list, including occurrence time, monitoring type, policy
type, alarm object, alarm content, duration, alarm status, policy name, end time, alarm type, alarm reception, alarm
channel, instance group, project, and network.

Select a time or a custom time range to view the target alarm records.

Alarm Records Policy Management Silence Alarm Notification Template Trigger Condition Template

(@ The SMS quota for the current month has been used 0. Remaining: 1000.

Today Vesterday Last 7 days last30days | 2023-01-08 00:00:00 ~ 2023-02-07 235850 [ Advanced Filter Qoo i

Click Advanced Filter to view the target alarm records.

Today Vesterday Last 7 days Last 30 days 2023-01-09 00:00:00 ~ 2023-02-07 23:59:59  [5] Advanced Fitter Qo3
User v Please select
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Enter alarm object in search box to view the target alarm records.

Adwvanced Filter Q ’r:J‘ ’:I 1
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Event Alarm
Overview

Last updated : 2023-02-15 15:12:09

Overview

EventBridge is a secure, stable, and efficient serverless event management platform. As a pipeline for automatic
collection, processing, and distribution of flow data and events, it enables you to monitor exceptions in TDSQL-C for
MySQL by visually configuring event rules. This helps you stay up to date with application status for timely

optimization and Ops.

Features

Event collection: EventBridge provides a standard event delivery interface for standardized connection of different
event sources, such as Tencent Cloud, SaaS, and custom services.

Event management: EventBridge provides event management capabilities such as event format match, content
filtering, format conversion, tracking, archiving, and replay to better support users in event-driven architecture (EDA).
Event delivery: EventBridge supports connections to different types of targets with high scalability and can provide

different solutions based on actual business scenarios.

Concepts

See Basic Concepts.

Restrictions

See Limits.
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Supported Event Types

Last updated : 2023-02-23 10:55:13

This document describes the event types in TDSQL-C for MySQL for which alarms can be reported.

Event Event Name Description

Memory OOM GuestOom The system memory was overloaded.

Inst d-onl The used storage space exceeded the limit, so data
nsiance read-ony DiskOverQuota ge sp

(excessive storage)

Database agent mount
node removal

Database agent

ProxyNodeFaultEliminated

could only be read but not written.

A database proxy mount node was removed due to
a failure.

. ProxyUnHealthy An exception occurred in the database proxy.
exception
HA .(lns.t.ance high HA An HA switch occurred in the instance.
availability)
Version upgrade UpgradeVersion The minor version was upgraded in the cluster.

Cross-AZ latency

CrossAzReplicationLag

The cross-AZ source-replica latency was too high.

T loud API
encentGloud API ApiCall A TencentCloud API was called.
operation (CloudAudit)
C I ti ,
OnSoIe operation ConsoleCall An operation was performed in the console.

(CloudAudit)
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Setting Event Alarms

Last updated : 2023-09-12 14:59:48

TDSQL-C for MySQL supports the event alarming feature. After you set an event rule, target, and recipient, if this
feature detects an abnormal event, it will send alarm notifications to the recipient through various channels. This

document describes how to set an event alarm.

Step 1. Activate EventBridge

EventBridge uses CAM to manage permissions. CAM is a permission and access management service that helps you
securely manage the access permissions of resources under your Tencent Cloud account. With CAM, you can create,
manage, and terminate users and user groups and use identity and policy management to control user access to
Tencent Cloud resources. To use EventBridge with a root account or sub-account, you need to activate it first as

instructed in Activating EventBridge.

Step 2. Configure event alarm push for TDSQL-C for MySQL

After activating EventBridge, you need to select the event source connection method. Currently, you can select
TDSQL-C for MySQL monitoring events as an event source.

Note:

Ops events generated in TDSQL-C for MySQL such as alarms and audits will all be published to the Tencent Cloud
service event bus by default, which cannot be changed or edited.

After EventBridge is activated, it will automatically create a default Tencent Cloud service event bus in
Guangzhou region, to which alarm events (monitoring and audit events) generated by TDSQL-C for MySQL will be
automatically published.

1. Log in to the EventBridge console.

2. Select the Guangzhou region at the top.

3. Click the default event bus below Tencent Cloud Service Event Bus.
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&2 Tencent Cloud

Event Bus  Region

Tutorial

\\

Qr#m -~

EventBridge

A secure, stable and efficient serverless event management platform. As an automatic
collection, processing and distribution channel of stream data and events. EventBridge
enables fast connection of event sources and target objects throwgh visual configurstions.
It now connected with most of Tencent Cloud services.

Supported event targets: Tencent Cloud SCF, Ckafia, CLS, meszage pushing services and
maore

Getting Started

Hands-on Guide B Configurs Cloud Monitor alarm linkage B Publish custom events
C

Tencent Cloud service event bus @

Event bus name

Event bus configuration

Tencent Cloud service event bus

TDSQL-C for MySQL

Tencent Cloud service event bus

Collects the monitoring and auditing events generated by all Tencent Cloud services in all
regions. It's oreated in Guangzhou region and cannot be deleted.

Supported event sources:Most of Tencent Cloud services, including OV, THE, JO5, etc.
General scenario

[E] Data re-delivery {# Automatic Ops

Best practice

Back up and restart C\WMs in exceptions [4

Event bus description

Custi

The &
own a

Supp
SaaSc

Gene

[E D

the sy
Best

Plana

HECEEEE, FESSETERE SN

4. On the default event bus details page, click Manage Event Rules.

< Details of default event bus

Basic information

Query events Archive and replay

Manage Event Rules

5. On the page redirected to, click Create.

Event rule

(AN EventBus = default -

6. On the Create event rule page, set the following configuration items and click Next.
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&  Create event rule

o Rule pattern >

Basic information
Region I
Event Bus ehb-g i[default)
- =" mewl @
Rule ooim
Tag Enable
D 6]
E'U'El'lt sample Conf gure the event matching ruls oy efs """; o the provided event strudture sampde
Select event sample TDSQL-C MySOL Versiom-C0M
1 {
2 "specversion”:-"1.8",
3 "id": "cedadff3-836d-449a-boc3-a38d8441917d",
- "sgurce": - "cynosdb_mysgl.cloud.tencent™,
5 "type": "cynosdb_mysql:ErrorEvent:AlarmMemOverkill™,
] "subject": - "ins-xxxx",
7 "time": 1677843184855,
] "region": - "ap-guangzhou",
] "datacontenttype": - "applicaticn/json; charset=utf-z",
1a "tags": {
11 "keyl": - "valuel",
12 “key2": - “"value2”
13

Ts
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Event maiching  Edit event matching rule in JSOM and test the ruls by using the event sample

TDSQL-C for MySQL

Eamples

E Template Custom events Rule previe
E oud sernvice TOEOL-C MyS0L Version -
1
oo - 2 "source":"cynosdb_mysql.cloud.tencent™,
3 “type™:[
- "cynosdb_mysql:ErroreEvent:AlarmMemOverkill”
5 ]
& [
7

(%) Correct JSON

After the verification ic passed, the event can be triggered normally

:I:I Test match rule & Edit match rule
Parameter Description
Rule name Enter the rule name, which can contain 2-60 letters, digits, underscores, and hyphens. It must
start with a letter and end with a digit or letter.
Rule . . . -
. Enter the rule description, which can contain up to 200 digits, letters, and symbols.
description
Tag Select whether to enable tag. After tag is enabled, you can add tags to the event rule.
Data Data conversion processes the content of the event (extracting, parsing, and re-mapping fields)
conversion before the event is published to the target.
Sample A sample event structure is provided as a reference for configuring the event match rule. You can
event find the target template below.
Write
mode Form mode (recommended) and custom event are supported.
Tencent
Cloud Select TDSQL-C for MySQL.
service
Event type Select one or multiple alarm event types. For more information, see Supported Event Types.
Test Select the event type template selected in Sample event and click Test match rule. If the test is
match rule passed, proceed to the next step.
Note:

To receive events from the specified instance, configure the following rule:
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"source":"cynosdb_mysgl.cloud.tencent",

"subject":"ins—-xxxxxx"

This rule indicates to receive and publish events of the TDSQL-C for MySQL instance ins-xxx only. Other events
will be discarded.

You can also specify multiple resources by using an array.
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"source":"cynosdb_mysgl.cloud.tencent",

"subject": ["ins—xxxxxx", "ins—-xxxxxx"]

7. 0n the Delivery target tab, set the following configuration items, select Enable event rules now and click

Complete.
Parameter Description
Trigger Select Notification message.
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method
Message e
g You can select Monitoring alert template or General notification template.

template

Alarm . .
You can select Chinese or English.

content

Notification You can select API callback, Publishing channel, or All methods. Here, Publishing

method channel is selected for subsequent settings.

Recipients Select users or user groups to receive notifications.

Notification . . . - I

. Customize the time period for receiving notifications.

period
Select one or multiple delivery methods. An SMS message can contain up to 500 characters,

Delivery and a phone call can contain up to 350 characters in the script. Events with excessive characters

method (probably caused by long instance names) won't be pushed. We recommend that you configure
multiple methods.

Note:

To configure multiple event targets, click Add.

8. After successful creation, you can query and manage the event rule in the event rule list.
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Basic SQL Operations

Last updated : 2023-11-09 15:02:18

This document describes common SQL commands.

For more information on SQL commands, including command parameters and restrictions, see MySQL 5.7 Reference

Manual.

Querying the version

Option 1:

©2013-2022 Tencent Cloud. All rights reserved. Page 479 of 490


https://dev.mysql.com/doc/refman/5.7/en/?spm=a2c4g.11186623.0.0.1987457aTFGg7y

@ Tencent Cloud TDSQL-C for MySQL

1 row in set (0.00 sec)

Option 2:
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1 row in set (0.00 sec)

Option 3:
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MySQL [ (none)]> SHOW VARIABLES LIKE 'CYNOS_VERSION';

| cynos_version | 5.7.mysqgl_cynos.1.3.10 |
fom e o +

1 row in set (0.01 sec)
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Database commands

Command Sample

Create a database and CREATE DATABASE db01 DEFAULT CHARACTER SET gbk COLLATE
specify the character set gbk_chinese_ci;

Delete a database DROP DATABASE db01;

Account commands

Command Sample
Create an
CREATE USER 'username'(@'host' IDENTIFIED BY 'password';

account
Delete an

DROP USER 'username'(@'host';
account
Grant

o GRANT SELECT ON db01.* TO 'username'@'host';

permissions
Query an SELECT user,host FROM mysqgl.user;
account in the or
database SHOW GRANTS FOR 'username'@'hostname';

Revoke all permissions: REVOKE ALL PRIVILEGES, GRANT OPTION FROM
Revoke 'username'@'host';
permissions Revoke specified permissions: REVOKE UPDATE ON *.* FROM

'username'@'host';
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Connecting to TDSQL-C for MySQL Through
SCF

Last updated : 2023-03-01 14:33:46

If you need to use TDSQL-C for MySQL in SCF, you can use the connection pool or the SDK provided by the SCF
team for connection. The connection pool supports automatic reconnection to effectively avoid connection
unavailability due to connection release by the SCF underlying layer or database.

For detailed directions, see Connecting SCF to Database.

©2013-2022 Tencent Cloud. All rights reserved. Page 484 of 490


https://www.tencentcloud.com/document/product/583/44901

@ Tencent Cloud TDSQL-C for MySQL

Tag
Tag Overview

Last updated : 2023-01-04 10:12:50

A tag is a key-value pair provided by Tencent Cloud and can be used to easily identify resource. For more information,
see Tag Overview.

You can use tags to categorize and manage TDSQL-C for MySQL resources in various dimensions such as business,
purpose, and person-in-charge, so you can find the target resources quickly. Tags have no semantic meaning in
Tencent Cloud. They are parsed and matched strictly based on strings. When using tags, you need to pay attention to
the use limits.

The following example shows how a tag is used.

Example

Background

A company has 5 TDSQL-C for MySQL clusters in Tencent Cloud, which are owned by three departments:
Ecommerce, Game, and Entertainment. The clusters are used for services such as marketing, gaming, and post-
production. The Ops owners of the three departments are John, Jane, and Harry, respectively.

Setting a tag

For more efficient management, the company uses tags to categorize the database resources, and defines the

following tag key-value pairs:

Tag Key Tag Value

Department Ecommerce, Game, and Entertainment
Business Marketing, Gaming, and Post-production
Ops owner John, Jane, and Harry

Then bind the above tag key-value pairs to TDSQL-C for MySQL. The relationship between resources and the tag

key-value pairs is shown in the table below.

instance-id Department Service Ops owner
ceshi-abct Ecommerce Marketing John
ceshi-abc2 Game Gaming Jane
ceshi-abc3 Game Gaming Jane
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ceshi-abc4 Entertainment Post-production Harry

ceshi-abch Entertainment Post-production Harry

Related Operations

Creating Tag for Cluster
Editing and Deleting Tag
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Creating Tag and Binding Resource

Last updated : 2023-11-20 15:50:26

This document describes how to create tags and bind resources so that you can categorize and manage the
resources of TDSQL-C for MySQL.

Creating tags

1. Log in to the Tag console.

2. Click Tag List on the left sidebar to enter the tag list page.

3. Click Create Tag. In the pop-up window, click Add Tag Key to create a tag or select an existing tag and add a tag
value to it. You can create multiple tags at a time.

4. Click OK.

Binding resources

1. Find the tag key and tag value you created in the tag list and click Bind Resources.
2. On the Bind Resources page, select Cloud Native Database TDSQL-C for Service, and TDSQL-C cluster for

Resource Type, and select the resources to be bound.
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Bind Resources

Service

Resource Type

Select

=]

3. Click OK.

Resource ID

cynosdbmysql-g...

cynosdbmysql-b...

cynosdbmysgl-e...

cynosdbmysqgl-6...

cynosdbmysql-d...

cynosdbmysgl-k...

Cloud Native Database TDSQL-C

TDSQL-C Cluster

Resource name

cynosdbmysql-g...

cynosdbmysql-b...

cynosdbmysqgl-e...

cynosdbmysql-6...

cynosdbmysql-d...

©2013-2022 Tencent Cloud. All rights reserved.

Region

Southwest China...

Southwest China...

Asia Pacific (Tokyo)

South China (Gu...

South China (Gu...

South China (Gu...

TDSQL-C for MySQL

Selected (1)
Resource ID ResoL
cynosdbmysgl-g... Cynost
Cancel
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Editing and Deleting Tag

Last updated : 2023-01-04 10:12:50

You can edit, modify, set, and unbind the cluster tags by the following steps.

Prerequisite

You have created the tags and bound the resources. For more information, see Creating Tag and Binding Resource.

Directions

Option 1

1. Log in to the TDSQL-C for MySQL console.

2. Select the region at the top of the page and click the cluster ID or Manage in the Operation column to enter the
cluster management page.

3. On the cluster details page, click ![] (https://qcloudimg.tencent-
cloud.cn/raw/8b38bb24eb40b11ef4d195fecebd19f5.png) after Tag in Basic Info.

4. In the pop-up window, you can edit, modify, set, and unbind the cluster tags. After confirming that everything is

correct, click OK.
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Edit Tags o

=ase qo to Manage Tags [

1 resource selected

+ Add

Option 2

1. Log in to the TDSQL-C for MySQL console.
2. Select a region at the top of the page, select More > Edit Tag in the Operation column of the target cluster in the

cluster list.
Cluster ID/Name Cluster ... Compat... T AZ Read-Write Address Read-Only Address Database Proxy Address Operation
Log In Manage
o 1 g &l
. iji Iy
i MySQL 8.0 Beijing Z. o o
Security Group
4

3. In the pop-up window, you can edit, modify, set, and unbind the tags. After confirming that everything is correct,

click OK.
Note:
To edit tags for multiple clusters, select the target clusters in the cluster list, and select More > Edit Tag at the top of

the list.
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