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Copyright Notice

©2013-2024 Tencent Cloud. All rights reserved.

Copyright in this document is exclusively owned by Tencent Cloud. You must not reproduce, modify, copy or distribute

in any way, in whole or in part, the contents of this document without Tencent Cloud's the prior written consent.

Trademark Notice

All trademarks associated with Tencent Cloud and its services are owned by Tencent Cloud Computing (Beijing)
Company Limited and its affiliated companies. Trademarks of third parties referred to in this document are owned by
their respective proprietors.

Service Statement

This document is intended to provide users with general information about Tencent Cloud's products and services
only and does not form part of Tencent Cloud's terms and conditions. Tencent Cloud's products or services are
subject to change. Specific products and services and the standards applicable to them are exclusively provided for in
Tencent Cloud's applicable terms and conditions.
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lighthouse Policy
Privacy Policy
Last updated：2022-02-25 18:50:26

1.INTRODUCTION

This Module applies if you use TencentCloud Lighthouse (“Feature”). This Module is incorporated into the privacy 
policy located at  Privacy Policy.  Terms used but not defined in this Module shall have the meaning given to them in 
the Privacy Policy. In the event of any conflict between the Privacy Policy and this Module, this Module shall apply to 

the extent of the inconsistency.

2.CONTROLLERSHIP

The controller of the personal information described in this Module is as specified in the Privacy Policy.

3.AVAILABILITY

This Feature is available to users globally but primarily intended for users located in the same country/region as the 
selected service region for optimal performance.

4.HOW WE USE PERSONAL INFORMATION

We will use the information in the following ways and in accordance with the following legal bases:

Personal Information Use Legal Basis

Public Network IP Address(es)
We use this information for 
the purpose of providing the 
Feature to you.

We process this information as 
it is necessary for us to 
perform our contract with you 
to provide the Feature.

Operation Log Data: Details of the user’s 
activities when using the Feature: request 
data (requestID, eventID, event source, 
event time, event name, event type, http 
method, source IP address, request 

We use this information for 
the purpose of providing you 
support to enable you to 
monitor your Tencent Cloud 
account, conduct compliance 

We process this information as 
it is necessary for us to 
perform our contract with you 
to provide the Feature.

https://www.tencentcloud.com/document/product/301/17345
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parameters, resource type, resource 
name, user agent); management data 
(region, event version, timestamp, action 
type (write or read), API version, whether 
seen by user, whether there is a platform 
event, whether there is a sensitive action); 
user identity information (session context, 
accountID, principalID, user identity type, 
username, secretID); result information 
(API error code and message, error code 
and message); update ES time; reserved 
field data (risk type, action type detail); log 
source data (authentication, signature, 
cloud API); IP source clip).

checks, operational analysis, 
and conduct risk 
assessments.
Please note that this data is 
collected by, and stored and 
backed up in, our Cloud Audit 
feature.

Backend Server Log:AppID, UIN, 
SubAccountUIN, action (API interface 
name), RequestBody, data relating to 
status or condition of the server

We use this information for 
troubleshooting.
Please note that this data is 
stored in our Elasticsearch 
Service feature.

We process this information as 
it is necessary for us to 
perform our contract with you 
to provide the Feature.

Running Status Data:CPU usage rate, 
bandwidth usage, memory usage, disk 
usage.

We use this information for 
the purpose of facilitating 
your use of the Feature, by 
displaying to you your 
utilization of the Feature.
Please note that this data is 
also collected by our Cloud 
Monitor feature for this 
purpose.

We process this information as 
it is necessary for us to 
perform our contract with you 
to provide the Feature.

Configuration Data:(instance name/ID, 
instance status, region, image version, IP, 
placement, instance type, instance charge 
type, system disk type, bandwidth, key 
pairs, system image, virtual private cloud

We use this information for 
the purpose of:
providing the Feature to you 
in accordance to your specific 
configuration
operational analysis
locating issues.

We process this information as 
it is necessary for us to 
perform our contract with you 
to provide the Feature.

5.HOW WE STORE AND SHARE PERSONAL INFORMATION

As specified in the Privacy Policy. 
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6.DATA RETENTION

We will retain personal information in accordance with the following:

Personal 
Information

Retention Policy

Public 
Network IP 
Address(es)

We retain such data for as long as you use the Feature. When your use of the Feature is 
terminated, we will immediately release this data to the general resource pool.

Operation 
Log Data

Please note that this data is managed solely by Cloud Audit (though Lighthouse may access 
this data for the sole purpose of satisfying your request(s)).                                                                 
Cloud Audit will delete this data within 1 year.

Backend 
Server Log

We retain such data for 30 days.

Running 
Status Data

We retain such data for a period of up to 186 days, depending on the type of time data.

Configuration 
Data

We retain such data for 6 months after you delete the cloud server instance or your use of the 
Feature is terminated.
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Data Processing And Security Agreement
Last updated：2022-02-25 19:02:30

1. BACKGROUND

This Module applies if you use TencentCloud Lighthouse (“Feature”). This Module is incorporated into the Data 
Privacy and Security Agreement located at  DPSA. Terms used but not defined in this Module shall have the meaning 
given to them in the DPSA. In the event of any conflict between the DPSA and this Module, this Module shall apply to 

the extent of the inconsistency.

2. PROCESSING

We will process the following data in connection with the Feature:

Personal Information Use

Business Data   (if you 
store personal data in the 
database)

We only process this data for the purposes of providing the Feature to you. 
Please note that we have no access to the personal data, if any, stored in the 
database, except if you share your account details with us for troubleshooting, or 
control over the data.
Please note that this data is stored (and backed up, if you choose to do so) in our 
Cloud Block Storage feature.

3. SERVICE REGION

As specified in the DPSA.

4. SUB-PROCESSORS

As specified in the DPSA.

5. DATA RETENTION

We will store personal data processed in connection with the Feature as follows:

Personal Retention Policy

https://www.tencentcloud.com/document/product/301/17347
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Information

Business 
Data

We retain such data for as long as you use the Feature. You may manually delete such data on 
the Feature. Once you choose to delete such data or terminate your use of the Feature, such 
data will be immediately deleted from the Feature. If your use of the Feature is terminated or 
suspended by us due to arrears of your account and we do not receive such overdue payment 
within 7 days, we will delete your data after the 7 days.

You can request deletion of such personal data in accordance with the DPSA.

6. SPECIAL CONDITIONS

You must ensure that this Feature is only used by end users who are of at least the minimum age at which an 
individual can consent to the processing of their personal data. This may be different depending on the jurisdiction in 
which an end user is located.


