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Troubleshooting

"Remote Desktop Cannot Connect to the
Remote Computer" Error Reported During
Windows Instance Login

Last updated : 2022-06-16 19:07:35

Symptom

When trying to connect to a Windows Lighthouse instance remotely on a local computer, you see the following error

message:

.r Remote Desktop Connection

Remote De:sktop
»* Connection

Remote Desktop Connection

Q Remote Desktop can't connect to the remote computer for one of these reasons:

1) Remote access to the server is not enabled
2) The remote computer is turned off
3) The remote computer is not available on the network

Make sure the remote computer is turned on and connected to the network, and that remote
access is enabled.

Remote Desktop can't connect to the remote computer for one of these reasons:
1. Remote access to the server is not enabled

2. The remote computer is turned off

3. The remote computer is not available on the network

Make sure the remote computer is turned on and connected to the network, and that remote access is enabled.
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Possible Cause

Possible causes include but are not limited to the following. Make analysis based on the actual situation.
The instance is in an abnormal status.

The remote login port (3389 by default) is not opened in the firewall of the instance.

Remote Desktop Services is not started.

There are issues with Remote Desktop settings.

There are issues with Windows Firewall settings.

Solutions

Troubleshoot the problems as instructed in Steps.

Steps

Checking if the instance is running

1. Log in to the Lighthouse console.

2. On the Instances page, check whether the instance is in Running status.
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@ Mome T

CPLE 2 core - Mermony: 2 GB - Systern disk: 30 GB

(O Running

“ Mome ¥

CPLE: 2 core - Memony: 2 GB - System diske 50 GB

Shut down

Silicon Valley

== More ¥

CPU: 2 core - Memony: 4 GB - System disk 80 GB

If yes, proceed to the next step.

If no, start the Windows instance.

Checking if port 3389 is opened

1. On the instance details page, select the Firewall tab.

2. Check whether the remote login port (3389 by default) is opened.
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Firewall Snapshot Monitoring Run commands

(D The firewsall only controls the inbound traffic of the server, and allows all cutbound traffic by default

m SO'_-

Type Source (5) Frotocol () Port (D) Policy ()
HTTR(a0) 0.0.0.0/0 TR 0 Alllow
HTTPS{443) 0.0.0.0/0 TP 443 Alllcw
Linux Login(22) 0.0.0.0/0 TZR 22 Allow
Windows Login(3328) 0.0.0.0/0 TP 3350 Alll o
Ping 0.0.0.0/0 [l ] AL Alllow

If yes, proceed to the next step.

If no, edit the firewall rules to open the port as instructed in Adding firewall rules.

Checking remote desktop service

1. Log in to the Windows instance via VNC and check whether the remote desktop service of the instance is enabled.
Note:

The following operations use an instance on Windows Server 2016 as an example.

2. Right-click

and select System in the pop-up menu.
3. In the System pop-up window, select Advanced System Settings.
4. In the System Properties pop-up window, select the Remote tab and check whether the Allow remote

connections to this computer is selected.
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System Properties -

Remote Azsistance

Allows Bemote Azsistance connectionz ba thiz computer

Advanced...

Remate Deskiop

Chiooze an option, and then specify who can connect,
() Dom't allaw remate connections ta this computer
(® Allow remate connections to this computer

Allows connectionsz only from computers running Femote
Dresktop with Hetwork, Level Authentication [recammended)

Help me chooze Select Uszers...

ak. || Cancel | Apply

If yes, proceed to step 5.

If no, select it and click OK.
5.

Right-click

and select Computer Management in the pop-up menu.
6. On the left sidebar in the Computer Management window, select Services and Applications > Services.

7. In the service list on the right, check whether *Remote Desktop Services is started.
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File Action View Help

ﬁ Computer Management (Local
A ﬁ’& Systemn Tools
[+ Taszk Scheduler
b §2] Event Viewer
I+ 22| Shared Folders
b &% Local Users and Groups
[+ @ Performance
ﬂ Device Manager
A % Storage
B E Windows Server Backug
=7 Disk Management
Services and Applications
@. Routing and Remote Ac
Q.ﬂ Services
&4 WMI Control

B
[

e HE Bz HE »enw»

Remote Desktop Services

Stop the service
Restart the service

Description:

Allows users to connect interactively
to a remote computer. Remote
Desktop and Remote Desktop Sessicon
Huost Server depend on this service,
To prevent remote use of this
computer, clear the checkboxes on
the Remote tab of the System
properties control panel item.

FY
Marme

'S.ﬂ Rermote Access Auto Conne..,
. Remote Access Connection...

'S.ﬂ Remote Desktop Configurat...

* 1 Remote Desktop Services

'T.,m Remuote Desktop Services L.
5.9) Remote Procedure Call (RPC)
5.9) Remote Procedure Call (RP...
5.9) Remuote Registry

'?m Resultant Set of Policy Provi..

Description !
Creates a co...
Manages di...
Rermote Des... |
Allows user...
Allows ther.. |
The RPCS5.. |

In Windows...

Enables rem... |

Provides a n...

5.9} Routing and Remote Access  Offers routi...
Q.ﬂ RPC Endpoint Mapper Resolves RP... |
;. Secondary Logon Enables star...
i%ﬁecure Socket Tunneling Pr...  Provides su...
i%ﬁecurityﬁ.ccounts Manager  The startup ... |
L Server Supports fil... |
T T I

Extended / Standard /

If yes, proceed to step 8.
If no, start the service.

8.

Right-click

and select Run in the pop-up menu.

9. In the Run pop-up window, enter msconfig and click OK.

10. In the System Configuration pop-up window, check whether Normal startup is selected as shown below:
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General |Eh:u:|t | Services |Startup |T|:u:uls |

Startup seleckion

Load all device drivers and services

() Diagnostic startup

Load basic devices and services only
() Selective startup
Load syskem services
Load skartup ikems

Ilze original boot configuration

Ik | | Cancel | | apply | | Help

If yes, proceed to the next step.

If no, select it and click OK.

Checking Windows instance system settings

1. Log in to the Windows instance via VNC and check the system settings of the instance.
Note:

The following operations use an instance on Windows Server 2016 as an example.

2. Right-click

and select Run in the pop-up menu.
3. In the Run pop-up window, enter services.msc and press Enter to open the Services window.
4. Double-click to open the Remote Desktop Services properties and check whether Remote Desktop Services

iS running.
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Remote Desktop Services Properties (Local Computer) -

Service name: TermService

Dizplay name: Remaote Desklop Services

Diescrintion: Alloves ugers to connect interactively to a remote A
P computer. Remote Desktop and Remote Desktop |,

Fath to executable:

C:huindows! System32hevchost exne -k termeves

Startup type: b araal b

Service statuz:  Running

Start Pauze Bezume

'ou can specify the start parameters that apply when you start the zervice
fram here.

1]4 | | Cancel Apply

If yes, proceed to step 5.

If no, set Startup Type to Automatic and Service Status to Running (i.e., clicking Start).

5.
Right-click

and select Control Panel in the pop-up menu.

6. In Control Panel, select System and Security > Windows Firewall.

7. In Windows Firewall, check the status of the Windows firewall.

©2013-2022 Tencent Cloud. All rights reserved.

Tencent Cloud Lighthouse

Page 11 of 14



&2 Tencent Cloud

Tencent Cloud Lighthouse

@ - 1 ‘ b Control Panel » Systern and Security » Windows Firewall

PEi8 Edit View Tools Help

Control Panel Home

Allow an app or feature Internet or a network,
through Windows Firewall

Help protect your PC with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining acces

Change notification settings l @ Private networks

Turn Windows Firewall on ar

off l @ Guest or public networks

Restore defaults

@E &

Advanced settings

Metworks in public places such as airports or coffee shops

Matification state:

Troubleshoot my network Windows Firewall state:

Incoming connections:

Active public networks:

On

Block all connections to apps
of allowed apps

i Metwork

Do not notify me when Winde
new app

See also
Action Center
Metwork and Sharing Center

If the status is On, proceed to step 8.

If the status is Off, toggle it on. If you can't turn it on, submit a ticket for assistance.

8.

In Windows Firewall

, select Allow an app through Windows Firewall to open the Allowed apps window.

9. In the Allowed apps window, check whether Remote Desktop is selected in Allowed apps and features.
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i Allowed apps

T ﬂ b Control Panel » Systern and Security » Windows Firewall » Allowed apps W

Allow apps to communicate through Windows Firewall
To add, change, or remove allowed apps and ports, click Change settings.

What are the risks of allowing an app to communicate? Cha

Allowed apps and features:

Mame Private
[ File and Printer Sharing

O File and Printer Sharing over SMEDirect
1 iSCSI Service

O Key Management Service

O Metlogon Service

O Metwork Discovery %
O Performance Logs and Alerts

Rermote Desktop

[ Remote Event Log Management

O Remote Event Monitor

O Remote Scheduled Tasks Management

O Remote Service Management

O000O0ROOO0O00O00O0

Allow ar
If yes, proceed to step 10.
If no, select Remote Desktop to allow it through Windows Firewall.
10.
In Windows Firewall
, click Turn Windows Firewall on or off to open the Custom Settings window.

11. In the Custom Settings window, set Private network settings and Public network settings to Turn off

Windows Firewall (not recommended).
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+ ﬂ' b Control Panel » Systern and Security » Windows Firewall » Customize Settings w

Customize settings for each type of network

You can modify the firewall settings for each type of network that you use.
Private network settings

@ ® Turn on Windows Firewall
[ ]Block all incoming connections, including those in the list of allowed apps

[ ] Motify me when Windows Firewall blocks a new app
@ () Turn off Windows Firewall {not recormmended)
Public network settings

@ #® Turn on Windows Firewall

[ ]Block all incoming connections, including those in the list of allowed apps

[ ] Motify me when Windows Firewall blocks a new app
@ () Turn off Windows Firewall (not recommended)

If you still cannot connect to the Windows instance from the remote desktop, submit a ticket for assistance.
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