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0§
ac Q Static Dynamic @
Type @
* If | PublicBandwi.. = @ @ (statistical pe = = a5 % at 5 consecuti ¥+ | then
o
Q Static Dynamic @

o HMERH :
o fIL : B
o HMAIH :
o FIEUIH :
o HEMG :

BRIGHIER,

ISESEIISE N

. é%ﬁﬁ%%jﬂ%ﬁﬂéﬁﬂa_ﬁﬂﬁH@Fﬁﬁ#nniﬂ‘%&, PR R S5 AR AR i 2 15

SRR TATE T )2k

SCRFRFESCTATE T RIZK

SR ST A 7 It FFe X oz ) o SR 267
HERBATEIE, HAAENEIATL,

B Xt RAN LB

AbERE [PEE E] > CIRASHETE] o

Pk S

Alarm avery 2 he *

Alarm avery 2 he =

clicies View

®

@

FRETE @ BERIR (b)) AR5

RIS RGO R, U SRR S R 2
KB SLBIH TR SR =S R, HASLHIEA RN Rk e

SR/

BRI, # =R B
BRIy 2 A X S B @A,
TESRMN Al DU 5 E

%532 10001



@ HEI:HE YIRS

o MRS | RNREML A BRABCE AL S MM, HIFES I 05 B0, AlRErNML S
1

AR e (R BT SR il

AT R E (5 -5 SR VIR ISP B E IR 2E H
AR E RIS HIGE T ] R R R R N 2

R E B RS EL K R

R E B I,
AR EEAIRNG, M5 S AEN, AlE A E DR E IR E Saml, ik REE, 5%, 1078 A
ey, FEE R, FUTEECEETE RS REEB1R, H2R. B4R, H8XR..H20 N X7 X

AR, MEREERER. EXEEER Qﬁiaiﬁ]“tﬁlmlrhﬁﬂ%@ﬁ AR bt B B
Lo

WA
HEHERNEH

oF oF OF

W W W

A JEHI24/ NN Y, RHEARE 1Y B 2RI R B B AR IR T
A4 24/J\Elj“ RERRIA GO0 1 BRI R SRS 34T 28 2 5@ A,
T2, RERE—XREERER, dETHEE RS ENS

W
A
i
r]]]}

}j
}j

%# S

g
oufl

=

LYW

SRR B - BB R SR A 'W“*Eﬁ&%f%%a& s G EEID 8, RS A R R N
KT 5 HEEEI100 ; BAIKIE g — —Ro B PG—RIGFFIELRL, L7 RN RPN S ELR0E
£ XK T10016 N R R E

o HERE  aHHTHRIONR, HERINE, RRIREMNARRIE S IRE,
o WRIHE | TR G KRS Bl b A S P2 R

w

RRANFTA

O AR ES B DR S B H R R L,

- B ORA 7 BT AT Rl o 1) A 5 B SRS

BRaIE (b)) BRIEENH %33 10070


https://www.tencentcloud.com/document/product/248/38908

@ A VIS

A5 | 25
A5 | ZEAEE b

E T ) ¢ 2021-08-20 16:12:00

A&

T Topic MEAT@EIEN, AT LAUE RIS | %EXT Topic FRAVEHEIETACE, RS LEIE N B eSS PSS
AaEiiss. EEFRW KRS aRE MR, HFE N5 SRS LA TECE AT SCOEREE + 15 + 17704
FRtRSS, DUT RS A2

o BURELLES— Topic,

o HAEREERNE =R

o BEE & EHEB I CKafkas,

o B R EBAF] CMQ-Topic,

o FdEE LR ENEEBAF CMQ-BAAIAREEL,
o FdEEE R BN P RAEE CTSDB,

o FdEEERB ZEBHEZE MySQL,

o BiEft &2 = EHEEE MongoDB,

edpe:ssl
1B RS, RS (RG]

2 ML ARG (% uam, fdi (AU , HEARUAME, #d (E] .
o MM @ SKFFI, By, TS, REAEER2DTR., (BAEEERER, HEEEE, )

RN R @ BRI R (sd) ARTERH] 5534 310001


https://console.tencentcloud.com/iotcloud

@ ﬁﬁfﬂﬁ YIRS

o ML : 0 - 256 N FHIfA, FIEL.

Create Rule

Cance

RN R @ BRI R (sd) ARTERH] #3535 310001



@ HEI:HE YIRS

3. B RIhIE, BRI B S AR oL,

Basic Information
Rule Mame rulel

Dizabled

Filter Data 7
S{productid)/$(devicename)/event

SELECT FROM '§{productid)/%(devicename)/event’

Action

Add Action

Forward Error Actions

Add Action

2 A AT DU BAN R B R

RN R @ BRI R (sd) ARTERH] %536 110001



A BT
JHEAL

ol TSR] ¢ 2021-09-26 17:41:13

Pk S

QUEEZEMN, BIATZWE. SQL XA —2 Topic FREHEIVALEE, PIEkMEE M G4t T SQL HERY T3, fAfk SQL

BRI R

I Topic ¥ E23VBC3GE8/device_02/event HY JSON {HEH action targetDevice count —=PFE
FREN R, it count <= SMEHRI TR, SRIRAGCHESWEGE, AT T 8RR L, TEFREIZERN

KR
Edit Rule 4
Field - action, targetDevice,count
Required; max 300 characters; supports spaces, letters, digits, and special
characters *
Topic *
OTA message report o
Door -
door A
Condition cout==3
Max 300 characters; cannot contain Chinese characters

174 Action

M Topic TZHCEN 7 ESKEBY TR, SLEHE EXN HAE AT —E1%0E, P4, HAsEETHES, HATSaRIREs

o BiEfe ZE 55— Topic,

RN R @ BRI R (sd) ARTERH]

5537 10001



@ HEI:HE YIRS

o BURFZEE =T R5

o BEE R EIHIE A CKafka,

o BEE & EIHE A CMQ-Topic,

o BURFZETHE S CMQ-BAAIERL,
o BUREF L EIN F R CTSDB,

o BURFZEIZEAEE MySQL,

o RdRF | ¥R MongoDB,

TEMRA R AT, N5 BE 20 8 AR payload, H#EfTJSON B4, (ATRHIATT :
1. ¥% %] CMQ/Ckafka iy JSON 7=~ffi :

{

"MsgType": "Publish",

"Topic": "AD4GVS5549/device/data",
"Seg": 13107192,

"PayloadLen": 17,

"Payload": "dGhpcyBpcyBhIGV4AYW1wbGU=",

"ProductId": "AD4GVS5549",
"DeviceName": "device",
"Time": "2018-08-14 15:12:05",
I3

BTEEYWT :

o MsgType : BUEHA Publish (FLETHEBASI%) , Forward (AR5 [8445%) |, StatusChange CIRAEZE
1)
o PayloadlLen : &% FiRIHE payload WK, BN T,
o Payload : JFARTHEM payload, ERINEXNA(EH Base64 fmil,
o Event : {X StatusChange Z¢8JHE A, HRETEUEDY Online A1 Offine, KR _L&AN T ik,
o Time : ¥ RAT AR HII I,
2. HRFIE=JRS (http forwad) 1 JSON /R# :

{
"devicename":"device",
"payload": {

"params": {
"power_switch":1,
"color":1,
"brightness":32

}

o
"productid":"AD4GVS5549",
"seq":2,
"timestamp":1587109346,

RN R @ BRI R (sd) ARTERH] #3538 110001



@ HEI:HE YIRS

"topic":"AD4AGVS5549/device/data"
t

BTFBEEXWT

o devicename : BEFIEVIERINIELE -6 HE XY H T,

o payload : JF#aTHE payload, #ikeslitn Fiuigsl JSON FHEf&#e &L ; 5y kg =X, A NEMEH
Base64 Fwtl

o seq : WNHFEMEHYME—THEFRIRET, int 288,

o timestamp : IXFRAT AT Unix B H2K,

#hFE

FEBIE X

o FEHLEZRE L L UL ZEE. TR, TONZE, ®RERET3001F .

o TFERFRIYZE JSON HHVIRE Key, 5 Bdats X8 ZdbfilN A nl (8 F e, nIfER" * “NArE i fisdm AT
L2

o LIy JSON EdErg =, rILUZHRERT JSON, 4l : {"device_status":{"switch":"on"}},A] DAt
device_status.switch RIKEE] switch FIE,

o BIASZFFT SQL 1 JSON %44H,

Topic FBACRFHYE X

ANFAREEITZ 1 Topic, RILAMEH # #1 + @ECARIE X2 Topic,

o # RRONMEZNMEE Topic B, HAEEMAE Topic HIH/G.

o+ REAMEE Topic B¢, AILUKAE Topic KA,

#il4ll, house_monitor/+/get

o AJIEMT house_monitor/thermometer/get Ml house_monitor/door/get % Topic.

o {HAEIEMT house_monitor/door/switch/get , KN + HEERFE1 Topic B,

40, house_monitor/#

o A[IEMT house_monitor/thermometer FI house_monitor/door/switch/get 5§ Topic,

o {5 house/#/get ZIFEN, KN # HAEMAE Topic 4iFE.

FAFRIRE X

[SRAFIZGER A T2 38 Topic FFEVTHR, HA LTHERRGRMZGEIN, F RUHRIOF I TIGSLRIACE, SR
KA

RN R @ BRI R (sd) ARTERH] #3539 10001



@ HEI:HE YIRS

WIETF il eyl
- iEE color = red'
<> AET color <> 'red'
AND w5 color = 'red' AND siren = 'on'
OR ZHEL color = 'red' OR siren = 'on'
() FEERFE—PEEK color = 'red' AND (siren = 'on' OR siren ='isTest')
+ BRI age=4+>5
BRI age=5-4
/ FR age=20/4
* Fe age=5%4
% BUREL age=0%6
< N 5<6
<= INTEEET 5<=6
> KT 6>5
>= KT EEFET 6>=5

RN R @ BRI R (sd) ARTERH] %540 310001



Pk S

A BT

IR

ol N TE] 0 2021-09-18 16:44:37

A5 | BEFEBEZ MR, SR LIRS 1B 5B, SR DUR RS P - RO I AR (R B S R B R, 53
FELACEL,

A IDEZ

=
o

XIFHIERRL
(Ep e FEfR
productld() IR [EE SRR i 1D
deviceName() R BT ER IR I8 8544 T
timestamp() R [EY F Unix RGN EL, FO9safr
topic() IR [EH SRR 46 Topic
topic(n) R B ERIRJE 4 Topic ML/ 3 EIRIEE n DNk
payloadLen() 1K 8] payload H9F T K&
bin_to_dec() T REFIER data FeA oy -+l EE %L
to_hex () T AR A TH R AN 1 63/l 7745 £

randint(min,max) IR [E] min A1 max 2 [l REH 1AL
REKEFZRER G AR EAST N JSON 83K, BB SR IX R key {Eo filaN%

tri 8 .
upper(string) A EH , W upper (tencent)=I0T )

"tencent":"iot"

lower(string) REVNG AR (G ARYTHEAS ARy JSON 83K, BB SO Y key 1ED)

X field FEREATINGS, 56 D58 String NEIEFRFER, Ak : MD5, SHAT,

crypto(field,String) ~ SHA256, SHA384, SHA512, (hi ARYI AR AEH JSON #E, BB G xRy

key 1H)
:;?:ga;gsmnm’ FRERER, Bl concat (deviceid, 'a') B concat (fieldl, field2)
requestld() IR [E YRN8 AE A BRI T &L 1D
newuuid() IR[El—PRENL uuld 55 E

RN R @ BRI R (sd) ARTERH]

%41 F£10071



@ ﬁﬁfﬂﬁ YIRS

B ERERTHBAN

replace(source,

substring, replacement £ source HHY substring
replacement)

substring(source,

FRFERBHEL, KB start (224E) Flend CREfE) HYFFFE
start, end)

ERRBI
H—RIFRIEH R dev00 [IZRIHAEITIHE WA :

{"rooml":{"temperature":31, "humidity":"63%"},

"room2":{"temperature":26, "humidity":"63%"}}

RIS 5 T A dev00, dev0l, dev02 =N AN T room1, room2, room3...room6 7SN HIFYRIEE, H
Y4 room1 FERIFVIRE & T30fR FCRE N 5 E B A MySQL 8 FEHF TAC TR, (R IR I Z=2 BRI 5 [ 5L (% E Al
T

RN R @ BRI R (sd) ARTERH] #542 310001



A BT

Filter Data (%)

action,targetDevice,count
fota/report/l.0 17T TR doord

cout<=3

RN R @ BRI R (sd) ARTERH]

50U SELECT action,targetDevice count FROM 'Sota/report/t0 707 " R0LL 1 /doorl WHERE cout<=3

Pk e

Edit 5QL Debugging

%543 10001

=

1]



@ HEI:HE YIRS

Add Action ¥
®  This action will insert data into TencentDB far MySOL View
Document
Action
Forward data to TencentDB for MySQOL v
Regicn * Instance *
MySQL Database * Data Table *
Instance Account (@ * Password (D) *
Data Fields
Field Mame (@) Value (@
table_ternperature S{temp] + =
table_humidity ${hum} + =
prodductid S{productid()} + =
deviceMame d{deviceMame()} + =
Use batch configuration (D
Cancel

RN R @ BRI R (sd) ARTERH] #3544 310001



@ A (S
BT 22 55 —Topic

ol N TE] © 2021-08-23 11:33:40

iU
RSB TE B T B A R 55— Topic, BITRTSZEIAIRIEE R M2M 5815, Topic FIEESZFLIT AR ¢
o HE—/ Topic &F
4l ${productId}/house_monitor/thermometer , EIA]IFiEMIMHEEH L EX D Topic,
. HEWZEN Topic HF

B4l ${productId}/${house}/device , HFH s${} HEXRN house MARE—ITZESH, XL
%78 SELECT 1EA]HIEE H RV T RN

e

T

b

il 1 B
PR I BRI AR Topic AN AU, B S T — 48, BT :

SELECT temperature as t, house
FROM house_monitor/thermometer/get
WHERE house="tencent" AND temperature > 40

AR MIEEH$EENT t A1 house Xﬁ/l\ifﬁﬁ"ﬂﬁ, RE nhouse FEMHNAEN tencent .
HENATRE X TH A% house_monitor/${house}/appiX > Topic, HRARINIGIZENEFHIN Topic H
7 ${house} ZEEEHA "tencent™, MIMFF t M house MIFEANAEKIEL house monitor/tencent/app’ 3X

™ Topic,

RN R @ BRI R (sd) ARTERH] 5545 310001



@ ﬁﬁfﬁﬁ YIRS

R e RRAN T PR

forwarding rule
house="tencent"ANDtemperature> 40

-

$ihouse) -0 Topic-house_monitor/tencent/app

Subscribe to the topic

l____________________________—I
| loT Hub !
. |
= { Publish content | |
. |
"house™tencent”. to the topic | !
"temperature™:42, : » E Topic:house_monitor/thermometer/get |
"device_status™("switch":"on"} : :
} | l |
|
| |
| |
| |
| |
| |
| |
I e H Rule engine] = {
i 1
i : "house":"tencent”,
. ] e
[&] Forwarding rule | Forward to | } t42
]
temperature as thouse configured for the i other topics |
FROM house_moniter/thermometer/get thermometer i according to the :
]
1 |
|
|
I
|
|
|
|

FCiE

1. 865 VI E E el &, AR Ess (NG 1%] | BhFRERERN,
2. TERUNITENE DU, By GARIIAT 9 #R1E] o
3. TESR LAY BRI "5 11, B RER. #di (R1F] BIAL,

o IEFEIT IR “republish”,

HAFTE - BBRaIHE b)) BRIEENH $46 10070


https://console.tencentcloud.com/iotcloud

@ HEI:HE YIRS

o B EE K EM Topic %5,

Add Action

@ This action will forward filtered data to another topic.

Action
Forward data to ancther topic (Republish)
Product*
Select a product
Device *
v ()' Enter Manually
Topic*

Select a topic - () Enter Manually

PRI B (S -5 BT TR AR 88 % % 22 1% Topic.

R IRIRSS B SR

THEMIE Topic # & FIHE Topic WIHEARSS FIEFR 2,

o WU A AT IVTHEARSS FREFH O QOS0 RIS [ZR5%0E QOSO0 MITH R TH &, RATHITH ISR SS B 2k
7 QOS1 %I QOST #ATH %,

o HRMHBIRG EFION0N, HERLZRKBNHERIWEF | BENTHEIRSS REION, HIHRFEZRE
RMTH R EIR, HIAZME3s, 6s, 9sHIINRIFIRRIRIGEIT =K, & = RKEIRBINFHHERFE B LIH SR
A,

RN R @ BRI R (sd) ARTERH] 5547 310001



@ ﬁﬁfﬁﬁ R S
BEs: 22 =7 k55

B E] ¢ 2021-08-23 11:33:40

ERaN

@S AN E KA TH B B R 2098 =T IRSS I, SRT B8 SCANMRTAE PR 2, 3k sUR SR IR T P R
P B —RPH RAC BT 3

B IRG AL, HTTP 8¢ HTTPS 195 A2 R SS . BlERE LS =7RSS, TR SR HTTP 8 HTTPS
PSS URL A, #5122 E R IIE, = IRGSMMEPRE 42.193.134.62 HIBIETE,

TEER TR 2 400 =T IR RN AR

loT Hub
=l Publish content

|

|

|

|

‘ 1

"house" "tencent”, to the topic L

"temperature™42, } » == Topic:house _monitor/thermometer/get

|

} 1

|

|

|

|

|

|

|

|

"device_status"{"switch™:"on"}

I ¥ Rule engine; = .
i |
} | "house":"tencent",
& Forwarding rule | — a2
9 | Forward to third— }
configured for the | party services |
temperature as thouse thermometer | ; |
FROM house_monitor/thermemeter/get | accordlng to the: ! @ —)
WHERE i - H
WRERE | forwarding rule | !
house="tencent"ANDtemperature> 40 ! i y@ =)
: |

FRMNBIRNARREX, 15 W A SR,

S RS A

1. 865 VIE E el &, Bz RG] ,
2. B AL E RN, AR DU, Bds GRIMTERE]
3. TEFR LAY BN IEAN 8 11, B RER. #di (RF] BIA),

o JEFHAT AN forward”,

HAFTE - BBRaIHE b)) BRIEENH %48 10071


https://www.tencentcloud.com/document/product/1105/41485
https://console.tencentcloud.com/iotcloud

@ HEI:HE YIRS

o BN HTTP 8 HTTPS ARSSHitE, PHEINE(E B 2R & L IRIVEIE R & % HTTP 580 HTTPS Ar55h

fik,
o THLJIE “WEINER Token”, HIAGIEMIARSS X AT Token ; A LUERIES. Token, FEAZE# (1% Token

RAFEC URL Rl & Token BEATELR, MISRIER &) o

Add Action

® This action will forward filtered data to a third-party service.

Action
Forward data to third-party services

APl Address: =

Authentication Token

Cancel

A RIENSE SR/ PR RPE ER A=)

EE
NTIRGERREMEH, RIS Token,

ERIRIR
F PR RS = 4% (Forward) BT HTTP %, CLGHEi%h Token”, WIBHNIEIS EARHE HTTP o
HTTPS sk ke A F 26z -

B ik

Signature Signature £5& 7 “US AN HIEE R Token SHUFIIE K H1Y Timestamp %4, Nonce Z%
Timestamp I [ 72K

Nonce SRR s

RN R @ BRI R (sd) ARTERH] 5549 310001



@ ﬁﬁfﬂﬁ YIRS

1. FF Token. Timestamp. Nonce =MSEUHITFHFHET,
2. N =ABRTAFRPHE R — DN T H T shat %,
3. R FHHRIFINE SR FHF R A 5 Signature X EE, ARIIZIE SRR TYENERE 5,

K36 Signature 1Y PHP /RBIESANT

private function checkSignature ()

{

Ssignature = $_GET["signature"];
Stimestamp = $_GET["timestamp"];

Snonce = $_GET["nonce"];

Stoken = TOKEN;

StmpArr = array($token, S$timestamp, $nonce);
sort (StmpArr, SORT_STRING) ;

StmpStr = implode ( StmpArr );

StmpStr = shal( StmpStr );

if( $tmpStr == $signature ) {
return true;

telse/{

return false;

}
}

BIANFEIGER, HASEANT, HFiRE Token Y aaa,

Nonce: IkOaKMDalrAzUTxC
Signature: c259ed29ecl13ba7c649fe0893007401a36e70453
Timestamp: 1604458421

PG AT 2 1604458421Tk0akKMDalrAzUTxCaaa , & shal 455N
c259ed29ec13ba7c649fe0893007401a36e70453 o

AR Hu AR
1. TP ERUNE B, PIREIS AR K GET il REISHIIRSS S URL |, GET itk skispse i ¥
FEL
SR ik

Signature Signature &5 7 “Us I HIEERY) Token ZEAI1ITE R HHY Timestamp 244, Nonce %k

Timestamp  FfAIE

RN R @ BRI R (sd) ARTERH] 5550 310001



@ HEI:HE YIRS

SR PN
Nonce RE1%K
Echostr BENL 715 E

PRI a3 -5 115 =75 IR 95 A GRROSOR

GET / HITP/1.1

Host: ** ** ** **:4443

User—-Agent: Go-http-client/1.1

Content-Type: application/json

Echostr: UPWIAFASvVDUFcTEE

Nonce: testrance

Signature: abb6c316a8134596d825c5a1295bfa6f7657664d
Timestamp: 1623149590

Accept-Encoding: gzip

2. B=J7 RSN GET W53k B NEE T4, 151E body H AR [E Echostr ZENA
5 =77 RS [8] Z TR NGE S P A i sORB

HTTP/1.1 200 OK

Date: Tue, 08 Jun 2021 10:53:10 GMT
Content-Length: 16

Content-Type: text/plain; charset=utf-8

UPWIAFASVDUFcTEE

3. VUK IIEAE B R EHR[EIHY Echostr ZEUNE, TINIRS deiiiil URL 2 &A%

B R AL

HEHHIHTEN BRI RPRAERMAIER T, HTHXELLURERZHERNEHE, BAREIATT

o HHEELRW, RGNZETHEAER, BEitL1s, 3s. 10sHYIN RIFFREKIELT, A =REILIRWK, NI
HEZRFFH,

o HHPBE 7 HAERT IR, EXKERRE, MBI TR ECE, AT XHERA,
AORABIRIG,  WPRHH R BT,

RN R @ BRI R (sd) ARTERH] 5551 310001



@ IR VIR
B 2 2 7E SN Y] CKAFKA

oo A - 2021-11-01 18:40:04

ERaN

MRS [ =045 TP B AR & SRR s Eallsiate & 2 THE Y1 CKAFKA - (LUTfRiFR CKAFKA ) |, FIFHY
I FAAR S5 a5 B CKAFKA AR A AR TACEL,  DUFIH] CKAFKA @t 8 RyEss, A PITEs ] PR
TH B R

TEER 7RG B EE & 40 CKAFKA ISR

loT Hub
=) Publish content

|

|

|

|

{ . }

"house":"tencent”, to the topic Lo

"temperature™42 } ¥ =& Topichouse monitor/thermometer/get
|
’ |
|
|
|
|
|
|
|
|

"device_status™{"switch™"on"} l

| pmmmmmmmee- Rule engine
i

"house" "tencent”,

E] Forwarding rule 42

configured for the

I
I
I
I
I
! Forward to
I

temperature as thouse thermometer |
I
I
I
I
I
I

CKatka
according to the

FROM house_monitor/thermometer/get A
- /9 forwarding rule

house="tencent"ANDtemperature> 40

) : g CKAFKA

____________________________ The application
server reads
the data

]

FCiE

185 VIS 5, s eisees D5 1%] .
2. ARG [ ZETTm, B o AR ZEACE AR

3. TERINEE DL, fdi RIT NERIE]
PiRA -

HAFTE - BBRaIHE b)) BRIEENH #5652 H10070


https://www.tencentcloud.com/product/CKafka
https://console.tencentcloud.com/iotcloud

@ HEI:HE YIRS

EB— XN 2R H PR CKAFKA, s (i) Faedksalz,

4 (EHHET TR S 1, WA T RdE e &K BH ARSI (CKAFKA) 7 5 X%+ CKAFKA LI Topic, &
i [fR77] HiA,

Add Action »

@ This action will insert data into CKafka. View Document

Action

Forward data to CKafka v
Region * Instance *

Guangzhou A Select an instance v
Topic *

Cancel

5. 5L EECIE)S, PIEKIE(E 6 R F S INISA AR & _ iR a2 P ECER CKAFKA , ERIUE%
BIEESCHIHT Topic A, TEM FHARSS # b S2HCEHEFH HEATACEE,

B R AL

AL TEH B AR R A RIMARI T, ETHRELDUAFIRAZIH R ET, BARRBAT

o HIHERRRW, RGINZHITHAER, EilTLMR1s, 3s. 10sHYIRIFFRRIHEIT, A =REILIRMK, MR
HERFH,

o GHPBE T HARRITNIRIE, E=XERRE, MBI TR ECE, AT RHERA,
AERASRIG, MRS R BT,

RN R @ BRI R (sd) ARTERH] 5553 310001


https://www.tencentcloud.com/document/product/597/40039

@ A VIS
BEE: 2 2EIEBAY] TDMQ

BTN A ¢ 2022-03-11 18:31:20

LERaN

LI | 55 P P L SRS & 4 P I 513 SA 51 TDMQ Topic, #5ATLAREFIZ: API 1T
TDMQ Topic J, ATATHEEPR B TOMQ Topic #JIHREXS,  TOMQ Topic FIIHBAEXHLHIAH FHREE T # RIS
S5 B B RE 71,

BRI 7RG E R R & 45 TDMQ Topic NI

ACIE

1.8 WIS G, i e M s 5 [ 2,
2. ARG [ ZE T, B o AR ZEAC E AR
3. FEMUNITFEIS DL, S iR T N ERAE,

PiRA -

BE— R FAIN AR P27 TDMQ Topic, #8735 5 LB REAR 2L 011,

4. TEFRH R AN 66 11, R BdE LR E S (TDMQ) eI, HusiA1 Topic, HHARFERIA],

B R AL

HRALHI I TEH R AR R A RIMERI T, ETHRELLUAFIRAZIH R ET, BARRBAT
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loT Hub
= Publish content

I

|

|

|

{ I

i |

"house™"tencent"”, to the topic b

"temperatura":42 } ¥ == Topichouse_monitorithermometer/get

|

|

|

|

|

|

|

|

|

|

|

"device_status™{"switch""on"} l

CTSDB

house="tencent"ANDtemperature> 40

i Rule engine = .
i
E] } "house":"tencent”,
Forwarding rule | e
9 | Forward to }
configured for the ! CTSDB
temperature as t,house thermometer ! according to the | H
FROM house_monitor/thermometer/get forwarding rule ! i "
| ! i
I
I
I
I
I

| g

The application
server reads
the data
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Add Action »

®  Note: to use this feature, you must grant the account access
to Tencent Cloud resources.Authorize Mow

Action

Forward data to TencentDE for CTSDB -

3. FEF Y ISR 11, ERATh (R & ZIN - 2dE4% (CTSDB) 1, &S CTSDB HusAIsL A,
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Add Action b

(D This action will insert filtered data into CTSDE. View Docurnent

Action

Forward data to TencentDE for CTSDB v
Region = Instance *

Select a region o b
Instance Account (3) * Password (3) =
Metric (3) * Timestamp (optional) 3)

Data Fields
Type Field Name (@) Value ()

field = +

boolean b

Use batch configuration (§)

Use advanced settings

Cancel

SR ERCE S, PIKILELE -6 TSNS FR iR s EiREdE, HAEM A ECER CTSDB K6l, FFriZ%E
CTSDB JI %151 1£H CHIN AR SS fs B IRHCSHERH A, BE £ CTSDB %l M BRI TR A EREN,
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o metric : LB HHEL ZE| CTSDB K metric T, AIRACEFNG 22 3% H1Z metric, YIBCEE R BT
2,
o timestamp : FEE A CTSDB FHEIIRFIER, 40 HRr4RMEE :
o JEI${}T | HEAATH SR T B H.
o RGHEL
o timestamp() : ARG | EEAIZTHE 2 S AT R, HA S /T RGN A,
o Wi ! TERZLF AR UNIX INTEER ; AEE, IR Dy an AR 5 [ EE R 1% 05 5 24w T,

FE
ARERMNICIE S, P &ti% CTSDB metric 1 timestamp NIERDRIVEANLT (A=) |, AIRESEL
I % YN

o BUBFEr . ANk CTSDB HHIY tag Z8ME# field 287, FEXZ P ABRHI, &S U CTSDB [Riil, HE
SFECLE T2 ¢ @ ${) 5 FAH BN TEE ; W& FEEE.

e IE T A

ERELEIN, SEM TR BIREER T BUR AT B, TERUCIENE . B, BT EE TRIREGRREE
ki, (ARSI, BEA M, RREGVEEBAREE, EFREEHMNG SERE, K TS
R BUREHARTF A CTSDB, LA N AR N AL E R /5 A7

Use advanced settings

Default Storage Type Data Fields (@

Otag field
JSON Node Name @

Use batch configuration @

AR -

o BRNTEIESETY | By RAFER 7B, 11 CTSDB FHRUTEESEM, BRIAE tag I

HAFTE - BBRaIHE b)) BRIEENH %59 10071


https://www.tencentcloud.com/document/product/1100/40910

@ Eﬁfﬁﬁ YIRS

o key : TFEELY REIFIER json B, YIBGEE FE @I key THY json BEMRE, LU NIERR, &5
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loT Hub
El Publish content

1

1

1

1

{ ) :

"house™:"tencent”, to the topic v

"temperature™42 : ¥ == Topichouse_monitor/thermometer/get

1

) |

1

1

1

1

1

1

1

1

"device_status™{"switch"."on"} l

P H Rule engine S .
"house""tencent”,
. "t"-42
E] Forwarding rule Forward to )
configured for the MySQL
thermometer

according to the

temperature as t,house K
forwarding rule

FROM house_monitor/thermometer/get
WHERE

house="tencent"ANDtemperature> 40

TencentDB
b for MySQL
instance

The application
server reads the

table data

S
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Add Action »

®  Note: to use this feature, you must grant the account access
to Tencent Cloud resources. Authorize Mow

Action

Forward data to TencentDB for MySQL -

4. FESR AN B 1, SRR R B B (MySQL) &I, S H)E, TFEACE MySQL KAIE
BMBEANTERELR, WTERFmR, iEEMRERS (fRF] BIA,

RN R @ BRI R (sd) ARTERH] #562 110001



@ HEI:HE YIRS

Add Action b4
@ This action will insert data into TencentDB for MySQL View
Docurnent
Action
Forward data to TencentDB for MySQL v
Regicn ™ Instance *
MySQL Database * Data Table *
Instance Account (D * Password @ *
Data Fields
Field Name @ Value @
table_ternperature Bt} + =
table_house ${house} + =
master BeautyHouse + -
Use batch configuration (@
Cancel
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rule_test TR Homepage t_rule_report | Edit Table

Add Export Copy ~ [¥] Quick 1

anerL fH
o)
+

id ¢ type ¢ signal ¢ add_time ¥

2g 80 2020-04-27 20°43:09

Anan

2g 80 2020-04-27 21:51:14
2g 80 2020-04-28 10:40:28

2g 80 2020-04-28 104708

L N

2g 89 2020-04-28 10:47:37
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ang m
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1. R HEXCHT MySQL L4,

2. i ARG MySQL SEHIRIH F 44,

3. i A SEBIR B SR T,

4. TR G ARIBEE Y AERAVERY MySQL SKB P b A @S BdE A, IERTHE MySQL & Bl —METHIEL
e, BARBRIEIES W N BRI,

5. IERRET AR, AIRAVENVEIRE FiErAREE, At MySQL 5 Bl — MR,

6. ILEE G AR TE, XEEWI | "FEAMHME" "TERAFN MR BIRFER P, REFANT
B, "E"FNEG AN N TBEE, ([ERRIFAILUZHER (ERHEALAUR Json MUY IRHEE) , s#&
REXHEA R,

EE:
o HNSRIFEZIMEEME, ARAMHA S K5 | HEEARANN TR, MRERETE, EEEMENERTT,

{BIAN5ELE hello SXAFAR v B ¥4 R T (Lo
o FILAETHM MySQL HHEIRETEREIEE, KU TN IGS Al IR BIRE G A&

BEHRIES W B BAREENZR,
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TERER 7RG B R % 45 MongoDB HYRE NI AR

loT Hub
=) Publish content

1
I
1
I
{ i
"house""tencent”, to the topic | o
"temperature™42 : ¥ == Topicchouse_monitor/thermometer/get
1
I
1
I
1
1
1
1
I
1
I

I
I
I
I
I
I
I
I
I

"device_status™-{"switch""on"} l }
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I

}

N N Rule engine E {
i
: "house" "tencent”,
. | —
Forwarding rule | ez
i Forward to }
configured for the | MongoDB
temper?ture as t,house thermometer : according to the ! 1
FRONM house_monitor/thermometer/get A ! i
[ I TencentDB
WHERE ! forwarding rule 1 : , for MongoDB
house="tencent"ANDtemperature> 40 ! | .,
| | instance
| |
|

server reads the

The application
table data

}
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B — X N 2427~ F 424077 1] MongoDB, &R #di [SZEIAX] Fhedks:tllz,

Add Action

@  Note: to use this feature, you must grant the account access

to Tencent Cloud resources.Authorize Now

Action

Forward data to TencentDB for MongoDB

4. BB O, Vel BURE A EI SR E (MongoDB) &I,

Add Action

©  This action will forward data to TencentDB for MongoDB.
View Document

Action

Forward data to TencentDB for MongoDB -

Forward data to another topic (Republish)

Forward data to third-party services
Forward data to CKafka

Forward data to TencentDB for MySCL
Forward data to TencentDB for CTSDEB
Forward data to TencentDE for MangoDB

Forward data to CloudBase

Forward data to TDSQL for MySOL

5. NI JE, FREACE MongoDB SLBIER, 41 FEFTR, BLED NATTILMNMEER |

Pk S

1. JEHEHIX AT MongoDB SKfll, ASRIKS Tk Lhl, i [IEKH] Bk E] MongoDB il & Bl —1,

ii. 1 A MongoDB sl 44, MongoDB ‘& WEKIA mongouser,
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iii. 1 A MongoDB S5l & 5 & i
iv. i NG ARTRIRE 4
v. i AEE AR S Y.

Add Action »

©  This action will forward data to TencentDB for MongoDE.
View Document

Action
Forward data to TencentDB for MongoDE v
Regicn ™ Instance *
Guangzhou v
Instance Account (0 * Password (0 *
mongouser | sessssans
Databasze () = Set (i *
testdb testcollect
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TEER 7RG B EIR R R TRV

= Publish content

;
!

|
I
|
|
|
: I
"house"-"tencent" to the topic L
"temperature™:42, J‘ » o Topic:house_monitor/thermometer/get
|
|
|
|
|
|
|
|
|
I
|

"device_status™:{"switch":"on"} l

| e N Rule engine

) "house":"tencent”,
Forwarding rule 442

|

|

|

|

|

|
configured for | Forward to TCB
B il s 8 N - :
ule: SELECT temperature as t, house the thermometer | i according to the

FROM house_monitor/thermometer/get | i f di |

WHERE house="tencent" AND | erwarcing die
temperature > 40 I
|
I
|

FACiE

1. B SR VIRE S0, B i 2 S sl 5 1,
2. ARG [ FE v, B o R ZEACE AR
. MEMUNENE A, B N T A ERAE,

Wik
B—MEFAN 2ARH PR R SIF R, EFR A LAY geak i 0,

IR L BRI (bR ARSUERT] 5569 110001


https://console.tencentcloud.com/tcb/env/index
https://console.tencentcloud.com/iotcloud

@ HEI:HE YIRS

4 TESRHEY RN BT 1, BBl R B =)t % (CloudBase) &I, JEEEAFHIING S G, SRR
El]ﬂ‘o

FE:
Hui IR AR P B &, FARESHEPEIF LM S SRR, Tl IR 5
BOMATIERS

B R AL

EAALHI FEH R AR AR T, S THRELZLUAFIEAZIHEET, BARAT

o HHEELRWY, RGNZETHEAER, BEiltE1s, 3s. 10sHYN RIFFREKET, FH=REIXIRMK, NKF
HEZFH,

o HHIFECE TR TRAT NIRRT, = RERRBGE, FHERAERI TR ECE, BT HERK,
AERABIRIG,  WPRFTH R BT,

IR L BRI (bR ARSUERT] 5570 310001



@ A VISR
B0 2 2 oA 2\ B0EE & TDSQL-MySQL

oo N A] - 2022-09-26 11:47:25

ERaN
MG EE SR P ECE R RN, R & SRS bR 2 21 =411t TDSQL-MySQL , #&RIBUfE TDSQL %

il BFE M APL O TDSQL SEHIMIR)G, RIRDRR&ETHE HIEE 7RG AT MY TDSQL &H,
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loT Hub
S| , Publish content
‘ t to the topic
"t — =5 Topichouse_monitor/thermometer/get {
"d n"}
|
|
|
- |
|
-
aaaaaanas 4 Rule engine; =1
i i \
i } "house":"tencent”,
, : "tr-g
Forwarding rule | ] | a2
configured for | : Forward to MySQL|
SELECT temperature as t, house the thermometer | ! according to the |
FhOn fget i forwarding rule |

i
FROM house_monitor ‘ !
WHERE house="tencent" AND | H i
temperature > 40 | ; : » % MySQL instance
|
] |
| |

I
The application
server reads the
table data
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2. i A MBI TDSQL-MySQL 2B P 4.
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4. T AR S, WIRAIER) TDSQL-MySQL Sl F it & a B 5dm 4, 151 TDSQL-MySQL #4i
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Select Policy Creation Method *

Create by Policy Generatar
Select service and actions from the list to auto-generate policy

SYNiax
¥

—— Create by Policy Syntax
_ Frees

Write policy syntax to generate policies

Autherize by Tag
Grant permissions of resources under certain @gs o users or

User groups

4. g 2R, i [T—2] .
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1]

A o [ VIR E(E
A BT .
5. B HESCRIEHHR, I RIRBIRImE RIS N A, REEATT -

€ Create by Policy Syntax

° Select Policy Template > o Edit Policy

policygen-2021080917457

Policy Use Legacy Version

1 [ -

2 "yersion": "2.8",

3 "statement": [

4 i

5 "action": [

& "iotcloud:CreateProduct”
7 1,

a8 "resource": "®",

El "effect": "deny"

la ¥

11 {

12 "action": [ -
13 "ioptcloud:®"

14 1,

15 "resource": "=,

1& "effect": "allow",

17 "condition™: {

18 "string_egusl_if_exist": {
19 "product™: [

28 "eSproductIDl},
21 "${productID2}",

{

"version": "2.0",
"statement": [

{

"action": [
"iotcloud:CreateProduct"
1,

"resource": "*",
"effect": "deny"
o

{

"action": [
"iotcloud:*"

1,

"resource": "*",
"effect": "allow",

"condition": {
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@ HEI:HE YIRS

"string_equal_if_exist": {
"product": [
"${productID1}",
"S{productID2}",
"$S{productID3}"

]
}
}
}
]
}

KRR

1. B SORR&OIESE R, HEA 51135 DU,
2. EFHEIR TR TS, DR IREE, fdi [RBCRmE] .
3. RN QAR AR, e (E] , Senid T Rig e HIRER,

SRS GIRH

o T HPVRISEMRZREE I TS A= AR, 2SI EFIKEHENER, RILURHR API #4FEAE action H,
1l "iotcloud::DeleteDevice" £% 11 B 1% AR,

{
"action": [
"iotcloud:CreateProduct"

1,

"resource": "*",
"effect": "deny"
}

o THIFRISERFREEHR (IS, MIREES) H8onir. BRAEENUER 5 T THRE, XA
U ERR BV ERT product A1 HE AR PID, I FHRFEEAY ${product|D*} sl 75 ZEHZ A AP Ek IR 7 i
productID ],

{

"action": [

"iotcloud:*"

1,

"resource": "*",

"effect": "allow",
"condition": {
"string_equal_if_ exist": {
"product": [
"$S{productID1}",
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"S{productID2}",
"S{productID3}"
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1 EAIBLE SRS, BEAT B RS, ARSI 5%,

AR
< devi

Device Information

Basic Infoermation

Enabled/Disabled @

Log Configuration

Device Log  Disabled

og Leve None

Device Key (D)

Permissions Online Debugging
devl
None
Reset

No tag information. Add

() Enabled

Naot reported

B

B

B

e
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Device Simulator
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Edit

Show Edit
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A BT

Pk S

2. i R RV T R E R, fdi [Rddin] 148, 5 key Ml value (3 R TIREIRE IR,

Edit Tag ()

Add Tag

o PR%E key ! KRR, BT TXIEMAHSE, REAEI161TH.
o FR&E value ! KR, By, TRIGAHSE, REAES16DTT,
3. fwiHsERa By (WA , BISERON “FREEEREVIVAN, 1’ E R ERHEM RS NE,

< devl ) Chinese mainland ~

Device Information Permissions Online Debugging Device Shadow Device Simulator

Basic Information
ce Name devl
Remarks Mone

Reset

Tag label01:01  Add

Enabled/Disabled @ DEnabled

are Version Mot reported

Log Configuration
evice Log  Disabled

og Leve MNone

Device Key ()

===============
===============
,,,,,,,,,,,,,,,

zzzzzzzzzzzzzzz

RN R @ BRI R (sd) ARTERH]

loT Hub Documentation 2

Edit

Edit

Show Edit

%578 10001



@ EEI:HE YIRS

BRI 5 RBRR MG

1 ESRIENZ V7V PR, RS srs BRI]
2 AR B, i Uht FE SORME] .
3. TEH G P A o /7 T, e GEbnszild o

Select Policy Creation Method *

Create by Policy Generator
Select service and actions from the list to auto-generate policy

syntax

—— Create by Policy Syntax
¥ ¥ 3y

Write policy syntax to generate policies

Authorize by Tag

Grant PErmIssIons of resources under certain tas

5 IO USErs Or

(.

User groups

4. R B A DM PRAE BE GRS (E

W L NGRS A S MR, HiIRE G IRGZ A # GRS E A ME—, ERERRN e Z A
REBENIREE, HrNEFEEH RSN ER IR TR, — RS GIREE T Ui — e
PEERRAE TR,

IR L BRI (bR ARSUERT] 5579 310001


https://console.tencentcloud.com/cam

1]

@ Hﬁfﬁﬁ IS

€ Authorize by Tag
o Tag Policy Generator >

@ Authorize users and user groups to perform operations of the services associated with specified tags

Users subaccount €

T ® label01 -0 - %

+ Add

If existing tags do not meet your requirements, please create one & in the console,

Cloud Service Action Name Description Operation

Add Services and Operations

IR L BRI (bR ARSUERT] %580 310001



@ HEI:HE YIRS

5.1 z)Ed [F—2] MARE I,

< Authorize by Tag

o Tag Policy Generator ? o Check and Finish

ame* palicygen-2021080010403

ASSOCIETE LUISErS subaccount

Policy

"yersion": "2.8",
"statement”: [
{

"effect™: "allow",

"action™: [
“iptcloud:AddAlarmRule™,
“iotcloud:AlterServiceSubs”,
“iotcloud:AuthPartner”,
"iptcloud:BatchUpdateFirmware™,
"iotcloud:BindDevices”,
"iptcloud:BindProduct”,
"iotcloud:CancelTask™,
“iotcloud:CheckCMQAUtR™,
“iotcloud:CreateDevice™,
“iotcloud:CreateMultiDevice™,
“iotcloud:CreateProduct”,
“iotcloud:CreateTask”,
"iotcloud:CreateTopicPolicy™,
"iotcloud:CreateTopicRule”,
"iotcloud:DeleteDevice™,

== I == L = T L B SRR R S = = = s I = S R L

HAh s AR 5 RIS E R AR E, MIAEIRIG, i (Gep] BTR]SeprRis 19 0 AT SRS 1Y 5Bk

6. HI TSR A RIRA, &S RIREOIACA T A 205, TP FRRIE AR AR5 RGBS it
NGRS, MRS RRETES, Kk, TEXNT SRS TR, Al A RIS TR
FTRGER i H KA ARG BB, AT

{

"version": "2.0",

"statement": [

{

"action": [

"iotcloud:DescribeProducts",
"iotcloud:DescribeDevices"

1,

"resource": "gcs::iotcloud:::ProductId/*",
"effect": "allow"

}

IR L BRI (bR ARSUERT] 5581 310001



@ HEI:HE YIRS

7 RIESERCZ G, WA - RV AT AEZE R 2 0 A L A 15 2 DR TR T R A

< devl & Chinese mainland = loT Hub Documentation 2
Device Information Permissions Online Debugging Device Shadow Device Simulator
Basic Information Edit
evice MName devl
Remarks None
Reset

Tag label01:01 Add

Enabled/Disabled & ()Enablsd

mware Version Mot reported

Log Configuration Edit
evice Log  Disabled

og Leve Mone

Device Key (D) Show Edit

FREREEERRERERAE
e
R R

sk

AR T IR TR EIEE R,
€ dev02

You are not authorized to perform this operation. Check your CAM policies, and ensure that you are using the comect access keys. [[request id:90402fe5-0aec-4b18-3e0b-9a8645cb6058]you are not authorized to perform operation
{iotcloud:DescribeDevice) resource (qes: ioteloud-ap-guangzhou:Productid/11V15WB7B 1/DeviceNameidevd2) has no permission |

IR L BRI (bR ARSUERT] #582 110001



@ A (S
[T

b I TE]  2021-11-26 11:02:01

BRIE =

ASAGE LN REF T RAEV B IES I EERTTTE,  H B PR I E R S5

P25

INIEA
18R WIAME (SR, Rdi e SHt (EAEAR] EAEHSIRDT, ATEE ST HE PRy 2 aE e,

RN R @ BRI R (sd) ARTERH] #3583 310001


https://console.tencentcloud.com/iothub

@ Hﬁfﬁﬁ YIRS

2. Bli (ESANIELR] ANIEE £,

o

o

Add Firmware ®

Firmware Name * Firmware1 ®

Max 32 characters; supports Chinese characters, letters, digits, special
characters (underscore, minus sign, and parenthesis); must start with a
Chinese character, letter, or digit

Product * prod -

Version * 3.1.5] ®

1-32 characters; supports letters, digits, dots, hyphens, and underscores

Firmware File * Select

BIN, TAR, GZ, or ZIP file; max 1024 ME

Firmware Description

Provide a description of the firmware; 0-100 characters

Cancel

B L SRS JOOVNE, By B ERRFS (TRIZ, /s, 1550 , SRS, S aliiley
Tk, REAEE32M 71T,

T o I LA E TR B o

BRI A @ SRRSO B, B0 s RIS TR, REERRTIN - 327745,

MR - RAERIEE S0 bin SUAFER tar/gz/zip €,  BAZRYEA SR/ A RERE S 1024MB,

PR AR AR E AT RRATIE S, KEERRHO - 10071,

—MIKS T RZ A _EE100DEF, HAksk BAE, NIFREMIBRIERCAE

3. bf&seplla, BIFFRERESIRA, AIXEAEITR, &S, EEFEFRME.

BT

HAFTE - BBRaIHE b)) BRIEENH %84 10071



@ HEI:HE YIRS

VR AR TR B AR PERRA, B PRI A MY (EPFTE] R RAESS . [T SR E A
SRR LT R T 07 3

Firmware Update & Eastern US (Virginia) * | 1oT Hub Documentation 2
Add Firmware All Products - q
Firmware Name Version Product Added Operation

Firmware Update| View Details

firmware2 1.1.2 product] 2021-08-09 15:16:47
Delete
Firmware Update View Details
firmware 1.1 productl 2021-08-09 15:14:45 P
Delate
10 » /page 1 /1 page

HREFRR A S T
1 HEABPEAR DT, oaim R B AR HREFRE R (BIANE RS, FrEr=ah, B S5 .

IR L BRI (bR ARSUERT] %585 110001



@ ﬁﬁfﬁﬁ YIRS

2. 1%fE ETHIITH] N ILEFRRA T,

Firmware Update »
Firmware Mame firmware

Product prod

Version 1.1.1

Batch Update By {j} Firmware version Device name

Source Versions 0.1 A

Devices All devices hd

Timeout Period ) - 15 + min

Save Cancel

o FFFHRIAS iR T HAEPIVEFRRA S TE MR RIE A, 20k,
o FHRIEH @ KFRFMTIIGUER, RIRFFIACS T2 e el E fa @ WS E B R PRI &, fEER
ETHRIRER T ISR E A, SR MEED e RSN, i ARG D] , TN

IR L BRI (bR ARSUERT] %586 110001



@ ﬁﬁfﬁﬁ YIRS

27 i T AR A TRt R 0% BRI A

Firmware Update hd
Firmware Mame firmware

Product prod

ersion 1.1.1

Batch Update By {j} Firmware version Device name
Source Versions 0.1 v
Devices Gustom v Select Device
Timeout Period ) - 15 + min
Cancel

3.8 (R1F] Ja, RGUMIPUTHRAESS, T RANER B FRICAE 2T N EY B bR .

WA
TRENFRRAS TR R AT & IR A TR RS, Q1R AR ERTIERE T X AL & BT

BB FLHTR
1 EABPEARDT, iR B AR EREFRE R (BIANE RS, FrEr= . B S5 .

HAFTE - BBRaIHE b)) BRIEENH %87 10071



A BT

2. 1%fE (BTIITH] NILEFHI TR

Firmware Update

Firmware Mame firmware

Product prod1

Version 1.1.1

Batch Update By {j:} Firmware version Device name
LSO Browse Download Template

Ensure the file (CSV only) contains correct device names. You
can update up to 10,000 devices at a time.

Timeout Period (§) - 15 + min

Cancel

Pk S

3. HEREFRE TG E R ETE R, Bl [FERER] BRI, FFAERBBOL AR AAERHY DeviceName

JaEd (ERSCrF] BT EfE, — w2 Al 10000 &R, SUIFGRF csv 183K,
4. %l (R7] JG, RARIMUTARES, TREFEIEREEH,

HEREHFHER

IR L BRI (bR ARSUERT]

%4588 10001



A BT

1 AERE PP R B G EFYIRAME (EREE] EBREFEE,

Add Firmware

Firmware Name Version Product
firmware2 11.2 productl
firmware1 111 productl

2. BEAMEFRIETE, AIEBZEFVIEAEE. B REE i i REsEH%,

Firmware Information
zme  firmwarel
product]

1.1.1 Download

Firmware Update Statistics

tal Devices Succeeded Upgrading

0 0 0

Task Management

o [BEMFER | AEEMFAF, FrlEr i, BEFRAS, EFEEH,

RGBT, AHESE RIS,

All Products

Added

2021-08-09 15:16:47

20271-08-09 15:14:45

v Mds

2021-08-09 15:14:45

Pk S

Operation

Firmware Updat

Delete

Firrmware Update View Details
Delete

1 /1 page

Edit

W)

o2 21 X7 ) 1IN N STREA TS & P s ry s o

o BT ES | AR E I BTSSP RIS SR, DU RITHARSHIE P RAE 55X MY

B,
o {EFSEMFIRK

IR L BRI (bR ARSUERT]

%589 10001



@ ﬁﬁfﬁﬁ YIRS

= i (ESSHIA] , ATEBREHNERTARIS. HRIESIESIET &4 L KIHa, fldd, Al
R, BRI,

Task Management

: Devices Q

Tasks

Task ID Task Type Task Status Added Operation

Batch update Created successfully 2021-08-09 15:49:26 View Details

= iy (ReWdl] |, &R XE T RKRIFTA THRAES HIRE THRAVIC R, s RIS T &5k - 1F
#EX, EHEA. T, TR,

Task Management

Devices
Device Name Task ID Current Version Update Result Task Details Status Updated
devl 1115843 0.1 Pushed - 2021-08-11 16&:36:59

3. fEAESS BRI [ES5HA4H] s (RAsiid] |, sl xESAME [(EEWRE] , EAEFEER, fIUEFR]
TIEF TR T B TS LA RIS S RSt

Firmware Update / Firmware Details / Task Details ) Chinese mainland + loT Hub Documentation 2

Task Information Task Statistics ]
Task IC 1115843
ame  prodl
Target Version  1.2.1
evices Custom
Update Time 2021-08-11 16:36:46
Fushed: 100%

@ Pushed

Device Details

Succeeded (0) To Push (0) Pushed (1) Uploading (0} Failed (0} @ Q

Device Name Current Version Last Updated Update Result Task Details Operation

devl 0.1 2021-08-11 16:36:59 Pushed - Cancel

IR L BRI (bR ARSUERT] 5590 10001



@ ﬁﬁfﬂﬁ IS

TERFTEIRIIR, MEFZESHBEARIFTE RS LRI RENIRETEE, SRS R T
BN, ARG ) GRS TR, RSB EE @ T, ek, RNERE 0 HEE ; 47
PRI THRRI, DRASTEIE R TR (5 R

Hoh, FEREEHESRAM, ATDURIET SO AT IR S THRIIIGE, ERE, BRI S TSR bRid
NFHRRI ; FHRRM el sy (EEIA] AT E#T R

RN R @ BRI R (sd) ARTERH] 5591 310001



@ EEI:HE YIRS

ol BTN TE] ¢ 2021-08-20 16:12:01

BRIE =

ARSAGNIENHGE T EFRIIRERIE R TR,  H B POE 8 B E BRI RE R S A TR A sl R s iR A%
FIVERNELE A,

-5 TR

FERIFEIRE R ES @S 6 b BRI, AT P REIRET,
IR

18 PIME SR, REEMSHT (BRRER] |, & CrPaviin] EARESIRT, &5 S5rE BE
iEiiae

2. Buli (ASINBEIR] IOt SEABSIRAH X A5 8.

o BRIRAN | KRS, SSORNE, Ber, BROEAS (TRIZ, #Bs, 1590 , SRS, Sy
3k, KEAEE32M 71T,

o P 1 WEHE HAEBIRFTE Y o

o JEFEVTIR ¢ RARIBTE AR/ NAEERES 1024MB,

o VRIRHHIL | XAR LRI BIE THIANICS, KERHI0 - 10071,

3. bfeseria, Bdi (fR1F] , USIIRERIRISIRR BoREdIRT, EalX Bt T MR, B ESH &R HIFEER
1Es

Wb
— MK SR 2] L1000 BE B0 GBS IR A 22, ANSGERR, FHIeMIPRIBEIR, AT B,

HETX

IR L BRI (bR ARSUERT] #3592 310001


https://console.tencentcloud.com/iothub

e i [ VIR E S
A BT .
IRPARE T AWEEIE, MRERIESIRAME (R T &) KT &FE5S.

Resources &) Eastern US {Virginia) * loT Hub Documentation 2

Platform Resources Device Resources

@ Resources uploaded: 539 B/1 GB

All Products - Add Resource Q

Resource Name Resource Size Product Added Dperation

m 1358 Door 2021-08-17 21:16:30 m

View Details Delete

Deliver Resource
res1 AD4 B Door 2021-08-17 17:21:10 . .
View Details Delete

PRI T T ASURHE R R IR T RN R T RMMTI, BT,

s HARF IR
o HBRFE TR

THEABIR P AT, R [(BRATAL , @ MROERERIRZE T AN HiR .
2. i [fR17] 5, RONIPIT P RIES, TAAMENRIRENLEN BiRgES.

BERFFRE

IR L BRI (bR ARSUERT] 5593 310001



e i [ VIR E S
A BT .
1. ER AR B EFEYIREGMN (EEFE] EFRRFERS,

Resources ® Eastern US (Virginia) * loT Hub Documentation E2

Platform Resources Device Resources

@ Resources uploaded: 539 B/1 GB

All Products - Add Resource Q

Resource Name Resource Size Product Added Dperation

Deliver Resource
11 135B Door 2021-08-17 21:16:30

View Details] Delete

Deliver Resource
resl 404 B Door 2021-08-17 17:21:10 . .
View Details Delete

2. HEAGIRIFIE T, AIEFZEIRVIFMEE. BTSN T RESERLIR,

Fesources / Resource Details © Eastern US (Virginia) = loT Hub Documentation 2

Resource Information

Resource Name res] Resource Size 404 B
Sig M5 Resource Signature

dded 2021-08-17 17:21:10 Resource Description

Delivery Statistics 2
Total Devices Deliverec Delivering Failed to deliver
0 0 0 0

Task Management

Devices Q

Task ID Task Type Task Status Added Operation

o VIIRMER @ WLTIIRAAN, RS, BHREIR. AN RERIREHRE,
o VAR MARK&ESH | EIZGRIR TR ESHRNR S, DA T AR R a5 R,
o {EFSEMAIRK
= Bl (ESSHIAN] , ATEBZERNER T RES. TRIESIESIET S  RITa, fldh, alg
B, BRI

HAFTE - BBRaIHE b)) BRIEENH %94 10071



A BT

Task Management

Task ID Task Type

1118213 Single Device

Task Status

Created successfully

Pk S
Q
Added Operation
2021-08-18 19:04:57 iew Details
10 = /page 1 /1 page

= iy (ReWdl] |, &R ZEIRRKIFTE T AESHERE TRIVICRIAA, &8 TIRST SR | FF
#EX, A, FhH,. FRRBEIHT AR,

Task Management

Device Mame Task ID

devl 1118213

Delivery Status

Pushed

Q Q
Task Details

Status Updated

- 2021-08-18 19:05:06

3. fEAESSEERY [ES5HAAN] s (RAsiAd] |, sl xESAME [(EEWHE] , EAEFEER, fJUEEF]
TIESF TRIVEEHR, TRIEEAR FAIRSREHESIT,

Resources [ Resource Details / Task Details

Task Information

1118213
ame prodi

res]
er To Single Device

2021-08-18 19:04:57

Device Details

Succeeded (0

Device Name

To Push (0)

Last Updated

devl 2021-08-18 19:05:06

IR L BRI (bR ARSUERT]

€ Chinese mainland ~ loT Hub Documentation [2

Task Statistics W]
@ Pushed
Pushed: 100%
Pushed (1) Delivering (0} Delivery Failed (0} Q

Delivery Status

Pushed

Task Details Operation
- Cancel
10 = / page 1 /1 page

%595 100051



@ EEI:HE YIRS

TERETRIRIR, WEFZES TRNWFTE RS LRI T ZIREIRESTER,

o S TFRIREN FHIER " ERER"N, SRR,
o G TARIREN TR, PESHERNEE @ i, RN ERED R,
o UTRIRENTREMCE, ISR R BHRE R

Ho%, FERAEESIZRAM, FTLURSE TR AT O IR PRI, B, HOH T RAESE T ARIRSRRID
NTRRM; TRAME g s (Hi] BATEHR TR,

‘R R B LI AR, B DIE R A B THREE.

BRIED R

1 REIRYE LR AL SBEN, ETRIE EEEES, BEEUE, WA R EVEMLE S B SRS R .
2. X5k VMBS TER &, A ST (BRIRER] , & ORaiiR] EAREFESRT, aTEERE LEhe
PRI, FF Bl BT IRMEAT T EIBRE R

Resources ® Chinese mainland * loT Hub Documentation (2

Platform Resources Device Resources

0] Uploaded Resources: 604 B/1 GB

All Products - = Last 15 minutes
Resource Name Resource Size Parent Device Product Upload Status Last Update Operation
kkkk 100 B dev0 prod1 0% 2021-08-18 19:36:... Delete
res2 100 B devl prodl 0% 2021-08-18 19:57:... Delete

IR L BRI (bR ARSUERT] %596 1100101


https://www.tencentcloud.com/document/product/1105/41509
https://console.tencentcloud.com/iothub

@ A Y S
e

TN E] ¢ 2022-09-26 12:02:48

BRIE =

AN GEEFIRERI V57, WO POEEHAAA(E CAIES, MR TEPOAIL,

HIED IR
CEFRVECIES, FATIEBIRHLIINE CAEH, ZREMBINERTA L CA S,

EH B

18R WIIAME SRS, A e SH OERER] |, fJE&EYAFE A2 CAIES,
2. i CHrgiER] A CAIES, HAR HEIEHHEXER,

o CAIEHHM : SFhse, 7, JEXCRNNE, By, T @' © (L ) "WAS, REANEE32M T,
o & CAUES [ IEFMUANMB AR CAUEF, XS cer. crt. pem ZERYHYSIE,
o EBHRIUER @ AT AENRKIUEIES.,
o BARIGUENES @ (M CAIERAAMIEBRIUEN, AWM TRIE EEE CAUEBIEMME, X5 cer. crt. pem
FUII AT
3. bf&sepla, Bdi (R1F] , IO CA MR ERTESIZRH,

PiRA -
—/MiK 5 RZ 0] L1E107 CA IEH X,

SR B3 X CA IEFHINE
1B VIR S &, Ad AT [=@5I%] > (O] HRChREBHE Ll TR,

o MBI T BRI M,

o PRI ¢ MR

o PRNGHR  IRETARIUE, SRR, S0 MR TRIZ @ (L ) T L ERIALS, BT
401,

RN R @ BRI R (sd) ARTERH] 5597 310001


https://console.tencentcloud.com/iothub
https://console.tencentcloud.com/iothub

@ HEI:HE YIRS

o TNIEAZ ¢ R UEFIAIE,
o CAIET @ JERAEANER UEH T,
o Bl
= JSON : SCHRPARERIEES TR PEBCATA A SE B
= BHESX D MR
2. gy [fR17] BIA]QIEZER CAIEF i, BIEERINH MR e isR] k.
3. 1F UbAlR] mimifds [P ahfafR] HEA™ S oo
4. gy OR&YIKR] > RIFTRE] BATREIEH B,

5. faddi [fR17] RImlsepiR & il
6. i GRMER&ESIE] > [FaiRE] EE-MEAGR, TE&Em CAIEY, HEHRSIEBMAHEI TS
HEFE AL

AR CA

iR -
A EA R CA MEBAH TN, N1 CA UEIE AUE M A AU 745 & ST,

FHELAE OpenSSL A, /AR CA FRIEDER |

1. #E# ca FCiE X, 5% ca.conf, NAELIT :

[ reg ]
default _bits = 4096
distinguished_name = req_distinguished_name

[ reg_distinguished_name ]

countryName = Country Name (2 letter code)
countryName_default = CN

stateOrProvinceName = State or Province Name (full name)
stateOrProvinceName_default = Tencent

localityName = Locality Name (eg, city)
localityName_default = Shenzhen

organizationName = Organization Name (eg, company)
organizationName_default = Tencent IoT

commonName = Common Name (e.g. server FQDN or YOUR name)
commonName_max = 64

commonName_default = Tencent CA Test

RN R @ BRI R (sd) ARTERH] %598 1100101



@ ﬁﬁfﬂﬁ PIREE (S

2. 4% ca %HH, 5% cakey, i HAIT !

openssl genrsa -out ca.key 4096
3. Ak ca IR RIEK, 5% ca.csr, aTAIT :

openssl req —-new -sha256 -out ca.csr -key ca.key -config ca.conf
4. 4k ca tRIEYS, 5% cacrt, BT :

openssl x509 -req —-days 3650 -sha256 -extfile openssl.cnf -extensions v3_ca -1

n ca.csr -signkey ca.key —-out ca.crt

RUFUEF AR
THELAEH OpenSSL i, A 434E RS IEIEF HHRED 3K
1. AEBERIEE BT, @ malT
openssl genrsa -out verificationCert.key 2048
2. i DHIEBXHEHE] FRIEBSS el CSR, @B alT -
openssl req -new -key verificationCert.key -out verificationCert.csr
M CIEIERXIENE] TP & Sl IEBRIER”, FERENES "Common Name™ F-EX(H,

Common Name (e.g. server FQODN or YOUR name) []: 9f5cfb6ecO0fcbdffd94473491bbb05
2e339e5b7beff4d7ed46420b697****

3. i/ CAIEF. AEHMEB2P A CSR xXff, BUERIEIES, avmilT -

openssl x509 -req —-in verificationCert.csr -CA ca.crt -CAkey ca.key —-CAcreates

erial -out verificationCert.crt -days 300 -shabl2

Hr ca.crt Ml ca.key ZIETEUE R WU IS CA IE R HANVH S

BTRRFIEBRAA
NHELUE OpenSSL i, MR CAIEBA R AUIE AR NI EL 1,
1 AR, G aulT

openssl genrsa —out dev_01.key 2048

2. fll/& CSR, i wAlT :

RN R @ BRI R (sd) ARTERH] 5599 310001



@ HEI:HE PIREE (S

openssl req -new —-key dev_01l.key -out dev_0l.csr

‘Common Name™ FE{E M7= ID+i%& %4, aF .

Common Name (e.g. server FQDN or YOUR name) []: U58***2YLJdev_01
3. i CA LR, FASARIZE2P MY CSR ¢ ff, AR, aalT .

openssl x509 -req -in dev_01l.csr -CA ca.crt —-CAkey ca.key —-CAcreateserial -out
dev_01.crt -days 3650 -shab512 -extfile openssl.cnf -extensions v3_req

Hrr, ca.crt Ml ca.key BIETEUEBMUZ A HIERT CA UEFS N HANH S

RN R @ BRI R (sd) ARTERH] %5100 £10071



