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@ HEI:HE YIRS

HReA

3T BTN E] @ 2021-09-10 10:40:19

1. SDK

FMEIEZ I SDK Y, BAISZHF Linux, Android “FE#YIZ#E SDK.  H S-S iEEIAS R REA-F-5
2. BEFEA

&5t SDK 2 ANSTHYIIEE T4 -

o MHERT MQTT, CoAP ¥,

o LEZEET TCP. UDP WY, JFAEHEM Bo | AL MetEhbiil (TLS. DTLS) , LI uGHIARSS 2ebmiy
MASERL, AR E L,

« SDK X RTOS #HiliRE /1, B5-FEfoNE, HEZSMESHIM-EFERE, AT RFEEAYGE, BRAEE AV S
15,

%% SDK %45 TLS (W MQTT) . DTLS (X CoAP) HIEXMFRAIN AR MAISEAT R, (P& @E %
o

o JEXIFRANE
wEPHE, R, JENFIESE, S TSRS, NI RBURATIR R, KBIEIES. A
H, RMEBFER, EVBMEEEREN, REHXER,

o RIFRINE
TERIHGE, ETER, IPIERE, S TREZR, XU e, T ke pskey, VN
G RIRIRAER, BRI RER.

PRi%& SDK #Z AN, ISR ILE SRR 4t HTTP # A, AP, SERMRIIFE, MEREEIE L=,

3. REEH
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Product

loT Hub user

Product

Product

o MBS T, RZALEIE#200070 76, S0 TRZAE100581kE, —MREHRERET 1
fho 1A IR HAER —RIKS T HE—,

o RSB/, WSS AR AYBNEE -5, FEETEREE RIIEE, H5%&
MRBRAU(E BMRRORE, (ya] &I KB,

4. PUREH

TERBIIERIIETS, REEW LM PR Topic SZEF A EH, — 7 dh FIVFTH k& B &R Topic 2€ 1Y
BR, BROACHE

Topic Wi
${productld}/${deviceName}/event RARR, T EIREdE
${productld}/${deviceName}/control HRARR, HTRSHREGE T AN E

RS ERY productld, deviceName, E1f EARGIAVIEES, MU A BRI 5 1d ISR T, 2860, —N~
i TN pro 7S (B0 fhld g “pro_id”) NHE2MER (BuLi&&E4T 758 “dev_17, “dev_2") , H4
dev_1 AILUL AR Topic ©24E pro_id/dev_1/event, BT Y topic €145 pro_id/dev_1/control, {HEFA]LI% AR
pro_id/dev_2/event, ARJLUT [ pro_id/dev_2/control,

PRI DB 20 5 1E1T Topic BURAVZRIREL. &M 5hHY Topic ZERUR,
N7 VR E SDK T &Y Topic , WATEATIT BIAIHGHTT B i m] DU FBECAT KRR 2 M EHY Topic !
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@ ﬁﬁfﬂﬁ YIRS

BAECAT

IHEECRT HRE HERTE topic iR SE, RERARLLIN PG 4% Topic, 4N, @ECRT Topic
pro_id/dev_1/#, XA LI pro_id/dev_1/event  HLA]LIfXF pro_id/dev_1/event/subeventA

REARP A topic, HAEHINLE deviceName J&, BIATERCHT topic v pro_id/dev_1/event/+, AJIL
+ fRZE pro_id/dev_1/event/subeventA, X RJLIXFE pro_id/dev_1/event/subeventB, {HAREKFR
pro_id/dev_1/event/subeventA/close, FJLLHIIZ K, 4l pro_id/dev_1/event/+/subeventA/+

EECTFIE N SEEL—4,  ${productld}/${deviceName}/e# 1 ${productld}/${deviceName}/e+ # /& IEIERS I,
FETHPE (S E I RGEF 8 ($shadow, $ota, $sys) I HHEECRF,

o IEAMTRIHBEELAFRIN ¢ XHEELRF Topic VEELEIRYIZ™ & T AT RIAXBRAY Topic ATITH, #VLECEIM Topic
| ZRA Ze 3R 8] BRI

o BUHITFIRGEBCARFIZREN © AHERCRF Topic PEECEIRIEIT M Topic MEATEUHEITE, #PEBCEIR Topic 515N
Ze R AR, ${productld}/${deviceName}/# Wi&EERATE FH P FRAAYIT 4,

5 HEEH

10T Hub platform

Pub/5ub a topic, Qos==0/1

SDK

Device

T MQTT HEHE SR, BBIRPIECNEE S QoS=0 8 1, {HASZHF QoS=2, £T MQTT MFl, R#&HESHFE
LA,

« Q0S=0, RZAFELHEL X

MEIR LR SEEESR— R 5, ETE Publish, Subscribe FHZESX A QoS.
e QoS=1, EDPIEREIWE—X

MEHRE ] SEEER E RV R, 1E1E Publish, Subscribe FHEEESZ A Qos.,

HMBHIWTE

2R Wil
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SR WiEH

topic LK E ANt 64F T
MQTT X e K/ 16K T 1T
QoS=1 MYHEIEN (B0 & afE Lk i) 247NN
RN QoS=1 {H R & Riid 1505
6. RERT

W TAR LR — TEIRS SR I BUE (JSON ) | EBHTFAE |
o WL RIRE

o BRI

PERFRSY, WA T AT U RSB AR P B 2 I SR A 125

o NTREIE, HPNHAATFRERBIOLS, AREBLRSHmVEFEEYF, HRSEE RIS, Bl
YIRS NEL, B EERTREMNR & T R 2R E,

o MTRERE, BEFIRSERFREEF, HPMNHEEN, AFRERRSEE AR, SR AR &
MRS5S Easm I N 5E B, TEHORRIIFE IR &

TEDRPLEIT s iR g 1IN R A
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l

Smart home appliance
management backend

Call the UpdateDeviceShadow AP 1o set the
target temperature in the device shadow

loT Hub platform

TencentCloud API

Device shadow

l Register the callback of the
temperature field
SDK When the temperature value changes,

custom control logic can be executed

Alr
through the callback

conditioner

)

Smart home appliance
management backend

Call the UpdateDeviceShadow AP 1o get the device
shadow information {including power consumption)

loT Hub platform
TencentCloud API

Device shadow

Timed reporting
Heport its energy consumption through the
qcloud_shadow_update AR

e
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LR
Alr
conditioner

EE
R AN EHERGE R RIFA—FE, MSEBIHLH] BRI, ARSS e & %+ B R P iRE — I Ui,
[ PEESINE S SEVEPIRIC R & 8

MNTERE ERBIENZ R, REEFEEHT i EREA5EE IR , WEHEEEH T iR
EWCERAERE (AT AR )

MNFRERBBIRN R, R T EEM T RS ENIeE WERERSTRE) |, ’REHREEN TR
SN PER] AL /2% 455E)

RIS W & 1,

7. AR5 %
TR 1%, AP RS T 4R -

BRI

XHFESE SQL THIEFIERNE SURME, AILUE B S RIBERT, KN IREH BN A TR IR RIS
&, W REEmRS, TEENEBNSEmMNZMEEAE. WEOTE, RBUR &N,
REESREBEE

N T I ARG B, %S HBER AT H 51 Topic MR (ESW APREM) , NTKBHEE, FER
FHLN 5 1 EE 1 repub HIRE

&5 P IR% 4 il

RUNR LT SRR forward THRE, FTLURHHE T HTTP iERIVIELG P IRSS df.  SKBLETH A5 H P RS 9 Pus
HIERET

BESTRSEE

XTI PR EN RS AR TP A B (W AL, REAE AT |, IR A5 (=
B, KBAEIHER) o
FEIRTRS WL RS B 1E,

8. {HE B\

Ve IIE—E 01, VIR (S T A SR IR &6 E N B S AN Z CMQ. CKafka EAFI, 5=/ R% Al
it CMQ. CKafka 9 SDK B2 MI3KEUL 442, M@ 514 0 1 BORIE, (R LR 52k B i BaR T
fif, TFESHEIS AT,
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https://www.tencentcloud.com/document/product/1105/41834
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9. &G

Pedl AR T AT LIS IR, AT, SR, PURRTEL MG ST B S ThAE, AT AR
SESEHE TR,

10. = API

MNTPE R T REERRED, REVEaUuR, HHERIER, HAT53F Python, PHP, Java. Go.
NodeJS. Net TET, HAIMEIYEXMEERE™ M, &, £5. HE. MNGIE, &R XN AP T4
EZ W APl B,

1. EHAR
STHE OTA EEFHIRSS, MifErE G AR E IBERIAN, YRR o Homn OTA FHk, SRR,
BeAR 22 42 KUK
12. IMEEHE

Pk NIE (B -6 SCREE CAM ZatiiiF], ERMEIH KSR, N 1K 5 eI S 0 B BRI S
B, SRSCHIPIERINGEE BRI bR E 50,
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https://console.tencentcloud.com/iotcloud
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il
S
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N

BEAFEAE HTTP/HTTPS THKRM, ERIRPFRELEEHELR (X-TC-Signature) LUSIEIE K &7

BT IR
2 RIS

curl -X POST https://ap—-guangzhou.gateway.tencentdevices.com/device/register \

—-H "Content-Type: application/json; charset=utf-8" \

—-H "X-TC-Algorithm: hmacsha256" \

—-H "X-TC-Timestamp: 155****0Q65" \

-H "X-TC-Nonce: 5456" \

—-H "X-TC-Signature: 2230eefd229f582d8b1b891af****p91597240707d778ab3738£f756258d76
52c" \

—d '"{"ProductId":"ASJ****GX", "DeviceName":"xyz"}'

1. HEER TR

StringToSign =
HTTPRequestMethod + \n +
CanonicalHost + \n +
CanonicalURI + \n +
CanonicalQueryString + \n +
Algorithm + \n +
RequestTimestamp + \n +
Nonce + \n +
HashedCanonicalRequest

SR TR N
HTTPRequestMethod HTTP &R, ¥ POST
CanonicalHost HTTP i&3K#Y Host Hizdik:
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CanonicalURI

CanonicalQueryString
Algorithm
RequestTimestamp

Nonce

HashedCanonicalRequest

Pk S

filiah

HTTP &K URI, 4l https://ap-
guangzhou.gateway.tencentdevices.com/device/register HJ URI

N /device/register

R HTTP &K URL HEYE TR, X T POST 1K, EENZEFRFH
751k, B+ HmacSha256 1 HmacShat

T SR IS TRk

iEL Lk

R IESC Hash ff, HTTP #3RIE il SHA256 1475, ZAE 1/SHEHI%iD, Jn
SR R RN

ARIELLE IR, TRBIFFETRTERE A R T

POST

ap—guangzhou.gateway.tencentdevices.com

/device/register

hmacsha256
155**x**(065
5456

35e9c5b0e3ae67532d3c9f17ead6c902226****pb1ff7£f6e89887£1398934£064

2. HHEEZH

o [EREHARA, TR RS EIEEH, AT

Signature = Base64_Encode (HMAC_SHA256 (SignSecret, StringToSign))

SRR
SignSecret

StringToSign

fifiid
B, ANEhATENHME R ProductSecret, 1% & it B ek R H BN psk

A4 I 1T £

o ERIEHES, WREEAIT -

Signature = Base64_Encode (RSA_SHA256 (PrivateKey, StringToSign))
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SR fifih
PrivateKey WERFARH, AR AR IH R B Rk H SN A &Y X509 FATHIES
StringToSign (SRl E=E=

3. AEF R
R ERERINA 8, RRTEREITERATT

POST https://ap-guangzhou.gateway.tencentdevices.com/devregister

Content-Type: application/json

Host: ap-guangzhou.gateway.tencentdevices.com

X-TC-Algorithm: HmacSha256

X-TC-Timestamp: 155****065

X-TC-Nonce: 5456

X-TC-Signature: 2230eefd229£f582d8b1lb891af71****1597240707d778ab3738£756258d7652¢c
{"ProductId":"ASJ****GX", "DeviceName":"xyz"}

ANV
Python3 /R IfHAT T

import hashlib
import random
import time
import hmac
import base64

if _ name_ == '_ _main_ ':

sign_format = '%$s\n%s\n%s\n%s\n%s\n%d\n%d\n%s'

url_format = '%s://ap-guangzhou.gateway.tencentdevices.com/device/register'
request_format = "{\"ProductId\":\"%$s\",\"DeviceName\":\"$s\"}"

device_name = 'dev***'!

product_id = 'JCZ****KXS'

product_secret = '"X42fPqw********94cY5s5Q1Y"'

request_text request_format % (product_id, device_name)

hashlib.sha256 (request_text.encode ("utf-8")) .hexdigest ()

request_hash

nonce = random.randrange (2147483647)
timestamp = int (time.time ())

Q

sign_content = sign_format % (
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@ H%I:HE YIRS

"POST", "ap—-guangzhou.gateway.tencentdevices.com",
"/device/register", "", "hmacsha256", timestamp,

nonce, request_hash)
print ("\nsign_content: \n" + sign_content)

sign_baseb64 = baseb64d.bb64encode (hmac.new (product_secret.encode ("utf-8"),

sign_content.encode ("utf-8"), hashlib.sha256) .digest ())

print ("sign_base64: " + str(sign_baseb64))
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@ HEI:HE YIRS

& 5 AL
LERaN
Hear BTN ] @ 2021-08-20 16:27:32

P INE 55 A QIR 7= 5 43 BLME—FRIN ProductlD, FI P RILAHZE X Devicename FRiRi&#s, FHF=SFRiH +
RAARIR + AT/ AEPIRIIE R AR SEN . F P EQIE N TR EOE SR AAIE T3, 2R AN 75 ZARYE
R R B, REERSNMERRER, INEEEEY EERYIRMNEE e, BT E 5
B, REFREREAR, PRt T Z2MINEAR, LUNERRERTR,

Pk a3 -5 MR BT =RIAET &R

o WEBINIE (R&EH) | NEARREDIEIES + AW, ERAIENFIEINMEZA, HAREN SRS R
FLiE(E R,

o EHINE (R&EH)  NEERGIEREEN, ERANTIMEAMERA, HRRENFERERR AR E
(E1=%

o FIESEANAE G @ MR 5 FIFTEIR&E TELat— %8, IRE B ENE RIS IE /4 P 5 A E
A, HPRILONFR— iR e b F AR E S R,

=FARES A, KRN S RIFEER A9, EAILURYE B RS mar & IAGIER:, 77500 Eean
T

Rk WEHIAUE BEIAUE BAFEMAE

Productld.

Productld,

s g = .
BefhER (R F)evu‘:ene\lm?\ Devicename. %% Productld. Devicename. ProductSecret
B EIE., & sk

NG -
B TR N o, SERFRAE A SR 5T Y Devicename H izl
Y . I N
GifelfE54=s =i
et = — % — %
o P B PR TN R Z A FAFE N R Z AR BT RZBIE100 515, HP R EIE XGE

#1007 A 1007 K% ATEANER B ) G R iR E R ER

S AZ VRS RE 2 =3
%x‘%fﬁ{)ﬁﬁ wE, WESE Bl B, S7H AES HIF]

K TLS
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@ A (S
IREEICEHINIE

ol IS TE] - 2021-11-10 11:02:21

HRIE =

YK (S B RS SAINIE, AT, HPRES NSRS AR EE A, FERRE P EsE
PEAINIEA X GEFBIANEAETIAIE) HITEREGUE, mRYNES GRS A3 G, HITREEEE,

iR

REPENTENF DRSO ARNE M, £ S E —E KA, HZeMER, HEEEH,

PRI IR

1,805k WIIAMGE RIS, AU mh58%es, BARRIEPERIESE Lk i,
2. e AR TREG B R, TEIREGTEIE ORI E XN, I IEB/ A,
o FEEfERE

Hll

Product Settings Devices Permissions Message Quet

Basic Information
t Name prod2
e General
Authentication Method  Certificate
JSON
ot Description Mot entered

CA Certificate Tencent Cloud certificate Download

Enabled/Disabled @ (}Enabled

HAFTE - BBRaIHE b)) BRIEENH 516 394711


https://console.tencentcloud.com/iotcloud
https://www.tencentcloud.com/document/product/1105/41476

@ EEI:HE YIRS

Basic Information
Device Name doorl
Remarks door-test
Reset

Mo tag information. Add
Device Certificate Download

=vice Private Key Download
Enabled/Disabled (}Enablsd

1ware Versian Mot reported

Log Configuration
Device Log  Disabled

Log Leve MNone

3. &bk, BEMARDERNT ¢
i. T # & SDK,
ii. SEI SDK Ak T, A B L5 WY HAL IREi%Y, @45 ProductID, Devicename 5-#5iE e, Hik
AIBE R Ao
iii. ARIESLFRAF5 TR T SDK IR IR A ImlEl fF, KR e ME—brRiRAvise, RSN, SR @5 MK
OTA £k,
iv. TEAE PR, R A I SE Y 18 i [ A B R S 2R 1 A
4. B AR RANR SR/ G VAR EIER, BB RIS L2k, BRI S mimdt TR, &
BN 5575 Ko
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@ ﬁﬁfﬁﬁ PN S
FE R A IAUE

O EHE] - 2021-11-10 11:04:33

=] =X

e =

VI IEAE B X F e B SINE, izt T, AP REEFER&ENSEMIT X, el LUAE—F= 5 FRYRT

Bk MEEIECEE A (ProductID + ProductSecret) , @it iFHE RKIKBULFIUEBEEH, HHIT5-FENE
HdmE,

i

===

R
HREERSTENIRE, BEERHARIEHT, TR % RIS TR

Create a device

Enable dynamic

Create a product

registration (optional)
Assign a ProductlD and a Enable "Dynamic Registration" on the If you don't enable automatic device
ProductSecret product details page, select whether to creation, you need to create a device
automatically create devices, and set on the platform in advance, and the
the maximum number of automatically device name will be verified in the
created devices cloud when the device is registered
.
Activate the device Register the Burn the device
for connection device firmware
Perform authentication according to The device carries ProductlD, Burn the same ProductlD and
the device configuration information ProductSecret, and Devicename and ProductSecret for each device
obtained during registration to registers with the cloud to request a
complete the device connection device certificate or device key

TRV IR

18 PIMEETER R, QU 5, BAREESE sk kS,
2. T‘ﬁnuliélﬁj\ﬁ}az:i}?&fﬂﬂﬁ% RS HatldRe, HikiE AN E LR,
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@ ﬁﬁfﬁﬁ YIRS

e
AT BRI TAIE N ANEEE L Bug, rFoimZBARSEIERE ) SRS 2 %%, AR T )
G, BUIORE SIS LR,

Product Settings Devices Permissions Message Queues

Basic Information
ame prod2
e General
Authentication Method  Certificate
JSON
ot Description Mot entered
CA Certificate Tencent Cloud certificate  Download

Enabled/Disabled ) (}Enabled

Dynamic Registration Configuration (7)

c Registration (:)

E R R R R R L N
Show

Auto-create Device (@ (}

svices (@ 10000 Edit

3.1 MRS (AIEHRIE)

o JHPRILUETERI GRS RO S, B0Ed = AP Gl e,
o HATEHANRIREKRSE, NRmIERSEMNRES —MERWRER RS EERmMAETER, BIERMAE
it ] SREUIME—FRIFAE S Devicename, A& IMEI 5. SN 5. MAC Hilk%E, (H TR TRARAIIFI 72 A

IR L BRI (bR ARSUERT] 5519 39477



@ HEI:HE YIRS

Add Device Batch Add

Device Mame Status Enabled/Disabled G ¥ Remarks

devl ‘:} Enabled

iv. WEE LR, BEARDEAT

1. T# &V SDK,

2. X SDK A & T2, IR&B(ERIREN HAL EREL, S ProductID, ProductSecret A1 Devicename %,
SDK HFFESIASTEMIIRE, BRI UL &8 A

3. ARMEI IR 5 T KRBT SDK H A & mlE f:, SN SME— RIRAVIE, R&ESSTEM. SPEEA. #iER
OTA I8k,

4, TEAFEIRTS, R RN SE A 5 2 v i B bRk R A,
v. REEM, & LEERNE, ZETEMESRIREOLF IR H,
vi. BRI IR L/ A 5B R RIERE, SRR EE L &IE Lk, RIS mumd TEdE R B,

TP S5 T Ko

IR L BRI (bR ARSUERT] 5520 39477
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@ IR RS
A FAZ L EH

B EE R @ 2021-08-20 16:27:32

Z i A

RSB FRHETN Productld #1 DeviceName [FIPEA AL http/https 1HK, ERBEORSEAT -

o TERAYURL A :
https://ap—-guangzhou.gateway.tencentdevices.com/device/register

http://ap-guangzhou.gateway.tencentdevices.com/device/register

o JERIT  Post

EHRBH
ST Ay e 31| fitik
Productld = string 7= 1d
DeviceName = string a2y i)
TiHe -
1 H 3 FF application/json &K,
TR
i HMAC-sha256 FiER & RICCHITE A, HEHEIES WS40 .
SA=PAIE 2
SRR g i fiih
Requestld String 1EK Id
Len Int64 X [A][1) Payload &
Payload String REIFRFENME R, @S I mR e, RS E AT AR A
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@ HEI:HE YIRS

iR -
NI FE 2R LA json #8501 Payload #5051 T AES %, BT base64 %, AES MIZEHE LN
CBC iz, %K E128, H! productSecret Bij1617, (R ENEKE161FRT0”,

J54f Payload A A :

key value Epan
IR,
encryptionType 1 o 1RRIEBIAIE

. 2FTREHIALE

psk 1239466501 Y, LSO ESTINERN A 2
clientCert - RAFFUEB AR BRI, S @IEEAOYIEBINIERN G S8
clientkey - RIS FREBEI, LI EEROYIERBINIERN G S8

AN IIANE
WRE

POST https://ap-guangzhou.gateway.tencentdevices.com/device/register
Content-Type: application/json

Host: ap-guangzhou.gateway.tencentdevices.com

X-TC-Algorithm: HmacSha256

X-TC-Timestamp: 1551****65

X-TC-Nonce: 5456

X-TC-Signature: 2230eefd229£582d8b1b891af7107b91597****07d778ab3738£756258d7652¢c
{"ProductId":"ASJ****GX", "DeviceName":"xyz"}

R [EE
{
"Response": {
"Len": 53,
"Payload": "031TO01DWAogFePDt71VuzZXuLzkUzbIhGOnvMzpAFtNgOjagyFNHVSostN19ztvhOuRx0
dMM/DMOWAXQCfL7jyA==",
"RequestId": "f4dadflf-d72e-40f1-****-349£c0072bal"

}
}
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@ HEI:HE PIREE (S

Payload EE#N T~

iR -
DU BHE AR TR A, EEEREAR, 1S ARIEERIE R EE,

1. Payload JFtaMN AN

s6FB3alBA/YYbcmSEL12XpeDVmONDcf1QgVD141RRbmmANFwQfplECAU50016mCOvY1JJ6V59yMA0gQs
iWphfTg==

2. Base64 fi#fd 5

b3a141ddad4103£6186dc992135d97a5e0d599034371£d508150£5e354516e69809¢5¢107e9d440
80bb93b4d7a9823af625249%9e95e7dc8celea904a25a985f4e

o FELEEH ¢ hzvfS5LF9S0isvBhDSauWMalIk

o MREGEIE . {"encryptionType":2, "psk":"1DZz6Uqt+I9EOwWW7rvDUs7Q=="}
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@ HEI:HE YIRS

B AN
B TFMQTTH A
KEFET TCP 1Y MQTT #& A

o IS E] © 2021-08-20 16:34:45

MQTT i
H BV NE S S MQTT SRR A GRA A ARANNY), BANHIGES I MQTT 3.1.1 Ry,

FIbRAE MQTT X5

1. X MQTT 1Y PUB, SUB. PING, PONG., CONNECT. DISCONNECT. UNSUB %#} 3,
2. X F¥ cleanSession,

3. 37 will, retain msg,

4. 37K QOS2,

MQTT &E, Z2FR
R TLSV1, TLSV1., TLSVI.2 iARRIMMCREN e 2R, Z2d0lE,

TOPIC &
BRI TR G, %5 TG R & A DT topic 2EHIRUR

1. ${productId}/${deviceName}/control 1],

2. ${productId}/${deviceName}/event K1,

3. ${productId}/${deviceName}/data ITFIMIK,

4. $shadow/operation/${productId}/${deviceName} K, B EIKRNIR type HKX5) : update/get, 57
A R 5 - SRS BRI R A

5. $shadow/operation/result/${productId}/${deviceName} 1T, I TURNER type KX 77 :
update/get/delta, type 4 update/get 73 A% I 5 #5521 SCRSHY B AR BRI ERY S SR U Pt restAPI &
U T E, ARG 1% topic ZARTHE, HH type 2 delta,

6. Sota/report/${productID}/${deviceName} K, & HiRMAE K TH, FHEHEEI L5,

7. Sota/update/${productID}/${deviceName} 1T}, EEFBER=HIITIIHEE.

MQTT # A
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A BT

MQTT WS B R A3 R AT SN A LE S P A,

Al EASEANT TR

Pk S

RERTARSE B SRy sl — A5 W AR

Connectiit XS %

« KeepAlive | (REFERZAIIN TR, HUETEEIN0
HEIEIR PR R, WSR-S R 52 -
« Clientld : ${productld}${deviceName}, =&
UserName . S${productId}${deviceNam«
FEE W T S ETF MQTT BB ZINERE ATES |
« PassWord : 14 (F[IREEME) .

« KeepAlive : fREHZERZIIIN TR, HUETEREIN0
o Clientld : ${productld}${deviceName} ;

UserName . ${productId}${deviceNam«
TEE T X ET MQTT WS ZINIEE ATES
o PassWord : ##5, EEW T XHET MQT

KAUEFINER RS2 AR A2 IEER PassWord #8773 T50E, IEHIAIER PassWord &575 A HEEAT =

BAONEA RS Kim
MQTT ARG esiEEHIbE, T MNELFE A -
${productld}.iotcloud.tencentdevices.com,

RTINS X ${productldy N ESEL, HPFREAA

EHIAE =

IERIA HEP= N BB AR 5 1D, 1A
1A17RZR3XX.iotcloud.tencentdevices.com ;
Ul . 8883

PN MQTT ARG SR IE S UEHINIE—2Y ; U

ZEHINIE )
1:1883

PiRA -

{H,

IERFINERE#EATES]

YU F-5 R A TLS 75 SORMR IR I s L BRI Ay 2 a2t IR RIS HEAN, REENEBRSEIES, %HS
CAIE R X2 G, WKELF KeepAlive, Clientld, UserName, PassWord N%A CRAIMEHZI%E N SDK 5 R A
AR LT IKE, SDK AIER&EEBEINER) o B&RUEBIAEN MY URL GESERA KIGH)  FEINIESL
i, @2 5 &% MattConnect S BIATSERGE IR E T TCP 1Y MQTT # A,

EAZUNTR 5 N L]
VIBPAF- £ 3H HMAC-SHA256, HMAC-SHAT %57 5k TR BHHA/L MBS 0. 3354 7 s AR P

FUFARANT

1. B Sk WIEIE G PER o IERTEESIA Q= . I s. HIREUR & %4,
2. IR IR N EIS 2 A % username FE%, username FEAEANT

username FEAIMEIN :
S{productId}S${deviceName}; ${sdkappid}; S{connid}; ${expiry}
IR sy LR, HIFRENIHERS,

RN R @ BRI R (sd) ARTERH]
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https://console.tencentcloud.com/iotcloud
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H & FBa AT .
o productld : =/ ID,
o deviceName : &%,
o sdkappid : [EEH#E12010126,
o connid @ —/RHENLFAFE
o expiry : ZRFHIARIH, M197041H1H00:00:00 UTC BHHZESFEN UTF8 FAFH
3. H base64 X & &% HIH TR 2R a2 8 raw_key,
4. 3B A raw_key, ifidt HMAC-SHA1 50 HMAC-SHA256 %% username A2 al—Hi %, fAiFR
Token,
5. IR IRYIEENES 2 R4 iR password F-E%, password FEAG AN -

password TERE N -
S{token};hmac B
HA hmac BHHEFEREES P HBINMHERE, AIENESA hmacsha256 fl hmacshal,

TERXIR, P AR £ Python, Java, Nodejs. JavaScript #l1 C fRRS/RHFIGIT -
Python {{RSA :

#!/usr/bin/python

# —*— coding: UTF-8 —*-

import base64

import hashlib

import hmac

import random

import string

import time

import sys

# ARG E R ENIBEN 1

def RandomConnid(length) :

return ''.join(random.choice(string.ascii_uppercase + string.digits) for _ in ra
nge (length))

# ARG8T 5 75 5 S5

def IotHmac (productID, devicename, devicePsk) :
# 1. 2B connid N—THEWIFHFE, T8 EENMIH
connid = RandomConnid(5)

# 2. TN, ZoRELEIRIRE, MEZT1970FE1H1H 00:00:00 UTC WEIESREHY UTFS

FIF

expiry = int (time.time()) + 60 * 60

# 3. EpE MOTT WY clientid BBz, 15%zCH S{productid}S{devicename}

clientid = "{}{}".format (productID, devicename)

# 4. LB MOTT WY username BEB77, 152CH S{clientid};S{sdkappid};S{connid}; S{expiry}
username = "{};12010126;{};{}".format (clientid, connid, expiry)

# 5. X/ username #1785, “Mtoken
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secret_key = devicePsk.encode('utf-8') # convert to bytes

data_to_sign = username.encode ('utf-8') # convert to bytes

secret_key = base64.b64decode (secret_key) # this is still bytes

token = hmac.new (secret_key, data_to_sign, digestmod=hashlib.sha256) .hexdigest ()

# 6. WRIGVHKWEE FEMNEK password FE

password = "{};{}".format (token, "hmacsha256")
return {

"clientid" : clientid,

"username" : username,

"password" : password

¥

if _ name_ == '"__ _main_ ':

print (IotHmac (sys.argv[1l], sys.argv[2], sys.argv[3]))

1% LR AL RIES] lotHmac.py, BT FEAIAHSEIRT, X "YOUR_PRODUCTID", "YOUR_DEVICENAME"
AI"YOUR_PSK" BEEELFROIE IS ™M ID, EHIAIESEEH,

python3 IotHmac.py "YOUR_PRODUCTID" "YOUR_DEVICENAME" "YOUR_PSK"
Java fXHg A -

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;

import java.util.*;

public class IotHmac {

public static void main (String[] args) throws Exception {

System.out.println (IotHmac ("YOUR_PRODUCTID", "YOUR_DEVICENAME", "YOUR_PSK")) ;

¥

public static Map<string, string=""> IotHmac (String productID, String devicenam
e, String

devicePsk) throws Exception {

final Base64.Decoder decoder = Base64.getDecoder();

//1. £ connid N—TBEVIFIFH, 7518 EENE

String connid = HMACSHA256.getRandomString2 (5);

/2. LRGSR, 2R Bn intE, ME2C1970F1H1H 00:00:00 UTCc HHIESFENT UTFS
FIHIH

Long expiry = Calendar.getInstance().getTimeInMillis () /1000 +600;

//3. R MOTT HY clientid E547, 15204 S{productid}S${devicename}

String clientid = productID+devicename;

//4. EpE MOTT Y username #2577, 150K S{clientid};S{sdkappid};S{connid}; S{expiry}
String username = clientid+";"+"12010126; "+connid+"; "+texpiry;

//5. X username M{7EH, 4#Mhtoken, WRIBEVGIEEFEMNEK password FE

String password = HMACSHA256.getSignature (username.getBytes (), decoder.decode (de
vicePsk)) + ";hmacsha256";

Map<string,string> map = new HashMapé&lt; &gt; ();

map.put ("clientid",clientid) ;

map.put ("username", username) ;

IR L BRI (bR ARSUERT] 5527 39477



@ HEI:HE YIRS

map.put ("password", password) ;

return map;

}

public static class HMACSHA256 {

private static final String HMAC_SHA256 = "HmacSHA256";
/**

*

* @param data TFIIZEHIEE

* @param key WIZEANEH T key

* @return EHK1 6 FIGRAEHTFIFE

*/

public static String getSignature (byte[] data, byte[] key) {
try {

SecretKeySpec signingKey = new SecretKeySpec (key, HMAC_SHA256);
Mac mac = Mac.getInstance (HMAC_SHA256) ;

mac.init (signingKey) ;

byte[] rawHmac = mac.doFinal (data) ;

return bytesToHexString (rawHmac) ;

}catch (Exception e) {

e.printStackTrace () ;

}

return null;

}

/*7('

« byte [ ] BARHN 1 IR EIFE

*

« @param bytes TEHEHUFEIMA

* @return FEHIZER

74

private static String bytesToHexString (byte[] bytes) {
StringBuilder sb = new StringBuilder();

for (int i = 0; i &lt; bytes.length; i++) {

String hex = Integer.toHexString (0xFF &amp; bytes[i]);
if (hex.length() == 1) {

sb.append ('0") ;

¥

sb.append (hex) ;

¥

return sb.toString();

}

public static String getRandomString2 (int length) {
Random random = new Random () ;

StringBuffer sb = new StringBuffer();

for (int i = 0; i &lt; length; i++) {

int number = random.nextInt (3);

long result = 0;
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switch (number) {

case 0:

result = Math.round (Math.random() * 25 + 65);
sb.append (String.valueOf ( (char) result));
break;

case 1:

result = Math.round (Math.random() * 25 + 97);
sb.append (String.valueOf ( (char) result));
break;

case 2:

sb.append (String.valueOf (new Random () .nextInt (10)));
break;

¥

¥

return sb.toString();

¥

}

}

Nodejs 1 JavaScript fRLH :

// THEIHAnoded | A G, MiEasiyig, EHXINETT AT A crypto-s/E

const crypto = require('crypto-js')

/) THERERIECHI %

const randomString = (len) =&gt; {
len = len || 32;
var chars = 'ABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789"';
var maxPos = chars.length;
var pwd = '';

for (let i = 0; i &lt; len; i++) {
pwd += chars.charAt (Math.floor (Math.random() * maxPos));
}

return pwd;

}

/) FBErGiA, REHANREZEH

const productId = 'YOUR_PRODUCTID';
const deviceName = 'YOUR_DEVICENAME';
const devicePsk = 'YOUR_PSK';

// 1. B connid A—TPKEVIFHFE, FlE)EEEN &

const connid = randomString(5);

/) 2. BT IR, ZE RSB I E, M4EoT1 9701 H1H 00:00:00 UTCc MHEIESRENET UTFS
FHH

const expiry = Math.round (new Date () .getTime () / 1000) + 3600 * 24;

// 3. K MOTT HY clientid B, #5304 S${productid}${devicename}
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const clientId = productId + deviceName;

// 4. ‘EpE MOTT HY username ﬁ;ﬁ; #=Ch S{clientid};S{sdkappid};S{connid};S{expir
v}

const userName = " ${clientId};12010126;S${connid}; ${expiry} ;

//5. X username 1785, “£Mitoken, RIBYBIEISFEMINEK password FEE

const rawKey = crypto.enc.Base64.parse (devicePsk); // WK&EH I Trase 6471
const token = crypto.HmacSHA256 (userName, rawKey) ;

const password = token.toString(crypto.enc.Hex) + ";hmacsha256";
console.log( userName:${userName}\npassword:${password} ) ;

CIESMRIEAIT -

WiB
IR E TEZ X T CIESRIENE, HHEES I TR TH,

#include "limits.h"
#include <stdint.h>
#include <stdio.h>

#include <stdlib.h>

#include "HAL_Platform.h"
#include "utils_base64.h"
#include "utils_hmac.h"

/* Max size of base64 encoded PSK = 64, after decode: 64/4*3 = 48%*/
#define DECODE_PSK_LENGTH 48

/* MAX valid time when connect to MQTT server. 0: always valid */
/* Use this only if the device has accurate UTC time. Otherwise, set to 0 */
#define MAX_ACCESS_EXPIRE_TIMEOUT (O0)

/* Max size of conn Id */
#define MAX_CONN_ID LEN (6)

/* IoT C-SDK APPID */

#define QCLOUD_IOT_DEVICE_SDK_APPID "21****(0g"

#define QCLOUD_IOT_DEVICE_SDK_APPID LEN (sizeof (QCLOUD_IOT DEVICE_SDK_APPID) -
1)

static void HexDump (char *pData, uintlé_t len)
{

int i;
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for (i = 0; i &lt; len; i++) |

HAL_Printf ("0x%02.2x ", (unsigned char)pDatal[i]);
I3

HAL_Printf ("\n");

I3

static void get_next_conn_id(char *conn_id)

{

int i;

srand ( (unsigned) HAL_GetTimeMs ()) ;

for (i = 0; i &lt; MAX CONN_ID LEN - 1; i++) {
int flag = rand() % 3;

switch (flag) {

case 0:

conn_id[1i] (rand () % 26) + 'a';

break;

case 1:

conn_id[i] = (rand() % 26) + 'A';
break;

case 2:

conn_id[i] (rand() % 10) + '0';
break;

}
}

conn_id[MAX_CONN_ID_LEN - 1] = '\0';
b

int main (int argc, char **argv)
{

char *product_id = NULL;

char *device_name = NULL;

char *device_secret = NULL;
char *username = NULL;
int username_len = 0;

char conn_id[MAX_CONN_ID_LEN];

char password[51] = {0};

char username_sign[41] = {0};

char psk_base64decode [DECODE_PSK_LENGTH] ;

size_t psk_base64decode_len = 0;
long cur_timestamp = O;
if (argc !'= 4) {
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HAL_Printf ("please ./gcloud-mgtt-sign product_id device_name device_secret\r\n")
7
return -1;

}

product_id = argv[1l];
device_name = argv[2];

device_secret = argv[3];

/* first device secret baseé64 decode */

gcloud_iot_utils_base64decode ( (unsigned char *)psk_base64decode, DECODE_PSK_LENG
TH, &amp;psk_base64decode_len,

(unsigned char *)device_secret, strlen(device_secret));

HAL_Printf ("device_secret base64 decode:");

HexDump (psk_base64decode, psk_baseb4decode_len);

/* second create mqtt username

* [productdevicename; appid; randomconnid; timestamp] */

cur_timestamp = HAL_Timer_current_sec() + MAX_ACCESS_EXPIRE_TIMEOUT / 1000;
if (cur_timestamp &lt;= 0 || MAX_ACCESS_EXPIRE_TIMEOUT &lt;= 0) {
cur_timestamp = LONG_MAX;

}

// 20 for timestampe length &amp; delimiter

username_len = strlen(product_id) + strlen(device_name) + QCLOUD_IOT_DEVICE_SDK_
APPID_LEN + MAX_ CONN_ID_LEN + 20;

username = (char *)HAL_Malloc (username_len) ;

if (username == NULL) {

HAL Printf("malloc username failed!\r\n");

return -1;

}

get_next_conn_id(conn_id);
HAL_Snprintf (username, username_len, "%s%s;%s;%s;%1d", product_id, device_name,
QCLOUD_IOT_DEVICE_SDK_APPID,

conn_id, cur_timestamp);

/* third use psk_base64decode hamc_shal calc mgtt username sign crate mqgtt
* password */
utils_hmac_shal (username, strlen (username), username_sign, psk_baset64decode, psk

_base6d4decode_len) ;

HAL_Printf ("username sign: %$s\r\n", username_sign);
HAL_Snprintf (password, 51, "%s;hmacshal", username_sign);

HAL_Printf ("Client ID: %s%s\r\n", product_id, device_name);
HAL_Printf ("username : %$s\r\n", username);

HAL_Printf ("password : %s\r\n", password);

RN R @ BRI R (sd) ARTERH] 532 39417



@ HEI:HE YIRS

HAL_Free (username) ;

return 0;

}

6. B2t LA RS EEE AN BT MQTT connect i 3CH1,

7. FF clientid FEHAZ] MQTT ¥ clientid 7B,

8. If username E A Z| MQTT Y username FE&,

9. ¥ password A Z| MQTT Y password FE%, FIZHINERES 535 40 & 2% MattConnect {8 2 ENRT 2 A EY)
LI RN
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5 ET WebSocket i MQTT ## A

T TN E] ¢ 2021-08-20 16:36:10

MQTT-WebSocket #iR

PRI 55T WebSocket B MQTT JiifE, %75 AILATE WebSocket HHXHYZAtZ B MQTT Hr3GHATIHE
&k, AT T D0 Ve A B ] USRI G- F-158 M G- B I & 2 IR I BUEIE S . RIS WebSocket SR
443/80% 1, THE LRI AT UZEE R 2P K o

MQTT-WebSocket # A

HF MQTT-WebSocket 15 MQTT-TCP WM& E 2R T MQTT AT H RN E K, FrLUXMFNAE MQTT
BASH AR, KAFEEET MQTT EEA MR, BHINERIEE R WS 195 20T A, IF
FINUERYIR AR WSS 1945 = $E A, Bl WS+TLS,

MEFINERFEALES]

1. FEIES, REAHEF X
EEEL  TTNBUREEERE, ${ProductId}.ap-guangzhou.iothub.tencentdevices.com:443 ,
Hrh ${Productld} N EESE™ M 1D,
3. MQTT EHESEILE
EESHIRES MQTT-TCP AN —, BMERIESI & hh T TCP 1Y MQTT #2 A SXAHHY MQTT # A%
T,

UserName: $S{productid}${devicename}; ${sdkappid}; ${connid}; ${expiry}
PassWord: &, (AJIZELEH)
ClientId:S${ProductId}S${DeviceName}

KeepAlive : fREFHEFENINE, BUETEE N0 - 900s

EBEHNEREEALES

1. PREGR A E .

2. I MRS FEERE,  ${ProductId}.ap-guangzhou.iothub.tencentdevices.com:80 , H
H ${Productld} FvZE&EZSE™ i 1D,

3. MQTT EHESHILIE
ERZEORE S MQTT-TCP #2 AN —3, BMRERIES I ek TCP 1Y MQTT #2 A XHF IR S A
a9 1T,
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UserName: ${productid}${devicename}; ${sdkappid}; ${connid}; ${expiry}
PassWord:${token}; hmac BLHIE

ClientId:${ProductId}${DeviceName}

KeepAlive: REHEZAYI R, HUETEEI N0 - 900s
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MQTT FAERTE

B TR @ 2021-08-20 16:38:15
VIR E S MQTT B V3.1.1 iitds, RIS QOS0 5 QOS1 MRS R ESESR (R37FF Q0S2) , #

MQTT AR, AIRFIREIIT RS RO S AR RIEIIT FHE REESEHRX EAN Al E 2T =
i, FHERGETE S AR BRI T H R

K Im Al MQTT FAERTE

WEIEZ YIS, P Connect JE# SCn 284 LR 47 #Y CleanSession ARG 2 IE N0, VWK E(E IR HE
EIEREN R P R IRAT Clientld AR STEIRSEATHINT, 5 S 705%E RTENPRF 2 03— MR A RS,
EFEEEDIENET EANSTEHERTEIR,

PR %) 1 i 1. 15

AR A 1% Connect IR 2 I, VIBcME S 2K [E] Connack )32, 1R CHEIEZMEIARENL SessionPresent HH, 3%
BHYIEX V@S 2 7 B e S S R N I & P bR IR T IT B.  22TEIR S, SessionPresent JHOZRRA QI L2 E 22
I, RENEEEREV2THIRA, SessionPresent 13RAHE Q@ 54214 218,

o WEIRINER )G, FHEATERAMERTE, WPEKNEE 2R F0EF QOST IHEMIARMIAN QOST HEX
RFN A i

o WEIMINERZ )G, GAIE CHIRATERTE, VIBWEE NS RIS IIT RIS, HHEREEAN NS
EITFH QOST (helid QOS0) THEMATIF M, WaEHR LN R FIE1Y QOS1 IHEMNARMIAN QOST IHE
RIBEINE 7 Uit

iR -

o VIHRINIEE & A TFIER QOST THEIN RA%IH500msHY RIFR KR T &,
o AFRAMERIGEHREME QOS1 HE, FEHERIRERZ 1505, REFHE24/N,

KA MQTT £ AMERTE
AR % 0 MQTT AL R,

o REIERYIEXNEEN, I Connect IEHR S A]ZE R L 47 # CleanSession Fri (i & 91,
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o EEMTREERNN R 24/, FEAMRIER B XML,

Wi
AW IZE R L &1 75 &% disconnect THERIZ #5815 BN SERI M HERE,
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ZFHE T CoAP#Z A

BT TN E] ¢ 2021-08-20 16:39:48

H RITPIER @ (5 > CoAP FRAEFMRZ A BARMMIGEZ UL RFC7252 BlsAs,

FIFRHE CoAP X7l

1. BTAHFS AR LR, 5 SDK HO(E R EESImmEE.,
2. >X¥% POST J7i%, A3Z## GET/PUT/DELETE J5i%,
CoAP j&iH, ZEFENR

1. 3Ff DTLS WIMMCKREN & 2%, KeglE.
2. XFFIERS PRI,

HAZH

1. RS asHtl 2y« TR EE A, ${Productld}.iotcloud.tencentdevices.com, XM ${Productld} WZESK,
PRGN B B4R Y= i 1D
2. ERRIIN ¢ 5684

URI 7T

CoAP JH R & EE| URI, URIBIHETH /S${productId}/${deviceName}/xxx , productld NFEFEHIETEMEY
7= ID, deviceName & productld 7= & F YR #& 2 FR.

BNEOL T Q™ G, %5 T RrE R HA LT Topic ZERIANER

1. ${productId}/${deviceName}/event KT,
2. ${productId}/${deviceName}/control I,

3. ${productId}/${deviceName}/data KRIMHIT,

HT URI 5 MQTT Topic XA,
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IREFFETHTTPEA

b N TE] © 2021-08-20 16:40:59

SR

e FIRIH A 7R Productld, DeviceName il TopicName [FSEE AR http/https B3R, 1ERE K IHH
SHRANT .

o TERAYURL A :
https://ap-guangzhou.gateway.tencentdevices.com/device/publish

http://ap-guangzhou.gateway.tencentdevices.com/device/publish

o 1EKAG : Post

HRBH

ZRAFR S S5 fifih

Productld = String 7= 1d

DeviceName pies String e e 2y

TopicName = String KATHIEN Topic £ F5

Payload B String RATTH BN

PayloadEncoding | 7 String ﬁﬁ‘ﬁ%\ﬂ’%ﬁ@o H Al A S ibaseb4dwit, MEBRIALRIFARITTHE
WA

Qos pies Integer  H/E Qos FZ

TiHe

B0 H 32 FF application/json &K,

TR

B RICOHEATE R 7 iR, ZHHINEREAH HMAC-sha256 Hik, IEFHINIEMEH RSA_SHA256 Hik, HHIEZMI
AT E
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TEREEBE
SRR g i fiih
Requestld String 1EK Id

NN
R

POST https://ap—-guangzhou.gateway.tencentdevices.com/device/publish

Content-Type: application/json

Host: ap-guangzhou.gateway.tencentdevices.com

X-TC-Algorithm: HmacSha256

X-TC-Timestamp: 155****065

X-TC-Nonce: 5456

X-TC-Signature: 2230eefd229£582d8b1b891af7107b915972407****78ab3738£756258d7652¢c
{"DeviceName" :"AAAAAA", "Payload":"123", "ProductId" :"G8N****AHRBR", "Qos":1, "TopicNam
e":"G8N****AHB/AAAAAA/data"}

EEE

{

"Response": {

"RequestId": "f4dad4flf-d72e-40f1-****-349fc0072bal"
}

}
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ol N E]  2022-02-22 11:36:58

H Al 10T Hub Y7k MIE(E SCRHZ AR -

] Ay

S MESPNLi
FEEZRH (5 ElL)
FRIHHER (R )
REER (24)

MQTT & A4

I

China Mainland

U.S East (Virginia)
Central Europe (Frankfurt)

Southeast Asia Pacific (Bangkok)

AE AN, FH P TR R SRR AT iR 55 i

HuIs

S MESPNLi
EEZRE (b5 Er)
FRIM R (R Ae)
RElER (24)

CoAP # A4

4

${productid}.iotcloud.tencentdevices.com
${productid}.us-east.iotcloud.tencentdevices.com
${productid}.europe.iothub.tencentdevices.com

${productid}.ap-bangkok.iothub.tencentdevices.com

BEE A, P A AR TR SRR AL T IR 55 de it -

s
S MESPNLi
FEEZRH (5 Elr)

FRIH AR (=5 )

w4
${productid}.iotcloud.tencentdevices.com
${productid}.us-east.iotcloud.tencentdevices.com

${productid}.europe.iothub.tencentdevices.com
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gk e

RETKR (28) ${productid}.ap-bangkok.iothub.tencentdevices.com
HTTP $2 Al8#
WAREEAN, Al ARYE TR KOG B AN T ARSS A ik

Hisdsk e

Hh K i ap-guangzhou.gateway.tencentdevices.com

EERE (GB5EEI) us-east.gateway.tencentdevices.com

BRI AR (=25 tm) europe.gateway.tencentdevices.com

RER (28) ap-bangkok.gateway.tencentdevices.com

RN R @ BRI R (sd) ARTERH] 42 39477
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E T ] ¢ 2021-09-10 10:44:38

B4k
VIR IIE S P B IRIE R S I REMERT AR R & 0 AN T e (BT or2e)

o EERE | HRE NP, —MONREAS BFEACFAR NS, 5B EN K IREEA A
e
o WIRBE | HSSREAIERIE AT, H B A5 7RI AR e,

HRIE =

R TR EASIEBE B A LUK ISR 6, AT AAHII X% R I0gs, PRI % A 5 S T0RE, (RFRIZE A
VIBRIEIE T A, X T R AN A SR A T4, 2% A TR A T AU T IO E SRR e, I LIRS
TN KT, SEBLFAR T4 R S b,

AT

o PRI AYBNEEEEN ARG HBERE N, BRAISILIEEE A, WXE&EEA 2GR — R
T Fisss L/ Tk, BHEE 7RG 2RI R,
o TIREMIR AT W KA RN, TIREm W &S5 B HINIE 2 J5 B a] KD A Bmiife INIES 57
NLUT PFf
o WEBFEHLN
K ARE IR HR IR B H, HAERTFREHEZELH, HWNXAES R FREHAESHHEE, R
IR TE RS IR
o FEMREHLN
W K IREX 1 & 19 Productkey (F=fh355H) |, FHAERZES, W EMAES ARSI ASTEME R, WUERMRINZ 5
AR e 7% % 1 DeviceCert 8¢ DeviceSecret, W R MILAER FIREHEZHE, HAFEA LIRS
EZHHBE R, WUERYZ G ENTE IR Ao

RN R @ BRI R (sd) ARTERH] 5543 39477
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@ A (S
I KRR ER

ol N E] 0 2021-09-10 10:44:38

PIREBER

W kI g, whid G RmiBdEEE, NH TSI THE SRR ERIE, SCIHSEIREFA A TR
Topic :

o BB LAT Topic FHFKEA) : Sgateway/operation/${productid}/${devicename}

o BHETAT Topic (FHFITIH) : Sgateway/operation/result/${productid}/${devicename}

REV

5% 2RI A, A LOBEBEE_ BT Topic 16 RAMIIEM TR & Z MERF KR, SKBIHNE 7S, 1HRMINZ
JG, Uil B8R TT Topic iRl FIEEHISRERE R

W 5K 202 - B i SR B =X

{

"type" : "bind" ,

"payload": {

"devices": [

{

"product_id": "CECS****G7",
"device_name": "****xegy",
"signature": "signature",

"random": 121213,
"timestamp": 1589786839,

"signmethod": "hmacsha256",
"authtype": "psk"
}
]
}
¥
RS :
2R i filisdh
type String W XRIEERA, 4E FIR&EHIUES © bind

payload.devices  Array TREGENTIR—EINR

product_id String  FIR&HID

RN R @ BRI R (sd) ARTERH] 544 39477



A BT

ZH g
device_name String
signature String
random Int
timestamp Int
signmethod String
authtype String

PR Kk 0 - 18 i 7 25 A X

{

VIR E (S

i
TREHN

TIREHEEHH, SHEIEK .

1.5, R 1D RS, BENLEL, IR

eI text=${product_id}${device_name}; ${random}; ${expiration_-
2. [ Psk #4H, BCEIUERMY Shat fi%E, #1784 ¢ sign =

hmac_shal (device_secret, text)
BEHLEL

IFERL, A7 F

B FEP, SZHF hmacshal. hmacsha256
A,

o psk : [HEHEE psk HITES
o certificate : IS NHILTEYL

"type" : "bind",
"payload": {
"devices": [
{
"product_id": "CECS****G7",
"device_name": "**F*Fey",
"result": -1
}
]
I3
}
e 5, Z 4 RH
SR Rl i
type String N TH R, S TIRAHEUEDY ¢ bind
payload.devices Array ZYENTIREIIR
product_id String FIE M ID
device_name String T/

RN R @ BRI R (sd) ARTERH] 5545 19477



EHBAT

S e PN
result Int FIBIELER, BEMEREITR
R

VIR E (S

5% SERIf IR A, A LUEE AR E1T Topic 16 RV EN Fi&e 2 AR KR, TEREINZIE, RimEdEEE T

1T Topic i [A] ¥R & I RHHE R

W K - B a1 SR s =X

{

"type": "unbind",
"payload": {
"devices": [
{
"product_id": "CEFCS****G7",
"device_name": "***xegy"
}
]
}
}
TERSELRA -
S e il b
type String PR K IE R, RIS EUE R -
payload.devices Array R TR YFR
product id String T ID
device_name String T

[WR 5% fg - 15 e . Al X

{

"type": "bind",

"payload": {

"devices": [

{

"product_id": "CECS****G7",
"device_name": "****xegy",

"result": -1

RN R @ BRI R (sd) ARTERH]
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@ HEI:HE YIRS

2 52 =

M B SRR
ZH g i fitik
type String WK TH R, MRYETIZEEEN ¢ unbind
payload.devices Array B RY IR IR
product _id String T~ ID
device_name String TIREHHD
result Int TIREGESE R, UL FH1R
R RR

PR %A% S, FILUE % Topic E171E K& T I &R X R,
BHE 1T Topic © Sgateway/operation/${productid}/${devicename}

BAET1TTopic © Sgateway/operation/result/${productid}/${devicename}

W % A 7- R aihdh K SR IE SR BEE K

{

"type": "describe_sub_devices"
}
THRSE
T fifih
type String WX THEIEE, EIRTFIREIUEN | describe_sub_devices

N 5% i) 1 I A Hh AT K SR R A X

{

"type": "describe_sub_devices",
"payload": {

"devices": [

{

"product_id": "XKFA****LX",

RN R @ BRI R (sd) ARTERH] 5547 39477



A BT

"device_name":

b
{
"product_id":

"device_name":

b

{
"product_id":

"device_name":

}o
{
"product_id":

"device_name":

|
{
"product_id":

"device_name":

b

]

b

¥
W 5 A
2R

type
payload.devices

product_id

device_name

b RRZEL

WK ITURY A,  A] LU X Topic 1T HF-6 X Fi& & 1T X Rk,

"20GDy 7TWs8mG****YUe"

"XKEA*X***TLX",
"5gcEHg3Yuvm* ***2p8"

"XKFA****LX",
"hmIjQOgEFCE****F5X"

"XKEFA****LX",
"x9pVpmdRmMET * * * *mkM"

"XKEA****LX",

"zmHv606n4G3****Bgh"
g 3| filid
String X E2ER, & TS EUEN
Array W KSR E T i1
String TR 1D
String FIRELIR

VIR E (S

describe_sub_devices

BHE T1T Topic :  $gateway/operation/result/${productid}/${devicename}

TIREWIEBRS, WRRHIE TR &I KR, B AT

{

"type": "change",

"payload": {
"status": O,
"devices": [

{

//0-fB4S 1-98E

RN R @ BRI R (sd) ARTERH]
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"product_id": "CEFCS****G7",

"device_name": "***key",

}
]
I3
}
TESRSEOH P
SR g i EHpUN
type String WK TH R, ¥ KR LHUE S
FFh KR TLIRES,
status Int o 0 fi#4h
o 1:4E
payload.devices Array W K 4 B F 1% 55 5113
product_id String T ID
device_name String TR
WSl R, BAEsg X -
{
"type": "change",
"result": O
}
Wil B 24805 B
S8 e il R
type String PR IH R, $hih X RZ(LEE Y © change
result Int PR 5K M 17 Ab PR SR
HIEG
IR EHPUN
0 %]
-1 W & %8 ARG E % I8

RN R @ BRI R (sd) ARTERH]
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EHBAT

IR
-2
801
802
803
804
805
806
807
808
809

810

11PN
ROUEIR, TR EEaFE TR
THRSEHIR

REHIEE, BEREIFE
BRI RIY

B ITEAS
BHTERETH

I CRIEE
IR N REMRAPE
ATCVFIIRAE

HEHE

SR TR
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@ A PN (5
R FIZsE LTk

el T E] ¢ 2021-09-18 17:01:59

PIRERBER

WX RTURYIL S, ALE 5 sl BdEEE, REE TR &EHIT LS TEIRIE, HRIsErT - 21 Topic 5
W % IR E B Topic —2 ¢

o BB AT Topic FHFKEA) : Sgateway/operation/${productid}/${devicename}

o BHETAT Topic (HFITH) : Sgateway/operation/result/${productid}/${devicename}

RETBE L

%R A, AILOEEBIE_ BT Topic B FIR& B4, WERMNZE, mimdEd@dE F1T Topic X [E] 1Y
ERERAER.

W 5% ACHE 7 15 B R BERE L
{

"type": "online",

"payload": {

"devices": [

{

"product_id": "CFCSQ5EAGT",
"device_name": "onlinedev00"

}
]
}
}
(AWLES o M ut 2 L IR €117 [ Fa W

{
"type": "online",
"payload": {

"devices": |

{

"product_id": "CFCSQS5EAG7",
"device_name": "onlinedevOO0O",

"result":0

}
]
}
}
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A BT

TERZEA

FH Hem
type String
payload.devices Array
product_id String
device_name String
M B 2 R Y

T HAY
type String
payload.devices Array
product_id String
device_name String
result Int
REFREF TR

%R A, AT LOEEEERE BT Topic
R TR,

N 56 OB i A T ki SR B s X

{

"type": "offline",

"payload": {

"devices": |

{

"product_id": "CFCSQS5EAG7",
"device name": "offlinedevOO"

}
]
4
}
RPEF IR e T Ll s =X

RN R @ BRI R (sd) ARTERH]

i

WK TH RS, AP iR e BEEUED -

i L& TR SR
FIRAT 0 1D

TIREHI

EHBUN

WX TH RS, AP TR as BEIUED -

T B TR
FIRET 4 1D
TR

TR LR, BRI T #

RE7IRE T THREINZIE, R

Pk S

online

online

W EEE N T Topic iR A AT
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EHBAT

{

"type": "offline",

"payload": {

"devices": [

{

"product_id": "CFCSQ5EAG7",

"device_name": "offlinedevO00",

"result":-1

s

]

s

I
TESRSEOH P

FE g i EpaN

type String WK TH R, RIS T&RIUED ¢
payload.devices Array TR T &I FIL&EYIE

product_id String FIE 0 ID

device_name String T
e B S5

FE i EipUN

type String T B, AR as TEEUE DY
payload.devices Array R T L FiRsIR

product_id String FIE 0 ID

device name String T

result Int TR AR, BREREITR
IR

RS EpaN

0 D%

-1 W R ILEEARYEE 1% TS
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EHBAT

FHIRA
-2

801
802

810

11PN
ROUEIR, FIRE E&aFE TERKRIK
THRSEGIR

REHIEE, BEREIFE
AR TR
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B I8 AT AT ]

ol N E] © 2021-10-25 10:43:58

YIREMED

W%k 2T g, ALEN S Rimiv RS, EH T IR&E AT HHE.

GIEE=S e

RATHINT FIHEZ |, ES I N OC ad AR] A I b2k, BTGRP A L4k,

RATHIT FTH R

W % & r] DU IR & 1 Topic iR, RFIREEITHRCRIE R
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@ A VIS
TR EF A

Bl A © 2021-09-10 10:44:38

HRIE =

LWk TR EHIRERE TR EE E AN, 7IR& A LUET &S E M THRIR S POs R TR AT+

SCER B
B THRAE R, T2 W K AT R A T M Topic RECIME RimANEE, 41 TEFUR

Cloud (OTA service)

Report the version number, download
progress, and update status

> Sota/report/S{productlD}/S{deviceName}

Send a firmware update message ‘
< Sotafupdate/${productiD}/${deviceName}

ARBIAHESANT

Sota/report/S${productID}/S${deviceName}

RAT&AfM (B17) HE, B&LIRRAS R TE. SRR R
Sota/update/S${productID}/${deviceName}

RFiTHE (F17) #HE, BEZERBHNAHRHER

ES (VY

PUMQTT Nffll, FIR&SHIFHIGRAREAN T AR

IR L BRI (bR ARSUERT] 5556 19417



A BT

iR -

E TR BAIRED IR, HEIRIES W RS BT

1. The gateway gets the
version of the sub—device

v

Download the sub—
device firmware over
the HTTPS protocol

7. The gateway
downloads the firmware

The sub- ’ to the sub-device
device A
upgrades 8. Sub-device
the upgrade is completed N
firmware 14

The gateway gets the
sub-device version

2. The gateway reports the
version to the backend on
behalf of the sub—device

v

5. Send a sub-device
firmware upgrade message
to the gateway

6. The gateway reports
the download start on
behalf of the sub—device

The gateway reports the
download progress on
behalf of the sub-device

v

The gateway reports the
download progress on
behalf of the sub—device

v

9. The gateway compares the
version number of the sub-device N

v

IR L BRI (bR ARSUERT]

L
The gateway reports the upgrade
success on behalf of the sub-device

1]

PR (S

3. Upload the firmware in the consol
d
b |

F N

4. Initiate a firmware
upgrade request to the sub—
device in the console

The console displays
the sub—device
download progress

The console displays that the
sub-device upgrade succeeds

»
1 4
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@ ﬁﬁfﬁﬁ YIRS

HEEE

| EE S

RITEHN A 0 2021-10-26 15:22:44
Tae b

PIERIE S A TREE 1T @ S Topic, MRS AELIAMS #HEE AP &AG T H&IHE, [F—r& FITH 7T #% Topic
MITELIR & AT IREN IR 55 dmidd | 1% Topic &AM 1 TH R

airConditionert [—— ] ¢ Message

£ ke
CHED)
message Call PublishBroadcastMessage

airConditioner? [ —= ) J ;

W message
; . E message
airConditioner3

W * lotHub Server

" #% Topic

[ #E@EEH) Topic WA © Sbroadcast/rxd/${ProductId}/${DeviceName} HH' ${ProductIid} 5
${DeviceName} fRFEEMRIYF=N ID FIEZFHIRIANE,

i EAN

REIAFEST Linux SEAF & C-SDK SEE A, FHEE BB AP| Explorer TESEAFENIEH, BARMERHZD
BT,

= el ey

GRGEA
o MPAEZSADZRRERABMEE TG, WFTEERSS & ATE R 228 15 & X — SRR 7R K A 22,

IR L BRI (bR ARSUERT] %558 19417
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@ HEI:HE YIRS

o %% 251EFPublishBroadcastMessaget% 1, fE&E/“fh ProductId M #&IHE Payload , &/ =il T FT
BT # Topic WIELIL M IENEENEN Payload I #EIHE

B> RIS
BSE 145 Hom ORI @227 5, FEARRAIEE airConditioner1, airConditioner2 22 N2 i1 45

BB TRBIRER (MEHINERE )

1. %% SDK
& CMakelLists.txt f{RLL T IEITTELE ©

set (BRUILD_TYPE "release™)
set (COMPILE_TOOLS "gcc")
PLATFORM "linux")

(
(
set (
(FEATURE_MQTT_COMM_ENABLED ON)
(
(
(
(

set
set (FEATURE_BROADCAST_ENABLED ON)
set (FEATURE_AUTH_MODE "KEY")

set (FEATURE_AUTH_WITH_NOTLS OFF)

set (FEATURE_DEBUG_DEV_INFO_USED OFF)

PUTIIA G

./cmake_build.sh
T broadcast_sample i F output/release/bin XEgeH,

2. HERERER
Pt _E AR airConditioner1 %5 1V15% %15 BEEE|—1 JSON X aircond_device_infol.json H:

{
"auth_mode":"KEY",

"productId":"KL4J2****8",
"deviceName":"airConditionerl",
"key_deviceinfo":{
"deviceSecret":"z0ZXUaycuwlePt****8dBA=="
}

}

% airConditioner2 BYi% &1 BEEF|— JSON X aircond_device_info2.json HI:

{
"auth_mode" :"KEY",
"productId":"KL4J2****g8",
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@ HEI:HE YIRS

"deviceName":"airConditioner2",
"key_deviceinfo":{
"deviceSecret":"+IiVNsyKRhOAW****TEQ7A=="
}

}

IR H MY 1R A5 (5 BEEI AT JSON S fF,

3. 11T broadcast_sample T HIEFF

KNz 5= MBI sample [FIRNSE1T, AILTHZ1M&0HB1T broadcast_sample Rfil, BEIFTARRBEIA
ITHT Sbroadcast/rxd/${productID}/${deviceName} F@, FHUTEFIRE,
%% airConditioner1 A1 T :

./broadcast_sample -c ./aircond_device_infol.Jjson -1 100

INF]2020-08-03 22:50:28|gcloud_iot_device.c|iot_device_info_set (50): SDK_Ver: 3.2
.0, Product_ID: KL4J2****3, Device_Name: airConditionerl

DBG|2020-08-03 22:50:28 |HAL_TLS_mbedtls.c|HAL_TLS_Connect (200) : Setting up the SS
L/TLS structure...

DBG|2020-08-03 22:50:28 |HAL_TLS_mbedtls.c|HAL_TLS_Connect (242): Performing the SS
L/TLS handshake...

DBG|2020-08-03 22:50:28|HAL_TLS_mbedtls.c|HAL_TLS_Connect (243) : Connecting to /KL
4J2****8 iotcloud.tencentdevices.com/8883...

INF|2020-08-03 22:50:28 |HAL_TLS_mbedtls.c|HAL_TLS_Connect (265) : connected with /K
L4J2****8 iotcloud.tencentdevices.com/8883...

INF |2020-08-03 22:50:28 |mgtt_client.c|IOT_MQTT_Construct (113): mgtt connect with

id: 9**** success

INF |2020-08-03 22:50:28 |broadcast_sample.c|main (197): Cloud Device Construct Succ
ess

DBG|2020-08-03 22:50:28 |mgtt_client_subscribe.c|gcloud_iot_mgtt_subscribe (142): t
opicName=$broadcast/rxd/KL4J2****8/airConditionerl |packet_id=*****

INF|2020-08-03 22:50:28 |broadcast_sample.c|_mgtt_event_handler (49) : subscribe suc
cess, packet-id=****x*

DBG|2020-08-03 22:50:28 |broadcast.c|_broadcast_event_callback (37) : broadcast topi

c subscribe success

1% %% airConditioner2 ®itHian T -

./broadcast_sample —-c ./aircond_device_info2.7json -1 100

INF|2020-08-03 22:51:24|gcloud_iot_device.c|iot_device_info_set (50): SDK_Ver: 3.2
.0, Product_ID: KL4J2****8, Device_Name: airConditioner?2

DBG|2020-08-03 22:51:24 |HAL_TLS_mbedtls.c|HAL_TLS_Connect (200): Setting up the SS
L/TLS structure...

DBG|2020-08-03 22:51:24 |HAL_TLS_mbedtls.c|HAL_TLS_Connect (242) : Performing the SS
L/TLS handshake...

DBG|2020-08-03 22:51:24 |HAL_TLS_mbedtls.c|HAL_TLS_Connect (243) : Connecting to /KL
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@ EEI:HE YIRS

4J2****8 . iotcloud.tencentdevices.com/8883...

INF|[2020-08-03 22:51:24 |HAL_TLS_mbedtls.c|HAL_TLS_Connect (265) : connected with /K
L4J2****8 iotcloud.tencentdevices.com/8883...

INF]2020-08-03 22:51:25|mgtt_client.c|IOT_MQTT_Construct (113): mgtt connect with

id: f£**** success

INF]2020-08-03 22:51:25|broadcast_sample.c|main(197) : Cloud Device Construct Succ
ess

DBG|2020-08-03 22:51:25|mgtt_client_subscribe.c|gcloud_iot_mgtt_subscribe (142): t
opicName=S$broadcast/rxd/KL4J2****8/airConditioner?2 |packet_id=*****

INF|2020-08-03 22:51:25|broadcast_sample.c|_mgtt_event_handler (49) : subscribe suc
cess, packet-—id=x****x*

DBG|2020-08-03 22:51:25|broadcast.c|_broadcast_event_callback(37): broadcast topi

c subscribe success

4. A T=APlI PublishBroadcastMessage KX &HE
B AP E0IS, HEHENNEHNEESHER, EBRELARIERZE K,

5. M2 A HIH B
WiEE 5% airConditionert TR H, RILIE R ELWEIIRS & AR TH R

DBG|2020-08-03 22:55:32 |broadcast.c|_broadcast_message_cb (25): topic=$broadcast/r
xd/KL4J2****8 /airConditionerl

INF|2020-08-03 22:55:32|broadcast.c|_broadcast_message_cb (26): len=6, topic_msg=c
losed

INF|2020-08-03 22:55:32|broadcast_sample.c|_broadcast_message_handler (134): broad

cast message=closed

WiZE 1% %5 airConditioner2 AYFTEN4 i, AT AR H RN W IR S5 & AR AT TH R

DBG|2020-08-03 22:55:32 |broadcast.c|_broadcast_message_cb (25): topic=$broadcast/r
xd/KL4J2****8/airConditioner?2

INF|2020-08-03 22:55:32|broadcast.c|_broadcast_message_cb (26): len=6, topic_msg=c
losed

INF|2020-08-03 22:55:32|broadcast_sample.c|_broadcast_message_handler (134): broad

cast message=closed

6. 22 XA
BWEFE SRS T o T,
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@ A YIE(E
RRPC&1E

ol IS E] ¢ 2021-10-27 14:41:21

DTREMED

EIMQTT Wil FE TR AGAT RSP BERR, RSHERIREE, ERFP AL SINREER, ot
i, YrEkWiE(E AR H RRPC (Revert RPC) SKILRIZE @S HLiil,

GilEIRLE

1818 Topic

o ITPHIVHE Topic :  Srrpc/rxd/${productID}/S${deviceName}/+ HATITH =N T4 (T17) Y RRPCI&
RIS(EISW

o 1ERIHE Topic © Srrpc/rxd/${productID}/${deviceName}/${processID} T =ikt (F1T)
RRPC i&EKiHE.

o WEIHE Topic © Srrpc/txd/${productID}/${deviceName}/${processiD} FHFXAM (LfT) RRPC
IVESEISW

Wihe -

e S{productID} : =i ID,

e S${deviceName} . K%M,

o S${processID} . ARFGZHEMIIME—FUIEER ID, FRFRIRA[FE RRPC iHE., FILUEN RRPC WM& THE
FRETHY processID R EI WY RRPC 18 KH R

BETE

1. &1 15 RRPC 1T 74 & Topic,

2. A% 2885 i FPublishRRPCMessaget#% 14 ffi RRPC 13K 14 &,

3. R HEERE R 2 JEBEGE K IHE Topic b N &M processID, &£ FM Z1H & Topic iV processID & 4
BUHLEY processID, FH AW H R Topic KA ILEILREIHE o

4. PIEEEAE AR IE R SR RN R 25, ARHE processID X H A TVLEIH AR &R B R R B LA RS 25

HE

IR L BRI (bR ARSUERT] 5562 19417



@ HEI:HE YIRS

RRPC i#XR4siBiY, Hl4sNi&simika M AN NIE KB,

A REEAT
loT Hub
‘ Device | ‘ Server |
platform
1. RRPC subscription

2. Initiate an RRPC call

2 GRRRRREE

3. RRPC request message

7 GREEECEEEEEEEEEEE

4. RRPC response message

. A B

5. Match the process ID

6. The RRPC call returns

Y

RRPC &R~

RBINET Linux “FATIH &S5 C-SDK Seidk A, FH4i &Nz APl Explorer TESERZITAVIAM, BAAEHY
PEOT

G e RE

R RS
BSE L Hm QIEZ=E =M, FFIE airConditioner1 Z2E 154

BB TABIER (MUEEHINERE )

RN R @ BRI R (sd) ARTERH] 5563 19417


https://www.tencentcloud.com/document/product/1105/41840
https://www.tencentcloud.com/zh/document/product/1105/42335

@ EEI:HE PIREE (S

1. %% SDK
B cMakelLists.txt WARLITIETELE !

set (RUILD_TYPE "release")

set (COMPILE_TOOLS "gcc")

set (PLATFORM "linux")

set (FEATURE_MQTT_COMM_ENABLED ON)

set (FEATURE_RRPC_ENABLED ON)

(FEATURE_AUTH_MODE "KEY")

set (FEATURE_AUTH_WITH_NOTLS OFF)
(

set (FEATURE_DEBUG_DEV_INFO_USED OFF)

set

PUATIIAG %

./cmake_build.sh
Rl rrpc_sample fiF output/release/bin XfFEA,

2. HEERRER
Ff FTEGIE R airConditioner1 &Y% {E BIEHEE| JSON X aircond_device_infol.json H:

{

"auth_mode" :"KEY",
"productId":"KL4J2****8",
"deviceName":"airConditionerl",
"key_deviceinfo":{
"deviceSecret":"z0ZXUaycuwleP****78dBA=="
}

}

3. 1fT rrpc_sample THIEFE
Al LLE F|K fFairConditioner1 1T TRRPCIHE, AEATEHERHRE,

./rrpc_sample -c ./aircond_device_infol.json -1 1000

INF |2020-08-03 23:57:55|gcloud_iot_device.c|iot_device_info_set (50): SDK_Ver: 3.2
.0, Product_ID: KL4J2****8, Device_Name: airConditionerl

DBG|2020-08-03 23:57:55|HAL_TLS_mbedtls.c|HAL_TLS_Connect (200) : Setting up the SS
L/TLS structure...

DBG|2020-08-03 23:57:55|HAL_TLS_mbedtls.c|HAL_TLS_Connect (242): Performing the SS
L/TLS handshake...

DBG|2020-08-03 23:57:55|HAL_TLS_mbedtls.c|HAL_TLS_Connect (243) : Connecting to /KL
4J2****8 . iotcloud.tencentdevices.com/8883...

INF|2020-08-03 23:57:55|HAL_TLS _mbedtls.c|HAL_TLS_ Connect (265): connected with /K

RN R @ BRI R (sd) ARTERH] 5564 19477



@ EEI:HE YIRS

L4J2****8 _iotcloud.tencentdevices.com/8883...

INF |2020-08-03 23:57:56|mgtt_client.c|IOT_MQTT_Construct (113): mgtt connect with
id: 2**** success

INF|2020-08-03 23:57:56 | rrpc_sample.c|main(206) : Cloud Device Construct Success
DBG|2020-08-03 23:57:56|mgtt_client_subscribe.c|gcloud_iot_mgtt_subscribe (142): t
opicName=Srrpc/rxd/KL4J2****8/airConditionerl/+ |packet_id=****

INF |2020-08-03 23:57:56 | rrpc_sample.c|_mgtt_event_handler (49): subscribe success,
packet—id=x**+**

DBG|2020-08-03 23:57:56|rrpc_client.c|_rrpc_event_callback(104): rrpc topic subsc

ribe success

4. = APl PublishRRPCMessage XX RRPC EXRHER
B APIETIG, HENNEARNLESBUER, IEBRELEHHLRIE R,

5. WiZ RRPC #ERHEE
W%215% % airConditioner1 IVFTENfHY, PIDIBRIEZULE] RRPC 1EKIEE, process id HN*™,

DBG|2020-08-04 00:07:36|rrpc_client.c|_rrpc_message_cb(85): topic=$rrpc/rxd/KL4J2
***x*x8 /qirConditionerl/***

INF|2020-08-04 00:07:36|rrpc_client.c|_rrpc_message_cb(86): len=6, topic_msg=clos
ed

INF|2020-08-04 00:07:36|rrpc_client.c|_rrpc_get_process_id(76): len=3, process id

—k kK

INF|2020-08-04 00:07:36|rrpc_sample.c|_rrpc_message_handler (137): rrpc message=cl

osed

6. MZRRPCMZEHEA
%% airConditioner1 FUFTEIEIH, FILERIEALAH T RRPC iEKHE, HEE T RRPC NM&H

,%” process id A**,

DBG|2020-08-04 00:07:36|mgtt_client_publish.c|gcloud_iot_mgtt_publish (340): publi
sh packetID=0|topicName=Srrpc/txd/KL4J2****8/airConditionerl/*** |payload=ok

7. MEMRSS RN SR

MRS eI N5 R AT BRI ESLWE] T RRPC WEHE, MessageId HN**, Payload &
o basee6d SR, HERPIGLRNEHESY base6d WG —, FILAHIANE] T M EHER,

RN R @ BRI R (sd) ARTERH] 5565 19417


https://console.tencentcloud.com/api/explorer?Product=iotcloud&Version=2018-06-14&Action=PublishRRPCMessage&SignVersion=

(2) ﬂéfﬂﬁ YIEEE (S

12%5‘/
Ay ARMEA L

ol BEETIE] ¢ 2021-08-20 16:27:33

R SRR ARSS BRI IR S RN — IR SAIBC E BUE, DL JSON IARTERTEE, LT ER AR

shadow

state

reported

desired

metadata

version

timestamp

state

reported
155 | B EMRAIRAS, 8 AT AR AR 0 B A RE, DUk HRTRAS, B FE R A] DURECA SORS R 7, DABRHER
B IIRAS,

desired
ETHARIIRS, MA@ HTTP RESTful API [MARSCRY B A BHE I IRA, %% SDK @t EEAMH % & 1
MBI, & TFIRSFP E FEIRRIL %,

metadata

REEETIITBURER, O state 50 GBI 5 BTN A4,

version

R L IR IHR (EsD) ARSUERT] %566 19417



A BT

Pk S

R T XHNIRA S, BREEE T ER G, RASHRER, WS HIBINERYES, X UERIK

BRGSO RAR R — 2L

timestamp

BB RS TOMIRe — KT IN ], B 7SRRI

{
"state": {

"reported": {

"attr_namel": "valuel"

by

"desired": {

"attr_name2": "value2"

}
Hy

"metadata": {
"reported": {

"attr_namel": {

"timestamp": 123456789

}
Hy

"desired": {

"attr_name2": {

"timestamp": 123456789

}
}
ty

"version": 1,

"timestamp": 123456789

}

=iy

BIFER T NN, N RIS & SRR BT

{

"state":{},
"metadata":{},
"version":0

}

B TR EATIIRGEN, F&f desired fifi77,

RN R @ BRI R (sd) ARTERH]

reported #i53 A] DIAZE, filan -
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A BT

{

"state": {

"desired": {
"attr_name2": "value2"
I3

b

"metadata": {
"desired": {
"attr_name2": {
"timestamp": 123456789
}

}

b

"version": 1,
"timestamp": 123456789
}

Pk S

YFHEHRSHI 2 )G, FE SR, FFF desired &7 MR IBR, Z2AERF desired #B53 MRS HHHH

R, FEERF desired 7 E N null, Fil40 -

{

"state": {

"reported": {

"attr_namel": "new_valuel",
"attr_name2": "new_value2"

ty

"desired": null

|
"version": 1

}

e

R T SRR, SR BN e 3R T 38T,

RN R @ BRI R (sd) ARTERH]

HEEEHIRE NI, F HBH TR REA 22 E,
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@ ﬁﬁfﬁﬁ PN S
[ ae g AR S G/

ol B A] - 2021-08-23 12:06:05

&1 Topic
WEETIRUPN, RSP NAEFEEMELSRES, ’&. APNHER., &Y r=&2/Ey
FHNEFERIY Topic SRSLBELAETS ©

+ $shadow/operation/${productId}/${deviceName} :@ T KM (L17) HE, FILINR&EH IR
"] get/update 1,

o $shadow/operation/result/${productld}/${deviceName} : HTITH (T7) HE, ETFIREW
T I Topic &35 R & FIHEIETH R

WA
DUE 802 ik a5 O N R SEEOA B, 1R%F SDK NERR B 3T b bk 3,

Cloud (device shadow)

MQTT message
(get/update)

‘:.: >‘ Sshadow/operation/${productid}/${deviceName}

HTTP RESTful API

Device >

Application

MQTT message (get/update
response and delta message)

Sshadow/operation/result/${productid}/S{deviceMame}

IRERAGE T IRES

W RIGF R EIRPOLE T RO IRSE, FBEM  $shadow/operation/${productId}/${deviceName}
FHULA get HE. SDK XFEfk API &% get {H)R, get IHEMHRIER JSON FrFEE ¢

IR L BRI (bR ARSUERT] 5569 19417



A BT

{

"type" : "qet ",
"clientToken":
}

iR -

clientToken /& FHE—FRIREIE W SSHY TOKEN , HIERA R, N EAEEE],

"clientToken"

Pk S

B4 - ZeiEis, L@ SDK 21y APl A $shadow/operation/ABC1234567/AirConditioner &i%
get HE, ZREUSHTHYIRFESEL

BHEY IR EN R Sshadow/operation/result/${productId}/${deviceName}
MmNz, 83 JSON EE:R B &5 FRATA BHRNE, SDK 2@t #H M iy el & B Eoa AL 55 2.

FRRATHEEAT

YIRS HE A $shadow/operation/result/ABC1234567/AirConditioner &% [ AIEHE R N 221
WA get 1E K, REIARSAIT -

{
"type" B "get",
"result": O,

"timestamp": 1514967088,

"clientToken":
"payload": {
"state": {
"reported": {
"temperature":
b

"desired": {
"temperature":
b

"delta": {
"temperature":
}

b

"metadata": {
"reported": {

"temperature":

"clientToken",

277

25

25

{

"timestamp": 1514967066

I3
|
"desired": {

"temperature":

{

RN R @ BRI R (sd) ARTERH]
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@ HEI:HE YIRS

"timestamp": 1514967076
}

b

"delta": {
"temperature": {
"timestamp": 1514967076
}

}

b

"version": 1,
"timestamp": 1514967076
}

}

MR T R E desired #57, MG IS = BEEAHMN delta #8757, 1R 3EH desired #57, NI
A desired fl delta H 7 HINE,

WA
LIRSS A delta TH R,

ML Ry N =

K

1&g bV Sshadow/operation/S${productId}/${deviceName} il 3vs update (léj,_\, HHNEE R TIR
i H AR, SDK 12 HAHM Y API % 2% update {HR, 552 HFEFEE reported TN, HEMNAEH R

TE/) JSON FAFHifE 3,

Z2iEi% %M $shadow/operation/ABC1234567/AirConditioner &3% update JHELUR &% HaiILE
WA, REHRSANT -

{

"type": "update",

"state": {

"reported": {

"temperature": 27

}

b

"version": 1,

"clientToken": "clientToken"

}

RN R @ BRI R (sd) ARTERH] 71 39477



A BT

Pk S

B EFIRSHICEIIE RN, & HWIEE AR version 25 5 B & T IRSS U HHY version —3, AR —,

#5531 IRS5 Imth AT ST IR a0 1 AR
F RS S 22 R s A TR RBIMESA T

{

"type n B
"result": O,
"timestamp": 1514967066,

"clientToken": "clientToken",

"update",

"payload": {

"state": {
"reported": {
"temperature": 27
}

by

"metadata": {

"reported": {
"temperature": {
"timestamp": 1514967066
}

}

b

"version": 2,
"timestamp": 1514967066
}

}

AERIHERHY version 5iR &5 1RSI version A~ —2, N& R 1RSS5 H

$shadow/operation/result/ABC1234567/AirConditioner

{

"type": "update",

"result": 5005,

"timestamp": 1514967066,
"clientToken": "clientToken",

"payload": {

"state": {
"reported": {
"temperature": 27,
"mode": "cool"

}

b

"metadata": {

"reported": {

"temperature": {

RN R @ BRI R (sd) ARTERH]

KR LA T HREAT R R,
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A BT

"timestamp": 1514967066
tr

"mode": {

"timestamp": 1514967050
}

}

b

"version": 2,
"timestamp": 1514967066
}

}

It payload HHEYIZRFIR [E] SE 21T I8 & 52 1SRN A

AR e BT 5

F P N R ES HTTP RESTful AP {205 %55 F desired “FE.

P RN AHRR @S HTTP RESTful APH B ZE BTS2 R, RBIREANT

{

"type": "update",

"state": {

"desired": {

"temperature": 25

}

b

"version": 2,

"clientToken": "clientToken"
}

Pk S

B FIRSHIEIIEES, & HWE R version 25 5 B &7 T IRSS U HHY version —3, AR —,
i

WAAT BEFTR AR FiiAE, JF@E HTTP RESTful AP Z5 15 AR M % JSON {4 R

{

"type": "update",

"result": O,

"timestamp": 1514967076,
"clientToken": "clientToken",
"payload": {

"state": {

"desired": {

"temperature": 25

}

RN R @ BRI R (sd) ARTERH]
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@ HEI:HE YIRS

b

"metadata": {
"desired": {
"temperature": {
"timestamp": 1514967076
}

}

b

"version": 3,
"timestamp": 1514967076
}

}

AL, TR BN $shadow/operation/result/ABC1234567/AirConditioner &% delta 1HE,

{

"type": "delta",
"timestamp": 1514967076,
"payload": {

"state": {
"temperature": 25

b

"metadata": {
"temperature": {
"timestamp": 1514967076
}

bo

"version": 3,
"timestamp": 1514967076
}

}

SDK a3 AH . A e B 20 RN E 55 12 TH B 2 I

BN delta THE

B &IE] delta IHESE, WSS EAILUY desired FERN A B2 K IEA R &E Y TIRS I, FoRLFESE ML AR
delta iHE, HAEELM Sshadow/operation/${productId}/${deviceName} FHAEIEHE,
BN - Z=REEFIRE S, M $shadow/operation/ABC1234567/AirConditioner AiEHA :

{

"type": "update",
"state": {

RN R @ BRI R (sd) ARTERH] 9574 39477



@ HEI:HE YIRS

"desired": null

}I

"version": 3,

"clientToken": "clientToken"

}

SDK f2{EAHN Y APl &3 EiRiHE, HIREE FIRGSHIEIZIHEE, 2fF desired FEANATERR, BilkHT
reported 5- desired HjE EE A5 [BEVEE T &,

YTIRSHBENEES, B3 M: $shadow/operation/result/${productId}/${deviceName} KiENZE
?\ﬁ' /%\ o]

Blan : FFARSSHNEIZEIEN "desired":null HEJE, @M
$shadow/operation/result/ABC1234567/AirConditioner RIZEFIRER T XAIRIIITHEE,

{

"type": "update",
"result": O,
"timestamp": 1514967086,
"clientToken": "clientToken",
"payload": {

"state": {

"reported": {
"temperature": 25

b

"desired": null

b

"metadata": {

"reported": {

"temperature": {
"timestamp": 1514967086
}

b

"desired": {
"temperature": {
"timestamp": 1514967086
}

}

bo

"version": 4,
"timestamp": 1514967086
}

}

AR #% reported FEE @B null, MRFRERFLF MM FEMER, update BB, iX[EIH payload
WA, FEA LS R 7 B 2 A

RN R @ BRI R (sd) ARTERH] 5575 39477



@ HEI:HE YIRS

AR update I _E1Y version (/N T ARSI _EARTFETY version B, MHFRILE EWEGERZ AN, IR ARSS
BRI, HAPRBRERE (result 7B ARG A SDK AKX update 2, J&KI2 version fiASIE K, [RIFF7E
payload H#EH BTHYNA — R T & 415 o

RN R @ BRI R (sd) ARTERH] 5576 39477



Eﬁ i:HE Pk S

TR

oA © 2021-09-10 10:37:16

®

X2

BRIE =

AEEF TR, R E S IR R E Z KR 7. MYk s AR RE s S TR 2B B RN, & n] LUl &
[ PF TR AR S PR A T I T2

SCER
RS REET, FEREITH FHEMAD Topic KL G RimiaEE, A1 FEFR

Cloud (OTA service)

Report the version number, download
progress, and update status

Sota/report/S{productlD}/S{deviceName}

[
|

Device

Send a firmware update message :
< Sota/update/${productiD}/S{deviceName}

ARBIATT

Sota/report/S${productID}/${deviceName}

AT %M (E17) HE, && LiRAS K TE. AJ0EERIRm
Sota/update/S${productID}/${deviceName}

RFITEH (F17) HE, B&EERBmNAREE

PRAETE

IR L BRI (bR ARSUERT] H77 39417



(2) ﬂéfﬁﬁ YIEEE (S

PAMQTT Afl, &I TGN TR

| |

| |

[ 1. The device reports the version |
number to the OTA backend

.

2. Upload the firmware

| |
: :‘ in the console |
[ g 3. Initiate a firmware upgrade |
| | request to the device in the console I
| 4. Send a firmware upgradc | |
: message to the device : :
Download 5. Report the download start ——» |
the firmware I |
over the Report the download progress a-: The console displays :
HTTPS e — I
protocol @ Report the download progress — the download progress |
| | |
6. Report the upgrade start — —m [
| |
Upgrade the I |
firmware | I
| |
7. Report the upgrade success — |
| |

l The console displays that
the upgrade succeeds

1. & EIRYFTRAS, &&mEd MQTT V&R —5iHEE] Topic
Sota/report/${productID/${deviceName} , HITHRAZN LR, HE json &K, ABUT :

{

"type": "report_version",
"report":{

"version": "0.1"

}

}

// type & JHEEH

// version ! _EIRHIWAE

2. G5k VB SRS, BEATEA B, FRRHEE RS RENTEE FIRRAR,

R L IR IHR (EsD) ARSUERT] 59578 39417


https://console.tencentcloud.com/iotcloud

@ ﬁﬁfﬁﬁ YIRS

3. ﬁﬂﬁ1¢ﬂ“?&ﬁ%ﬁ3)§, W meE T R Topic S$Sota/update/${productID}/S${deviceName} K R[]
PEARIIHEE, NEWT

{

"file_size": 708482,

"mdS5sum": "36eb5951179dbl4a63****a37a9322a2",
"type": "update_firmware",

"url": "https://ota-1255858890.cos.ap-guangzhou.mygcloud.com",
"version": "0.2"

3

// type . HEEF A update_firmware

// version . JFERIRN

// url ! FEEFFurl

// md5asum . [EFHIMD5(E

// file size ! [BIfFEAN, BHKHFTT

4. WA EREIE A ARNEESS, B URL TEE M, TEIVIREFIRE SDK 5T Topic
Sota/report/${productID}/${deviceName} AWy IR FEHE, HIRIANBLT :

{
"type": "report_progress",
"report":{

"progress":{

"state":"downloading",
"percent":"10",
"result_code":"0",

"result_msg":""

Hy

"version": "0.2"

3

}

// type ! JHEEH

// state ! KBHMIETE F#EH

// percent ! i FEGH#E, BTt

5. Yk TEGEEM, REFEET Topic Sota/report/${productID}/${deviceName} FiR—FHFEHFA
RATHE, WEAT .

{

"type": "report_progress",
"report":{

"progress":{
"state":"burning",

IR L BRI (bR ARSUERT] 59579 39477



@ ﬁﬁfﬁﬁ YIRS

"result_code":"0",
"result_msg":""

b

"version": "0.2"

¥

}

// type ! JHEEA

// state ! KB ALEHIH

6. IXFE M HISERE, A Topic $ota/report/${productID}/${deviceName} _LIRALKINHELE, W
HUIE

{

"type": "report_progress",
"report":{

"progress":{
"state":"done",
"result_code":"0",
"result_msg":""

Hy

"version": "0.2"

}

3

// type . JHEEH

// state ! KB HEEHK

FE T & E e E R SE R, ansRae, NS Topic
Sota/report/S${productID}/${deviceName} FIRFFEBIHE, NEMT :

{

"type": "report_progress",
"report":{

"progress":{
"state":"fail",
"result_code":"-1",
"result_msg":"time_out"

b

"version": "0.2"

}

}

// state ! KBEFLIK

// result_code ! #5IRFE, -1 @ T#GEGH ; -2 @ XFFE ;-3 BLH ; —4: MDA ; -5 1 EHr

IR L BRI (bR ARSUERT] 5580 39417



@ A YIS

BRI

// result_msqg . $FIRTHE

OTA Wr i 2:4%

VIR R g = HIMERR T AL T 99 MIAEE, (R TN R ARE, B MRS IR EE L. AR
HOMOIRIZIT4a T2, WIESS ARG ATRE — B ETRSE R R ARE AF T2, ILE IR I RER B2, K
TR LI B AR BLIAAT T

o Wi RSHETR NS BRI AR s e b rf, ZESIIMT R SHERITIaE, RS mic R E TR+
WIAZiE, (RIS T #E R MD5, KPR/ ARME R

o “FEEX OTA iR, &M report IEHIARA, AR LIRIVIRAS 5 ZFHRE BIRRAS A —8, NF5
RERTREFFHRIEE, BEERRIEZ R HARE S B G AIC SR Iy E 5 A TR, #EN
Al —[E )G, T Wmdker T 8.

TR EER) OTA AHYGREANT -
PiRA -

o SN T L EI-6H FRERZ KT, HUTHINEBIITETY,
o PUITPEI)GE, BEmil G TEHIITS BRARTHE,

IR L BRI (bR ARSUERT] 5581 39417



I

(2) ﬂgfﬂ — kP

OTA server Console
1. Upload the firmware

in the console

pull

-

2. Initiate a firmware upgrade

request to the device in the console
-

3. Get the local firmware version information
and report it to the OTA backend

T-

message to the device

|

|

|

|

[

|

|

|

| 4, Send a firmware upgrade
|

| =t

: Check whether the download Is

| :I interrupted, and If so, calculate the
| offset, and if no, download again

| 5. Establish an HTTPS connection and

|

pass the offset to the Range parameter

protocol and update the local record

Report the download progress
and update the local record

firmware 7. Report the upgrade success/failure

The console displays that the

l 6. Report the upgrade start
-
Upgrade the
[ download succeeds/fails
[

| |
| |
| |
' |
' |
| |
| |
' |
' |
| |
' |
' |
| |
' |
| |
| |
| |
' |
Download the 6. HCDDI’I the download start | |
firmware over # | The console displays the download progress |
the HTTPS Report the download progress : |
I
|
|
| |
| |
I
|
|
|
|
|
|
|
[ -
|

Checkpoint restart process for OTA upgrade

R L IR IHR (EsD) ARSUERT] 5582 19417



@ IR WIS S
IR IR A

b IR 2021-09-26 17:17:35

YIREMED

BEMHT SRS, N TREEHFRGESH G0 REN P, MOSHBOSEE) W&, TR EREN
REERASROEATER

DIREVETR

AR E 7 YIRS 30 T AR i L aE SR AECE ST 30 X TR —=ah T AR S 7 i
B, ARG 280 T RP, FEEE RS E Topic T AR —7/~ i THIATH R T,
TR ERILEE R R, AERARER E8hERIZEACE Topic HY/7 FR5EMK.

o IZFEACIEIEK Topic © Sconfig/operation/${productid}/${devicename}

o JIZFEACIETT W Topic © Sconfig/operation/result/${productid}/${devicename}

TiAA
e S{productID} : =i ID,

e ${deviceName} . IRBEHLH,

PIERI -8 £31 TR

1. R & 1T BIZAZACE Topic,

RN R @ BRI R (sd) ARTERH] 5583 19417



- [— VIR E S
A BT 8
2. 1E PR S PER & BLE ST B IR B 5%, FfHu A JSON HXIVELE(E .

Configuration Information  Gurrent File Size 32 B (max 16 KB) Remote Canfiguration (@) Enabled

{“.‘lpll:l' ||, "por‘t“:. }I

3.8y (ETA] , BIRPRHECE(S s Il E 1T 4 Topic L& FARNIZ™ & TR EIREH.
RfE I EARELE LT ] Topic TARMIHENEERAT
{"type" . llpush",

"result":0,

"payload":{yourConfigurationMessage}

}
SR
T A X

Y- 5 E50 T & IHEUE push,
type string o push : YIHXWF-H& 80 T A&
o reply : B&ImHENIHK
FEIRAS,
result int o 0:
o 1001 : ALECEEH

payload string BLE(S RN AR
B AR IS T R RALEE R 25, &t VA SDK 2Ry R RBERIEIREE S, IR
EREHENRENRASE A, WD EHRIESEOEEF AP BE X

B EZNIHER

1. TR & Bl E S B IR i BT %, I A JSON #gNAYALE (S B
2. KU1 FIZAERC & Topic, FHi@id Topic &ZIXIZfEACEIE K,

RN R @ BRI R (sd) ARTERH] 5584 19477


https://console.tencentcloud.com/iothub

@ HEI:HE YIRS

3. I ARIHEIEN A1 R RACE (E R 2 )5, L I AL BT B Topic FHECE SRS ACEE R T A E IR &,
o WEKIAILEIERERNAREELAT

{ "type " . "get " }

SRR
FE 2 i a&X
type string A 31K EUE get

o mUinEHZEIRALETT M Topic FARHENBHREANT -

{ "type n : llreply" .
"result":0,
"payload":{yourConfigurationMessage}

}

SR

TR e 3i ax
B8 - 3N1E KIS EUE replys

t v « push : VJEKMF-5 T8 T &

ype siing o reply : UG F8NIEK
IR,

’ - « 0: 1Y)
resu " - 1001 : il i CAEF
payload string [ EY SN SES

4. AR EIRE 2 R IRV B G i 180 A0 P R — 2

EFREH

VIR A IR A E S R EEIIAE, WP Al EER A ET A RKECEERICR, EfgmEFRTREEER, L
— R E(S BN BN R B E R ILx T, ErIERRS. SN RMEENS, ETEHLEER.
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@ HEI:HE YIRS

Configuration Records
Mo Update Time Operation

Na data yet
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@ A Y S
jagl k=g

ol E N TE] © 2021-08-20 16:27:33

DTREMEIR

RINEHEEEMTREGE S FE 2R, HTRFELE, SISSTIRERH AL TR Topic

o BB AT Topic (HFKEM) : Sresource/up/service/${productid}/${devicename} o
o BIETAT Topic (HFITH) : Sresource/down/service/${productid}/${devicename} o

KERR &
B | IRBRAIRERE LEES

1. &FmEY MQTT iR —3&HEE] $resource/up/service/${productid}/${devicename} , Ji#
ITAE R OIR _HRESS, {HED json #8:X, WEAIT :

{
"type":"create_upload_task",

"size":100,

"name" :"zxc",

"mdSSum" . "************",
3

2. QIEERY), fEREi Sresource/down/service/${productid}/${devicename} R[EIFH LIZHVEE
¥, HEN json #83, NELT :

{
"type":"create_upload_task_rsp",

"size":100,

"namell : "ZXC" ,
"mAdSsum" s "EF K AKX KKKk kAW
"url":"https://iothub.cos.ap-guangzhou.mygcloud.com/*****xx*x"
}

B2 | _LIRHEIE AR
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@ HEI:HE YIRS

1. VR AR HTTP PUT 153K, FRLL header T3 22N MD5 {H (base64 %itd) o Wi L&, 1&& @t
Sresource/up/service/${productid}/${devicename} _bIRWIFE EEHE, HER json &K, NE
Wr

{
"type":"report_upload_progress",
"name" :"zxc",

"progress":{
"state":"uploading",
"percent":89,

"result_code":0,

"result_msg":""

}

}

2. i E ERmN, @5 Sresource/down/service/${productid}/${devicename} TR, HEN
json #85X, WAL :

{
"type":"report_upload_progress_rsp",
"result_code":0,

"result_msg":"ok"

}

FERE &R

BB EEHIRE T SR

Ny

1. &BImE  Sresource/up/service/S${productid}/${devicename} _EIRIHER, FIHTEULS, HE
7 json &5, WAEUIT :

{
"type":"get_download_task"

}

2. (IRFHETHALS, NhE Sresource/down/service/${productid}/${devicename} PFERERE, H
EoHjson #8, WELAIF :
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@ ﬁﬁfﬂﬁ IS

{

"type":"get_download_task_zrsp",
"size":372338,

"name" : "AAAA",

"md5sum" : "a567907174*****3bb%a2bb20716£d497",

"url":"https://iothub.cos.ap-guangzhou.mygcloud.com/******xx*xn

}

DB | LIREIE T SR

1. /IR TEHHEEY Sresource/up/service/${productid}/${devicename} AT B, HER json %
n, NEMT :

{
"type":"report_download_progress",
"name" :"zxc",

"progress":{
"state":"downloading",
"percent":89,

"result_code":0,

"result_msg":""

}
}

2. _LiRIMR, @5d Sresource/down/service/${productid}/${devicename} PEHIEE, HEN
json t83(, WHEAIT :

{
"type":"report_download_progress_rsp",
"result_code":0,

"result_msg":"ok"

}
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@ A (S
e HE LR

ol IS E] ¢ 2021-08-20 16:27:33

DTREMED

REHEFEATEFARREAEEEGSTHSE, FArhEd TEAEE, EAEEHTHE LR, HERAICOEHE
B BE GEAAR, SCHDREFERHA T A Topic :

o BB AT Topic (HTFK) © $log/operation/${productid}/${devicename} o
o BHETAT Topic (FHFIiTH) : S$log/operation/result/${productid}/${devicename} o

A H SR A

1. & EE MQTT A —S&HEE] $log/operation/${productid}/${devicename} , HITEIHZ
T HEHE, R b HER, WE json R, WALIT :

{

"type": "get_log_level",
"clientToken": "PPXLSKBUPZ-**"
¥

2. B EAEIWRAOHE LIRHE, Seraifanigs e HE LR, EHEd

$log/operation/result/${productid}/${devicename} MIXKFAEEEGHEHELR, & LRWH
lu\é&%u ﬁn_‘\jj ]SOI’I *%ﬁ, W’/Q'H?QD‘F :

{

"type": "get_log_level",

"clientToken": "PPXLSKBUPZ-**",

"log_level": 4,

"result": 0,

"timestamp": 1619599073

}

//10g_level : 0-T LRAZE 1- HRFNRAE 2- FIREEAE 3- HRGEHE 1- FRFHAE

H& b
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@ HEI:HE YIRS

SR
¥ HE AL T Productld A1 DeviceName [A*FA A2 http/https 1HK, EREORSEAT .
o ERIY URL Wy

http://ap-guangzhou.gateway.tencentdevices.com/device/reportlog

https://ap-guangzhou.gateway.tencentdevices.com/device/reportlog

o IEKFF 1 Post

EHRSE
SR RENE R Tipun
Productld pies String 77 Id
DeviceName & String  XELFR
Message o Array FIRHENE., FREBH, SEHENERREMEHES
%%, Huii>#i DBG. INF. ERR. WRN
iHg -

F2 11 137+ application/json %=X,

TR

XERIOCOHEITER A MM, EHINEMSEH HMAC-sha256 ik, IEFHINIEMEA RSA_SHA256 Hik, HiEIES
W B TT

TaEEBE
SR g it fifih
Requestld String iEXK Id

RIS
WRE

POST https://ap-guangzhou.gateway.tencentdevices.com/device/reportlog
Content-Type: application/json

Host: ap-guangzhou.gateway.tencentdevices.com
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https://www.tencentcloud.com/document/product/1105/41501

@ EEI:HE YIRS

X-TC-Algorithm: HmacSha256

X-TC-Timestamp: 1551****65

X-TC-Nonce: 5456

X-TC-Signature: 2230eefd229£582d8b1b891af7107b91597240707d7****3738£756258d7652¢c

{"DeviceName" :"AAAAAA", "Message": ["INFmgtt connect success."],"ProductId":"G8N9**
**HB"}

EEE

{

"Response": {

"RequestId": "fd4dadflf-d72e-40f1-****-349fc0072bal"
}

}
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@ A (S
NTPHRSS

T BTN E] ¢ 2021-08-20 17:04:58

DIREMED

NTP 55 I ZURFRR TR AZ IRV, RGN ELE NTP RS, AR RERRT RS, SKELH D RET A LU T

A Topic :

o 1HK Topic (FHTAfi) : S$sys/operation/${ProductId}/${DeviceName} o

o MR Topic (HHTFITH) : $sys/operation/result/${ProductId}/${DeviceName} o

SR P

PIRkE S -5 5 NTP BhSURER, RFa/Eh NTP RS54, B&imalF-aimkn, FAREIF NTP RH, &&
SCER IS, FRES G TE SRIN AR BN TR],  — 2 T+ 3R 2 AR AN (D,

BRIED ]

1. & mEEY MQTT WA —5&HER] $sys/operation/${ProductId}/${DeviceName} , HEKFEET
& NTP IR, [AN & imIc st iE SR IN[A] deviceSendtime, 18 RIEECH json #82X, NAUITF :

{

"type": "get",
"resource": [
"time"

]

}

2. FHE $sys/operation/result/${ProductId}/${DeviceName} R[A] NTP IJH], RIS I&&EHICTE
Wit [A] deviceRecvtime, R[EITHEN json 183X, HAEUIT :

{

"type" : "get",

"time": 1621562342,
"ntptimel": 1621562342773,
"ntptime2": 1621562342773
}
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@ HEI:HE YIRS

3. @ R IHIEIR NTP IR (${ntptime1} + ${ntptime2}) . #EULIFIA] (${deviceRecvtime}) FIid KA
(${deviceSendtime}) , —EIHHEREMNE, HIELT :

FEWIT E] =(${ntptime1} + ${ntptime2} + ${deviceRecvtime} - ${deviceSendtime}) / 2
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