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AL E X ELE T A NG, 15T AT 81 Prometheus 5K,

e TAE

FEQI7E Prometheus SSfllRlT, EFRESERLLT TIE ¢

EMBRRKS, FH5em KAINE
BT HARHUIR O — DA E LS, I BAERVE NS TR EARAT X O — 11,

PR IR

1. %% Prometheus M1EARSS1EHIE,
2. ihErER, MRIETIEHIER, BEMTER

) ﬁi/
AR Wi
AR W
ek wi
Pt W

BAELFEI TR wAYZE

SRy Ay
ggana/Grafana ik
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RIS S E X B, P HIX S AT RER A —4F, DAUWSETTSE AT
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o FRGIR NI MBI R BOARNE LSR5 W, AIERH BIRLE 28/ 7
WAFFEERIEDR, FEEIES I Wil A 4 F BT+ AT IR,

AFE = SRS A 25, HEEES I e,
ARFEER KNS 25, TEEIES W e,
FH P B E X prometheus SZHII$4F5,

EINIFE Grafana, SKHIQIERIIE RASER— N NWAG RIS, %
Grafana FJERIAK S0 © admin, ERZEEHEEE Y,

RN R @ BRI R (sd) ARTERH] 955 $£13911


https://www.tencentcloud.com/document/product/378/17985
https://www.tencentcloud.com/document/product/378/3629
https://www.tencentcloud.com/document/product/215/31805
https://www.tencentcloud.com/document/product/215/31806
https://console.tencentcloud.com/monitor/prometheus
https://www.tencentcloud.com/document/product/215/31805
https://www.tencentcloud.com/document/product/215/31806
https://www.tencentcloud.com/document/product/1116/43156
https://www.tencentcloud.com/document/product/1116/43156

@ H%EH_E Prometheus ¥i1EARSS

g S AT TRALZ AR R 3K,

3. FLiEsEE, i BNISEENA],

| Region and Network Config

Region
South China
Shenzhen Shenzhen Finance
Tencent Cloud services in different regions cannot communicate with each other over the privaie network. For example, the service in Guangzhou region cannot repert data to TMP in Shang
it after purchasing the instance.
AZ Guangzhou Zone 1 Guangzhou Zone 2 Guangzhou Zone 3 Guangzhou Zone 4 Guangzhou Zone 5 Guangzhou Zone 6 Guangzhou Zone
Network vpc-rdalicw7 | intl_test | 10.0.0.0116 subnet-9apuljks | intl_test_1]10.0.0.0/24 Q) Available

If the existing VPC/subnet does not meet your requirement, you can go to the conzole to create a VPCIZ or Create Subnet 2
Only services in the "intl_test VPC" can report monitoring data. Please select the network with caution as you cannot change it after purchasing the instance

| Basic Instance Config

Data Retention Period 15 days 30 days 45 days

Instance Name example

Grafana grafana-test-ai0efvsc | test0802 [#]

f the existing Grafana instance does not meet your requirement, y

can create one[d in the console.

Tag (optional)
Kk del =S

+ Add
f the exisling fag/tag value does not meet your requirement, you can create one[# in the console

Terms of Agreement  « |'ve read and agree to Tencent Cloud Terms of Service, Tencent Cloud Prometheus Service Level Agreement, Billing Overview, and Payment Overdue
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ERINEMT, Prometheus MHEARSS & BRIV 2 L RIHIE T Prometheus SXil, 8 T 5B PP 2 H 2wl
Y Prometheus 535, MR 2 G2 DRE, HATOLETSSH ID, SKEIFAFR, SCBPRAS, ATHIX, 1Pv4 ik,
BRI T e 2 P A T3 6

PRI IR

1. %3 Prometheus MiiEARSS A,
2 fERMEH, IRIELPrTRK, MATHERINE, $ii

HATHER,

Tencent Managed Service for Prometheus  ® Guangzhou ~

Instance ID/Name Monitoring/St... T AZTY Network Configuration IPv4 Address Billing Mode

Data retention

Network: intl _test iod: 15 d B
i Guangzhou Zone 1 nites perio ay(s) ®

test @ Running Subnet: intl_test 1 Specs name: Shared -Expired
Edition
Data retenti
" h Network: Default-VPC é a : f;;on( )
G) : . -
. ' Guangzhou Zone 2 Subnet: pere s Trial Edition @
intl test @ Running Default-Subnet Specs name: Shared

Edition

3. KR PARIEARIRHE R AGT DR SL ISR, HRTSCRAAN R T LA
ORI/ Wi
LB 1D XFFZ LB ID E0E, FALH] ID SELRE P iEIE, SCRE R ASLH] 1D R g,

pMES

- PIFFZ NPT, SFBMAPEALT I8,

SR r P R, ISR R TSI,

VAR

ATAHIX SKER P AT XGE I8, Uit 2 5 TRz s T Y Prometheus A RZEYRTAIX, [R50 4F
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T JiE FAE Prometheus W%k S5 12eHIE 3T Prometheus SEBIIEFE, Al PR H Prometheus SEIY%
¥, BN ngaLhlat, JFHEATRENE, SZRAERL

(A

1. %% Prometheus M1EARSS12EHIE,
2. TE SR, R RIS UL B4 R Prometheus 2, BATAEMINES > LHIECE > BHEFF.
3. TEM BT E IR, MAF LR, HbRERn,

Modify Instance Name

You have selected this instance:

Instance 1D/... Status AZ Network Configu
@ Running Guangzhou Network: int|_test Data rete
Zone 1 Subnet: int|_test 1 period: 1
day(s)
ance Name modify
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S AT ARIRASIN, SRR S mmal T
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Grafana : JEiEFE A B E"Jﬁ%lﬁ ] Grafana,

g - R R RSB E 2 R A R B, BARTRELAE G B A2 IR IAE B ok,

PRED IR
1. B35 Prometheus MRS ZEHIA,

2. TESRBIFIFR Y, TR ZEHH I Prometheus S5, HEAMIIYES > SLHMRE > B,
3. I THEBURMFIE T mfaiR(E, 1ESHAV M & Orh, TSR TR, AdiEann,
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https://console.tencentcloud.com/monitor/prometheus

@ H%i:ﬁ_ﬁ Prometheus ¥R

Terminate

o Termination Details > >

You have selected this instance:

Instance ID/...  Status AZ Network Configuration
@ Running Guangzhou Network: intl_test Data retention
Zone 1 Subnet: intl_test 1 period: 15
day(s)

@ * Once terminated, the instance will be in the shutdown status for seven days, during which its data will be retair

* After the resources are terminated, the five-day unconditional refund (for one instance) will be returned to you
Cloud account. The normal refund will be returned to your account based on the proportion of the cash and gi
paid for the purchase.

* The discount or voucher you used when purchasing the instance is not refundable.

Next Cancel
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ANRSETR ZO R AR e S RS SCPIH TER R, ST DUERERIS B X ARy SC B TER R R A

ESUE

1. %% Prometheus M1EARS1EHIE,
2. IESLF FR PR R TR Y Prometheus S26], BATHAMIES > SEHNRE > ER,

3. TEF BRI b, SRR,

Instance Renewal

You have selected this instance:

Instance ID/Name Status AZ Network Configuration Bill

@ Running Guangzhou Zone 1 Network: intl_test Data retention
Subnet: intl_test 1 period: 15 day(s)

Auto-Renewa Auto-renew the device every month when my account has sufficient balance

Fees Querying configuration fees...

PiHA :
AR L RTSEHIRA B T, XHBTEHEERE, RSBCEEEIETIRS HRIELR, IR X,
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[y
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1. %% Prometheus M1EARSS12EHIE,
2. FESLIFFR A, $REFEHEUN Prometheus S245), BAthiAA MY B > LHIECE > BIUFEN K,

nstance |[D/Name Monitoring/Status ¥ Az Network Configuration Pud Address Billing Mode
2 i . Data retention period: 15
Singapore Zone 2 Pay as you go
test @ Running o= = day(s) @

3. TEHME IR BB N K, i B BlA),
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Modify Storage Period

You have selected this instance:

nstance ID/... Status AF

@ Running Singapore
o Zone 3
= 15 days v

Metwork Configuration  Billing

Metwork:Default-VPC Data retention Pay as

Subnetirg period: 15

dayl(s)

QK Cancel

PiHA :
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N T HEM &% Prometheus SKBIEA(S R, MXRTLAIE SIS R DT BIATSLHI, HEA S E P & E LB
HAER.

PRI IR

1. %% Prometheus M1EARSS12EHIE,
2. TSR, R EEAE BN Prometheus S, 2Ad5EH] ID &AM EHE,
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https://console.tencentcloud.com/monitor/prometheus

A BT

Basic Info

modify »*

@ Running

Guangzhou
Guangzhou Zone 1
intl_test
intl_test 1
e
s
C) Disabled
- -Expired

2021/11/24 16:56:45

Service Address

Fokedokk rn

3. EHA R L TUCHFAT T 3R -
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Agent BT SLHEFEN REBHE CVM 8E HEE IDC I, HE X EIREZEEIES] Prometheus MEARSS, &R
FiIREIRE, PILLUES SRR LR Grafana & WA RE, A DUNIZ IS ZEAT GO E &SR], ST {2
HIRE, EIRESFHIN S — I A48 8 & & S S A,

BRAE 2
1. Hi Agent

2. %% Agent (L IRHERHEE] Prometheus Haf4iRss)
3. FTEITEUES (8 X Agent HTEUESSHLN)
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ASCRFNIE AR Agent,

AIfESft

EL A7 Prometheus 524,

ES (T

1. %3 Prometheus IR 2B,

2. TESRBIFIZRH, Xt R Prometheus G, R /e MISEEE2H Agent BHE,

3. 1£ Agent EFRTT BT,

4 (EFFEHIATE Agent 4 F5, HEE )G A EREFRTAT,

Create Agent

Agent Name example
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Save

Cancel
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AT BT S Agent,

=4 1+H

ik Jax

£ A% Prometheus 524,
EL6I]7% Agents

25

1. %% Prometheus 1R ERIA,

2. fESRHIFIFRA, JEBERT AT Prometheus L, BadiZ=MISEsafiy Agent BHE,

3. Bii Agent XTI ID, 3EA Agent Ze2EEr T, E il Agent ZEm B TN ARG #E(EE IDC, BdamaH
1) <secret_id> Ml <secret_key> JGHIR[HAT,

Installation Guide Scrape Task

G) * Note: the agent must be deployed on a server interconnected with the current instance.

1. Install agent:

* You need to specify the Secretld/SecretKey when installing the agent. Obtain Secretld/SecretKey [4

wget https://rig- .cos.ap-guangzhou.mygcloud. com/prometheus-agent/ agent_install -C agent install && chm

ap-guangzhou <secret_id>

PUTRIIRBIANT
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z Hﬁ i:H_ E Prometheus Y12k 55

188~1 >1 87,582,263 16.9MB/s

2821-81-2 12 (17. /8) - ‘susrs/bin/prometheus’ saved [8754
1

prometheus.service - The Tencent Cloud Prometheus Agent
Loaded: loaded (susrs/libssystemd/system/prometheus.service; dis
preset: disabled)
Active: since Thu 2Z2821-81-28 21:29:85 CST: 3s
Main PID: (prometheus)
CGroup: rssystem.slice/prometheus.service
L susr/bin/prometheus --agent.enable-sidecar --te

level=info
level=info
level=info
level=info
level=info
level=info
level=info
level=info

Jan 21:29:
Jan 21:29:
Jan 21:29:
Jan 21:29:
Jan 28 21:29:
Jan 28 21:

Jan 28 21:2
Jan 28 21:

UM-B-18-centos prometheusl
UM-B-18-centos prometheusl
UM-B-18-centos prometheusl
UM-B-18-centos prometheusl
UM-B-18-centos prometheusl
UM-B-18-centos prometheusl
UM-B-18-centos prometheusl
UM-B-18-centos prometheusl
Jan 28 21:29: UM-B8-18-centos prometheusl level=info
Jan 28 21:29: UM-B8-18-centos prometheusl level=info
Hint: Some lines were ellipsized, use -1 to show in full.

S ®

oA

e e e b b b b b b ]

EF Agent
AT
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systemctl restart prometheus

f£1E Agent
PUTAO T v -
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systemctl stop prometheus

K2 Agent IRR7
PUTAI T v -
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systemctl status prometheus

#E Agent HE
PUTAI T v -
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journalctl —-f —-—-unit=prometheus

H1# Agent
PUTAI T v -
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systemctl stop prometheus && rm —-rf /usr/lib/systemd/system/prometheus.service
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https://console.tencentcloud.com/monitor/prometheus

z Hﬁ i:H_E Prometheus Y12k 55

Create Scrape Task

@ * For scrape configuration details, click here [

ScrapeJob(en-Us)

Cancel

6. ALESEME, SAdifRIFEIA],
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1. 25 Prometheus MRS HERIA,

2. 1£ Prometheus L%z, Bt SEH] ID/FS .

3.3t A Prometheus BEFHAUL, (EEMIFE A TR A BRARSS
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compute resources  kubernetes
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cm-prometheus  controller
cm-prometheus  coredns  dns
Kubelet
cluster  cm-prometheus

ef-prometheus  kubernetes
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cm-prometheus  kubernetes  networking

cm-prometheus  kubemetes node

ometheus agent cm-prometheus  promethous
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[ ]
ol Consul

Consul monitaring

Quick Installation Custom Installation

Dashboard Operation ™

(=~

» VM

—

WM meonitoring, including heap/thread/GC/CPUSile monito
ring

Custom Installation Dashboard Operaticn ™

Prometheus Y2k 55

F

B FlasticSearch
-

ElasticSearch monitoring, including cluster/index/node r
toring

Quick Installation Custom Installatic

Dashboard Operation ™

Kafka

Kafka monitoring, including brokerftopic/consumer g
monitoring

Quick Installation Custom Installatic

Dashbeoard Operation ™

5. {EERMANERTL, HEIEIRRELMMNEEER, FHRDRFATR, 41T E L Kafka )

IR L BRI (bR ARSUERT]
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@ H%i:ﬂﬁ Prometheus ¥R

Kafka metric collection

Kafka instance

adldress * + Add
tag (3) + Add
Exporter config

Cancel Extra costs will be incurred. Billing Cverview &

HENXZE
1. %5 =% Prometheus 145l &,
2. (ESLFIF R, IEEEA Y Prometheus SEHl,

3. HEASKBIEMETT, Hdi BEAHID,
4. TERRHDIEEE MRIIRSS . AT DU o #EASERE B ALGS ], ARG RIS M2 BRI SS . SE58m]

LIt Dashboard ZEE/FR 2t 4% k55 #) Grafana Dashboard,
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https://console.tencentcloud.com/monitor/prometheus

=i

Category;

L]
Lot Consul

Consul monitoring
Quick Installation Custom Installation

Dashboard Operation ™

< WM

—_—
WM monitoring, including heap/thread/GC/CPU/file monito
ring

Custom Installation

0 MongoDB

MaongaDB instance monitoring, including file count/read an
d write performance/network traffic monitoring

Dashboard Cperation ™

Quick Installation Custom Installation

Dashboard Operation ™

IR L BRI (bR ARSUERT]

Middleware Big Data

Prometheus Y2k 55

Integration Center

Application

r
W» flasticSearch
-—

ElasticSearch monitoring, including cluster/index/node meni
toring

Quick Installation Custom Installation

Dashboard Operation ™

Kafka

Kafka monitoring, including brokerftopic/consumer group
monitoring

Quick Installation Custem Installation

Dashboard Operation ™

™
MHL,LEU_“ MysQL

MySQL instance monitoring, including network/connection
count/slow query monitoring

Quick Installation Custem Installation

Dashboard Operation ™

Infrastructure Database

& rink

Flink monitering, including cluster/job/task monitoring

Custom Installation Dashboard Cperation ¥

@ Kubernetes

Kubernetes monitoring, including APl server/DMNS/workloa
d/network monitoring

Custem Installation Dashboard Cperaticn ¥

@ PostgreSQL

PostgreSQL instance monitoring, including CPU/memory/tra
nsaction/lock/read/write monitering

Quick Installation Custom Installation

Dashboard Operation ™

%4535 13911



@ HEEHE Prometheus ¥R

HX I\
HERG
HX I\ N
TR SR
BT SN E] - 2024-01-29 16:01:49

FiZR & (Recording Rule) ATLALEFA TN —LE8 FIRVFEFREE THEARN & ZRVatni i TIR AT R, AR R R R ik
FFTIEARTEIR, AL AT YRR L A T R AR s B P B R, XX T Dashboard ¥R IEREM, AT
DA F P RO E DL R A 1 Y R,

R G LAKNIZH (Rule Group) FITEAFE, FHIRIZL A TR, —E R RIRE IR AT, SREFIMIFIA FRRF & AH R Y
Prometheus #iT,

E— RIS

RN R @ BRI R (sd) ARTERH] #3536 113911


https://prometheus.io/docs/concepts/data_model/#metric-names-and-labels

Prometheus Wf2%fR5%

groups:

[ - <rule_group> ]

BUF R — MR B AR & R 1) 5

RN R @ BRI R (sd) ARTERH]



Prometheus Wf2%fR5%

groups:
— name: example
rules:
— record: job:http_inprogress_requests:sum

expr: sum by (job) (http_inprogress_requests)

MUIEH

RN R @ BRI R (sd) ARTERH]



@ Hﬁ i:H_E Prometheus Y%1%ARSS

# AMALRR, 2R —

name: <string>

# ARERIE R

[ interval: <duration> | default = global.evaluation_interval ]

rules:

[ - <rule> ... ]

RN R @ BRI R (sd) ARTERH] 5539 13911



PR EHIIEIEAIT -

Prometheus Wf2%fR5%

# ERESHTHHERR AR, AU — DR EITERR AR

record: <string>

# PromQL ?@ifﬁ, R ANBIES S ERH IR SR ' record' H

expr: <string>

# EEAFRENY LR T T S N A A s AR SE

RN R @ BRI R (sd) ARTERH]



@ H%i:ﬂﬁ Prometheus ¥R

labels:

[ <labelname>: <labelvalue> ]

IETEAY(I5aN

RSN a4 IHEERS T ¢ level imetric:operations o
level | RREREHA, LUK AR

metric . ZFEFRH R,

operations : N THEARAVERIESIZ,

Bian -

RN R @ BRI R (sd) ARTERH] 5541 139101



Prometheus Wf2%fR5%

- record: instance_path:requests:ratebm

expr: rate(requests_total{job="myjob"} [5m])

— record: path:requests:ratebm

expr: sum without (instance) (instance_path:requests

RN R @ BRI R (sd) ARTERH]

:ratebSm{job="myjob"})



@ HEEHE Prometheus ¥R
AL B

ol N TE] © 2024-01-29 16:01:49

HRIE =

PRI LLE Prometheus Wa1ZEAR 55120 &5 K& P Prometheus TSR &R,  LUEDEA: Prometheus 75 ZE X C &
SCAFRAME R 1

e TAE

1. B3 Prometheus IETEARSS1EHIE

2. A2 Prometheus FEE LB, TEIEIES WAIESH,

3. JE T 951 2238k A 2] Prometheus S 5117 B T

4. Prometheus iR & HIM| (Recording Rule), 1HIE1E2S IR S HEAR,

ST

HERN

1. 3 S U Y 2 MSE A TR & > BT MUNGET e DU, ARYE BARSKORR SR i 2EA AR R ER &
FRREHHERR S, GTE, BAKEIES USRS LD,

RN R @ BRI R (sd) ARTERH] 5543 313911


https://console.tencentcloud.com/monitor/prometheus

z Hﬁ i:H_E Prometheus Y12k 55

CreateRecording Rule (RecordingRule)

@ Please use the native Prometheus recording rule YAML configurations. Note: you can enter configurations for only «
group at a time.

name: example
rules:
- record: job:http_inprogress_requests:sum

expr: sum by (job) (http_inprogress_requests)

2. B HAERN AT,

EEHN
TERUMIBIZE AU AR BRI T I IN AV B S E A RFF BRI EH T B, FHZE, MNPRHEE T, 4H

KPR S BB 1 ER AR

BRI
1. SR G AR, TR TR

RN R @ BRI R (sd) ARTERH] #5344 3139101



@ H%i:ﬂﬁ Prometheus ¥R

2. EANR AR RETR ZMERATAN, SERERINZ S, RUNERESMER, [FIRAR % AR5 1 A,

RN R @ BRI R (sd) ARTERH] 5545 1139101



@ Hﬁfﬂﬁ Prometheus ¥R
ERIATI SR S AL A1 2%

ol N TE] © 2024-01-29 16:01:49

KRR BOANCIETUER G M, T8 2 fusedshn MR G RZER A HHERS, THERRRIER T2, GEAH
FEREE TAERR, AIFESE — KORBREERENT, BURSHENER G DU TR & MU 2 AR BT B BIA TSR & A

hahd

metric (F8FREFR) #ii% Dashboard

=t

Kubernetes / Compute
:node_memory_MemAvailable_bytes:sum P -
Resources / Cluster

Kubernetes / Compute
node_namespace_pod_container:container_cpu_usage_seconds_total:sum_rate Resources / -
ClusterKubernetes /
Compute Resources /
node_namespace_pod_container:container_memory_working_set_bytes WorkloadKubernetes /
Compute Resources /
PodKubernetes /
Compute Resources /
node_namespace_pod_container:container_memory_rss Node -
(Pods)Kubernetes /
Compute Resources /
node_namespace_pod_container:container_memory_cache Namespace -
(Workloads)Kubernetes
/ Compute Resources /
Namespace
node_namespace_pod_container:container_memory_swap (Pods)Kubernetes / -
Networking /
WorkloadKubernetes /

namespace_workload pod:kube pod_owner:relabel Networking / -
Namespace (Workload)

namespace:kube_pod_container_resource_requests_memory_bytes:sum -

PN

namespace:kube_pod_container_resource_requests_cpu_cores:sum -

\RY

RN R @ BRI R (sd) ARTERH] %546 1139101


https://www.tencentcloud.com/document/product/1116/55069

@ H%i:ﬂﬁ Prometheus ¥R

IR

S NI
AT AT

H=
=
H= b
& S A 371
I E] ¢ 2024-01-29 16:01:49

Prometheus W1EARSS S H# 85T Prometheus AR E S LM, EFEMRARI S E4FIT,
U E AR SR B
WeBH :

S ERPE, RE(E

Prometheus MRS 55458 T 5 a5 5 HE /1M1 Prometheus FHEAAS S 6, S HEME, HAH,
+
SEks
ZFF Alertmanager U8, ERERERHE, HHESH
EZ*T*E*T BRI AT SR B AN SR A7 A I H‘#, EEEE PR, BEEE,
ZHNSZFE PromQL 1 TE X, fHEEEMRIE,
@ﬁﬁﬁ IEPeE SR AR, TR, FEZREROT
HRER 7
WG 1iAH
RS FR P S E RIS %,
SR WEE BRI SENTR], SEZEMNE R PromQL H#H177E X,
EEST R HE X5 EFRi,
HEHER HE X EHEENE,
GoR FH P 8 7E BRI R &% _E Y —H AR,
R HE S ZRER
TR TEBARGAR, AR, BSOS RIZWERE, HP EE FRBOT A7 K,

RN R @ BRI R (sd) ARTERH]
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@ HEEHE Prometheus ¥R
g WUNIZAE

o TN E] ¢ 2024-01-29 16:01:49

HEMNTEHFEA AT Prometheus HIZEAIE 5B S, KN IETEARSS VIR, N IR Ao A AR 55 5 H 1R L.

ARl S— BRI

£ Prometheus 1, & EMMAERERNITE IEF B, —DEEMMEREIATRELAT T

RN R @ BRI R (sd) ARTERH] %548 113911



Prometheus Wf2%fR5%

groups:
— name: example
rules:
— alert: HighRequestLatency
expr: job:request_latency_seconds:mean5m{job="myjob"} > 0.5
for: 10m
labels:
severity: page
annotations:

summary: High request latency

RN R @ BRI R (sd) ARTERH]



@ H%i:ﬂﬁ Prometheus ¥R

TEE BRI, FATTATLURF—2HAE R AR S 7 SUAE— group To TERE— group HERATTATLUE X2
TR rule, —SE RN EZZHLLT LT 4AL

alert : HERNFIAAFRR,

expr : BT PromQL WA E EMA SN, T IHHEZ S AN AP0 x5t

for : PEALSERENE, WIESEL, FTRREA YMASARE— BN LA S, EERFRHT 4 5 S 1R
A4 pendings

labels : EIE XARSE, JOVFFH P HEE ZM MBS Ry —H M hbRes,

annotations : F F&E —AMIMER, B0 TR EZEIEGE R SCTF%, annotations FNATES B4 —
[F/E NS85 E] Alertmanager,

R

WHEEN, ESZHNSCEFR annotations HH{# F summary fifih 5 Z IR E{S R, description F TR & Z M4
o [FNF Alertmanager B9 Ul RIS MR%AE, BrEEER. NEEEEEEA BN,
Prometheus 754 {t. label A1 annotations AR I{E,

it $labels.<labelnames> 228 & AT AT A 24 1l & B L H P HE EFRZERYE, $value AT LURECY # PromQL A THE
HIREAE,

[EPON

RN R @ BRI R (sd) ARTERH] 5550 13911



@ Hﬁ i:H_E Prometheus Y%1%ARSS

# To insert a firing element's label values:
{{ S$labels.<labelname> }}
# To insert the numeric expression value of the firing element:

{{ Svalue }}

fan, A LUEE AR LR L summary DL description YA AT 21

RN R @ BRI R (sd) ARTERH]



@ Hﬁ i:H_E Prometheus Y%1%ARSS

groups:
— name: example

rules:

# Alert for any instance that is unreachable for >5 minutes.
— alert: InstanceDown
expr: up ==
for: 5m
labels:
severity: page

annotations:

RN R @ BRI R (sd) ARTERH] #3552 113911



@ H%i:ﬂﬁ Prometheus ¥R

summary: "Instance {{ S$labels.instance }} down"

description: "{{ $labels.instance }} of job {{ S$labels.job }} has been down f

# Alert for any instance that has a median request latency >1s.
— alert: APIHighRequestLatency

expr: api_http_request_latencies_second{quantile="0.5"} > 1
for: 10m
annotations:
summary: "High request latency on {{ $labels.instance }}"
description:

"{{ $labels.instance }} has a median request latency above 1ls (c

RN R @ BRI R (sd) ARTERH] #3553 113911



@ HEEHE Prometheus ¥R
i R

ol N TE] © 2024-01-29 16:01:49

A FIEALE Prometheus MR 55 PG Hh B & B i, (ERLEABAR A 2L S I NI S R ECR HR A o

AIfESft

BN 1IN am S — I E IR - BN A aIRSS H Al Kubernetes 7,
EL A% Prometheus 24,
B %% Prometheus Agent Nz H IR 1,

(e

TEARY 5 RN, 152 UL SR,

1. &% Prometheus ARG IB,

2. 1ESIFIFet, RN Y Prometheus 21, B 72 IS k2 A 5 R SRS

3 MEHH RIS EH I AR, 7EsHE Il E 5 E RIS E R

SRESBURIERY | JERRIR BRI, EANIRAIE S DL S SRS P,

SREBALHR © mI{H FHERVRIE S ARt ] B E S

FAN PromQL : Al HERAERRtLA] B8 X, FRET PromQL AR EEmL SrF, HTIHE RS AR RS
MR IZS,

RS - TEE BRI AT B2 X, FORUAR RIFREZ DN RIfE T REEE,

HENS NP BE X EERE,

EEHE IR BE X, FRATFH P HE X EENA,

BEACE AT ERE, CatREAIERELE,

3% A BRIABUR AT BE X, FORAVFR e E M INE S S B — MRS, AIARE R IR & B AR
VERBCAE R FY b EE 75

BB - AT ERABR AT B X, FRAVFR P E B IE R,

EHEEA SRR EE CE AR, BRI, BRSO RENCRES, RIS IES WE AR,

S

RN R @ BRI R (sd) ARTERH] 5554 3139101


https://www.tencentcloud.com/document/product/457/30637
https://console.tencentcloud.com/monitor/prometheus

Duration minu ¥

Key:

Annotations Key:

Alarm Notification * Select Template

Value:

Value:

Create [2

0 selected. 3 more can be selected

Notification Template Name

Save Cancel

IR L BRI (bR ARSUERT]

Save

Save

Included Operations

Prometheus Y2k 55

Opera

The notification template list is empty. You can select some by clicking “Select Template”.

%555 13911



@ H%i:ﬂﬁ Prometheus ¥R

EREa=E VAL

e TN E] ¢ 2024-01-29 16:01:49

A FUAE Prometheus HEZEARSSTERIA T, AT 5K P BRI TR 1975 SR

R IR

1. B Prometheus AR ERIA,

2. fESLBIZ LA, A N Prometheus S, BA. o 72571 S PR 1) S5 B SRS
3. HRBNFRE R PANY S EERNg, (EHEyIR P R,

4. fESEREH A TR E R AT,

Disable Alarm Policy

@ Are you sure you want to delete the selected alarm policy?

RN R @ BRI R (sd) ARTERH] 5556 113911


https://console.tencentcloud.com/monitor/prometheus

@ H%i:ﬂﬁ Prometheus ¥R

CHEESTT

ol N TE] © 2024-01-29 16:01:49

Prometheus ¥51%2AR%5 N Kubernetes £BE71% T Master 4114, Kubelet, i dH, T/EME A8 IREH,

Kubernetes Master ZH 4

FEFCE SRR AL T Hahs -

%
RIS RgFIEN it TR AR
[5]
e ERITRY b f-u.r.L
% P , _ . H ]
il (sum(rate(rest_client_requests_total{code=~"5.."}[5m])) by (instance, job, [F]
cluster_id) / sum(rate(rest_client_requests_total[5m])) by (instance, job, 15m APIServe
APIServer i
cluster_id))> 0.01 HIFERK
Hi
T1%
N il
B b3 . : . - o \ 1
il apiserver_client_certificate_expiration_seconds_count{job="apiserver"} > 0 APIServe
APIServer and on(job) histogram_quantile(0.01, sum by (cluster_id, job, le) . %5 P 5
—— (rate(apiserver_client_certificate_expiration_seconds_bucket{job="apiserver"} UERFAE
i = [5m]) < 86400 24/ NG
) A
HX AN
RE API sum by(cluster_id, name, namespace) ;“F‘ A/Iil
. . o x wiE5%
s (increase(aggregator_unavailable_apiservice_count[5m])) > 2 -
H
JRE AP
LB
RE API (1 - max by(name, namespace, cluster_id) 5 g’%@;ﬁ A
m
CIPzRER(ES (avg_over_time(aggregator _unavailable apiservice[5m]))) * 100 < 90 ”
FATEERT
90%
API|Server _ . . APlServe
absent(sum(up{job="apiserver"}) by (cluster_id) > 0) 5m MREH
H e o
UIERREES
Scheduler absent(sum(up{job="kube-scheduler"}) by (cluster_id) > 0) 15m Schedule
e MREH
UINERREES

RN R @ BRI R (sd) ARTERH] 5557 13911



A BT

Controller
Manager

L

Kubelet

e
i

Node ik

Pz
DEH

Node f
CIEZ

Node |
Y NN
% pod

Node Ik
S

Kubelet
I
Ui e
Pt HA

Kubelet
IARSS
UHIES
ZSus:i!

Kubelet

absent(sum(up{job="kube-controller-manager"}) by (cluster_id) > 0)

LESUSN

kube_node_status_condition{job=~".*kube-state-
metrics",condition="Ready",status="true"} == 0

kube_node_spec_taint{job=~"."kube-state-
metrics",key="node.kubernetes.io/unreachable",effect="NoSchedule"} == 1

count by(cluster_id, node) ((kube_pod_status_phase{job=~".*kube-state-
metrics",phase="Running"} == 1) * on(instance,pod,namespace,cluster_id)
group_left(node) topk by(instance,pod,namespace,cluster_id) (1,
kube_pod_info{job=~"."kube-state-metrics"}))/max by(cluster_id, node)
(kube_node_status_capacity_pods{job=~"."kube-state-metrics"} |= 1) > 0.95

sum(changes(kube_node_status_condition{status="true",condition="Ready"}
[15m])) by (cluster_id, node) > 2

kubelet_certificate_manager_client_ttl_seconds < 86400

kubelet_certificate_manager_server_ttl_seconds < 86400

increase(kubelet_certificate_manager_client_expiration_renew_errors[5m])

RN R @ BRI R (sd) ARTERH]
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15m

55

S R]

15m

15m

15m

15m

15m

Controlle
Manager
MFKEH

NG REES

PR

Node Ik
A

£215m

Node
A3k, bk
I TAE
Ik
WA

Node I
3BT pod
= PR E

EBR

Node Ik
DELER
MsHZ
[FES%H)]

Kubelet
& PIRIE
e
24/ NI
Ja

Kubelet
AR 55 Ui Uk
T
24/
JEd A

Kubelet
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A BT

& b
IEF %%
RS

Kubelet
155 it
TEF34E
Eoqunte:)

PLEG
FEIN &

Pod &
SIFERT

]

Kubelet
[

>0

increase(kubelet_server_expiration_renew_errors[5m]) > 0

histogram_quantile(0.99,
sum(rate(kubelet_pleg_relist_duration_seconds_bucket[5m])) by (cluster_id,
instance, le) * on(instance, cluster_id) group_left(node)
kubelet_node_name{job="kubelet"}) >= 10

histogram_quantile(0.99,
sum(rate(kubelet_pod_worker_duration_seconds_bucket{job="kubelet"}
[5m])) by (cluster_id, instance, le)) * on(cluster_id, instance)
group_left(node) kubelet_node_name{job="kubelet"} > 60

absent(sum(up{job="kubelet"}) by (cluster_id) > 0)

Kubernetes &5 {# FH

RIE AR

A CPU

SERENTT

ULE UG

sum by (cluster_id) (max by (cluster_id, namespace, pod, container)
(kube_pod_container_resource_requests_cpu_cores{job=~".*kube-
state-metrics"}) * on(cluster_id, namespace, pod) group_left() max by
(cluster_id, namespace, pod)
(kube_pod_status_phase{phase=~"Pending|Running"} == 1))/sum by
(cluster_id) (kube_node_status_allocatable_cpu_cores)>(count by
(cluster_id) (kube_node_status_allocatable_cpu_cores)-1) / count by
(cluster_id) (kube_node_status_allocatable cpu_cores)

sum by (cluster_id) (max by (cluster_id, namespace, pod, container)
(kube_pod_container_resource_requests_memory_bytes{job=~"."kube-
state-metrics"}) * on(cluster_id, namespace, pod) group_left() max by
(cluster_id, namespace, pod)
(kube_pod_status_phase{phase=~"Pending|Running"} == 1))/sum by

RN R @ BRI R (sd) ARTERH]
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15m

5m

15m

15m

Rk

I} 1)

5m

5m

G
S e

B

Kubelet
GRS
URIES
B

PLEG #
VERERTTY
9957 i1
Kt
10%)

Pod B3/
FEY
9953ii
B
60F)

Kubelet
MREEH
FRIE R

PR PN

BN
Pod H1iE
"y CPU
JS§+¢u)
%, &k
Node
!

EREAN
Pod HiE
AT

= ¢UE

ELERE
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A BT

$EHE CPU
PRI %

ERENTT
IRk EuE=Y

LA
PR e

CPU #47
JEIHIAZ IR
di b

Pod 1
CPU f#H

P RE=N
|

Pod BN
TEfE AR

1=

(cluster_id) (kube_node_status_allocatable_memory_bytes) > (count
by (cluster_id) (kube_node_status_allocatable_memory_bytes)-1) /
count by (cluster_id) (kube_node_status_allocatable_memory_bytes)

sum by (cluster_id) (kube_resourcequota{job=~".*kube-state-metrics",
type="hard", resource="cpu"})/sum by (cluster_id)
(kube_node_status_allocatable_cpu_cores) > 1.5

sum by (cluster_id) (kube_resourcequota{job=~".*kube-state-metrics",
type="hard", resource="memory"}) / sum by (cluster_id)
(kube_node_status_allocatable_memory_bytes) > 1.5

sum by (cluster_id, namespace, resource)

kube_resourcequota{job=~".*kube-state-metrics", type="used"} / sum by

(cluster_id, namespace, resource) (kube_resourcequota{job=~"."kube-
state-metrics", type="hard"} > 0) >= 0.9

sum(increase(container_cpu_cfs_throttled_periods_total{container!="",
}[5m])) by (cluster_id, container, pod, namespace)
/sum(increase(container_cpu_cfs_periods_total{}[5m])) by (cluster_id,
container, pod, namespace) > (25/100)

sum(rate(container_cpu_usage_seconds_total{job="kubelet",
metrics_path="/metrics/cadvisor", image!="", container!="POD"}[1m]))
by (cluster_id, namespace, pod, container) /
sum(kube_pod_container_resource_limits_cpu_cores) by (cluster_id,
namespace, pod, container) > 0.75

sum(rate(container_memory_working_set bytes{job="kubelet",
metrics_path="/metrics/cadvisor", image!="", container!="POD"}[1m]))
by (cluster_id, namespace, pod, container)
/sum(kube_pod_container_resource_limits_memory_bytes) by
(cluster_id, namespace, pod, container) > 0.75

Kubernetes T AEf1#;

G

P E UGN

RN R @ BRI R (sd) ARTERH]
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5m

5m

15m

15m

15m

15m

21 Node

Hifs

LS
CPU FLH
o] bay
fi. CPU

B4 EL
,E\ ==0

RN
TECHEE
euICI L
NFE &

AL AT B T
(EIBRS
i$90%

CPU 47
JEI R3]
BRI

Lo

Pod 1y
CPU f# /]

75%

Pod 1IN
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T 75%

4
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i
i
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A BT

Pod I EHE

¢
U
=3

Pod k%

Deployment &%
FIRASAS PR

Deployment g4~
N U

Statefulset 5%
FRASA PEEL

Statefulset g4
g U

Statefulset ¥t
AR

Daemonset 25 B

FfE

Prometheus Y2k 55

increase(kube_pod_container_status_restarts_total{job=~"."kube-state-
metrics"}{5m]) > 0

sum by (namespace, pod, cluster_id) (max by(namespace, pod, cluster_id)
(kube_pod_status_phase{job=~"."kube-state-metrics",
phase=~"Pending|Unknown"}) * on(namespace, pod, cluster_id)
group_left(owner_kind) topk by(namespace, pod) (1, max by(namespace, pod,
owner_kind, cluster_id) (kube_pod_owner{owner_kind!="Job"}))) > 0

sum by (namespace, pod, container, cluster_id)
(kube_pod_container_status_waiting_reason{job=~"."*kube-state-metrics"}) > 0

kube_deployment_status_observed_generation{job=~".*kube-state-metrics"}
I=kube_deployment_metadata_generation{job=~".*kube-state-metrics"}

(kube_deployment_spec_replicas{job=~".*kube-state-metrics"} |=
kube_deployment_status_replicas_available{job=~".*kube-state-metrics"}) and
(changes(kube_deployment_status_replicas_updated{job=~"."kube-state-
metrics"}[5m]) == 0)

kube_statefulset_status_observed_generation{job=~".*kube-state-metrics"} =
kube_statefulset_metadata_generation{job=~"."kube-state-metrics"}

(kube_statefulset_status_replicas_ready{job=~".*kube-state-metrics"} |=
kube_statefulset_status_replicas{job=~"."kube-state-metrics"}) and (
changes(kube_statefulset_status_replicas_updated{job=~".*kube-state-
metrics"}[5m]) == 0)

(maxwithout(revision)(kube_statefulset_status_current_revision{job=~"."kube-
state-metrics"}unless kube_statefulset_status_update_revision{job=~".*kube-
state-metrics"})*(kube_statefulset_replicas{job=~".*kube-state-
metrics"}!=kube_statefulset_status_replicas_updated{job=~".*kube-state-
metrics"})) and
(changes(kube_statefulset_status_replicas_updated{job=~".*kube-state-
metrics"}[5m])==0)

((kube_daemonset_status_current_number_scheduled{job=~".*kube-state-
metrics"}=kube_daemonset_status_desired_number_scheduled{job=~"."kube-
state-metrics"}) or
(kube_daemonset_status_number_misscheduled{job=~".*kube-state-
metrics"}!=0) or (kube_daemonset_updated_number_scheduled{job=~".*kube-
state-
metrics"}!=kube_daemonset_status_desired_number_scheduled{job=~".*kube-

RN R @ BRI R (sd) ARTERH]

15m I

15m |

1h

15m

15m

15m

15m

15m

15m [

%561 13911



@ H%i:ﬂﬁ Prometheus ¥R

state-metrics"}) or (kube_daemonset_status _number_available{job=~".*kube-
state-
metrics"}!=kube_daemonset_status_desired_number_scheduled{job=~".*kube-
state-metrics"})) and
(changes(kube_daemonset_updated_number_scheduled{job=~"."kube-state-
metrics"}[5m])==0)

kube_daemonset_status_desired_number_scheduled{job=~".*kube-state- [

Daemonset 547 . :
metrics"} - kube_daemonset_status_current_number_scheduled{job=~".*kube- 10m

node AV .
state-metrics"} > 0 )
- . . . [
Daemonset #B457 kube_daemonset_status_number_misscheduled{job=~".*kube-state-metrics"} 15m :
node MEEE R A FE >0 :
Job SEF A/ kube_J:ob_spec_compIetions{jlob=~".*kube-state-metri'cs“} - 12h \‘
kube_job_status_succeeded{job=~".*kube-state-metrics"} >0
Job HAT R kube job_failed{job=~".*kube-state-metrics"} >0 15m .
_ kube_hpa_status_desired_replicas{job=~"."kube-state-metrics"} |= :
BIANGH HPA R (<Peipa_status_desired_replicas{job="" ries’s
PLip kube_hpa_status_current_replicas{job=~".*kube-state-metrics"}) and 15m I

changes(kube_hpa_status_current_replicas[15m]) == :

BIARZCRE] HPA kube hpa_status_current_replicas{job=~".*kube-state-metrics"} ==

15 I
SN kube hpa_spec_max_replicas{job=~".*kube-state-metrics"} m 1
I
PersistentVolume kube_persistentvolume_status_phase{phase=~"Failed|Pending",job=~".*kube-
e e e o 15m !
REFHE state-metrics"} > 0 :
-
Kubernetes 15 53
S PRI .
RIS g FRAK - PRI
(node_filesystem_avail_bytes{job="node-
exporter" fstype!=""}/node_filesystem_size_bytes{job="node-

YN ter",fstype!=""}*100<15 and Rz
T expo.r er. stype!=""}*100<15 an | o ‘jdfij* 2Ies
R predict_linear(node_filesystem_avail_bytes{job="node- 1h [T E4/ N

h exporter",fstype!=""}[6h],4*60*60)<0 and N e 52

node_filesystem_readonly{job="node-
exporter",fstype!=""}==0)

RN R @ BRI R (sd) ARTERH] #4562 113911



A BT

AFRGEZERIE

%

R Gtinodek
FER

R SGtinodef#

%S

IR EE

-

- 52 B

Hlasi R A2

MR g

(node_filesystem_avail_bytes{job="node-
exporter",fstype!=""}/node_filesystem_size bytes{job="node-
exporter",fstype!=""}*100<5 and
node_filesystem_readonly{job="node-
exporter",fstype!=""}==0)

(node_filesystem_files_free{job="node-
exporter",fstype!=""}/node_filesystem_files{job="node-
exporter",fstype!=""}*100<20 and
predict_linear(node_filesystem_files_free{job="node-
exporter",fstype!=""}[6h],4*60*60)<0 and
node_filesystem_readonly{job="node-

exporter" fstype!=""}==0)

(node_filesystem_files_free{job="node-
exporter",fstype!=""}/node_filesystem_files{job="node-
exporter",fstype!=""}*100<3 and
node_filesystem_readonly{job="node-
exporter",fstype!=""}==0)

changes(node_network_up{job="node-
exporter",device!~"veth.+"}[2m])

increase(node_network_receive_errs_total[2m]) > 10

increase(node_network_transmit_errs_total[2m]) > 10

min_over_time(node_timex_sync_status[5m]) ==

(node_timex_offset_seconds>0.05 and
deriv(node_timex_offset_seconds[5m])>=0) or
(node_timex_offset_seconds<-0.05 and
deriv(node_timex_offset _seconds[5m])<=0)

RN R @ BRI R (sd) ARTERH]
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1h

1h

2m

10m

10m

Prometheus Y2k 55
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@ HEEHE Prometheus Y2k 55
1 AR

ol E N TE] © 2024-01-29 16:01:49

AR I = 2 T B AR A I RIS

IAZER3 =

2R — 5 AR, 8D T B R CE A R
AMECBCE R P BRI BN - BR AT ARCE & B ERE VR, RS, AIAR] DELE & B R CERE Y g,

GIEAE=SES

EEEAWR @ TIKSHME SRR,

B, BRI | IS R SRR EAR,
PiHA :

PEIE RIS L 5 [ BUR AT 5 IS 12

AH % BR il

e i

A RS WA

B % 805 = A AT URL
LU
AR

1. B SR AR - 55 E AR
2. MIHTR, (EHTERBIR IS B
BURARR - B XA 5.

AT
R RN R B,

IR I R SEAL

m@

RN R @ BRI R (sd) ARTERH] 5564 3139101


https://www.tencentcloud.com/document/product/248/36744
https://console.tencentcloud.com/monitor/alarm/notice

@ E%i:ﬂﬁ Prometheus ¥R

FF @R
PO R AR BN, AR eI S ERIAIESE o8 B,
AN B @ SCHEHGE BN A ER
PRMCIRIE © SCHRlRAE, RS, IS, HIRPURR S BERE, ZSEn] DURYERIFH P 4R, IRIEA R & B eRE
AEHIN B,
IS B RO E A
IR AR ERPAGERY, R A HEMONE — R R T Y 552 XK
IR © IS B LR RAT, BTSN VAR TR
FettmIbe o RIS B TR BT T P A TR TR] R B
FHSKEAT © FIE BRI A WA R AR B R G TR RS TR EAEL,
B - EE WA Vi RE R u O EIE R TR, 2R IR M IS B B R Bz, 24 HTTP iX[E] 200
NIIERST), & & mRTERERIESE 5 E R,
BiBA
1AL AR 17 5 H B3R UE—RIEWY URL, St R 5s 5 24 R QIR & B RS A5 A s Ik B 32 i 42 11
mAHER S EHE, WEEHERSHEA=R, SIIERIERFEN5s,
4P QIR & B RIS A sk B I, 3 2@ B O RIAHER 5 B R, ROt R E 2 55,
=UEFEEE APL 71 IP NEhASEENLEC, TR BN 1P EER 4 ME, (5 1P S E 0805 1, B IEARYE
80 [ 1F 22 4220 e i N 4 s SR

RN R @ BRI R (sd) ARTERH] #3565 113911


https://www.tencentcloud.com/zh/document/product/248
https://www.tencentcloud.com/zh/document/product/248/38919

A BT

€ New Notification Template

Basic Info
Template example
cation Alarm Trigger Alarm Recovery
Template @
English v

Notifications(Fill in at least one item)

Use When adding a user, you can also add a user only for receiving messages.

Recipient User v

| &«
Notification 00:00:00 ~ 23:59:59 ®©
Period

Receiving Email SMS

Add User Notification

Add API Callback

® It supports pushing to the WeCom group robotCome and try it out [2

Complete

AR
RO E SNSRI BRI, BRNALTT

Vil BRIABC &

L YEAEiR FRGTTRE IR AR
AR HEME, HEKE

=% £:5CON FKSEH R

SR ) B 00:00:00 - 23:59:59 (£K)

RN R @ BRI R (sd) ARTERH]

Prometheus IR
(9] Add User Delet
Delet
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@ H%i:ﬂﬁ Prometheus ¥R

S E] R, EAS

THIBRAAR

Vil :

PRIE R AS SR

1. BRI TREMBRAEANAFS, TEIRIESI P A RER,
2. FESANE R AR R AT

& AR

1. KRBT E E HIRIEARATS, TERIESH A b R,
2. TEBkES T B (S BB B2 rr s SERREN Al

RN R @ BRI R (sd) ARTERH] 5567 13911



@ H%i:ﬂﬁ Prometheus ¥R

oA =St
PRETRB

I E) ¢ 2024-01-29 16:01:49

faifr
RN AR B TARR S ERIFERIARIE, 22— 1BE-EX (Key-Value) o
RERTLURIESAAERE (BIANL S5, H&, 7ABTANSE) ERIFRZEXT Prometheus IEPETR IR T /028 E B, @ bREIRH
75 fEsbRGE S DR AT B AR, PR BED N IR EEMIE XE X, RIE TR T ILE, B
REEREBENARE, PRV TN SRR E R,
DUF it — N BARH RO AR I
ROIFR
KRN AHERB T LG 10 4 Prometheus BEHZEARSS KA, mEALRE, o, STBR="DE0T, MRS TERIESN. Rk
A, T By EHARICESENLSS, =B M ABBEN T AN K= B, ETL,
RERE
NTHEER, ZNTEE AR E TN Y Prometheus ARG TRIE, & X T TR HEME.,
PR PREME

|

HRI HLRE, k. IR
k55 WS i AL ek By JEHTIE
BN TIN K=, &P, £h

PR FRAE (455 5] Prometheus 5K, VI 5 FRAE LAY X A1 T 7

541 1D i k55 BHEM T
prom-1jqwv1 FHL 7 B *H
prom-1jgwvi2 EENE] BHHIEL TH
prom-1jqwv13 je3s'4 Xk A gk =
prom-1jgwvi13 i34 fiFxk B K=
prom-1jqwv14 i34 Xk B K=
prom-1jqwv15 X JiExk B i

RN R @ BRI R (sd) ARTERH] #3568 113911
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prom-1jqwv16
prom-1jqwv17
prom-1jqwv18
prom-1jgwv19

prom-1jgwv110

fERRE

Xk
Xk
SR
YR
LY

fiide H F AL T2 Prometheus W 22AR 55 S|
TR R TR RN 9730 S 4t 1 32 AR “F 7171 Prometheus ¥IRENA],  BARTHIEINETES WAL RS,

e H R T T X PY 7 5 Prometheus HiA%RS5 LA

Xk B
X B
JEFAI1E
JEHAI1E
EEGHE

Prometheus Y2k 55

TEIRGIERLI G H AR e, sage st A B /Y Prometheus BRIREIAT,  BAKGHEIMETES W HRS,

RN R @ BRI R (sd) ARTERH]
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@ HEEH_E Prometheus ¥R
{i PR

R BEEIE] © 2024-01-29 16:01:49

ARSI FIELE Prometheus Hi PR S5 /G, ARIEFRENS LI TR IR0ME, T8 X AT,

PR IR

1. %% Prometheus M1EARSS1EHIE,
2. TESBIA R DU TR,  Zessthis,
3. TEFIFNRA AR, RBEeakt, R, HEFMRSSTIRIERHE, W TEFTR

Tag: ® Cﬂ
)
tag? v value2 v, X
v4d Addr... + Add
KN -
0.4.11 A Coopong 16-20-10 Mern w

4. TERRRE T PRI HE I BN ISR, PREIRE 2SS T3 08,
5. WIS TN N AIbREESelT, M sRAE B AR5 HIRAR S N A TR
6. RNt SEHFIE 1 B e SL BB 2 O N RARREAE R T 8, A0 P IEIFR

IR L BRI (bR ARSUERT] 5570 313911


https://console.tencentcloud.com/monitor/prometheus

@ HEFH_E Prometheus ¥i1EARSS

=)0 |

Instance ID/Name Monit... T AZY Network Configura...  IPv4 Addr... Billing Mo...  Tag (key:va
Data
Netwaork: retention
iod: 15 I taéE:valueZ
1] Guangzhou default_vpc perio Trial Edition
‘ Zone 2 Subnet: day(s) @ kkkkkklk:wn
promit @ Running default_vpc_ Specs name: tag1:value’
subnet Shared
Edition
Total items: 1 10 v /

HAFTE - BBRaIHE b)) BRIEENH $71 H13971



@ HEEH_E Prometheus ¥R

I PR RN

o BEEIE] © 2024-01-29 16:01:49

ARG FIELE Prometheus BEEARSSTERI A, X HARK B TARZE R iR AE,

ES (A

X A LB GREEAR S
1. %3 Prometheus MiiZEARSS %A,
2 FESEBINE T, AR RmEMRENIE], ERES > LHERE > 8%, I TER

Tagtag2 @ value?

Instance ID/Name Monit... ¥ AZY Network Configura...  IPv4 Addr...  Billing Mo...  Tag (keyn
Data
Network: retention
iod: 15 tag2:valu
ih Guangzhou default_vpc pero Trial Edition
. . Zone 2 Subnet: day(s) @ kkkkkkk:
prom @ Running default_vpc_ Specs name: tagt-valu
subnet Shared
Edition
Total items: 1 10 =

3. FEF IR E LR DRI E L, ARIEEIRTSEA TN, B E RIERRE

IR L BRI (bR ARSUERT] 5572 313911


https://console.tencentcloud.com/monitor/prometheus

A BT

Edit Tags

Prometheus ¥at%iR%s

X

The tag is used to manage resources by category from different dimensions. If the existing

tag does not meet your requirements, please go to Manage Tags [&

1 resource selected

tag2 v
kleklcklkl v
tag1 v
v

+ Add

value?2

VWY

value1

IR L BRI (bR ARSUERT]

Cancel

5573 13911



@ =331 by Prometheus {2
5t FH BR il

ol N TE] © 2024-01-29 16:01:49

=

FRETE—NE-EX (Key-Value) , #Zr]LITE Prometheus MTEARSS TG, 3% Prometheus SEHII E RS SKIL
IR A, WIARAE, Al DAIRHS 77 (e it 8 HA X B 9 55 5

N

B PR

RIRTCF IR KR 0250,

P B R Al

qcloud. tencent. project JF3NRGTAFREEHE, FE1LAIE,
HEERNFRE, B, ZBEEINT, X+ -« = & v W L @,
PR S e K255 N F4F

PR (E R

7N ﬁléjjix %&?\ %%ﬁfyi, i?%“'\ N NN N “ /\ @O
IREER A KN 27051,

RN R @ BRI R (sd) ARTERH] 5574 3139101



@ H%i:ﬂﬁ Prometheus ¥R

kR
U EREG I BUR
Hear BT ] @ 2024-01-29 16:01:49

ARIEAERE R EFE T Prometheus BAEARSS, ZARSS AR NEE, HELZENRIKSEH, FEELT
]

TR 2 NIh=2, T XU =,

SETEAERR ST NRITT AR, 5= A AR E S a2 2 XUR

BER, SEEE AT LGRS RS SRR N B AR FVARSS, RAGEDL B RE, BINERT, FIKS LA
Prometheus AR, KL, Fedl 1752 G SRS R AL VF7- KA FH A AT TP 7 ZE B IR AN R

(Sl

i (Cloud Access Management, CAM) ZBIR=2H1Y—E Web IR%S, ©FEMH THEP Z2E BN
TP TSR TR, @it CAM, SERTLAAIEE, ERAESHE (4) |, I8 B PR SRS B
S5\ AT DUfSE FH WL 5 TR = R

BIEMEH CAM I, RTLURFERIE 5 — D P a— A P REGEESR, SRS RENSIZAN B F HE.40 Fl P (8 48 & IR e il /E
£%%, X CAM EKIBIHEZH X HEAEB R, BN FIGIEE, B X CAM KB EZH X EHER, B2 %
%,

LB TN TS AT Prometheus AH S RIRIYTT RIS, SERTDIBGT BB, BT SCEe 3t 0 AN s Mot sepy s H:
SRS R

AT

CAM SR A F — N8 Z 1 Prometheus ##FEE M HELE ] — 18 Z 1~ Prometheus #5:/F. (RN £46571
FEERT LU TR ER SR (RTLUR R, SRR Eth T DU IR 0 %515) |, SRR rT Al &R E R IR AT I B Y 5%
o

Prometheus #5555 E0 7T AP HREA KRBT IRINIR, BEHRAE, X TI%3E APHRIE, SETRIELEE RS R ORI (5
FEEFEND BRI EIERE R, TR E 2 ER o IR

RN R @ BRI R (sd) ARTERH] 5575 313911


https://www.tencentcloud.com/zh/document/product/598
https://www.tencentcloud.com/zh/document/product/598/10603
https://www.tencentcloud.com/document/product/598/10601

@ H%i:ﬂﬁ Prometheus ¥R

RIS E

ol N TE] © 2024-01-29 16:01:49

LERaN

ViR ] F 4% 3775 W) Prometheus MRS5S SEHIRIRER, 15 R SRBG 2T JSON RYARISRIGIE S . ] LLE
VIR SRESTE S BAEERITA (principal) X5 EHT Prometheus Bi%EAR S5 BRI THEE HIHRIE,
ViTISRIEIE S 0D 7RIS EATTRMANE, A K RIGE S IR 2% CAM T E T,

ViRl SRASFR Y TR

VIFISRISIE S W U T AR AT

1B (statement)  fid—SREUESBURIVIEAIE R, BoTRUER. BIE, WR, SRAESAHMTTRIRIR
BNREES, —SRRIE A HAE —MBERITTR,

A (effect) : b EREERE TLFE R maIE4s", C1F allow 1 deny PIRRETL, %IT3R 2 HIHIT,
#1E (action) : #idRVFEEELRIIRIE, #RIETLUZ APl (DL name RIZERNR) siEDiRESR (—HRER API, DA
permid FZRHED) o ZITRZAIHAIL,

I (resource) : MM BMEIE, FHIRE A/ SBAHLD, G0 MBIRE HERAIXE, 2Tk
MR,

& (condition) : HARIRAKIVLIRGN . S OFRIRIERT, ROFIEAIRIFELAM. SROFERTEENF, 1P i
HEER. ARG R EESR M e HAbE, 1ZoTRZIEEIL,

TLR A

TEER

MREAEREZ T Oorr) MRENTIFBER, WEERELTE, FN, BarERiEgE (deny) X ERIREIIT,
AR PR P TR VI RNZ SRR, BEA HARSRISEZ 7 7 V5 RIARAVIE 0L P BT F, T R 4EE R ROTRR
51 :

RN R @ BRI R (sd) ARTERH] 5576 313911


https://www.tencentcloud.com/document/product/598/10600

@ Hﬁ i:H_E Prometheus Y%1%ARSS

"effect" : "allow"

TEEBRME

IEYEE T AR RIS e E — ISR HI B IR, 1EE IR EIR IRIREPE ) IEGER 70820 (monitor:Describe®)
M4aEE T (monitor:*) o
FEE SOV ER RBIANT -

RN R @ BRI R (sd) ARTERH] 77 313911



@ Hﬁ i:H_E Prometheus Y%1%ARSS

"action": [

"name/monitor:Describe*"

TEERIR

%I (resource) JTULRMIB—PEZMEEXNR, AN Z Prometheus MTEARSS IR, PTG RIF¥I AR T bmy
FNEEER 7 2

RN R @ BRI R (sd) ARTERH] 5578 313911



Prometheus Wf2%fR5%

gcs:project_id:service_type:region:account:resource

SHEAIHANT
SR fifih
qcs & qcloud service Y&, FKn2BINRII RS
project_id MR EE R, {8 T 3#HA CAM R, —i i

RN R @ BRI R (sd) ARTERH]

X I
S

b



@ Hﬁ i:H_E Prometheus Y%1%ARSS

service_type = FEAmfEFR, X EH N monitor g

region i HEE B yss
A FREEENEREEFEE, EKSHID, "N uin/${OwnerUin} , .

account , pics
21 uin/100000000001

resource R EAREIRIENE, Ai800 instance g

THZE—1 Prometheus M1%EIRFE I /SE R E L.

RN R @ BRI R (sd) ARTERH] 5580 13911



@ Hﬁ i:H_E Prometheus Y%1%ARSS

"resource": ["gcs: :monitor:ap-guangzhou:uin/100000000001:prom-instance/prom-73jingds

eSS

VIR RIS E S AR PRURINFEE ST, FERH TIRERSEN, RERMFISHE 7RSI EA R,
PRE RIS BIANT

"condition": {
"for_any_value:string_equal": {

"gcs:tag": [

RN R @ BRI R (sd) ARTERH] 5581 313911



@ H%i:ﬂﬁ Prometheus ¥R

"testkey&testvalue"

}

XANERE RIS T a4 key M testkey, value i testvalue IR,

™IS

HThRE
AT 2GSRI E SO RVFIR UIN 291250000000 F E IS 1D 2 prom-73jingds YRR, DUNEEE TR
HEN testkey, PR{E N testvalue FEETR (AISRIZSEBIARE THR% testkey& testvalue , NATREFIHD o

RN R @ BRI R (sd) ARTERH] #3582 113911



@ Hﬁ i:H_E Prometheus Y%1%ARSS

{
"version": "2.0",
"statement": |
{
"action": [

"name/monitor:*"

1,

"condition": {
"for_any_value:string_equal": {
"gcs:tag": [
"testkey&testvalue"

RN R @ BRI R (sd) ARTERH] #3583 113911



@ H%i:ﬂﬁ Prometheus ¥R

}
b
"effect": "allow",
"resource": [

"gcs::imonitor:ap—-guangzhou:uin/1250000000:prom—instance/prom-73jing

ETHRE

BT BE 1D, mlicte e SIRVIERIR, FEMK=I1D 29 1250000000 :
BOE N (P50 HIAR,
TR PEE,  instancet(prom-73jingds).  instance2(prom-65jidfafk) Y HISANER,

RN R @ BRI R (sd) ARTERH] #3584 113911



@ Hﬁ i:H_E Prometheus Y%1%ARSS

{
"version": "2.0",
"statement": [{
"effect": "allow",
"action": [

"name/monitor:Describe*"

1,

"resource": |
"gcs::imonitor:ap-guangzhou:uin/1250000000:prom—instance/prom-73jingds",
"gcs::monitor:ap—-guangzhou:uin/1250000000:prom-instance/prom-65jidfafk"

1y

RN R @ BRI R (sd) ARTERH] 585 113911



@ Hﬁ i:H_E Prometheus Y%1%ARSS

"condition": []
}]
}

RO M () 80 5 AR,
TR PEC, instanced (prom-73jingds) B TRTIIHERIERVERER

{
"yversion": "2.0",
"statement": [{
"effect": "allow",

RN R @ BRI R (sd) ARTERH] %586 113911



@ H%i:ﬂﬁ Prometheus ¥R

"resource": |
"gcs::monitor:ap-guangzhou:uin/1250000000:prom-instance/prom-73jingds"

1y

"action": [

"name/monitor:TerminatePrometheusInstances"

RN R @ BRI R (sd) ARTERH] 5587 313911



@ EEEHE Prometheus ¥R
RIS

T HEEN A ¢ 2024-01-29 16:01:49

Prometheus H 7€ X K

QIR TR SRS IR 7oK, ] S i B B SORME I B 5 SR

Policy

@ Associate users or user groups with policies to grant permissions.

Create Custom Policy All Policies Preset Policy Custom Policy

Policy Name Service Type T Description Last Modified

bsp BatchCompute bsp 2018-05-04 20:04:41
QcloudCCNFullAccess vpc QcloudCCNFullAccess 2019-10-09 19:58:06
FivAccess fiv FivAccess1 2020-01-06 15:35:35
CaptchaAccess captcha CaptchaAccess 2019-08-02 14:25:17
EMR_ADMIN Elasticsearch MapReduce EMR_ADMIN 2019-02-19 14:49:16
EMR_OBSERVER Elasticsearch MapReduce EMR_OBSERVER 2019-09-10 22:34:27
EMR_OPERATION Elasticsearch MapReduce EMR_OPERATION 2019-09-12 15:43:46
QcloudFCRFullAccess Collection Robot QcloudFCRFullAccess,Can add, modify,view and use all instances. 2019-05-08 15:16:18
FCR Administration Collection Robot Can add,modify,view and use all instances. 2019-04-08 16:26:54
FCR Visit and Access Instances Collection Robot Can view and use all instances. 2019-04-08 16:26:45

10 « e

B B SORBSHY T IR A 2% RIG I E,

RIS HZAX

EBE AT RIS ] L KB P A 85+ PRI RUR,
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A BT

Policy

@ Assaciate users or user groups with policies to grant permissions.

Create Custom Policy

Policy Name

bsp

QcloudCCNFullAccess

H A8 AR A AN BT T2

IRIANBRAE A2 REAEHE TE F P O IR Le V3 R B A P A T IR E Y BE
TREFA SRR TRAN R Prometheus ARZ5H1E,

[FE P CAM FR RN Y B ISHUANT

PR

Prometheus {2k %%

A& ] DAZERI T e e A P A TR B2

Prometheus Y2k 55

All Policies Preset Policy C

Service Type T Description

BatchCompute bsp

QcloudCCNFullAccess

PR A B b 7 1

gcs::monitor:$region:$account:prom-instance/*

gcs::monitor:$region:$account:prom-instance/$instanceld

o Prometheus IHEARSS HF 7 X RFRIRANFR, HIZR
VFH PR R E SRR, i

TR L FISCFPRIEIAR ) Prometheus 2RSS API(E, IRERIZN, action SEHA AP 5/ERFRmL Al LU
PR AP BT, 1RiE action tHATLAEE * 1E9@BCLAT,

IR RGN API 515
AP| 1
DescribePrometheuslinstances
TerminatePrometheusinstances
RecreatePrometheuslinstance
ModifyPrometheusinstanceAttributes
ChangeGrafanaAdminPassword
UpgradeGrafanaDashboard

DescribePrometheusKubeClusters

RN R @ BRI R (sd) ARTERH]

AP| fii5h

%I F P T Y Prometheus RS 9541
B45% Prometheus 55 5]

HEH7%E Prometheus iS5 5541

&% Prometheus SZfIIFH % & 14

&e4 Grafana Admin %55

F+4% Grafana Dashboard

FIlH Prometheus A £E£151Y Kubernetes #5152

589 4t
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A BT

InstallPrometheusAgent
UninstallPrometheusAgent
DescribeServiceDiscovery
CreateServiceDiscovery
UpdateServiceDiscovery
DeleteServiceDiscovery
DescribePrometheusKubeBasicMonitor
EnablePrometheusKubeBasicMonitor
DisablePrometheusKubeBasicMonitor
DescribePrometheusAgentRuntime
DescribePrometheusJobTargets
DescribeRecordingRules
CreateRecordingRule
UpdateRecordingRule
DeleteRecordingRules
DescribeAlertRules

DeleteAlertRules
UpdateAlertRuleState
CreateAlertRule

UpdateAlertRule

AR RIFEHBA API 53R

Prometheus Y2k 55

7% Prometheus Agent

1% Prometheus Agent

%Il Prometheus i35 & B1%13%
Bl Prometheus AR%5 & EH

HT Prometheus AR%5 231

fIER Prometheus AR55 &1

i B IR S

TF 5 Ben i 4%

o DRI RRA: 4%

FKHY Prometheus Agent 387 THPIRZS
HlIH Prometheus fEFRIMEUESSHTIRESE R
IR RN

OISR S RN

SRR SN

TR PSR & AR

IRERLNE

I S R

BT B RIS

(ellfESen s

SRR BRI

R A SRR TRMARET Prometheus Bi4%R55 AP 4%, AT AR P23 [ ANZBRERIAR, (HIRIIE A5

Ji (resource) JTHEMLIFEEN * .

AP| 1

CreatePrometheuslinstance

RN R @ BRI R (sd) ARTERH]

API fizh

A% Prometheus RS54
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@ BB Prometheus 1%
FH 5% A AR T BH

o TN E] ¢ 2024-01-29 16:01:49

TEAEFH Prometheus W PZEARSS A2 H, N TREMSMEFHAE X m¥5TH, 2832 MeEEHHMTIRG AN 5. (EEAIZAR
Sy A 325 & CM_QCSRole RSG5 A th, ARSCHEE T K% 57 (LB RS MEBURISHYIEE, P 2 R8s
CM_QCSRole ffERIN\ X BV AL SRIE S E40 T

QcloudAccessForCMRolelnPromHostingService : Prometheus Wi ZeiR 55 Fi 5 B A 2a RS TKE BUR,

s

IR Prometheus IRFSSKHIZ G, FRERIEBINT AR (TKE) L5afTiIiRSS, 1 AILIE T ERIE K

BalRss, FEVMBNEESRMSS (TKE) XK APIARSS, FJEENRNEE, FRIEEVIRBNSESRRS
(TKE) SRZFFA M WA P BRI N ZE A Aa TR,

A e ) THRACE, ERBBEVEN T, EERINEIE Prometheus IRFFELBIIE, HEAZIN N SLHIEFE T HY

"SRR ARIRSS IN = i AR

D I

RSB

1. S0 Prometheus S 5, FEVII SR AINGS IS HBUERULTRE, FEHLAL IS AOR, 41
iz

2. 15 [ e i ST

3. TEVI IR P —f (R P DU PA T RIS, A AT A]
BiAA

HERIBAAZ I —K, QRGN WA BNZE TR,

FIRES TS B

FMRSTE BB, Bl 7 CM_QCSRole fAth)g, FIKS LRI CM_QCSRole fith, &1 MKk=if
FMKS51%F PassRole fUR, TS HEAE Prometheus 2RSS FHIEE VIR A & RS TKE, SR AARIRSS YR
HNE /7SI

TERZ T F K5 PassRole AR, TEFALRIERFIKSHLLTAIR

BRI BT

TR TSR CAM AR, EIKERTFIKSHY PassRole QcloudCamReadOnlyAccess B
BERY AR QcloudCamFullAcces
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@ Hﬁ i:H_E Prometheus Y%1%ARSS

= IETERIS AR T =7 it SR, I T 5= PassRole X FRESE AHRS (TKE) MREH
BRAT, FTHALRT IS AI{E TKE FIEE VI TKE B

MR BRI T, EEE U TP BT 1 K-S cam:PassRole FUR.
1A RS B B A EEARE K5 QAN T B2 RS, SRMIEEN T

{
"version": "2.0",
"statement": [

{

RN R @ BRI R (sd) ARTERH] #3592 113911


https://www.tencentcloud.com/zh/document/product/457/37361

@ H%i:ﬂﬁ Prometheus ¥R

"effect": "allow",
"action": "cam:PassRole",
"resource": "gcs::cam::uin/${OwnerUin}:roleName/CM_QCSRole"

]
}

2. WESESG, B VNG P RS R AE B E RIS T R EBE K-SRI AT,
2% 75 cam:PassRole F{fR.Z 5, FXifiAIX N Prometheus SEIE FE TRV “SE A SRARSS  TUHE, I HIIIZAHE
TRAE
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https://www.tencentcloud.com/document/product/598/10602

@ E%i:ﬁ_ﬁ Prometheus ¥R

Grafana

TN E] ¢ 2024-01-29 16:01:49

Prometheus I5#EARk%5 5 Grafana nl (LIRSS @R, — Grafana SLHIAT[FI %21~ Prometheus SEI46E, H
F5H Prometheus £E1IG— AT AL,

(A

Prometheus IST2EARSS ST IELE OIS0 9B Grafana SEll, & EAEMSE Prometheus B RS & S v & T 5|4
E¥E5 1407,

85E Grafana SZHi

1. B3 Prometheus ZEARSSHEHIB
2. 1£ Prometheus %3R5 XS B Y Prometheus X, 1E#(E% 8 88%>Grafana>48E Grafana,
3. fEMAEHRI%RE Grafana S25), e R BIA],

Associate with TCMG X

You have selected this instance:

1stance IDY.. Status AZ MNetwork Configuration Billing Mode
Running Silicon Valley Metwo Data retention Pay as you go
Zone 1 Subn period: 15
day(s)

@ After a TMP instance is associated with a TCMG instance, the panel operations in the TMP integration center wi
automatically apply to the TCMG instance.

an create one [Z in the console

OK Cance

WeBH :
NS Prometheus SXHll[A—VPC (FAEWZE) 1Y Grafana SLfll, #HRETRFEH Grafana, 1ES%E /55|
a2,

IR L BRI (bR ARSUERT] 5594 313911


https://www.tencentcloud.com/document/product/1124
https://www.tencentcloud.com/document/product/1116/43170
https://console.tencentcloud.com/monitor/prometheus
https://www.tencentcloud.com/document/product/1124/43953

@ H%i:ﬁ_ﬁ Prometheus ¥R

fRY8 Grafana SZHil

1. &% Prometheus WEARSSTERIB

2. 1£ Prometheus %12 6 MY Prometheus S£fiill, 1E#(ESA T3 % > Grafana > f848 Grafana,
3. TESHAE F i E R R A

(D You are disassociating this instance from
Once you confirm the disassociation. all the panels and data sources
related to this instance in g will be deleted. Are you sure
you want to continue?

%5 Grafana S

1. B3 Prometheus MRS 2B,
2. £ Prometheus #1|38 X MY Prometheus X5, BAd 52 ID/&FMEMITY Grafana B,

Instance ID/Name Monitoring/Status azY Network Confiquration Pu4 Address Billing Mode Tag (keywvalue) @ Creation Tim
Networ Data retent 15 created_byjliae
o Silicon Valey Zene 1 2ie reiEnan peres 12 Pay as you go 2023/05/08 1
n-2605.. (@) Running Su dayls] bunasa
Networ’ Teamimyteam
(5] - o Silicor Valley Zane 1 Subas Data retention period: 15 Pay a5 you go Roietest 2023/01/18 0
mAT8721. Running - dayis)

Regionna-siliconvaliey

3. A Grafana FLHifi A K S A1 R BRI A] 5%,
Wil :
% Grafana #{EIE2% Grafana I LRSS, 40 Grafana BCE. B 78 RASE A,
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https://console.tencentcloud.com/monitor/prometheus
https://console.tencentcloud.com/monitor/prometheus
https://www.tencentcloud.com/document/product/1124

@ HEEHE Prometheus ¥R

API {5 FH+5Td
API R

I E) ¢ 2024-01-29 16:01:49

HTTP AP

Prometheus FTAFEN HTTP API &R7E  /api/vl B&FET, HIATEBEIEEAFTE RN, FILUEE R AP IEKIE
PR, PRASEAR AT LUE  remote write X ER#E Pushgateway HI 5 R

XFFHY API

API WiRA FEINIE PaRiS

/api/v1/query AR = GET/POST
/api/vi/query_range JLE yiss GET/POST
/api/v1/series series £ if] = GET/POST
/api/vi/labels labels 7 if] yss GET/POST
/api/v1/label/<label _names>/values label value # 1] &= GET

/api/v1/prom/write remote write £HEHER = remote write

SDK

FID

Pushgateway pushgateway ZHEHEzS

UNIARES
BATFIEIALE, BT ORI AR EIALE, PP RIIAIE A A% Bearer Tokenfil Basic Auth,

Bearer Token

Bearer Token FA& SKHF=AE AR, AILGETPERIG TR, T f#% Bearer Token HZAEE, 152Ul Bearer
Authentication,

Basic Auth
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https://prometheus.io/docs/practices/remote_write/
https://prometheus.io/docs/practices/pushing/
https://swagger.io/docs/specification/authentication/bearer-authentication/

@ H%i:ﬂﬁ Prometheus ¥R

Basic Auth 3#& 4 Prometheus Query FJIAIE X, FFP & AH Y APPID, %8578 bearer token (SEHIF= A I A4:
B%) , AILUESEERI A TE W, T Basic Auth B4R, 152 Basic Authentication,

R [BIA% 2

A AP N R A VAR N JSON, 8 — KNI R IR Al 2xx KA,
TERETE R ZR B — DA SN R JSON AS KB, RN R T & — DT RASHTIRESN
VNN aX

401 INUEZR K

400 SRR B 15 I I [ R 1 SRR AR

422 B DR FEXLTEPHEEN (RFC4918)
503 LA WA ] FH B EH N R [ R 55 AT RS S

TEARSE SR W SR [EAERRAN T
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https://swagger.io/docs/specification/authentication/basic-authentication/

@ Hﬁ i:H_E Prometheus Y%1%ARSS

"status": "success" | "error",

"data": <data>,

// H status WIREN error B, THIIVEIERHERE]
"errorType": "<string>",

"error": "<string>",

// BPATIERNAESEEN, X7 B EETCRE

"warnings": ["<string>"]
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@ =331 by Prometheus {2
BAREA

o TN E] ¢ 2024-01-29 16:01:49

HRIE =

M flink job _LiREHENI R, FATFEET APl BEENEIES A Prometheus, K iXLE job B4 dn B HA R RERR
B, KAKEERF Prometheus SRAECEHR, B AKEE AT LAE R H Remote Write MY EE Pushgateway HI 75 3,

Remote Write
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https://prometheus.io/docs/practices/remote_write/
https://prometheus.io/docs/practices/pushing/

@ Hﬁ i:H_E Prometheus Y%1%ARSS

POST /api/vl/prom/write

Remote Write /& Prometheus fR#EFIIY, BZNHA LIS UL Prometheus-remote write, {#F remote write F{/Tr]
L3 VPC NHEAM Prometheus M%HE 5 A FI| Prometheus WitEARSSH, X TREUBRREMERTHRER, #AREN—
RS 5 2R,

Pushgateway
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https://prometheus.io/docs/practices/remote_write/

@ Hﬁ i:H_E Prometheus Y%1%ARSS

HIR Prometheus = 5k DI 3, (HEH S RRIMIRFEEMFERHERN TR, FILIZ U Prometheus -
Pushgateway 18,

Prometheus W12k 55 AESE L T Pushgateway #8, n] DUEHHEEBEERIRSS . THZE—MEH Go 15 S #XE
BRI, FFERF $IP . SPORT . S$SAPPID . STOKEN SXUEFERHNHLFIMINEREEER, X
SERERE(E R AT DA B i T &1,

L

SREVEICE . SINSTANCE NURIHLERHIFRIN, 41 IP/Hostname . ANRIRAIZIEX groupingKey, 4%
Bl —E LR, BiEs EEE S,

package main
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https://prometheus.io/docs/practices/pushing/

@ H%i:ﬂﬁ Prometheus ¥R

import (
" fmt "

" t ime n

"github.com/prometheus/client_golang/prometheus"
"github.com/prometheus/client_golang/prometheus/push"

"github.com/prometheus/common/expfmt"

var completionTime = prometheus.NewGauge (prometheus.GaugeOpts{
Name: "db_backup_last_completion_timestamp_seconds",

Help: "The timestamp of the last successful completion of a DB backup.",
})

func do () A

completionTime.SetToCurrentTime ()

func ExamplePusher_Push () {
if err := push.New ("http://$IP:S$SPORT", "db_backup").
BasicAuth ("$SAPPID", "STOKEN") .
Collector (completionTime) .
Grouping ("instance", "SINSTANCE").
Grouping ("db", "customers").
Format (expfmt.FmtText) .

Push(); err != nil {
fmt.Println("Could not push completion time to Pushgateway:", err)
}
}
func main () {
do ()
ticker := time.NewTicker (2 * time.Second)
done := make (chan bool)
for {
select {

case <-done:
return

case <-ticker.C:
ExamplePusher_Push ()

=R
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@ HEEHE Prometheus ¥R

push.New RIS RAILUET client JTEEEX HTTP Client, FAHEFRE—NEEAVHNRH, R
push BAEFA TR A PR,  DURFHZEESS ke,
HE RRIZRIES W B e,
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https://www.tencentcloud.com/document/product/1116/43215

EHBAT
RS

ol N TE] © 2024-01-29 16:01:49

HRIE =

HBATABARERTRE, ATLUES & APHE R IR ZERE,

APPID/Token #£HU T 7\

£ Prometheus AP| i HZEZEGES APPID + Token WY TSR],
APPID FEH Ak,
Token MX*TRN Prometheus SZfiliYEAE B A FEEL,

A AP 2 11

RN R @ BRI R (sd) ARTERH]
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https://console.tencentcloud.com/developer

Prometheus Y%k

GET /api/vl/query
POST /api/vl/query

3

A

N

1

query=<string>: Prometheus : ZHZX,
time=<rfc3339 | unix_timestamp> : i[RI, AJik,
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@ Hﬁ i:H_E Prometheus Y%1%ARSS

timeout=<duration> : fEMEREE, A%, ERAH -query.timeout SEIEE.

] B A 1A

BATATLAGEA T E G737 AP BUEZ I, EiARSSEATAUESS ST DUEAE B SE AR 5 &

curl -u "appid:token" 'http://IP:PORT/api/vl/query?query=up'’

ANFGR EIIRZSAS N 401 1B EINIEE B2 & I,
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Prometheus Wf2%fR5%

< HTTP/1.1 401 Unauthorized
< Content-Length: 0

Aif)

.
=

e
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@ Hﬁ i:H_E Prometheus Y%1%ARSS

GET /api/vl/query_range
POST /api/vl/query_range

ARFEI TR]7E B E BT FR Z AR R BATH IR RZ IR, SINBAMIRMNFEME] /api/vl/query_range
@, BT
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$ curl -u "appid:token"

{

Prometheus Wf2%fR5%

"status" : "success",
"data" : {
"resultType" : "matrix",
"result" : [
{
"metric" : {
" _name__ " : "up",
"job" : "prometheus",

"instance" : "localhost:9090"

RN R @ BRI R (sd) ARTERH]

'http://IP:PORT/api/vl/query_range?query=up&start=2015-07-0



@ H%i:ﬂﬁ Prometheus ¥R

b
"values" : [
[ 1435781430.781, "1" 7,
[ 1435781445.781, "1" 71,
[ 1435781460.781, "1" ]
]
o
{
"metric" : {
"__name__ " : "up",
"job" : "node",
"instance" : "localhost:9091"
o
"values" : [

[ 1435781430.781, "O" 1,
[ 1435781445.781, "O" 1,
[ 1435781460.781, "1" ]

H %2 Grafana IINEHETR

AT LGS B EERE Y Grafana ISIIFEERY Prometheus AEIETR, 77 HEFAE B 1Y Grafana HEERIE, #if
EEBRMUEENER— VPC N, FRUEMZSEr] LLEAET A,
)2 BasicAuth INIEF %, FHEEMNINEEREER], 41T Ebl®E,
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Prometheus Y%1%ARSS

Data Sources / hosted-prometheus

tlt Settings B8 Dashboards

hosted-prometheus Default

HTTP

URL http://IP:PORT

Access Server (default)

Whitelisted Cookies

Auth
Basic auth [ With Credentials
TLS Client Auth With CA Cert
Skip TLS Verify

Forward OAuth Identity

Basic Auth Details

User APPID

Password configured
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Prometheus Y2k 55

A BT

ek 5TEbR
LA NN =1
Hear BT ] @ 2024-01-29 16:01:49

BREMNBRABEREMARTEM SR, FHENKEI15RIKH, FEREHARE, KRGRIERIFHER
Ho

P e i S
node-exporter
node-exporter
node-exporter
node-exporter
node-exporter
node-exporter
node-exporter
node-exporter
node-exporter
node-exporter
node-exporter
node-exporter
node-exporter
node-exporter
node-exporter

node-exporter

fabnta

node_boot_time_seconds
node_context_switches_total
node_cpu_seconds_total

node_disk _io_now

node_disk io_time_seconds_total
node_disk_io_time_weighted_seconds_total
node_disk_read_bytes_total
node_disk read time seconds_total
node_disk_reads_completed_total
node_disk write_time_seconds_total
node_disk_writes_completed_total
node_disk_written_bytes_total
node_filefd_allocated
node_filesystem_avail_bytes
node_filesystem_free bytes

node_filesystem_size_bytes

node-exporter node_load1
node-exporter node_load15
node-exporter node_load5

RN R @ BRI R (sd) ARTERH]
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A BT

node-exporter
node-exporter
node-exporter
node-exporter
node-exporter
node-exporter
node-exporter
node-exporter
node-exporter
node-exporter
node-exporter
node-exporter
node-exporter
node-exporter
node-exporter
node-exporter
node-exporter
node-exporter
node-exporter
cadvisor

cadvisor

cadvisor

cadvisor

cadvisor

cadvisor

node_memory_Buffers_bytes
node_memory_Cached_bytes
node_memory_MemAvailable_bytes
node_memory_MemFree_bytes
node_memory_MemTotal_bytes
node_netstat TcpExt_ListenDrops
node_netstat Tcp_ActiveOpens
node_netstat Tcp_CurrEstab
node_netstat Tcp_InSegs
node_netstat Tcp_OutSegs
node_netstat_Tcp_PassiveOpens
node_network_receive_bytes_total
node_network_transmit_bytes_total
node_sockstat TCP_alloc
node_sockstat TCP_inuse
node_sockstat TCP_tw
node_sockstat UDP_inuse
node_sockstat_sockets used
node_uname_info
container_cpu_usage_seconds_total
container_fs_limit_bytes
container_fs_reads_bytes_total
container_fs_usage_bytes
container_fs_writes_bytes_total

container_memory_working_set bytes

RN R @ BRI R (sd) ARTERH]
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A BT

cadvisor
cadvisor
cadvisor
cadvisor
cadvisor
cadvisor
cadvisor
cadvisor
kubelet
kubelet
kubelet
kubelet
kubelet
kubelet
kubelet
kubelet
kubelet
kubelet
kubelet
kubelet
kubelet
kubelet
kubelet
kubelet

kubelet

container_network_receive _bytes total
container_network_receive_packets_dropped_ total
container_network_receive_packets_total
container_network_transmit_bytes_total
container_network_transmit_packets_dropped_total
container_network_transmit_packets_total
machine_cpu_cores

machine_memory_bytes
kubelet_cgroup_manager_duration_seconds_count
kubelet_node_config_error

kubelet_node name
kubelet_pleg_relist_duration_seconds_bucket
kubelet_pleg_relist_duration_seconds_count
kubelet_pleg_relist_interval_seconds_bucket
kubelet_pod_start_duration_seconds_count
kubelet_pod_worker_duration_seconds_count
kubelet_running_containers

kubelet_running_pods
kubelet_runtime_operations_duration_seconds_bucket
kubelet_runtime_operations_errors_total
kubelet_runtime_operations_total
process_cpu_seconds_total
process_resident_memory_bytes
rest_client_request_duration_seconds_bucket

rest_client_requests_total

RN R @ BRI R (sd) ARTERH]
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A BT

kubelet

kubelet

kubelet

kubelet

kube-state-metrics
kube-state-metrics
kube-state-metrics
kube-state-metrics
kube-state-metrics
kube-state-metrics
kube-state-metrics
kube-state-metrics
kube-state-metrics
kube-state-metrics
kube-state-metrics
kube-state-metrics
kube-state-metrics
kube-state-metrics
kube-state-metrics
kube-state-metrics
kube-state-metrics
kube-state-metrics
kube-state-metrics

kube-state-metrics

kube-controller-manager

storage_operation_duration_seconds_bucket
storage_operation_duration_seconds_count
storage_operation_errors_total
volume_manager_total_volumes
kube_job_status_succeeded
kube_job_status_failed

kube_job_status_active
kube_node_status_capacity_cpu_cores
kube_node_status_capacity_memory_bytes
kube_node_status_allocatable_cpu_cores
kube_node_status_allocatable_memory_bytes
kube_pod_info

kube_pod_owner

kube_pod_status_phase
kube_pod_container_status_waiting
kube_pod_container_status_running
kube_pod_container_status_terminated
kube_pod_container_status_restarts_total
kube_pod_container_resource_requests_cpu_cores
kube_pod_container_resource_requests_memory_bytes
kube_pod_container_resource_limits_cpu_cores
kube_pod_container_resource_limits_memory_bytes
kube_replicaset_owner
kube_statefulset_status_replicas

rest_client_request_duration_seconds_bucket
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kube-controller-manager
kube-controller-manager
kube-controller-manager
kube-controller-manager
kube-apiserver
kube-apiserver
kube-apiserver
kube-apiserver
kube-apiserver
kube-apiserver
kube-apiserver
kube-apiserver
kube-apiserver
kube-apiserver
kube-apiserver
kube-apiserver
kube-apiserver
kube-apiserver
kube-apiserver
kube-apiserver
kube-apiserver
kube-apiserver
kube-apiserver
kube-apiserver

kube-apiserver

rest_client_requests_total
workqueue_adds_ total

workqueue_depth
workqueue_queue_duration_seconds_bucket
apiserver_current_inflight_requests
apiserver_current_inqueue_requests
apiserver_init_events_total
apiserver_longrunning_gauge
apiserver_registered_watchers
apiserver_request_duration_seconds_bucket
apiserver_request_duration_seconds_sum
apiserver_request_duration_seconds_count
apiserver_request_filter_duration_seconds_bucket
apiserver_request_filter_duration_seconds_sum
apiserver_request_filter_duration_seconds_count
apiserver_request_total
apiserver_requested_deprecated_apis
apiserver_response_sizes_bucket
apiserver_response_sizes_sum
apiserver_response_sizes_count
apiserver_selfrequest_total
apiserver_tls_handshake_errors_total
apiserver_watch_events_sizes
apiserver_watch_events_sizes_bucket

apiserver_watch_events_sizes_sum
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kube-apiserver apiserver_watch_events_sizes_count

kube-apiserver apiserver_watch_events_total
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kubelet_running_container_cou
kubelet kubelet_running_container_count Number of containers currently
running
kubelet_running_pod_count
kubelet kubelet_running_pod_count - 9_pod_ )
Number of pods currently runnir
kube- . N
] , Information about a container in
state- kube_pod_container_info pod
metrics .
kube-
) The number of replicas per
state- kube_deployment_status_replicas
. deployment.
metrics
kube-
ube Kubernetes labels converted to
state- kube_deployment_labels
. Prometheus labels.
metrics
kube- L -
, Start time in unix timestamp for
state- kube_pod_start_time
. pod.
metrics
kube-
Describes whether the pod is
state- kube_pod_status_ready
. ready to serve requests.
metrics
kube-
state- kube _node _info Information about a cluster node
metrics
kube-
state- kube node_status_condition The condition of a cluster node.
metrics
kube- kube_deployment_status_replicas_updated The number of updated replicas
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kube_deployment_status_replicas_available

kube_node_status_capacity_pods

kube_pod_container_status_ready

kube_deployment_spec_replicas

kube_pod_status_scheduled_time

kube_node_status_allocatable pods

kube_pod_container_resource_limits

node_filefd_maximum

kube_pod_container_resource_requests

kube_namespace_labels

kube_deployment_status_replicas_unavailable

kube_pod_created
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per deployment.

The number of available replica:
per deployment.

The total pod resources of the
node.

Describes whether the containel
readiness check succeeded.

Number of desired pods for a
deployment.

Unix timestamp when pod move
into scheduled status

The pod resources of a node the
are available for scheduling.

The number of requested limit
resource by a container.

File descriptor statistics:
maximum.

The number of requested reque
resource by a container.

Kubernetes labels converted to
Prometheus labels.

The number of unavailable
replicas per deployment.

Unix creation timestamp

55120 #£13901



A BT

state-
metrics

kube-
state-
metrics

kube-
state-
metrics

kube-
state-
metrics

kube-
state-
metrics

kube-
state-
metrics

kube-
state-
metrics

kube-
state-
metrics

kube-
state-
metrics

kube-
state-
metrics

kube-
state-
metrics

kube-
state-
metrics

kube_pod_container_status_waiting_reason

kube daemonset_status_desired _number_scheduled

kube_pod_restart_policy

kube_deployment_metadata_generation

kube_statefulset_status_update_revision

kube _node_labels

kube_statefulset_replicas

kube_statefulset_status_observed_generation

kube_pod_container_status_last_terminated_reason

kube_replicaset_spec_replicas

kube_statefulset_created
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Describes the reason the
container is currently in waiting
state.

The number of nodes that shoul
be running the daemon pod.

Describes the restart policy in
use by this pod.

Sequence number representing
specific generation of the desire
state.

Indicates the version of the
StatefulSet used to generate
Pods in the sequence [replicas-
updatedReplicas

Kubernetes labels converted to
Prometheus labels.

Number of desired pods for a
StatefulSet.

The generation observed by the
StatefulSet controller.

Describes the last reason the
container was in terminated stat

Number of desired pods for a
ReplicaSet.

Unix creation timestamp
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kube_statefulset_status_replicas_current

kube_statefulset_status_current_revision

kube_statefulset_labels

kube_deployment_created

kube_namespace_created

kube_daemonset_status_number_ready

kube_deployment_status_observed_generation

kube_endpoint_info

kube_statefulset_status_replicas_updated

kube_statefulset_metadata_generation

kube_secret_created

kube_endpoint_address_not_ready

RN R @ BRI R (sd) ARTERH]

Prometheus Y2k 55

The number of current replicas
per StatefulSet.

Indicates the version of the
StatefulSet used to generate
Pods in the sequence [0

Kubernetes labels converted to
Prometheus labels.

Unix creation timestamp

Unix creation timestamp

The number of nodes that shoul
be running the daemon pod and
have one or more of the daemor
pod running and ready.

The generation observed by the
deployment controller.

Information about endpoint.

The number of updated replicas
per StatefulSet.

Sequence number representing
specific generation of the desire
state for the StatefulSet.

Unix creation timestamp

Number of addresses not ready
in endpoint
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kube_secret_type

kube_deployment_spec_paused

kube_pod_container_status_terminated_reason

kube_statefulset_status_replicas_ready

kube_endpoint_address_available

kube_secret_info

kube_service_info

kube node_status_allocatable

kube_endpoint_labels

kube_deployment_status_condition

kube_endpoint_created

kube_replicaset_labels
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Type about secret.

Whether the deployment is
paused and will not be processe
by the deployment controller.

Describes the reason the
container is currently in
terminated state.

The number of ready replicas pe
StatefulSet.

Number of addresses available
endpoint.

Information about secret.

Information about service.

The allocatable for different
resources of a node that are
available for scheduling.

Kubernetes labels converted to
Prometheus labels.

The current status conditions of
deployment.

Unix creation timestamp

Kubernetes labels converted to
Prometheus labels.
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kube_replicaset_metadata_generation

kube_namespace_status_phase

kube_service created

kube_configmap_created

kube_secret_labels

kube_deployment_spec_strategy_rollingupdate_max_surge

kube_configmap_metadata_resource_version

kube_pod_labels

kube_replicaset_status_replicas

kube node_created

kube_service_spec_type

kube_secret_metadata_resource_version
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Sequence number representing
specific generation of the desire
state.

kubernetes namespace status
phase.

Unix creation timestamp

Unix creation timestamp

Kubernetes labels converted to
Prometheus labels.

Maximum number of replicas thi
can be scheduled above the

desired number of replicas durir
a rolling update of a deployment

Resource version representing ¢
specific version of the configmaj

Kubernetes labels converted to
Prometheus labels.

The number of replicas per
ReplicaSet.

Unix creation timestamp

Type about service.

Resource version representing ¢
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kube_configmap_info

kube_replicaset_status_observed_generation

kube_service labels

kube_replicaset created

kube_deployment_spec_strategy_rollingupdate_max_unavailable

kube_replicaset_status_ready_replicas

kube_replicaset_status_fully labeled_replicas

kube_pod_status_scheduled

kube_storageclass_created

kube daemonset_status_number _misscheduled

kube_storageclass_labels

kube_node_status_capacity
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specific version of secret.

Information about configmap.

The generation observed by the
ReplicaSet controller.

Kubernetes labels converted to
Prometheus labels.

Unix creation timestamp

Maximum number of unavailable
replicas during a rolling update «
a deployment.

The number of ready replicas pe
ReplicaSet.

The number of fully labeled
replicas per ReplicaSet.

Describes the status of the
scheduling process for the pod.

Unix creation timestamp

The number of nodes running a
daemon pod but are not
supposed to.

Kubernetes labels converted to
Prometheus labels.

The capacity for different
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kube daemonset_status_current_number_scheduled

kube_storageclass_info

kube_node_spec_unschedulable

kube daemonset_status_number_available

kube_daemonset_labels

kube daemonset created

kube _daemonset_status_number_unavailable

kube_daemonset_metadata_generation

kube_mutatingwebhookconfiguration_info

kube_mutatingwebhookconfiguration_created

kube_mutatingwebhookconfiguration_metadata_resource_version
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resources of a node.

The number of nodes running at
least one daemon pod and are
supposed to.

Information about storageclass.

Whether a node can schedule
new pods.

The number of nodes that shoul
be running the daemon pod and
have one or more of the daemor
pod running and available

Kubernetes labels converted to
Prometheus labels.

Unix creation timestamp

The number of nodes that shoul
be running the daemon pod and
have none of the daemon pod
running and available

Sequence number representing
specific generation of the desire
state.

Information about the
MutatingWebhookConfiguration

Unix creation timestamp.

Resource version representing ¢
specific version of the
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node-
exporter
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exporter

node-
exporter

node-
exporter

node-
exporter

kube_daemonset_updated_number_scheduled

node_filesystem_files_free

node_filesystem_files

node_sockstat_UDP_mem_bytes

node_nf_conntrack_entries_limit

node_memory_Shmem_bytes

node_netstat Tcp_RetransSegs

node_sockstat TCP_mem_bytes

node_network_info

node_filesystem_readonly

node_exporter_build_info

node_network_iface link_mode

node_network_receive_packets_total

node_network_transmit_packets_total

node_memory_Mlocked_bytes

RN R @ BRI R (sd) ARTERH]

Prometheus Y2k 55

MutatingWebhookConfiguration

The total number of nodes that
are running updated daemon pc

Filesystem total free file nodes.

Filesystem total file nodes.

Number of UDP sockets in state
mem_bytes.

Maximum size of connection
tracking table.

Memory information field
Shmem_bytes.

Statistic TcpRetransSegs.

Number of TCP sockets in state
mem_bytes.

Non-numeric data from
/sys/class/net/<iface>

Filesystem read-only status.

A metric with a constant '1' valui
labeled by version

iface_link_mode value of
/sys/class/net/<iface>.

Network device statistic
receive_packets.

Network device statistic
transmit_packets.

Memory information field
Mlocked_bytes.
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exporter

node-
exporter

node-
exporter

node-
exporter

node_network_iface id

node_memory_Writeback Tmp_bytes

kube_service_status_load_balancer_ingress

node_vmstat_pgpgout

node nf conntrack_entries

node_memory_Inactive_file_bytes

node_memory_ SwapFree_bytes

node_sockstat TCP_mem

node_memory_Slab_bytes

node network_transmit_errs_total

node_memory_Active_bytes

node_procs_blocked

node_sockstat UDP_mem

node_timex_maxerror_seconds

node_memory_Inactive_bytes

node_network_receive errs_total
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iface_id value of
/sys/class/net/<iface>.

Memory information field
WritebackTmp_bytes.

Service load balancer ingress
status

/proc/vmstat information field
pgpgout.

Number of currently allocated
flow entries for connection
tracking.

Memory information field
Inactive_file_bytes.

Memory information field
SwapFree_bytes.

Number of TCP sockets in state
mem.

Memory information field
Slab_bytes.

Network device statistic
transmit_errs.

Memory information field
Active_bytes.

Number of processes blocked
waiting for 1/0O to complete.

Number of UDP sockets in state
mem.

Maximum error in seconds.

Memory information field
Inactive_bytes.

Network device statistic
receive_errs.

55128 13901



A BT

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node_memory_Unevictable_bytes

node_memory_KernelStack_bytes

node_procs_running

node_memory_SwapTotal_bytes

node_netstat IpExt_OutOctets

node_memory_Active_file_bytes

node_memory_ SwapCached_bytes

node_netstat_Icmp_InMsgs

node_forks_total

node_sockstat RAW inuse

node_time_seconds

node_vmstat_pgpgin

node_memory_Mapped_bytes

node_memory_SUnreclaim_bytes

node_memory_HardwareCorrupted_bytes

node_memory_PageTables_bytes
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Memory information field
Unevictable_bytes.

Memory information field
KernelStack_bytes.

Number of processes in runnabl
state.

Memory information field
SwapTotal_bytes.

Statistic [pExtOutOctets.

Memory information field
Active_file_bytes.

Memory information field
SwapCached_bytes.

Statistic IcmpInMsgs.

Total number of forks.

Number of RAW sockets in stat:
inuse.

System time in seconds since
epoch (1970).

/proc/vmstat information field
pgpgin.

Memory information field
Mapped_bytes.

Memory information field
SUnreclaim_bytes.

Memory information field
HardwareCorrupted_bytes.

Memory information field
PageTables_bytes.
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node_netstat_Udp6_NoPorts

node_memory_AnonPages_bytes

node_memory_Committed_AS_bytes

node_netstat TcpExt_ListenOverflows

node_netstat_UdpLite_InErrors

node_entropy_available_bits

node_memory_Inactive_anon_bytes

node_vmstat_pswpin

node_memory_AnonHugePages_bytes

node_memory_SReclaimable_bytes

node_netstat IpExt_InOctets

node_netstat_Udp_NoPorts

node_timex_sync_status

node_memory_CommitLimit_bytes
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Statistic Udp6InDatagrams.

Statistic IcmpOutMsgs.

Statistic Udp6NoPorts.

Memory information field
AnonPages_bytes.

Memory information field
Committed_AS_bytes.

Statistic TcpExtListenOverflows

Statistic UdpLitelnErrors.

Bits of available entropy.

Memory information field
Inactive_anon_bytes.

/proc/vmstat information field
pswpin.

Memory information field
AnonHugePages_bytes.

Memory information field
SReclaimable_bytes.

Statistic IpExtInOctets.

Statistic UdpNoPorts.

Is clock synchronized to a reliab
server (1 =yes

Memory information field
CommitLimit_bytes.
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node_netstat_UdpLite6_InErrors

node_netstat TcpExt_SyncookiesSent

node_netstat_ Tcp_InErrs

node_intr_total

node_timex_offset_seconds

node_memory_Bounce_bytes

node_memory_Writeback_bytes

node_netstat Udp_OutDatagrams

node_netstat_Icmp6_InMsgs

node_netstat_Ip6_OutOctets

node_netstat_Ip_Forwarding

node_sockstat_TCP_orphan
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Memory information field
VmallocChunk_bytes.

Statistic UdpInDatagrams.

Statistic Icmp6InErrors.

Statistic Icmp60utMsgs.

Statistic UdpLite6InErrors.

Statistic TcpExtSyncookiesSent

Statistic TcpInErrs.

Total number of interrupts
serviced.

Time offset in between local
system and reference clock.

Memory information field
Bounce_bytes.

Memory information field
Writeback_bytes.

Statistic UdpOutDatagrams.

Statistic Icmp6InMsgs.

Statistic [p60OutOctets.

Statistic IpForwarding.

Number of TCP sockets in state
orphan.
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node_netstat TcpExt_SyncookiesFailed

node_netstat_Udp_InErrors

node_vmstat_pgmajfault

node_network_transmit_drop_total

node_vmstat_pswpout

node_network_up

node_memory NFS_Unstable_bytes

node_memory_VmallocTotal_bytes

node_sockstat FRAG_inuse

node_memory_Dirty bytes

node_netstat_Udp6_InErrors

node_netstat TcpExt_SyncookiesRecv

node_netstat Udp6_QOutDatagrams

node_memory_HugePages Rsvd

node_arp_entries

RN R @ BRI R (sd) ARTERH]

Prometheus Y2k 55

Statistic Ip6InOctets.

Statistic
TcpExtSyncookiesFailed.

Statistic UdpInErrors.

/proc/vmstat information field
pgmajfault.

Network device statistic
transmit_drop.

/proc/vmstat information field
pswpout.

Value is 1 if operstate is 'up’

Memory information field
NFS_Unstable bytes.

Memory information field
VmallocTotal_bytes.

Number of FRAG sockets in sta
inuse.

Memory information field
Dirty_bytes.

Statistic Udp6InErrors.

Statistic TcpExtSyncookiesRec

Statistic Udp6OutDatagrams.

Memory information field
HugePages_Rsvd.

ARP entries by device
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exporter

node-
exporter

node_network_carrier

node_timex_pps_stability_exceeded_total

node_network_receive_compressed_ total

node_network_transmit_carrier_total

node_memory_DirectMap2M_bytes

node_memory_ Hugepagesize_bytes

node_network_address_assign_type

node_network receive_multicast_total

node_network_transmit_compressed_ total

node_memory_DirectMap4k_bytes

node_network_transmit_queue_length

node_memory_HugePages_Free

node network_receive frame_total

node_memory_HugePages_Total

node_network_flags

node_network_receive_fifo_total
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carrier value of
/sys/class/net/<iface>.

Pulse per second count of
stability limit exceeded events.

Network device statistic
receive_compressed.

Network device statistic
transmit_carrier.

Memory information field
DirectMap2M_bytes.

Memory information field
Hugepagesize bytes.

address_assign_type value of
/sys/class/net/<iface>.

Network device statistic
receive_multicast.

Network device statistic
transmit_compressed.

Memory information field
DirectMap4k_bytes.

transmit_queue_length value of
/sys/class/net/<iface>.

Memory information field
HugePages_Free.

Network device statistic
receive_frame.

Memory information field
HugePages_Total.

flags value of
/sys/class/net/<iface>.

Network device statistic
receive_fifo.
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node-
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node-
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node-
exporter

node_scrape_collector_duration_seconds

node_network_speed_bytes

node_sockstat UDPLITE inuse

node_cpu_guest_seconds_total

node_filesystem_device_error

node_scrape_collector_success

node_network_transmit_fifo_total

node_vmstat_pgfault

node_network device id

node_network_protocol_type

node_network_receive_drop_total

node_timex_estimated_error_seconds

node_disk_writes_merged_total

node_network_transmit_colls_total

node_timex_tick_seconds

node_textfile_scrape_error
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node_exporter: Duration of a
collector scrape.

speed_bytes value of
/sys/class/net/<iface>.

Number of UDPLITE sockets in
state inuse.

Seconds the cpus spent in gues
(VMs) for each mode.

Whether an error occurred while
getting statistics for the given
device.

node_exporter: Whether a
collector succeeded.

Network device statistic
transmit_fifo.

/proc/vmstat information field
pgfault.

device_id value of
/sys/class/net/<iface>.

protocol_type value of
/sys/class/net/<iface>.

Network device statistic
receive_drop.

Estimated error in seconds.

The number of writes merged.

Network device statistic
transmit_colls.

Seconds between clock ticks.
1 if there was an error opening ¢

reading a file
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exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node network iface_link

node_disk_reads_merged_total

node_timex_status

node_netstat_Icmp_InErrors

node_memory_Active_anon_bytes

node_timex_pps_frequency_hertz

node_network_mtu_bytes

node_timex tai_offset seconds

node_timex_pps_jitter_total

node_timex_pps_jitter_seconds

node_network_net_dev_group

node_network_dormant

node_timex_pps_calibration_total

node_timex_pps_shift_seconds

node_timex_pps_error_total

node_memory_VmallocUsed_bytes
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iface_link value of
/sys/class/net/<iface>.

The total number of reads
merged.

Value of the status array bits.

Statistic IcmpInErrors.

Memory information field
Active_anon_bytes.

Pulse per second frequency.

mtu_bytes value of
/sys/class/net/<iface>.

International Atomic Time (TAI)
offset.

Pulse per second count of jitter
limit exceeded events.

Pulse per second jitter.

net_dev_group value of
/sys/class/net/<iface>.

dormant value of
/sys/class/net/<iface>.

Pulse per second count of
calibration intervals.

Pulse per second interval
duration.

Pulse per second count of
calibration errors.

Memory information field
VmallocUsed_bytes.
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node-
exporter

node-
exporter

node-
exporter

node-
exporter

node-
exporter

node_timex_frequency_adjustment_ratio

node_sockstat FRAG_memory

node_memory_HugePages_Surp

node_timex_loop_time_constant

node_timex_pps_stability _hertz
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Local clock frequency
adjustment.

Number of FRAG sockets in sta
memory.

Memory information field
HugePages_Surp.

Phase-locked loop time constan

Pulse per second stability
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