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@ H%i:ﬂﬁ Prometheus ¥R
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@ Hﬁ i:H_E Prometheus Y%1%ARSS

# MBUESZ LR, FRINSTEXNNATEREFEFRHII T — label (job=job_name)

job_name: <job_name>

# ATHAES5 I ] ] o

[ scrape_interval: <duration> | default = <global_config.scrape_interval> ]

# ATHCIE KR I [R]

[ scrape_timeout: <duration> | default = <global_config.scrape_timeout> ]

# PMEUESSIER URD B&LE
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@ H%i:ﬂﬁ Prometheus ¥R

[ metrics_path: <path> | default = /metrics ]

fRPCLITENEY label 5J5% Prometheus ¥l label {MZERTAYALIE,
true: PREITEEIY label, ZW&5 5% Prometheus MZEHY label ;
false: X{HZEMY label, JEITELEY label HiHN E exported_<original-label>, NG Promet

honor_labels: <boolean> | default = false ]

— = H=

EREAMEE] target EFo4ERIEE],
true: AR target HEWE, HH target LKHE ;
false: BE#EZM target ERYETE] ;

honor_timestamps: <boolean> | default = true ]

— H= H=

# MEPMY : http BLE https

[ scheme: <scheme> | default = http ]

# PEGERINE. vrRL S

params:

[ <string>: [<string>, ...] ]

# BT basic auth KEIMEIERLH “Authorization® E"ﬂﬁ, password/password_file FLFF, w
basic_auth:

[ username: <string> ]

[ password: <secret> ]

[ password_file: <string> ]

# B bearer token HWEINEUENRILH “Authorization® bearer_ token/bearer token file HJ

[ bearer token: <secret> ]

# Y bearer token EEIEUERLT ~Authorization® bearer token/bearer token file HAJ

[ bearer_token_file: <filename> ]

# MBUEEZGEY Tos ZeMiE, BENMN TLs S
tls_config:

[ <tls_config> ]

# B APEARSS RIMEN carget ERYFEDR, G N AYAHARSS Hitk,

[ proxy_url: <string> ]

# B ERSECESRIEE target, FEULTHAYIAA,
static_configs:

[ - <static_config> ... ]

# cvM RS AINECE, TEULT ARV,
cvm_sd_configs:

[ - <cvm_sd_config> ... ]

# E?MHX%&?EZE, 1t target EXNRY 1abel @3 relabel E’ﬂ*ﬂ%ﬂi&ﬁﬁﬁﬁ, #IFHATZ S relabe
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@ H%i:ﬂﬁ Prometheus ¥R

# relabel_config FEW THEIEH,
relabel_configs:

[ - <relabel_config> ... ]

# BIBIMGER B A Z A, 33 relabel HlHIHTHE 1abel XNMNIME, FZFHITZ D relabel FNI,
# relabel_config W THEIH,
metric_relabel_configs:

[ - <relabel_config> ... ]

# —XKIMAEE AR, o @ AERS], BN o

[ sample_limit: <int> | default = 0 ]

# —XAMHL Target BRI, o @ AERRHI, BN o

[ target_limit: <int> | default = 0 ]

static_config ECE
RE 7 P i T RO T
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Prometheus Wf2%fR5%

# fEEXNN target host WIMH, #lip:port,
targets:

[ = '"<host>"' ]

# TEFTE target AN EXINE) label, HMUER label HIKMEE,
labels:

[ <labelname>: <labelvalue> ... ]

cvm_sd_config BCiE

RN R @ BRI R (sd) ARTERH]
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@ H%i:ﬂﬁ Prometheus ¥R

CVM ARZS ZEIM ST = APl HZhZREL CVM SZHIFIZ, BRINMER CVM INFA 1P, ARSS A BN~ L DUT TohRss, iX
YRR AT DUTE relabel B & A A,

WREE iR
__meta_cvm_instance_id S 1D
__meta_cvm_instance_name S
__meta_cvm_instance_state SRS
__meta_cvm_instance_type SEAFAILAY
__meta_cvm_OS KHHRERS
__meta_cvm_private_ip FAMN 1P
__meta_cvm_public_ip N IP
__meta_cvm_vpc_id &% 1D
__meta_cvm_subnet_id S 1D
__meta_cvm_tag <tagkey> LHIREAE
__meta_cvm_region SAGI AR AE X 35
__meta_cvm_zone S AT X
CVM fiik 55 & BRBL E BiHA
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@ Hﬁ i:H_E Prometheus Y%1%ARSS

# BRI, HisF| R WA https://www.tencentcloud. com/document /product/213/31574,
region: <string>

# HEYX endpoint,

endpoint: <string> ]

—

ViR apT WVEIEER, R ANRE, BEMELE TENCENT_CLOUD_SECRET_ID 1 TENCENT_CL
WSRO cvr ITBUTSIHTECE, WIEFEHEE,

secret_id: <string> ]

— — W

secret_key: <secret> ]
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@ H%i:ﬂﬁ Prometheus ¥R

# cvM FIIZRAIETE A,

[ refresh_interval: <duration> | default = 60s ]

# P metrics WI¥mII,

ports:
— [ <int> | default = 80 ]

# cvM FIRAGTIEAN, ZHRAVE IR WA https://www.tencentcloud. com/document /product /
filters:
[ — name: <string>

values: <string>, [...] ]

PiRH :
EH RO CYM HMBUTESSBLE cvm_sd_configs I, %8Rk H s RS T A iR BUfR R Z 2, TFEEF
SEBLT N S%L © secret_id, secret_key. endpoint,

iER

HOIE
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@ Hﬁ i:H_E Prometheus Y%1%ARSS

job_name: prometheus
scrape_interval: 30s
static_configs:
— targets:

- 127.0.0.1:9090

CVM R%E R IIEE
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@ Hﬁ i:H_E Prometheus Y%1%ARSS

job_name: demo-monitor
cvm_sd_configs:
- region: ap-guangzhou
ports:
- 8080
filters:
— name: tag:service
values:
— demo
relabel_configs:

— source_labels: [_ _meta cvm_instance_state]

RN R @ BRI R (sd) ARTERH]



@ H%i:ﬂﬁ Prometheus ¥R

regex: RUNNING
action: keep

- regex: __meta_cvm_tag_(.%*)
replacement: $1
action: labelmap

— source_labels: [__meta_cvm_region]
target_label: region

action: replace

Pod Monitor

MM AL E T BHANT T
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@ Hﬁ i:H_E Prometheus Y%1%ARSS

# Prometheus Operator CRD hRZAK
apiVersion: monitoring.coreos.com/vl
# NN k8s MREEIEA, XHM Pod Monitor
kind: PodMonitor
# XM K8S MY Metadata, XEHRA KL name, WIREEIE jobLabel, MMAMHFEIR label H job
metadata:
name: redis-exporter # HEE—HE—HFR
namespace: cm-prometheus # namespacelfliE, FNREMBH
# HRTEEAR Pod HYIBHUNATHUESS HIBLE
spec:

# HEXNN Pod BJ label, pod monitor =EUONMIVESEN job label ME,
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@ HEEHE Prometheus ¥R

# WREEBNZE Pod Yaml, HX pod.metadata.labels HHYH,
 WREFNZ Deployment/Daemonset/Statefulset, B spec.template.metadata.labels,
[ jobLabel: string ]

# XN Pod EHY Label WHIE| Target HY Label HH

[ podTargetLabels: []string ]

# —JRAMEEdE SR, o @ AERRSL, BRIy o

[ samplelLimit: uint64 ]

# —ZAMHL Target RRiil, o @ A1ERR, iy o

[ targetLimit: uint64 ]

# BLBEFREIEREBZN Prometheus HTTP %M, FIDIALEZ S Endpoint
podMetricsEndpoints:

[ - <endpoint_config> ... ] # W TMHE endpoint WiAH
# IEBFERTE Ppod FIEW namespace, TNENIEIFE namespace
[ namespaceSelector: ]
# BEIAERE namespace
[ any: bool ]
# FHEIEE namespace F|FE
[ matchNames: []string ]
# HEBERYE pod B Label 1H, UENMHBEFR Pod [K8S metavl.LabelSelector] (https://kube:
selector:
[ matchExpressions: array ]
[ example: - {key: tier, operator: In, values: [cache]} ]
[ matchLabels: object ]

[ example: k8s—-app: redis-exporter ]

iER
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@ Hﬁ i:H_E Prometheus Y%1%ARSS

apiVersion: monitoring.coreos.com/vil
kind: PodMonitor
metadata:
name: redis—-exporter # HE—/NE—ZFR
namespace: cm-prometheus # namespaceﬁ, REBEL
spec:
podMetricsEndpoints:

- interval: 30s
port: metric-port # igZ?pod yamlFPPrometheus ExporterﬂﬁﬂﬁmPortE@Name

path: /metrics # 3EEPrometheus ExporterffMiYPathfEH, FIHEERIA/metrics

relabelings:

RN R @ BRI R (sd) ARTERH]



A BT

- action: replace
sourcelabels:
- instance
regex: (.*)
targetLabel: instance
replacement: 'crs—xxxxxx'
— action: replace
sourcelabels:
- instance
regex: (.*)

targetLabel: ip

replacement: 'l.x.x.x' # PABERXTNAY Redis Sl 1P
namespaceSelector: # EEER P podPifEnamespace

matchNames:

- redis-test

selector: # HEBEZE R odLabe {8, LUENHARpod

matchLabels:

k8s—app: redis-exporter

Service Monitor

MR L BTN T

RN R @ BRI R (sd) ARTERH]
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@ Hﬁ i:H_E Prometheus Y%1%ARSS

# Prometheus Operator CRD &
apiVersion: monitoring.coreos.com/vl
# N kK8s HURIRIEA, XHH Service Monitor
kind: ServiceMonitor
# X K8s HY Metadata, XEHHEMH XL name, WHREEIEE jobLabel, MNMWIMHHEFR label H job
metadata:
name: redis-exporter # HEE—/HE—HFR
namespace: cm-prometheus # namespacelBliE, THREMBN

# FRMECEAR Pod HYIEHNATHUE S5 HIFL E

spec:

RN R @ BRI R (sd) ARTERH] 5519 122811



@ H%i:ﬂﬁ Prometheus ¥R

#
[
#
[
#
[
#
[
#
[
#

HEXMN Pod MY label (metadata/labels), service monitor EENMNIVEIEHN job label H
jobLabel: string ]

XS service B Label #IIE| Target B Label
targetLabels: []string ]

NN Pod EBY Label WHNE| Target HY Label H
podTargetLabels: []string ]

—XITMECEE SRR, o @ AERRHI], 2RIAH o

sampleLimit: uint64d ]

—XKIMHL Target FRA, o @ AERRHI, BAIAN 0

targetLimit: uint64 ]

Pl E R EEEBZN Prometheus HTTP #[M, AIMACEZ T Endpoint

endpoints:

[
#

[

#

- <endpoint_config> ... 1 # HEWTH endpoint A

ERFREIEYE pod FRTERY namespace, PENERFTHE namespace

namespaceSelector: ]

# BEIENFTE namespace

[ any: bool ]

# FEIEE namespace #FE

[ matchNames: []string ]

HEFEWRYE pod BY Label fﬁ, LIENMHEPR Pod [K8S metavl.LabelSelector] (https://vl1-1"

selector:

BilF

[ matchExpressions: array ]

[ example: - {key: tier, operator: In, values: [cache]} ]
[ matchLabels: object ]

[ example: k8s-app: redis-exporter ]

RN R @ BRI R (sd) ARTERH] #3520 H:22811



@ Hﬁ i:H_E Prometheus Y%1%ARSS

apiVersion: monitoring.coreos.com/vil
kind: ServiceMonitor

metadata:
name: go-demo # HE—HE—HH

namespace: cm-prometheus # namespacelfliE, FTEEHK

spec:
endpoints:
- interval: 30s
# HEEservice yamlFPPrometheus Exporterﬂjﬁﬁ@PortE@Name

port: 8080-8080-tcp
# JHEPrometheus ExporterXNMHyPathfY(H, THEEKIN/metrics

RN R @ BRI R (sd) ARTERH]
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@ H%i:ﬂﬁ Prometheus ¥R

path: /metrics
relabelings:
$ <x PIBEE— label N application, XHERIKE ks H—1 label N app,
# Ffil@t relabel HY replace FMFHEREHN T application
— action: replace
sourcelLabels: [_ _meta_kubernetes_pod_label_app]
targetLabel: application
# EBREERMservicefiEMnamespace
namespaceSelector:
matchNames:
— golang—demo
# HEHE R servicelLabelfH, MIENM Birservice
selector:
matchLabels:
app: golang—app-demo

endpoint_config A&
AP T BRAN T
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@ Hﬁ i:H_E Prometheus Y%1%ARSS

XN port KR, XEFBEEFAZNMARO, BN g0, XNMAYHELIT :
ServiceMonitor: X Service>spec/ports/name;
PodMonitor: WA :

WMREEFNE Pod Yaml, HY pod.spec.containers.ports.name HYE,

WMREEN & Deployment/Daemonset/Statefulset, B spec.template.spec.containers.pc
port: string | default = 80]
MEUESTER URT BR1E
path: string | default
AP : http BLHE https
scheme: string | default = http]

IMEGERN N URL B8

/metrics ]

H — FH o FH o H H H H
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o |
L
o s |
N

H H — FH o FHF o FH H FHF o H H H o HF o FH o FHF o FHE o FH

A

—_— Prometheus Y2k 55

params: map[string] []string]

AHLAE:55 [ B Y B ]

interval: string | default = 30s ]
IMHUTE 55 it

scrapeTimeout: string | default = 30s]

MEGERC R GET TLs ZeEE, BENME TLs 28

tlsConfig: TLSConfig ]

R I SCHEEY bearer token ANMINE, BEWNEUES header H

bearerTokenFile: string ]

BEX MY K8S secret key BEEUNMHY bearer token, {#E secret namespace Al PodMon:

bearerTokenSecret: string ]

fRPCLITENEY label 5J5% Prometheus Ul label {MZERTAYALTE,

true: REINIEIN label, ZWE5 /5% Prometheus {HZE2HY label ;

false: M{HZEHY label, IEIMENAY label BN L exported_<original-label>, #INfG%E Promet
honorlLabels: bool | default = false ]

ERMEHIMEE] target Fr4ERYEHE],

true: IR target WHKNME, FH target _ERIKE ;

false: BEZME target _LHIEFHE ;

honorTimestamps: bool | default = true ]

basic auth E"JU@E{%E\, username/password HEXMN K8S secret key H"]fﬁ, #E secret nam
basicAuth: BasicAuth ]

B REARSSKIME target bRAVHSHR, BN AYAIRARSS ik,

proxyUrl: string ]

ETMEX%(:{EZE, i target EXNRY 1abel @3 relabel E’J*ﬂ%ﬂi&ﬁaﬁz—? #ZIFHATZ S relabe
relabel_config T DL R T 5 B

relabelings:

[
#
#

— <relabel_config> ...]

BHEITEGE R G A Z i, Bt relabel MLHIHHTHE label MNNIVE, FRIFHITZ D relabel KM,
relabel_config eI

metricRelabelings:

[

— <relabel_config> ...]

relabel_config ECi&E
FE BB E A RAAN T
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@ Hﬁ i:H_E Prometheus Y%1%ARSS

# MELH labels HHEURLE 1abel HYEMET relabel, B H R 9 {E 8 5 separator Y E TP
# HIRJE PodMonitor/ServiceMonitor XNMWHYELEWIN sourcelabels o

[ source_labels: '[' <labelname> [, ...] '1"' ]

¥ EXFE relabel WY label EPHENTFRF, BINA ;'

[ separator: <string> | default = ; ]

# action N replace/hashmod Hﬂ‘, B0 target_label KRIBEX M. label name,
# HWNSRJE PodMonitor/ServiceMonitor XMIVELEIN targetLabel o
[ target_label: <labelname> ]
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@ H%i:ﬂﬁ Prometheus ¥R

—

— H= H= H H FH H H

FTEX source labels X MNAHHBHTIENIPEECAYZRIE,

regex: <regex> | default = (.*) ]

action N hashmod WHZE|, BHE source label XMWIE md5 HURHE,

modulus: <int> ]

action N replace HIIHE, @it replacement RENXYH regex PEELZJGHREBHINESARN, FILILE

replacement: <string> | default = $1 ]

HT regex PEECEIFEMATHXEAVERIE, SR action #1F, ERIAN replace:

replace: HIR regex PEALE|, #5d replacement HEXHVEZHAENYE, 8T target_label
keep: AR regex EHVEAEH|, EF

drop: AIHR regex PEACE|, EF

hashmod: ##5¥ moduels FEEMMEH source label XMW md5 153‘2*%, IIN— Ny label, lab
labelmap: LIPS regex @@ﬂ;xt”, fHFH replacement BN label name

labeldrop: HIR regex PEECE|, MHBRXTNAY label

labelkeep: HIR regex HAVEECH|, MIERXTNAY 1abel

action: <relabel_action> | default = replace ]
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@ HEEH_E Prometheus ¥R
HE Y%

o BEEIE] ¢ 2024-01-29 15:55:14

HRIE =

RERTLLESE Prometheus MEHEARSS HE LAk FEbRIm R8s, X R A 3 AR S5 BRI — SR T 22, A8 RALHE
B, TERESE, el O —S DB A FRFEIN AT I, WIESRIMRAR S5 HURERHE O3
AL, Go sXMNMES MBI, NERANMEE Prometheus I#EARSS#EA TV S HE AR LAk, AT R &,

KRTRIEE

Prometheus Hitt: X5 /7 SDK:
Go

Java or Scala

Python

Ruby

HE%37 & ES SDK:
Bash

C

C++

Common Lisp

Dart

Elixir

Erlang

Haskell

Lua for Nginx

LLua for Tarantool

NET /C#

Node.js

Perl

PHP

IR L BRI (bR ARSUERT] #527 322811


https://github.com/prometheus/client_golang
https://github.com/prometheus/client_java
https://github.com/prometheus/client_python
https://github.com/prometheus/client_ruby
https://github.com/aecolley/client_bash
https://github.com/digitalocean/prometheus-client-c
https://github.com/jupp0r/prometheus-cpp
https://github.com/deadtrickster/prometheus.cl
https://github.com/tentaclelabs/prometheus_client
https://github.com/deadtrickster/prometheus.ex
https://github.com/deadtrickster/prometheus.erl
https://github.com/fimad/prometheus-haskell
https://github.com/knyar/nginx-lua-prometheus
https://github.com/tarantool/metrics
https://github.com/prometheus-net/prometheus-net
https://github.com/siimon/prom-client
https://metacpan.org/pod/Net::Prometheus
https://github.com/promphp/prometheus_client_php
https://github.com/cfmack/pRometheus
https://github.com/tikv/rust-prometheus
https://prometheus.io/docs/instrumenting/clientlibs/

@ H%i:ﬂﬁ Prometheus ¥R

BRI

Prometheus B Z4E 0 HHVRES), BARBAIEANTT LA 4K,

Metric Name (FpfE%FR) + Labels (FF%¥) + Timestamp (RFEER)  + Value/Sample (a#%{H /FEih)
Metric Name(Frfe % #5) © B0 SRi9E& X (B4, http_request_total - TR SRR GIEMENIHTTPIEREE) .
Fr(label) @ TR Y ETFEAIIRAELEE, B — TMK/VEEK, 85X E4EE Prometheus F] DUNFEARRIEIFA T 18, R
B,
i[RI (timestamp) © — MFEHAEIZ DRI TR,

FeAMH (value) : —Mloat64 iy R EHE R R L R ARIE,

Metric Name (f8FR%H) /Labels (Fr%E) HEEHASCIFRF, 7. TXILLUL B SHRFF A& IENFRE
RN[a-zA-Z_:][a-zA-Z0-9_:]*,

% Data Model A
Metric/Label i 44 i SK

AN EIRAEEEE TR

Prometheus HRIBIIZEN AR RIEML T counter / Gauge / Historgram / Summary PURMEFRISRY £Ah
AR 2 T, HZUHIES%E Prometheus EW METRIC TYPES,

Prometheus X2t 7 2 RIES ) SDK, HMIBSIVERTIEEA LML, FEEFRIESIEE LXK, T
[0 F 2L Go 1EABIFAnal 4k B e SR PZEfain i,

Counter

TR, iR g tets, IRFEEZGREEBE, nJLUH Counter SRIRFEE KE 758U 8RBT 8L
%O
AAE counter SRISFEITERAYL

RN R @ BRI R (sd) ARTERH] 528 122811


https://prometheus.io/docs/concepts/data_model/
https://prometheus.io/docs/practices/naming/
https://prometheus.io/docs/concepts/metric_types/

@ Hﬁ i:H_E Prometheus Y%1%ARSS

package order

import (
"github.com/prometheus/client_golang/prometheus"

"github.com/prometheus/client_golang/prometheus/promauto"

[/ EXFEERYE counter FAINHR
var (
opsProcessed = promauto.NewCounterVec (prometheus.CounterOpts{

Name: "order_service_processed_orders_total",

RN R @ BRI R (sd) ARTERH] #3529 122811



EHBAT

Help: "The total number of processed orders",

}, [lstring{"status"}) // ACFRE

// VTEAAbFR

func makeOrder () {
opsProcessed.WithLabelValues ("success") .Inc() // RITIRAS
// opsProcessed.WithLabelValues ("fail").Inc() // EKBCIRE

// TEENEFIZE
}

i, @ rate() EREGHKEOT B

RN R @ BRI R (sd) ARTERH]
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@ Hﬁ i:H_E Prometheus Y%1%ARSS

rate (order_service_processed_orders_total [5m])

Gauge

LETE, HEEET SR R AR, FTLUH Gauge SRR w5 ATFEE A /CPU i F 3/ 24 B AZBURAT I N
%O
WAGEE cauge SRISTEITERAFIR/N -
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@ Hﬁ i:H_E Prometheus Y%1%ARSS

package order

import (
"github.com/prometheus/client_golang/prometheus"

"github.com/prometheus/client_golang/prometheus/promauto"

/] EXERYE Gauge FEAUNHR
var (
queueSize = promauto.NewGaugeVec (prometheus.GaugeOpts{

Name: "order_service_order_qgqueue_size",

RN R @ BRI R (sd) ARTERH] #4532 122811



A BT

Help: "The size of order queue",

}, [lstring{"type"})

type OrderQueue struct {

queue chan string

func newOrderQueue () *OrderQueue |

return &OrderQueue{

queue: make (chan string, 100),

// TEAEITHREER
func (g *OrderQueue)produceOrder ()

// TRAITHIER

// BRI R

queueSize.WithLabelValues ("make_order") .Inc ()

// queueSize.WithLabelValues ("cancel_order") .Inc ()

// THEITHRER
func (g *OrderQueue) consumeOrder ()

// THBRITHIHR

/7 BRI R

queueSize.WithLabelValues ("make_order") .Dec ()

}

S Gauge TEb%, EREZEE T HRAERIERIAFINY HRTA/N @

RN R @ BRI R (sd) ARTERH]

// THBAS
// BUHITERAS
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@ Hﬁ i:H_E Prometheus Y%1%ARSS

order_service_order_queue_size

Histogram

E/E, Prometheus RARYERCERY Bucket SRIFEFERNIIMMEN, EWIRTDIFEMNT, —#&Z M THRENHIIRTE,
3T Histogram AILATHEL ) PO9/PO5/PS0ZEFENT, RNt ] LURFEAC IR MK, A0SR A b Histogram sEA 75227
Counter ZXi+1M&, 7 LUH Histogram 3k M #2245 10 o7 B 8]/ 22375 [ FE R 45,

Histogram A1 Summary FIfH 75284, rJDUEEES% Summary B 5 .

RN R @ BRI R (sd) ARTERH] 5534 122811



@ Hﬁ i:H_E Prometheus Y%1%ARSS

Summary

%L, M Histogram & — 260, WREIHEARSMAER, XB1E Summary 2FER it B 21 E
(P99/P95/Sum/Count), Kt L% FimEEE, SIARTERE TR, FFERTLUH Summary SR 2282 10
OIS [ 26 V77 [T RE I 45

WAGEE summary SRISTETT BACERFERS :

package order

import (
"net/http"
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@ H%i:ﬂﬁ Prometheus ¥R

"github.com/prometheus/client_golang/prometheus"
"github.com/prometheus/client_golang/prometheus/promauto"

"github.com/prometheus/client_golang/prometheus/promhttp"

// EXFEREREYE summary FERIXS
var (
opsProcessCost = promauto.NewSummaryVec (prometheus.SummaryOpts {
Name: "order_service_process_order_duration",
Help: "The order process duration",

}, [lstring{"status"})

func makeOrder () {

start := time.Now () .UnixNano ()
// THIBHEAHEER, DR

defer opsProcessCost.WithLabelValues ("success") .Observe((float64) (time.Now () .Un
// THEINLSEEE
time.Sleep (time.Second) // HEILIAFHKERT

3 Summary $EbR, EHEEE T RCHENEFER
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@ Hﬁ i:H_E Prometheus Y%1%ARSS

order_service_processed_order_duration_sum / order_service_processed_order_duration

22 Prometheus 8%

i3 promhttp.Handler () EEIZEMSEIERZED HTTP IR L.

RN R @ BRI R (sd) ARTERH] 5537 H:22811



@ Hﬁ i:H_E Prometheus Y%1%ARSS

package main

import (
"net/http"

"github.com/prometheus/client_golang/prometheus/promhttp"

func main () {

// WS HES

RN R @ BRI R (sd) ARTERH]



2 Hﬁ i:H_E Prometheus H54%EARSS

// 8 Prometheus fEtnZEERfE HTTP AR L
http.Handle ("/metrics", promhttp.Handler ())

// S5 HES

RERLR

SERAE V55 B RS 2 5, W &AR, BIAlEss Prometheus SEAMEUGZEFEAREE. 1EIETES W Golang #%
)\O

BE MEBIENGE

FT7T Prometheus MRS B Y Grafana, @3 Explore REFWMIEIEMREGE, WK, thalll HiE Y

115 e

Grafana M%K%,

@ Explore Prometheus-1

Metrics ~ order_service_order_queue_size

+ Add query O Query history

12:50 12:55 13:00 13:05 13:10

order_service_order_gqueue_size{instance="localhost:2112", job="go_demca’, type="make_order"}

~ Table

2021-05-13 13:46:40 order_service_order_queue_size localhost:2112 go_demo make_order

3 pPrometheus M ZMESEE HIRE/ AILDUN B8 UEFEEFREHTSSNGE S, EHEIES I 5B 2 L],

N\

RN R @ BRI R (sd) ARTERH] 5539 122811
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@ H%i:ﬂﬁ Prometheus ¥R

/T BTN (] @ 2024-01-29 15:55:14

S (B 7b=

TEfEA Flink IR TRERX Flink (£552/ IR T I, DUE T /## Flink (£55 2 B 1317, HFE Flink $ES,
Prometheus WE#EAR%S %) push gateway i T4, 785 Flink 52 A metrics, FHH2M4L 7 HFFENHT Grafana Mk
5

Lo

GlEE=S e

1. W LAYAE N #E MapReduce (LU fEFR EMR) 7t cl & Flink A F, FFAESLHI_ERE Flink ££55,
2. 1E Prometheus SEBIDN B s N FAH 2% VPC T, BB A dkSs FEE EERT,

PRI IR

FKEX PushGateway i[H]EDE
1. §ifF: 34 MapReduce > EEEX MHY“ LR > BEAFR > LHUSEHE, IR Pushgateway HilikAT Token,

RN R @ BRI R (sd) ARTERH] #3540 228711


https://www.tencentcloud.com/document/product/457/30637
https://console.tencentcloud.com/emr

A BT

Service address

.........

2. 1& M= 15 5 THZREX APPID,

B Flink BCE

wEERR rn

htt}

hittg

1.t A 3% MapReduce > &N BIRY“SEHI > RBARSS T,

2. $KZF Flink FCEI, EAMEEFERE > MBS, JARE S ilm,

3. TE DU A M i FrEEE I, KA LA T RC i

BoiE 4 ZRIN
metrics.reporter.promgateway.class x
metrics.reporter.promgateway.jobName x

metrics.reporter.promgateway.randomJobNameSuffix true

metrics.reporter.promgateway.groupingKey x

RN R @ BRI R (sd) ARTERH]

pifv1/promiwrite I

‘apiiv1 T

3 4t # HE %

T a3t

)
Pl

&

fHfiah

P metrics
FHiZ| push
gateway (1Y
java 2%

push {£:55%

EOELESH
JE TSR T
(=8

nEEA
metrics 27
label, %3 H
k1=v1:k2=v2

Prometheus Y2k 55

AN

T8 7 EER AR
A

FREN true, Al
BRGNS, Flink
{£%% 6] metrics 2

MHHHE S

7 EMR 241 1D
T AEX 3 A ] S5
HIEERE, B0
instance_id=emr-
XXX

41 $£22871


https://console.tencentcloud.com/developer
https://console.tencentcloud.com/emr

@ H%i:ﬂﬁ Prometheus ¥R

metrics.reporter.promgateway.interval x IF - #EX metrics EBROZEET 28
[ FATESE i) 1 B, il
Blan30F»
¥ =
) push gateway .
metrics.reporter.promgateway.host T ¥ AR S5 M prometheus 543
H 7 F 25 Ml
=
_ B push gateway .
metrics.reporter.promgateway.port -1 ” Py prometheus SE45|
77 Loy
HIARSS b 1
B true,
il push gateway rometheus %
metrics.reporter.promgateway.needBasicAuth false M55 R EHE P e
/R I AR5 push
gateway 5 ZIAIE
s
metrics.reporter.promgateway.user x ¥ NUERIH P 44 M F#y APPID
Hh
¥z =
metrics.reporter.promgateway.password T ¥ NUERY 251 prometheus 543
3] (17375 [7] Token
Flink f£55H01T
4 5 Ia e A5 MR
metrics.reporter.promgateway.deleteOnShutdown true . push gateway BB true
7IN
X R
metrics
BCE RGBT

RN R @ BRI R (sd) ARTERH] H42 122811


https://console.tencentcloud.com/developer

Prometheus Wf2%fR5%

metrics.reporter

metrics.reporter.
metrics.reporter.
metrics.reporter.

metrics.reporter.

metrics.reporter

metrics.reporter.

metrics.reporter

metrics.reporter.

metrics.reporter.

.promgateway.

promgateway.
promgateway.
promgateway.
promgateway.
.promgateway.
promgateway.
.promgateway.

promgateway.

promgateway

class: org.apache.flink.metrics.prometheus.PrometheusP

jobName: climatePredict
randomJobNameSuffix:true
interval: 60 SECONDS
groupingKey:instance_id=emr—-xxxx
host: 172.xx.xXX.xXX

port: 9090

needBasicAuth: true

user: appid

.password: token

RN R @ BRI R (sd) ARTERH]



@ Hﬁ i:H_E Prometheus Y%1%ARSS

‘&% Flink PushGateway &

B 5 elH Y push gateway ffifF HATE A ZHEECEINEE R, EREEERGSFEZEINEY RFEA, B FRA R4
[ jar ©, FfHRIA fink B /7325 T ZHIAEMN PR,

1. 0BA IR 2R, ARO[ Flink B A ifE, FEERITLUT S mBRE At

cd /usr/local/service/flink/1lib

rm flink-metrics-prometheus*jar

2. . 151 MapReduce & > BB MAYLH]” > LR > BIFEEHE > MasterT[[@, &%& Master i 5,
3. BT I ID BkEE 2 CVM 2, Bk CVM B TRU T a2t 1

RN R @ BRI R (sd) ARTERH] #544 322811


https://console.tencentcloud.com/emr

@ Hﬁ i:H_E Prometheus Y%1%ARSS

cd /usr/local/service/flink/1lib
wget https://rig-1258344699.cos.ap—-guangzhou.mygcloud.com/flink/flink-metrics—-prome

BUE

1. 76 Master W FHUAT flink run @RREHIES, EEEFHE,

RN R @ BRI R (sd) ARTERH] 545 1228711



Prometheus Wf2%fR5%

grep metrics /usr/local/service/flink/log/flink-hadoop-client-*.log

2. HEPEE TENA, FoRBCEMERY)

RN R @ BRI R (sd) ARTERH]



BT

2028-12-11 16:89:84,114 INFO org.apache.flink.configuration.

Prometheus Y%1%ARSS

GlobalConf iguration

.reporter.promgateway.class, org.apache.flink. .prometheus . PrometheusPushGatewa
GlobalConf iguration

2028-12-11 16:89:84,114 INFO org.apache.flink.configuration.

.reporter.promgateway.groupingkey, instance_id=emr-

ZB828-12-11 16:89:84,114 INFO org.apache.flink.configuration
.reporter.promgateway.host, ?

2828-12-11 16:89:84,114 INFO org.apache.flink.configuration
.reporter.promgyateway. interval, 68 SECOND3S

£ZB28-12-11 16:89:84,115 INFO org.apache.flink.configuration
.reporter.promgateway. jobName,

2828-12-11 16:89:84,115 INFO org.apache.flink.configuration
.reporter.promyateway.needBasicAuth, true

£B28-12-11 16:89:84,115 INFO org.apache.flink.configuration
.reporter.promgateway.password, oo

2A2A-12-11 16:89:84,115 INFO org.apache.flink.configuration
.reporter.promgyateway.port, 9898

£B28-12-11 16:89:84,115 INFO org.apache.flink.configuration
.reporter.promgateway.randomJobNameSuff ix, true

2028-12-11 16:89:84,116 INFO org.apache.flink.configuration
.reporter. promjateway .user, N

ERFPELIEIIESS, BT AR IHECESH, KAz Bl metrics,

EERE

.GlobalConf iguration
.GlobalConf iguration
.GlobalConf iguration
.GlobalConf iguration
.GlobalConf iguration
.GlobalConf iguration
.GlobalConf iguration

.GlobalConf iguration

1. 7EXE R, Prometheus S26] SEBRHDTHE] rlink Wf%, 2B Grafana Dashboard B[R] FFE Flink Hifze

KR,

2. ¥t A Grafana, i

oo
JEFF Flink M2 iR

Flink Cluster
Flink Job

Flink Job List

Flink Task

3. ¥ Flink Job List& & %,

RN R @ BRI R (sd) ARTERH]
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2 Hﬁ i:H_E Prometheus H54%EARSS

SR e e

4. B FRETH Job £EL Job ID F{E, #&E Job MTZEiEE,

SEHLNER PRI

178 day

- Checkpolen,

307.67k 307.67«

2

5. #ifs FAM Flink 8288, &5 Flink SREIETE,
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Prometheus Y%1%ARSS

6. iR Task %5 ME, &F Task HiEIEMH,

Fikaasneni asanghspl e tion

Pt Lrponinghighuntion

FRrAMAR A M L

SFrecarin M0 Oreventay

- i -

4 4 racordunn il Srecoins

44 i rcerdais 4 Dreconin's
IS0 KNOVORIS 1IN I 1IN ATASNS0 LR 0NN EMRIS  IEURORIG TR0 LA Gea

ik g arcton ) B Ao g ot S rirkdiculapaunghiseTanciza ) Finklistsenl spsanghlad ek

]
Ut ) 12! i wu e

*omenmner s, 1637002007, 0007 09, 00000 * " costuine el 1607 SIIMI0T, 009,04

r 1 wn

HEEA

1. 85k Prometheus WEPZEfEll, EEEXN B Prometheus SE51IHE A S B DU,

KRR © SREIST (L) ARFUELT



https://console.tencentcloud.com/monitor/prometheus

@ Héfﬂﬁ Prometheus ¥R

2. iR B, RIDAASIIAE BRI & B 5RmG, TRIETES W it

i3

R,

RN R @ BRI R (sd) ARTERH] 5550 22811


https://www.tencentcloud.com/document/product/1116/43193#

@ H%i:ﬂﬁ Prometheus ¥R

Java M H#EA
Spring Boot & A

I E) ¢ 2024-01-29 17:01:27

S (B T7b=

TEf A Spring Boot 1ENITAMEZRI, FREMFEN FHIIRE, HI40 JVM/Spring MVC %, Prometheus IEARSSET

Spring Actuator HLHIZREE JVM FEE, Z5EHECEIREAY Grafana Dashboard 7] DU f# /Y HE#2E Spring Boot M AR
P

o

ARSI A 2RI S5 565 Spring Boot N A, 234 85T Prometheus AR SS I RS

GIEiE=Ses

O 5 TH A A AR S — TS IR © TEBIR s AR RS A1 Kubernetes $E4E,
i AN E Bei5 G e B T F BR 15
I F % F Spring Boot HEZEHEI T % .

PR IR

TR

Spring Boot C.4Z2 4 actuator ZH >R W AT IR, ik T ARIEERRCR, FrLUGX EEREH actuator 79 Spring
Boot M H#AT 2 i1, T Spring Boot 2.0 A ERIRRAR, (KA R AECE LA RITFEER,
H#EHHspring boot 1.5 A, HANAR.02E—EXF, BEERRMTI/LA :

1. Vil prometheus metrics HHIILAI2.0R—AF%, 1.5BKIAZ /prometheus ,

Bl nttp://localhost:8080/prometheus o

2. HRA01 IR NIFR R A IR (Whitelabel Error Page), 1.58KIAX management NI T &4, FHEER
management.security.enabled=false ,

3. GWHHH bootstrap.yml SRECEZSE, F bootstrap.yml HFEH management NEEH, FTELE
application.yml HHEZX, A : spring boot EaNENFH X

4. metric common tag AREEXN yml SREHN, REEIREM—D bean WA,

B A YA S A B
BB . B pom KK
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https://www.tencentcloud.com/document/product/457/30637
https://www.tencentcloud.com/document/product/457/9117

@ Hﬁ i:H_E Prometheus Y%1%ARSS

WMHHEZA5|H spring-boot-starter-web HYHEME E, £ pom.xml XHHERIN

actuator/prometheus Maven KT,

<dependency>
<groupld>org.springframework.boot</groupId>
<artifactId>spring-boot-starter-actuator</artifactId>
</dependency>
<dependency>
<groupld>io.micrometer</groupId>
<artifactId>micrometer-registry-prometheus</artifactId>

</dependency>

RN R @ BRI R (sd) ARTERH] #4552 122811



@ Hﬁ i:H_E Prometheus Y%1%ARSS

SH2  BYILE

Y5 resources HRXTH application.yml X, X actuator HMHERIECERFEEE Prometheus
WHIFEFR B

management :
endpoints:
web:

exXposure:

include: prometheus # ¥IH Prometheus MY web ¥ilA Path

RN R @ BRI R (sd) ARTERH] #3553 122811



@ H%i:ﬂﬁ Prometheus ¥R

metrics:
# THENEVENITH, DURYE nttp WKW poo/pos 5, BRI (A5 4 ] DURYE S FR1E I E
distribution:
sla:
http:
server:
requests: 1ms, 5ms, 10ms, 50ms, 100ms, 200ms, 500ms, 1s, 5s
# 1 Prometheus HIRIIFFAINY Labels
tags:

# I B RN R, RN TR BN FH B AE R SR A X L Y 4%

application: spring-boot-mvc-demo

B3 | AHIUE

EWHSATEH® T, 81T mvn spring-boot:run ZJ5, AILUEE
http://localhost:8080/actuator/prometheus iEIE] Prometheus VMXAITEAREDE, WiHAHE € AT

[EZNIREN
PiHA :
{1l AL EBAIABCIE, X R S AR B LASE BRI H Dy ok
NIV Y-k e gl el

S . AHIECE Docker BIGIFIE

AERAM .2 BiIRACESS Docker Bif§INSE, wILIB%E BilR O EAZR MATHCE, AIRCARE ] IEEHIT T —
50

P2 | fTaRk BEwS
1LETEREX T Dockerfile , KRB EUIT/RGBEITAM, EXLFRITHHPFEELN Dockerfile

o
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https://www.tencentcloud.com/document/product/457/9117

Prometheus Wf2%fR5%

FROM openjdk:8-jdk

WORKDIR /spring-boot-demo
ADD target/spring-boot-demo-*.jar /spring-boot-demo/spring-boot-demo. jar

CMD ["java","-jar","spring-boot-demo.jar"]

2 TaBig, EWERERTE
BRIAS o

Sy

17

WT s, ELERIEHPFREEHRAN VN namespace

RN R @ BRI R (sd) ARTERH]
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@ Hﬁ i:H_E Prometheus Y%1%ARSS

mvn clean package
docker build . -t ccr.ccs.tencentyun.com/[namespace]/[ImageName] : [%ﬁ{%ﬁﬁﬂi%]
docker push ccr.ccs.tencentyun.com/ [namespace]/[ImageName] : [B{RIRASE ]

fan
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@ Hﬁ i:H_E Prometheus Y%1%ARSS

mvn clean package
docker build . -t ccr.ccs.tencentyun.com/prom_spring_demo/spring-boot-demo:latest

docker push ccr.ccs.tencentyun.com/prom_spring_demo/spring-boot—-demo:latest

L3 | NATRE

180k AR EN G, IR A SRR,
2. i TYESA#L > Deployment, A Deployment BB UM, IR NHY A 44 22K BE T ERBARSS, X B &R
PERIA R e, RIRFTIT Service V553K, &tha] DUEELE ey H1THYT AN,

RN R @ BRI R (sd) ARTERH] #4557 322811


https://console.tencentcloud.com/tke2/cluster?rid=1

@ E%i:ﬁ_ﬁ Prometheus ¥i1EARSS

me spring-mvc-dema

The maximum length of 40 characters, can only contain lowercase letters, numbers and separators ("-"), and must start with a lowercase letter, and end with a numt

Labe k8s-app = spring-mvc-demo X
New variable
Can only contain letiers, numbers and separators ("-", "_", """, /"), and must start and end with letters and numbers
default v

o Deployment (Scalable Deployment Pod)
DaemonSet (Run Pod on each host)
StatefulSet (operating Pod with stateful set)
CronJob (run regularly according to Cron's plan)

Job (single task)

ne (optiona Add data volume

for the container. Cu

e container. Guidelines for use [&

tly, it supports temporary paths, host paths, cloud

v X
name spring-mvc-demo
Up to 63 characters, can only contain lowercase letters, numbers and separators ("-"), and cannot start or end with
separators
Mirror image cer.cerd.tencent.coml... Select mirror
Mirror version (Tag)
pull strategy Always IfiNotPresent Never
Access Settings (Service)
Service Enanle
Service method o Access only within the cluster Host port access Public network LB access Intranet LB accesshow to choose [&
d by other services or containers in the cluster. It supports the TCP/UDP protocel. Databast
y supports selection during creation, and does not support changing the access method after creation)

ort Mapping protocol® Container port@®@ Service port@®

TCP - X

Add port mapping

show advanced settings

3. XTI Service MMl K8S Labels, AN A7 NHTE, RILUN Labels B30 L, SXENBIEARREHRIE T
BPNE ) EPRR R R AR,

IR L BRI (bR ARSUERT] 558 122811



@ H%i:ﬂﬁ Prometheus ¥R

¥ RS 5B > Service, A Service BRI, XS M a4 22 [F KR Service Yaml FCiE, 41TE :

Service

Name Type T Selector IF Address(D) Time Created

s

]

FCERBIATT
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Prometheus Wf2%fR5%

apiVersion: vl

kind: Service

metadata:
labels: # AILDURESCIREARIINEY labels
k8sapp: spring-mvc-demo
name: spring-mvc-demo

namespace: spring-demo

spec:
ports:
— name: 8080-8080-tcp # ServiceMonitor PMEUESS port RS PNAIOLIED
port: 8080

RN R @ BRI R (sd) ARTERH]



@ H%i:ﬂﬁ Prometheus ¥R

protocol: TCP
targetPort: 8080
selector:
k8s—app: spring-mvc-demo
gcloud-app: spring-mvc-demo
sessionAffinity: None

type: ClusterIP

BBA : TIRBUES

1. &5k Prometheus aiEARFS1EGIE, &N Prometheus S A S T,

2. R AR RS FIR PV EREE ID, AR A ZRARSS 4 AR S DU

3. @ ARSS & BLERN Service Monitor, HRTZ#FET Labels & BUA N 1 EARILEI L,  FTLLA] LU —LE AR S5 N IR
FEMY K8S Labels, &2 JG1E Labels T HYARSSERFH#% Prometheus ARSS HANRAIHR, FEEENENRS ——5
HREUESS . LAZBITF4l, BCEFERAT !

iEH :

XHEBEEENE port WHUEN service yaml BECEXFHEM spec/ports/name X MNMHYH,

RN R @ BRI R (sd) ARTERH] #561 122811


https://console.tencentcloud.com/monitor/prometheus

Prometheus Wf2%fR5%

apiVersion: monitoring.coreos.com/vil
kind: ServiceMonitor

metadata:
name: spring-mvc-demo # HE—PNME—HF5
namespace: cm-prometheus # namespaceﬁ, AEBW

spec:
endpoints:

- interval: 30s
port: 8080-8080-tcp # HE service yamlFPPrometheus ExporterXﬁEﬁWPortE@Name

path: /actuator/prometheus # ¥EEPrometheus Exporter X NMpathfV(E, TEEKIA/met

namespaceSelector: # WfFEE#servicefifEfnamespace

RN R @ BRI R (sd) ARTERH]



7 Hﬁ i:H_E Prometheus Y12k 55

matchNames:
- spring-demo

selector: # iﬁﬁ%ﬂﬁﬂ“serviceﬁ'ﬂLabeMﬁ, LN Bbrservice
matchLabels:

k8sapp: spring-mvc-demo

L5 | BRI

¥THF Prometheus SEHil%t Y Grafana Hiifit, f Dashboards/Manage/Application |2 EMN FHAH %Y MR
Bto

Spring MVC R A : ia#% MVC HVIRZ,  BIANIE SKFERS/1E K &/ 3/ 7 8 0 A0 5%

Spring MVC #2111 © B2 n+%E, ATLON R 2 MEL, 7788 A7 2 W 1 H fnl i,

Tomcat : Tomcat PIERIRASITIEIER R, BIANLAREFIE A,

RZF JVM @ MR A A, BEEZN A TITE LA GE I8, 2 A BN Rl a] DU B E 6 R 53451
v,

S JVM - BRSB JVM TR e AR

Golang Runtime
Golang Runtime Overview

Example JVM

Application JVM
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@ HEEHE Prometheus ¥R
JVM £ A

ol E I TE] © 2024-01-29 15:55:14

BRIE =

M Java fENFFRIBS VRS, TR JVM 19MERE.  Prometheus Ha2AR 55 @5 RN F B8 HRIY JVM I
PERUE, JFERME TR RN Grafana Wi %L,

A LA E A 2R S5 LEREEdE Java N AHNBI, Sréaanfafait Prometheus 2RSS 2 AR,

WiBH :

i C#H Spring Boot {E N & HEZR, 162 UL Spring Boot #2 A,

AfESft

OB AR SS TUE NIRRT,
(EIEEINCRTAL SEN A SEIVARIRTAL S

25

A :
Java TEN TR RIE S HASK N5EE, HA micrometer fEN4EFRIT 5 SDK B85 1238 T, AL
micrometer 9IS AAIAT I HE JVM,

BTN A AR B

BB B pom KK
£ pom.xml SCEFFRERIIAE XM Maven (I, IRIEHEAMWIRA, REGIT

RN R @ BRI R (sd) ARTERH] #3564 122811


https://www.tencentcloud.com/document/product/457/30637
https://www.tencentcloud.com/document/product/457/9117
https://micrometer.io/

Prometheus Wf2%fR5%

<dependency>
<groupId>io.prometheus</groupId>
<artifactId>simpleclient</artifactId>
<version>0.9.0</version>

</dependency>

<dependency>
<groupld>io.micrometer</groupld>
<artifactId>micrometer-registry-prometheus</artifactId>
<version>1.1.7</version>

</dependency>
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@ Hﬁ i:H_E Prometheus Y%1%ARSS

DB : BYRg

FEIH BN, ASINAERN YR E, RN micrometer W {18870 & ARV IR RE, BARE
io.micrometer.core.instrument.binder @, AJLURELFRIENGM, R~EGOT :

public class Application {
/7 MENERZRR, RLUEHE R ZER M
public static final PrometheusMeterRegistry registry = new PrometheusMeterRegis

static {

// ¥ Prometheus @JF Label, EEWM— X RHYR %

RN R @ BRI R (sd) ARTERH] %566 122811



@ H%i:ﬂﬁ Prometheus ¥R

registry.config() .commonTags ("application", "java-demo");
}
public static void main(String[] args) throws Exception {

// Ushn gvm e

new ClassLoaderMetrics () .bindTo (registry);

new JvmMemoryMetrics () .bindTo (registry);

new JvmGcMetrics () .bindTo (registry);

new ProcessorMetrics () .bindTo (registry);

new JvmThreadMetrics () .bindTo (registry);

new UptimeMetrics () .bindTo (registry);

new FileDescriptorMetrics () .bindTo (registry);
System.gc(); // Test GC

try {
// %% Prometheus HTTP k%5, #MREEAH, RILUFEHCHAR HTTP Server
HttpServer server = HttpServer.create (new InetSocketAddress (8080), 0);

server.createContext ("/metrics", httpExchange -> {
String response = registry.scrape();
httpExchange.sendResponseHeaders (200, response.getBytes () .length);
try (OutputStream os = httpExchange.getResponseBody ()) {

os.write (response.getBytes());

1)

new Thread (server::start).start();
} catch (IOException e) {

throw new RuntimeException (e);

PiBH :

T JVM GC Pause /2153 GarbageCollector Notification #lHISCEN, it RE L4 GC 2+ H hiEkdE,
ARG TINAEEW, FENEHAT system.gc() o

B3 AHIIRTE

A#EDN G, AILUEN http://localhost:8080/metrics ilAE| Prometheus VMY ITEFREHE,

MM AEZMEBRTA SRS L

S . AHIECE Docker BGINIE

ANSRAI 2 B RABCE S Docker Bif§AEE, IS WA MRBHRMRSS ok Al SO TRCE, & CEREIFHWIT T —
&

o

D2 TEKk HEK
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https://www.tencentcloud.com/zh/document/product/1051/38866

@ Hﬁ i:H_E Prometheus Y%1%ARSS

1LEEBRER TR Dockerfile , HMELIRIE M TIEWR, REIMIT

FROM openjdk:8-jdk
WORKDIR /java-demo
ADD target/java—-demo—-*.jar /java-demo/java-demo.jar

CMD ["java","-jar","java-demo.jar"]

2. TS, EHERER BT TS, FEBHNNE namespace / ImageName / BRIFIRAS ,
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@ Hﬁ i:H_E Prometheus Y%1%ARSS

mvn clean package
docker build . -t ccr.ccs.tencentyun.com/[namespace]/[ImageName] : [%ﬁ{%ﬁ}ﬁk%}
docker push ccr.ccs.tencentyun.com/ [namespace]/[ImageName] : [B{RIRASE ]

NI
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@ Hﬁ i:H_E Prometheus Y%1%ARSS

mvn clean package
docker build . -t ccr.ccs.tencentyun.com/prom_spring_demo/java-demo:latest

docker push ccr.ccs.tencentyun.com/prom_spring _demo/-demo:latest

B3 | NATRE

1.8 5]k Aan s, R BN AR,
2. @it TYEAE > Deploymentif A Deployment EHEUIME, EEXNT MmAZ2EE SRHTHERS, @
YAML KB MY Deployment , YAML ECEAIT,
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https://console.tencentcloud.com/tke2/cluster?rid=1

EHBAT

ViR -
AT A P A A, 1HZ WLSpring Boot % A,

Prometheus Wf2%fR5%

apivVersion: apps/vl
kind: Deployment
metadata:
labels:
k8s—app: java-demo
name: java-demo
namespace: spring-demo

spec:
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@ H%i:ﬂﬁ Prometheus ¥R

replicas: 1
selector:
matchLabels:
k8s—app: java-demo
template:
metadata:
labels:
k8s—app: java-demo
spec:
containers:
- image: ccr.ccs.tencentyun.com/prom_spring_demo/java-demo
imagePullPolicy: Always
name: Jjava-demo
ports:
— containerPort: 8080
name: metric-port
terminationMessagePath: /dev/termination-log
terminationMessagePolicy: File
dnsPolicy: ClusterFirst
imagePullSecrets:
— name: gcloudregistrykey
restartPolicy: Always
schedulerName: default-scheduler

terminationGracePeriodSeconds: 30

T4 | BIRBUES

1. 5% Prometheus 24l 7, %X Prometheus SEf3IIHE A & B U],
2. E AR IRSSH SR AT EERE 1D HEA BB ARSS 5 RS PR UM
3B RS KIEAIT Pod Monitor ZRIE X Prometheus MEUTSS, YAML BCEREILIT :
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https://console.tencentcloud.com/monitor/prometheus

Prometheus Wf2%fR5%

apiVersion: monitoring.coreos.com/vil
kind: PodMonitor
metadata:
name: Jjava-demo
namespace: cm-prometheus
spec:
namespaceSelector:
matchNames:
- java-demo
podMetricsEndpoints:

- interval: 30s
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2 Hﬁ i:H_E Prometheus H54%EARSS

path: /metrics

port: metric—-port
selector:

matchLabels:

k8s—-app: java-demo

B . BERPE

1. TEXI B Prometheus S SERERHVDAHERE] ovm 8%, ZEEXTN Y Grafana Dashboard HIA[FF /5 JVM B4k

#,

2. ¥TJT Prometheus 45Xt N/ Grafana Hiifl:, ff Dashboards/Manage/Application FN&FHMN A

PER Bt

RLFE JVM : M AR, ERIZN A TATE SHLREA MR, 2R IR G AR AT LT BB R S )

1A
Im.]To

S JVM © SRS JVM RN e,

default v java-demo v

BIFAFRTESEHI JVM iR

13.04 hour 0

26.89 s
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O EAS

Uptime Start time

GC R¥

0.040 ops

ooaoups ‘_\FHF‘ W‘H

| JW -l’ HH

18.50 19.00 19:10 1920 1930

0.020 ops “
0.010 ops

18:50 19:00 19:10

00ps

end of major GC (Allocation Failure) — end of minor GC (Allocation Failure) — max end of major GC (Allocation Failure)

v JVM Memory

JVM Heap JVM Non-Heap

286 MiB 1.4GiB
191 MiB 954 MiB
477 MiB

o8 ) ’ 0B
18:50 19:00 19:10 19:20 1930 19:40 18:50 19:00 19:10

— used Max: 31.4 MiB Current: 28.7 MiB — committed Max: 41.4 MiB Current: 41.4 MiB
— max Max: 247.5 MiB Current: 247.5 MiB — max Max: 1.234 GiB Current: 1.234 GiB
v JVM Misc

CPU Usage

RN R @ BRI R (sd) ARTERH]

TTTT
11

19:20

19:20

19:30

— avg end of major GC (Allocation Failure) — avg end of minor GC (Allocation Failure)
max end of minor GC (Allocation Failure)

19:30

— used Max: 71 MiB Current: 71 MiB — committed Max: 75 MiB Current: 75 MiB

Prometheus Y%1%ARSS

500 kB/s

400 kB/s ‘ ‘
300 kB/s | | \
200 kB/s ‘
100 kB/s ‘ ‘

0B/s
18:50 19:00

allocated — promoted

1.9GiB
1.4GiB
954 MiB

477 MiB

19:00

Allocated/Promoted

19:10

JVM Total

19:10 19:20

— used Max: 103 MiB Current: 100 MiB — committed Max:
— max Max: 1.476 GiB Current: 1.476 GiB
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@ HEEHE Prometheus ¥R
Golang M. FH#E A

ol N TE] © 2024-01-29 15:55:14

Prometheus #2417 5 /7t Golang /% FH T REEIF R B IR, ASCHENFAMAEHE /7R Golang ok ##%
Golang runtime #H X FEHE, DU HE—LEHARR ARG, JF6H Prometheus IHARSS R E TR R EUESE,
iHA :

Golang Client API #8 3¢ #2441 L GoDoc,

b o
%

R

Wit go get MIRIKZEMIKMME, REAIT :

&
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https://github.com/prometheus/client_golang
https://pkg.go.dev/github.com/prometheus/client_golang

@ Hﬁ i:H_E Prometheus Y%1%ARSS

go get github.com/prometheus/client_golang/prometheus
go get github.com/prometheus/client_golang/prometheus/promauto

go get github.com/prometheus/client_golang/prometheus/promhttp

Hn GefTIEPR)

1. HEZE—DHTTP RS, BEEMEH /metrics , AJMAEHEMFH prometheus/promhttp HIZHERY

Handler E@é&o

RN R @ BRI R (sd) ARTERH]


https://pkg.go.dev/github.com/prometheus/client_golang@v1.8.0/prometheus/promhttp
https://pkg.go.dev/github.com/prometheus/client_golang@v1.8.0/prometheus/promhttp#Handler

@ Hﬁ i:H_E Prometheus Y%1%ARSS

T2 —EERARBIN A, @3 http://localhost:2112/metrics ##& Golang MM —LEBRIATEMRE YR
(CAEBITIERR, AR K AEPR DU A A K Y FEHR)

package main

import (
"net/http"

"github.com/prometheus/client_golang/prometheus/promhttp"
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@ Hﬁ i:H_E Prometheus Y%1%ARSS

func main () {
http.Handle ("/metrics", promhttp.Handler ())
http.ListenAndServe (":2112", nil)

2. PUTLU TR s A

go run main.go

3. PUTLAT a4y, VillEh A Efa R A -
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@ Hﬁ i:H_E Prometheus Y%1%ARSS

curl http://localhost:2112/metrics

I JZ TR AR

1. FARBIR TR T — S B N ETEIR. N B BT 3 ZANRI (58I TR it —LE SDK 77 %
]\) ° ﬁuTﬁfﬁU%@Tgﬁ\%jﬂ myapp_processed_ops_total El"] ﬂ“%(?%ﬂ TEH‘, %?Xjaﬁﬁa%%ﬁﬂ,‘ﬁ%
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https://prometheus.io/docs/concepts/metric_types/#counter

@ Hﬁ i:H_E Prometheus Y%1%ARSS

TEMEITIH R A0 REMRDIRIE—K, IR EE T

package main

import (
"net/http"

" t ime n
"github.com/prometheus/client_golang/prometheus"

"github.com/prometheus/client_golang/prometheus/promauto"

"github.com/prometheus/client_golang/prometheus/promhttp"
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@ H%i:ﬂﬁ Prometheus ¥R

func recordMetrics () {
go func () A{
for {
opsProcessed. Inc ()

time.Sleep (2 * time.Second)

var (
opsProcessed = promauto.NewCounter (prometheus.CounterOpts{
Name: "myapp_processed_ops_total",

Help: "The total number of processed events",

func main () {

recordMetrics ()

http.Handle ("/metrics", promhttp.Handler())
http.ListenAndServe (":2112", nil)

2. JUTLU T an R s A
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Prometheus Wf2%fR5%

go run main.go

. MUTLAT A, Vil ZEBAYFEIR
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@ Hﬁ i:H_E Prometheus Y%1%ARSS

curl http://localhost:2112/metrics

MHHZERIENTATLIES] myapp_processed_ops_total HAEHHXIER, EHIIcR, KREHA, H5hx
CHISFIE, AT
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@ Hﬁ i:H_E Prometheus Y%1%ARSS

# HELP myapp_processed_ops_total The total number of processed events
# TYPE myapp_processed_ops_total counter
myapp_processed_ops_total 666

{#iFH Prometheus %1%EIRSS

FREATHRE TR R B ERANA S Prometheus Golang 2K 2 82 b FHRVFEAREIE, (HR BRI ZEfabrdidis ¢
AR, FREHERAE UMY Prometheus RS5SKITHGESR, RIREE T ZANSMY Grafana AT BRI T A ML R,
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@ Hﬁ i:H_E Prometheus Y%1%ARSS

1S Prometheus HE#%EARSS AT DB B RA0 B IR, HRHR AR SRIERIAMEN, HIEES WG TER.

FTUERE N A
1. Golang M —f& rT LA AN T 1 XHY Dockerfile (7R 1B

FROM golang:alpine AS builder

RUN apk add -—-no-cache ca-certificates \\
make \\
git

COPY . /go-build

RUN cd /go-build && \\

RN R @ BRI R (sd) ARTERH] %586 122811



@ H%i:ﬂﬁ Prometheus ¥R

export GO111MODULE=on && \\
export GOPROXY=https://goproxy.io && \\
go build -o 'golang-exe' path/to/main/

FROM alpine

RUN apk add —-—no-cache tzdata

COPY ——-from=builder /etc/ssl/certs/ca-certificates.crt /etc/ssl/certs
COPY ——-from=builder /go-build/golang-exe /usr/bin/golang-exe

ENV TZ Asia/Shanghai

CMD ["golang-exe"]

2. BHEAILUMEM BN EiBoE, SEERLENERE B EHEBOE,
3. FEARIES FIZEAYE X —1 Kubernetes RYBEIR, SXHEBATIEE Deployment, 7_EIATT :
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https://www.tencentcloud.com/document/product/457/9117
https://kubernetes.io/docs/concepts/workloads/controllers/deployment/

@ Hﬁ i:H_E Prometheus Y%1%ARSS

apiVersion: apps/vil
kind: Deployment
metadata:

name: golang—-app-demo
labels:

app: golang—-app-demo
spec:

replicas: 3

selector:
matchLabels:

app: golang-app-demo
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A BT

template:
metadata:
labels:
app: golang—app—-demo
spec:
containers:
— name: golang-exe-demo:vl
image: nginx:1.14.2
ports:

— containerPort: 80

4. [FIN 2232 Kubernetes Service ffUiRS5 & BN T 5341

RN R @ BRI R (sd) ARTERH]

Prometheus Y2k 55

54589 22871


https://kubernetes.io/docs/concepts/services-networking/service/

@ Hﬁ i:H_E Prometheus Y%1%ARSS

apiVersion: vl

kind: Service
metadata:

name: golang—-app-demo
spec:

selector:

app: golang—app-demo

ports:
— protocol: TCP
port: 80

targetPort: 80
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@ H%i:ﬂﬁ Prometheus ¥R

TR

RN — Label SRARBH HRTHINF, Label A —EH app, {EELHUEEIE XY Label 771E, HEH/TH
Label A TAT DUE & T AR REEATE 55 I IHIZEY relabel SR RL H 1Y,

5. AT LU A s Sl s BRI kubect! FHXLETRTRE 24 Kubernetes, R 5 S0,

BIIBIER RS

GRS BITRER Z G, TEHEITU T RIFILB IS Prometheus BFZEARSS ZIMH R IAHEPR
1. B % ~it% Prometheus 21l &, &84T Prometheus SEf5IHE A S B UL TH]
2. T R NA SRR P R A T RRE 1D, HEA TR ARARSS SRS BT,
3RS ZIIRAN Service Monitor , HEITXFHET Labels KHUN MY EFRSEHIMLE, KitnT DO —LE
ARSI ER) K8s Labels , AILAMfH Labels THIARSSERZ M Prometheus ARSs HaRAIHIR, AFHEEN
GRS ——IINRAUESS, DA EHERIEFECEE ST
PiBH :
port MEUEA service yaml BECEXHEM spec/ports/name XMI{E,
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https://console.tencentcloud.com/tke2/
https://kubernetes.io/docs/tasks/tools/install-kubectl/
https://console.tencentcloud.com/monitor/prometheus

@ Hﬁ i:H_E Prometheus Y%1%ARSS

apiVersion: monitoring.coreos.com/vil
kind: ServiceMonitor

metadata:
name: go-demo # HE—HE—HF

namespace: cm-prometheus # namespacelfliE, FEEHK

spec:
endpoints:
- interval: 30s
# HEEservice yamlFPPrometheus Exporterﬂjﬁﬁ@PortE@Name

port: 2112
# JHEBPrometheus ExporterXNMHYPathfY(H, THEEKIA/metrics
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2 Hﬁ i:H_E Prometheus H54%EARSS

path: /metrics
relabelings:
$ <x PIEE— label N application, XERIKE ks H—1 label N app,
# BB relabel MY replace BMEEBHAK T application
— action: replace
sourcelLabels: [_ _meta_kubernetes_pod_label_app]
targetLabel: application
# EBREERMEservicefiEMnamespace
namespaceSelector:
matchNames:
— golang—demo
# HEHERYEservicelLabelfl, LUEN Hbrservice
selector:
matchLabels:
app: golang—app-demo

~MAH A FRN application #Y Label AZ0ECE, 5 NIDEIEME H ARt — L ey E VR RIIRE, B2 &/ H
1#£1EZ M ServiceMonitor 8¢ PodMonitor,

BEERE

1. 7£ Prometheus 5265l %113, REIX MY Prometheus SEfll, BadEsZEID 450
)

iR, FTHENE)E Grafana, i ABKS %65, B0l T Grafana Rl L K FHRIEX,
2.}t A Grafana, i

KES %FH’]WI“EW, R o LY B2 1] 2 A PRE AT A i PR

88 Golang / Golang Runtime Overview v <3

default v

5.20 day 62.07 MiB
5.20 day ’ 2.02GiB
5.20 day 59.36 MiB

5.20 day ’ 2.25GiB
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https://github.com/prometheus-operator/prometheus-operator/blob/master/Documentation/api.md#servicemonitor
https://github.com/prometheus-operator/prometheus-operator/blob/master/Documentation/api.md#podmonitor
https://console.tencentcloud.com/monitor/prometheus

2 Hﬁ i:H_E Prometheus Y12k 55

88 Golang/ Golang Runtime (Process) w <3

Go Info Last GC Time

go1.13.1

Goroutines GC Duration
9.545 ps
9.540 ps
9.535 ps
9.530 ps
9.525 ps
9.520 ps
9.515 s

26 9.510 ps
15:25 3 1 1 15:25

— goroutines — gc_duration

Heap Objects Memory

— S~

mah

ASCEN ARG R T QAR Golang A8 % FfEFR B &4, Prometheus WatEARSS, LURANAIE A A& Y R LY
REE BYERIE, SRR 7R Counter IVTERR, XN THELRATHEL TR Gauge, Histgram DI
Summary ERIIVFEFR, fEbr2eil,

NTHENATR, BANRLACE SRR E Z T FFEIRETE,  rTIEHAR AR & BRI

RN R @ BRI R (sd) ARTERH] 5594 122811


https://prometheus.io/docs/concepts/metric_types/

@ H%i:ﬂﬁ Prometheus ¥R

Exporters 2 A
ElasticSearch Exporter % A

TN E) ¢ 2024-01-29 15:55:14

S (B T7b=

TE{¥ F ElasticSearch i f2H TR 22X ElasticSearch ;TR T2, HIANEER MR IRESE, Prometheus M2k
Fiefit TET Exporter B5 2R R4 ElasticSearch iz TIRA, FHEML THFEEIAAY Grafana faiE K, ARSA4H4AN
{858 Exporter AN SZ3H ElasticSearch Exporter 25 %4% A S84,

iEA :

NT HEZEEM Exporter, #EFEABINT w455 HITH —EH,

GlER=SEs

£ Prometheus SZHIlx B IR B A 4% VPC T, QBT A esiRSS B LR, FHONERERIE M2,
£ Prometheus MTEIRZEHEHIE > Wi X BBV Prometheus SEH)” > SBARABRARS TR E N B A 2048 B 5T Al SR Rl 14

&, HIF1ES WAgent B,

PRI IR

Exporter #&

1. 85 ARG A,
2. T TR EREERE M FEUE VAR BE 1D/ R, e SRR B DT,
3. PUATLUT ] Secret & ElasticSearch JEFZH > 758 Kafka Exporter > K iiE 27352/ Exporter 285,

fiiF Secret EH ElasticSearch ZE#H

1. FE MR BRI £ TAESER > Deployment, A Deployment T,

2 TEDUHA LM d YAMLBIRRBEIR, 614 YAML BoiE, BCEBaT

i Kubernetes Y Secret SKEFE I A IS AT AL, 1153/ ElasticSearch Exporter Ry i 125
Secret Key, FEFAFEXSMAY URI, YAML ECEREIAOT

HRIE =
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https://www.tencentcloud.com/zh/document/product/457
https://www.tencentcloud.com/document/product/457/30637
https://www.tencentcloud.com/document/product/1051/35487
https://console.tencentcloud.com/monitor/prometheus
https://console.tencentcloud.com/tke2/cluster
https://www.tencentcloud.com/document/product/1116/43223#step1
https://www.tencentcloud.com/document/product/1116/43223#step1#exporter-.E9.83.A8.E7.BD.B22
https://www.tencentcloud.com/document/product/1116/43223#step1#exporter-.E9.83.A8.E7.BD.B22#step2

@ H%i:ﬂﬁ Prometheus ¥R

{Ef FH ElasticSearch i fEHFEEXT ElasticSearch s/ TR T IRTE, BIANERE N RKFIRAESSE, Prometheus Hi1EAR
FEMt T HT Exporter BV 7 TR IRT% ElasticSearch s TIRE, FHAM4E THFEIHIY Grafana IPEREL, A 4840
{028 Exporter DN SZIH ElasticSearch Exporter #5254 A S84,

WiBH ©

NT HEZIEEM Exporter, #EFEABING w655 HITH —EH,

GEE=SEs

£ Prometheus SEHI% B Ik B FAE 4% VPC T, QBB A eRIRSS TS ERE, BRI M8 2,
£ Prometheus MTEIRZEHEHIE > Wi X BB Prometheus SEH)” > SBARAIRARS TR BN B A 20t BE 5T Al SR il 1%
1€, HIF1ES WAgent BH,

PR IR

Exporter 338

1.8 AR Ss A,

2. BT R BRI RET (M FEIERVERBE ID/£AFR, HEAIZEERERYE PR UM

3. BUTLLT {1 Secret & ElasticSearch iE# 5 > 8% Kafka Exporter > o 1iE 25352 Exporter 28%,

fiiF Secret E# ElasticSearch HE#EH

1. fEAEMISE B rh ki TYESAE > Deployment, i A Deployment Ui,

2 fETUA A LAt YAMLBERBRIE, €% YAML BCiE, BL@EBifHalT .

i/ Kubernetes Y Secret K& BREEH N B LTI 08, 1£)53)) ElasticSearch Exporter HYIN g E £ {6 F
Secret Key, FEEIHEEXT MY URI, YAML BCEREIGOT
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https://www.tencentcloud.com/zh/document/product/457
https://www.tencentcloud.com/document/product/457/30637
https://www.tencentcloud.com/document/product/1051/35487
https://console.tencentcloud.com/monitor/prometheus
https://console.tencentcloud.com/tke2/cluster
https://www.tencentcloud.com/document/product/1116/43223#.E4.BD.BF.E7.94.A8-secret-.E7.AE.A1.E7.90.86-elasticsearch-.E8.BF.9E.E6.8E.A5.E4.B8.B2.5B.5D(id.3Astep1)
https://www.tencentcloud.com/document/product/1116/43223#.E4.BD.BF.E7.94.A8-secret-.E7.AE.A1.E7.90.86-elasticsearch-.E8.BF.9E.E6.8E.A5.E4.B8.B2.5B.5D(id.3Astep1)#.E9.83.A8.E7.BD.B2-elasticsearch-exporter.5B.5D(id.3Astep2)
https://www.tencentcloud.com/document/product/1116/43223#.E4.BD.BF.E7.94.A8-secret-.E7.AE.A1.E7.90.86-elasticsearch-.E8.BF.9E.E6.8E.A5.E4.B8.B2.5B.5D(id.3Astep1)#.E9.83.A8.E7.BD.B2-elasticsearch-exporter.5B.5D(id.3Astep2)#.E9.AA.8C.E8.AF.81.5B.5D(id.3Astep3)

EHBAT

Prometheus Wf2%fR5%

apiVersion: vl
kind: Secret
metadata:
name: es-—-secret-test
namespace: es—-demo
type: Opaque
stringData:
esURI: you-guess #X ElasticSearch HJ URI

BiAA
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@ Hﬁ i:H_E Prometheus Y%1%ARSS

ElasticSearch JE#E BN <proto>://<user>:<password>@<host>:<port> , 4l

http://admin:pass@localhost:9200 o

EB8 ElasticSearch Exporter

£ Deployment BHETTHEI, TR, JEEEX N AYMAZERRESRIEI T B RS rILLES eI AR 5 RO, AT
YAML 19752008 Exporter, YAML BLi&EREIA1T :

apiVersion: apps/vl
kind: Deployment

metadata:
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EHBAT

labels:
k8s—app: es-exporter
name: es-—-exporter
namespace: es—demo
spec:
replicas: 1
selector:
matchLabels:
k8s—app: es—-exporter
template:
metadata:
labels:
k8s—app: es—exporter
spec:
containers:
- env:
— name: ES_URT
valueFrom:
secretKeyRef:
name: es—-secret-test
key: esURI
— name: ES_ALL
value: "true"
image: bitnami/elasticsearch-exporter:latest
imagePullPolicy: IfNotPresent
name: es—exporter
ports:
— containerPort: 9114
name: metric-port
securityContext:
privileged: false
terminationMessagePath: /dev/termination-log
terminationMessagePolicy: File
dnsPolicy: ClusterFirst
imagePullSecrets:
— name: gcloudregistrykey
restartPolicy: Always
schedulerName: default-scheduler
securityContext: {}

terminationGracePeriodSeconds: 30

PiRe :

Prometheus Y2k 55

EdoREES Es_aALL REE T FTHE ElasticSearch FYMRHEI, w] DU X N IS EOHITIEE, Exporter B Z 14

SHES U elasticsearch_exporter,

RN R @ BRI R (sd) ARTERH]

5599 22871


https://github.com/justwatchcom/elasticsearch_exporter

@ Hﬁ i:H_E Prometheus H54%EARSS

KiE

1. 7£ Deployment T [ 8.7 _E iR A2 HY Deployment, # A Deployment & B T2,
2. i HAETIAE, nILIEEF| Exporter BRI E#NFF R T M A5 ik, 40 FEFTR

es-exporter-bfb9865f9-nnppg es-exporter v v

2020-12-14T02:48:04.0322180822 level=info ts=2020-12-14T02: .0316655592 caller=clusterinfo.go:200 msg="triggering init
2020-12-14T02:48:04.0322802562Z level=info ts=2020-12-14T02: .031741503% caller=clusterinfo.go:169 msg="providing cons

2020-12-14T02:48:04.034124966Z level=info ts=2020-12-14T02: -034013873%2 caller=main.go:148 msg="started cluster info 1
2020-12-14T02:48:04.034252149%2 level=info ts=2020-12-14T02: -0341261762 caller=main.go:188 msg="starting elasticsearc

3. i iPod BB T HE A Pod T,
4 TEAMIPHERETT T A Tim BRI 5t Pod, 7EMS1THE IHHUATLLT curl @434 M. Exporter & ZEMyHilE, ] DUE
HWFEIXS N Y ElasticSearch fehr. AN FIARREREIX M IVESE, EREEERESIER, BA4:

RN R @ BRI R (sd) ARTERH] %5100 422871



Prometheus Wf2%fR5%

curl localhost:9114/metrics

PUTEERATT BIFR

RN R @ BRI R (sd) ARTERH]



7 Hﬁ i:H_E Prometheus Y12k 55

# HELP elasticsearch breakers estimated size bytes Estimated size
# TYPE elasticsearch breakers estimated_size bytes gauge
elasticsearch breakers estimated size bytes{breaker="accounting",«
2.0102643e+07

elasticsearch breakers estimated size bytes{breaker="accounting",«
1.9926654e+07

elasticsearch breakers estimated size bytes{breaker="accounting",t
1.9685163e+07

elasticsearch breakers estimated size bytes{breaker="fielddata",c:
elasticsearch breakers estimated size bytes{breaker="fielddata",c:
elasticsearch breakers estimated size bytes{breaker="fielddata",c:
elasticsearch breakers estimated size bytes{breaker="in flight rec

0

elasticsearch breakers estimated size bytes{breaker="in flight rec
1167

elasticsearch breakers estimated size bytes{breaker="in flight rec
1167

elasticsearch breakers estimated size bytes{breaker="parent",h clusi
2.0102643e+07

P B ] L LeAaalrawa A~ Lamatrad AdrmrAa herbam MeaAaalrAar—Tomawandt " ATlaaAd

NIIREUESS

1. 85% Prometheus iR SSEMN G, RN N Prometheus SEHIi#E A B BEDTIH
2. E R A AR ARSS B 2R T SRR 1D A B A28 AR 5% 48 A HE T I
3. EM ARG K IIAIT Pod Monitor K7 X Prometheus #MEUESS, YAML BLEREIATT :

RN R @ BRI R (sd) ARTERH] 55102 3422871


https://console.tencentcloud.com/monitor/prometheus

@ Hﬁ i:H_E Prometheus Y%1%ARSS

apiVersion: monitoring.coreos.com/vil
kind: PodMonitor
metadata:
name: es-exporter
namespace: cm-prometheus
spec:
namespaceSelector:
matchNames:
- es—-demo
podMetricsEndpoints:

- interval: 30s

RN R @ BRI R (sd) ARTERH] %5103 3422871



2 Hﬁ i:H_E Prometheus H54%EARSS

path: /metrics
port: metric-port
selector:
matchLabels:

k8s—app: es—-exporter

BEERE

Bk Prometheus I PE 55420 &, EEEXT . Prometheus SEfFIIHE A S B U1 TH],
2. ﬁfﬁ%ﬁiqﬁlb, HEAE AU T, %3 ElasticSearch W%, 223Xt MY Grafana Dashboard EA] S
ElasticSearch ¥ K%EE, &FLHIFE LIV IRPZEESE, W TEFIR :

Prometheus v

Cluster health Data nodes Tripped for b... CPU usage Avg. JVM memory used Avg. Pending tasks

v Shards

Active primary shards Active shards Initializing shards Relocating shards Delayed shards

901 1802 0 0 0

v Breakers

Tripped for breakers Estimated size in bytes of breaker

= & 1:accounting . + <= " accounting
: «""Ma accounting
|accounting 73 w=@s la accounting
= fielddata %M fielddata
= L. [ficlddata o=l s fielddata
= Ifielddata +® %M las: in_flight_requests
¥ & B:in_flight_requests | -~k in_flight_requests
_flight_requests i =" mat in_flight_requests

in_flight_requests = = i parent

- 0B .
arent 11:03 1104 1105 11:06 =" "% parent

HEUREA

1. &5 Prometheus W55, IEFEXN N Prometheus SEFIIE A& B T,
2. RS, "L J-\DH1‘HJTE’J¢E"%W§, PEIETES I B B,

RN R @ BRI R (sd) ARTERH] %5104 3£22871


https://console.tencentcloud.com/monitor/prometheus
https://console.tencentcloud.com/monitor/prometheus
https://www.tencentcloud.com/document/product/1116/43193#

@ HEEHE Prometheus ¥R
Kafka Exporter 2 A

ol N TE] © 2024-01-29 15:55:14

HRIE =

TEMEH Kafka 2 ER 2N Kafka s TIRASHTIRNE, BIAIERHRAS, HEHERENZSEMESE, Prometheus
PEAR SR LT Exporter 1Y 5 EORIEYE Kafka s/ TIRAS, FFEME TR Grafana Wi RE, ARSXAAUNAER
2 Exporter MU N SF) Kafka Exporter 15242 A S5 150F,

L

N T EZIEH Exporter, #EFMREABING A9/55 HITH —BH,

AIfESft

£ Prometheus SEHIX M ISR K VA S VPC F, RIS A RS FEEREERE, HONEREOIE &% 22,
1£ Prometheus B#ZEREHEHIE > 1EIE“ X MY Prometheus SZH)” > SR B BARSG T HEIN I A 2Lt 5T Al
&, TEMEIES WAgent EHL,

PRI IR

Exporter 258

1. 85k ARG A,

2. Hh AR BRI RET M FEUERYER B 1D/ RN, BEAIZSEREAY S B DL,

3. e M A% 1% TAERER > Deployment, A Deployment T,

4. {f Deployment EFRTTH, FRGHTER, MERON MY BZREPRIEH T B RS, AILUES ZERIE /Y7 oI, a0 FIXL
YAML 5 20508 Exporter, YAML BCEREIA0TF

RN R @ BRI R (sd) ARTERH] %5105 3422871


https://www.tencentcloud.com/zh/document/product/457
https://www.tencentcloud.com/document/product/457/30637
https://www.tencentcloud.com/document/product/1051/35487
https://console.tencentcloud.com/monitor/prometheus
https://console.tencentcloud.com/tke2/cluster

@ Hﬁ i:H_E Prometheus Y%1%ARSS

apiVersion: apps/vl
kind: Deployment
metadata:
labels:
k8s—app: kafka-exporter # *E?Eik%%%%iﬁ%ﬁﬁﬁjﬁ’ﬂ%%, W E Kafka SKHIRIER
name: kafak-exporter # RIBVFSFEERBEBN ML, BN E Kafka EHINEER
namespace: kafka—-demo
spec:
replicas: 1
selector:
matchLabels:

RN R @ BRI R (sd) ARTERH] %5106 3422871



A BT

k8s-app: kafka-exporter # IRIBWSSFHREIFHEEBON NI,
template:
metadata:
labels:

Prometheus Y2k 55

BN E Kafka SHIRIEE

k8s—app: kafka-exporter # ARIENVSSFEEIREESOS N IIAFR, FIINE Kaftka SLHIRIER

spec:
containers:

— args:

- ——kafka.server=x.x.x.x:9092 # XN Kafka SLFIFYHIIEER

image: danielgsj/kafka-exporter:latest
imagePullPolicy: IfNotPresent

name: kafka-exporter

ports:

— containerPort: 9121

name: metric-port IS PME B E AU E: 55 1Y I o 75 22

securityContext:
privileged: false

terminationMessagePath: /dev/termination-log

terminationMessagePolicy: File
dnsPolicy: ClusterFirst
imagePullSecrets:
- name: gcloudregistrykey
restartPolicy: Always
schedulerName: default-scheduler
securityContext: {}
terminationGracePeriodSeconds: 30

WeBH :
Exporter NS EES U, kafka_exporter,

NIREUESS

1. 5% Prometheus IEARFS1ERG, TN M Prometheus SEIl# A S BT,
2. B A BARSS Y R A EREE ID AR A SR ARSS A E B T
3BTRS KGN Pod Monitor SRJE X Prometheus #MHEUT%5, YAML B

RN R @ BRI R (sd) ARTERH]

ERBIANT

%5107 22801


https://github.com/danielqsj/kafka_exporter
https://console.tencentcloud.com/monitor/prometheus

@ Hﬁ i:H_E Prometheus Y%1%ARSS

apiVersion: monitoring.coreos.com/vil
kind: PodMonitor

metadata:
name: kafka-exporter # EHE—PHE—ZFR
namespace: cm-prometheus # namespacelfliE, FEEHK

spec:
podMetricsEndpoints:

— interval: 30s
port: metric-port # tgfipod yamlFPPrometheus ExporterXﬁEﬁ@PortH@Name

path: /metrics # JEEPrometheus Exporterﬁ@ﬂ’ﬂPathH’ﬂE, AEEIA /metrics

relabelings:

RN R @ BRI R (sd) ARTERH]



A BT

- action: replace
sourcelabels:
- instance
regex: (.*)

targetLabel: instance

replacement: 'ckafka-xxxxxx'

— action: replace
sourcelabels:
- instance
regex: (.*)
targetLabel: ip
replacement: 'l.x.x.x'
namespaceSelector:

matchNames:

- kafka-demo

selector: # HEBEZEEEpodLabelld, LUEN Birpod

matchLabels:

k8s—app: kafka-exporter

PiHA :

HT Exporter Ml Kafka HFETENFEMARSGS L, KHEDGH

RREN I ERER,  DUEE LR,

EERE

1. 5% Prometheus IiEARFS1ERG, TR M Prometheus SEI# A S T DT,

# PN Kafka S 1D

# VHEERS VY Kafka S 1P

Prometheus Y2k 55

33 Prometheus Relabel ALl Kafka SZ5115

2. ThEBRRAD, HAERPOTE, 3 kafka %, Z23E%t MY Grafana Dashboard EJA] S kafaka W%k

&, BELHIE KRR, AT EFUR

RN R @ BRI R (sd) ARTERH]
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https://console.tencentcloud.com/monitor/prometheus

2 Hﬁ i:H_E Prometheus H54%EARSS

Prometheus v

o
18:40 18:45 18:50 18:55 19:00 19:05 19:10 19:15 19:20 19:25 19:30 1840 1850 1900 190 1920 19:30

12.5cps
10.0 cps
7.5cps

wwwwwwWWWWWWMW“‘ | == e
A AL R A AR ke e

(IS ] SELUR SPT PRy

AR ‘\ﬂ\

18:40 18:45 18:50 18:55 19:00 19:05 19:10 19:15 19:20 19:25 19:30

Fol i o e
e — Lt - Pt By wdPedy — WLEM ey et
- . " P - Tl el Ve P el r
o T Ve — e el T [R5 "Rt 8 1340 18:50 19:00 1910 1920 19:30

(Consumer Group)

HEREA

1. 55 Prometheus R S52E05, IEFEXT B Prometheus SEF13E A& B DU,
2. M RN, ﬂlﬁ?ﬁ?m*ﬁ@ﬂ’ﬂ%%ﬁﬁﬁ, PEIETES W R,

RN R @ BRI R (sd) ARTERH] 55110 3422871


https://console.tencentcloud.com/monitor/prometheus

@ HEEHE Prometheus ¥R
MongoDB Exporter 2 A

o TN E] ¢ 2024-01-29 15:55:14

BRIE =

FE{H F MongoDB ST F2H 75 204 MongoDB saf TRASHE T, LUE 1% MongoDB ikR%5 2 5afTIER, HEE
MongoDB # & Al K], Prometheus ME#ZEAR 5121 13T Exporter /5 AR 2 MongoDB a1 TIRAS, FFieft 7
FAEENHY Grafana WPEREL, A STEHUNAIERE Exporter LS SXE] MongoDB Exporter 5 %4 A S545%4E,

PiBH :

N T HEZIREM Exporter, #EFMREABING A9/55 HITH —EH,

GE=S e

£ Prometheus S<f% B HUE N FAE 4% VPC T, SIS = B8RS Kubernetes S5,
£ Prometheus MSTEIRZEHEHIE > WX BEY Prometheus 56" > EARABRARS TH R B B & BatE BE o Al R R 1
1€, HIEIES U Agent &1,

MR TR

Exporter 28

1. B5Rk AAR IS A

2. G AR SRR RET I FEUERYERBE 1D/ RS, BEAIZSEREYE B DL,

3. PUATIAT i Secret B MongoDB JE42 5 > % MongoDB Exporter > 51k #3858 5% Exporter #{#&

5 Secret H# MongoDB E#H

1. (EEMISE B P2 TR ER > Deployment, i A Deployment T,

2. fETUHE A A s YAMLBIEREE IR, 014 YAML BCE, BCEBRRANT ©

i Kubernetes [ Secret K& FRAHS I N Z LA TN AL, 1£/83) MongoDB  Exporter HII iz E {4 A Secret
Key, TRZIHEN MY URI, YAML BCEREIGIT

RN R @ BRI R (sd) ARTERH] 55111 3422871


https://www.tencentcloud.com/zh/document/product/457
https://www.tencentcloud.com/document/product/457/30637
https://console.tencentcloud.com/monitor/prometheus
https://www.tencentcloud.com/document/product/1116/43161#
https://console.tencentcloud.com/tke2/cluster
https://www.tencentcloud.com/document/product/1116/43225#.E4.BD.BF.E7.94.A8-secret-.E7.AE.A1.E7.90.86-mongodb-.E8.BF.9E.E6.8E.A5.E4.B8.B2.5B.5D(id.3Astep1)
https://www.tencentcloud.com/document/product/1116/43225#.E4.BD.BF.E7.94.A8-secret-.E7.AE.A1.E7.90.86-mongodb-.E8.BF.9E.E6.8E.A5.E4.B8.B2.5B.5D(id.3Astep1)#.E9.83.A8.E7.BD.B2-mongodb-exporter.5B.5D(id.3Astep2)
https://www.tencentcloud.com/document/product/1116/43225#.E4.BD.BF.E7.94.A8-secret-.E7.AE.A1.E7.90.86-mongodb-.E8.BF.9E.E6.8E.A5.E4.B8.B2.5B.5D(id.3Astep1)#.E9.83.A8.E7.BD.B2-mongodb-exporter.5B.5D(id.3Astep2)#.E9.AA.8C.E8.AF.81.5B.5D(id.3Astep3)

@ Hﬁ i:H_E Prometheus Y%1%ARSS

apiVersion: vl
kind: Secret
metadata:
name: mongodb-secret-test
namespace: mongodb-test
type: Opaque
stringData:

datasource: "mongodb://{user}:{passwd}@{hostl}:{portl},{host2}:{port2},{host3}:

RN R @ BRI R (sd) ARTERH] 55112 3422871



@ Hﬁ i:H_E Prometheus Y%1%ARSS

E82 MongoDB Exporter

£ Deployment BHITUHE, SATHER, AN AVMGRRAKIETEERSS, LGB RGN, 41T
YAML #9757 2008 Exporter, YAML BLER_GEIATT :

apiVersion: apps/vl
kind: Deployment
metadata:
labels:
k8s—-app: mongodb-exporter # *ETE%%%%%%WXTJEZH@%%, BN MongoDB SRR R
name: mongodb-exporter # *E?Eﬂ%%%iﬁﬂ%ﬁﬁ@%%w, W= MongoDB SMUTIESEEISE

namespace: mongodb-test

RN R @ BRI R (sd) ARTERH] 55113 3422871



A BT

spec:

replicas: 1

selector:
matchLabels:
k8s—app: mongodb-exporter # *E?Eﬂ%%ﬁgiﬁ%ﬁiﬁ@m%ﬁ, WO £ MongoDB ERHIHE R
template:

metadata:
labels:

k8s—app: mongodb-exporter # *ETEJK%%%%%WN@H@%%, WO MongoDB SAIHIAE

spec:
containers:
- args:
- ——collect.database # JBHREE Database metrics
— ——collect.collection #+ BFIXREE Collection metrics
— ——collect.topmetrics + BHRE table top metrics
- ——-collect.indexusage + BHRE per index usage stats
— ——collect.connpoolstats # BahRE MongoDB connpoolstats
env

— name: MONGODB_URI
valueFrom:
secretKeyRef:
name: mongodb-secret-test
key: datasource
image: ssheehy/mongodb-exporter
imagePullPolicy: IfNotPresent
name: mongodb-exporter
ports:
— containerPort: 9216
name: metric-port # XNEAFMERCEINEUESSHINRTRE
securityContext:
privileged: false
terminationMessagePath: /dev/termination-log

terminationMessagePolicy: File

dnsPolicy: ClusterFirst

imagePullSecrets:

- name: gcloudregistrykey

restartPolicy: Always

schedulerName: default-scheduler

securityContext: { }

terminationGracePeriodSeconds: 30

BiBA

Exporter 41244152 UL mongodb_exporter,

BE

RN R @ BRI R (sd) ARTERH]

Prometheus Y2k 55

i

H114 22871


https://github.com/percona/mongodb_exporter

@ Hﬁ i:HE Prometheus Y%1%ARSS

1. £ Deployment T 8.5 _E iR 0121 Deployment, # A Deployment & £ U1 [,
2. i HE TS, nIDIEEF| Exporter BHE 8 S BEAT M A Rk, 40 F BIFR

mongodb-exporter-cmgo-3roeb - mongodb-exporter v

3. Hii Pod BEI%, #A Pod I,
4. TEA MR T BT R K Pod, TEMHATHHATLLT wget A #Af i Exporter 2Ffitill, FILUEHS
FIX MY MongoDB fEbrR, & FIRBEREIN MAVEHE, TERE— PR URI 2GR, BAAT :

RN R @ BRI R (sd) ARTERH] %5115 3422871



Prometheus Wf2%fR5%

wget 127.0.0.1:9216/metrics

cat metrics

AT TEE RGN T E AR

=)

RN R @ BRI R (sd) ARTERH]



‘:H_ — Prometheus Y%1%ARSS

f TYPE mongodb ctions gauge

ongodb_conne ons{state="available"}

ongadb,_connactioneletotaz"

f HELP mongodb "t:i_ons_metri = rated tot: otalCreiited provides a - : inec > tions create
f |TYPE mongodb_ ons metrics created total unter

N reated_ total 1.543107e+06

f |HELF mongodb_ onnection_sync Corresponds o the total number of client conn
f |TYPE mongodb olat: onnection syn

cngodb_connpoolstats -ion_sync &

f HELP mongodb

f |TYPE mongodb_

angodb connections metri

f HELF mongodb - ot reated_total Colrresponds to the total number of client connec

f |TYPE mongodb_ - ot eated total inter

cngodb_connpoolstats_ - _created_ total 17

f HELP mongodb connpoolstat > connections to mongo
f |TYPE mongodb connpoolstats

cngodb_connpoolstats c

f HELF mongodb connpooclstat oped_sync Corresponds to the number of active and stored outgoing
| set.

f |TYPE mongodb connpoolstats

cngodb_connpoolstats_ N |

f |HELP mongodb exporter build info A metri

f |TYPE mongodb exporter build info gauge

cngodb_exporter build info{branch=""
f |HELP mongodb exporter last ape n onds Durafion of the last scrape of metrics from MongoDB.

f |TYPE mongodb exporter last s onds gaug

cngodb_exporter last . ape_duration_ seconds 0 15508

f |HELP mongodb exporter last ape_error Whether the las ape 3n from MongoDB resulted in an error |

—nm =rmy g

,goversion="gol.13.1)",revision ,version=

f TYPE mongodb exporter last s ape error gauge

NIRRT SS

1. 53¢ Prometheus RS E05, IEFEXT N Prometheus SEFIIE A& B DU,
2. ET A AR AR S H FR AT SRR 1D HE A BB A ARSS S AU E PR U
3. BT ARG KPR Pod Monitor 3KJE X Prometheus JMHUESS, YAML BlE R~EIA0T :

RN R @ BRI R (sd) ARTERH] 55117 3422871


https://console.tencentcloud.com/monitor/prometheus

@ Hﬁ i:H_E Prometheus Y%1%ARSS

apiVersion: monitoring.coreos.com/vil
kind: PodMonitor
metadata:
name: mongodb-exporter # HE—PNHE—ZFR
namespace: cm-prometheus # namespaceﬁ, AEEN
spec:
podMetricsEndpoints:

- interval: 30s
port: metric-port # iggipod yalePPrometheus ExporterXﬁEﬁ@PortH@Name

path: /metrics # 3EEPrometheus ExporterfMHYPathfIEH, FIHEERIA/metrics

relabelings:

RN R @ BRI R (sd) ARTERH]



@ H%i:ﬂﬁ Prometheus ¥R

- action: replace
sourcelabels:
— instance
regex: (.%*)
targetLabel: instance
replacement: 'cmgo-xxxxxxxx' # WHEEFONNHY MongoDB SEf| 1D
namespaceSelector: # HEFEERPpodfifEMnamespace
matchNames:
— mongodb-test

selector: # HEERPpodWLabellH, LUEN Hirpod
matchLabels:
k8s—app: mongodb-exporter

WeBH :
HT Exporter Hl MongoDB IBEIEANIEMARS a8 L, KtEGET Prometheus Relabel HLiilHF MongoDB £
BIRIE BRI Efabrr,  DUE & A,

HERE

1. 55% Prometheus 2RSS VENIG, EFERT R Prometheus S A& B T,

2. i BRRRAD, HEASERHUO T, 3 MongoDB Wafs, LNt Grafana Dashboard BIA[ 5
MongoDB M%K%, EFEIBIM KAV EZESSE, MRS :

MongoDB Bt : MUSLBIILEEER LB, GBI M. R AR, GRS, nl s Seplpis iz

IS S
MongoDB 1% : iJIEE RN LHITEAIRE, BIATEBIEME. MOIER. v aiRfE, 1ERITE. 55 Top
%‘FO

RN R @ BRI R (sd) ARTERH] 55119 3422871


https://console.tencentcloud.com/monitor/prometheus

Prometheus Y%1%ARSS

O EAS

46 week 325 MiB

iBA :
A EFR A U M BT AR B,

HEUREA

1. %85k Prometheus T2 5572805, BT Prometheus SEAIIiE A & B DT,
2. PN, _JL/((’%DMBJTH’Jiﬁ*%H% EEIES W B 5 00,

5 DL [A] et

Z PR | client checkout connect timeout, ZAN{AIALEE ?

AIRERIEM 2 E100%, SEOIEEERM, LS Grafana K#E MongoDB /LSt B AR
FEPREEE,

RN R @ BRI R (sd) ARTERH] %5120 3422871


https://console.tencentcloud.com/monitor/prometheus
https://www.tencentcloud.com/document/product/1116/43193#

Prometheus Y%1%ARSS

88 Mongodb ,

5m v

4.6 week 32.5 miB

BEAAREER, ZanmatE ?

FHKE Cache fEFIRES Y&, Transactions Al HANEUE & M0, RILLE Grafana K% MongoDB 1/ Dien/
WiredTiger Transactions B FiM¥| WiredTiger Cache ¥ | GetLastError E#EH}| GetLastError @5
e

88 Mongodb /

sm

46 week

iredTiger Cachef@fis

1400 16:00

GetLastEmorS#at GetLastErrorSEs)

RN R @ BRI R (sd) ARTERH] #5121 3422871



@ HEEHE Prometheus W%k 5S
PostgreSQL Exporter & A

ol N TE] © 2024-01-29 15:55:14

HRIE =

FE(F FH PostgreSQL ST FEH TR EIAT PostgreSQL B TR T4, LUE T % PostgreSQL ikRSS B SB1TIER, HE
7 PostgreSQL #F&EAER A, Prometheus MEARSS 12 1L T 3T Exporter 177 20K 1% PostgreSQL iz TR, FF
TRAL T IHFFERI Y Grafana IR, AT EHAMATERE Exporter WA S PostgreSQL Exporter £ & #2 A 5545

Fo

WiBH :

N T EZIEM Exporter, #EFMREABING w96/55 HITH —EH,

GIE=S A

£ Prometheus Sl b HE N FAE 4 VPC T, BIEEIEIR = B8RS Kubernetes H5E,
¥ Prometheus METEIRZEHEHIE > WX BEY Prometheus 26" > SARARARS TR BN B & BatE BEoT SR Rl 1
&, HIFIES U Agent &1L,

PRI IR

Exporter #38

1. 8BSk AR PERIA.

2. BT TREREERET (MR IERVERBE ID/AAFR, HE A IZERRERYE PR UM,

3. PUTLLUT ffiff] Secret & PostgreSQL %14 > % PostgreSQL Exporter > ZRHUERR 2 ER5EAK Exporter #iE

i/ Secret E# PostgreSQL &%

1. 1F e MISE Ak TYESAE > Deployment, 3 A Deployment T,

2. TEDUE A B YAML GIERIR, G YAML FCiE, Ao Bian T

ffif Kubernetes 1Y Secret KBRS A 2SR TN AL, 1£/E3)) PostgreSQL Exporter HII R E#{ F Secret
Key, TREIHEENMIY password , YAML BCERGIAIT :

RN R @ BRI R (sd) ARTERH] #5122 3422871


https://www.tencentcloud.com/zh/document/product/457
https://www.tencentcloud.com/document/product/457/30637
https://console.tencentcloud.com/monitor/prometheus
https://www.tencentcloud.com/document/product/1116/43161#
https://console.tencentcloud.com/tke2/cluster
https://www.tencentcloud.com/document/product/1116/43226#.E4.BD.BF.E7.94.A8-secret-.E7.AE.A1.E7.90.86-postgresql-.E5.AF.86.E7.A0.81.5B.5D(id.3Astep1)
https://www.tencentcloud.com/document/product/1116/43226#.E4.BD.BF.E7.94.A8-secret-.E7.AE.A1.E7.90.86-postgresql-.E5.AF.86.E7.A0.81.5B.5D(id.3Astep1)#.E9.83.A8.E7.BD.B2-postgresql-exporter.5B.5D(id.3Astep2)
https://www.tencentcloud.com/document/product/1116/43226#.E4.BD.BF.E7.94.A8-secret-.E7.AE.A1.E7.90.86-postgresql-.E5.AF.86.E7.A0.81.5B.5D(id.3Astep1)#.E9.83.A8.E7.BD.B2-postgresql-exporter.5B.5D(id.3Astep2)#.E8.8E.B7.E5.8F.96.E6.8C.87.E6.A0.87.5B.5D(id.3Astep3)

@ Hﬁ i:H_E Prometheus Y%1%ARSS

apiVersion: vl

kind: Secret
metadata:

name: postgres-—test

type: Opaque

stringData:

username: postgres

password: you—-guess # X5 M. PostgreSQL 2R
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@ Hﬁ i:H_E Prometheus Y%1%ARSS

EB& PostgreSQL Exporter

1E Deployment EEETLM, HHTE, RN NI EEKI TEBRS . "ILOEE ARG Ry 77 Xed, 41
YAML #9757 #8%E Exporter, YAML BCE/RGIANT ( IHERZEH TEHAIAE, RIEKLERSSHBEHEMSEE ) -

apiVersion: apps/vl
kind: Deployment
metadata:
name: postgres—-test
namespace: postgres—test
labels:
app: postgres
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@ H%i:ﬂﬁ Prometheus ¥R

app.kubernetes.io/name: postgresql
spec:
replicas: 1
selector:
matchLabels:
app: postgres
app.kubernetes.io/name: postgresql
template:
metadata:
labels:
app: postgres
app.kubernetes.io/name: postgresqgl
spec:
containers:
— name: postgres—exporter
image: wrouesnel/postgres_exporter:latest
args:
- "——web.listen-address=:9187"
- "——-log.level=debug"
env:
— name: DATA_SOURCE_USER
valueFrom:
secretKeyRef:
name: postgres-—-test
key: username
— name: DATA_SOURCE_PASS
valueFrom:
secretKeyRef:
name: postgres-—-test
key: password
— name: DATA_SOURCE_URT
value: "x.x.x.x:5432/postgres?sslmode=disable"
ports:
— name: http-metrics

containerPort: 9187

WeBH :

ARG Secret HRYFH & & 001L 45 T IABiA . DATA_SOURCE_USER A1 DATA_SOURCE_PASS , XL
EBEFIASHH 4%, BEr[LH DATA_SOURCE_USER_FILE / DATA_SOURCE_PASS_FILE Mk
U 4% 05, B DATA_SOURCE_NAME fFH &St iEszae B, Flan

postgresqgl://login:password@hostname:port/dbname o

SRV
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A BT

Prometheus Y2k 55

DATA_SOURCE_URI / DATA_SOURCE_NAME JE#H query #7 ( 2 ZJ5) XFNSEUWT GHHILL GoDoc

HiE)
2R
sslmode
- disable
- require

- verify-ca

- verify-full

fallback_application_name
connect_timeout

sslcert

SSHKey

sslrootcert

SR

O EM SSL, SKFFHIEANT !

AMEFH SSL

R FBdRiE)

SO (REIRSS e fEAIEH 2 A2l — P rl{E51 CA %)

BEEH RERSHEAMIERERZ2H—NEN CAEER, HHEKE
hostname & @ # UE TS AT PEEL)

—AN%1%1Y application_name
BORIERERINT, AR, 0 HETERK
HEF SRR, SRS b 42 PEM
RN RS SRR b A2 PEM

root IEF AR, SRR FU T2 PEM

74} Exporter XHFFHAMSEL, AT UAA (FEE1ES U README)

2 SR PNGAS &

—-web listen- \

web-isten WML, BRIA 9487 PG_EXPORTER_WEB_LISTEN ADDRESS
address

web.telemetry- FBRIEIRIERE, BRIA /metrics PG_EXPORTER_WEB_TELEMETRY_PATH
path

--extend.query-  fEE—NEEHE XERIBEAR

path YAML XX, £%# queries.yaml,
--disable- @S queries.yaml 111945

default-metrics bR

PG_EXPORTER_EXTEND_QUERY_PATH

PG_EXPORTER_DISABLE_DEFAULT_METRICS

--disable-

settings- AHNEY pg_settings tH % BIFEFR PG_EXPORTER_DISABLE_SETTINGS METRICS
metrics

--auto- =5 Hah &P Postgres S5 E#Y PG_EXPORTER_AUTO_DISCOVER_DATABASES

RN R @ BRI R (sd) ARTERH] 5126 3422871


https://pkg.go.dev/github.com/lib/pq#hdr-Connection_String_Parameters
https://github.com/wrouesnel/postgres_exporter
https://github.com/wrouesnel/postgres_exporter/blob/master/queries.yaml

A BT

discover-
databases

--dumpmaps

constantLabels

--exclude-
databases

--log.level

IREUER

Prometheus Y2k 55

Bt %

FTEINERRIFERME S, BR T debug
AEfH, HEHFEAEX
queries HH X Fy [ 8

HE XAR%E, 5T key=value HIJE
. . PG _EXPORTER_CONSTANT LABELS
AR, 2 REHER |, 7 0R - - -
FRIEBRIVEIRE, (XE --auto-
discover-databases S I&E M T PG _EXPORTER_EXCLUDE_DATABASES
B

H &0

i PG_EXPORTER LOG LEVEL
debug/info/warn/error/fatal

3 curl http://exporter:9187/metrics LIEIKEX Postgres SLRIETTINEL, FATAILUREE HIE X
—A queries.yaml SRIREUZFEHR

1. QA #E—NEE queries.yaml K ConfigMap,

2. ff ConfigMap £ Volume #:#iE!| Exporter 524N H & T,

3,383 --extend.query-path Rf#H ConfigMap, IF_EibfY Secret LUK Deployment MHATILE, CE/EHY

YAML A1 P AR -
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https://kubernetes.io/docs/tasks/configure-pod-container/configure-pod-configmap/
https://www.tencentcloud.com/document/product/1116/43226#.E4.BD.BF.E7.94.A8-secret-.E7.AE.A1.E7.90.86-postgresql-.E5.AF.86.E7.A0.81.5B.5D(id.3Astep1)
https://www.tencentcloud.com/document/product/1116/43226#.E4.BD.BF.E7.94.A8-secret-.E7.AE.A1.E7.90.86-postgresql-.E5.AF.86.E7.A0.81.5B.5D(id.3Astep1)#.E9.83.A8.E7.BD.B2-postgresql-exporter.5B.5D(id.3Astep2)

@ Hﬁ i:H_E Prometheus Y%1%ARSS

# FE: MUT document BIE—NEN postgres—test ] Namespace, {EBE
apiVersion: vl

kind: Namespace

metadata:

name: postgres-test

# LUT document AIE—MNEERHPAEBEMN Secret

apiVersion: vl
kind: Secret

metadata:

RN R @ BRI R (sd) ARTERH] #5128 3422871



@ H%i:ﬂﬁ Prometheus ¥R

name: postgres—-test—-secret
namespace: postgres-test
type: Opaque
stringData:
username: postgres

password: you—-guess

# LIT document AIE—0E HE XN queries.yaml
apiVersion: vl
kind: ConfigMap
metadata:
name: postgres-test-configmap
namespace: postgres-test
data:
queries.yaml: |
pg_postmaster:
query: "SELECT pg_postmaster_start_time as start_time_seconds from pg_postmas
master: true
metrics:
— start_time_seconds:
usage: "GAUGE"

description: "Time at which postmaster started"
# BT document #H# T Ssecret Ml ConfigMap , EX TEE Exporter MHEWBREBEESK

apiVersion: apps/vl
kind: Deployment
metadata:
name: postgres-test
namespace: postgres—-test
labels:
app: postgres
app.kubernetes.io/name: postgresqgl
spec:
replicas: 1
selector:
matchLabels:
app: postgres
app.kubernetes.io/name: postgresql
template:
metadata:
labels:
app: postgres
app.kubernetes.io/name: postgresqgl
spec:

containers:
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A BT

— name
imag
args

env:

port

volu

volumes:
- name
conf

na

4. $4T curl http

: postgres—-exporter

e: wrouesnel/postgres_exporter:latest
"-—web.listen-address=:9187"
"-—extend.query-path=/etc/config/queries.yaml"

"--log.level=debug"

name: DATA_SOURCE_USER
valueFrom:
secretKeyRef:
name: postgres—-test—secret
key: username
name: DATA_SOURCE_PASS
valueFrom:
secretKeyRef:
name: postgres-test-secret
key: password
name: DATA_SOURCE_URI
value: "x.x.x.x:5432/postgres?sslmode=disable"
S:
name: http-metrics
containerPort: 9187
meMounts:
name: config-volume

mountPath: /etc/config
: config-volume

igMap:

me: postgres-test-configmap

://exporter:9187/metrics , BIA@E HEYM queries.yaml

BlF I EERR. RBIANT

WA A - IR A

Aesd) HIRTELRH]

Prometheus Y2k 55

#2513 Postgres 5K

55130 22801



@ Hﬁ i:H_E Prometheus Y%1%ARSS

# HELP pg_postmaster_start_time_seconds Time at which postmaster started
# TYPE pg_postmaster_start_time_seconds gauge

Pg_postmaster_start_time_seconds{server="x.x.x.x:5432"} 1.605061592e+09

IREUESS

Y Exporter infTHER 2 JG, TEATUU TRIERCE Prometheus MaiEARSS &I REE IFEFEIR
1. 8% Prometheus IiEARF51EME, RN M Prometheus SEHIl#E A E T DT HE
2. ET R A AR ARSS B 2R T SR EE 1D HE A BB A ARSS S AR PR T
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https://console.tencentcloud.com/monitor/prometheus

@ Hﬁ i:H_E Prometheus Y%1%ARSS

3. E ARG KA Pod Monitor RiE X Prometheus HMEUESS, YAML BLE REIAIT :

apiVersion: monitoring.coreos.com/vil
kind: PodMonitor
metadata:

name: postgres-—-exporter

namespace: cm-prometheus
spec:

namespaceSelector:

matchNames:

— postgres-—-test

RN R @ BRI R (sd) ARTERH]



@ H%i:ﬂﬁ Prometheus ¥R

podMetricsEndpoints:

- interval: 30s
path: /metrics
port: http-metrics # HiH Exporter AR Container HY¥iE%4
relabelings:

— action: labeldrop
regex: _ meta_kubernetes_pod_label_ (pod_|statefulset_|deployment_|controlle
- action: replace
regex: (.%*)
replacement: postgres—xxxxxx
sourcelabels:
— instance
targetLabel: instance
selector:
matchLabels:
app: postgres

WiBH :
HZ &M FiE1ES L ServiceMonitor #1 PodMonitor,
Grafana XAk

WeBH :
TR LR TR ERR B iE RAKEX Postgres S5 S 21 I,
1. 7£ Prometheus 20| 132, $RFIXT Y Prometheus SLfi], #ads sEEID A0

G

EFR, fIHEN L E Grafana, i AERIKS %0, BIn]#1T Grafana Al L KR IRIEX,
2. # A Grafana, i

KES gbﬁ&“ﬁ*ﬁ, BTN A AR R A PR AT A AR
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https://github.com/prometheus-operator/prometheus-operator/blob/master/Documentation/api.md#servicemonitor
https://github.com/prometheus-operator/prometheus-operator/blob/master/Documentation/api.md#podmonitor
https://www.tencentcloud.com/document/product/1116/43226#.E8.8E.B7.E5.8F.96.E6.8C.87.E6.A0.87.5B.5D(id.3Astep3)
https://console.tencentcloud.com/monitor/prometheus

2 Hﬁ i:H_E Prometheus H54%EARSS

v General Counters, CPU, Memory and File Descriptor Stats

Version Start Time Current fetch data Current insert data

954 5 hours ago 4.404 MB 61B

Average CPU Usage Average Memory Usage
400 ms
300 ms
200 ms
100 ms

14:50 15:00 15:10
Ons

15:00 15:10 15:20

— Resident Mem 0B 51.0kB 10.6 kB
— CPU Time 83 ms 375ms 275 ms 259 ms — Virtual Mem 0B 971B 213B

v Settings

Shared Buffers Effective Cache Maintenance Work Me... Work Mem Max WAL Size Random Pag
512 MiB 4.000 GiB 64.0 MiB 4.000 MiB N/A

v Database Stats

Active sessions Transactions

— postgres, s: active d d d template1 commits
template0 commits
postgres commits
template1 rollbacks

template0 rollbacks

postgres rollbacks

HEREA

1. B Prometheus In#ERSS G, GBS B Prometheus S A& R U1 H
2. i B RNE, WL ;J.JJDPI‘EF‘E’J&*W%H% FEETES I B S B R,

iR -

J5%E Prometheus I HEARSS R L 2 PostgreSQL HH % 1Y &5 B,
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https://console.tencentcloud.com/monitor/prometheus

@ HEEHE Prometheus ¥R
Nginx Exporter & A

ol N TE] © 2024-01-29 15:55:14

T =N
e 5
Nginx 830 stub_status TUHIZFE 13657 i8R, Nginx Prometheus Exporter 22548 B Nginx SCEIFERR, FIFE

At Prometheus AT IRTERE, REEN HTTP R TES Prometheus IRSSIHATRE, BATr]LUES
Exporter 1R i R TRV ETESEIR, HTREIREMAEETR,

PRI IR

f£H Docker &23:31T Exporter

F 1 ¢ A nginx-prometheus-exporter it Docker &#x s Exporter, $11T Docker @4l | :
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https://hub.docker.com/r/nginx/nginx-prometheus-exporter

@ Hﬁ i:H_E Prometheus Y%1%ARSS

$ docker run -p 9113:9113 nginx/nginx—-prometheus—exporter:0.8.0 —-nginx.scrape-uri h

7752 i nginx-prometheus-exporter FEIF ARSI BIEB N w4555 TKE /1, @it 2% Prometheus HYIR#%E
H & ¥ CRD PodMonitor 2{# ServiceMonitor %4 M 125548,

fEH —#HIFR 51T Exporter

TERE

1. MRAE L FRIBITINREAE A X A R EAE AT Nginx Prometheus Exporter o
2. ‘2% Nginx Prometheus Exporter,
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https://hub.docker.com/r/nginx/nginx-prometheus-exporter
https://www.tencentcloud.com/zh/document/product/457
https://github.com/nginxinc/nginx-prometheus-exporter/releases

@ Hﬁ i:H_E Prometheus Y%1%ARSS

FFE NGINX stub_status ZhEE

1. 1R Nginx $2 it — el B ot i F s KA EdiE, Xl tub_status BEEREESE, PLATLUT e Nginx 275
B&ITE 1 iZs

nginx -V 2>&1 | grep -o with-http_stub_status_module

WERAELS I with-http_stub_status_module , M[EAA Nginx EEH tub_status L,
ﬁﬂ%*?ﬁﬁlﬂﬁfﬂ?ﬁ%, WAy DA FH ——with-http_stub_status_module SRR E BB SR 1 —
Nginx, R~EIAOT :
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http://nginx.org/en/docs/http/ngx_http_stub_status_module.html

Prometheus Wf2%fR5%

./configure \\
. \\——with-http_stub_status_module
make

sudo make install

2. I stub_status BELUE 25, B Nginx FECE X A5 € status TIEHY URL, R~HIA0T :
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Prometheus Wf2%fR5%

server
location /nginx_status {

stub_status;

access_log off;
allow 127.0.0.1;
deny all;
}
}

3. KA EHTINEL nginx AR E FEAZL,
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Prometheus Wf2%fR5%

nginx -t

nginx -s reload

4. e bbbz )g, RILGEERCER URL #& Nginx FIFERR |
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@ Hﬁ i:H_E Prometheus Y%1%ARSS

Active connections: 45

server accepts handled requests
1056958 1156958 4491319

Reading: 0 Writing: 25 Waiting : 7

iB1T NGINX Prometheus Exporter

AT a4 )28 NGINX Prometheus Exporter :
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@ Hﬁ i:H_E Prometheus Y%1%ARSS

$ nginx-prometheus-exporter —-nginx.scrape-uri http://<nginx>:8080/nginx_status

EAR#ERR
nginxexporter_build_info --exporter ETIESEYSH

FTE Y stub_status F8hR.
nginx_up -- B ETIMEHPIRES @ 12RIMERY), ORI IMENRIN,

B Prometheus HYHMEX Job
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http://nginx.org/en/docs/http/ngx_http_stub_status_module.html

@ Hﬁ i:H_E Prometheus Y%1%ARSS

1. Nginx Prometheus Exporter IE#5217)5, PUTLL T a4, I Job #ANE] Prometheus FYHMEESS H,

— job_name: 'nginx_exporter'
static_configs:

- targets: ['your_exporter:port']

2. EEIEOUT , Exporter Ml Nginx FIEFL[FELETT, FrlABEE LIRAY instance FHFREESHEAZMNLH], HNT
FHEBIEIRRAME, BATAILUMEN instance AR&%, HHAESHY IP FATEFELUEREIEM, REGIT
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Prometheus Wf2%fR5%

— job_name: 'nginx_exporter'

static_configs:

- targets: ['192.168.10.10:8080"]

relabel_configs:

— source_labels: [__address__]

regex: '.*'
target_label: instance
replacement: '10.0.0.1:80"

RN R @ BRI R (sd) ARTERH]



7 Hﬁ i:H_E Prometheus Y12k 55

B RBE R

Prometheus W1EARSS1E Grafana A2 BETSEECIE R Nginx Exporter Dashboard, #&R]DURMELL Fig(Er BEE
Nginx M35,

1. B3% Prometheus MRS IR

2. AR RS 1D AUy

=\
, BRI EERUE,

B3 NGINX ¥ <

tance | All v

NGINX Status for localhost:9113

Up

v Metrics
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https://console.tencentcloud.com/monitor/prometheus

@ HEEHE Prometheus ¥R
Redis Exporter & A

BN - 2024-01-29 15:55:14

BRIE =

TEH IR Redis SRR FEEXS Redis S/ PR TIRTE, DUE T2 Redis IRFS 2 Ea(TIER, HEE Redis ik
%, Prometheus ¥R S5 FRMEFET Exporter (V77 AORIEHE Redis i/ TIRAS, FFEML T HFEEIRNY Grafana Rk
o ARSCNIEN 2840 FH Prometheus #247% Redis.

WiBH :

N T EZIEH Exporter, #EFMREABING w55 HITH —BH,

AfESft

1£ Prometheus SN NS R LA 4% VPC T, BIEIETHEA #7kSS Kubernetes 52iif, FFONERBEOIEE fi ¥, 22

I‘Eﬂo

7f Prometheus METEIRZEHEHIE > WX BEY Prometheus 5B > SARABRARS TR B B & BatE B 5T Al SR Rl 1
1€, 1EEIES WAgent EHL,

TRV

Exporter #38

1. 8% AdRliss A,

2. G TR ERERRE T M R UERVERBE 1D/, e SRR E B DL,

3. PUATLUT ] Secret &1 Redis %1 > 8% Redis Exporter > 0 liF 2 8588 Exporter &

fEH Secret E# Redis &%

1. 1E e MISE BA i TYESA R > Deployment, A Deployment T,

2. 1EDUH A BT YAML RIEHIR, G YAML FC#E, ACEBanT

fifif Kubernetes 1Y Secret KE BRI A 2SR TN AL, 1E/E 3/ Redis Exporter HYINHEEE(HH Secret Key,
TRV password , YAML BECERGIAIT :
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https://www.tencentcloud.com/zh/document/product/457
https://www.tencentcloud.com/document/product/457/30637
https://www.tencentcloud.com/document/product/1051/35487
https://console.tencentcloud.com/monitor/prometheus
https://console.tencentcloud.com/tke2/cluster
https://www.tencentcloud.com/document/product/1116/43228#.E4.BD.BF.E7.94.A8-secret-.E7.AE.A1.E7.90.86-redis-.E5.AF.86.E7.A0.81.5B.5D(id.3Astep1)
https://www.tencentcloud.com/document/product/1116/43228#.E4.BD.BF.E7.94.A8-secret-.E7.AE.A1.E7.90.86-redis-.E5.AF.86.E7.A0.81.5B.5D(id.3Astep1)#.E9.83.A8.E7.BD.B2-redis-exporter.5B.5D(id.3Astep2)
https://www.tencentcloud.com/document/product/1116/43228#.E4.BD.BF.E7.94.A8-secret-.E7.AE.A1.E7.90.86-redis-.E5.AF.86.E7.A0.81.5B.5D(id.3Astep1)#.E9.83.A8.E7.BD.B2-redis-exporter.5B.5D(id.3Astep2)#.E9.AA.8C.E8.AF.81.5B.5D(id.3Astep3)

Prometheus Wf2%fR5%

apiVersion: vl
kind: Secret
metadata:
name: redis-secret-test
namespace: redis-test
type: Opaque
stringData:
password: you-guess #X/N Redis ZHY
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@ Hﬁ i:H_E Prometheus Y%1%ARSS

88 Redis Exporter

£ Deployment BT, SATHER, FEEA NGRS TIHERS ., LGB RGN0, 41T
YAML 19752008 Exporter, YAML BLi&ER~EIATT :

WiBH :

% Exporter B ENHIES U redis_exporter,

apivVersion: apps/vl
kind: Deployment
metadata:

labels:
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https://github.com/oliver006/redis_exporter

A BT

Prometheus Y2k 55

k8s—app: redis-exporter # IRIENFFEEREBOSN VAR, HIINE Redis SHIIER
name: redis-exporter # RIBWVEFEFATREBNNIVEFR, BN E Redis SKHINER

namespace: redis-test
spec:

replicas: 1

selector:

matchLabels:

k8s-app: redis-exporter # IRIBWFSFHREFBEBNNIAFN, BN E Redis SKEHINER

template:
metadata:
labels:

k8s—app: redis—exporter # ARIENFEFTEEAFREMN NV IVEFS, BN E Redis SHIFER

spec:
containers:
- env:
— name: REDIS_ADDR
value: ip:port # XMW Redis HJ ip:port
— name: REDIS_PASSWORD
valueFrom:
secretKeyRef:
name: redis-secret-test

key: password

image: ccr.ccs.tencentyun.com/redis-operator/redis—-exporter:1.12.0

imagePullPolicy: IfNotPresent
name: redis—-exporter
ports:
— containerPort: 9121
name: metric-port # XNEFMERLEINEULSHIERET
securityContext:
privileged: false
terminationMessagePath: /dev/termination-log
terminationMessagePolicy: File
dnsPolicy: ClusterFirst
imagePullSecrets:
— name: gcloudregistrykey
restartPolicy: Always
schedulerName: default-scheduler
securityContext: {}

terminationGracePeriodSeconds: 30

IS E
1. 7£ Deployment T [ ¥ o7 _E iR R 612 HY Deployment, # A Deployment & B T,

2. i HETR, FIIUEEE| Exporter IS 57 8 BT [RIME, AT EFUR

RN R @ BRI R (sd) ARTERH]
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7 Hﬁ i:H_E Prometheus Y12k 55

redis-exporter- v redis-exporter v v

2020-12-07T13:28:24.572282393Z time="2020-12-07T13:28:24Z" level=info msg="Redis Metrics Exporter v1.12.0 build date:
gol.15.2 GO0S: linux GOARCH: amd64"

2 2020-12-07T13:28:24.572557429Z% time="2020-12-07T13:28:242" level=info msg="Providing metrics at :9121/metrics"

3. #iifi Pod BEII%, HA Pod T,

4 EAMIPYERETT T B BB RS R Pod, TEMATTHE HHUITELT curl @3 %) . Exporter & Z&1yHkE, RIDUE
HAFEIN MY Redis f8fr. A1EBIAREREIN MAVEHE, 1EFKZE— T REDIS_ADDR Fl REDIS_PASSWORD &
Ef, REENT
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Prometheus Wf2%fR5%

curl localhost:9121/metrics

A A TES RAT T EIFTR
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z Hﬁ i:H_ E Prometheus Y12k 55

# TYPE redis keyspace hits total counter

redis keyspace hits total 29916

# HELP redis_keyspace missas_total keyspace misses_total metric

# TYPE redis_keyspace_missas_total counter
redis_keyspace_misses_total 29

# HELP redis_last_slow_execution_duration_seconds The amount of time needed for last slow exec
# TYPE redis_last_slow_execution_duration_seconds gauge
redis_last_slow_execution_duration_seconds 0.011276

# HELP redis_latency_spike duration_seconds Length of the last latency spike in seconds
# TYPE redis_latency_spike duration_seconds gauge
redis_latency_spike_duration_seconds{event_name="command"} 0.011
credis_latency_spike_duration_seconds{event_name="fast-command"} 0.022
# HELP redis latency spike last When the latency spike last occurred
# TYPE redis latency spike last gauge

redis_latency_spike_last{event_ name="command"} 1.604752448e+09
redis_latency_spike_last{event_ name="fast-command"} 1.604738646e+09

# HELP redis_latest_fork sz=conds latest fork seconds metric

# TYPE redis_latest_ fork szaconds gauge

redis latest fork seconds )

# HELP redis_lazyfree pending objects lazyfree_pending objects metric
# TYPE redis lazvfree pending objects gauge
redis_lazyfree pending objects 0

# HELP redis_loading _dump_file loading dump file metric

# TYPE redis_loading dump_file gauge

redis_loading dump_ file 0

# HELP redis_master_repl offset master_repl offset metric

# TYPE redis_master_ repl offset gauge

redis master repl offset 2.37644710082e+l11

# HELP redis mem fragmentation ratio mem fragmentation ratio metric

# TYPE redis mem fragmentation ratio gauge

redis mem fragmentation_ ratio 1.43

# HELP redis memory max bytes memory max bytes metric

# TYPE redis memory max bytes gauge

redis memory max bytes 1.2884901888e+10

# HELP redis memory used bytes memory used bytes metric

# TYPE redis memory used bytes gauge

redis_memory_ used_bytes 1.1479248e+07

IREESS

1. B3k Prometheus e 515, BN N Prometheus SEI# A BB T,
2. B A B ARSS Y R A EREE ID A B A AR ARSS A E B T
3. ENM ARG KT Pod Monitor K7 X Prometheus HMEUTESS, YAML BLE REIAIT :
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https://console.tencentcloud.com/monitor/prometheus

@ Hﬁ i:H_E Prometheus Y%1%ARSS

apiVersion: monitoring.coreos.com/vil
kind: PodMonitor
metadata:
name: redis—-exporter # HE—ME—ZFR
namespace: cm-prometheus # namespaceﬁ, AEEN
spec:
podMetricsEndpoints:

— interval: 30s
port: metric-port # tEZ?pod yamlFPPrometheus ExporterXﬁEﬁ@PortE@Name

path: /metrics # JHEPrometheus Exporterﬁ@ﬁ’ﬂPathH’ﬂE, AEBIN /metrics

relabelings:

RN R @ BRI R (sd) ARTERH]



A BT

— action: replace
sourcelabels:
- instance
regex: (.*)
targetLabel: instance
replacement: 'crs—xxxxxx'
— action: replace
sourcelabels:
- instance
regex: (.*)

targetLabel: ip

replacement: 'l.x.x.x' # PABERANAY Redis Sl 1P
namespaceSelector: # IR podifEnamespace

matchNames:

- redis-test

selector: # HEZERYE odLabe {8, LUEN Birpod

matchLabels:

k8s—app: redis—-exporter

PiHA :

# VAEERS NEY Redis Sfil 1D

Prometheus Y2k 55

HT Exporter Ml Redis HBEAMEMNARSGE L, KEBGHA Prometheus Relabel #LH1HF Redis SXfII{E

BBEIEFEEbR,  LUT AL A,

BEERE

1. 5% Prometheus 2R FS1ERG, TR N Prometheus sSSP DT,

2. i ERERHD, HEAERHULTTE, %3 Redis Wif%, ZEEX MY Grafana Dashboard BIA]F /S Redis MK

&, BELHIE KRR, AT EFUR

RN R @ BRI R (sd) ARTERH]
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https://console.tencentcloud.com/monitor/prometheus

2 Hﬁ i:H_E Prometheus H54%EARSS

Prometheus ~

5 week

15:09:20 15:09:30 15:09:40 15:09:50 15:10:00

125ps

15:05:30 15:06:00 15:06:30 15:

15:10:00

150905 15:09:10 15:09:15 15:09:20 150925 15:09:30 15:09:35 15:09:40

HEREA

1. 55 Prometheus N PE 5542005, BT Prometheus SEf31IHE A& B TTTH],
2. M RN, AT LUANIAE N B 5250 IE, TEEIES L i 5 B,

RN R @ BRI R (sd) ARTERH] #5155 3422871


https://console.tencentcloud.com/monitor/prometheus
https://www.tencentcloud.com/document/product/1116/43193#

@ HEEHE Prometheus ¥R
MySQL Exporter £z A

ol N TE] © 2024-01-29 15:55:14

HRIE =

MySQL Exporter 521X & "19% 8 MySQL/MariaDB 48 ZE s ZEfabrm s %, 83t Exporter FRA%/OHIEHE 2
f8tR, AT REREMGERERER, =B Prometheus 121t 75 MySQL Exporter 255 N FF#5 R Grafana %
PERF,

Hiii, Exporter 2= 15.6 A MySQL #1i=7-10.1 AR MariaDB, 1t MySQL/MariaDB X T-5.6hA N, &R 70
INPHEPR AT RE R IE R 5

iR -

T I RS EH Exporter, #EFEH BN B8IS55S kR —E L

GlE=SES

1 Prometheus SEHIx RS R FAE L% (VPC) T, BB AIRIRS Kubernetes 525, FOMSERFAIEE dita 22
[518

1E = Prometheus #flE >EEEW MY Prometheus SEB)” >EBRABRIRSE T E X N A 2L R sE R R AR
T8, TEIHIES U Agent B,

ESUE

LR

K79 MySQL Exporter J2 i 25 R 128 FR RSBmO HEA T I, P AR ZOR ML AR A SR TN K5
I FTARIE LIRS, OCTERUTT

1. 85 sBdEE MySQL ila

2. FESRAGI 512 0 i B o %?fiﬁﬂ’]?%‘%f” FRE, AR UL,

3R RUEREEE > IEEE, HANSERIUE, RE SRR ALK S,

4. KRS A MHRIEITT I BBHER, BT BAR, =GN TR
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https://www.tencentcloud.com/zh/document/product/457
https://www.tencentcloud.com/document/product/457/30637
https://www.tencentcloud.com/document/product/1051/35487
https://console.tencentcloud.com/monitor/prometheus
https://www.tencentcloud.com/document/product/1116/43161#
https://console.tencentcloud.com/cdb

@ E%i:ﬁ_ﬁ Prometheus ¥i1EARSS

N X
— ALTER ALTER ROUTINE

CREATE CREATE ROUTINE
CREATE TEMPORARY TABLES CREATE USER
CREATE VIEW DELETE
DROP EVENT
EXECUTE INDEX
INSERT LOCK TABLES

PROCESS REFERENCES »
RELOAD REPLICATION CLIENT
=i

RERT DO AT LA T an i B TN

HAFTE - BBRaIHE b)) BRIEENH #5157 $£22871



@ Hﬁ i:H_E Prometheus Y%1%ARSS

CREATE USER 'exporter'@'ip' IDENTIFIED BY 'XXXXXXXX' WITH MAX_USER_CONNECTIONS 3;
GRANT PROCESS, REPLICATION CLIENT, SELECT ON *.* TO 'exporter'@'ip';

PiRA -
FREBONIZ I 15 18 A RO AR, LAskE S PR M 42 B8R AU i e i Wi, (B IR A Y 28 2R R AR i AT L
A3, BI4H MariaDB 10.1 IR SRR RGERBORE, WIEEAEM. HEHIES I MariaDB 1],

Exporter #38
1. 85k AR PERIA.

RN R @ BRI R (sd) ARTERH] #5158 3422871


https://mariadb.com/kb/en/create-user/#resource-limit-options
https://console.tencentcloud.com/tke2/cluster

@ Hﬁ i:H_E Prometheus Y%1%ARSS

2. G TR EREERAE T M R UERVERBE 1D/ R, A Z SRR S B DL,
3. HUATLLUT i/ Secret B MySQL E#z > {15 MySQL Exporter > 51k 22 BR5E % Exporter 8%

fiEH Secret HEHE MySQL ZE#E

1. (EEMISE B P2 TR ER > Deployment, i A Deployment T,

2 TETUHA LA sl YAML BIRBEIR, O3 YAML FCE, FCEVIANT :

i Kubernetes [ Secret SR EHESEER, JEANERR BHITIMEE, 1£E35) MySQL Exporter FYIN iz E£2{4 H
Secret Key, FEEIAEG N EREH, YAML ECEREILIT

apiVersion: vl

RN R @ BRI R (sd) ARTERH] %5159 3422871


https://www.tencentcloud.com/document/product/1116/43229#step1
https://www.tencentcloud.com/document/product/1116/43229#step1#step2
https://www.tencentcloud.com/document/product/1116/43229#step1#step2#step3

@ H%i:ﬂﬁ Prometheus ¥R

kind: Secret
metadata:
name: mysqgl-secret-test
namespace: mysqgl—demo
type: Opaque
stringData:

datasource: "user:password@tcp (ip:port) /" S IA MySQL EEBRER
E88 MySQL Exporter

£ Deployment B FETTHI, N MY At 22 AR T B ARSS, RILUEEESIE /97 XA, 40T L0 YAML #975
A GBE Exporter, FRE/REIAIT :

RN R @ BRI R (sd) ARTERH] %5160 422871



@ Hﬁ i:H_E Prometheus Y%1%ARSS

apiVersion: apps/vl
kind: Deployment
metadata:
labels:
k8s—app: mysgl-exporter # *E?Eik%%%%ﬁ%ﬁiﬁ@ﬁ’ﬂ%%, BN MySQL EHIHIE R
name: mysgl-exporter # IRIENSTHERERBENMNGIR, BUONE Myson SEFIER
namespace: mysdgl—demo
spec:
replicas: 1
selector:
matchLabels:

RN R @ BRI R (sd) ARTERH] #5161 3422871



7 Hﬁ i:H_E Prometheus Y12k 55

k8s-app: mysgl-exporter # ARIENSSTHEERBONMNGFR, BUONE Myson SKERIER
template:

metadata:

labels:
k8s—app: mysgl-exporter # *E?Eik&aﬁglﬂﬁkﬁkﬁfhm%ﬁ WO £ My SQL SEAFAE R
spec:

containers:
- env:

— name: DATA_SOURCE_NAME

valueFrom:
secretKeyRef:
name: mysgl-secret-test
key: datasource

image: ccr.ccs.tencentyun.com/k8s—comm/mysqgld-exporter:0.12.1

imagePullPolicy: IfNotPresent

name: mysgl—-exporter

ports:

— containerPort: 9104

name: metric-port

terminationMessagePath: /dev/termination-log

terminationMessagePolicy: File
dnsPolicy: ClusterFirst
imagePullSecrets:
— name: gcloudregistrykey
restartPolicy: Always
schedulerName: default-scheduler
securityContext: {}

terminationGracePeriodSeconds: 30

Kk

1. 7£ Deployment T 8. o7 _E 75 ZR G121 Deployment, 3 A Deployment 5 T [,
2. i H&TAE, nIAEF S| Exporter FHNE 3N Z X M A5 Atk 40 F B

mysql-exporter-54dd5dc589-lz v mysql-exporter v v

2020-12-08T09:55:18.315462103Z time="2020-12-08T09:55: level=info msg="Starting mysqld exporter (version=0.12.1, branch=HEAD, revision=48667bf7c3b438b5e9
source="mysqld_exporter.go:257"

2020-12-08T09:55:18.315532352Z ti 020-12-08T09:55: " level=info msg="Build context (go=gol.12.7, a. - Bl — I date=20190729-12:35:58)" sourd
2020-12-08T09:55:18.315537718Z ti 020-12-08T09:55: level=info msg="Enabled scrapers:" source="mysqld exporter.go:269"

2020-12-08T09:55:18.315541954Z ti 020-12-08T09:55: " level=info msg=" --collect.global status" source="mysqld exporter.go:273"
2020-12-08T09:55:18.3155461742 ti 020-12-08T09:55: " level=info msg=" --collect.global variables" source="mysqld_exporter.go:273"

2020-12-08T09:55:18.3155499242 ti 020-12-08T09:55: level=info msg=" --collect.slave_status" source="mysqld exporter.go:273"
2020-12-08T09: .315748537zZ ti 020-12-08T09:55: " level=info msg=" --collect.info_schema.innodb_cmp" source="mysqld exporter.go:273"

2020-12-08T09: -315765268Z ti 020-12-08T09:55: " level=info msg=" --collect.info_schema.innodb_cmpmem" source="mysqld exporter.go:273"
2020-12-08T09: .3157703762 ti "2020-12-08T09:55: i i mysqld exporter.go:273"
2020-12-08T09:55:18.315774561Z time="2020-12-08T09:

3. #iii Pod BEEIIZH A Pod T,

RN R @ BRI R (sd) ARTERH] #5162 3422871



@ Hﬁ i:H_E Prometheus Y%1%ARSS

4. EG MR IRIET T s TR RE SR Pod, EMHITE IHHUATLAT curl @4yxt i Exporter BFZ sk, ATLUE
HEASEIN B MySQL FEbr. AR BIARBEASZIN B AVEHE, 1EREEER RS EM, BA0T

curl localhost:9104/metrics

PUTEERUAT T EFR

RN R @ BRI R (sd) ARTERH] %5163 422871



z Hﬁ i:H_ E Prometheus Y12k 55

mysgl_info schema_innodb_cmpmem_pages used_total{buffer pool="0",page_size="409
mysql_info schema_innodb_cmpmem_ pages used_total{buffer pool="0",page_size="819
# HELP mysgl_info_ schema_innodb_cmpmem relocation_ops_total Number of times a b
# TYPE mysqgl_info_ schema_innodb_cmpmem relocation_ops_total counter
mysgl info schema innodb cmpmem relocation ops total{buffer pool="0",page size=
mysgl info schema innodb cmpmem relocation ops total{buffer pool="0",page size=
mysgl info schema innodb cmpmem relocation ops total{buffer pool="0",page size=
mysgl info schema innodb cmpmem relocation ops total{buffer pool="0",page size=
mysgl info schema innodb cmpmem relocation ops total{buffer pool="0",page size=
# HELP mysqgl_info_schema_innodb_cmpmem relocation_time_seconds_total Total time
# TYPE mysqgl_info_schema_innodb_cmpmem relocation_time_seconds_total counter
mysgl info schema innodb cmpmem relocation time|seconds total{buffer pool="0",p
mysgl info schema innodb cmpmem relocation time|seconds total{buffer pool="0",p
mysgl info schema innodb cmpmem relocation time|seconds total{buffer pool="0",p
mysgl info schema innodb cmpmem relocation time|seconds total{buffer pool="0",p
mysgl info schema innodb cmpmem relocation time|seconds total{buffer pool="0",p
# HELP mysgl up Whether the MySQL server is up.
# TYPE mysgl up gauge
mysql up 1
# HELP mysgl version_ info MySQL version and distribution.

TYPE mysqgl version info gauge

RIREE S5

1. 55 e Prometheus 2065, 1EEEXN N Prometheus Sl A S B DT,
2. ET A AR AR S H FR AT SRR 1D HE A BB A ARSS S AU E PR U
3. BT ARG KPR Pod Monitor 3KJE X Prometheus JMHUESS, YAML BlE R~EIA0T :

RN R @ BRI R (sd) ARTERH] #5164 3422871


https://console.tencentcloud.com/monitor/prometheus

@ Hﬁ i:H_E Prometheus Y%1%ARSS

apiVersion: monitoring.coreos.com/vil
kind: PodMonitor
metadata:
name: mysgl-exporter # HE—PNME—HF
namespace: cm-prometheus # namespaceﬁ, AEEN
spec:
podMetricsEndpoints:

— interval: 30s
port: metric-port # igzipod yalePPrometheus ExporterXﬁEﬁ@PortH@Name

path: /metrics # JHEPrometheus Exporterﬁ@ﬁ’ﬂPathH’ﬂE, AEIIN /metrics

relabelings:

RN R @ BRI R (sd) ARTERH]



2 Hﬁ i:H_E Prometheus H54%EARSS

— action: replace

sourcelabels:

— instance

regex: (.*)

targetLabel: instance

replacement: 'crs-xxxxxx' # VBRSO B HY MySQL Sl 1D
— action: replace

sourcelabels:

— instance

regex: (.%*)

targetLabel: ip

replacement: '1l.x.x.x' # WEBXMNE Myson K 1p

namespaceSelector: # ﬁﬂ%%g%iIpodﬁﬁﬁﬁﬁnamespace
matchNames:
- mysqgl-demo

selector: # HEBEEWRpodWLabellH, LUEN H¥rpod
matchLabels:

k8s—app: mysgl-exporter

HEER%E

1. B lnfs Prometheus 0l &, JEEEXN B Prometheus S A B T2
2. T ERARAID, HEARRHUD TR, $3 MySQL Haf%, 23X Ry Grafana Dashboard BIFJF/E MySQL Hifik
M, BEBELHIEREZREGE, TR

Prometheus v

Uptime

v Connections

MySQL Connections

— Max Connections

— Max Used Connections

v Table Locks

MySQL Questions

HEUREA

RN R @ BRI R (sd) ARTERH]

Current QPS InnoDB Buffer Pool

MySQL Client Thread Activity

18:22

Peak Threads Connected

— Avg Threads Running

MySQL Thread Cache

18:22

— Thread Cache Size

— Threads Cached

%5166 $£22811


https://console.tencentcloud.com/monitor/prometheus

A BT

Prometheus Y2k 55

BNz Prometheus LIRSS B 170 MySQL B 2 Al B SRR, PTARE ML 55 SERA IR (I 20T I A R {E K

AN ERNE, TERES I s B,

Alert strategy + New

MySQLMYSQL outage

MySQL Shut down

mysgl_up I= 1

Click to preview rules [4

1 minu v

MySQL Net running

MySQL Not running, Instance: {{$labels instance}} . |

severity:critical €)

Key Walue -
Key Walue -

Choose a template New [3

Notification template name

save Cancel

MySQL Exporter RS H

save

save

Contains operations

The current notification template list is empty, you can select the corresponding notification ten

MySQL Exporter fE1#5#f collector NRIFEHIRELHIZAIEE, BAESEANT :

ey}

collect.auto_increment.columns

collect.binlog_size

RN R @ BRI R (sd) ARTERH]

MySQL .
iR
&N
5.1 £ information_schema A %£ auto_inci

5.1 FEFTA MY binlog SCHF R/,

545167 22801


https://www.tencentcloud.com/document/product/1116/43193#

@ H%i:ﬂﬁ Prometheus ¥R

collect.engine_innodb_status 5.1 M SHOW ENGINE INNODB STATUS F
collect.engine_tokudb_status 5.6 M SHOW ENGINE TOKUDB STATUS !
collect.global_status 5.1 M SHOW GLOBAL STATUS (ERIATTE
collect.global_variables 5.1 M SHOW GLOBAL VARIABLES (ZkiA
collect.info_schema.clientstats 55 MR E T userstat=1, &K true k)
collect.info_schema.innodb_metrics 5.6 M information_schema.innodb_metrics !
collect.info_schema.innodb_tablespaces 5.7 M information_schema.innodb_sys_tabl

M information_schema.innodb_cmp H'>

collect.info_schema.innodb_cmp 55 12
M information_schema.innodb_cmpmen
collect.info_schema.innodb_cmpmem 5.5 - . -

- —emp compression [ EEE
collect.info_schema.processlist 51 M information_schema.processlist H>%!
collect.info_schema.processlist.min_time 5.1 AR O] DI T P 4E R IR AS B /N

. . 2R query_response_time_stats 715 &
collect.info_schema.query_response_time 55 ;}\iq y_resp - - HRE

VARIT
collect.info_schema.replica_host 5.6 M information_schema.replica_host_sta
collect.info_schema.tables 5.1 M information_schema.tables AR EEIR;
collect.info_schema.tables.databases 5.1 WEFRECRERIRSHBARE, 85 1%E
collect.info_schema.tablestats 5.1 WSRI%E T userstat=1, REAK true K
collect.info_schema.schemastats 5.1 MR E T userstat=1, B true 3K
collect.info_schema.userstats 5.1 WRIZE T userstat=1, RERKL true K=

M performance_schema.events_statem
collect.perf_schema.eventsstatements 5.6 — . - -

P SRR,
collect.perf_schema.eventsstatements.digest_text_limit 5.6 W IEH ARIBANR R E, (BOA
collect.perf_schema.eventsstatements.limit 5.6 HHFIBARIRRHIEE.  (BRIA © 250)
collect.perf_schema.eventsstatements.timelimit 5.6 BRI S 1B last_seen' AILURIFZ/A,
collect.perf_schema.eventsstatementssum 57 M performance_schema.events_statem:

RN R @ BRI R (sd) ARTERH] 5168 3422871



A BT

collect.perf_schema.eventswaits 55
collect.perf_schema.file_events 5.6
collect.perf_schema.file_instances 5.5
collect.perf_schema.indexiowaits 5.6
collect.perf_schema.tableiowaits 5.6
collect.perf_schema.tablelocks 5.6
collect.perf_schema.replication_group_members 5.7
collect.perf_schema.replication_group_member_stats 5.7
collect.perf_schema.replication_applier_status_by_worker 5.7
collect.slave_status 51
collect.slave hosts 5.1
collect.heartbeat 5.1
collect.heartbeat.database 5.1
collect.heartbeat.table 5.1
collect.heartbeat.utc 5.1
2REESK
E4%5)\ fitih
config.my-cnf FA RIS HE R FE RS BB & S R

RN R @ BRI R (sd) ARTERH]

Prometheus Y2k 55

summed HRER IEFEELIE,

M
performance_schema.events_waits_sun

R AR M PERUR

M performance_schema.file summary |

TEO

M performance_schema.file_summary_|

N

M performance_schema.table_io_waits.

R SR M PR

M performance_schema.table_io_waits.

YRR,

M performance_schema.table lock wai
IEFEREE,

M performance_schema.replication_gro
o

M from performance_schema.replicatior
IR,

M performance_schema.replication_apy

PR

M SHOW SLAVE STATUS (EKIAFE)
M SHOW SLAVE HOSTS HREE a5
M heartbeat H R R,

B R DB RAETR,  (BRIA © hee
ROBE SRR,  GBRIA & heartbe:

X i AR FEAR S5 da i UTC IR TR 2%
with ——utc ). (BRIA : false)

.my.cnf fUE, (B

545169 22811


https://www.tencentcloud.com/document/product/1116/43229#heartbeat

@ H%i:ﬂﬁ Prometheus ¥R

N ~/.my.cnf )
log.level HEZH,  (BRIA info)

NEERZIXIE lock_wait_timeout (BANT @ FD) DUBHSO N TTEUIRIVBI A K, (B
N 2)

exporter.lock_wait_timeout

NI log_slow_filter DUBESEAMEX VI E #IE S, @ © 32 Oracle
exporter.log_slow_filter

MySQL,
web.listen-address web Ui [T i Ay itk
web.telemetry-path metrics 2 1%
version FTEIRRANAE B

heartbeat /DB
WIRIFE collect.heartbeat , mysqld_exporter 2@ DBRKG AT HIHTE & HlAE IR EHE,

RN R @ BRI R (sd) ARTERH] 55170 3422871



@ HEEHE Prometheus ¥a1ZiR5S
Consul Exporter £ A

BN - 2024-01-29 15:55:14

LTS =
e 5
FE(FF Consul SEFEHFREXT Consul 53 TR T, DUE T % Consul ARS5 2 &G581T1IER, PEE Consul Hif#E

%, Prometheus M1EARSSIRMLFIET Exporter B 5 2R %1% Consul 5B TIRAS, F424L T IFFERIFIY Grafana ik
i ASCNIENAA0E F Prometheus 1%k Consul,

PRED IR

1. %% Prometheus il 5.

2. TESEIFZR A, JEFERT Y Prometheus 431,
3 ALBITEEDL, AEERBEHD,

4 (EEERHPDIERE consul BATRZEEHHTEMN,

FLE i

Consul indicator collection

name = example
Consul instance
address * 192.1.11

Label G 4 Addto

Will inc dditional cos illi I
save Cancel Will incur additional costs , billing overview [

£y i) PN

RN R @ BRI R (sd) ARTERH] 55171 3422871


https://console.tencentcloud.com/monitor/prometheus

O EAS

ey} BT E— N E—F R

ik FERERHT Consul ST HLAERT S 1

Prometheus Y%1%ARSS

PREE sEA LSS & KRR, = BalEINE] Prometheus #Y Label H1

HEIRE
A LLE S 2 R ETE WG 240 T IR
1. Consul £EET RUIRAS,

2. Consul _FIEMARSSHIIRAS,

Prometheus v All v

BN (Memory Usage) H(Hit rate)

\

19:20 19:30 19:40 19:50

(Total) (Hit & Miss ratio)

1.00 MiB 64.00 MiB -

#rA(hit) SR (miss)

MmmEN(Items in cache)

1500000
1000000

500000

RN R @ BRI R (sd) ARTERH]

(Evicts & Reclaims rate)

19:10 19:20 19:30 19:40 19:50
20:00 — BBR(evicts) — EH(reclaims)

[ . (Evicts (total))

172 22871



@ HEEHE Prometheus ¥R
Memcached Exporter £ A

ol N TE] © 2024-01-29 15:55:14

HRIE =

FE{# F Memcached i f2H 7R 24 Memcached SRS T I, LUE T % Memcached ikR%5 2 5B /TIER, HEFE
Memcached #([#%, Prometheus MRS TR MIET Exporter 5 ROR M2 Memcached 581 TIRAS, FHEML T T4
ENHHY Grafana a2 KEL, ASCHENHENM{FE ] Prometheus 122k 55 Memcached.

PRI IR

1. 8% Prometheus %4l H,

2. TESKIFZR A, JEFERT BT Prometheus 541,

3 HEATBIEETT, HTHERRHD,

4 FERRADIEE Memcached PATZEIHATERR,

FLE i

Memcached metrics collection

name = example

Memcached instance

address = 192.168.1.1:3600|

Label (®) + Add to

save Cancel Will incur additional costs , billing overview [&

By PN
ey ) FNERFEE— I HE—
Hitik TR Memcached S5y HHE AT 1

RN R @ BRI R (sd) ARTERH] 55173 3422871


https://console.tencentcloud.com/monitor/prometheus

O g —
L)ﬂﬁfﬁﬁ
bR AL L 25 & YRR,

BEERE

AT LGS IR BRI E EAN T RIS

1. NTFEERR, RN 2R EE AN R E,

2. LA Get s miyaER, RN BRARSS
3

4. Memcached i EHE 5 &
5. MR8 HISEECRI B AR T8
6. LTI HEREL,

7. IR%5 2 THAMR Get i3 Hl Set iy
8

RIS A4 R,

LB,

Prometheus v All v

B (Memory Usage)

0%
19:10

u (Used) (Total)

1.00 MiB 64.00 MiB

1500000
1000000
500000

0

RN R @ BRI R (sd) ARTERH]

B THAE Get
. Memcached #FRIHE IR BIKGT ARG PR Ay 33

19:20

Prometheus Y%1%ARSS

2 B3 INE| Prometheus Y Label 7

i A AR A R AT LRI

(7l S R AR S5 381 7 IR AR BR AT R W R S

I(Hit rate)

-

19:30 19:40 19:50

(Hit & Miss ratio)

SRepeh(miss)

BNN(Items in cache)

(Evicts & Reclaims rate)

1L

19:10 19:20 19:30 19:40 19:50 20:00
— #(evicts) — EI(reclaims)

[ = (Evicts (total)) W (Reclaims (to...
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2 Hﬁ i:H_E Prometheus H54%EARSS

(Read / Written bytes) (Connections)

98 KiB
49 KiB _Ijj___——_—

0B
49 KiB —_— '
-98 KiB
19:40 19:50 20:00
20:00
— read 849KB  46.0KIB  424KB  5.3065MiB avg current
— written 727KB  257KB  141KB 29550 MiB 584 400

(Get & Set ratio) Commands

100.00% curre
75.00% cas

decr
50.00%

delete
25.00% flush
0% incr

touch
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@ HEEHE Prometheus ¥R
HAth Exporter 2 A

ol N R 2024-01-29 15:55:14

\}

BRIE =

Prometheus Ak 5% H B S5 4 78 FEMAFER TR, RIFHEETHNEERR, HT3#RERE
Prometheus, FLAUEM AT Z:4E41 X I Exporter,

LS (VSN

ANSRAE P FH A B AR I A PR N R R RO 3K, RIS B AN 5 s TER AR, N B SR A28 K Bk Je AH
A ZE R Ko

1. JFJE#: X Exporter 51132,

2. 2 Ul MySQL HEER T o

RN R @ BRI R (sd) ARTERH] 55176 3422871


https://prometheus.io/docs/instrumenting/exporters/
https://www.tencentcloud.com/document/product/1116/43229#

@ HEEHE Prometheus ¥a1ZiR5S
CVM node_expoter

BT TN - 2024-01-29 15:55:14

AR IEA BT T %2 2% node_exporter, ##E RS #aFEifEtRE Prometheus iRk 55,

ES (A

BB | TREZE node_exporter

FEREE FIRWEIRSS 28 L, THIFZ% node_exporter CREFLRHFEFREIER exporter) |, Zn] DIsATE A
Prometheus JFHEE W T &Mtk node exporter, WATLUEREAT FHa4y, TEMEE
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https://prometheus.io/download/#node_exporter

@ Hﬁ i:H_E Prometheus Y%1%ARSS

wget https://github.com/prometheus/node_exporter/releases/download/v1.3.1/node_expo

SCPEE AN
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@ Hﬁ i:H_E Prometheus H54%EARSS

total 18080

=rw-r--r-- 1 3434 3434 11357 Aug 2021 LICENSE
-rwxr-xr-x 1 3434 3434 18494215 Aug 2021 node exporter

-rw-r--r-- 1 3434 3434 463 Aug 2021 NOTICE
[root@VM-0-7-centos node exporter-1.2.2.linux-amd64]# ./node exporter |

HI2 . 5B1T node_exporter , REER SRR
1. 3 AHE K S92, $14T node_exporter,
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fb Hﬁ i:H_ E Prometheus Y12k 55

cd node_exporter—-1.3.1.1linux—amdé64

./node_exporter

AT B AR BN BRR R R T LAl AR

ELEL +03 AUgQ FLi
os node_exporter-1.2.2.linux-amd64]# ./node_exporter
evel=info ts=2022-02-11T07:15:26.555Z caller=node_exporter.go:182 msg="Starting node_exporter” wversion="(version=1.2.

(go=gol.16.7,

jarn t5=2022-02-11T07:15:26.555Z caller=node_exporter.go:185 msg="Node Exporter is running as root user. This ex
un as unpriviledged user, root is not required."
evel=info ts5=2022-02-11T07:15:26.555Z caller=filesystem_common.go:110 collector=filesystem msg="Parsed flag --collect
nts-exclude” fla /(dev|proc|sys|var/lib/docker/.+) (%
evel=info ts=2022-02-11T07:15:26.555Z caller=filesystem_common.go:112 collector=filesystem msg="Parsed flag --collect
exclude” flag autofs|binfmt_misc |bpf|cgroup2?|configfs|debugfs|devpts|devtmpfs|fusectl|hugetlbfs|iso9660 |mqueue|nsf
bstore|rpc_pipefs|securityfs|selinuxfs|squashfs|sysfs|tracefs)s
L 15=2022-02-11T07:15:26.556Z caller=node_exporter.go:108 msg="Enabled collectors”
t5=2022-082-11T07:15:26.556Z caller=node_exporter.go:115 collector=arp
15=2022-02-11T07:15:26.556Z caller=node_exporter.go:115 collector=bcache
ts5=202 -11T07:15:26.556Z caller=node_exporter.go:115 collector=bonding
t5=2022-02-11T07:15:26.556Z caller=node_exporter.go:115 collector=btrfs
t5=2022-02-11T07:15:26.556Z caller=node_exporter.go:11l5 collector=conntrack
:26.556Z caller=node_exporter.go:115 collecto
126,556Z caller=node_exporter.go:115 collector=cpufreq
2-11T07:15:26.556Z caller=node_exporter.go:115 collector=diskstats
t5=2022-02-11T07:15:26.556Z caller=node_exporter.go:115 collector=edac
t5=2022-02-11T07:15:26.5 caller=node_exporter.go:115 collector=entropy
15=2022-02-11T07: . caller=node_exporter.go:115 collector=fibrechannel
t5=2022-02-11T07:15:26. caller=node_exporter.go:115 collector=filefd
15=2022-02-11T07:15:26. caller=node_exporter.go:115 collector=filesystem
t5=2022-02-11T07:15:26. caller=node_exporter.go: collector=hwmon
15=2022-02-11T07:15:26. caller=node exporter.go: collector=infiniband
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Prometheus Wf2%fR5%

curl 127.0.0.1:9100/metrics

T EDNA TR )R, AR R R HORAVTEAR IR
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z Hﬁ i:H_ E Prometheus Y12k 55

=/-Centos noge_exporter-l.z.s. i
[routhM 0-7-centos node_exporter-1.2.2.linux- amd64]# curl 127.0.0.1:9100/metrics
# HELP go gc _duration seconds A summaty of the pause duration of garbage collection cycles.
# TYPE go_gc_duration_seconds summary
go_gc_duration_seconds{quantile="0"} ©
go_gc_duration_seconds{quantile="0.25"} ©
go_gc_duration_seconds{quantile="0.5"} 0@
go_gc_duration_seconds{quantile="0.75"} ©
go_gc_duration_seconds{quantile="1"} 0
go_gc_duration_seconds_sum ©
go_gc_duration_seconds_count ©
# HELP go_goroutines Number of goroutines that currently exist.
# TYPE go_goroutines gauge
go_goroutines 7
# HELP go_info Information about the Go environment.
# TYPE go_info gauge
go_info{version="gol.16.7"} 1
# HELP go_memstats_alloc_bytes Number of bytes allocated and still in use.
# TYPE go_memstats_alloc_bhytes gauge
go memstats alloc bytes 2.344136e+06
# HELP go_memstats_alloc_bytes_total Total number of bytes allocated, even if freed.
# TYPE go_memstats_alloc_bytes_total counter
go_memstats_alloc_bytes_total 2.344136e+06
# HELP go_memstats_buck_hash_sys_bytes Number of bytes used by the profiling bucket hash table.
# TYPE go_memstats _buck_hash_sys bytes gauge
go_memstats_buck_hash_sys_bytes 4562
¥ HELP go_memstats_frees_total Total number of frees.
# TYPE go_memstats_frees_total counter
o_memstats_frees_total 1362
= HELP go_memstats gc cpu fractlon The fraction of this program's available CPU time used by the (

WIS | RERE

5 Prometheus W PEIRSSEGI G, MEARBRPID > EFEDIRSGER, 1EESECE P ARE TR TR E.
IESSSEBRCEL T -
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https://console.tencentcloud.com/monitor/prometheus

@ Hﬁ i:H_E Prometheus Y%1%ARSS

job_name: example-job-name
metrics_path: /metrics
cvm_sd_configs:
- region: ap-guangzhou
ports:
- 9100
filters:
— name: tag:ﬁfﬁ”ﬁ‘%%
values:
- IRREE

relabel_configs:
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z Hﬁ i:H_E Prometheus H54%EARSS

— source_labels: [_ _meta cvm _instance_state]
regex: RUNNING
action: keep

- regex: __meta_cvm_tag_(.%*)
replacement: $1
action: labelmap

— source_labels: [_ _meta_cvm_region]
target_label: region

action: replace

DB EERIERS BRI :

Bk Prometheus I fEii 552605, i Grafana ElfR, # A Grafana,
W TEFTR, % Explore f#8T {job="cvm_node_exporter"} HELABIE, HEHEIE, WHRRLRET.

w IE* E_‘(phjrl:_! Prometheus

Metrics

Query type nstant Both Step

+ Add query ) Query history (D Query inspector

5 . BCE Dashboard

A A — LAY json X, AILLEHE S A Dashboard .
1. T Dashboard XX : %5 Dashboard 5Lifl, ##%R node_exporter, E#ZFH#THY Dashboard 3 T %k,
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https://console.tencentcloud.com/monitor/prometheus
https://grafana.com/grafana/dashboards/

z Hﬁ i:H_E Prometheus H54%EARSS

{9 Grafana Labs Products ~ Open source ~ Company « Downloads Contact us

Mode Exporter Full

Node EXJ!JOITE'I' Fullloy it Download
DASHBOARD
Last updated: 3 days ago

Start with Grafana Cloud and the new FREE tier. Includes 10K series Prometheus or Graphite Metrics and 50gb Loki Logs Add Yo

Get this dashboard:

Mearly all default values exported by Prometheus node exporter graphed

sy pesiiree tha dafailt inh name rads add ae many tarnste ae vain naad in Jate/nrmmathane/nramathaie um

2. 5 A Dashboard #J json X : B3¢ Prometheus WSS 1205, #EABREARER > Grafana #Hilik, i E53A
Grafana, 7t Grafana #HlA& > Create > Import > /£ Upload JSON file #1_-{& Dashboard X

Options
Mame

Node Exporter Full

Folder

General

Unique identifier (uid)

rYdddIPWk1

Prometheus

Prometheus

Import Cancel
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https://console.tencentcloud.com/monitor/prometheus

" Node Exporter(cvm)

default ~ node-exporter ~

~ Quick CPU / Mem / Disk

CPU Busy sys Load (5m ... sys Load (15...

~ Basic CPU / Mem / Net / Disk

CPU Basic

RN R @ BRI R (sd) ARTERH]

%4

RAM Used

Prometheus Y%1%ARSS

SWAP Used Root FS Used

Memory Basic

954 MiB

477 MiB

23B MiB
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@ HEEHE Prometheus ¥R
fie Bk

ol N TE] © 2024-01-29 15:55:14

il

HRIE =

TS E HATRINA MR SS HE e, AR AR S AR O, REBNESC A EIRIR S HORERDL, NI,
KIBTHIRSS Y SLA,

BRI IR

1. B3 Prometheus il

2. TESFIAZR A, RN Y Prometheus SE i,

3. HEASLBIEIETL, AhERRRHD,

4, FEERADIERE  EEGER TN R AR BRI B &

SRR
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https://console.tencentcloud.com/monitor/prometheus

A BT

Integration list / New

G) * The number of remaining IPs in the current subnet [ 2221 ]: 238

Detect

ping-pp

Probe configuration

save

PR

tZSIISEA

PREs

HEERE

http_get v

https://console cloud tencent.com X

+ Add to

+ Add to

Will inc dditional cos illi i
cancel Will incur additional costs |, billing overview [4

Wi
BARMESFHE M-, X Grafana BEK B RN 24H

H BT SZFFANT J LA 52K
http_get

http_post

tcp

ssh

ping

AIRIMAR S5 Xof . Hir 1k

wmEA S E X%, 2 B31E %] Prometheus #Y Label H

A LUE S PR ELE B BT TR

1. RS VITRIAER, 2SR ;

2. [R5 VRIS B BRI AERY ;

3. ANSRSE HTTPS mILURAZIE R R E HARS A ;

RN R @ BRI R (sd) ARTERH]
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7 Hﬁl E Prometheus 2RSS

4. DU ASRERISERIIRE

Prometheus - tencent-cloud https://cloud tencent.com/ v

40.00ms https://cloud.tencent.com/
100,00 ms
0r 6 No data
60.00ms
40.00n

20.00ms

0s
16:40 16:50 17:00 35 18:05

https://cloud.tencent.com/ status

Status HTTP Status Code HTTP Version SSL Expiry

UP 200 2

120,00 ms
100.00 ms
80.00 ms
00 ms
40.00 ms

20.00 ms

17:00

4732ms 2623 connect — processing — resolve s — transfer DNS Lookup 115ms 217ms 16
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@ Hﬁfﬂﬁ Prometheus W%k 5S
TKE SREFN 2R H 1A

ol E N TR 2024-07-23 17:53:53

LERaN

AST4H Prometheus InPZEARSS 1 SplA RS REAFAER P TKE SREFNZEEINS MRV IIRE, EFAERAT S A
ﬁﬁo

proxy-agent

HENA

T TKE SEEFAMAZ ML IR, proxy-agent #R B AESEREN RIS R AR R, SMECREH L — 7
TS proxy-agent ARSs & BUEERENITRIR, 55— A THIEY proxy-agent JTEGE IR EE] Prometheus IR FE 17
figH,

HEBESRHNNRENSR
Namespace kubernetes X REFk St B WiHA
heus sl . e
I<[I)3romet eus 5 proxy-agent Deployment 0.25C256Mi*2 = REHEE
>
Sl N
rgrometheus KAl <Prometheus 52 ID> ServiceAccount - UEETLN
>
<Prometheus SZfl ID> ClusterRole - RENPRAH %
S5 1D>- - .
<Fl’)rometheus SH 1D~ ClusterRoleBinding - REAPRAH K
cr
HAAER YL
PR
. , W I ARAEIX
EE WRR o
R
(L= scrapeconfigs,servicemonitors,podmonitors,probes,configmaps,secrets,namespaces get/list/watch
(=gl
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https://www.tencentcloud.com/document/product/1116/55073

@ H%i:ﬂﬁ Prometheus ¥R

AR5 services,endpoints,nodes,pods,ingresses get/list/watch
BRI

53
A nodes/metrics,nodes/proxy,pods/proxy get/list/watch
£ty
MHX

=

(aF]
RBAC
N
iDETE
s
Y

/metrics,/metrics/cadvisor get

BURRE X
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@ Hﬁ i:H_E Prometheus Y%1%ARSS

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRole
metadata:

name: prom-instance

rules:
- apiGroups:
- monitoring.coreos.com
resources:
- scrapeconfigs
— servicemonitors
- podmonitors
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A BT

— probes

— prometheuses

— prometheusrules
verbs:

- get

- list

- watch

- apiGroups:

nn

resources:
— namespaces
— configmaps
— secrets
— nodes
- services
- endpoints
- pods
verbs:
- get
- list
- watch
- apiGroups:
— networking.k8s.1io
resources:
— ingresses
verbs:
- get
- list
- watch
— apiGroups: [ "" ]
resources:
- nodes/metrics
- nodes/proxy
- pods/proxy
verbs:
- get
- list
- watch
— nonResourceURLs: [ "/metrics",
verbs:

- get

tke-kube-state-metrics

RN R @ BRI R (sd) ARTERH]

"/metrics/cadvisor"

]

Prometheus Y2k 55
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A BT

HENA
tke-kube-state-metrics i F H-JE4H {4 kube-state-metrics,
FRo
HEBEERHANREN S
kubernetes Xf 5%
Namespace
i
kube- tke-kube-state-
system metrics
kube- tke-kube-state-
system metrics
tke-kube-state-
metrics
tke-kube-state-
metrics
kube- tke-kube-state-
system metrics
kube- tke-kube-state-
system metrics
kube- tke-kube-state-
system metrics
kube- tke-kube-state-
system metrics
HAPFR A
PR R
Thae

HE TSR AN SR B TR IRAS

IRECKR S Pod FRIE T P 5

BURSE X

K

Statefulset

ServiceAccount

ClusterRole

ClusterRoleBinding

Service

ServiceMonitor

Role

RoleBinding

EZNOSE

#0 K58 57 Kubernetes %

S
i

0.5C512Mi

statefulsets,pods

RN R @ BRI R (sd) ARTERH]

Prometheus Y2k 55

WEWTEERENY APl server, A2 EEBEN SR RIVIRESTE

PR A

SRR X

REAFRAR %

RERFPA MRS, HiRSS A
i

REALE

73 REARAH %

73 REANFRAR %

W RARERR
list/watch

get
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https://github.com/kubernetes/kube-state-metrics

@ Hﬁ i:H_E Prometheus Y%1%ARSS

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRole
metadata:
name: tke-kube-state-metrics
rules:
- apiGroups:
wn
resources:
- configmaps
— secrets

- nodes
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EHBAT

— pods
— services
— serviceaccounts
— resourcequotas
— replicationcontrollers
- limitranges
— persistentvolumeclaims
- persistentvolumes
— namespaces
— endpoints
verbs:
- list
- watch
- apiGroups:
- apps
resources:
— statefulsets
— daemonsets
— deployments
- replicasets
verbs:
- list
- watch
- apiGroups:
— batch
resources:
— cronjobs
— jobs
verbs:
- list
- watch
- apiGroups:
— autoscaling
resources:
— horizontalpodautoscalers
verbs:
- list
- watch
- apiGroups:
— authentication.k8s.io
resources:
— tokenreviews
verbs:
— create
- apiGroups:
— authorization.k8s.io

resources:

RN R @ BRI R (sd) ARTERH]

Prometheus Y2k 55
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EHBAT

— subjectaccessreviews
verbs:
— Create
- apiGroups:
— policy
resources:
— poddisruptionbudgets
verbs:
- list
- watch
- apiGroups:
— certificates.k8s.1io0
resources:
— certificatesigningrequests
verbs:
- list
- watch
- apiGroups:
- storage.k8s.io
resources:
— storageclasses
— volumeattachments
verbs:
- list
- watch
- apiGroups:
— admissionregistration.k8s.io
resources:
- mutatingwebhookconfigurations
— validatingwebhookconfigurations
verbs:
- list
- watch
- apiGroups:
- networking.k8s.io
resources:
— networkpolicies
— ilngresses
verbs:
- list
- watch
- apiGroups:
— coordination.k8s.io
resources:
— leases
verbs:

- list

RN R @ BRI R (sd) ARTERH]
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@ H%i:ﬂﬁ Prometheus ¥R

- watch
- apiGroups:
— rbac.authorization.k8s.io
resources:
— clusterrolebindings
— clusterroles
- rolebindings
— roles
verbs:
- list
- watch
kind: Role
metadata:
name: tke-kube-state-metrics
namespace: kube-system
rules:
- apiGroups:
wn
resources:
- pods
verbs:
- get
- apiGroups:
- apps
resourceNames:
- tke-kube-state-metrics
resources:
— statefulsets
verbs:

- get

tke-node-exporter

HEENA
tke-node-exporter {# I HRIE node exporter, SREFEELEBENYED Node b, FISRREMFAIZEUnixIRIERSGHTE

o

ERBERBNRIRR

kubernetes *f5:

Wi
P TiHH

>f>s
=
o
E

Namespace
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https://github.com/prometheus/node_exporter

A BT

kube-
system

kube-
system

kube-
system

ARG
VA (T SRR

tke-node-

exporter

tke-node-

exporter

tke-node-

exporter

DaemonSet

Service

ServiceMonitor
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0.1C180Mi*node

B
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RERFF
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@ HEEHE Prometheus ¥R
P A% e

ol N R 2024-01-29 15:55:14

HRIE =

SR PR S TN S B R PR, 385 Prometheus IEAEIHEI TS —REE. FAERIATIL,

P25

1. B 3% Prometheus il &,
2. TESLHIFNFRA, IEEEX RIHY Prometheus SEHl,
3 HEASLBIEET, i BEAHD,
A AR PDIER IR, 8 SRR, BT Exporter B B RIERE N Y 277 o
WeBH :
IR RAS &« IEEUN RIVERE], 45 RN [A) =4 T [A]- I R R A% i
SRR MR R €1 & = AR B, A el B H SR IR A N AR G TR
IZREPAER RN 175,
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https://console.tencentcloud.com/monitor/prometheus

@ H%i:ﬂﬁ Prometheus ¥R

1#3d Remote Read 32HU = +EE Prometheus
SRR

o h I E) ¢ 2024-01-29 15:55:14

S (B 77b=

Prometheus #2fit " Remote read #2[1, %3 03X KF—3R %1 Prometheus FHXAYEHEIRA LU B —EdRRE ), A
XAEANAE FH B 2 Prometheus @33 Remote read E2E =4EE Prometheus S5 EHE,

Remote Read fit &

HEFACE prometheus.yml AT :
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@ Hﬁ i:H_E Prometheus Y%1%ARSS

remote_read:
— url: 'http://prom_ip:prom_port/api/vl/read'
read_recent: true
basic_auth:
username: app_id

password: token

HEFA(H A Basic Auth 75 X RI=HEHE Prometheus S5, username A= ApplD, password 25 Prometheus il
> BARER > IRFGHIEH IR Token,
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https://console.tencentcloud.com/monitor/prometheus

@ H%i:ﬂﬁ Prometheus ¥R

Service Address

e rD

e Address httpef1 : IG
1ote Read Address httpe IO
HTTP AF htty o

Fushgateway Address 5}

BLiE Remote read #J Prometheus FBEIHAIE global:external_labels

external_labels Z#FIN17E Remote read FIESEH, IERRY label 7] RE S E A2 75 ERYEIE,
filter_external_labels: false PCIEIIA]LUEESTRF external labels A ZE RS (v2.34 fAS L 32

) -

EHHIEFRIRY series :

XN T 5e MRS series, Prometheus RAEE & I INE RN B RAEREHL— 1 series BUEZH BEHTHY series 7EH

BWGER, AR FHERERAMER,

& Prometheus FY B HBLRFPANEIE L BIARTURTERERVIE N, AR 2X R SR 54,

Remote read SE2XM & I
ViR -

[1 FFEFCETUNANEIT (AR Prometheus:v2.40 WAELIE, (ERRAATREGRDHR 2 ECE T, 1 UL prometheus
B35 3)
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https://prometheus.io/docs/prometheus/latest/configuration/configuration/#remote_read

Prometheus Wf2%fR5%

# remote read HFR prometheus SR api Hitik

url: <string>

# PRR—PHME—FY remote read FELEZFR

[ name: <string> ]

# B promgl HBMEELIT label WMIERMHT ZMIT remote read #EIF
required_matchers:

[ <labelname>: <labelvalue> ... ]

# remote read ZriAEAMTHTAE]

RN R @ BRI R (sd) ARTERH]
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@ H%i:ﬂﬁ Prometheus ¥R

[ remote_timeout: <duration> | default = 1m ]

# HENX remote read 1BRHTHRY headers, TiEE = prometheus JRARGNNEY headers
headers:

[ <string>: <string> ... ]

# FEARHE SEREBARFENII RVERE 2 51T remote read &

[ read_recent: <boolean> | default = false ]

# NE remote read WERINI Authorization header, password password_file —ik—
basic_auth:

[ username: <string> ]

[ password: <secret> ]

[ password_file: <string> ]

# HENX Authorization header BCE
authorization:

# INIEERY
type: <string> | default: Bearer ]
L&mﬁ%%ﬁ, credentials credentials _file ik
credentials: <secret> ]

M HERE

credentials_file: <filename> ]

— = o 3 —

# OAuth2.0IAIE, TEES basic_auth authorization [RIFEER]
ocauth2:
[ <oauth2> ]

# TLS FLE&
tls_config:
[ <tls_config> ]

# XE urL

[ proxy_url: <string> ]

# EWERZOREZ3xx Bk

[ follow_redirects: <boolean> | default = true ]

+ EREH HTTP2
enable_http2: <bool> | default: true ]

$ BETE remote read HYFIN external_labels
[ filter_external labels: <boolean> | default = true ]
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@ EEEHE Prometheus ¥R
Agent H B2 A

ol TSR] ¢ 2024-08-15 17:08:56

(BB /E=

KREHE IDC EIIRSS, FEEE Agent HEHRENE, LIRETEEIER|= E Prometheus 112k, N T =Lk
ARSSHEFEE T SEplrbly, RO RIEE Agent, AL RR RICFATHMEUT S B s b K.

$EY Prometheus S35 A it &

1. BifE Prometheus Wa1EPEil e, RSN N AYSZE] ID/ZFR, (FEAER > IREMUE TR, FKE Remote Write Hilik A1

Token,

ARS5 i

Token il [

Remote Write ittiif '# = m = "=m ~ '~ " ° [f
Remote Read ithfif i IEEE—— =]
HTTP AP Y e I
Pushgateway ithfjf ™= _ == |[q

2. 1& M= {55 DAk APPID,

BN FITEE N 28 AT 2 b 451 BBk

IRHEIREHY RemoteWrite #idlk, $UATA0 T an4y, AIRWLEGEREEESTE 401 Unauthorized o
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https://www.tencentcloud.com/document/product/1116/43163
https://console.tencentcloud.com/monitor/prometheus
https://console.tencentcloud.com/developer

@ Hﬁ i:H_E Prometheus Y%1%ARSS

curl -v —-X POST ${RemoteWriteURL}

253 F )25 vmagent

vmagent 7 DR B2 Prometheus REEALE ] Remote Write VX TIREN T2, AR /4H vmagent
W EshED, @i Systemd B¢ Docker SKEH vmagent, FEZIEAEERIIUSE H 7 Y,

B BhEm
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https://github.com/VictoriaMetrics/VictoriaMetrics
https://docs.victoriametrics.com/vmagent.html

@ HEEHE Prometheus ¥R

-promscrape.noStaleMarkers : A1FRE BIRIER, BOIARAERFTH XBFEIRHY stale marker I E TR FE, KRiE
IR IRIZAT N, BRI TR & o

-loggerTimezone : HEHIHEIFYINX, 541 Asia/Shanghai, Europe/Berlin B{# Local (FIAE
"UTC").

-remoteWrite.tmpDataPath : R 515 HEHR M FEAEHY SRR 1R,

-remoteWrite.url : BHE 5 FIZREF#ERY URL,

-remoteWrite.basicAuth.username : JZFEf7f# -remoteWrite.url Xf WY basic auth A %,
-remoteWrite.basicAuth.password : JZFE{7(i# -remoteWrite.url XfRHY basic auth %5,

-promscrape.config : SREFCEMNFEEE, FILUE XHRREEE HTTP URL, BEZIEE 2% Y,
-promscrape.configChecklinterval : %% -promscrape.config Bt & 2 LAY [AIAIFE, % THELE BRIl 25 kY,

183 Docker B

1. 7E vmagent & i UL PR B GRIR, HEFFEH latest,
2. B AR 1y Prometheus SLHI(E &, B3 vmagent,
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https://prometheus.io/docs/prometheus/latest/querying/basics/#staleness
https://docs.victoriametrics.com/#how-to-scrape-prometheus-exporters-such-as-node-exporter
https://docs.victoriametrics.com/vmagent.html#configuration-update
https://github.com/VictoriaMetrics/VictoriaMetrics/releases/latest

@ Hﬁ i:H_E Prometheus Y%1%ARSS

mkdir /etc/prometheus

touch /etc/prometheus/scrape-config.yaml

docker run -d —--name vmagent —--restart always —--net host -v /etc/prometheus:/etc/pr
-promscrape.noStaleMarkers \\

—-loggerTimezone=Local \\

—remoteWrite.url="${RemoteWriteURL}" \\

—remoteWrite.basicAuth.username="${APPID}" \\
-remoteWrite.basicAuth.password="'${Token}"' \\
-remoteWrite.tmpDataPath=/var/lib/vmagent \\
—-promscrape.config=/etc/prometheus/scrape-config.yaml \\

—-promscrape.configCheckInterval=5s
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@ Hﬁ i:H_E Prometheus Y%1%ARSS

3. &% vmagent Hi&

docker ps

docker logs vmagent

AERIER B3, ATAT e w=BE oK .
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Prometheus Wf2%fR5%

curl localhost:8429/health

iB3E Systemd E#

1. £ vmagent %17 Ui, ARYERRIERSAN CPU 424, THXR vmutils-* IR AL A2IE,
2. B HIA R Y Prometheus SRS, B3I vmagent,
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https://github.com/VictoriaMetrics/VictoriaMetrics/releases/latest

@ Hﬁ i:H_E Prometheus Y%1%ARSS

mkdir /etc/prometheus

touch /etc/prometheus/scrape-config.yaml

cat >/usr/lib/systemd/system/vmagent.service <<EOF
[Unit]

Description=VictoriaMetrics Agent

After=network.target

[Service]
LimitNOFILE=10240
ExecStart=/usr/bin/vmagent \\

-promscrape.noStaleMarkers \\
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@ H%i:ﬂﬁ Prometheus ¥R

-loggerTimezone=Local AR
—remoteWrite.url="${RemoteWriteURL}" \\
—-remoteWrite.basicAuth.username="${APPID}" \\
-remoteWrite.basicAuth.password="${Token}" \\
-remoteWrite.tmpDataPath=/var/lib/vmagent \\
-promscrape.config=/etc/prometheus/scrape-config.yaml \\
—promscrape.configCheckInterval=5s

Restart=always

RestartSec=10s

[Install]
WantedBy=multi-user.target
EOF
systemctl daemon-reload
systemctl enable vmagent
systemctl start wvmagent
sleep 3

systemctl status vmagent

3. EEHE
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Prometheus Wf2%fR5%

journalctl -u vmagent

AERIEH F3, PATATTaA=EE oK .

RN R @ BRI R (sd) ARTERH]

$214 122871



@ Hﬁ i:H_E Prometheus Y%1%ARSS

curl localhost:8429/health

B E

Eolic B XX

YnEEREALE X /etc/prometheus/scrape-config.yaml WNII/EF/MERREITS, *T Prometheus %

BESBERIUSE T,
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https://prometheus.io/docs/prometheus/latest/configuration/configuration/

Prometheus Wf2%fR5%

global:
scrape_interval: 30s
scrape_configs:
— job_name: agent-monitor
static_configs:
- targets:
— localhost:8429

BRECEfG, EiEIl -promscrape.configCheckInterval BWEMNBES 24K,
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@ Hﬁ i:H_E Prometheus Y%1%ARSS

HEEEZERER
PUTAN Fansy, BEEREER, AJUEBREZSEIGHT A,

curl localhost:8429/api/vl/targets
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@ HEEHE Prometheus W%k 5S
7R
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https://www.tencentcloud.com/document/product/1116/55073

@ H%i:ﬂﬁ Prometheus ¥R
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https://console.tencentcloud.com/monitor/prometheus
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https://console.tencentcloud.com/monitor/prometheus
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@ H%i:ﬁ_ﬁ Prometheus ¥R
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@ H%i:ﬂﬁ Prometheus ¥R
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