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@ Eﬁfﬂﬁ AT HTTPDNS

C4

SDK JHi@iifs

Bl
ASHRHEFRITER NN HTTPDNS RS )5, AMAfETER A 1250 A SDK HYHIIHE,

iR SR

& JhEfshfEAT HTTPDNS AR,

RIED R

1. B Bahfgt HTTPDNS B IS,
2. TEEMZE SRS PEIT R BLE, Rl AT R E” BT

3. 1E JFAMCE" HH M, HdiRENA, 1 TEFR :

| Apply for application
Application name Remarks 0S APPID Android APPID Creation time
Qd - [le B MRu3s DAN - mei10 2022-04-18 15:13:38

4. (EFRHTY “FIENMH (HTTPDNS SDK) » & I+, $HEAHKER. AT EFR:
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https://www.tencentcloud.com/document/product/1130/44461
https://console.tencentcloud.com/httpdns

@ ﬁﬁfﬂﬁ AT HTTPDNS

Apply for application ([HTTPDNS SDK) pod

[ma]
T
T

4

VA By S NN D VA E Y
i GEIE) A S R R,
Mp52ERY | ISR SRk 5 1B U T B

1. R, BRI, EHIBIRR % SFR 2 UEH A SDK 24411 APPKey (Android #T1i0OS &—1)
AT EFTR A D EFFREEE U TS, A FEFTR
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@ HEEHE AT HTTPDNS

> Tencent Cloud

Your application for HTTPDNS SDK has been

approved

Dear User,
The application for the HTTPDNS SDK submitted under your Tencent Cloud account
(account ID: 0, name: xxxxxx) has been approved. The ApplD required for connecting to

the SDK has been issued, which can be viewed in the console.

MNote: To use the SDK, you need to replace the information with your account ID and

ApplD. For details, see the above documentation.

Console

Thank you!
Tencent Cloud

This is a system-generated message and please do not reply. If you don't want to receive
these emails in the future, please unsubscribe.

Copyright © 2013 - 2022 Tencent Cloud.
All Rights Reserved.
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@ Eﬁlﬂﬁ AT HTTPDNS

Apply for application

Application name Remarks OS5 APPID Android APPID Creation time

Qo - 0105 W=l 52U35 0AND(L D610 2022-04-15 15:13:38

IR L BRI (bR ARSUERT] #7 3101100



@ Hﬁizﬂﬁ Ehf@HT HTTPDNS

IOS SDK A%
|I0OS SDK & fishs

E I E) - 2023-09-05 09:53:17

v1.8.1 (20234£08H28H)
WrREA

v1.8.0 (20234£07H05H)

dnsip (HTTPDNSHRZIP) SDKMNERIEEE, a8 ELE,
JEATEE E#IRSS (Beacon) BELIEFN T4k

AT,

WIREA

v1.7.0 (20234£05H23H)

SDK K HEAE FIRGE 0T, Fe ATkl M e, FTHS HIRIRSS (Beacon) f% R4k, EUURREIMNG,
BT E RS SDK,

(i sqlite3 & WCDB S2ElAHIZE 17,

WIREA

v1.6.0 (20224£09H06H)

HTG A IS A A BAEITBE

B YRR E TTL A Y 1P,

v1.5.0 (2022408 H12H)

BT 1P ARIELRE,

v1.4.0 (20224E07H11H)

s TR ETI

v1.3.5 (20224£03H14H)
R 2 A8,

v1.3.4 (20224E£03H10H)

E & bugs.

v1.3.3 (20224F02H25H)
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@ Héizﬂﬁ Faf#HT HTTPDNS

SCRFIR A PR
XFRR[EIFTE 1P
XFHEEREIN 1P 2%

v1.3.2 (20224£02H08H)
I REZo e
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@ Eﬁizﬂﬁ Hahfght HTTPDNS
IOS SDK £ A

o IS E] ¢ 2023-10-18 10:41:34

LERaN

Fafgt HTTPDNS HYEEIRER N 7 ARGE L T2 5 R1L St LocalDNS fiftf SEIEIR I IRl i AR5
&o JFHEDNEER HTTP I HBCERAEStHY DNS X, AT, KRB S a] RENE,

ATHAME S

1. FFEE NN HTTPDNS fiRSS, ¥EIES U JHif s fi#tt HTTPDNS,

2. IR HEfG, EFAERENENT HTTPDNS #6IG Nt i v, HEEBIES W IS,

3. (ER BT HTTPDNS #:5 HiEHE A SDK, 1EIEIES WL JHii SDK,

4. SDK J1id@J5, FaEhf@tt HTTPDNS FEAME I BIfZAY ID. AES H1 DES /%240 & HTTPS Token &SR, &
AIRGHE AR E TUHEE, W FEFR

Development Configuration Authorization 1D 7e 14 v 1

Authentication information (i)

- DES encryption Supported AES encryption Supported
Resolving Suspend Key e @ | 2 Key s @ 3
Apply for application
Application name Remarks i0% APPID Android APPID
QaQ - 0I0S! m m ;2U35 0ANEE = Fa 0610

fiiFH iOS SDK T RIREXAYECEANT -

TRID : [EHESIfENT HTTPDNS ARSSH, FFRFLENME—FRIN, SDKH dnsid S8, F TG MITER,
DESHIZE#H : SDK '  dnskey B8, MNE 75\ DES BHE A LI,

AESINZERSH - SDKH dnskey B, M%7 AES BHE A LR,

HTTPSHN#Token : SDKH' token B, MN%E AN HTTPS IHE A LI,

I0S APPID (FJi%) : B =iEfEBIERS, HTBE Lk,
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https://www.tencentcloud.com/document/product/1130/44461
https://www.tencentcloud.com/document/product/1130/44465
https://www.tencentcloud.com/document/product/1130/44474
https://console.tencentcloud.com/httpdns/configure

@ Hﬁizﬂﬁ AT HTTPDNS

gee SRRy

SDK oAl T #tiit,
SDK JFs 4 ik,

£y} 3 FH A

%A “Build Setting->C++ Language Dialect” FCiE Y “GNU++98”, “Build
MSDKDns.xcframework Setting->C++ Standard Library” 7 “libstdc++(GNU C++ standard
library)” 19 L%,

MSDKDns_intl.xcframework MSDKDns.xcframework HJE FRubhA

38 FH TN IELE 77 5119 “GNU++117"F1“lbc++(LLVM C++ standard

MSDKDns_C11.xcframework ) .
library with C++11 support)”f T2,

MSDKDns_C11_intl.xcframework =~ MSDKDns_C11.xcframework H9[E Rtk A

TR
1 {5 FH EIRRBE A, A LA B AT EHTTPDNSEIBRIEZEHI & kAL, TEIEIES W [E Rz A SRy,

SDK £k

Bl f#ET HTTPDNS 2 4L T MR AT =kt 10S FF A E I HE
#3 CocoaPods %,

TN

1@ CocoaPods #i%
1. £ TR Podfile BEEAIIA LA -

RN R @ BRI R (sd) ARTERH] 11 101101


https://github.com/tencentyun/httpdns-ios-sdk/tree/master/HTTPDNSLibs
https://github.com/DNSPod/httpdns-sdk-ios
https://www.tencentcloud.com/zh/document/product/1130/44472

@ Hﬁ i:H.E Faf#HT HTTPDNS

# iEH“Build Setting->C++ Language Dialect”BREN**“GNU++98”**, “Build Setting->C++ S
pod 'MSDKDns_intl'

# EATIZP L E 2B *“GNU++117 **f]**“1ibc++ (LLVM C++ standard library with C++11 s

# pod 'MSDKDns_Cl1_intl'

2. fRFHAIT pod install , BEEEHEZN .xcworkspace HIXHFTH T,
ViR
XF cocoaPods NHEZ(ER, EEH CocoaPods E 77 Wik,

FEIRK
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https://cocoapods.org/

@ Hﬁizﬂﬁ AT HTTPDNS

FENRRAT LS E LT RA

Objective-C Demo itk

Swift Demo T ik,

PUTLUT B

1. 5| A#HE (M F HTTPDNSLibs H3& T)
MSDKDns_C11_intl.framework (&% MSDKDns_intl.framework, H#E T F2fC & EH —)
2. 5I ARG

libz.tbd

libsqlite3.tbd

libc++.tbd

Foundation.framework
CoreTelephony.framework
SystemConfiguration.framework
CoreGraphics.framework
Security.framework

TR

THTE Other linker flag BLAIIA -ObjC Frik,

SDK #J4a1t.

POV R
£ Objective-C T H H,
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https://github.com/tencentyun/httpdns-ios-sdk/tree/master/HTTPDNSDemo
https://github.com/tencentyun/httpdns-ios-sdk/tree/master/HTTPDNSSwiftDemo

¥ afigtt HTTPDNS

// oS PERERANTT 55

DnsConfig config = {
.dnsId = dns¥fid, // MBEBHENT G SIS HIREY,
.dnsKey = Q"IIZ%ZH",
.encryptType = HttpDnsEncryptTypeDES,
.debug = YES,
.timeout = 2000,
bi
[ [MSDKDns sharedInstance] initConfig: &config];

// SR DRI T A
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@ Hﬁ i:H.E Faf#HT HTTPDNS

DnsConfig *config = new DnsConfig();

config->dnsId = dnsf&fid; // MESIEREIRTER G TR, AIUSE Lo milikes - EE, «
config->dnsKey = @"MZEZEH";

config->encryptType = HttpDnsEncryptTypeDES;

config->debug = YES;

config->timeout = 2000;

[ [MSDKDns sharedInstance] initConfig: config];

1£ Swift T H 1,

let msdkDns = MSDKDns.sharedInstance () as? MSDKDns;
msdkDns?.initConfig(with: [
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@ Hﬁizﬂﬁ AT HTTPDNS

"dnsId": "dnsfZAid", // MESENRBIRSEGRIE IR, RIMSE o riilliEs (R, «&
"dnsKey": "MIZZEH",
"encryptType": 0, // 0 —> des, 1 -> aes, 2 —> https

e NSk

HEKIE

)2 SDK I HE (1% & DnsConfig H debug 25 YES) , #(EIFTHIFY api name:HDNSGetHostByName,
data: { ... } H&, }HHK& HTTPDNS (H&E W hdns_ip) il LocalDns (H&E F M Idns_ip) MXH&E, A
LURIAERE A SES A

key 4 hdns_ip J;2 HTTPDNS A I VAR HTES 3R,

key 7 hdns_4a_ips V52 HTTPDNS AAAA iC VRN S B
415 hdns_ip 3¢ hdns_4a_ips 1~ 22, M AE#EE A,
key 4 ldns_ip /2 LocalDNS HIf#EMTEE SR,

e

AN P LS5 5 host 487E, BIANZEE T host BY HTTP kS5 EE /& cdn HUARSS, ARATEA HTTPDNS iR[EIRY IP %
s URL i UG, IEFRESRSE T HTTP kY host FEx, /~HIIANT -

NSURLConnection

NSURLSession

curl

Unity B9 WWW $2[1
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@ Hﬁ i:H.E Faf#HT HTTPDNS

NSURL *httpDnsURL = [NSURL URLWithString:@"{HENfEsEipBHERNURL" ] ;
float timeoOut = BEAYEERETME];

NSMutableURLRequest *mutableReq = [NSMutableURLRequest requestWithURL:httpDnsURL ca
[mutableReqg setValue:@"FHE#" forHTTPHeaderField:@"host"];
NSURLConnection *connection = [[NSURLConnection alloc] initWithRequest:mutableReq d

[connection start];
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@ Hﬁ i:H.E Faf#HT HTTPDNS

NSURL *httpDnsURL = [NSURL URLWithString:@"{#HEN4sEipBHENURL" ] ;

float timeout = KEHJEENEE;

NSMutableURLRequest *mutableReq = [NSMutableURLRequest requestWithURL:httpDnsURL ca
[mutableReqg setValue:@"JFHE#" forHTTPHeaderField:@"host"];
NSURLSessionConfiguration *configuration = [NSURLSessionConfiguration defaultSessio
NSURLSession *session = [NSURLSession sessionWithConfiguration:configuration delega
NSURLSessionTask *task = [session dataTaskWithRequest:mutableReq];

[task resume];

RIZIEELT 7] www.qg.com, 35 HTTPDNS f##T HISRAY IP 9192.168.0.111, BB sd LT 77 =X AR :
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¥ afigtt HTTPDNS

curl -H "host:www.qqg.com" http://192.168.0.111/aaa.txt.
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@ Hﬁ i:H.E Faf#HT HTTPDNS

string httpDnsURL = "{fHMENTEERipBHENURL;

Dictionary<string, string> headers = new Dictionary<string, string> ();
headers["host"] = "JFIH";
WWW conn = new WWW (url, null, headers);

yield return conn;
if (conn.error != null) {

print ("error is happened:"+ conn.error);
} else {

print ("request ok" + conn.text);
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@ Hﬁ i:H.E Faf#HT HTTPDNS

Kol AHLR M T HTTP [CHE, WA 7 HTTP (R, HESCRESA HTTPDNS (s 44 .
R A A T HTTP K5 :

— (BOOL) isUseHTTPProxy {
CFDictionaryRef dicRef =

CFNetworkCopySystemProxySettings () ;
const CFStringRef proxyCFstr =

(const CFStringRef)CFDictionaryGetValue (dicRef,
NSString *proxy = (__bridge NSString *)proxyCFstr;
if (proxy)
return YES;
} else {

return NO;

RN R @ BRI R (sd) ARTERH] %21 4101101



@ Hﬁ i:H.E Faf#HT HTTPDNS

M2 AR 7 HTTPS AU ¢

— (BOOL) isUseHTTPSProxy {
CFDictionaryRef dicRef = CFNetworkCopySystemProxySettings () ;
const CFStringRef proxyCFstr = (const CFStringRef)CFDictionaryGetValue (dicRef,
NSString *proxy = (__bridge NSString *)proxyCFstr;
if (proxy) |
return YES;
} else {
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@ Héizﬂﬁ Faf#HT HTTPDNS

return NO;
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@ Héizﬂﬁ Hahfght HTTPDNS
|IOS SDK API £

ol I E]  2023-07-11 10:51:58

B FFEAE R
RAE X
PiRA :

(V1.7.0 J&57] sdkH & _ERAES) Bzl & 12l
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@ Hﬁizﬂﬁ AT HTTPDNS

53
‘k*/
typedef enum {
HttpDnsEncryptTypeDES = 0, // DES %
1, // AES W%
HttpDnsEncrypt TypeHTTPS = 2 // HTTPS fN%

HttpDnsEncryptTypeAES =
} HttpDnsEncryptType;
/**

TpHbEEY
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@ ﬁﬁfﬂﬁ AT HTTPDNS

**/

typedef enum {

// sdk B
, // A¥Fripva
// RZFFipve
/] SEERI I

~

HttpDnsAddressTypeAuto =
HttpDnsAddressTypelPv4d =
HttpDnsAddressTypelPv6 =
HttpDnsAddressTypeDual

w N = O
~

~

} HttpDnsAddressType;

/**

**/

(LW AL
TERERAIEB RIS (https://console.tencentcloud.com/httpdns/configure) FFi

typedef struct DnsConfigStruct {

NSString* appld; // BJi%, NMAID, BBH=HERIEHIERE, HTERE LR

int dnsId; // #&#X1Dp, BBIR=AEGIEHIEGE A EEEEHGEE

NSString* dnsKey; // HWZE%EEH, MEHRN AEs. pEs WME, BEIRRIEHIE HE 5 A 15 BEAE 2]
NSString* token; // MI% token, M#ZEH RN HTTPS W ME

NSString* dnsIp; // [vi.8.0MblEsokNEREAE, LFHEEE] aTTPDNS ARG 1P, HTTP PHMAR
BOOL debug; // &fifFEDebugHi&, YES : B, No @ ki, BUEKAMERIE, 1ERX L1k
int timeout; // Alik, HEHFEE, #fims, WEEO, NEHBAIAE2000ms
HttpDnsEncryptType encryptType; // %%%Wm%?ﬁ&ﬁ

HttpDnsAddressType addressType; // TEEREINpHlkIER | ERIAH HttpDnsAddressTypeAs
NSString* routelp; // RJi%E, DNs 1EKM ECcs (EDNS-Client-Subnet) {H, ERIANEW T HTTPD
BOOL httpoOnly;// AJi%, BHELURE] httpeDns fEMTEER, BRIN false, B nttpDns MENTRIGH
NSUInteger retryTimesBeforeSwitchServer; // BIiE, UJHtipZBIEARE, BRIA3IX
NSUInteger minutesBeforeSwitchToMain; // AJi%, REYIEFipEFEAE, ERA1077%h

BOOL enableReport; // [V1.7.0 JKFF] sdkHE _LIREEST & HEH]

} DnsConfig;

BOFEH
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@ Hﬁ i:H.E Faf#HT HTTPDNS

/ * *
BENFERMEE (BIRWSER)

@param config WFHELELKIMA

@return YES:IREMI NoO:IKEKRIK

w/

- (BOOL) initConfig: (DnsConfig *)config;

/**
* @3y Dictionary HLE, FEXZ¥%E DnsConfig 45K, AITIRE switt TiH, AR swift TDIHPLEE

*

RN R @ BRI R (sd) ARTERH] %27 101101



@ Hﬁizﬂﬁ AT HTTPDNS

* @param config HCLE
* @return YES : KBEMI NO | BEKIK
=/
- (BOOL) initConfigWithDictionary: (NSDictionary *)config;

/**

* NI, BNAEEEBE RSN G, YaifRHEIIREZ 8 M. (TEFEILN A,

* SREMCES @ [ [MSDKDns sharedInstance] WGSetPreResolvedDomains:@[@"dnspod.com", @"dns
* (@param domains B

=/

- (void) WGSetPreResolvedDomains: (NSArray *)domains;

/**

~ Rt R AahilE, DB HITECE, YAiREIAREZ 8 NMEf.

* SRBIMCHES ¢ [ [MSDKDns sharedInstance] WGSetKeepAliveDomains:@[@"dnspod.com", @"dnspc
* (@param domains B

w/

— (void) WGSetKeepAliveDomains: (NSArray *)domains;

/**
* R Ip IR, BEBENMAIRCS, MR EITRER I AR T IR R, R ERSIERHTISHEE, L
*/

- (void) WGSetIPRankData: (NSDictionary *)IPRankData;

/**

* WEREGAFREITTLE AN e, BN K]

* WENtruel, REFRBIZENENER, BERENERE 0, BEERFERKNEFCTIN, 2FPK
Y/

- (void) WGSetExpiredIPEnabled: (BOOL)enable;

/ * %
* RER S IBHARER ALRIFIIRE, BOAKH]
*/

— (void) WGSetPersistCacheIPEnabled: (BOOL)enable;

EE
HTTPDNS SDK 2% Bt (LRI, @URIELIRIGOUERD, MATDIEHEMM, Al ST =R R LK
%O

A LLESEECE  (void) WGSetExpiredIPEnabled: (true)enable; Ml (void)
WGSetPersistCacheIPEnabled: (true)enable; XRSCHURW DNS &f7,

ZYRE BETEIR R AF an PR A S BRI BORE, FAMCER TR b — R R R A, 78 App B3N, &M%k
B AR AT S R

TAEMERZAT IP Ny BT 1P (TTL D |, ZThReE A TR FERE 1P, SRMAIHEE TTL I8, RZBEUIEH T
ZIPABREIEH A, RIeREIRFRS IR, RN 55 L EmTIRSS, EH%T,

RN R @ BRI R (sd) ARTERH] #3528 3101101



@ Hﬁizﬂﬁ AT HTTPDNS

SRVL DNS B Kttt B W, TiEmdheefs, 1RM00, RS RERITIRS, BEH%E,
TEE R ZYIREfG 75 HAT LocalDNS FEE, Bl @i il B T ARSS  (void) WGSetPreResolvedDomains:

(NSArray *)domains; o

ARV SRS 25 IP LB E, SHEHRFEBNET  (void) WGSetKeepAliveDomains: (NSArray

*)domains; . THfENTHE (void) WGSetPreResolvedDomains: (NSArray *)domains; , LABALREEAT
£E L HERATE,

RBIRHES

BOE ARG

£ Objective-C Wi H 1,
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@ Hﬁ i:H.E Faf#HT HTTPDNS

DnsConfig *config = new DnsConfig();
config->dnsIp = @"HTTPDNS fR%E#i1P";
config->dnsId = dnsf%i%id;

config->dnsKey = @"MIZEZEH";
config->encryptType = HttpDnsEncryptTypeDES;
config->debug = YES;

config->timeout = 2000;

[ [MSDKDns sharedInstance] initConfig: config];

& Swift I H H,
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let msdkDns = MSDKDns.sharedInstance () as? MSDKDns;
msdkDns?.initConfig(with: [

"dnsIp": "HTTPDNS fR&%sIP",
"dnsId": "dnsiZfXidr",
"dnsKey": "MNZZH",

"encryptType": 0, // 0 —> des, 1 -> aes, 2 —> https

RN R @ BRI R (sd) ARTERH]
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@ Hﬁizﬂﬁ Hahfght HTTPDNS
A T 2 1

IREL IP EELLTAMED, 5 ASKSef:, AN DR,

[EEZEAN]

BN WGGetHostByName: ;

HEEH GR[EFEA IP) WGGetHostsByNames: ;

ftE#EW GR[EFTE IP) WGGetAllHostsByNames: ;

TR

A4 I RH2E, BEFRERRASE U RP#EO,

AR

BN WGGetHostByNameAsync:returnlps: ;

LEEW GREHA IP) WGGetHostsByNamesAsync:returnlps: ;

HE#EW CR[EFTE IP) WGGetAllHostsByNamesAsync:returnlps: ;

BB RANT -

BAEW | ANEIRERE] NSArray, EEKER2, HAPE—MEN IPva Hillk, 25 =/MEN IPve ik, ITH
R[S A TEGHERA

IPv4 T, {GR[E] IPv4 tiht, BMREFSZEN © [ipv4, 0],

IPve T, {GR[E] IPve Hihl, BMR[EFSZN : [0, ipv6].

BARMLE T, KEIfEMTE] IPv4&IPVEe (WIERFEE) sk, BLKEHREY : [ipv4, ipvé],

AT 2RI, IR [E1[0, 0], MkZS5EHTEFH WGGetHostByName #2111 R[17]

HEEE GREIEA IP) : HEEIWEIRE NSDictionary, key A&, value Jy NSArray, [EEKEN
2, HAME—MEN IPv4 ik, 55 =AMER IPve Hitik, LUT R ERS TR

IPv4 T, {GRE] IPv4 ik, BLREFEECH @ {"queryDomain” : [ipv4, 0]}

IPv6 T, {GR[E IPve ik, ElR[EF&EEN @ {"queryDomain" : [0, ipv6]}s

MEELE T, REIfENTE] IPv4&IPve (ANSRFE(E) Hidik, BLREIREACH : {"queryDomain" : [ipv4, ipv6]}.

fiEkT KM, 3R[E{"queryDomain" : [0, 0]}, M55 EE#THH WGGetHostsByNames % [18[1T],

HEEE GREIFTA IP) : HEEIWEI1K[E NSDictionary, key N#&EIHIYIE®, value y NSDictionary, &P
key (ipv4. ipv6) , XfRAY value i NSArray M5, KA ipv4/ipve fEATEE R 1P, LUT iR A48 =AY TEH 1
B

REEFHN ¢ {"queryDomain” : { "ipv4": ], "ipv6": [}

HfAIERIPvefE =

i IPve sk T URL IEKIN, TRARINGHES] AT, B0 0 nttp://[64:ff9b::b6fe:74751/ o

A0 1Pve ik o0, NIEHEEEA 1Pv4 stidikiZE$z,

A 1Pv4 sk o0, NIEEM A 1Pve hbikizdz,

A 1Pv4 A1 IPve k&R 90, W% P e AR e 6 I N i HE T4, (EARSe 5 0 N R 9 55 — 4
Hitil,
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@ Hé i:H.E Faf#HT HTTPDNS

i/} SDK /5 \#& A HTTPDNS, # HTTPDNS K& HE|fAATEEE, NET LocalDNS AT A AT, JR[E]
LocalDNS HYfiEtT&5 3R,

I iRt Ol

OB
WGGetHostByName., WGGetHostsByNames

O
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@ Hﬁizﬂﬁ AT HTTPDNS

/**

B R Ry GRREED)

@param domain 1%

@return EHEIN 1P FdH, B (1s) EEAREWERME [0, 01 %A
%/

- (NSArray *) WGGetHostByName: (NSString *) domain;

/‘k‘k

B E R T GERAED)

@param domains IRFEH

@return EIFHFIW 1P FH

%/

— (NSDictionary *) WGGetHostsByNames: (NSArray *) domains;

BIRES
B OEHRA]
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@ Hﬁ i:H.E Faf#HT HTTPDNS

/] BB ER
NSArray *ipsArray = [[MSDKDns sharedInstance] WGGetHostByName:
if (ipsArray && ipsArray.count > 1) {

NSString *ipv4 = ipsArray[0];

NSString *ipv6 = ipsArray([l];

@"gg.com"];

if (![ipv6 isEqualToString:@"0"])

//ToDO fHH 1Pve HuMEIME(T UrL EEN, EEMKK, 1pve THAES [1#HITAM, HA0 : ntty
} else if (![ipv4 isEqualToString:@"0"]) {

//ER 1Pva HihbEATIERS
} else {

//FEIBOLREN0, 0, B EI{—X
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@ Hﬁizﬂﬁ AT HTTPDNS

// HEBHEN

NSDictionary *ipsDict = [[MSDKDns sharedInstance] WGGetHostsByNames: @[Q@"gg.com", @
NSArray *ips = [ipsDict objectForKey: @"gg.com"];

if (ips && ips.count > 1) {

NSString *ipv4d = ips[0];
NSString *ipv6 = ips[1l];
if (![ipv6 isEqualToString:@"0"])
//ToDO fHH 1pve HuMEME(T UrRL EER, EEMKK, 1pve THIAES [1#HITAM, HA0 : ntty
} else if (![ipv4 isEqualToString:@"0"]) {
/ /M 1pva HUHEEHATIERE

} else {
// FEBOLREA, 0, BINER—RX

SRR O
BO&F

WGGetHostByNameAsync, WGGetHostsByNamesAsync

BOFH
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@ Hﬁ i:H.E Faf#HT HTTPDNS

/**

W s Rt GEHRED)

@param domain %

@param handler REIEFEN 1p A, BN (1s) sEREBERE [0, 0] %

=y

- (void) WGGetHostByNameAsync: (NSString *) domain returnIps: (void (") (NSArray *ips

/ * x
it E R BT R

@param domains IRHEAH
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@ ﬁﬁfﬂﬁ AT HTTPDNS

@param handler REIEFFNWIpTFH, &K (1s) sFREBEGRE {"queryDomain" : [0, 0]
=y
- (void) WGGetHostsByNamesAsync: (NSArray *) domains returnIps: (void (") (NSDictionar

RS

TR

VS5 RE B B oKk, AR —ME A

il

w2

BRI RREE RS, ERNER, ETIEEERE,

R ATRIERER S SKEBRE ERR [F145 T THE TR IEHARAE,
R L SRR O R O R 8 7,
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¥ afigtt HTTPDNS

/] BB ER

[ [MSDKDns sharedInstance] WGGetHostByNameAsync:@"qgqg.com" returnlIps:” (NSArray *ipsAr

/ ERERIE I ARG, ERNGER, BATIERRE
if (ipsArray && ipsArray.count > 1) {
NSString *ipv4 = ipsArray|[0];
NSString *ipv6 = ipsArray[l];
if (![ipv6 isEqualToString:@"0"]) <
//ERE Y 1Pve MIMHREIER, RJefEA ipveitidil
//Topo f#f 1pve MMEMEAT UrL EIEE, FEMK, 1pPve
} else if (![ipv4 isEqualToString:@"0"]) {

//EE TPva Ml TIERE

RN R @ BRI R (sd) ARTERH]
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@ ﬁﬁfﬂﬁ AT HTTPDNS

} else {
// FHEIEOREIR, 0, BIXERK—X

}
i
// MEBALEN
[ [MSDKDns sharedInstance] WGGetHostsByNamesAsync:Q@[@"gg.com", @"dnspod.cn"] returnl
[/ EREREN SRS NG, ERNER, HATEERE
NSArray *ips = [ipsDict objectForKey: Q@"gg.com"];
if (ips && ips.count > 1) {
NSString *ipv4 = ips[0];
NSString *ipvé6 = ips[1l];
if (! [ipv6e isEqualToString:@"0"]) <
//ERE . Hipve bR e, (LSEfMH ipveitiit
//ToDO M 1Pve HUHLMEAT UurL N, FEEMI, 1pve FTIGHES [1HEATALER, BIAD
} else if (![ipv4 isEqualToString:@"0"]) {
//ER 1Pva HBHBEATIERE
} else {

/ /S HEBOURENO, 0, B E—X

Pl

LHRER, EEZERNRELSR, WLEE, W result 9 nil,

R L WSTR[ T A BRI SS, [ERARAE, FIEFRER, EREINRESEFIETIEENEEERE, 2
SR T RS HE I AR AT RER AT RE 25T 100ms A& 1o

TR L BB —KIERI, result — @2 nil, FALSSEINACIEIZHE,
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¥ afigtt HTTPDNS

_ _block NSArray* result;

[ [MSDKDns sharedInstance] WGGetHostByNameAsync:domain returnlIps:” (NSArray *ipsArray

result = ipsArray;
I
[/ ETEFR, WJEEREIREFLER, WE%EF, W result N nil
if (result) {
/ /RN RIFEER, BATIER SR E
} else {
[/ ARREREREAE, W55 A EFEGZHE
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@ Héizﬂﬁ Faf#HT HTTPDNS

|IOS SDK s £
HTTPS (GE SNI) &=

I ] ¢ 2023-06-12 14:49:11

JR

FEMHTUEBRARNS, R IP SRS, B TIEH R,

Demo /i~

NSURLConnection #RH5l
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@ Hﬁ i:H.E Faf#HT HTTPDNS

#pragma mark - NSURLConnectionDelegate

— (BOOL)evaluateServerTrust: (SecTrustRef) serverTrust forDomain: (NSString *)domain {

/ / QI UE PR SR
NSMutableArray *policies = [NSMutableArray array];
if (domain) {
[policies addObject: (__bridge_transfer id)SecPolicyCreateSSL(true, (__bridg
} else {
[policies addObject: (__bridge_transfer id)SecPolicyCreateBasicX509()];
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@ Hﬁizﬂﬁ AT HTTPDNS

/ /SR EASS RIS B AR S5 S IE 5 b

SecTrustSetPolicies (serverTrust, (__bridge CFArrayRef)policies);

/ /P SET serverTrust & AIBIE,

//ERBVFE result = kSecTrustResultUnspecified B kSecTrustResultProceed HYIEM T
//https://developer.apple.com/library/ios/technotes/tn2232/_index.html

//*®F SecTrustResultType HIFHERIES#E SecTrust.h

SecTrustResultType result;

SecTrustEvaluate (serverTrust, é&result);

return (result == kSecTrustResultUnspecified || result == kSecTrustResultProcee

— (void)connection: (NSURLConnection *)connection willSendRequestForAuthenticationCh
if (!challenge) {

return;

//URL HHEHK host TEMEA HTTPDNS HYIEN FHIZEMK T 1P, HAEM HTTP Header AERHNE SN
NSString *host = [[self.request allHTTPHeaderFields] objectForKey:@"host"];
if ('host) A

host = self.request.URL.host;

/ /W challenge WEMHKIUESGERESE NSURLAuthenticationMethodServerTrust (HTTPS #&
/ /ERABLE S 5k /7 BRSO T T ERARI NS 15 KR,

if ([challenge.protectionSpace.authenticationMethod isEqualToString:NSURLAuthen

if ([self evaluateServerTrust:challenge.protectionSpace.serverTrust forDoma

//BESELUGE, FEMIE— NSURLCredential KIEZHBARS

NSURLCredential *credential = [NSURLCredential credentialForTrust:chall
[[challenge sender] useCredential:credential forAuthenticationChallenge
} else {

/ /BRI, BUHXR IR IR
[[challenge sender] cancelAuthenticationChallenge:challenge];

I3
} else {

/ /R T HABBUE V5 ERIE A T AL PR AR

[[challenge sender] continueWithoutCredentialForAuthenticationChallenge:cha

NSURLSession #Z R4
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@ Hﬁ i:H.E Faf#HT HTTPDNS

#pragma mark - NSURLSessionDelegate

— (BOOL)evaluateServerTrust: (SecTrustRef) serverTrust forDomain: (NSString *)domain {

/ / QI UE PR SR
NSMutableArray *policies = [NSMutableArray array];
if (domain) {
[policies addObject: (__bridge_transfer id)SecPolicyCreateSSL(true, (__bridg
} else {
[policies addObject: (__bridge_transfer id)SecPolicyCreateBasicX509()];
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@ Hﬁizﬂﬁ AT HTTPDNS

/ /SR EASS RIS B AR S5 S IE 5 b

SecTrustSetPolicies (serverTrust, (__bridge CFArrayRef)policies);

/ /P SET serverTrust & AIBIE,

//ERBVFE result = kSecTrustResultUnspecified B kSecTrustResultProceed HYIEM T
//https://developer.apple.com/library/ios/technotes/tn2232/_index.html

// X FsecTrustResultTypelVIE4ERIESE SecTrust . h

SecTrustResultType result;

SecTrustEvaluate (serverTrust, é&result);

return (result == kSecTrustResultUnspecified || result == kSecTrustResultProcee

— (void)URLSession: (NSURLSession *)session task: (NSURLSessionTask *)task didReceive
if (!challenge) {

return;

NSURLSessionAuthChallengeDisposition disposition = NSURLSessionAuthChallengePer
NSURLCredential *credential = nil;

/ I AREUF A A 15 R

NSString *host = [[self.request allHTTPHeaderFields] objectForKey:@"host"];

if ('host) {
host = self.request.URL.host;

}

if ([challenge.protectionSpace.authenticationMethod isEqualToString:NSURLAuthe
if ([self evaluateServerTrust:challenge.protectionSpace.serverTrust forDoma

disposition = NSURLSessionAuthChallengeUseCredential;

credential = [NSURLCredential credentialForTrust:challenge.protectionSp
} else {
disposition = NSURLSessionAuthChallengePerformDefaultHandling;
I3
} else {

disposition = NSURLSessionAuthChallengePerformDefaultHandling;

// NFTHMEY challenges BEREEHEIANEIES R

completionHandler (disposition, credential) ;

Unity B9 WWW #0736

¥ Unity TR SN Xcode THEf5, FTJF Classes/Unity/ WWWConnection.mm 2 {4, B Fibfag :
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@ Hﬁ i:H.E Faf#HT HTTPDNS

//const char* WWWDelegateClassName = "UnityWWWConnectionSelfSignedCertDelegate";
const char* WWWDelegateClassName = "UnityWWWConnectionDelegate";
PRy -

RN R @ BRI R (sd) ARTERH] %48 101101



@ Hﬁ i:H.E Faf#HT HTTPDNS

const char* WWWDelegateClassName = "UnityWWWConnectionSelfSignedCertDelegate";
//const char* WWWDelegateClassName = "UnityWWWConnectionDelegate";
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@ HEFHE Hahfght HTTPDNS
HTTPS (SNI) 7%

BT TN E] ¢ 2023-06-06 10:50:29

i P

SNI (Server Name Indication) &9 T gk —MARSS 28 H Z M FIERRY SSL/TLS ¥, TAFEFRANT -
TEEREFINRSS 8T SSL HE#E Z i Se &k 2 Rk iV # (Hostname)

e 55 A AR R AN A K B — S s R IE

AR, MR PR HTTPDNS TS, 75K URL FHY host 20 HTTPDNS fiddfr ik iy 1P, &
BRSS SARER IR AT IS 1P, EFHREICECHIES, RABREERIAIEREE ARE], Frilas B
SSU/TLS #EFARINHIHIR,

H T i0S _EJZM4%ZE NSURLConnection/NSURLSession %G 14 31T SNI FERVRLE, KL r] DI el
NSURLProtocol $£EM&&1ER, A H CFHTTPMessageRef @l NSInputStream SZf3##1T Socket J&(5, FFi%
& H: KCFStreamSSLPeerName 1H,

FEFENE, #H NSURLProtocol £2# NSURLSession &2 POST &Kk, HTTPBody NZ%2, R RAW
o

fifi il NSURLConnection & POST &K,

SefF HTTPBody /A HTTP Header field #, #X/51E NSURLProtocol HFFHEXH >k,

Demo /4]

FE M 251 KA NSURLProtocol F2€, 1E/RfFIHY SNIViewController.m H,
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@ Hﬁ i:H.E Faf#HT HTTPDNS

// FEMHEEIEREY NSURLProtocol
[NSURLProtocol registerClass: [MSDKDnsHttpMessageTools class]];

// THEEE sNI B URL
NSString *originalUrl = @"your url";

NSURL *url = [NSURL URLWithString:originalUrl];
NSMutableURLRequest *request = [[NSMutableURLRequest alloc] initWithURL:url];
NSArray *result = [[MSDKDns sharedInstance] WGGetHostByName:url.host];

NSString *ip = nil;
if (result && result.count > 1) {
if (![result[l] isEqualToString:@"0"]) {
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@ ﬁﬁfﬂﬁ AT HTTPDNS

result[1];

ip
} else

—~

ip = result[0];

}
// i@t HTTPDNS ZREX 1P AkYh, #7 urn B#Al nost LiKE

if (ip) A
NSRange hostFirstRange = [originalUrl rangeOfString:url.host];
if (NSNotFound != hostFirstRange.location) {
NSString *newUrl = [originalUrl stringByReplacingCharactersInRange:hostFirs
request .URL = [NSURL URLWithString:newUrl];

[request setValue:url.host forHTTPHeaderField:@"host"];

// NSURLConnection MIF
self.connection = [[NSURLConnection alloc] initWithRequest:request delegate:self];
[self.connection start];

// NSURLSession 7T

NSURLSessionConfiguration *configuration = [NSURLSessionConfiguration defaultSessio
NSArray *protocolArray = @[ [MSDKDnsHttpMessageTools class] 1;
configuration.protocolClasses = protocolArray;

NSURLSession *session = [NSURLSession sessionWithConfiguration:configuration delega
self.task = [session dataTaskWithRequest:request];

[self.task resume];

// F* i NSURLProtocol ¥#] NSURLSession K pPosST EXRMK, HTTPBody HNZZ

/] BRRTTREWA -

// 1. f#f] NSURLConnection & POST 1EXK,

// 2. %R HTTPBody M{A HTTP Header field ™, ZJGTE NSURLProtocol HEHUHEK,

// P EEERE AR TT R

// NSString *postStr = [NSString stringWithFormat:Q@"paraml=%Q@&param2=%Q@", @"vall",
// [_request addValue:postStr forHTTPHeaderField:Q@"originalBody"];

// _request.HTTPMethod = Q"POST";

// NSURLSessionConfiguration *configuration = [NSURLSessionConfiguration defaultSes
// NSArray *protocolArray = @[ [CFHttpMessageURLProtocol class] ];

// configuration.protocolClasses = protocolArray;

// NSURLSession *session = [NSURLSession sessionWithConfiguration:configuration del
// NSURLSessionTask *task = [session dataTaskWithRequest:_request];

// [task resume];

{5 FH T A
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@ Hﬁ i:H.E Faf#HT HTTPDNS

BT B 1B A SRS SR E AR

#pragma mark - SNI iﬁ%, 1XU§JHE]—>7\'E[]EI, Ve 2

/**

SNT it FIRE TR EEEIIEA SR
R FNZAR TIRE, (28 sNT 5 TR, BB st TS

@param hijackDomainArray a8 5ai—axiyiEi$%3

*/
— (void) WGSetHijackDomainArray: (NSArray *)hijackDomainArray;
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@ ﬁﬁfﬂﬁ AT HTTPDNS

/**

SNT it P IRE AR BRI IR

@param noHijackDomainArray igZet=@HIIEATIE
*/

- (void) WGSetNoHijackDomainArray: (NSArray *)noHijackDomainArray;

ANSE T HREEENEAYIR, WS EECEIZIS AR HTTPS 1EK, A R b,
ANEE T ATREEEIIASIR, WASEENEZINA SR HTTPS K,

TR

I f# Fl WGSetHijackDomainArray {£2#; SNI 75 FRUA, B 28 b 5= T4,
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@ Hﬁizﬂﬁ Hahfght HTTPDNS
Unity TFE#% A

T N ¢ 2023-06-12 14:57:53

ES (e

1.0¥ HTTPDNSUnityDemo/Assets/Plugins/Scripts TFHJ HttpDns.cs SEFHEDIE| Unity xR
Assets/Plugins/Scripts BE T,

2 (EBEWA TR EMTHYER Sy, VA HttpDns.GetAddrByName (string domain) B{#&
HttpDns.GetAddrByNameAsync (string domain) 7

WIEFFPH0 HttpDns.GetAddrByName , E#EEMABEIRIA],

MRMFHARFP#H O HttpDns.GetAddrByNameAsync , D reiREFBIEHEKEL onDnsNotify (string
ipString) , BREFATHE X,

FEREGR AN T b BAHS
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@ Hﬁ i:H.E Faf#HT HTTPDNS

string[] sArray=ipString.Split (new char([] {';"'});
if (sArray != null && sArray.Length > 1) {
if (!sArray[1l].Equals("0")) {
//EREW © Y 1Pve HUHEFELER, (LSEMEA 1Pve HuiE
//ToDO A 1Pve HUMEMEAT UrL N, EEMX, |IGES [ 1 HHTOE, IR0 hetp://[64:£E

} else if (!sArray [0].Equals ("0")) {
//# 1Pva HUHEMETIERS
} else {

/ /S EEOLREDN0, 0, BHNEI—X
HttpDns.GetAddrByName (domainStr) ;
}
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@ Hﬁiﬂﬁ AT HTTPDNS

}

3. unity TFE2TEL 0 xcode THEfS, 51 AFTRRHEHIE,
4.} HTTPDNSUnityDemo TI'HY MSDKDnsUnityManager.h M MSDKDnsUnityManager.mm SEFSAZ

T, FEMUTHARES Unity XY GameObject HAMMMIBIABREAAMH—E. WTEFTR :

E L4 I_g] Unity-iPnone ;| | Classes | h MSDKDnsUnityManager.h © No Selection
//
// MSDKDnsUnityManager.h
// MSDKDns
//
// Created by fu chunhui on 16/7/25.
// Copyright @ 2016% Tencent. All rights reserved.
/1 GameObject name corresponding to the callback function in Unity
#ifndef MSDKDnsUnityManager_h
#define MSDKDnsUnityManager_h

define UnityReceiverObject "ClickObject"

@interface MSDKDnsUnityManager : NSObject

- (NSString*)GetHostByName: (const char*) domain;
+ (id) sharedInstance;

@end

#endif /% MSDKDnsUnityManager_h */

HAFTE - BBRaIHE b)) BRIEENH 57 #1017



@ HEI:HE AT HTTPDNS

void WGGetHostByNameAsync(const char* domain){

ipsArray) {

if (ipsArray &%& ipsArray.count > 1) {
NSString* result = [NSString stringWithFormat:@"%Q@;%Q",ipsArrayl[!
char* resultChar = MakeStringCopy([result UTF8Stringl);
UnitySendMessage(UnityReceiverObject, "onDnsNotify", resultChar)

} else {
char* resultChar = (charx)"@;8";
UnitySendMessage(UnityReceiverObject,| "onDnsNotify",| resultChar)

¥1;

} Name of the cor
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@ Hﬁizﬂﬁ BN HTTPDNS

Android SDK A%
Android SDK &z

E T E) ¢ 2023-09-05 09:53:47

v4.6.0 (2023408 H28H)

http BT IR K SRR BERE
R EL L,
IRt

v4.5.0 (202307 H06 H)

dnsip (HTTPDNSHRZ5IP) SDKNESERE, EFHAELE,
X HFECS IPHLE,

CARFRIE L,

£14% (beacon) T4k,

v4.4.0 (2023405 H23H)

SDK SCHRHEURE HIRGE T, BoA TG WA IRIR G, JRATES LIRIRSS (beacon) I T4k, EURPIHE,
BT E PRI SDK,

YIREARAL.

v4.3.0 (2022409 H 06 H)

BrE SOV T IR E, VAL R AT IB R
B AHITERERE S,
e,

v4.2.0 (2022408 H15H)
BT 1P (L IIAE,

ek,

v4.1.0 (2022507 H12H)
BOESE(E E SRIETIRE,
AT IR AL

v4.0.1 (2022405 H10H)
RIG IR
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A BT

v4.0.0 (2022403 H18H)

SNSRI I, [ TR (IPV4, IPV6) .
FERCTRAENTRE ST, FFHL % ] localdns JEECARATHE /145,
v3.9.0 (2022402 H23H)

AR,

v3.8.0 (2021E12H29H)
YN H SRS

HIBEIRAL,

v3.7.0 (20214E06 H25H)
R4t IPv4, IPve S RRITHEC,
£ SSID 2 A RE,

v3.6.0 (2021405 H25H)

XFHtEE WD N Z N7 (AES, HTTPS, DES) .

v3.5.0 (202104 H16 H)
B,

v3.3.0 (2021401 H05H)
REDIRAL,

v3.2.5 (20204£10H22H)

&5 Bug.

v3.2.4 (2020406 H22H)

&4 Bug.

RN R @ BRI R (sd) ARTERH]
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@ Eﬁizﬂﬁ Hahfght HTTPDNS
Android SDK A

BTN E] ¢ 2023-09-05 09:54:22

A

¥ahfEkT HTTPDNS 1E AR a BT DNS fELY— B AR TR, FEMRR T DUT LR
LocalDNS #h#5/# &

LocalDNS 1 B A~ R

&zt HTTPDNS HY Android SDK, = Z42 4t T E TR 3N @M HTTPDNS ARS5 AU T M9 (715 Bl RE

SDK fEHH I A4 ittt , (RS i@sd Re s it HTTPDNS ARG S EI A Mt 4 3R, WomiE I N AR As shfgth
HTTPDNS k%5~ AT H, WI{EF LocalDNS fEtr4h iR,

RN AT HTTPDNS AR5 R BRI A AT R 5T AE X1 TTL (R, SDK 2 Fi%(E B TR 8h it HTTPDNS
AT LS R BT T

ATHAME S

1. FHEB SN HTTPDNS A%, HEIEIES I JHEfE 8 f#T HTTPDNS,

2. IREHEIG, IEFRAERSAENT HTTPDNS Sl B NI G Y AT IEEMEH, FEFIES I R,

3. (e BhfERMT HTTPDNS #:& HiEHZ A SDK, 1EIEIES WL JHii SDK,

4. SDK JFiif5, &It HTTPDNS FFREDBIZAL ID, AES Fl DES M#%4A K HTTPS Token FALE(E . &
AIRGEE JFARLE AR, W TEFR

Development Configuration Authorization 1D T 14 v 1

Authentication information (i)

- DES encryption Supported AES encryption Supported
Resolving Suspend Key e @ |2 Key e @ 3
Apply for application
Application name Remarks i0s APPID Android APPID
QaQ - 0I0S! = m ;2U35 0ANE e = Fia m)610

] Android SDK 75K ZRHXAYECEAN T

RN R @ BRI R (sd) ARTERH] 5561 10101


https://www.tencentcloud.com/document/product/1130/44461
https://www.tencentcloud.com/document/product/1130/44465
https://www.tencentcloud.com/document/product/1130/44474
https://console.tencentcloud.com/httpdns/configure

@ Hﬁizﬂﬁ AT HTTPDNS

TAID : (AR HTTPDNS IR, FFRELEMNME RN, SDKH dnsid B8, FATFBAMHNTER
DESHMZE®SH : SDKH  dnskey B, M%7\ 0 DES K& A LI,

AES MMEHSH : SDKH dnskey B8, ME 5N AES HHE AL,

HTTPS I#& Token : SDKH token Sk, INE 54 HTTPS KL A LI,

Android APPID : Android %ii SDK HJ appkey S5,

SDK #Z A

A HTTPDNS SDK

E#5| Aaar®
1. KA #5)f#HT Android SDK,

2.aar @5 A, ¥ HttpDNSLibs\\HTTPDNS_ANDROID_xxxx.aar 45U lios HHRN &,
3. 7f App modulef’y build.gradle X, IRINAITECE :

WiEH :

V4. 3.0MRAFF AN T AMBHE i, T MroomKHis | A, EHSW H /651,
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https://www.tencentcloud.com/document/product/1130/55220
https://github.com/tencentyun/httpdns-android-sdk
https://developer.android.com/jetpack/androidx/releases/room

@ Hﬁ i:H.E Faf#HT HTTPDNS

android {

VA

repositories {
flatDir {

dirs 'libs'
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@ Hﬁizﬂﬁ AT HTTPDNS

dependencies {
/] ...

implementation (name: 'HTTPDNS_Android_xxxx', ext: 'aar')

// V4.3 ORRATHAREIN T AR, TFTIEIroomkHi5I A,

implementation "androidx.room:room-rxjavaz2:2.2.0"

}

mavenZIRE T
1. B 5 A pom S A
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¥ afigtt HTTPDNS

<dependency>
<groupld>io.github.dnspod</groupId>
<artifactId>httpdns-sdk</artifactId>
<version>4.4.0</version>
<type>aar</type>

</dependency>

<!—— Efr¥lisdk —->

<dependency>
<groupId>io.github.dnspod</groupld>
<artifactId>httpdns-sdk</artifactId>

RN R @ BRI R (sd) ARTERH]
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@ Hﬁ i:H.E Faf#HT HTTPDNS

<version>4.4.0-intl</version>
<type>aar</type>
</dependency>

EE
HTTPDNS SDK V4.4.05ZF EIFRu 57 SDK, (N #14a LEC B (S B R EHTTPDNSEFREG%RI G FHIkIL, HIFES
PUES|NTE YN =

N\

PUFREC B

<uses-permission android:name="android.permission.ACCESS_NETWORK_STATE" />

RN R @ BRI R (sd) ARTERH] 5566 1101101


https://www.tencentcloud.com/document/product/1130/44473

@ Hﬁizﬂﬁ NN HTTPDNS

<uses-permission android:name="android.permission.ACCESS_WIFI_STATE" />

<uses-permission android:name="android.permission.INTERNET" />

<!—— AT FHime iAGHATRAE LR, JEROH ——>

<uses-permission android:name="android.permission.READ_PHONE_STATE" />

et &R ERE
App targetSdkVersion > 28(Android 9.0)IHI T, RGN ILYF HTTP MZIEK, HIEIEZS UL Opt out of

cleartext traffic,
APEGLT, S FRER HTTPDNS 15 KRRV IP BLEZES A% A, BlEATT
AndroidManifest SZAFAEC &,

RN R @ BRI R (sd) ARTERH] 5567 210101


https://developer.android.com/training/articles/security-config#Opt%20out%20of%20cleartext%20traffic

@ Hﬁ i:H.E Faf#HT HTTPDNS

<?xml version="1.0" encoding="utf-8"?>
<manifest ... >
<application android:networkSecurityConfig="@xml/network_security_config"
.

</application>

</manifest>

XML H3 Fisi network_security _config.xml B & S £,
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¥ afigtt HTTPDNS

<?xml version="1.0" encoding="utf-8"?>
<network-security-config>
<domain-config cleartextTrafficPermitted="true">
<domain includeSubdomains="false">119.29.29.98</domain>
<domain includeSubdomains="false">119.28.28.98</domain>
</domain-config>

</network-security-config>

RN R @ BRI R (sd) ARTERH]
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@ Hﬁizﬂﬁ Hahfght HTTPDNS
SDK #J4a{t

FIHRLECERS (4.0.0RATFFHEIRF)

ER
HTTPDNS SDK 2t St e oG, UURIELIMEIOER, WAl IHEGHM, Al SRR REE R
%O

AJLGEACE setUseExpiredIpEnable (true) #] setCachedIpEnable (true) SRSCEIRWI DNS 22
%,
ZYIRE ETEIR A ATt PR AE BRI BOEE, FRAMCTATF R b — R R IR EAM, 78 App B3N, &M%k
BEECEI A A7 AT 45 2R
AR A7 P IOy B IP (TTL D |, xYiseE A 7o vr AT IP, SRMAYHEE TTL I #, RZBEIEHT
Z P HREIE R, (LSRR B FHT SR, RN 28 A TARSS, BE#H% .
SRUL DNS RAFE B XfENTISG (BRI, TiEmhERlE, &ME0;0, FNMERELRENITIRS, BT,
fEEH1%YI8E /575 BT LocalDNS FUEK, OB INACEWENTIRSS preLookupDomains (String. . .
domainList) o
MRV SRS 25 1P B LEL BN, FSHEHRIFEHBNET persistentCacheDomains (String. . .
domainList) . THf#HTHE)] preLookupDomains (String... domainList) , DAWHCRAENTES SRAYHEREME:,
TEARAUIRSS S 2 /i, AlhEd g bicE, REMRS—LE M SDK #ta i THC BT L A,
iEA

(V4.4.0 B3] sdkH& BB hisfla b, EaE 5 A5,

RN R @ BRI R (sd) ARTERH] 5570 101701


https://www.tencentcloud.com/zh/document/product/1130/56236

@ Hﬁ i:H.E Faf#HT HTTPDNS

DnsConfig dnsConfigBuilder = DnsConfig.Builder ()
// (AE) dns AT id, BRI id, BBIH=BEMW (https://console.tencentcloud.com/httpdr
.dnsId ("xxx")
// (HEE) dns AT key, BIMZAN id WRYEEEH, EFFRBCE (https://console.tencentcloud
.dnsKey ("xxx")
// [va.s5. OUAESF] HsdkNERIHEE
// (AH) ChannelNdesHttp () BaesHttp () BRMEA 119.29.29.98 (FRIMEBIXMEIIT) , channe
.dnsIp ("xxx")
// (AJ3E) channelfiti& : BT uTTP EKM DES MEFK, BRIAA desHttp(), BHE aesHttp().
.desHttp ()
// (ﬂiﬁ, prited https channel it TIRE) BHSEW (https://console.tencentcloud.com
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@ Hﬁizﬂﬁ AT HTTPDNS

.token ("xxx")

// (Alk) HERE, AT EDebugfTFINIE A "Log. VERBOSE™

.logLevel (Log.VERBOSE)

// (AMIE) PftTist, EEFKX | "baidu.com", "gg.com", HENAEZERKZHFENESG, HATREH
.preLookupDomains ("baidu.com", "gg.com")

// (AIiE) MM Haliler, DUBRBERHTRE, HEERX | "baidu.com", "gq.com", ACERVEA
.persistentCacheDomains ("baidu.com", "gg.com")

// (Eﬁﬁ) 1P ﬁ:iﬁ, 2L IpRankItem (hostname, port) HANHY Tist @Elﬁ, port (ATiE) ERINME
.ipRankItems (ipRankItemList)

// (AIIE) FhteE@MZAREHEN, (OHT 1pva MRt 1, {UHAT 1Pve fRMTE 2, AT 1Pv4. I
.setCustomNetStack (3)

// (ATiE) RER GRS IESE, Bikfalse, MATINICHRT HIRVRIEE R, ik e ST IS
// BENtruelt, ZEERBIZFFITGER, RERGFNRE0; 0, AP A{#Hlocaldns (InetAddr
.setUseExpiredIpEnable (true)

// (Alig) RERGEHAMERF (Room) , EiAfalse

.setCachedIpEnable (true)

// (ATIE) B A 1A KIS (Al BRIA92000ms

.timeoutMills (2000)

// (Ali%) DNs iEKHEY Ecs (EDNS-Client-Subnet) {H, BRINEHL T HTTPDNS ARG AR REINR i
.routeIp ("XXX")

// (ANE) [va.4a.0 JBEF] sdxHE RIREEST HZE] & 2]

.enableReport (true)

// Plbuild () &R
.build();

MSDKDnsResolver.getInstance () .init (this, dnsConfigBuilder);

IBRAfIalt (EBURRFER)

HTTP PR RSy 119.29.29.98 , HTTPS WHARSSHIIED Y 119.29.29.99  (fC4RA Bk 7700F
H channel A Https WA 99 WIP) ,

HRA APLEEFTONMEA  119.29.29.99/98 #&A, [RINERI#ENT HTTPDNS kg5l 119.29.29.29 X
MR, & SLA fREE, RAEWAHTERS, BERIPFFIERWSERE 119.29.29.99/98 ,
BRDLAPI B $2 451 1P D94k,

i SDK /7 \# A HTTPDNS, # HTTPDNS REIWZIEHTEE R, NE LocalDNS #HTIEAA @M, KIE]
LocalDNS HIf#EHTEE R

SDK & Ak55 7730

F HTTPDNS SDK 44 A sE 1 AZINLSSHY HTTP (HTTPS) Wi mIpRAE, SRR AT o3 LU ke
B
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https://www.tencentcloud.com/document/product/1130/44468

@ ﬁﬁfﬂﬁ AT HTTPDNS

731 : F#t URL

i URL FYRY Host BRMEFIHTH URL, FHE AT URL MEAT L7,

XAV ST, URL B TERINEE, NTFREMAIIAEENMEER, FHTRZHENETIE
FR2 : EF#t DNS

I HTTPDNS (3844 AT RE 111 A BT AR, B st AR 45 377 (R AR Y LocalDNS SRSZEL,
RV RT, REEZRNE RPN URL 7B, RN BHTRAEBR URL, EFREITHINGREETIE, BF
b S50 feF FEI A PR 2% 2 S 457 DNS SEBHE #6

DNS ##ieth a] LU Hook Rt it B /5 ok S FH, {2 HTTPDNS SDK PR B4 fifi I R Gu i s 44 AT B
$i, Hook RGBT BRI AT RE 2338 A3 VA F I A

REIE EEARIEEA X, ATAS WA W IEEA SRS (HRTHRT) &ZE{EH Sample (HttpDnsSample H
) o

Bt URL AL RFEE

QURISCARR, X TRREEREISAERIMAIER (RS MIRMRG R —D IP BER) , FEITHIGR
Ho LT MU BURHIFR BN A X, BRI ST (R 24 ST

HTTP #%&
T HTTP &K, FEENEEIRSCGAHRY Host FECR S RIS ea 4 E R Host FEIEN 482 U, Host,
HTTPS #&

HTTPS 2T TLS MMz LfY HTTP WHXAYGR, X T HTTPS 1K, [FFERZIRE Host 7B,

TE HTTPS 1Kk, FELHIT TLS WiET. TLS BF I, MRSEHRFH OB TFIER RGN T &Ml
UE, Kk, 1F TLS ##Fd e, hiRE SRR df KRS E . 1F TLS M, @it SNI I ERIGIHIRA(E
Bo SNI ¥ BHIFELHS 282 UL Server Name Indication,

AHEH HTTP A

L

AHERH HTTP BB T, BIAERMEA HTTPDNS #1785 @,

BUR X 53 mifie A 2T AT 04T

#H#t URL #A

WRYE HTTP/A . PhGIE, FEMEH HTTP AREREN T, &R EE RITH _LoeREnIRSS a5 5. 4N
Al LB origin-form,

SXAEW T CRHER 7 HTTP ACFE, kS5 & URL /53%3% A 7 HTTPDNS SDK, HEZIER%E 7 Host
FE) , HTTP REFRIGEIN HTTP IE R 2 A ARSI IP EE GERITH) LIIBAER (Host FEH) |, {2
EAR HTTP (RIS AN A EIERY BFRIRSS AR & HTTP 1EK, NIEGRT HTTP RIESLE, rIREREEEERIL
B[ Host B 154515 sk R0,

¥t DNS 58

L OkHttp &gz, fEARMEH HTTP AREEN T, OkHttp W& EAR K — HTTP i3k URL HY Host 7B
BT A AT, TSR ER HTTP RIERRY Host HEATIA it (EXXFMELT, B HTTPDNS A& X,
fEnlE DU S, AN AR S HTTP AE
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https://tools.ietf.org/html/rfc2616#page-128
https://tools.ietf.org/html/rfc6066#page-6
https://tools.ietf.org/html/rfc7230#page-42

@ Hﬁizﬂﬁ AT HTTPDNS

val host

System.getProperty ("http.proxyHost")
System.getProperty ("http.proxyPort")
if (null != host && null != port) {

// ARHERT nrTe R

val port

e NSk
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@ ﬁﬁfﬂﬁ AT HTTPDNS

H SRk

4 init £ 1+ debug ZHUE A true, 537E TAG 4 “HTTPDNS” iWHE, H#&FEZF| LocalDns (HE LN Idns_ip)
HTTPDNS (HZ& 24 hdns_ip) #H% HAER, AILA#AIAE A IR,

key 24 Idns_ip HJ/2 LocalDNS YfitT4h 5,

key N hdns_ip & HTTPDNS A TSIl 5.

key 4 hdns_4a_ips /2 HTTPDNS AAAA 10 INRHTEE R,

key 4 a_ips HU2 844 it i CHE IR IPv4 825

key 4 4a_ips HIZIS A4 M LR [EIRY IPv6 SRE,

Bl LocalDNS £

18l LocalDNS Ei#FIGIL T, # App REFSIEHR T4E, AILUIERH HTTPDNS &I A

TR

H T LocalDNS 7E1EZ& AL, 18l LocalDNS M/ TH ARIERT, 15 EIRIE LocalDNS W CAMIE I, &R LL

W E LA, TR, RETERR LocalDNS W R(E, JRIERT, 1EFEX RS LocalDNS FIEH

HTTPDNS YRR,

{ESHL A5 Hosts 321

LocalDNS {L5%e58 5 S ELAs Hosts U5 FUAR BT o

BT Hosts SCIF,  FE0 RIS AL 8 MIFS IR 1P, ATLAUEEL LocalDNS #i#§,

Root #las FTLAUEEESA LA Hosts S

& DNS AR55ARABLIE.

HHE DNS IRSSARECE, I DNS IRSS#fam—M AT HIY 1P QRSN S —D IP) |, RIS LocalDNS

B,

MLARIERE Wi-Fi (B0, 164 RMEREN Wi-Fi (Y& 208 BRI B 1P IRENERSKE, ATBW DNS IRSS 4 ikiE
CRIENL BRI AR T REIS B R o

fEBIME DNS [y App >KIEcX DNS ARSSaELE G 2@t VPN 2o DNS iy 7 HR B DNS ARSS aRELE) .

ML E
LUT LA HTTP B3 ] I T -
R

RSN HTTP/HTTPS MMl TE (540 Charles/Fiddler) , st HTTP B XATING, &M Tmas
IE HTTPDNS RS2 EGAERL, MHRUIHIES W A HTTP fC
Hihttps://cloud.tencent.com/document/product/379/781344#local,

i/ tepdump FHATHNEL,

Root #1145 ] LU tepdump @rSlel,

I Root #lés £, RGTATRENEAH XA TR, AJDUREUNTEER (RIS EAEREH T EARRD .

it WireShark W ZHMalgh R,

T HTTP K, FATATLIERIASUER, @I HEMBEAIMEids, AN RZ R KN @I IP
B SDK IR [EIH—2, 41 T EFTR :
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https://www.tencentcloud.com/zh/document/product/1130/55311
https://www.tencentcloud.com/document/product/1130/55311

@ HEEHE AT HTTPDNS

aaaqf

<] Epression.. |+
Na. Time Seurce Pratecol  Length  Info
12.585131  16. HTTR 204 GET /qzane/qzactStatics/imgs/20100424212852_c91de1.png HTTR/L.1
12638302 59. HTTP 633 HTTP/1.1 200 OK (PNG)
5371 1 9. . B q de .
5376 19.147620  183. .35 E HTTP 468 HTTP/1.1 301 Moved Permanently (text/html)
i 5589 19.338995 1000 .162 HTTP 388 GET /qqlive/img/jpgcache/files/qqviden/hori/p/piro2hxbfsbabfo_big.jpg HTTP/1.1
| 5634 19.371582 113, W.141 10. L. 162 HTTP 798 HTTP/1.1 200 OK (JPEG JFIF image)
S66E 10.307457  10.00 o .162 125.008. 68 HTTP 261 GET /21/2163/216357/21635797_small.jpg HTTR/1.1
B487 21.471003  10.00 0.162 126,00 .149 HTTP 283 GET /index.html7ptag=v_qq_con%23v.index.adaptor¥233& HTTR/1.1
8520 21.401331  120.0 w.140 10,9000 162 HTTP 313 HTTP/1.1 301 Moved Permanently

» Frame 5371: 241 bytes on wire (1928 bits), 241 bytes captured (1928 bits)
¥ Linux cooked capture

» Internet Protocol Version 4, Sre: 10.66.232.162, (s
» Transmission Centrol Protocol, Src Port: 46312, Dst Po
-

GLvik/2.1.0 (Linix; U; Android 9; ONEPLUS A6808 Build/PKQL.188716.881)%r\n
Connection: Keep-Alive\rin
Accept-Encoding: gziphrin
Arin
: hitp: i ] i m]
[HTTP request 1/1]
i frome:

MIME EE, xw.qg.com HIERRALIET IPHN 183.3.226.35 HIARSSER.
XNF HTTPS i3k, TLS WEF KRR LEAscal, Fi&E 7 SNIY B (EZULHTTPS 370 18T, @i
S EARRIMEIES, AT ITE KIE Y 1P 2 E4H1 SDKREIF—2, 40 FEFR

tepdump

im0 m QaQf
A ssl +
Na. Time Destination Pratecol  Length  infa

5386 19.154343 «113 10. . TLSvl. 1584 Server Hello

5399 19.154434 TLSvl.. 1288 Certificate, Server Key Exchange, Server Hello Done
Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message

Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message

19.179899
5406 19.180274 119. 113
5469 19.182772 163. . 35
* Secure Sockets Layer
¥ TLSv1.2 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Wersion: TLS 1.8 (8xB381)
Length: 512
Handshake Protecel: Client Helle
Handshake Type: Client Hello (1)
Length: 508
Wersion: TLS 1.2 (@x8303)
Random: B70f668489771860bd3ad4c f51be127e2B1eB87305184ad7a. . .
Session ID Length: 32
Session ID: 4f 14377662C6 173ael...
Cipher Suites Length: 34
Cipher Suites (17 swites)
Compression Methods Length: 1
Compression Methods (1 method)
Extensions Length: 481
Extension: Reserved (GREASE) (len=8)
Type: Reserved (GREASE) (19918)
Length: @
Data: <MISSING=
Extension: server_name {len=14)
Type: server_name (@)
Length: 14
v Server Mame Indication extension
Server Name list length: 12
Server Mame Type: host_name (@)
Server Name lei k-]
Server Name:
¥ _Extension: extel

F Spec, Encrypted Handshake Message
.. 162 TLSvl. 187 Change Cipher Spec, Encrypted Handshake Message o
162 TLSvl.. 1496 Server Hello =]

“

-

-

ecret [len=9)

MIMEL EE, xw.qqg.com WIERRZLFET IPN 183.3.226.35 MRS ER.

EEEW
getAddrByName 2FEI R #E, B S1EFLRAZA o
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https://www.tencentcloud.com/document/product/1130/55311

@ Hﬁ i:H.E Faf#HT HTTPDNS

WIRE LSS HOST 465E, HlilE ik S98E 7 HOST 1Y HTTP ARSS5# /2 CDN MRS, ARAMENRTF
URL ARV ek HTTPDNS JREIMY IP 2 J5, AFEEIEE T HTTP ki HOST FEX,
L URLConnection Jyf :

URL o0ldUrl = new URL(url)
URLConnection connection
// IREXHTTPDNSIN A AT 45 R
String ips = MSDKDnsResolver.getInstance () .getAddrByName (01dUrl.getHost ());
String[] ipArr = ips.split(";");

if (2 == ipArr.length && !"0".equals (ipArr[0])) { // @3t HTTPDNS ZREX 1P AkYS, HfT U
String ip = ipArr[0];

4

0l1dUrl.openConnection () ;
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@ Hﬁ i:H.E Faf#HT HTTPDNS

String newUrl = url.replaceFirst (oldUrl.getHost (), ip);

connection = (HttpURLConnection) new URL (newUrl) .openConnection(); // I%& HTTP 1}
connection.setRequestProperty ("Host", oldUrl.getHost());

}

DLcurl R, BRIEAETE A www.qq.com , JE3F HTTPDNS @M HHkRAY 1P 192.168.0.111 , WA
HANF -

curl -H "Host:www.gg.com" http://192.168.0.111/aaa.txt

Kol 2 S 7 HTTP ACFE, 415 7 HTTP S8, XA EEH HTTPDNS Ul & i@, REEIT :
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¥ afigtt HTTPDNS

String host = System.getProperty ("http.proxyHost");
String port= System.getProperty ("http.proxyPort");
if (null != host && null != port) {

// ER T AR

RN R @ BRI R (sd) ARTERH]
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@ Hﬁizﬂﬁ Faf#HT HTTPDNS
Android SDK API £z

R Rt O

/**

* HTTPDNS [AIF @0

* BHAEBWRE, GRENRESER, & NEENET R ETE K
* RN SERGOR Bl BT iR 45 R
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@ ﬁﬁfﬂﬁ AT HTTPDNS

* REMEFAFERLL; " b8, «; "HENENTERIN 1pva Hohk (RATIGE«07) |, “; 7 G NEHiBREIN 1pve
* SREIRB ©121.14.77.221;2402:4€00:1020:1404:0:9227:71a3:83d2

* @param domain % (Wwww.qq.com)

* Q@return HXNNMAVENT 1P HRES

*/

String ips = MSDKDnsResolver.getInstance () .getAddrByName (domain) ;

* HTTPDNS [FIPEHTHEL (HEEH)

* HEENRT, HRENEREIEER, BRI TR A TG KR

* fEAT S RGR [E] B AT £ R

* JRIEME ipset BNENTEEINY 1P £E

* ipSet.vaIps NEMTEE] 1pva H£E, FIREN null

* ipSet.v6Ips NENTEE| 1pve A, HIEEN null

* B IR AIEERIRA © IpSet{v4Ips=[121.14.77.201, 121.14.77.221], v6Ips=[2402:4e00:1
* ZIFAIREIEERIRH | IpSet {v4Ips=[www.baidu.com:14.215.177.39, www.baidu.com:14.215.:
* @param domain XFFZEA, WKLY, 75E], HIA0 : gq.com,baidu.com

* @return BENMHEN 1P SGRES

=y

Ipset ips = MSDKDnsResolver.getInstance () .getAddrsByName (domain) ;

R ENEO
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@ Hﬁ i:H.E Faf#HT HTTPDNS

/) S, TR SR FREL 2 5 A
MSDKDnsResolver.getInstance () .setHttpDnsResponseObserver (new HttpDnsResponseObserve
@Override
public void onHttpDnsResponse (String tag, String domain, Object ipResultSemicol
long elapse = (System.currentTimeMillis () - Long.parselong(tag));
String lookedUpResult = "[[getAddrByNameAsync]]:ASYNC:::" + ipResultSemicol
", domain:" + domain + ", tag:" + tag +

", elapse:" + elapse;
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@ ﬁﬁfﬂﬁ AT HTTPDNS

/**
* HTTPDNS FAfEir#E (FRELEFEIAMEH)
* HEBWRT, HEENEREIZER, EHAFENET 28 i iE K
* fENTSE R AE S [B] A R [ Bk it 25 SR
* @param domain % (Alwww.qq.com)
=y
MSDKDnsResolver.getInstance ()
.getAddrByNameAsync (hostname, String.valueOf (System.currentTimeMillis()))

/**

* HTTPDNS A0 (MEEH, J[HEHPEIEFH)
* HEBWRT, HAEENEREIZER, EHAFENET R A i iE K
* PRNTSE AR S [B] A R [ Bk A 25 SR
* @param domain XFFZEA, WAL, 758, B0 gq.com,baidu.com
“y
MSDKDnsResolver.getInstance ()
.getAddrsByNameAsync (hostname, String.valueOf (System.currentTimeMillis()))

WMAIRFHPVefE R

W EAR, BN, REIEERRN IPv4, IPve, LEIERAMATR, SRERERA Ipset{v4lps=1[],
v6Ips=[1, ips=[1} o MLZFAMHZFRIRAL IPv6 HulE#EAT URL 1K,

i F IPv6 HullbdEAT URL 8K, FTIRINAMES [ 1 HEHTRHE, #)

U0 : http://[64:£f£f9b::b6fe:7475]/ o
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@ Hﬁizﬂﬁ AT HTTPDNS

Android SDK /52
OkHttp % A
T N E © 2023-06-12 15:00:34

OkHttp

OHittp #{ T DNS ##1, I I OkHttp YA DNS KB, 841 OkHitp I ELAFIZ 1, I OkHttp MLl
I, S DNS #2 R H2 A HTTPDNS BT RN, TERE 2455 (HTTP/HTTPS/WebSocket + SNI) T A
TR, RAMER N REEDT
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@ Hﬁ i:H.E Faf#HT HTTPDNS

mOkHttpClient =
new OkHttpClient.Builder ()
.dns (new Dns () {
@NonNull
@Override

public List<InetAddress> lookup (String hostname) {
Utils.checkNotNull (hostname, "hostname can not be null");
String ips = MSDKDnsResolver.getInstance () .getAddrByName (hostname) ;
String[] ipArr = ips.split(";");
if (0 == ipArr.length) {

return Collections.emptyList();
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@ Hﬁizﬂﬁ AT HTTPDNS

List<InetAddress> inetAddressList = new ArraylList<> (ipArr.length);
for (String ip : ipArr) {
if ("O0".equals(ip)) A
continue;
h
try {
InetAddress inetAddress = InetAddress.getByName (ip) ;
inetAddressList.add (inetAddress) ;
} catch (UnknownHostException ignored) {
}
}

return inetAddressList;

H)
.build();

TR

SCEE DNS #2171, BIZ/RATEZH ZAT OkHttpClient SLHIALERAY M 2515 K ET X 48d HTTPDNS,  ANSRE A DR 8
Y@ HTTPDNS #EAT##NT, EBUEAETEH HTTPDNS A4 it 2 1 .2 R Se it T3d g,
Retrofit + OkHttp

Retrofit SKPR F2—ET OkHitp, AT — B EREMEERY lib, Kt R FREA OkHitp FHEA T X, &l
Retrofit 1y OkHttpClient, BIR[J5f#EiEE A HTTPDNS, RBIAIT :
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@ Hﬁ i:H.E Faf#HT HTTPDNS

mRetrofit =
new Retrofit.Builder ()
.client (mOkHttpClient)
.baseUrl (baseUrl)
.build();
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@ HEFHE Hahfght HTTPDNS
WebView KL

b I TR 2023-06-12 15:00:53

Android RGiHR ML T API LSS WebView FHHYIM LS IE KBS BIE OB A, BATRILAGER Z AP £ WebView
LR, BEL URL 153K HOST, 1AM HTTPDNS f##1i% HOST, @S EIMY IP AHRHTHY URL SREH4TM
ZKIER, RBIAIT

R

HiF shouldInterceptRequest(WebView view, WebResourceRequest request) ' WebResourceRequest %6 12 1iL1E
K body (55, FTLURRERINEEE get 155K, TLIEFEE post 1EK,
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@ Hﬁ i:H.E Faf#HT HTTPDNS

WebSettings webSettings = mWebView.getSettings () ;
// EHEIANNZFRIE, cache RESHAFEH cache
webSettings.setCacheMode (WebSettings.LOAD_DEFAULT) ;
// HE DT A R TR
webSettings.setBlockNetworkImage (false);

// X¥ JavaScript A
webSettings.setJavaScriptEnabled (true) ;

/] ZFFIATR

webSettings.setSupportZoom (true);

miWebView.setWebViewClient (new WebViewClient () {

// API 21N ZJEfER I
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@ Hﬁizﬂﬁ AT HTTPDNS

@SuppressLint ("NewApi")

@QOverride

public WebResourceResponse shouldInterceptRequest (WebView view, WebResourceRequ

if

}

(request != null && request.getUrl() !'= null && request.getMethod() .equa
String scheme = request.getUrl () .getScheme () .trim();

String url = request.getUrl().toString();

Log.d (TAG, "url:" + url);

// HTTPDNS M7 css SCHFRIMNLSIE R M B ik

if ((scheme.equalsIgnoreCase ("http") || scheme.equalsIgnoreCase ("https"
&& (url.contains(".css") || url.endsWith(".png") || url.endsWith (".Jjpg"
try {

URL 01dUrl = new URL (url);
URLConnection connection = o0l1ldUrl.openConnection();
// 3KEX HTTPDNS % fRHTES
String ips = MSDKDnsResolver.getInstance () .getAddrByName (01dUrl
String[] ipArr = ips.split(";");
if (2 == ipArr.length && !"0".equals (ipArr[0])) { // @3t HTTPDXN
String ip = ipArr[0];
String newUrl = url.replaceFirst (oldUrl.getHost (), ip);
connection = (HttpURLConnection) new URL (newUrl) .openConnec
connection.setRequestProperty ("Host", oldUrl.getHost());
}
Log.d (TAG, "contentType:" + connection.getContentType());
return new WebResourceResponse ("text/css", "UTF-8", connection.
} catch (MalformedURLException e) {
e.printStackTrace();
} catch (IOException e) {
e.printStackTrace();

return null;

// APT 11%F aPI20ffiMHMITIE

public WebResourceResponse shouldInterceptRequest (WebView view, String url) {

if

(!TextUtils.isEmpty (url) && Uri.parse(url).getScheme() !'= null) {
String scheme = Uri.parse(url) .getScheme () .trim();
Log.d (TAG, "url:" + url);

// HTTPDNS f##T css NXHFRIMNZSIER MK FiEK

if ((scheme.equalsIgnoreCase ("http") || scheme.equalsIgnoreCase ("https"
&& (url.contains(".css") || url.endsWith(".png") || url.endsWith (".Jjpg"
try {
URL 01dUrl = new URL (url);
URLConnection connection = o0ldUrl.openConnection();

// #REL HTTPDNS IRAfRATSS
String ips = MSDKDnsResolver.getInstance () .getAddrByName (0l1dUrl
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BahfiEtt HTTPDNS

String[] ipArr = ips.split(";");

if (2 == ipArr.length && !"0".equals (ipArr[0])) { // #3 HTTPDN
String ip = ipArr[0];
String newUrl = url.replaceFirst (oldUrl.getHost (), ip);
connection = (HttpURLConnection) new URL (newUrl) .openConnec
connection.setRequestProperty ("Host", oldUrl.getHost());

}

Log.d (TAG, "contentType:" + connection.getContentType());

return new WebResourceResponse ("text/css", "UTF-8", connection.

} catch (MalformedURLException e) {

e.printStackTrace () ;

} catch (IOException e) {

}

}

return null;

Pr) g
// IEwebHIR

mWebView.loadUrl (targetUrl) ;
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@ Hﬁizﬂﬁ Faf#HT HTTPDNS
HitpURLConnection 2 A

HTTPS IEBARGR~EIAIT

/) LUS% N WWW.qq.com, HTTPDNS NS 1P N192.168.0.1 441
String url = "https://192.168.0.1/"; // W5 HCHWIERERE

HttpsURLConnection connection = (HttpsURLConnection) new URL (url) .openConnection ()
connection.setRequestProperty ("Host", "www.gg.com");
connection.setHostnameVerifier (new HostnameVerifier () {
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@ Hﬁ i:H.E Faf#HT HTTPDNS

@Override
public boolean verify (String hostname,
return HttpsURLConnection.getDefaultHostnameVerifier () .verify ("www.qgqg.com",

SSLSession session) |

}

1)
connection.setConnectTimeout (mTimeOut); // B N

connection.setReadTimeout (mTimeOut); // B RN

connection.connect () ;

HTTPS + SNI RGN -

// LB HN www.qq.com, HttpDNS FATEZEINY 1P SN192.168.0.1 Kl
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@ Hﬁizﬂﬁ AT HTTPDNS

String url = "https://192.168.0.1/"; // F HTTPDNS fEMEEINY 1p HEWFEHIIER URL
HttpsURLConnection sniConn = null;
try {
sniConn = (HttpsURLConnection) new URL (url) .openConnection () ;
// BEHTTPIER kHost B
sniConn.setRequestProperty ("Host", "www.gqg.com");
sniConn.setConnectTimeout (3000) ;
sniConn.setReadTimeout (3000) ;
sniConn.setInstanceFollowRedirects (false);
// EflssSLSocketFactory i EIEKIE RS
SniSSLSocketFactory sslSocketFactory = new SniSSLSocketFactory (sniConn) ;
sniConn.setSSLSocketFactory (sslSocketFactory);
// U FHAFIARSS S da Uk 77 2872 75 PUiC
HostnameVerifier hostnameVerifier = new HostnameVerifier () {
@Override
public boolean verify (String hostname, SSLSession session) {
return HttpsURLConnection.getDefaultHostnameVerifier () .verify ("[RNTHYIER

}i

sniConn.setHostnameVerifier (hostnameVerifier);
} catch (Exception e) {

Log.w (TAG, "Request failed", e);
} finally A

if (sniConn != null) {

sniConn.disconnect () ;

class SniSSLSocketFactory extends SSLSocketFactory {
private HttpsURLConnection mConn;

public SniSSLSocketFactory (HttpsURLConnection conn) {

mConn = conn;
I3
QOverride
public Socket createSocket () throws IOException {

return null;

QOverride

public Socket createSocket (String host, int port) throws IOException, UnknownHos

return null;
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@ Hﬁizﬂﬁ AT HTTPDNS

@Override
public Socket createSocket (String host, int port, InetAddress localHost, int loc

return null;

QOverride
public Socket createSocket (InetAddress host, int port) throws IOException {

return null;

@Override
public Socket createSocket (InetAddress address, int port, InetAddress localAddre

return null;

@Override
public String[] getDefaultCipherSuites () {

return new String[0];

@Override
public String[] getSupportedCipherSuites () {

return new String[O0];

@Override
public Socket createSocket (Socket socket, String host, int port, boolean autoClo

String realHost = mConn.getRequestProperty ("Host");

if (realHost == null) {
realHost = host;
}
Log.1i(TAG, "customized createSocket host is: " + realHost);

InetAddress address = socket.getInetAddress();
if (autoClose) {
socket.close () ;
}
SSLCertificateSocketFactory sslSocketFactory (SSLCertificateSocketFactory)
SSLSocket ssl = (SSLSocket) sslSocketFactory.createSocket (address, port);

ssl.setEnabledProtocols (ssl.getSupportedProtocols());
if (Build.VERSION.SDK_INT >= Build.VERSION_CODES.JELLY_ BEAN_MR1) {
Log.1i(TAG, "Setting SNI hostname");
sslSocketFactory.setHostname (ssl, realHost);
} else {
Log.d (TAG, "No documented SNI support on Android < 4.2, trying with refl
try {
Method setHostnameMethod = ssl.getClass () .getMethod ("setHostname", S

setHostnameMethod.invoke (ssl, realHost);
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@ Hﬁizﬂﬁ AT HTTPDNS

} catch (Exception e) {
Log.w (TAG, "SNI not useable", e);

}

// verify hostname and certificate

SSLSession session = ssl.getSession();

HostnameVerifier hostnameVerifier = HttpsURLConnection.getDefaultHostnameVer

if ('hostnameVerifier.verify(realHost, session)) {

throw new SSLPeerUnverifiedException ("Cannot verify hostname: " + realHo
}
Log.1i(TAG, "Established " + session.getProtocol() + " connection with " + se
return ssl;

}
}
5596 101701
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@ Hﬁ i:H.E Faf#HT HTTPDNS

YN e
FRHL SDK 21 FH & #illZ Unity I H 9 Assets/Plugins/Android H 5 H
#4B{E HTTPDNS, {RE/REIGIT :

private static AndroidJavaObject sHttpDnsObj;
public static void Init () {
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https://www.tencentcloud.com/document/product/1130/55217

@ ﬁﬁfﬂﬁ AT HTTPDNS

AndroidJavaClass unityPlayerClass = new AndroidJavaClass ("com.unity3d.player.U
if (unityPlayerClass == null) {
return;

}
AndroidJavaObject activityObj = unityPlayerClass.GetStatic<AndroidJavaObject> (
if (activityObj == null) {

return;
}
AndroidJavaObject contextObj = activityObj.Call<AndroidJavaObject> ("getApplica
// P4t HTTPDNS
AndroidJavaObject httpDnsClass = new AndroidJavaObject ("com.tencent.msdk.dns.M
if (httpDnsClass == null) {

return;

}
sHttpDnsObj = httpDnsClass.CallStatic<AndroidJavaObject> ("getInstance");
if (sHttpDnsObj == null) {

return;

// V4.0.0 e GEEER) , BfARIEHAndroid SDKIEZA

AndroidJavaObject dnsConfigBuilder = new AndroidJavaObject ("com.tencent.msdk.d

dnsConfigBuilder.Call<AndroidJavaObject> ("dnsId", "XXX");
dnsConfigBuilder.Call<AndroidJavaObject> ("dnsIp", "XXX");
dnsConfigBuilder.Call<AndroidJavaObject> ("dnsKey", "XXX");

// BAFLEER. ..
AndroidJavaObject dnsConfig = dnsConfigBuilder.Call<AndroidJavaObject> ("build"

sHttpDnsObj.Call ("init", contextObj, dnsConfig);

// V4.0.02ZH(
sHttpDnsObj.Call ("init", contextObj, appkey, dnsid, dnskey, dnsIp, debug, time

A H] getAddrByName £ [ i@t 844, AARREIANT
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@ Hﬁ i:H.E Faf#HT HTTPDNS

/] EEERVIEFEREFEIER coroutine AbH
// FEAETFEETRAHEETEABATGM AttachCurrentThread Ml DetachCurrentThread 2bH
public static string GetHttpDnsIP (string url) {
string ip = string.Empty;
AndroidJNI.AttachCurrentThread(); // T&ETEBAFEEMNELE
// FENTSE] 1P FLESS
string ips = sHttpDnsObj.Call<string> ("getAddrByName", url);
AndroidJNI.DetachCurrentThread(); // TE&EFHREHFEEML
if (null '= ips) {
string([] ipArr = ips.Split(';"');
if (2 == ipArr.Length && !"0".Equals (ipArr[0]))
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@ Hﬁ i:H.E Faf#HT HTTPDNS

ip = ipArr[0];

return ip;

b

IP [EJE HTPPS IE /L, 1ES UL unity 5 /51651, AREDREIANT

UnityWebRequest www = UnityWebRequest.Get (url);
www.certificateHandler = new CertHandler () ;

yield return www.SendWebRequest () ;

// CertHandler—THEXWIEFAIEERYE, EEvValidateCertificate5iE, KB E XHIEF L UEL
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https://docs.unity.cn/cn/2021.1/ScriptReference/Networking.CertificateHandler.ValidateCertificate.html

@ Hﬁizﬂﬁ NN HTTPDNS

public class CertHandler : CertificateHandler
{
protected override bool ValidateCertificate (byte[] certificateData)
{
X509Certificate?2 certificate = new X509Certificate2 (certificateData);
X509Certificate2Collection collection = new X509Certificate2Collection();

collection.Import (Application.dataPath + "/Certificates/server.cer");

return certificate.Issuer == collection[0].Issuer;
3
I3
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