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JH37 DDoS {54 2023 4F 07 H 01 HIGE A MAREREMH, AR H B2 /8 A T EdgeOne VLI
T2 HAENZ DDoS i, TEBCRE GBI S,

ug— : R EBMRIFFEHIL DDoS B5H

5= vy

fEaE i A% onelogin.example.com 2T HTTPS Zi—%%k% (SSO, Single-Sign-On), FEARFST
HREKFEBX AP, BT DDoS Wiin SEMH P LIEIEH &%, Wil HEX L&Y 30Gbps, mlEHIRIHEA
% 50Gbps, FEHE AL DDoS Fhitr LR 4iA3E vl FHARSS .

EREW
LR RN DDoS B el )a, EASKRHEERIGPLRIT, MFRITIERCREBIIRES.

RN R @ BRI R (sd) ARTERH] #513 H128101



@ =308 b WSR2 NETA EO
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18 gL g A EC HEfla, TEAMSERRT, Ml REIR, 7E0msI RN A ERIENER, BEASS
R DL

2 (EN ARG T, AR > DDoS B,

3. 1EMis (LB MRSSHFTI%E, sdiiTR3EIL DDoS B,

Site (L7) service protection Layer 4 proxy protection

| DDoS protection specs
You can subscribe DDoS protection instance, or reuse Layer 4 proxy protection instance to provide your site service exclusive scrubbing center protection bandwidth.

Protect method Default protection
EdgeOne default protection provides automatic traffic cleansing, but does not promise the minimum protection bandwidth.

Subscribe Exclusive DDoS protection Reuse L4 proxy protection

4. FE1T FAENZ DDoS B sLBI i, e 20T HRRTH XIS Bt DAIAI = B, AR$EMRSS Xk b 5
Wi &g, REEET B EIR R A X LRI 30Gbps, F#MEA &P IE{E N 50Gbps,
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Subscribe site (L7) Exclusive DDoS protection instance

Plan type EdgeOne Enterprise Plan
Plan ID
Global (MLC excluded)
protection specs Default protection Anycast 300 Gbps Unlimited mitigation
Chinese mainland Base protection 30 Gbps Base protection 60 Gbp
protection specs Default protection . . . e ) . . o
Elastic protection bandwidth limitation 300 Gbps Elastic protection bandwidth limitation 600 Gbp
Base protection bandwidth Elastic protection bandwidth

Chinese mainland elastic

30 + Gbps
protection limitation

0 50 100 150 200 250 300

Billing description [4
Note: When the attack traffic received by an exclusive protection instance exceeds the elastic protection limitation you set, EdgeOne will block all exter

of the exclusive protection instance.

1. After you subscribe to an Exclusive DDoS protection instance, EdgeOne will charge exclusive protection traffic fee for the subdomain with exclusive protection enabled;
2. When you subscribe to an exclusive DDoS protection instance for the first time, you will also subscribe to an exclusive protection traffic package (3TB), which can be used to deduct usa

description [4

Exclusive protection instance fee

Total subscription fee

(Subscription fees will be b

| have read and agree to EdgeOne Service Level Agreement [4 and Refund Rule [&

5. WINHX B REREIG, AIEFEMEXAFY, HREENTHE, ST A 80 T &AL DDoS B skt
E‘O

6. BT R5ERE, ERTLDMERGIFELE TN, NPT E AT BN DDoS BifF, B EE xS
onelogin.example.com , NIZEHZHFFEMMIZ DDoS Bt
7. GOSN B4, B I DDoS BAfF, fFgf IR E A, SRWING TS, S sUE I AR

TR AERESEFIFFEMIL DDoS Bit

75wyl

AR —RRBIRE AT _ B Lk, FREIUEAEIER LTk, @ 80 il 14¢ % TCP &, %
MELAEHINAAT, e SR A REEE K& DDoS Kifi (A 5E300 Gbps) , Al B AN DDoS B
DU RZATAIE E HIRIR S SREL IR EE, BTk,

EREH

HAFTE - BBRaIHE b)) BRIEENH %15 12811
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YROTCVFERT R Z AE SBIIN A JRNZ DDoS Bifr, Gl fEArEd, AL |
VUEACERRYSRAZ DDoS Fiirelids, & SKFshAIT B/ KA,

RIED R

1.8 NG NEEG EO PEfilG, fEAMBERREF, MiERTIR, 1Eih RN RG R EER, #EAR
RS T,

2 fEB RIS U, i PR,

3. (EPUE IR S B DU, P rER e B ACH,

4. FEvU BB, ELRPPECEH, rRESEN MBI, Yl hsr DDoS FifF, LUR4HTZ R,
AR Anycast BXF/7 300Gbps.

Create L4 proxy instance

Instance name test

1-50 characters ([a-z], [0-9] and [-]). It must start and end with a digit or letter. Consecutive hyphens (-) are not allowed.

Instance available area o Global (MLC excluded) Chinese mainland Global

Security configuration

Protect method Exclusive DDoS protection ¥

Protection specs Anycast 300 Gbps Unlimited mitigation

Access configuration

IPv6 access ® @ )
Fxed P @ ®
Cross- MLC-bord leration @
| have read and agree to EdgeOne Service Level Agreemen t [2 and Refund Rule [2 Subscription fee Cancel

5. fIAE X AP AR MG E R, mdiTh, SemkPuEREspalE, s, FaaBamESEl TR
DDoS Fi#FELE ;

6. FRELETERG, EAILUSHECE, HAZSHIECE S, A0 EME S S SRR, SR,
BIR] I 5 P A,

BR= RN EALEAELA DDoS FhiiFHR

=il
BRI S ATHIIRFE Exchange iS5 A& HTTPS HrXAIZ > TCP/UDP HMXAENHIZ MR HEIRSS, UriihEs2

Tid 200Gbps DDoS Kiti. M FHM SR RF RN B HTTPS A1 TCP/UDP fiR55, MRE R LR HTTPS
2(# TCP/UDP %2 DDoS %ifio [k, FHZE RN H-LRN s R 2 2051
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EREM

LR R E FIPUEPERYIAL DDoS B, FREAEIRAZ DDoS PifrAIRCESq 15308, BT LR E ViR
S, R R IR

LRIIREVHENNT, AIETRE, BRI 55T,

RIED R

BB . R ERELBEF B

1. EFON G IR G EOfE IR, TSt syl mbilR, il RdI RN R FREE SR, AR
IS DU

2 (EN RIS TUE, AR, EruERMEEELEREA, SEERrEEARHE,

3. B ERESFIN, ELRbELE A, FNEREN MBI, UL DDoS B, L4 s,
AR Anycast BXF7 300Gbps.

Create L4 proxy instance

Instance name test
1-50 characters ([a-z], [0-9] and [-]). It must start and end with a digit or letter. Consecutive hyphens (-) are not allowed.
Instance available area o Global (MLC excluded) Chinese mainland Global

Security configuration

Protect method Exclusive DDoS protection ¥

Protection specs Anycast 300 Gbps Unlimited mitigation

Access configuration
IPv6 access @ >
Fues > @ »
Cross- MLC-bord leration @
| have read and agree to EdgeOne Service Level Agreement [Z and Refund Rule [2  Subscription fee Cancel

4. TIE & F P U (E RS, shiT iR, e ERESFIeE, A5, AR EIIZIE T ZMT
DDoS Pt E ;

5. T RELETERE, AL HECE, HAZSHINCE R, A0 EME S S SRR, SR,
BIR] I 5 Pa A,

P2 : EHBEREREMPEAT, BT RV

1. MR R ESERE, R LUEE S 24547 > DDoS Bifr, 1ErdZRBERRGI N, e b g1 pr i ay rd Z A
KB, RdREE
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Site (L7) service protection Layer 4 proxy protection

| Layer 4 proxy instance
If you have a Layer 4 proxy instance with Exclusive DDoS Protection enabled, you can configure the DDoS protection specifications and policies of the Layer 4 proxy here.

Layer 4 proxy instanc... Status reused by site (... Instance available area Global (MLC excluded... Chinese mainland bas... Chinese mainland ela... Mitigation status Op«

e

Global (MLC excluded) Anycast 300 Gbps - - Running Adj
Viey

Does not support sharing
to site service (i)

Total items: 1 10 v /page

2 (ERGFICE S, HRER IR, AEREE AR E S AT, FCE R TIR (1YER1-65535, H G
CHEE4430IRIN, AEIEEENMSGIT, BATH NI CRIE, AERFRRIA AR, 85 F AL BRI — 5
NKAT80% M, SEREICEMNIATT

Port filtering

Protocol Source port range Destination port range Action Oper:
Continue

TCP 1-65535 443-443 ) Confi
protection g
Continue

TCP 1-65535 80-80 . Confi
protection g

Total items: 2 10 v /page 1 /1

SRS |  AEBRREPLH, NCRYRRGR A
1. e R2JE, i Z2Pif > DDoS Bifr, fEulim (LR RFEH, sidi & HPYZERERR

IR L BRI (bR ARSUERT] #3518 312811
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Site (L7) service protection Layer 4 proxy protection

| DDoS protection specs
You can subscribe DDoS protection instance, or reuse Layer 4 proxy protection instance to provide your site service exclusive scrubbing center protection bandwidth.

Protect method Default protection
EdgeOne default protection provides automatic traffic cleansing, but does not promise the minimum protection bandwidth.

Subscribe Exclusive DDoS protection ’ Reuse L4 proxy protection ‘

2. EREREE MU ERER 3G, <dibE, FOTE B30 T &AL DDoS SKHILE ;

Reuse L4 proxy protection instance

@ You can reuse exclusive protection resources of the L4 proxy instance under the current plan. After
reusing, the DDoS protection policy of the L4 proxy instance will take effect for the current domain

protect resource - v
L4 proxy
Notes 1. After enabling Exclusive DDoS protection, the inbound and outbound traffic of t

be credited to the usage of exclusive DDoS protection, and will be billed independ
2. When modifying the protection method or protection resources, the client conne
be reset.

3. After reusing exclusive protection resources of the L4 proxy instance, the L4 pro
instance cannot configure some port forwarding rules (such as: TCP 80/443, etc.)
4. After reusing exclusive protection resources of the L4 proxy instance, the DDoS
protection policy of the Layer 4 proxy instance will take effect for the current doma
Please confirm that the TCP protocol or HTTP/HTTPS service port (such as: TCP &
not blocked in the L4 proxy instance. When WebSocket is enabled, UDP port 80 sl
be guaranteed not to be blocked to avoid causing interruption of Web services.

3. KB T RIERG, ERTLIERGIFECE SN, AFTE G I BRI DDoS BifF, si#E sz st
exchange.example.com , NiZEHFFEHHIZ DDoS B,

IR L BRI (bR ARSUERT] 5519 H128101
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TAeRHE

JFIE3RAZ DDoS i, FHE THIFRA L Hf R

1. &P ImfEtTiRSS DNS ik, RHRGE T O Mk,

2. BT FIARSS N, TR D E RN TRERTIEDE, BRI IEE A RINZE 2 DDoS Wi, ARk
SO AVURENE, T8 TR =2 AR S5 I,

QUSRI el E - R IR, JRERARSHLIRAN D Bk

3. 453 SSLIMIEG, HTTPS VhXiER4ks:4553 Web Bt Bot & FRL 2 HMHITI 7 ;
4. 385 BRI 15 SO AR S Tl BT, SR, [BIRARSS FEITRERER,
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FCEJHS7 DDoS Fitr kg
1%& DDoS Fi1H<F2K

e h T E) - 2023-10-12 17:13:54

DDoS Ffi#"554¢ 2 EdgeOne DDoS Bitr &R HAIBRIAR P SRR, DDoS Bt FHRIEN &L, HEHEEFS
FHERIRE IS, DUT 2 SR ARG RIS B

PiRA :

ZINREAEPYZREIT IEFHAL DDoS BAIFINSZRE, BOAF-ARi UK LI2u R DDoS B A~ KL E.

SN E AR SRR AL

-
AR AL, oo BT R F
BEMBRERHE G Rk
S Ifj - V==Y S ] , i
A ST, RWAEREE | ROk, TR igiﬁggiﬁwé
HIRERITE, BES ALk, DDoSHiR | ot
RECENTTELENES  BUE PR, :
.
.
QWﬂ% g g g
A
LR g“ﬁ% ik i g
e
gwﬁ% ik i g
FIF AL )
WG gwﬁ% i s i
f
¥
gg%& ik i ik
ET R IR Fie i ik
SES R P GE Ftie i ik

RN R @ BRI R (sd) ARTERH] #21 128101
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ICMP¥ i el AL AL 8 BURl}s

T RE T

AR SSAFAE LU N FRAME I, BRI AR LR 5 4%

WYRHNESSBIT RS, BEREHESWH, FAEREEN, N TSR, ] LURE R R SR %
TNFERL

LHNLSSBITE AR, EEPHPER TRBERTHEE R, BIUEE SIS,

FER] ISR LU A SR R

1. BSFOAG LT EOE G, EAMZE AT, BB RFIR, EhAYIRNAGFIENER, AN
ES DI

2 fES VR T, A& 4EBhi> DDoS BhfP, kA DDoS BhfrifiE i,

3. EPUERIEBGETR N, JEETRERLE Y Z R pl, AdBEE,

4. $%F L3/4 DDoS MitrEek+ fr, midikiE, WRERhIFEHK ;

Set up L3/4 DDoS protection level

@ By adjusting the DDoS protection level, you can adjust the processing method for suspected at
traffic. Please configure the protection level according to the specific protection scenario.

Level Strict
Block all suspected attack packets

o Moderate
Intercept attack packets with obvious characteristics

Loose
Only intercept packets that are clearly attacking

IR L BRI (bR ARSUERT] #522 312811
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M7 DDoS Wi s &5 &

BT BTN - 2023-10-13 14:15:46

DDoS Hdifit i = EHIRESCHF - 24 DDoS B SLBilistiE H g X B it R B B(H, SRlEIr St sd =
L BOEFMER, RERKEEEEA, TN TN ETER DDoS Kii, WEIBdHREEER L EG,
PR RSB TR, SEER. &R, ERREEEEERSSIE, SE1EEH P85S, ik
FSIEREEEITIFAL, W2 G52E] 1 DDoS Bz,

PiHA :

ETHRESGE A T BHRIT B 1 3H5Z DDoS Bt s/, HiSEMEN L3/L4 (WLE2) Ry sd =R,

@ D

I

Yyse o VUEAEERYARNZ DDoS B4 S BIfC iE & & = {E

RBITR

FaifxRAE LS5 2 AT 2o YR AHER S W SERYBRIZ DDoS B4 RE S, FRIERG 17 &930,000Mbps, 4% DDoS KX
it R iE#L20,000Mbps i, 75 ZLHE Al B AR K TE LA P K N SREE FE TR B9 RE ST, DASRsZlil 55 B I 5175
Al

MR TR

1B NG NNEE6 BEO PEfile, fEAMSERRF, MEIERIIR, (EihnFIRN A HREENSER, #AR
R DL,

2 TEM RUFIE UM, PR 2R > EEEAHERS, A S @ AR IS DU,

3. f£ DDoS W& & L+ A, MhigE,

4 fEEERETUES, LOYRTARAM], AR HE R ENUENRELE, EFE BE XBET XG, HTigE,
B ZERI{E N20000Mbps , HdERAE, BIAJAERL,

PiBA :

BRAINE B R AT WSS RY, AIRETRE e S ERIE, FEITE BE X FEH X,
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Default alarm threshold  100Mbps  Edit

You can select multiple items to batch edit All service types b
Resource Service type On/Off Custom threshold
Security acceleration 20000Mbps  Edit

[ @
L4 proxy [ @) 20000Mbps  Edit

HRBE

IR

DDoS i & 5 EIREM P EEZX N E 1P, ELPREET, ZMEARIIRSS ATREREH A — BBl 1P, Ktk
HEE X REEG], AR R,
B A B ERE (A B B i =R, IR 2RSSR,

R 7=

TR

Wt i R S S R T BRI IE,  miiedlE RS R AR E B E R A T R EI9ME, R AT
RETFIEZE o

DDoS Wi & &5 B hhestit /7 N B R BRI IE(E, 207 Mbps, 5 B IHE R W3 Sl i & 1%
YR T R R B B e B, &k AT,
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YIRE e

EdgeOne DDoS W4 k%5 X @it Bl IP B ARy X, PERIZ P i 1P B AR s ATV RIS K, M

BRI RN SRR P, BB IP B B 1P IR E S IESRA TN, 2 (B rh iy \P I, R IE 2
AT, 23 DDoS BhtFNELMRG T SRIG iE CREZmaELABIERIRA IR SRES) |, Y RA AT IP RN, fFiE
FZRH M,

PiBA :

1. ZINREAHE Y E BT /S 57 DDoS FhiF i 4%, ZRINFEABG LU £ Bk sSH57 DDoS B AR ZHHiLE ;

2. IP REHEMNERESS, FES-10NARL

3. IP EHZRRZALIECES IP 04, BN 0HRZIEE 20001 1P,

ERTR

Wi QUGN IP iR : 7E832 DDoS Ky, ULz a4 BEERYA A VTR s, w] DUKIE EE R
sz A, (EU2 RTRER EMAE A% BT IR 1P 5 AT R,

RAREEERIGHE P - N OHENBGETR IP AR5, BHER A% 1P BIFTA T RER, KK DDoS 1E 1t
ik, WYBEL,

Tig— B IP BAE, BINZEE IP BUTIHER

FXuhisl example.com FHFTESSEL, IPHIBEER 1.1.1.1/24 RZESEEVNR P, AT EGEZE
1 IP HORE#E, AIRZ IP MINE BB A, 45D DDoS i fREiEvE, #IEPERIT -

1. BFONGL RN EOERIA, EAMSERET, miuREIR, EilRyIRNATFEIENER, EASR
TEIE DU

2 {EBE VRIS TUH, AR 2P5H> DDoS B, A DDoS B P& L,

3. FEPUERIBHIETR N, JERTR R E Y Z R pl, AdiBFEE,

418 IP BEAR R, BEIRE, BA P RO A E T,

) . .
\ " IP blocklist/allowlist
\ >,
\’ Configure IP blocklist and allowlist to block or allow requests from specific source IPs, so as to define who can access your application resource.

5.1 IP REMHATUHE, PREHE, LUYRIZRN0, MAIPE 1.1.1.1/24 , KAEFOIASH, BliR
7, B4,

RN R @ BRI R (sd) ARTERH] #4525 112811
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R BT P RBE, KAEBBEIR IP YiFER

XUl example.com FHFTEWSSEL, IPHilE 1.1.1.1 BE#IIHAKREIR IP, FIEEMNZ IP RNE
WA AN FEITFTE SRIRIZ IP BT IRIE R, $RESBAT

1. BFONG LN EOEHIA, EAMNERET, M REIR, EiiRyIRNATFRICENSR, HASR
TEIE DU

2 (ENRENE UM, RG> DDoS BifP, # A DDoS B i¥iE il

3. AEMUERIBIET-R N, JERTRERCE Y Z R4 pl, A TR EE,

4. 18 IP BEAR R, BEHIRE, BHA P RO RAE T,

\ ? IP blocklist/allowlist

5
\’ Configure IP blocklist and allowlist to block or allow requests from specific source IPs, so as to define who can access your application resource.

5.1 IP REXHATUHE, RHE, LUYRIZRN0, MAIP 1.1.1.1 , FAEROVRY R, mlifReE, BIE]
AR

RN R @ BRI R (sd) ARTERH] #3526 112811
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YIRET e

AR ISR A B ERRIR T RPERIX,  BEE AL SS OOT TR E LX), AMEEH Mt R IRET 5 ],
EdgeOne Sf@id fa @ KIBHIRA TR, 1ZIRIH 1P P XIREB VA LB AT — s B4, FBIE B Wk B faE
HIXEIIE 1P BYVIIRIER, THEXEEESE, HEZEHIXE] EdgeOne Wi mfViBERHETT, 2K, E5ET
TEEE,

PiHe :

1. ZRENTE P Z B TFE 57 DDoS BifP I 24, BRIAF-ARGIF LU L E b M7 DDoS BifP ¥ A I HFILE ;

2. ERCE 1 XISE )G, XIS B KARHCFE gt e, HARTRANSS P,

STVRERb =

PERSZEEXBAIPTE BTN ¢ AL S HICCER TRIEM-X TR, 5@ XIREEER] DTE DDoS & Herh — it
SEHAB DXIRA T A1 S, DUOBE SR H Al XIS i R IR A 2 R

— BB PRI AT © AR A R IR SRR BN R E I, R DUEST XA, 7E DDoS 1§ HEH
—HEESOR B Z XA TIAIE K, A ROhR, % KISk dhE L

ESUE

fan : uis S AP EERE, FonERER AT, AMEEEA ORI VI RIER, kLA HoAh X AT
RERYACE{T 9, £/ DDoS Jitilly, HAMMBURREFEIR, SRIFZIRUTT -

1. B Foh G g G EOfERlA, EAMSEEET, MEISRAIR, TR RyIRN R ERICE MR, AR
PRI DU

2. TENG FOETE U, PR 4RGH> DDoS Bi#P, i A DDoS i i#IE i,

3 TEPUERIERGF LRI, R AR B PUZR ], sdpirRE.

4 TEXIREZE R, BiRiE, A IS,

RN R @ BRI R (sd) ARTERH] 5527 312811
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/ﬁ Regional blocking
N

Block requests to access EdgeOne from IP addresses in specified regions.

5 (EDCIREARCE TR, B AYIR G MR, IERREEAX, DUSETIZEONH], SRR E R R DS T
A XK,

Regional blocking

On/Off [ @)

Blocklist Save

Asia (excluding Mainland China) €  Europe €)  Africa€)  Oceania€)  South America€)  North Amer

Q
Chinese mainland A Anguilla Antigua and Aruba
Barbuda
Asi ludi
i,
ainlan ina
B Bahamas Barbados Belize
Europe Al Bermuda Bonaire, Sint
Eustatius and Saba
Africa All
Ocearis Al C Canada Cayman Islands Costa Rica
Cuba Curagao
South America All
D Dominica Dominican
North America All Republic

E El Salvador

6. iR, SEARIXIEE AR E AT,

RN R @ BRI R (sd) ARTERH] #3528 112811
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YIRET e

St 132 308 FH 3 5 4 i AT B 5 SRS HERIE B4 ok, B P i m] 15 ) EdgeOne {93 IATFMN IS 3
AUEE, ATLURIETR K BE XU, I e, i 7eERvA S, FENIERCH RN TR B, )
17 ARSEBH PRI SRIS BN,

PiHA :

ZIREAAEVYZRBLTFE AL DDoS BN 3R, BRIAFE B LUK L2 05 532 DDoS B A SIHHILE ;

STIRERZ /=y

TRYSTEE UDP W55, @id¥mOsdi8 UDP ROHMGE © A0S Y RiEHIIRE L S1F(E UDP J&E#;, LIREH#H4E UDP
Wi, SR LGEE e e, ECETE DDoS Bt FR 281y UDP inl¥, Byt UDP ST IHddE g, & ULy

UDP &% 12245 @ 1-52, 54-161, 389, 1900, 11211,

TEVCIEAVFRINE OV RRIR © S80S (T e E s D R, AT LGRS SE IO I8, BLEfE DDoS JE VeIV

VIR, ERERFERTE R B H ARG ORI RERE, A BdhiE %,

TRV IR

BIANEF XS BE . example.com  FHYFTE SIS, WEOFHMFR T TCP XY 110-155 S, HREHOAR
JUVFVIIAL, RS ERANT

1. BFON G2 INEEG YRR, EAMNSERR T, AEREIR, (EihaFIRN AR ENIER, AR
% DL,

2 TES BT, AR ERHS DDoS B, it A DDoS B ifIE i,

3. fEVUERERBGHIE R, JEREFREALE Y ERE I f], SR EE.

A AESIEE R A, diRE, AN R,

Port filtering

(®

Block or allow traffic to EdgeOne by specifying the source and destination port range.

RN R @ BRI R (sd) ARTERH] #4529 112811
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WEEEINEF-B EO

A BT

5. (RS JE DU, SRR, QUSRI IERIN, DUNETZ R NA, FrEMSHIN, HEFTA I IGESR N TCP
P, RN CYEEEE 1-65535, H AV CIVEEIAE Y 10-155 Gl l, WEEEAFEBGIFEEFETHE X7, B
#O

Port filtering
Protocol Source port range Destination port range Action Op
TCP 1-65535 1-65535 Block Co
TCP 110-155 110-155 Allow Co
Total items: 2 10 v / page 1
FEE TiHH
Y A&, TCPE{UDPHMY
Tt |1 Y5 ] FEE P ZEE VT RIS, SXHRHEEERE | 1-65535
i 1Y ] Fa2 P o i Ry B Y56 S R, KRHAGEE @ 1-65535
28 FEWTIXIEK ;
I AT : WATIZIER, FEAEVCECRERAIF 3 5HRgS,
ARSEPGA - AT UETIE K, ARSLPCEHRAYBG IR
AR E - BRI E (ks BRRIHENH] 5530 12801
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YIRE e

RAIES 78 AT LUK HERIE B 554 SCRAE BRI i SCRAERI B 37 SRR B R B AR S8 i 15 . EdgeOne SCRFER A
IP, TCP K UDP R3Ok HAVHRHIE B 8 SCEEBUREG, JTERHES I8, LR, BRI, Rk
B, IP RSCKE I PRSP T S, FR e FIERIREBRFF. AT, BIFFHIR, SR ERIKS)
1Es

PiRA :

ZINREAEPY ZREIT IE AL DDoS BAIFINSCRE, BOAF-ERi UK LIZu R DDoS B A KL E.

SRR/

it sV 55H% A EdgeOne J&, AHSRASTR ZEH MM E BE B A EERAERI U AIEK,  WIERT LU 200 ROT BRI 18
BB RG AT RIZERIRLN AR AL 8V T HZEHI AL e PERC e P 5 PERCah 1A Ao

VERLSRAFE T EERARIIE SKIFE, BAAEYIRIE KB TCP/UDP M B & MEARF ik,
VEECEN(EAE ST VIIRNE R an PR ECSRERE, XRIERPTRIENE, BRCiEEE, BIT. RITFHHR HEH
s

RIEDBR

BIan B XS example.com FIIFTE WSS, MAMUGFRN TCP W55 T KEERGAATF 512 771,
R EEFHENIE R 28 BRIEPROT

1. BSOS AT A S, fEAMERRAR T, AEREIR, fEilm b RN A TREEER, AN, S
1% DL

2 fEhIEIE UM, At REBh > DDoS Bhf, it A DDoS BhfrifiE i,

3. FEPUERIEBHIETR N, JEERTRERE Y Z R pl, sdiBEE,

A4 AEFHE IR F Arvp, PAHIRE, W ARHIE IR T,
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(@

Feature Filtering

Configure custom blocking policy against specific IP, TCP, UDP message header or payload.

5. (ERHIEL 80U, SR,
6. TERTE RS BB TEAE D, QUERHES BN, MRIEFR, EENRPGFSEHEEMHE X 7B, ALHE.

Create feature filtering rule

Filter feature

WEEEINEF-B EO

Field Logic Value Other parameters
Packet data length  + between v 512 1500
Add
Protocol o TCP ubP ALL
Action o Block Allow Discard and block Continue protection
Cancel
BRAE BT -
S UERHIE WA HAthZHL
Fa 17 IR 1
i 1 KA A1-6553570 Y3t 15
XFHEHE TN T
a1 A H bR
H briii 1 S A1-6553570 Y3 15 /
XFHEHE TN T
FRVI ARSI B 2 K
(EANES SCREHIA1-150076 FEIECT
XFHEHE T AT
. . LIEN By % FEiA H * UDPE TCP:LEE E%
P SR SCRFIENIPERC el X B PEfe, Hrp R E . UDPELTCPLHR /G HdE A

P37 AiBGEVR T E YN aERES AU

RN R @ BRI R (sd) ARTERH]

(payload) MRS E, FIIETEH :
0~1500, {7 : Byte,
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TCP/UDP MEFFKI SIS EMICS CAAPCRE, Horh | (ESRONON, AR ANS— - 1P A
A R R A IO PR
KEEYREE © BCRIRRE (payload)
TEPEIPEAITCP/UDPERE, M g, Z2 A LIOTT LA+ 61 777
o RS B AR
RUTTHAAI S IE PSR, 6 EAPCRY, Hr ¥
e TR (RS L 5 FE D
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EdgeOne SCHAT i i)l st TR AL IR A — BB 2L, ST ECE ICMP PEZE, TCP HRXEZE, UDP HrX
B MBS, BCESERE, SR A #H K V5 RNE R R IR ET,

ViR :

ZIREAAEP 2 BRI IEJHAZ DDoS PPN SZRE,  BRINFAP LUKk L25 KL DDoS B3 S ACE |

SRR /by

LISHIIE AR E R TT R PN, AlEE R E PN — A, TR R IS VN RS Do B b 77 [R5

B L FH LT SR o2 A5 2B S

BiAA

HF UDP MBCEERIR A (M TCP B =X TR BARARNLZEMEREE, 58 UDP L35, HCE
% UDP H1¥,

PRI IR

BIan - XS example.com FHYFTA WSS, MAMUFF TCP MhiliEH:, HEAHMPMGER, HIEP 3
T

1. BFON G2 INEEGPERR, EAMSERRF, RERSIR, (EihmFIRN AT FRALERNER, AR,
1% DU

2 fESSSVEE T, A& 4EBh> DDoS BhfP, kA DDoS BhtrifiE i,

3. EPYEREBG TR N, JERRERLE Y Z R Lpl, AdBEE,

A4 AEEEE R A, AR, AV EA T,

‘ Protocol blocking

\\i 3 Block requests of the specified protocol according to the traffic to EdgeOne. If your application does not use UDP, it's recommended to block all UDP requests.

5. TEMMNEZA T, SAdERFR I BOT X
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, DUSHT RN, 197 ICMP HpX. UDP BMXEEE, HAMPMUEETT X, JFEE, MUUPR LR, X R AR
TR RCRHAR LT

Protocol blocking

Block ICMP protocol Block TCP protocol Block UDP protocol Block othe

«© @ «© «©
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YIRE e

EdgeOne SCRIANERIUMEIEATRA, AEZIT N HIVE Fin HahE . R IP RS FHIERBOTEN G, =
DGR EA INE R — N 1P R (8] PO AR B S W RIS RO, 2RI 1P S0 AR B it AT
BIEEIETT, BIEENRIOVI508, ARG AR & Vi,

PiHA :

ZIRESAEVYZRBTFE AT DDoS B IN 3R,  BRIAFE B LU L 205 532 DDoS B A SXHFILE ;

STV RERZ /=y

N BHEREERAERIASG R TCP HERE VIR LS BTIR, ASRT LUE S e i 2 S B PR 47 s

(A

1. BTG L i ARG, fEAMSERET, BhEREIR, R RNEERIENIER, AR
T DT

2. 1EN ROETE DU, PR R 42RGH > DDoS Bi#P, i# A DDoS FiHi#IE i,
3. FEVUERERR M IE TR A, Jﬁff%%gﬁﬂﬁéﬂ’ﬂllﬂl@ﬁ@%?}j%ﬂ, B EEE,

4 EERSBGLIG R A, AR, R i B 4 DU

@ ) Connection attack protection

Set refined protection policies targeting connection attacks

5 MEIERISGE PP TR D, ATEEAIN G MRS, SRR ET NESEN L5,
6. TEECEMNINIERED, BERIE)S, sAdiE, BIrsem FRml,

HXBE
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AR E AN

(BANIR IP) Frgt e BeRRM - G BRI AL (A AT R AN IP AT HE AR, S Sk i 77 il KR 2
FER TCP EHE R,

(BN 1P) FFAREERERRA : jed RR A [R]— I A) AR P BOIRASHE R, B IRE 75 @ KRBT RIERHER
TCP JERZ TR,

(BNE 1P) TR EERERRA] « s RR A [R]— N A 2R IP JE42 28 EdgeOne HYSH i IEMEUR, 0 A KR 77 IEH
WEWEEEPIMER RS, MmAREXR, FHIEREE GETSYNIRSCE . SYNIRSCEER, &
I, S 22 S5 AN R A AU A 5T

LRFTEREEIRE] 8RR SN W A ST V@ EdgeOne A RSB UL RUR, I 7T R R 2R
FER TCP &R,

LJRFFREEFRH] © 355 BRG] [R— N AE . EdgeOne X EBGS ST BORASHYERE LG, B d /7@ KR
B TCP JEH VR U,

LJRBEEE IR © 355 BRI — N A& EdgeOne & ZE 5 N A BRI R, ik S 2 o5 7738 K 2 i il SR
FETRG WA T 5 BR T

2R ERERMH ¢ 5 BRI E — N RE . EdgeOne & 2 5k B FH A CLIRR, ik 6 et 77385 K B OhIE 1 SR IHFETR
Uk R SR BT R

NN

FRAEIFTEESE © B NE IP MU RN, JE401% IP #EIERaE R, 2RWRIET, E4apTEHen TCP EHIE XK,
WIS TEST © W% P S F A% IP 15704,
EFETBIE © E70E IR R e P R IE RN A
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DDoS P B BR St AL iE T3 A FRALE T AAVEEERNAT T

B H

8. (Deny)

547 (Allow)

RITFHIR

ARl

b7 At

ERRFIFRRBEE, I B ARSI AR
W
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Protected domain Use
R T o

\q ? Exception rules You've set
Ta% Set

\’ Matched requests will bypass the specified policies

Za . " :
\. P Temporarily block client You've set
L

\’ Clients are termporarily blocked when their requests match web access control rules o

3. HEN B BN Fr, A, dEA B TR, A R R b AR,

Custom rules

(0 Description

Manage access requests based on HTTP header attributes.
A basic access control rule consists of only one condition. You can enable precise access control to define rules with multiple conditions. Your plan determines the number
you can set. Upgrade or adjust the quota as needed.

| Basic access control

Rule ID Rule name Rule configuration Rule description On/Off o]

You haven't added any rule

4. FERT IR ETERUU S N, SHEMNA G, DIECEMNZERL, Pefc)T SR PCREN A, AR ATVCACS P,
PERCIZ AU SE R 18 SRORF 2 BROZ M NI i A AL i 5 T TAE TR,

DUz N, Al SR DOSRE T, PERC)T SOEEONE P i 1P XIREl s, PEACA AR R P ERR: (2
i), MBS,
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Add basic access control rule !
Rule name test
Rule type Regional control i

Vianage access requests based on client ocatior

Enable rule ()

Matching method Client IP location contains v
N Chinese mainland €3 Clear
Block v

When the reguest is blocked, an error code and error page will be

eturnec

5. iRE S, MUNRHRE AR, I, FPmTIR IP ASUZHEREEH P, WAV RNZ M,

RPIFR— . B Referer fEHIANERYE s i)

N T 5 AR m07 A BE, AT DUEE B P S 12 Y Referer 2RISR EH (- #57 RIZAX Referer kil
IRIE SR, BIAN 55 R www.myexample.com mERTES T S EER ads.example.com BEHZ T
[FIEYIESKR, (AR LS AR SRR NN A, R ERANT

183N N5 BEO #Efila, TEAMSERET, REERAIR, ERsIRN R ERIENER, BEAS
R DL

2. TEU RFIE UM, PR R2RH > Web B5#P, A Web Bitr BT AMIBIBF s 5IR T, EREFRIT BN
B4,
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Protected domain Use
R T o
\q ? Exception rules You've set
Ta% Set
\’ Matched requests will bypass the specified policies
R " " :
\. & Temporarily block client You've set
2%
\’ Clients are termporarily blocked when their requests match web access control rules o

3. HEN B BN Fr, sAdiBE, dEA B TR, SRR R b A AR,

Custom rules

(0 Description

Manage access requests based on HTTP header attributes.
A basic access control rule consists of only one condition. You can enable precise access control to define rules with multiple conditions. Your plan determines the number
you can set. Upgrade or adjust the quota as needed.

| Basic access control

Rule ID Rule name Rule configuration Rule description On/Off o]

You haven't added any rule

4 e B E RN N, RN, BCEMNZERL, Pell 7 SR ERE NS MNZERIRNPERlSef:, P
BCIZ RN ZE B IE SRR FOZ AR U i R AL & 77 SN T A3,

DU TR N, AR N Referer BHE, 41% K Referer 7514

5. www.myexample.com . ads.example.com M, AEHFRAEEE,
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Add basic access control rule W
Rule name test
Rule type Referer control -

Manage access requests based on Referer

Enable rule ()

Matching method Referer does not equal -
Content www.myexample.com £} ads.example.com £
Block v

eturnec

5. bR, MUK AR,

AR R PEACAL I

AOIR RS R BRI R R

AN TR B r BUREIR. (BIAD - S5 A EHETN) BEBE, (CVFREE R e E Wil R LU FRE
HEPCECRRI ) 2 P35 1P PEECAITER URL PLfCd &0k S8,

Blan - YE RS www.example.com  HEHEHEFMULREN /adminconfig/login , ZEEIUL
VFIEEME S IP P 1.1.1.1 B, BROEPBT

1. B5R LS5 2 G EO PEflG, fEAMBEYRAh, AEERFIR, fEukag RN PG R ENER, AL
S T

2 TEMG RIS UM, AR > Web BFiP, A Web B i 1E il £ MBI 5IEEH, SR EIT BRI
2N
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Protected domain Use
R T o
\! ? Exception rules You've set
 pd Set
\’ Matched requests will bypass the specified policies
R " " :
\. & Temporarily block client You've set
2%
\’ Clients are termporarily blocked when their requests match web access control rules o

3. HENE BN Fr, PAdiBE, UEA B U TTE, A S o PC i SRS b A BRI,

I Precise access control

Rule usage and quota 0/20 Subscri
Rule ID Rule name Rule configuration Rule description On/Off C

You haven't added any rule

A AERTEBE XN E N, RN, BEPChL T B R AT A,

DLEFiA RN, PIRCEVCE T B IERE&E (Path) %F /adminconfig/login HZ&F U IP RPEALD
1.1.1.1 WA, PATEHTENEE,

WiEH :

PG ESERE, AHESOZMNRIIEER, BUEBIR, LegBE.
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Edit custom protection rule
Rule name allow only trusted ip to login

Specify scope  Custom scope v

Define conditions for the rule to match requests

Field Condition Content

Request path v Is v fadminconfig/login €
Field Condition Content

Client IP v Not matched v 11116
+ And

Action

Perform the specified action when the rule applies.

Action
Block v
Priority = 50 4+  When a request matches multiple rules, the action of the rule with the higher prio

protection request processing order

5. iR SS, AR AR,

HXRZ%E

B2 ST Ve S e

HE SRR LASE P PERC SR PR RN B E FE R . DU 2 AR B E OISR SR DL LS
LT

AR Wi
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JavaScript ik
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LERAN

CC (Collapse Challenge) ¥ifi, B HTTP/HTTPS DDoS ¥ifi, Bifi# @il i H Web RS INEZMAXTERIE, T
BRSS LIEE RN FHFIER, 48055, Juk#th CC Wi, EdgeOne #2Mfk T1iHY CC Kbt kg, FHERIAFT
B, LRI RS E TR LR

Vi .

CC Wihibfitr EAERENL S AT M, N T ARG RS IR B b T A TR Z 25, B0 SmIEER. #ts
Bk, WYIEBSN T REG R, THEA AR A Bot 58 HE—2 N 22 2R,

EdgeOne i “ T T2, BN T2 2R iRe = @yiE RAETIH 2, (Ol 22 2P e b G 1
MEMTERAEN R, N TEmE I EE )GESE LT Tima 2 bii,

] CC Bdibir

CC Wbt iR B LS. SKERRHMER A% P s I PIE#R S /7 NI CC i, FHd TAbiE. EdgeOne 2
ST WY =R CC Wi b ok

RIS I E SRR © F T RO d s SRR B R WY HEE 5K 5 R SS S IR CC Wi T, mIET 8 IP JRER
ViR BRI,

PBBAGERGT ¢ F T RO E T KRB RS R AR SS AR VIR CC Wb T R, AT PR IE R 7 [ 4 e fEC
R RIKISEERER F o

FREE PRI | S THERELY S, SKEMRHIES T TRIE 0 1P ISR, SIS BRI, EEN R E
fE& P o, SE R S SRR IE SR T ANLIRIE, B RER P it IEBATT B B & R 2 P 5t e T
JavaScript #kiK,

FC 1 TR AT 75 TR SR BR A

AT P SRR AR NAREAC B IR 2,  Guit Y anis iiEskosR, BT Raa7 RKIGRIEHERIL GRRIEL
B 24 /NNEEHT) |, SEECEIRHIZER, BRI EAANE 55 AN A 11 SRoE R,

TR
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BRIED R

1B LG A5 EO FEflA, EAMZRER T, REHREIR, (EihRs RN A GRICENR, A,
FRUETH DL

2. TENE ROETE DU, PR 2R > Web B$F, 3EA Web BFiF 18 il 2 MIRIBG 8 53k, IEBEFTIT BRI
52N

Protected domain Use prote:

s LR R

\' 3 Exception rules You've set 0 rules
P d Set
\’ Matched requests will bypass the specified policies
‘ 2 Temporarily block client You've set 0 rules
i % Set
\’ Clients are temporarily blocked when their requests match web access control rules

3.3 CC Wbt~ 1y, MdiRE, #EACC KGhPFECE DI, ok @iy g KR4 01 S
4. FCE ST AT SR IR BRI SERANAEE /T3, S ERFIFHUHATT

BRI RIS ERY R HR R IR R BR
\ IR
',J‘:ITA’ S\ E > %
;;i‘) (RUARCH, SEH T AES) Web WE 25475, %7000 2000 %/ 5
’ KI5y
G T IUHAN B NR R, SR 1900-2400
@ PRSI ER D5 SN 200 2%/ 10 £
EpEIMA o
DU R AR, B AR HIER
4P B8 15 18 AR 55 52 M st
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YA \ i ~ 40 Y/ 10 #
iz F T X R IR R A, 5 R0 R
ATHEAF (R IR, A
}Eﬁo

Vil :

AL 1B 77 SRR AT JavaScript BRERFFT X, ARAGAETT RBBATER © 2bETT
5. i BRAF, STMNIELIE.,

AL R A i Bl
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18 h B s & EO i, TEAMBERRET, pEsbREIR, 7Ebhmb RN R ERIENER, BEASS
ST DLH]

2. TEM I T, PR 2B > Web RGP, #EA Web BiF IR TUEMIBIRGF 5L S, BRI BRI
tgz%o

Protected domain

s LIS e

'\ ? Exception rules You've set 0 rules
7 i Set
\’ Matched requests will bypass the specified policies
\' ? Temporarily block client You've set 0 rules
P Set
\’ Clients are terporatily blocked when their requests match web access control rules

3. 4kZF| CC Wi~ v, PAdRE, ¥EA CC UL ELE v, M@ il 4 M 4ia.

4. FLEARE A P AN A PEEC 55X, ALl RRA

IEXXFERIAK @ R b SR A L SRR A8 IR 77 e FE BB, B AL E N AR
JHT 8KB IESCRHRE A Fim, FHtaE i E ; SCRRCIES-12080,
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Edit CC attack defense rule

Aule type Slow attack defense

Rule description Mitigate slow attacks by setting timeout and minimum data rate for receiving reguests.
Action Block v

Matching method Transfer timeout

Apply the corresponding action when EdgeCne does not receive the first 8 KB of the client HTTP request
body

Timeout: 5 4+ seconds

Minimum transfer rate

Apply the corresponding action when the client HTTP request's transfer rate is less than the minimum speed

Minimum transfer rate: Within -~ 60 seconds = the average transfer rate is less than

- 80 + bps

Save Cancel

WA
FLEALEY X, SRHEER. MEPT K, ARV E T ARIEEIES I G E 5
5. ififRTE, SEARHINIACE.,
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??E%:

BRER P I IR ML S5 R ENSE 2 —, WHSERLE FEA. YR, ¥igWss. &by i, Wk

LRATREE ORI E S NE BSOS, Rl G TR,

BRER P Uit 3ot YR SR R R £ b b 2 S %

BEERE CC Bahibhiir B X

AR TR BB A B RE R P i B B X, TSR LU TP %

185 NG NNEE-6 BEO PEfilG, fEAMSERREF, MEIGRIIR, (EihRIRN ARG R ENSR, #AR
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A BT

Protected domain

R T T

“
NS

-

Exception rules

Matched requests will bypass the specified policies

Temporarily block client

Clients are temporarily blocked when their requests match web access control rules

Use prote:

‘You've set O rules
Set

You've set 0 rules
Set

3. k% CC Wi~ v, HTRE, ¥A CCIGEIFRCE T, M Res i IE4 MY R B IRE.

CC attack defense

(i) Description

CC attacks generate volumes of forged requests exhausting connections and sessions of your web applications. By enabling CC attack
protection, you can identify and block malicious requests and increase the resources to be consumed by attackers.

Rule ID Rule type

il % Access rate limit

N T

% Slow attack defense

e T % Client filtering

Rule configuration

Mode Adaptive - Moderate
JavaScript Challenge

ACTION

Access rate limit: 318 requests per 60 second(s)

Mitigation status

Mot enabled

JavaScript Challenge

AcTion

Operation

Edit

Edit

| Set mitigation

View blocked

4 (BPEECHMIAL BT, SRR (RERD « WIEHT JavaScript k%, AREVAEEG RHTEREIES UL AL E

777K

IR L BRI (bR ARSUERT]
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Edit CC attack defense rule b

Client filtering (CC pratection)

[dentify suspicious client requests from normal access requests
based on the analysis of request rates and quickly restrict
suspicious client requests that match the auto-generated rules.

nsitivity Dynamic v

JavaScript Challenge v

5. b RTF, ST,

BERBATEEBIE P RYIR

RIS TR E BB RER P I IR E Fimd R, R AS IR RED 3R

1. BFohGer nd P ARG, TEAMSERRT, RHEREIR, iR RNEERITENIER, AR
(DAL

2. TEMG REIE DU, PRTER2BGH > Web RGP, HEA Web BifF EE s MBI 5584, BRI B 1Y
D28

Protected domain Use prote
RS T w
% Exception rul ‘
‘\ o ception rules You've set 0 rules
P d Set
\’ Matched requests will bypass the specified policies
‘ 2 Temporarily block client You've set 0 rules
P Set
\’ Clients are temporarily blocked when their requests match web access control rules

3.3 CC Wikt~ /y, MiiRE, #A CCUGEIFIEIm, A% il IR G NN EEEEREF M.

RN R @ BRI R (sd) ARTERH] 5557 312811
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CC attack defense

(i) Description

CC attacks generate volumes of forged requests exhausting connections and sessions of your web applications. By enabling CC attack
protection, you can identify and block malicious requests and increase the resources to be consumed by attackers.

Rule ID Rule type Rule configuration Operation
i* itk @ Access rate limit Mode Adaptive - Moderale Edit
Action  JavaScript Challenge

Access rate limit: 318 requests per 60 second(s)

L & Slow attack defense Edit

Mitigation status Mot enabled

LR s T @ Client fl“efil"lg Action Jﬂvﬂscript Ghﬂilenge Set mitigation
View blocked (

4 TECEEE T, A REYINIABRE, AR 1P ECE RGP HI S,

IR L BRI (bR ARSUERT] 558 112811
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LERaN

M UBE T, KM IUER SR, SRR BRI R 20, SRR R
TR, FHEEBRAK ., REATRER SEBUBBURMITE ., N T A RE L X, %Fﬁ%iﬁrﬂﬁﬁﬁﬁaé/\é%ﬁ@
Tabre TERE U B S DUE @R T ), DUEPOESARI e, 5 A IRAITEE N AW H Y, S
BB R 112 P 3w 7 IR, AT LUERUX 70 IR 2 P Um AR R 2 P 0, AT R AR 0 o PR AR B XU

TR

EBFRAHUC R, AL IR SRIE SR AR, 545G BotiHH ThEE, e seRe e s s g

A S SR E VT 20

BRI H AT X ERE PR GRE W, @ik asE&mgtit i, IREIBMENLE YT, RS A] IH
B G 2 AR, e R PR i ) jﬂTﬁU%@iﬂ.

FEUEPCEEARN © P € SCRIVT IR PRI SR, SR 2 NSRS VCRCIE R,  FREMG MERRIEE KR, EHT
H IR T T X0 IEH AP 5 R RS A s A [l

FEEEHIREE | ML 2L 50ERIIERN, ASHHERI QARG EIEIES I e EHInl,

R VEEPEECAL I

AR | FREIRR AP BOVIFR, SEEENRIBESGE

TE s E AL 2 i B i s erh, i@ 2 A F 15 RS fili AP 2 0 22 R BE R (5 2. it BRI
XPREE R TS SRR, AT LURIR R AR & IR, AITTA AR S, (RIPBURME Bt ER,
flan - SRS www.example.com Rt TXAMELN /api/UpdateConfig , %EEICIAFRYIRIVE X
100K/ 5381, s RRRAE, RFEELZ IP 107080, HRIEPEAIT

1.8 NG NNEEG EO PEfilG, fEAMBERREF, MEWRTIR, 1Eih RN RG R EISER, 3 AR
RUETE DU,

2. TENh e T, A h R 2R > Web B, A Web B £ 15 01 A MBIBL P51 H, EEFITF BRI
W4,
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Protected domain

i L L

\1 ? Exception rules
=%

\’ Matched requests will bypass the specified policies

‘ ? Temporarily block client
S

\’ Clients are temporarily blocked when their requests match web access control rules

3. RENHRERAN R, PADRE, A HRIRAINCE DU, 8 bR v R BRI AL by AR,

Rate Limiting

| Custom rate limiting rules

Rule usage and quota 0/5
Rule ID Rule name Rule configuration Rule description On/Off

You haven't added any rule

Total items: 0 10 « /page

A4 AEFHAYRINITTE P, $2IRA0 TP ERELE

4.1 SEGRNAFE, PCRLSRIER ) BE XBiTFRSR,

4.2 TEVERCSRAFIZIET, FLEMIIIVERLSRME, DUSRTIA S 00, VLRl FBOEREREEE (Path) &

T /api/UpdateConfig o

4.3 FLEZANAAAR T, LUEE SRR, BCE ORI 08, S 100RIN L, Feit s
P 1P 353K F] EdgeOne T s filik, MlR)S, PREFZMUAZIRZS10728H,

4.4 PUTENTEIREE N, SERERIRINIBC &AL T

RN R @ BRI R (sd) ARTERH] #3560 12811
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Create rate limiting rule

Rule name test @

Specify scope  Custom scope v

Define conditions for the rule to match requests

Field Condition Content
Request path v Is v /api/UpdateComfig €3
+ And

Trigger rate limiting

Once the rate limit is reached, the corresponding rule action is applied for a period of time

Requests (client to EdgeOne) v Limiting the rate of requests with the same following feature values

Request feature

Client IP v

The count valueisin 1 minute v Exceeds within 100 times  Trigger action

Action

Perform the specified action when the rule applies.

Action
Block v
Action duration — 10 + seconds v
Priority — — 50 4+  When a request matches multiple rules, the action of the rule with the higher priority (lower numerical value) applies.

View Web protection request processing order

5. i, HUUPRFERE AL

AOZRZ | REISBA04RSHIIERER, REHFEEEME

EEEE P N R AR R, ZEURENAER, &E IR REEA S BRI 404 #HIR, @
ABRFIF B 404 IRSRIEVIERINZH, EdgeOne BEMSEE fo b B i F AT RTRTIE K ST IR, MM
TRBGREERN N, RARARSS A1, 1RTHERSTRIRN RV Z SVEMREN . HIa0 @ Al R4

RN R @ BRI R (sd) ARTERH] 5561 H128101
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www.example.com MWEFESRFE .jpg .jpeg .webp .png .svg , SRIFEANEEWLN 404
I, VilRIE 10 Fid 200 R,  TIEREEFZEOT B2 P 1P 1EK 60 70, #RIESERATT
185 WGz e AP, fEANSERED, BEWRFIR, 1Elad| RN AERACENER, AR
1% DU
2 (EN ARG LR, AT E2RTS Web BifP, A Web PP 1EIE U MIIBGFIS AR, EBEFR BRI
%o

Protected domain

i L L

. s Exception rules
# i
\’ Matched requests will bypass the specified policies

oy Temporarily block client
L 7

\’ Clients are temporarily blocked when their requests match web access control rules

3. RENHRERAN R, PADERE, A HRIRAINCE DU, 8 bR v R BRI AL by AR,

Rate Limiting

| Custom rate limiting rules

Rule usage and quota 0/5
Rule ID Rule name Rule configuration Rule description On/Off

You haven't added any rule

Total items: 0 10 « /page

4. {EHHEHIINITTE A, 504D IR E

4.1 SEGRNAFR, VCRLNSIER ) BE B R,

4.2 TEVERCLSMAIZOEIT, BLEAMIIIPCRCsr:, DUYAT oM, PERFRPOsiEREEE (Path) MXXAEERIT
BCN A TS .Jpg . jpeg .webp .png .sVvg B 28 Er SRR,

4.3. Bdi +And , TROETHIPERCSRPE, TEFTGRIPCHCSAFAR, PRlC T Bk HTTP RS (FREM B REERS
) HFT404191E K,

4.4, BCEZMNEAE 53, DUSRETZEOVE], BCEHBUR10MM, HHET200 %N filk, Fiit i v PEH
U P 4ERE ) FRIFUSIA N % EdgeOne 7 il, g5, RrebEe60R),

45 PUTHEIEEON TR, SeRAFCEMNANTT
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Create rate limiting rule x
Rulename  fest (&)

Specify scope  Custom scope i

Define conditions for the rule to match requests

Field Condition Content

Request path v File extension v o  jpeg®D webp®D pgDd s =
Field Condition Content

HTTP status code v Is v 404 3 =
+ And

Trigger rate limiting

Once the rate limit is reached, the corresponding rule action is applied for a period of time

‘When the number of requests exceeds 200 times | within 10 seconds ~
~  More configurations

Method Basedon  Client IP ~ count Responses (origin to EdgeDne) =

Duration - B0 +H seconds -

Action

Perform the specified action when the rule applies.

For matched requests Block v

+ More configurations

5. (iliENG, HUUPRFERE AL

ROR= | REIEHZRIERGIERERTIA Web MR, SEXIERLFRIRN

oY FRG BN R E A T AR AR A TE R A, X5 AT N ERAD IR, FECHNC AT MEEGE, R A ™
AERCRVIIAE, WIER L5 AT REE RGN, FHFERRETIR, K@ s R RN G RENZENC R iR, Z&ipH
M, BIAH : Wi www.example.com HT Y fERGIFEEREMTFRZNAIER 55, @il Web 722701t 724,
Y HRE IR CREAR T MAZRIE g3 $680 Ml User-Agent FHEREE, KIHACEHERRHIFN, ZHHHF
JAB F580 Hl User-Agent FYT51RIERTE 30 FOGE & 1T 60 KN, XFiZ JA3 F54UH1 User-Agent RfiEAH R i K itk
ITER, RSB0, BIESEMT

1B gL kA EC G, TEAMBERRT, Ml REIR, 7E0msI RN A G R ENER, BEASS
SRETH DL

IR L BRI (bR ARSUERT] #3563 112811
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2 (EVE A IEIE T, AT RENTS Web B517, #EA Web BAHr1EIE LA MIBIBG R A5, EEREIT BRI
%, BlA0 : www.example.com o

Protected domain

g LR L T

\q ? Exception rules
e

\’ Matched requests will bypass the specified policies

\‘ ? Temporarily block client
L

\’ Clients are temporarily blocked when their requests match web access control rules

3. HREERRFF Fr, SAhiRiE, A ARFRFIC R DU, A Rs vHd R R AR b i B A

Rate Limiting

| Custom rate limiting rules

Rule usage and quota 0/5
Rule ID Rule name Rule configuration Rule description On/Off

You haven't added any rule

Total items: 0 10 » / page

4. FESFAH TR DTN, L0400 BRICE

4.1 SHERINAFE, PEBCH SRy B RE XBFFX R,

4.2, FEVEELSRAFAIZRIEIN, BCEMINIIVCECSRPE, LIS sonfl, Vol v BOZse N MR EET HTTPS,

4.3. BCEIZMNEa R 52, DUARTZEOE], ECETER & iE EdgeOne, 1 RAFHEH JAS FELHT HTTP Lk
HEY User-Agent RpAIEAR R HU - 0, BCE THEUE 130 A, HHEGEE 60 KN il

4.5 PATEIMEERBEN AR, SeREAIELERNIAN T

RN R @ BRI R (sd) ARTERH] #3564 1128101
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Create rate limiting rule

Rule name test ©®

Specify scope  Custom scope v

Define conditions for the rule to match requests

Field Condition
Application layer protocol v Is
+ And

Trigger rate limiting

Once the rate limit is reached, the corresponding rule action is applied for a period of time

Content

HTTPS

Requests (client to EdgeOne) v Limiting the rate of requests with the same following feature values
Request feature Value
Request's JAS fingerprint v

HTTP header of specified name v

+ Request feature(Supports up to 5, when there are multiple features, requests are counted as 1 only when all feature values are the same)  Free

The countvalue isin 30 seconds v Exceeds within times
Action
Perform the specified action when the rule applies.
Action
Block v
Action duration — 10 + minutes ¥
Priority —— 50 4 When a request matches multiple rules, the action of the rule with the higher priority (lower numerical value) applies.

View Web protection request processing order

5. MiiENG, HUUPRFERE AL

LEPE )

O R IR, FECEMNPCECN R, T A E T, SRCETUREATT

R

RN R @ BRI R (sd) ARTERH]
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AN YRR RN, FFEET A CRIEE(ER HTTP SKERHETIEECN, nlEdECE PSRN SR, fa7E PEhiss
25T HTTP 482 KE S BUE A TP,

ANERAE L B AR RAN, FFEEEET — AT REFAEAH [FMERY HTTP SKERHEATICACRY, mlEdACE ST 4ERE, ERTEE
FARET HTTP SKERRE T PERC,

LT TWAE 3

ARG SFORIE,  SKERHIE, M RORASHD S E PERC SR S, SRR U PERE SR S5 T, DUt Se
HU I R A RIE BN SRR TES UL PSR,

bt %2 75 2K

PiHA :

ASKENERRFBERS, TERAZHTLE, BARIEREE,

PR AR A 757 SN BC B R THRUEEAT T RGE LT, TR T RUE N B THE SRS BIER, AU AT x
RIBRMIZNIEZ, G ETFHRAFMRMGI AR, MR (1 &0 IP) T ARFERHERRE KRB
SERT DUE Sk T N T A B

HRUAH © AT RN, RN R, SCRRE 18, &K1 /DI,

it L K TESRRIRAY T3, R IRy N8 SRORIF RS SRR, FEWSTTH4EE,

HREE  THRUEIA, SR A& 1P) TRVFIE SRR

il RS RFEIN - MRMAR IS, ZRIRPERLS G SRESSER PN, SRR 1 B, K 30 Ko

SR

TREF AR NERFHOE TS, SG0HHZEE NS SREFEA Sl 75 2N B SR B ER, ) fl 4 8R
BRAIMEN, AT LU FAIGe 4R

ZF P - ok BAEFIIR IP IV SRR AR — DR, st BB Al R Ak i 31

ZF 1P (fESEPCEE XFF L) - Sk BRI PG 1P PSSR AR —/N - 2ds, 8 BIE Il 2 R0 40 & 2
£, %X-Forwarded-For SkERTF7E H Al & &1L IP FIERES, FHESEH HX-Forwarded-For SkERHE —1~ IP #1741
BB TR Cookie : HEHUE K LIBHHH5E R Cookie {H, HHIF Cookie {EVIFERKIF AR —/M4es, i EI{ER
figk 2 KR Y AL B

fFlan - ek fEH$N user-session HJ Cookie FridifiA iR, EAIDECEEEXIMN user-session
i) Cookie [EENSEHAEE, NEDNRIGEIFRERIE TSI, YD RIEHAYIE SRR ET BEN, b2 H L E
b B

FEELMRI HTTP 3LE8 - $2HUE K KFHHE G FALERME, M FSKEMERIE R IE AR — e, B EE R i
BRI ESE, il - ATLAEE Origin kB, DARRHISK B & NIRRT T R, R FLER ST s
BB, A R E A E S

EEAMIY URL WS  $20UE K URL EWSHPIEESMINSEIE, HRERSEIENE KT AR — M
A, R (R N ity KU Ak i B
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a0 - HuksfEHSA N user-session B@Ei@%ﬁﬁiﬂiﬁl‘rﬂéiﬁﬁi IERTECES E SN user-session
WEWSBIENGHEE, MNEDNRIEERERBTST, SR RTEPIYE KRR BER, kA E
WYL B ENTE,

TEREY JA3 880 - HHRAME RN JA3 F8LL, Y JAS FREUHIFIIIE RIS, B A il & By b 8 5
o SNSRI T IE— (9 JAS HRELH, FIFERIEREY, PILERMASEESH, BIEF JAS IFHE, BIVER
H 5 User-Agent Sk gt 4EFERINECE, DURGFHIX 738 F o

BiAA

E 1
CARIEEITRINER, XRECENICESE,. FirEERMGE T ETR RS AT E, EEIESE EEETN
tto

E2:

AIRIFEZ SRR RHIFN, —MER TR PEECZ SN, 2 ERRER RPN G 5 ke 2 S ik
BRI, HBait g Hp— NS, HRNR A2 AR, 42 N [E Bl R, iR ek
KU RSB ARA T, LS BUE NIRINESEPERD, 0L Web B8 SRALER I,

3

RRf A i, SO PEEE 2 iR SR AR R

it 4

D JAS FREURET RN TLS (B REERIIRANE R, RILUARIX 53K B [F Bot L& IIER, 2ifKRETIE SSL
) HTTP WIS EERY, &R JAS F8ECNZE, AIRFEMEH JAS 184, IEMARLE L HIEE EFFE Bot EHINHE,
5 AREFEEES Z SRS, AEREHMEARIERIE TS5, 71T EdgeOne BILRER,
AE AN

LR RAIBMER, RIGHNVAIRAIZIE, SR, WIEE. JavaScript Bk, EEAIZE URL FINAL H5E X 7T
m', A E B, S AbE
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o h TN E) - 2024-08-01 21:37:22

Bot & L2 — IA4E B T B i AIARSS . (RIS T, RIeEH —# HIEESCR PRI, mih2h H
AR BRI TIRIE R, BALEEFZ) Bote BAA—LE Bot (AN @ #ERGIEEANER) MNWIEHFBIZE, (HIRIK
WATRER 5 [ LUT ) :

1. PR RS R ERE T B K=Y Bot ViR I RERTHAE R RIRSS AR BTIR, MMM LS P I T AR, I,
Bot & #A B TIRBIRIFZERIX L, Bot, (LILMBSPERERISEF I 450,

2. BRgtitt IR, PIANVRIE,. RoRE XA M T Bot BHLUH FATIERK, Bot & FRAE B HERHEIX 77 K
SR P Bot BT,  LEAEERAS B LSRR,

3. MSSAA A F 8 B Sl SRRl A © Bot AIRE 22 BUTRHUHI & RIS, sFRIVH AR, Bot EEAE
RUBHIE SRR, PRI NS AT (B R Y & 42,

ARG B E MBS R B 1 _EBRI R, B2 Bot EHIEREFREN TE,

VIR
Bot FEE F EELL T IR, FHIEAT FIRFALIEIA K,
PiBH :

Bot EHIIREM Sk iR ¥ IT R Bot BEIRE NG SHF, JTE/G, Bot EEENYIFSAARMEIEUL @ SR (E/R S5 HI R T e
Uafd8%)

TR ThREL A

HE % Bot #i AERI RS Bot BRI, SCHFZMIRBINLEIFIE AR TR EIEIT, B4 @ AER R —
i A ETER, FHERRAEE S —F

BT TE K User-Agent SKERFIZ P IP 45 51835 [B5A0 T B RN MARHE, 1R5I Bot TEIFF
HATERE,
Ban © FREHE 5 521 Bot 1717 N5 2R,

Bot FLAitiRFAEE
P

& S R W5 P 455 1P EMERUE, RHEE Bot FHEMETE,
Hr fian - £ Rk 1P SAER A Mt TR WIAY Bot 170,
PRIEFERE Bot IBIHLAI, £7EZ2 40 Bot RFAEBIMLA], PRIEFRE, RHIFF 0 Hr WG
Bot & HE T ML, el Bafbotring i, $et 7P AL AT & i EmiLE, JFavret
XA R SR HAR L Y A i R R

FEFEIR B 13 Cookie i1 JavaScript K56 F il TIREATI AT R, IRAIAEN G ESE i (1S58
FTIE H5 R4 3% APP) o
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Bot & REHT

T BN E] ¢ 2023-10-11 10:37:27

Bot BRE/MTIE I TR Z PR AR, IR oA Nk iR BRIl Bot B RE DMk TIRIS A BIRM AR B a
FUETRES 1%, STERBNEMZ AN B SHIWE SRR, S EREHLEEH] Bot BB PR AL T S ATER AT Bot, it
Sl B — Y RIS . Bot BRE T RHEE N 2 DRIZRBATER G 0T, FHERDIENIERIER, IEHBotifK,
SELLBotIA K LASOB T BotiE K, FH SR AN R SR A KA T A AV AL BT L

PiHe :

Bot BHEIMTEAE T Bot Bl EFEAIE P ImE R AT HREHFHVIE KRRF A, A G aESIRIETIT, TRTERXIRIREE,
Bot & BE 01T AT LARE BT RS RT3 2 I U DR 5 Bot i BRI, ALMEON T-18 SRR A J R A RIS 2R (B
a0 BUTRPETRER S 1B R, HEEWeb PR TEIFKRSE) |, AR LUE— I Bot JLAVEHL, 2 s S o A i H
JE X Bot MUIEFT RIS EE,

TRV IR

B4 - RS shop.example.com RINFGE/RIIEV ) H &2, MW aEESZ 7 K& Bot iR, Kt
it Bot BAEHTIRIE P E S A Bot S HEDIRERT Bot TEMHTHEEL, BRI MUISIDUT P ERRAE

1. BSRN G 25 EOFE A, TEAMBERED, HREWRIIR, 1EuhnRNAERICENIER, AR
TEIE DU

2. RN RIS T, PR 2R > Bot BHE, A Bot HHIEE L,

3.7 Bot &gt~ b, miRE, #ARCEDUH, PUYH R 6, PIRLEGE Bot IERAVALE T 20y
JavaScript BkiK, %ELL Bot IERMIEH Bot i KIrFF W EETA],
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Use recommended config
Tag Action

Malicious bot request

JavaScript Challenge o
Suspected bot request Observe -
MNormal bot request Observe =
Mormal request Allow =

4. RifRFE, SERRILIE.

HRBE

R Bot 7%

Bot BREHTARIE IATEEIR, FFRER I ZER TAIZEH

TR Bot IR : kH Bot ik, MFu#keE, BELEEEEE PR ENE,

Sl Bot ¥R : Sk H Bot FFuRIVIAR, A&, BINEDEENNESE PSRBT,
IEH Bot 1R : SiRMERIER, WHikAERTIEEHRIIER,

IEHER : P A B2 Bot RHERVIE K, (CEHATE T

N Bot HREZMTHIERRIME X RER

BotFRE 0TS [ SEFHRIE LU T LA T B R A R T B 1RAG

1. VERER | 1R Bot WIRAIEER, S ERiEREE A REFIEE%E Bot 174,

2. 1P TBIREE | BIEMNSEZERAN P BIRE, RAEEHEEITNIERaERBLRER,

3. RGIHIHME - ARIEIFIPE G ICEL SRR [Be s, Flana. HE%,

4. Yila] URL B3 @ o3 #tifiia) URL OIS ARRER, DOPPASIE K2 & 2T IEH A 4T R IE S Bot 174,

5. JA3 #8811« FIH JAS FREIBERIARIE F i TLS EHERYARHE, LURSI Python T EAFIERI Y352 F Ui,
6. BotnetID #8412 : #5350 H7 BotnetlD 842, X LLE IR BotnetID, 1RFISK BB WL EREE HTTH,
PeBH :

RN R @ BRI R (sd) ARTERH] 71 3128101


https://www.tencentcloud.com/document/product/1145/56970#note1
https://www.tencentcloud.com/document/product/1145/56970#note2

@ =308 b WSR2 NETA EO

1

JAB RN TLSZ Pt i B R RHIE R THESUE Y 5 1. @ IR B P IR E TLSTR I IR R A &
(AISCHIINE R, RS | AR MR EE RS JASTESURT AES BB A i R T 2 Bl
REETERAYE P b, FIANEE F Python FEAEERYIE K, X L& P s JASHE S G- C ARG T BB ERIFESL, FAl]
A DUSH R T E AR Bot T,

E2

BotnetID2&—FiE T BotM 1 T NRHERIR A /5%, Botil4E (Botnet) lH 2 MHEHIN BRI AAH, SNM1ATRE
T ARSI T EMOEEIES), 830 P i T RHIE N 2 5 E A Bot g FIAHBIM:,  af U4 R—1>
BotnetID, 33X Hh 4 P BotnetiD-5 B IR E B Bot NZE 1D,  FofiTrT LASE RN BITELE 1Y% = Bot T,
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Bot AL fiti4sifIE & B

ol N TE] © 2024-07-16 16:34:05

DTREMEIR

WEIJTeraeiErr, cifER5I%eH, B&HEEEINIAN User-Agent SIRFIE, HARAWIYAIE, Bot £
EFRMINSCR 7R3 I3 JTHY Bot JEAURHIE, LA DURT &5 IR Bot T EIEREEE, AIDUARBHAA

1) RGN RN, B IREE

2) WhlRpEH@rE L TR, BREIHITF,

EdgeOne ZEIAEHT HAML T HIVRHE, WRENRISHSLE & B R,

(BB /5=

BIANEOLT, Bot LM ESRMGANAR T RS, SEH LI T RIFRIVIE, "JLUT B4 A% Bot LA E HFG i
g
BEERIET IDC (BBAHD) BIER
KR To C N AIRIAIRIRIFSER BRSNS, AL R, B E AEMES, IERIERAZRIFETBEHO
(IDC) . KL, KEMMEEBGRHOIIER, ZRA TARBESHECH, a] DOk E RIFE T a0
(IDC) WIIER, X HIBEATEEEE JavaScript Phhk, UGMRER I RIK XK,
BRI EEERTIERMEN Bot iHX
2R [FME R H AT DB TR Bot 28812 —, 1k sl REWS X0 RIA T RGN SRR, KERMEERE 15
R AR A T e H 5 [ A Y B AT UA H#iE, EdgeOne HYHHZR S BRI EE & T3R5 B NTFFHY 1P RHIE,
User-Agent SKERRHIE, rDNS FEHTRHIEE ZRHPCHL /730 AT LU AR5 | SRHIERY Bot 15 SKRELE AT, LUBESis
Bot & HLIRHS =8
BHERE TR ASOTRLERNIER
FAL TR SR T B TH#ET 7 RERY User-Agent RH1IE, EdgeOne AR¥EfE H @& XLE AL T BIAT 100
2, FEHIEHON R User-Agent JE,  AIERIEA TR VR B LR L E TR THAY Bot 163K, AT DO HBHTH
B

VR B LR S PR 4 SR

fBan : HATERS R shop.example.com JE—/NELRGMEY, Oy TR Pl TR SR T T SR,
TR WY %2R Bot, SERTASIRLL A5 BRIRAE
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1. BFLGL e E 5 EOZERIA, TEAMSET, BhRFIR, RS RNAEHRLENER, AR
2 DI

2 TR RV EIE U, i " 2Rh > Bot BH#, A Bot EHIEHIL

3. 7£ Bot A EHIZE R A, mdiitiE, HEARCE T,

_ ® Basic bot management 0/1500 rules enable
[

Effectively manage bot access behaviors via the malicious bot library, crawler tool and search engine Set
library built on trilions of requests collected and analyzed by Tencent.

4. DUZERE UA RFIER, i b PR,

5. TEFRAIALINIGIry, ] DURE A HRE RIRLN ID B iE )7 20 5 aREREI R ALE, e Rt EiE,
BAEFREENAN IDfE, W E T XIF R,

DRYHETZ RG], EATLO B aEmlaa N, BSUbE T OB,

Automated Sh ing Gart and Sniper
b 9395241972 Bots FEN P UA feature rules Block -

6. MiffE, HIAISEREL,
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LERaN

TR Bot i@ H ol R, (B R (botnet) BUEFRFER S KGR, EdgeOne YA F Jii M (5 0 Hrid 5L (i
MSTHOE =R M8 Z 2L MRBEREIRIR, SKIHELE IPIRE, REUTHIHL B EXRE,. FEHERERE
MRS P RYVIR, HERRBIEEE i, & 24 /NN BERTRHUEIMEIR R EEA R 1P kRS EE IR, %
TR RIS i e RN XU 702 A IE (S, AXRT LGRS B8 SNBSS FE B SR, SRES B
PEZ MR (IR, SRR S, R TR, BERE P meE) sE&rmiin, @
SN, A REEEGESEEEIT N,

ANIET B

fEAE Web Z25THTERAN, WELE| api.example.com ¥SRT, BREEO /api/login AEMIIA, HIE
R TRINA RERIBIRNER, ([ER2 BT IP 8%, TERAREHEEmMY, A IPIERMOY 1-2 K, M
RAEHIWT, ZELIBEFARIR IP AT R e R, Va2 2 5g, BT E (S R W s -

Sii, FEXHRRE S A i B

PR IR

1. 8ONG5 2 E 5 EO #fla, TEAMZ AT, REERAIR, EiRsIRNRERIENSER, BEAS
R DL

2. TEM RIS UM, PR R2B5 > Bot HE, 3 A Bot HHIFIH I,

3. fEF PG TR A, BT, AN E DU,

4. FPURER O NN K, WAL, i, MOSHRERd, BE BOT, RN ARZERINE P im, HE
SRR 9 IR A5 P SROGE A RS A A 15 5K

DUz = A, #ik P & T BRI L RE AR P i,  FENLER B, RUREI RS I 7B IP A R, AT DU
B ES MR (RBE P, o TR BAS R P I I E D TSR,
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There're clients that have suspicious ports opened and have history of malicious ac!

Description
k: including being used in a resource pool for attacks with frequent switching IP ).
e Low Moderate High
ProxylP1
Action
Mot enabled - Obzerve - Block =
Rule ID 9663676673 If 9663676674 I 9663676675 I

5. lifE, SEARILIE.

HRBE

P 573

& RIS HT BT SCIN BB, RERE A RORRIEA LT 5IEHEAT N BRI i

Mg « SRR BGEAT AN (A0 2 DDoS, UG R, sk di5) & . BIAN © Mirai (87 2% &2
AT LUA A L2,

LB ARE © SIHATF AT BEARERSG 1, FF B FEZS AR A P, cdsfik 1P AR A T R R I Rk
loT FRERMNZE,

FHEER | R A B AR ST R R e, BN N Web B AR RO TR T 5,

WBEEWTE | nHA BRI S, REWSEEBGNE P, BIAN © #EES R P s SR Bt
Ho

R Bot [ IHIAEECH, Tl SR I WRIT NI P b, B4 © SREEMBE N ARIEEIE R,

BEE

XTSI P ImE SN, FDNEFENN T —NEimthbdR, EEERN 7ISN RN E ik
WA TSR R T RIS — B
BEEREE | %&b E RE, SR T
HEEEE | ZE L I Y BE R T
MEL,
—IREFEE | %% P A A R A TIZ IR AT N IE S, O IR PR E NS, RS AR
SItTEE SRR JavaScript BREXEFTE BRAL,

BIRPEEAT N, BUON IR P im B T E,
AEEERAT N, BBOT ISR FIRALE N JavaScript HRAkEk

IR L BRI (bR ARSUERT] 5576 312811
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LERaN

bR 7 B A P S SR T 0T, IRBISKERIR i 1P HAYRHIE, EdgeOne Mgt 7 EaIRHEIR AN Bot IRBI A
Ko ENRHEIRHI AT LN % 5547 Cookie MEGAIXTHEIRER, DUME FUMAT AR SKRIEITRH, HE—H @50 % P i
22 B R BRI B AT & 2 AN TR, TR E B G LU R

T RERS I VAR T T (40 : Headless Chrome %) B HRIVIRAIRUR,

ML HERTRRG SR (A0 : CAPTCHA AN |, TshFEIRBIRY R 5 AL SR AR, H P TLEAR
KA, ATLUREH SR LR Bot IR BIRBUER A KA R

ANERAES S FiT ot s IR S5 AR A TR SR AR S IRSS, HHEBEAEELSIME (BIAN  ZRBUKS a5 ] RIS K S P
{H, EE S AT RIS AR i B ARSS 5) ,  EBUERETXT SR B 5542 118 A E SRR
BiBA

1. BT EERHMEIRGIRILEIR A, FEFFERT, ERIAERLSS ) Web RISIERE PR, S0 ERCS MR T3 RHIEIR
AL ERHIFE ST Web RISTERT FIRYBHIR, bk o0 A L R RS 25 App 15 1H
2. ZIREL AT ERNNIF, TR IRDCR A

SCHFHVEE

FEARAEURISCRAAN T R AEE T BCE

Cookie BRIEMZIERER | i@d HTTP R1HIRE (Cookie Hlifil) NE—MIE FERINSRTERM, HERVIEE R
DS STERTE T, MIMRERIF X 702K B ARV & ERIFRBIHATRHE, FR T IRIEE R Cookie I ETE
Pz 4%, Cookie £ th 2RI E XY XS B LA Rk Cookie [5/EMIITH, FESIRFRIGEMRIYE 2 X,
BPWATHBER - S EMETE (U Headless Chrome) CL&RILUMEBINIEERAT N, & 6T AR RHEE 1T
HTML M 2 i {3 A JavaScript AR5, SREER P JavaScript BTG, IREGINGEAIE FUisE HATH, MR
Il T EIRETAIE# 5 RIV T

Yrs— L PRSI E Web T EJEH, HH#E{AEE £ media.example.com
373 R

wBIR

RN R @ BRI R (sd) ARTERH] 77 3128101
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ARYEES media.example.com ANFCIF H5 & mAI s aR B NS, HEEEPHEE cookie o
WEEEEA R cookie MR, CHEHIR: T HMIGFERIEWRR, NP EBREEN cookie MR uHH
FREA T ST, PREFEREE A A S 1 5K

RIEDR]

1.8 OLG L e E A EO G, TEAMZEHEST, REERAIR, EiAFIRNAGRIRENSER, A
R DLH]

2. TEM I U, BT REB5 > Bot BE, 3 A Bot HHIFIH LM,

B EESRHMEIRAI R A, Bl RE, HEANCE I,

4. PR EROIARN, TEIERRVEIET B, DU RG], ANERICEC T BOVE RS R IENPCAE />, HiERTAET
GET,

5. L HRAE, IN—MMREE 5 EFRIEN Cookie RIRMIRIERER, HATHALETAFRISE @ biE/i X, HEMKE
E WA

FC i I Wi

H7 Cookie 3y 1 M T A S IERIGIE AEiE 2IHE B MR, EdgeOne fi1E
I Set-Cookie SkEFQUEE ST, HHSSEEH TS A, BIEA GET i
B4 PR PR AT A 2

1%  EdgeOne (UK RS HINRIGIE BB E A5, iR 2I5(E Bt HisH
SRR TR AT S AN, RA5E BT Cookie QUELITIIATE, HHR POST A1
FIRGHECT (A D PR, B, IS GERIURR TR,

FEe 75 7K

At Cookie KEMNIE R, RIEMIGLER, AU T 52U

KRIEH Cookie B Cookie EdH : Cookie Sk I XIHE R EGIRM:, (E—BK
INEPAER, HiERPRETSERIGER, HEXEEETHN, SEEHAEEEY
REMAIT Cookie B9, 4% F it s i F AR5 X TE(S BAVIE R IG AN, mTRETALENRE]
Cookie FEIFFRTHIINEL, AT DUESEARSET R1E(E B IVIE REGAE &R0, ERE
ZIERKIE (B IP) |, HABEHSEXIEERNER,

fbt & BRE AT ARC E — BN (R AR AR 5T Cookie 5% Cookie B3 AT QI 2215 L
B FRR, BREFITENRRER, Y flg SER, FHERREE I E T U,
K& Cookie : EdgeOne T AMIRTEE B EAIMERKAES, PFEEERSIEERFER
A EEIE R, AT LORTANE 215 (S B ERIIE K,

ETERES

RUEHEMER @i Cookie KIGIVIE R, MRIBWVLELRHAE, @M, HXUSAMEREE =2, &KrJLL
FEIERSE: FEA N FRALE AR E T, DUEE A RR BRI SR T
B © A 21E (WM Cookie SkifHR, #HIARY EO-Bot-Sessionld 16) 1, & 5 704t
HE BT 1000 NMEK, Y ERFmIT ARG, FNRRR—% bk 52 O
M. Cookie LkBHr, HHIFIHY EO-Bot-Token 18) 1 1 470N & 8 8 200 X,
XU © B NTE (KRR Cookie k¥, #HIFINY EO-Bot-Sessionld {B) 1, & 5 7784t
HWHE O 500 MER, HFFERF TG, FRBRR—& RS (R
Cookie kERH, #HIFIY EO-Bot-Token {H) £ 1 47N EE £ {# H@T 100 X,
RS - B 2TE (M. Cookie SkikH, #HIAY EO-Bot-Sessionld H) 1, # 5 704t
HWHE O 100 MER, HFFERF TR, FIRBRR—& R S (R
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Cookie kZkHr, AH[EHY EO-Bot-Token {H) 1£ 1 77¥hNE & i H T 20 %,

DS, 2] DAL E RS 7 RO B #T Cookie FF#cH, HLmE AR IRES N AEET Cookie B¢ Cookie B H
I, fil&Z BIE 10D N300%, MIFEEEIEK ; M ETETE Cookie 1H KN, FRBAOH, BLESERA TR

Field Condition Content
Request method v Is A GET
Field Condition Content
Request path v Is ¥ re
+ And
Operation Verification Method Cookie-based session check
Validate cookie v Update and validate v ()
Validation result Threshold Convert
No cookie/Cookie expired Within 10s ¥ greater than 300 times Block v
Invalid cookie Drop w/o response v
+ Operation

6. iR &A, HIFSERiLE.,

e = AE A P AT AR S ] Bk e 2R B i DU [E A AP
Nyt & EEZEEK S S (ATO, Account Take Over) Wi

RBIR

HRS A shop.example.com MEREBER /api/password_reset RINE KEAWWEEIENR, KH
K& IP, FiRAE, HEME User-agent BCEKIBREN. KUILMEH ERHERBIYIGE, XN EER
/api/password_reset HMIZEEEIM /account/forgot_password.html JH[E Bot XHiHkEE, (3
B AL et RS EE G LA,

BRIEDT

18305 N5 BEO P, TEAMZERT, MEERAIR, 1EimFI RN R ERIENER, BEA
R T

2. TEM I UM, PR R > Bot HEE, #EA Bot HHIFIHIL

B TEESRHMEIRGI R A b, PR BE, JEANCE .

4. BRI, TEIEFEVCL T B, DUHRTIAEONG], RALEREVCAC T BONTE RIS

F /account/forgot_password.html o

RN R @ BRI R (sd) ARTERH] 5579 H12811
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5. EMMIBLE DI, SRdRE, RIN— MR | R NE P TR, MUTHLESRAI3E | AE))
o MRECEBIAANT

PiBH .

RPSATAREANSFEMR I Content-Type A text/html MEA JavaScript HITHE, HEiERSRIE
RTINS R T B,

LR Wi

TAEEUEIIAL &P AT RS SR LA R IR R AR R A, B AR, Al DOP A P Im i T R
eI HORA Bot BYIRBIRUR,

TR JavaScript fUR R RN TUHI MBS C U IBIT, RN SCRHEIR —E I AT
T JavaScript ZRIMUD, 3 B T lESe f2N IR 5 DUITE S, HA PRI T &5 Je N2 5e il oL i AR T
P, AT EE SR 2N 2 15 Al AR A

FARIEM IS CREERARIN) 1 XT3 JavaScript IVE i, 8RS ARTERUN &
HAYIER, JHAISE, BT JavaScript Felim i T2 —E N HEEHT, & e e e i,
ERT DUV — 8 R AIE SROE,  HAC E AR A H s SR & i

&P A IR ¢ % PRSI RE JavaScript HFESTH R, [HRRBETE 60 B NSERAS,
60 AVoxt T IEH W an 2 - S E A B SE s P m T oA S, sk BBV RY loT (KB, U
ARABPREIEN, (5 HIZIEITR] LUX 9 A BRI 7341 3\ Bot INE81H K

Bot % i & P 5E Rk T JavaScript £, PRI G I P s TIMNE S+, JEIE
S N S AR 57

ETEEES

DLz B, T DG E TR RIS s, AT ONAEIR 100ms #4447, & AREM JS (R
R A0 RNORIEHAT (KINTED SFRFEMIRL, A2 ke IE R AN Bot & F i CREFEE T 2O b, BCE4S
RATTHIR

Field Condition Content
Request path v Is v /api/password_reset €  /account/forgot_password.htm! €
+ And
Operation Proof-of-work strength Delay
Validate client behavior v High v Delay for 100 ms %
Validation result Threshold Convert
Client not enabled JS Within 10s v greater than 10 times Add long latency v
Client timed out Drop w/o response v
Bot client Drop w/o response v
+ Operation
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6. FlRIFH &M, AATSEmACE.,
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LERaN

HIEEC AR Bot BHHIRIGILA B, FREFXIRFE Bot 1T VBRI RS AL ERRERY, HE X Bot MU AT LU SR
HRTERIPEECSEAE (BIAD &P 1P, SKMER. TERITIE, FRSRHEIRAAE FmE G RSF) |, R Args
BN ERENDE AL BRI ETRNS, FEINERIENEIAYE RS, A REEE Bot IRk s RV XU,

PiHA :

HE X Bot MUNISCRAZAN ERENLACE 2 MEE D E. BIAH, SERTLUR 25% HITFESRECE NAES, 25% HIIREKECE i
R, 25% WYTERACENBAT, 25% HITERACEAFLE Pk, 35 3 Ua] LUETE Bot TEX Bot RURHIAAI,  [FIM
A B TAER M B XU

s o BUR AP 2 THY Bot T6RZEMH, i3 s BR AL PR &

wBIR

£ Web Z20HH, KIUKEZERTE R E RO, S MIEEFEE 5, EREERE
222.22.22.0/24 MBHZMREEP G, KREZIAMEHZSMESENE iSRS, 7 EaEY 55 X, [F
IEFEEE T ERIRE, nhE ERERACE A O RIRIVIER (PREFE 46 TCP JERE, (HAEMN HTTP 153K) .

BRIED TR

18 gL kA EO G, TEAMBERRT, Ml REIR, 7E0ms RN R ERIENER, HEASS
SRUETH DL

2 TEM s RIS L, PR R R > Bot BHE, # A Bot EHIFIE I

3. 1EHE X Bot MR Aeh, PR, HEAMCE T,

4. BT ERIIAN, LURBIZ S 6, PSR S RACE

41 HEMNAFG, WIEESRANE PG5 IP IEAE 222.22.22.0/24 MEH User-Agent @& CcURL o
4.2 EATENMEH, AbETFOEROVEFBACEE, FLE S MIAN T AR,
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Create custom bot rule

Rule name test @

Specify scope

Define conditions for the rule to match requests

Field Condition Content
Client IP v Match v 222.22.22.0/24 €3 1
Field Condition Cantent
User-Agent v Is v cURL & 1
+ And
Action

Perform the specified action when the rule applies.

Action

Drop w/o response v

+ Add action{Multiple actions are executed based on the assigned weight)

« More configurations

5. B, BT SEBOMIRE i T 4

= ONESRIUHE S 20 E 7T FNH & 1Y Bot BEEERS, A
F!Kﬁﬁnﬁﬁ (ATO : Account-Take-Over) XU

RBIR

N TEPEKS SRR, et SR M, WSS TR X7 R85 T #EAT AN R [RI I R AT REARAZ A
R, RIERNE SRR ATEE R & G i (GRS T S B T8 A& a7 E AL
BN g FeBE SR O R T AR, W T30 — R TE SR IR TR S5, DA R T BB T RS2
i, RE—EXREZEEMMR APIPRER, I B ke A <5 6 T H A TEi i,

RIED T

1RSSR LG A5 EO HEflA, EAMBEARM T, REHREIR, 1Eihas RN R GRICENER, A
RETH L
2 EU EIE U, TR 2P > Bot BHE, # A Bot EHIFEIIME,
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3. TEHE X Bot MUK Reh, FADTEE, HEARCE T,

4. BT ERIIARN, LURBIZ S0, FISIRATT D IRACE

4.1 EERNAFG, AINPCRLST N ERE P REGS T IRKSEER G- RREEE.

4.2 EATENED, AbETTFURIERONTEDRK, AR RdErgtEr X, IEE GOy CER R SFRF R,
RESLERENEN20%, (CEIED FRFEINAEN80%, FCE/ERLUATT,

Create custom bot rule

Rule name test @
Up to 32 characters ([a-z], [A-Z], [0-9] and [_]). It cannot start with "_".
Specify scope

Define conditions for the rule to match requests

Field Condition Content
Client reputation v Is v AccountTakeOverlP1-High confidence €3
+ And
Action

Perform the specified action when the rule applies.

Action Weight

Managed challenge v 20% v '@'
Action Weight

Add short latency v 80% v '|:|'

+ Add action(Multiple actions are executed based on the assigned weight)

Priority = — 50 4  When a request matches multiple rules, the action of the rule with the higher priority (lower numerical value)

protection request processing order

5. Wi, BT SERMNIBE i T 4

IR L BRI (bR ARSUERT] #3584 112811
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Bot BEEBLRIZMHZ AL E T, ARIAEE ST FATEHERNANT

REEHR Flig AN yapaw b JEsEE
T BRI K A (2 ‘ . R PO {5
2 D 2 488 T TR R L A R S
FR BB N E) ARFE R AR Ws.
. FIFBE YRR B R YTl HAMNCREIR R AR e
I, 5k, SN,
225 TR EL At
sz TP e d,  (UORAE, R, ;n'ﬁ’*ﬂﬁﬁ"m
HTFIRAIA S #F JavaScript MmN EER (HTTP 302) Tim, ol . T
’ PR SO
o WTEZFE, BT W4 JavaScript AR IEZ F i %’J’EW‘”'E‘*
JavaScript Bk . e e — e Yk £z e L AAR
DDoS i, i T DG, (GERRIAT
= VO SR e
BT JavaScript FkEE 5 X
FIT Bot Wi, H4cifT R s T B ) e
’ ’ S SEE=S
I JavaScript PkiR, XhE (HTTP 302) Biffii, #EHiaeiFRme: ;;ﬁ;ﬁﬁ};;;
SRR SR T W, FHPES5E HARESE R R }m{ U
CAPTCHA MWK, (PGSR ST - g P P2 % o
ifjr‘:ﬂo
‘ BFRERRI BT e rop e (pmmmmifEi  RAPCERACAE
g i, LR Bot MR "
BRI Bot FE & HEN ° °
D) S5 A TRt MLk I R F PR {5
57 1-580 )5 v,
i 7, BRI, ISP 5.
(KD S5 15 TRt H &k R PO {5
E1F8-10F) )5 A B,
R 11, BRI, P78 1 0B Ws.
WeBH :
¥
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45 JavaScript I 88 & i ] DUE H @ JavaScript HkEkREE, AN JavaScript Y& P (4 : cURL
&) MR,

E2

WEHRWL, 455 F Bot #ETERIGIRHIN, Bot FEEH I AERTH%E Bot Frlh:4tid Bot 5RHlE, MM Bot IHHIME
g, Kk, KHEER Bot MHTTHLEIE BZIREER A, B Bot 3zE HHEENHI, H Bot £7552% Bot B FHHE
BEER ], B RER TS, AT DUEARSE I Bot IRBIMEEEMVRITE T, 18 Bot 3B7E & IR AHIMERE

AP E 7 A BEA LA T

ZRPACE ST BT, PTARIBIRHY Bot B ERSRIAR B S TR IETHEL, (F Bot ERHSRNK BEXEN Bot iIBEER
Bo FEX Bot MMNISCHRHEMZ AN AAEEIE K, ERTDBCEZ MEE T A MR, S RNPEECIE K
i, FARFESCERCE, REALIZRCE A —R b E 5 2O E RIEA T B,

PiRA :

ZAESINFRT Bot B AE SN ACE.
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BTN ATRE SEIRE RAR, BUBRIERR, FFalRedt— ™ EHFELMA 1Y KR FLEMNIA I
SRR B SN R IRIAZ P, B OWASP TOP 10 18 IIRIRAI 2%, 40 SQL A, BsssIAR &
(X8S) | BuLERME (CSRF) 2, @ HFEEHT, XEMMPERER RSB 4 2 i, A PRIEHIIE RGBT TER
SRR SZ I A] SELR Y

BiAA

NE

OWASP TOP 10 ZllH T £& R F i WA= B e 2 XU, e KRR T Y NS 2By £ 2805y, Rt &
XL B F AR R B Y 2 R B, EdgeOne $R{LMVIRIAZ LA I HLN 478 55 T 45 OWASP Top 10 JX{
feizst, FERX 0-day I E 3 BEFHTHRINIZIE,

2 - FEE BRI E SR IESCHRT 10KB NA. AISREIT R 7 ®ARER, H 3B 205 R 1E SR,
PR IR S5 AT .

13 | FRIEEARIEEMNES—3, HEIESE | S8R,

EACTEE FN] S
R BEAUE £ SIS S5 AR, 172 SO B SERG, JT DU DU 7 B

BiR— | BN E 2R SRS

ARIEFTE MK T ATRNIZERY, aTEH 2SR T S RIAT A RN, IRIERGIFIUE AR, BIAN © i st
www.example.com ZRBRHITIRACRTR, w]LCRTHRAMFRTEARIFTERN, B0 K DUT BRI
AR,

18 s ek F A EO HfilG, TEAMSERRT, Ml RoIR, 7E0msI RN BRI ENER, HEASS
SRUETH DL

2 (ENRTVEETUE, A RERHT > Web BifF,

3. 1£ Web B i sl ZEMIRBG IS S, Tt B HIE .

4 HEFEERNR F, BAdiiRiE.

5. (EAEE MU, HRETHRAMFRFEAN R, SAIRECE 590k A7, VRSSO ™, LK
NER, BRI E,
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Command/Code injection attack prevention Open-Source component vulnerability

Rules ()
OWASF TOP 10 & OWASF TOF 10

Command/Code injection attack prevention Open-Source component vulnerability

Rules enabled Level  Super strii ~ Rules enabled Level  Strict

Action . 31 2 Action
53.!53 Rules m /312 Rules m

R | RSN B S LR 3R

AN SRAE TR 2 08 ST XS BRSNS TE BC B4 SR, m] DUE & SCGHATRUNIE . BRI+ SR s
www.example.com {FFESPF A&, SEDN SR AL SR A S A 0RNS, (HR2 IER Ak
RN RFMFE exe JARRBEEE, MLEHXNZMN BIRACEMER, 0d5k HEHA],

18 g kA EC G, TEAMSERRT, sl REIR, 7E0mbIRN R ERIENER, HEASS
SRUETR DL

2 TR RO TLHE, i R e > Web B,

3. 1£ Web FiF I8 A MABIBG s s R, IR EFT R st

4 EHEERN R, BdiiiE,

5. EFEEHNITIHE, LURBIZSR B, RESCH: LAER SR RINEED, BXEhirE8oh BREX.

Non-Gompliant protocol Rules (3) File upload attack prevention Rules (3
Non-Compliant protocol File upload attack prevention
Rules enabled Level  Super strii ~ Rules enabled Level Custom
5 Action m v 1 4 In custom mode, rule actions need to be configured
/5 Rules 14 g it
in "Rules
Rules

6. Hifia LAMTRAARINI, AL L TTE, B E UESCRRFNA AL E T, PR 1D 1 106280691
REBT AL, BRI SERKELE,
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Total rules: 14 | Select all Q
Rule ID Rule description Rule level T Action T
4401214785 Block attacks against Tomcat session deserialization vulnerabilities, by intercepting malicio... loose m v
4401214260 kPrevents the file upload vulnerability in UEditor ASEMNET Edition normal m i
4208532437 Prevents file upload attacks by detecting parsing requests using malformed packets to byp... normal m v
4401214802 Detects the attributes of sensitive extensions of uploaded files normal v
4401215200 This rule protects against bypass methods for Tomcat or Spring Webshell uploads. loose m v
4401215347 loose E3 -
4401215365 strict [ Block [
4295073822 Prevents file upload attacks by blocking some potentially malicious upload file extensions strict m v
4401214803 Prevents file upload attacks by blocking some potentially malicious upload file extensions normal m v
4298068457 Prevents the file upload attacks of using multiple “Centent-Disposition” lines for bypass normal m v

Total items: 14 10 « /page 1 /2pages | » M
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BHREE 3 A, RIS R BIM Z 254, BRI, B ORI 6 32 M e RS i 22 A
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JB FIBREE

18 S e d A EO FflG, TEAMBERRT, Ml RaIR, 7E0msI RN R ERIENER, HEASS
SR DT

2 1ENRTVEE T, A REPHH > Web Bt

3. 1£ Web B i1 st ZEMIRBG IS S, STt B A,

4 HEFEERN R, BAdiRiE.
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5. EFEEMINITUmE, SdRE D HivEE.

Deep analysis Observe  Use semantic analysis assisted with Al to recognize malicious behavior embedded in requests (such as SQL
injections and XSS attacks). Malicious requests can be logged or blocked.

() When it's on, all enabled rules switch to observation mods where only logs are recorded.

6. ﬁhﬁﬁiﬁl‘%fﬁ}fﬁﬁ AR, BRI ERRE DT,

Configure managed rules using deep analysis ,
When it's on, malicious requests can be identified through semantic analysis.

Enable -
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FRS R N FLDAUT SR, A, et A8 BP9t B SRR, IE W R AR, K30 BER Y,
FREBARTE N 557 57 )5 I B 47 <52

BEMR TR B SERRNRE, PRSI, BRI HTTP RSS2 B AIZEE R 5N,

IER GEF) Moy em, SRR, BO5NE N BIRIIRS B RIZER, ZERNFTRERTERE
e AERIR, ALEE SRR L.

FERE L bR, CERBTRIIIR, WORERESEE. RIS R EREYE G0 LERT) IR ER %%
Peo ZBHAPFHRT, MNATEEFE—E BRI, ENEEE SR B E XKML L,

IR B TR EERIAE FRTIRIA R, IRE RPN AT REE R 2 R R, EIRIE BRI R, A
FPBISMEINL, WREAT B2 SO 1LER

AR RS TR, ST DUER BB XBIPER, I SRPERE, BE RPN E 7T,
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AR BUEAMLAERCIE, KSR E T B TRIIE R SR BHL

PiHA :

B EIAMRNIFR, R IE R BB MRS 6E (X EdgeOne M MVRERE SIS,

A S G RCE VT 20

BAAPBIS RN AT £ A PP SRBg Bt b, F5E AT S RHIERY IR H 18 KBl F5 e AR SR e T U 4148
BiAA

1. o BB XHRM, ERERH], CC Waibhiir. FEEMMIPG e,

2. NFEPOT Bot HRELR, 1 Bot BHE > BiPHISENI=L B E X Bot UM THLE,

Rl — L RS APl 2 TESRBS. CC Badi b3

LEIH R4 api.example.com , ATHEMH LR API 208N /api/EventLogUpload , fEMLZEZEIEHT,
AIRE N ZE A m T R 5, SSORERI T RIS AR A 2 1 CC i Mir iR B B A T, ATz, mldst
FCE AP BIAMINIBEE CC M4, iR, RIS TRATT !

1B FOAG LRI EO PG, fEAMSERREY, REIERAIR, 1E0h s RN T FRACEAMER, #EALS
RS DU,

2 TENS ARSI, PR R > Web B, A Web B0 U MIBBA A 5IZR R, IEBRFEIF BT
B4, Bla . api.example.com ,

3. HRENBGHBISINIF Fr, BAGIRE, #A Web B BIAINIZIE, s ERmmsN,

* Exception rules You've se

3

P
i ) . - S¢
\’ Matched requests will bypass the specified policies

4. TERTEE Web FiP BUSERGE h, SEERINAAFE, BISSERERE N SERIE KRBT RN,
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Create web exception rule

Exception type | ) Full request

The part of the request matched will bypass the security rules you specified

5. FLE TR RIEECSR M AL E ST, LURBIZEONBI, BLEPCRE T BOMIE R T E T posT |, 1ERBEEEFT
/api/EventLogUpload M, AMEHIERNIEE ZEF R CC Kdibfiir, PERTERAIREZ T, 25
RN B IIERC K Re  FEAIPEACSRIF MR RI B3 © TS T,

Field Parameter Condition Content
Request method v Is A POST A
Request path A Is A Japi/EventLogUpload
Add

Skip the execution of

Specified security module b

CC attack defense €3

This will not skip the bot management module

Cancel
6. hEHARE, SERUZFINIANIN, UER, 4ZXFEMFHE LR APIEZOM posT IHRIFAEHE CC WibhirBibT
PR, SR T E A H S B AR R AT AR, [RINHAE TR I sz A TR i,

B R NI N BTG I TR =R

YRR TS blog.example.com MTHENANE, XEEET WordPress #7, HAE&EHNARRED =
HIBRNEAE KA (B4 @ SQL A1 Shell @i wnBll) |, RAGEEIN XKV EENE AR SQL AR RHIE
R RPN, SRR BI AN, FTRCEIE RSB A, PERCEE &M APHEZITERTE /wp/v2/posts , 1EE
MERANTERPIIASE content 55 SQL EABHANFN, #RHEZENERIRIRAER, #IE5
BRANE

1.85R WG 25 EO P, fEAEMBERET, BEMRFIR, fElad RN AERIENER, A
RIS DL
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2 (EVE A EIE T, AT RERT > Web B, HEA Web FiiP1EE iU 2 MBI B IPIs55 3% 0, R BRETT SR
B4, Hla . api.example.com ,
3. ERFBAF AN R A, PAEIRE, A Web B HIAMRNNZIZE, sadEsmmEEn],

\' - Exception rules You've s
g% 5
% Matched requests will bypass the specified policies E

4. TEHTE Web B BIAMINIG & b, HEMNIARE, BIASEIERA 16 R B I 14

Create web exception rule
Rule name
Exception type Full request

The part of the request matched will bypass the security rules you specified
) Partial request

The full request matched will bypass the security rules you specified

5. FCETERIEECSRMF M ET N, ZE RO, KAl LIEICA 7B TEREEET /wp/v2/posts W, W&
T ROHEEFTE MW ELIEFTE SQL ARG RN, 434 JSON I RINEHIEESHAMNFT content
HEEBE@ERTEEN « WBRINE, HRAEECRAENT AR S © PR T,
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Field Parameter Condition Content
Request path A Is - fwp/iveiposts
Add

Skip the execution of

Specified managed rules v 4401213776, 4401214258, 4294967386, 4401214170, 4294967384, 4401214144, 4

The custom rules, managed rules and bot management rules will not be affected.

Field Scope Condition Content
JSONM reguest v Param name and " « Para name equals v content £3
Wildcard value matches « ol x ]
Add

6. FLIHERE, SERZMINIANIN, I, MIERBEEEFT /wp/v2/posts RAMEXN, MXNAEGFRLET SQL
TEASEBA RIS, Al DOBESR IE B SR AR/ IR TN,

HXRBE

F8 00 T SR 7 Bk AT N SCHsp R B 1 7 B S BRAN T
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JSON 15 RAA VEECEE RIS R
USRS SN E 0
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Protected domain

i L L

. s Exception rules
P L
\’ Matched requests will bypass the specified policies

‘ ? Temporarily block client
S

\’ Clients are temporarily blocked when their requests match web access control rules
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PCRCIE K Referer 3Lk,

RIEK/NE,

XFEET. AET. U8, AoE, mECRIEEL. JEED
FAPERL. KERT. KE/NF. WA EE.
TEPERL,

52 #1128 M PEEE,

VERCIE K HY Accept ki,

RIEK/NE.

XFEET. AET. U8, AoE, mECAILEL. s
FAPEEL, KERT. KE/NF. WA SEE.
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YA KRBT EFRHE A EdgeOne Web [P, QISR A (L AYBTHP REg S22, HTHEEEL Web [
PRI, B ESCR R RR BRI TR R,

EdgeOne R £ MR L T IRISEANRINEE, STRIER L RIS IRIF BN,  FORFBINR RIS B A EH8E A4
W, JER] DU B R E B B ESON W A 22 22 B P aRks,  BITRTFERT A EL A AR IR _EARRL, IRORIRRE iR
T BYERAR

BiAA

1. RIS SR Web B3, Bot 5 #EES DU B 7E X U .

2. {50 P SRS RO 7 2 21 AT IR 4P SR, H TR IR SR R R k.

3. RIS RS, RHEZZUATER RE CC Ydilh i IR PRI E Fmal 2, BT R Ayl 2805 s 2%
AR RIS AR H eI,

Protection
template

Issue protection Rules

8—Modify protection Rules—>»

Y A
Site A Site B Site X
[ Domain 1 ] [ Domain 1 ] [ Domain 1 ]
[ Domain 2 ] [ Domain 2 ] ...... [ Domain 2 ]
[ Doma;in N ] [ Doma;in N ] [ Doma;in N ]

B I8

PRRE R BN
R | SRS N AEEEEA. R
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filan - é’lﬁﬁ@%g%ﬁ@_/l\%mﬁ*ﬁﬁi template , ﬁﬁiﬁ%%*ﬁ*ﬁﬂﬁ?”ﬁﬁ)ﬁ example.com V‘]E‘Jﬁﬁﬁ@z%o
ER] IS RN T 20 SRR

1. BFOLGL N5 EOERIA, TEAMZR MRS, MERAIR, 7E5iRFI RN ERIENSR, AR
PEIE T,

2. TEM SRR IG DU, PR BRI > SRESRAR, A RIS & L,

3. TEAMIBGIF RIS T, R FrERAR, ARG, Bl s BT — AR

Protection templates MNew template

template )

4. Fiseln, AP ERSHTRITEIRAIR, RITRTE A AR gth DU, AT DU P 5E B X UYL i 5
Bek, FLERISE  Web [/j#. BotHE i,

5. RFBCE AT IV RBSAAR N FHENSG A, SCRFBUT =R AT 50

I PR AT AR 1 R A SRS AR . A 21 24 it s T 8 B I

B 0 L + R4 A SRS AR, R B A E A 0E 53 I8 B 2 FRIS A A

RN B A 1 R4 A SRS AR N P 22 MR E AL 5T A BB 2RI A, R R N I EIs S, SCRHE
AT ZERAPEACIE A, BN

PUYHIZENB, FERZORISEARN AE] example.com WMMFIEEAMN, Ea] DA MABIEA, &
PR AT SO B E B AR, IR RN example.com , AEMHEIEEIRSY, ECELT
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Apply protection template po
Protection template  template

rrent site
THrget st Single site v I v

Overwrite existing template

Jormalns a a

Apply to all domains under this site

Motes 1The existing protection policies will be overwritten.
2The existing list of tempaorarily blocked clients will be cleared.
A0ther domain names are not affected by the tempaorary client
blocking rules under the specified ones.
4To apply the protection template successfully, make sure that it
adapts to the specified domain names.

6. milifRTE, BIA]SERRIS RN

R REAERNAEFNEERG. HRA

BN ;Y ETTER . example.com  PEBCESR —1 Web Z2[HIF RSN template , FHRTEYRETEG AT
ST T — N wWwWw.example.com |, ZIHAAHY Web Bt Sl 584 template %%*ﬁ[ﬁj, ST DL
(o FHRARC RS, PR = T SRS ARAR N I BRI ST A IRAN T 20 SR

F—  FESRME AR N 51

F L AERPBCIE N ERE

1. BFOLGL 25 EOFERIA, TEAMBERET, RERAIR, 1Ehimy RN R EFRIENMSR, #AS R
2 DT

2. TEM IS U, PR R 2R > SRESBIAR, A RIS S B S,

3. I M AIBER, B4l template o

4. Ji MBS, DUCSEE NG, ADEEEN GOV B FiG R, R A SR A

www.example.com o
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Apply protection template b4
Protection template  template

rre!
'!'__1 et sites -

e Current site v

Cwerwrite existing template

Domains m o

Apply to all domains under this site

Motes 1The existing protection policies will be overwritten.
2The existing list of temporarily blocked clients will be cleared.
A0ther domain names are not affected by the temporary client
blocking rules under the specified ones.
4To apply the protection template successfully, make sure that it
adapts to the specified domain names.

5. R, BRI SERCR IS ASAR N

1. BFOLGL RN EOERIG, EAMSERET, M REIR, EiRFIRNATFEILENER, EAR
TETE DU

2. TEUG ROFIE UM, Ve E ARGk, USRI, PRt &R 254 > Web BifP, # A Web [k
I e 1 DT

3. EMF A YIRN, EFRFRAENESG, FlAl 0 www.example.com o

4. 1 b pd AR, IR BETR BN FHAVERACRES, BIA0 . template o
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Use protection template by

Select a protection template for the current domain name.

template -

1. The current protection policies will be overwritien.

2. The current blocked client list will be cleared.

3. Other domain names that use the same protection
template will not be affected.

4. The protection template must be adapted to the current
dormain name to avoid abnormal requests.

5. mdiffiiE, BIA] S s SR N

PRI SRIB AR

BN ;BN ETTER S example.com % www.example.com BE4FE— Web G SRIER
template , AMRIZIBHAGHMBA AR DL RISELE, FTEERE AR ERENELT, Bg
HE SCRRNI, T B I 1 SRS ARAR Y T DAL &, A DAS AN T A0 B A

1. BSRN G 25 EOFE A, TEAMBERED, HREWRIIR, 1EuhnRNAERICENIER, AR

PEIH oL,

2. TENG ROETH DU, VERERR B E ARG, DUNEI NG, IRt R RGP > Web B, BEA Web Btk

WS I L DAL I

3. TEAE MR I3 1| 3R PN IZe 1 75 ZE AR R SRS AR Y 38, B4 www.example.com,

4. e RIS REEEBALE, B, MMEERIRISENR, SCRMRTARIRIE

ORE LRI RZ 2R - MRG0 OR824 BRI AR AT IC Y 2 2P PRI N A

220 RN | TERRATA LR, EHCE,

DU EG7 OB, PR 2 A0 2Z 2 RIRE R,

(D You can't modify the template when it's being used by the current domain name. To make changes. please go to "Protection policies”, or edit the domain name
configuration after unbinding the template. Your changes will be synced to the current domain name.

Protection template: template Go to Protection Templates Unbind protection template

5. sifRE, RIA]fRgh,
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Function Description

IP/ME T4l & T IP B¢ CIDR MBI, #n]LAfE DDoS B4, Web Bif 1 Bot BRI,  sifE sl mipyRIZER
WIFRG TR IP/ME e, DARILEL B4R,

PiHA :

1. IP /B H SRl o SRR DU IP/ B G, R E M NI S I FIZ IP/MEB T, SRERIEARF
Ik R SRS — 3

2. [l =l YR B A BIRZ AN 20000 1 IP/M B, HA IP 2 H&RZEN161

st L B EASS BT IP R

BT

HRAEIRE P EFEAL R example.com . site.com , HAfl, @dZ2BRELNREGILEEZE, BRI
H—t BB SRR R P, XU P MR EshAZ b, RIGFEEKNER, HN AR s+, B
KL [P T EEE,

BRIED T

1B SR G RN EO e, EAMBE R PAEIERAIR, 1Ehh g RN A FRECE R, HEAL
ERES TN

2 fES I T, A REREY > EUEIRIN, UE AL E IR T,

3.1E IP I e R Avh, HdhiRiE,

\' ? IP groups
*

G

\’ Allow you to group and manage IP addresses for IP configuration.

4. pETR, GE— 1o, WA DHBFRLROZ S HEE R P Hikksk 1P HibkE, 5
WM. 1.1.1.1/23;1.2.2.2 o ZPHBHEDEZEEIFR,
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Batch import
ID Group narme List of IP groups Opera
IPblacklist 1.1.1.1/23 9 122260 E
Total items: 0 10 ~ /page 1

5. ifiRFE, SERLIP A b, SAONETRE, DOZSENEI, FERIZSHANNAE IP VilAl, A5 RI7E

example.com Al site.com [ Web B5#F > BESGRWITAE, FRONFERES RSN, fERIBUNE, %
Z % \P Tz HARE TER, RInE2E 2 HJNNETE 1P R, HRIESHNEE IP TS ER. ¥
MECED TA]SE B E S,

Add basic access control rule e

Rule name IPblacklist

Rule type Client IP control A
WManage access requests based on client IP

Enable rule ()

Matching method Client IP equals L

- IPblacklist €3

Action Block -
When the reqguest is blocked, an error code and error page will be
returned

6. (ANZ&) FELEMNE, AIRESHAZEHXE 1P, FEANMENZPHNIHNMHZIFTEI R, IS5 051 ~38EHHT
AR UG, PSR, W ATRENNEN P kS, FeATERAE, BIRDIHHEy \P N ARIFTE S | %D
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HAIRG I AR,
Create Batch import IPblacklist
ID Group name List of IP groups Operat
1734 .
IPblacklist 1.1.1.1/23 683 12220 33330
Total items: 1 10 = / page 1
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18 S s A EO G, TEAMBERRT, Ml RaIR, 7E0msI RN BRI ENER, HEASS
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2 {EMS VI DUmE, A R 2R > FRERGH,

. LRSI O, SRR RSB, R s/ 2RSS, SN R D FTIE B IRS TR B

s

VifA

st U/ Ve R AERAR S5 © TE LR 7R B I B 4 AR S5 Y B2 T
4. BY)ERG

RERTEBEXEETER H AT AETR 1P A, TERH: S = S I B SR .
JEERANRIER 1P FIERA EHr, BT HFHEEA], SR RIBUE, g0 i Bt 2 S A El
IP 5113,

=g AUl
TN SREEAGELT, S 1P SR BRI, TR R A TS 3,
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iR PHEVTTRISS AL IR ORI, Dy 1 RELL AP AT s e S B S R R R 73R,
EdgeOne 2t " HE XL GITHIRE /], REMSAE B EE FIHEE MY B 7 SO R DT i o5 AR 4 AR PR, Bk
FEIE K A IN R IR E BRI R AT B 5 7,

EdgeOne fES A&, Z2FGIFREHIZHREE 7 BE XM DT RE S, fEna] DURIESCRRME A7 s A THCE

R SO R BT R S B DU - ] B E SRR 4xx, Sxx IRZASHBIN AR F RV TUHI NS, HEEIES L BE AR T
EO

5 X & 2R SRS EN W SR S TR @ B € S PTEAZ Web Bi#. Bot FiF B SRS I B P HRZSAS L
MOTHNE, FEEIES U (7 205 FRECE B g SR DT i .,

I, b7 EEBEMNEM, EdgeOne 2k 7 FE AN THEIEN AEST, WTAT HE CE BN TN, HAFE
DIRERRERS [ JESn] DO i N, DTSR, - BT R Rp e A D i P A B S RN T A AR BN A 15 | R D RERLBR
qZIO

FICIE B 7€ SRR, DT T AR

AEE] L S SRS T 7 B A Y Content-Type FIEL &N AE R, SEM THBEE

1B AG RN EO PEflG, fEAMBERR, PAEIERFIR, 1EuksiF RN o o R AL E 5 R

2. TENG pROFIE U, Ao B SO . DT

3. 1EHE WA N DU, RaEINE B XA, FlE HE A DT NE . FHESERT
Content-Type : F & YW GUH MR @ &1 HTTP RSk content-Type BUE, S7f%
application/html . application/json . text/plain . application/xml . Bl#l : &N
text/plain , M| EdgeOne MRy HE X Ma TIEN, FHEE HTTP MRSk cContent-Type: text/plain o
WHENE . BE XMW I Body, A/N# 2KB, TIHINARINEE  {{ EO_REQ_ID }} , ZFERHENM
NI B SEREUH ISR ID R, MR N %7 B o 1E K 1D, 5 T RIEE (7,
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0 B8 R S0 S T E X

B E SRR 0 ES AR Custom-Pagesi

= r = ¥ilr =1 e R T B T oL

iie T £= LU

AR LA A B0 TF
Content-Type application/html v

XA 2KB, BRI RATE HTML IEM body FHEEAAE {{ EO_REQ_ID }}, TR EFEAFERNMIER
ID, SEREE(. EERH

R B
4. P ARAE, BITA] SR B DT T Y A1
R
A HE XN DT A EDTRERRS [, WIASTCVER, AN ER, TR aR ZEAT1ES | I Ay DR Edt T2
BR5 1o
X ELRNAR Y B E SN DT B PRI, 5 1% B A8 SO R D A D REAS AT 1 2 R el e 19 D A 58

ER 2P AR ECE B S R D i h,

BRANG AT RIERA www . example.com ACE 7 Web BiF BE KRN, T EZECOR A EIRRESE A A 75 ],
XEHEHIX A P 5 R, e AR, 352 B E RN O &S A AR A, ERCE T — DR
N Custom-Pagesi WMJEEXWAN I, ErJUSIRANT D ERICHE

18 g g r A EO ffilA, TEAMSER T, MISRAIR, TR IR A R R E I R

2 TR RO T, iR e > BE XHH,

3. £ HAE UM PG s MIRBG IS sl &, IR RECEIES, B4 1 www.example.com o

4. EFREALE VOISR, DURGIZFONE, AL el GRIEEMNIL) 80, HdikiE.
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Web BR3P BESHN., Web [AfF: EEE[ES] 3] Bot EEIEEE MR, EEHEENEH
WS
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LR NE 7 2 R, DL ENEFE EO R HE A OHERER], ErIEHEHDECETT P
DDoS it & 5 & : #xf kiR DDoS B4 (i B2 AMIVY/ZAER) Y DDoS i, 4l Bl st =i i 1L i B
{E, %X DDoS HifiidAl,

Web ZZ & RN © X an Web Bii SUNIA] Bot EEEMUNIAYHESE, SHPLRLSAFRVIE KBS ERE, HFaEE
SRPER, HEX Web 22 2 M PERUN & Bl Al

DDoS Wi e & Z

WG ENEF-7 EO Feeilsbarvimia, HnI Ay DDoS %Ki, SRS, EH/ATAA, FH
SHHHATIETEE, SRS,
PR AR DDoS Bif (il i ARIVUECE) /Y DDoS Mtk & @A, HAhL 558 A5 FF DDoS B

el =N HETHE
TE S EIRE,

DDosX¥ it & &5 &Ik E

1B LG NET 5 BEO PEflf, EAMZEER T, RIEREIR, E6hRs RN R GRICENR, A,
R T
2 (RS RIEIE U, P Re > HEENHEEA.

LS, oS alarms

\\3/ SDel:d :arrrlls via Message Center when the DDoS attack traffic exceeds the threshold
3. 1£ DDoS K iiifit i i & UM, SCHRid il il 2R ERIA DDoS Wi 5 BRIE, PO B Redias = et ic i
BB RHRH R DE, BERASERENRE, BN EERE, BHRT.
PiBH :
DDoS M it & 5 & DU 2R 1 2 ARS4F DDoS Wit & 5 H k55, HI R DDoS Hdith & HfE, AT AREH
HE X EERESS, Al AERIANGEBME, % DDoS Hti & EHE,

RN R @ BRI R (sd) ARTERH] 55123 3412871
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A BT

DDoS alarms

Default alarm threshold | — 100 4+  Mbps

WEEEINEF-B EO

Save Cancel

4. £ DDoS Mt & 5 B Ui, S FARALE 2 e s ey = ARBE L 55 W H 1Y 35 BIH.

PiHe :

VSRR A AR AT 52 %E,  BRIA100Mbps, H/)NA] 15 %2 10Mbps.

41 REBRNMEEHE

411 IEREFTTRALSS, M B A B EEYIASRER, PRI 55X DDoS KB A IR MRS ERE (MR

) o

You can select multiple items to batch edit

Resource Service type

Security acceleration

L4 proxy

412 BUEEEE, REAE, BENREHIITE,
4.2 R E S EHIE
421 EFE PSS, RGHERE,

Batch setting Cancel selection

Resource Service type

Security acceleration

L4 proxy

4.2.2 AT IR HEXOT K

, Uﬁ%‘%\g@, AR,

IR L BRI (bR ARSUERT]

All service types *

Custom threshold

100Mbps IEdi‘t

100Mbps  Edit

On/Off

»
»

All service types b

On/Off Custom threshold

C’ 100Mbps  Edit
»

100Mbps  Edit
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Batch setting %

Alarm threshaold - 100 4+ Mbps

Web % ML

DG RNNET-A EO BIERN, #fEm Web Z2H] Bot HEMNIAIFIL (G5 SRMSBHR L E I 2 201
W -, an R SRR ISR E] Web &4 H IS,

HiHH :

an AL E T FONBATRORN, A=IERHE,

GUHTRSRBOTEIN, MR RE RN TR, B S B BEN 55,

Web 2 & IR AR HEZERUNI AT VERCSRPF, Suit BNt T an AU TR SRS, 2 — BN Rl IR SRS B0
BUER, SSRGS EERIHEA S S,

Web ZEBHEMNIEE
Web Z & I PERINISCRE RIE IR EGOIHE B & E AL E, rIDUR TR aea iR e, EEZRmPEIN, DEEEE

LAREZINES 37758

Web 22 2 IR MUNI S T A1 TR -

MU RE @ E, FRIRE DU 2R

NHSL, BFHI T XIEA G

KEENT324FFFo

ARELL T RIETT ko

PRI NIk

EEEA | WEAN R T RS, e RS,

RS | AR T A,

INPEVOE 0, SCRAZALE YT e B NS E RVE

LEREEER | FrA a2 RN, FHFRACERIE R CRERERIT) |, T ARERNEI ST,
G HHERALE T RAYER  avrh Web Fi# 8 Bot EERALN, FFERAHGERENTRACERIER, THA RIS
T

geit arPHERRNIBTIER © frP4EE Web Bi7E¢ Bot & HRLNIFYIE K.

HERE UL ERACE, ANESEICRACE.,

RN R @ BRI R (sd) ARTERH] %5125 3412871
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BREERMN | BT NEDEERERE, B E RIS S B HER S, RHZ RN E R T HE R
o

HEIR | YAFUNE S EIAEN, Sl E Y & B R & EE A,

HiHH -

RIS BHRN, BOAFSRMNEES 77 B R 21 55 Bl Al

m&*

58

Web Z2E#ZMNIEE

1BSR WG 5 EO 5, fEAMIZE R, BB RAIR, EiindRANAHERLENER, AL
RUFIHE DU
2 TENh ARG T, ML RET > SEEAHLE,

Alarm setting

g\) Web security monitoring rules

Meonitor requests hit by web protection and bot management rules, and send an alarm via Message Center when a request meets the specified condition.

I Web Z22 IR 1250
1.1 Web Z & B HEMNIELE v, A EsmRRRIETE W2kl

Add rule

Orules |

Rule ID Rule name Description On/Off
You haven't added any rule
Total items: 0 10 ~ /page

2. 1F Web I PERINIBC B, BCEMNAFR, B, MESIHEEN S EETE, BEE, RERERN, &
BRI RIN A2

418 Web RN

1.1£ Web Z2 M E TTH, $EIFREHRHRAT Web Z RSN, SRR eS| Ao N IZ AL Y SR

2. 7 Web IEZERUMIBCEFME b, (BSORNIAFR, B, IPESIHEEM S ERm, RERE, RPN, &%
SRAFENINAE R

THER Web R IR

THIBRER S Web 224 2R
1 Web 224 i ZERUNIECE DT, $RENTEEMIBREY Web 222 IR0, B4R (21 hoxs B Z AR T BBR

RN R @ BRI R (sd) ARTERH] %5126 3412871
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Domain name 1 m mEceo

Monitor requests Action
1680161482 testl Block,Observe, Block client IP ()

Alarm setting Static alarm - Requests per 10 seconds
greater than 1 times

MR Web 224 52K
1E Web Z 2 I PEUNIFLE DI, R — DA Web Z2 UM, AEMBREME, FRINMEREECEH
)I_I\IJO

2 rules selected | Selectall Deselect All Disable

Rule ID Rule name Description On/Off
Domain name " ol -
Monitor requests  Action

1680161482 test1 Block.Observe,Block client IP ()
Alarm setting Static alarm - Reguests per 10 seconds

greater than 1 times

Domain name polm o'ls B mm ®
Monitor requests  Action
Observe Block,JavaScript
Challenge,Redirect, Managed
1680161471 test challenge Return custom page,Block ()

client IP,Drop w/o response, Add short
latency.Add long latency

Alarm setting Static alarm - Requests per 10 seconds
greater than 1 times

EHRER Web Z2 2N

JE FHEEE R A Web & 2 I RN
1E Web Z 2 PERHINIBCE T, $REIFEE)S AR Web 22 22N, 54 5 S5 B FF KA o RIZ ALY

«©

|:| Rule ID Rule name Description On/Off
Domain name | ;_:. = o - -
Monitor requests  Action
1680161482 test1 Block, Observe Block client IP ()
Alarm setting Static alarm - Requests per 10 seconds

greater than 1 times

HE E P B B Wb 22 2 e
ek — /N Web Al Hadl, ¥k BRI DU EE, FF I B TS A A A T,

HAFTE - BBRaIHE b)) BRIEENH #5127 L1287
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2 rules selected | Selectall Deselect All Delete

Rule ID Rule name Description

Domain name

Monitor requests

1680161482 test
Alarm setting
Domain name
Monitor requests
1680161471 test

Alarm setting

IR L BRI (bR ARSUERT]

[ B  TEE m
Action
Block.Observe,Block client IP

Static alarm - Requests per 10 seconds
greater than 1 times

Gi. Linfl‘- _

Action

Observe,Block, JavaScript

Challenge Redirect, Managed
challenge,Return custom page.Block
client IP.Drop w/o response, Add short
latency,Add long latency

Static alarm - Requests per 10 seconds
greater than 1 times

On/Off

«©
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