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Import forwarding rules in batches poo

* Enter one forwarding rule per line. You can enter up to 2000 rules
= Each line can have up to 5 fields with case insensitive. Separate them by spaces.

* The fields from left to right are: Forwarding protocol port, origin address, origin port, session
persistence status, and IP passing method. Leamn more [

* Example: tep:123 test.origin.com 456 on ppv1
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Batch import Batch export

Session persistence

Forwarding...  Forwarding port Origin type (@) Origin address Origin port (@) P Pass client IP (D Status
@
TCP o Origin = e No TOA Deploying
—_—
BB | JGURARS N TOA Bk

SR Las DUF BAG hnEk TOA #sk

FiE— () L ARIBTRES Linux MOAR, T ERMARA C9IE4FHY toako S EHEHHTINEL,

kT AR R A ERENE S IR, Linux iR, A&RTLLES T % TOA TR B A T9m I nE.
TR

KR A LERRN 225, QIR R — s B 2 i, E2REA AR, BTSRRI INE,
Jiik— 1 TEESIEN TOA BHIE %

RN R @ BRI R (sd) ARTERH] #17 75100


https://www.tencentcloud.com/document/product/1145/54508

@ AT WSR2 NETA EO

FEZ T BATHREEFFINEL TOA fitk
1 ARIEB I B Linux fURRA,  TERS R TOA T %,
centos

CentOS-7.2-x86_64.tar.gz
CentOS-7.3-x86_64.tar.gz
CentOS-7.4-x86_64.tar.gz
CentOS-7.5-x86_64.tar.gz
CentOS-7.6-x86_64.tar.gz
CentOS-7.7-x86_64.tar.gz
CentOS-7.8-x86_64.tar.gz
CentOS-7.9-x86_64.tar.gz
CentOS-8.0-x86_64.tar.gz
CentOS-8.2-x86_64.tar.gz

debian

Debian-11.1-x86_64.tar.gz
Debian-10.2-x86_64.tar.gz
Debian-9.0-x86_64.tar.gz

suse linux
openSUSE-Leap-15.3-x86_64.tar.gz
ubuntu
Ubuntu-14.04.1-LTS-x86_64.tar.gz
Ubuntu-16.04.1-LTS-x86_64.tar.gz
Ubuntu-18.04.1-LTS-x86_64.tar.gz
Ubuntu-20.04.1-LTS-x86_64.tar.gz
2. MRIESEAUE, AT cd an mIE AN AT SCARIG, FZIRLUT 5T TOA bk
A — AT

FLACEINE
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https://edgeone-document-file-1258344699.cos.ap-guangzhou.myqcloud.com/TOA/CentOS-7.6-x86_64.tar.gz
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/bin/bash —-c "$(curl —-fsSL https://edgeone-document-file-1258344699.cos.ap-guangzho

MBI G BoRanT

[root@vM-@-14-centos toal# /bin/bash -c "$(curl -fsSL https://eo-toa-1258348367.cos.ap-shanghai.myqcloud.com

toa.ko install successfully
[root@VM-@-14-centos toal#
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# fREtardd

tar —-zxvf Cent0S-7.2-x86_64.tar.gz

# WEAMREEHT E R

cd Cent0S-7.2-x86_64

# M#Eitoafdl

insmod toa.ko

# BB E T

cp toa.ko /lib/modules/ uname -r' /kernel/net/netfilter/ipvs/toa.ko
# RERGUSSHIN BalN#Ecoatith

echo "insmod /lib/modules/ uname -r' /kernel/net/netfilter/ipvs/toa.ko" >> /etc/rc.1l
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lsmod | grep toa

HI TOA B ZoREMn#ER), W FEFR
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[ root@VM-0-14-centos toal# lsmod | grep toa

282624 ©
[ root@VM-0-14-centos toal#

1. RGN,

1.1 BB YT S, il kernel-devel , kernel-headers B1722%, FHAFIERRAS S 5 PAGRRAS R4 —5,
1.2 FIANE &2 gee Hl make,

1.3 AL EIRGERI 2038, IS T an i TR

Centos

Ubuntu/Debian
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yum install -y gcc
yum install -y make

yum install -y kernel-headers kernel-devel

RN R @ BRI R (sd) ARTERH]

%523 H75751



WEEEINEF-B EO

apt-get install -y gcc
apt-get install -y make

apt-get install -y linux-headers-$ (uname -r)

2. TERGEHEINIL G, PATLU T -y se s M2, AT,
BAVAS — g I I
FLgwiEFFImE
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/bin/bash —-c "$(curl —-fsSL https://edgeone-document-file-1258344699.cos.ap-guangzho
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# QIEIFEEAGRIEE %

mkdir toa_compile && cd toa_compile

# TEIEREtard

curl -o toa.tar.gz https://edgeone-document-file-1258344699.cos.ap-guangzhou.myqclo
# fRlEtardd

tar —-zxvf toa.tar.gz

# Giktoa.koXfF, HIENIGERELATHR TAE MK oa. ko XX

make

# IN#Eicoatsith

insmod toa.ko

# OB E 3 T
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cp toa.ko /lib/modules/ uname -r' /kernel/net/netfilter/ipvs/toa.ko
# RERGUSSHIN BNt oatdibh

echo "insmod /lib/modules/ uname -r  /kernel/net/netfilter/ipvs/toa.ko" >> /etc/rc.l

3. T T EFE AN A EANERR)

lsmod | grep toa

IR toa MIFTREMERY), 41 T EFR
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PE= : RIEPRNE % IP 58

SR OB TCP RS, FFilid s 4h— B MRS5 a i bla P mid KA TR AE, RBIANTT
1 EY ARS8 b, AILUEE Python B — HTTP ARS5 KA TCP ARk5s, 4NTFR !

# FTpython2
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python2 -m SimpleHTTPServer 10000

# FHFpython3
python3 -m http.server 10000

2. i —aMRsSa7c A% i, MEE A miER, LA Curl IR TCP 5K :

# FlFcurl&ZEnttplER, HABAAMUERIES, 10000 9UERIEE L5
curl -1 "http://a8b7f59fc8d7e6c9.example.com.edgeonedyl.com:10000/"

3.AN5R TOA ENNESERR, (ECINE TOA HRF SRR ERE FimiESSIEER, 40 T EIHERFTR

RN R @ BRI R (sd) ARTERH] 5529 7517



[root@VM-0-14-centos tmp]# python2 -m SimpleHTTPServer 10¢€
Serving HTTP on ©0.0.0.0 port 10000
119.29.135.205 - - [26/Apr/2023 17:52:37] "GET / HTTP/1.1°

AR L RTANE S R LU F R, HFEEIRE IPv4 5 IPve H A —fiA R Fimttitl, A SR R e iR
S5t N TOA FEHLRI AT IRENEIZ F b B S|P ik,

JEuh 2 IPv4, HFRZEREN IPV4 & ik,

TRuGE IPve, HFREFRAL IPVE % itk

BI2, QNSRS FGI L S5 IR, 75 2 [F I RECE] IPv4 AT IPve FRRRSSEIZ Pkl MIFEEAENER TOA R [F IHE
SRS S5 ARES, IBREESEA TS| (ESURS5ARS, SCRERIRRAL IPv4/IPv6 25 i Stk (5 S

BEBRENESAS, [RINZRENPv4/IPV6 R i E 5L IP

ViBH :

AREE T EAEUETRES TR FIRREY IPv4 AT IPV6 & imHibE BN 2, 28 ERE 5 A B SR s W 55D,
VGG TE T ARSS W TNy, T2 R0 T R 77 =X

1. R IPv4 UiskgE#) ( struct sockaddr_in ) #8EHARSS, HIEITHYZ IPv4 #& =gl

2. %H IPve ByMEEEH) ( struct sockaddr_ine ) #EEARSS, HIRUTHYZ IPve #&=NATiE,

ZN/llav

ST IPv4 Hiil:
0 IPve Mk

Java
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#include <sys/socket.h>
#include <stdio.h>
#include <unistd.h>
#include <netinet/in.h>
#include <memory.h>

#include <arpa/inet.h>

int main (int argc, char **argv) {
int 1_sockfd;
// HRESast R v a4k

struct sockaddr_in serveraddr;
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/) WHFERR: &Pk ICR v 65540
struct sockaddr_in6 clientAddr;

int server_port = 10000;

memset (&serveraddr, 0, sizeof (serveraddr));
// BliEsocket
1_sockfd = socket (AF_INET, SOCK_STREAM, O0);
if (l_sockfd == -1){
printf ("Failed to create socket.\\n");

return -1;

// B LRSS ZeitihtAE R
memset (&serveraddr, 0, sizeof (struct sockaddr_in));
serveraddr.sin_family = AF_INET;
serveraddr.sin_port = htons (server_port);

serveraddr.sin_addr.s_addr = htonl (INADDR_ANY) ;

int isReuse = 1;

setsockopt (1_sockfd, SOL_SOCKET, SO_REUSEADDR, (const char*)&isReuse,sizeof (i

// KBksocket HIRFaisit(E 5
int nRet = bind(l_sockfd, (struct sockaddr*)&serveraddr, sizeof (serveraddr))
if (-1 == nRet)
{
printf ("bind error\\n");

return -1;

I3
// WilWTsocket
listen(l_sockfd, 5);

int clientAddrLen = sizeof (clientAddr);
memset (&clientAddr, 0, sizeof (clientAddr));
// FERZKE K miiERE
int linkFd = accept(l_sockfd, (struct sockaddr*)é&clientAddr, &clientAddrLen);
if (-1 == 1linkFd)
{

printf ("accept error\\n");

return -1;
}
/) WHBSR: RIEE P ihsine_familyWY2EH, W P2 v 4 tiibif 2 v etk
// LoNAF_INETHS, RREFWHEIPv4, MEFmHIIEH i Nstruct sockaddr_in*#H1TIKE
// YNAF_INET6R), FREFWEIPve, ffstruct sockaddr_in6*#H{TIKEX
if (clientAddr.sin6_family == AF_INET) {

printf ("AF_INET accept getpeername %s : %d successfull\n",

inet_ntoa (((struct sockaddr_in*)&clientAddr)->sin_addr),

ntohs (( (struct sockaddr_in*)&clientAddr)->sin_port));
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telse if (clientAddr.sin6_family == AF_INETO6) {
char addr_p[128] = {0};
inet_ntop (AF_INET6, (void *)&((struct sockaddr_in6*)&clientAddr)->sin6_addr
printf ("AF_INET6 accept getpeername %s : %d successfull\\n",

addr_p,
ntohs (((struct sockaddr_in6*)&clientAddr)->sin6_port));
telse(
printf ("unknow sin_family:%d \\n", clientAddr.sin6_family);

s
close (1_sockfd);

return 0;
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import
import
import
import
import
import
import

import

public

java.io.IOException;

java.io.InputStream;
java.io.OutputStream;
java.net.InetAddress;
java.net.InetSocketAddress;
java.net.ServerSocket;

Jjava.net.Socket;

java.net.SocketAddress;

class ServerDemo {
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/** XA 1pva WIHBHMEEEMGIEEEARSS, [FH 1Pv4_HOST */
public static final String IPV4_HOST = "0.0.0.0";

/*x R 1Pve HHBMLEEMIFEEARSS, R 1Pve_HOST */

public static final String IPV6_HOST = "::";
public static void main(String[] args) {
int serverPort = 10000;
try (ServerSocket serverSocket = new ServerSocket ()) {

// REHEE H

serverSocket .setReuseAddress (true) ;

// GRS ARG O, SXEEEH 1Pv4

serverSocket .bind (new InetSocketAddress (InetAddress.getByName (IPV4_HOST

System.out.println("Server is listening on port " + serverPort);

while (true) {
[/ PR I
Socket clientSocket = serverSocket.accept();
System.out.println ("New client connected: " + clientSocket.getRemot

// bR P A K
handleClientRequest (clientSocket) ;
h
} catch (IOException e) {
System.err.println ("Failed to create server socket: " + e.getMessage())

/**
* REPEERL, Bkl BARSKIE, SXE R ONRE
* WEEIITERZRF client HYRIAREAIINYIREIL client
*/
private static void handleClientRequest (Socket clientSocket) {
try (InputStream inputStream = clientSocket.getInputStream();
OutputStream outputStream = clientSocket.getOutputStream()) A

/ /R P i R A AR
byte[] buffer = new byte[1024];
int bytesRead;
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while ((bytesRead = inputStream.read (buffer)) !'= -1) {
// RHEBCEIR AR R R £ 488 P b6

outputStream.write (buffer, 0, bytesRead);

} catch (IOException e) {
// BRI RS
System.err.println("Failed to handle client request: " + e.getMessage ()
} finally {
try {
clientSocket.close () ;
} catch (IOException e) {
System.err.println("Failed to close client socket: " + e.getMessage

Java
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#include <sys/socket.h>
#include <stdio.h>
#include <unistd.h>
#include <netinet/in.h>
#include <memory.h>

#include <arpa/inet.h>

int main (int argc, char **argv)

{
int 1_sockfd;

// NS5t R v 64kt
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struct sockaddr_in6 serveraddr;
// B iR A v 6 55K
struct sockaddr_in6 clientAddr;

int server_port = 10000;

memset (&serveraddr, 0, sizeof (serveraddr));

// BlliEsocket
1_sockfd = socket (AF_INET6, SOCK_STREAM, O0);
if (l_sockfd == -1){
printf ("Failed to create socket.\\n");
return -1;
}
// BEARS AR R
memset (&serveraddr, 0, sizeof (struct sockaddr_in6));

serveraddr.sin6_family = AF_INET6;

serveraddr.sin6_port = htons(server_port);
serveraddr.sin6_addr = in6addr_any;
int isReuse = 1;

setsockopt (1_sockfd, SOL_SOCKET, SO_REUSEADDR, (const char*)&isReuse,sizeof (1
// KBksocket HIRFaiit(E 5
int nRet = bind(l_sockfd, (struct sockaddr*)&serveraddr, sizeof (serveraddr))
if (-1 == nRet)
{
printf ("bind error\\n");
return -1;

}
// WWrsocket

listen(l_sockfd, 5);

int clientAddrLen = sizeof (clientAddr);
memset (&clientAddr, 0, sizeof (clientAddr));

// ¥EZR B R P ImiERIE K
int linkFd = accept (l_sockfd, (struct sockaddr*)é&clientAddr, &clientAddrLen);
if (-1 == 1linkFd)
{
printf ("accept error\\n");

return -1;

// SXBEWEIE L R R TR ER H v 6 SR T 0E

// H, BPGNTeva b g ik T — N 1pveytiil, 40 s ffF£:119.29.1.1

char addr_p[128] = {0};

inet_ntop (AF_INET6, (void *)é&clientAddr.sin6_addr, addr_p, (socklen_t )sizeof(a
printf ("accept %s : %d successfull\n", addr_p, ntohs(clientAddr.sin6_port));
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/) WEBHE B RAEENING6 1S _ADDR_VAMAPPEDRHIM — 1 rpveitiiit 2752 1pva FyMLE ik (

if (IN6_IS_ADDR_V4MAPPED (&clientAddr.sin6_addr))

struct sockaddr_in real_v4_sin;

memset (&real_v4_sin, 0, sizeof (struct sockaddr_in));

real_v4_sin.sin_family = AF_INET;

real_v4_sin.sin_port = clientAddr.sin6_port;

// BEEUREIAAN TR E P iR E S 1e v 4 HihE

memcpy (&real_v4d_sin.sin_addr, ((char *)&clientAddr.sin6_addr) + 12, 4);

printf ("connect %s successfull\n", inet_ntoa(real_v4_sin.sin_addr));

close (1_sockfd);

return 0;
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import
import
import
import
import
import
import

import

public

java.io.IOException;

java.io.InputStream;
java.io.OutputStream;
java.net.InetAddress;
java.net.InetSocketAddress;
java.net.ServerSocket;

Jjava.net.Socket;

java.net.SocketAddress;

class ServerDemo {
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/** FHXH 1pva WHBHEEEMREEEARSS, A 1Pv4_HOST */
public static final String IPV4_HOST = "0.0.0.0";

/** FiRA 1pve WIHBMLEEMFEREARSS, A 1Pv6_HOST */

"

public static final String IPV6_HOST = "::";

public static void main(String[] args) {
int serverPort = 10000;
try (ServerSocket serverSocket = new ServerSocket()) {
// Bk & H
serverSocket.setReuseAddress (true) ;
// MRS ARG, SXEMEH 1pva
serverSocket .bind (new InetSocketAddress (InetAddress.getByName (IPV6_HOST

System.out.println ("Server is listening on port " + serverPort);

while (true) {
// PERE P Ik
Socket clientSocket = serverSocket.accept();
System.out.println ("New client connected: " + clientSocket.getRemot

// AEPRE P IE K
handleClientRequest (clientSocket) ;
}
} catch (IOException e) {
System.err.println("Failed to create server socket: " + e.getMessage())

/**
* WEFRENR, BARNESS BARSII, 3B RO R
* WEEIITERZRF client HYHIAREAIINYIREIL client
*/
private static void handleClientRequest (Socket clientSocket) {
try (InputStream inputStream = clientSocket.getInputStream();
OutputStream outputStream = clientSocket.getOutputStream()) A

[/ TEREUE I R R R

byte[] buffer = new byte[1024];

int bytesRead;

while ((bytesRead = inputStream.read(buffer)) != -1) {
// FHEWCER R FAE B 8 408 7 b

outputStream.write (buffer, 0, bytesRead);

} catch (IOException e) {
/) MR EETERE S

System.err.println("Failed to handle client request: " + e.getMessage ()
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} finally
try {
clientSocket.close () ;
} catch (IOException e) {
System.err.println("Failed to close client socket: " + e.getMessage

Rl GmHEsR
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Server is listening on port 10000

New client connected: /127.0.0.1:50680

New client connected: /0:0:0:0:0:0:0:1:51124
New client connected: /127.0.0.1:51136

LEP

& TOA 3BTRS
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HPRRE TOA PIZRRBUBITHIRSEE, TOA PIRMRBLAIR (L 1 IRTETIRE, fEdA toako PIRZIEERE, RILURSS AT
PUF a4y 75 e 722 TOA B TAEIRAS,

cat /proc/net/toa_stats

TOA BITIRSAN T
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[ root 'ﬁ!'li.\.';'.-1 16-42—ce

S¥I recv SOCK

S¥Il_IecCV_5s0

getname

WEEEINEF-B EO

/proc/net/toa _stats
CPUO

865

getname toa mismatch
cgetname toa bypass
getname toa empty

ipb address
1pb address

d ] oc

1 1'1‘1"-1"'

Horp B MR PZERE AR LAY & SCATT AR

FEPRA TR
syn_recv_sock_toa

syn_recv_sock_no_toa

getname_toa_ok

getname_toa_mismatch

getname_toa_empty

ip6_address_alloc

ip6_address_free

Wi
WA TOA (E R IERE ML
BWOF A H TOA (5 RIVERE L

VA getsockopt KB IP s DENZ @b+, B4 A accept BIEIRIE
Uit i SR IS 2 AN T2

VA getsockopt ZRERIE IP I, LRRIRPERCR, HETHBORI, BIATRSRE F e
BEPTEROIIIE IPVA U5 IP, FEIE IPve MUK, I IHECE e,

MHE—DAEH TOA BE P I RAFT A getsockopt BiELIN, IHIHEER
s,

2 TOA WAZELEERIEX TCP B el ER1FHYIR IP. I3 Port I, Z=HIEZERIGRIFE
=

LOESERE, toa WA A REMUERTH TRFTR IP. I port INTE, TEFRA
RS K ARVIESL T, A CPU BIETHEE IR 55T ip6_address_alloc #Y1t
4
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jExt Proxy Protocol V1/V2 WX FRELE F i B
5 IP

iizpan

L BRI A ¢ 2023-06-29 15:37:55

ASCAEH T U Z A hNE,  Alfah@ss Proxy Protocol VA/V2 HMXREUE F ik E L 1P,

=

AR S PY S EE TR, O TR PR ESS IP A Port (S R TE B A TRIG AR S48, SRR
Proxy Protocol V1/V2 WIMSCRAEHZ i IP Al Port (S8, WMYATEHR]Z% | Proxy Protocol V1/V2,

VRS TE AT AR P I LKL 1P IS, RIS RIRNL SR KRB 77X, AIRAZE DU A X T e RS i
IP:

FR— AR RS AR SS S TCP WMET, Nginx ELJRA=34F Proxy Protocol 1Y, EENAENL S5 ARSS BAiE N E S
¥ Proxy Protocol V1/V2 F Y Nginx Al 5585 RIREUE P 255 1P, B IRIES DL ai ik Nginx FRHCE i =5
P,

F L AERIERYIESGARSS 9 UDP W, s SRR\ S5 TR ARSS NIEREfRAT TCP M7 st T HYE P 25 1P LAk
T EVEREE, nIDIENL S TRES N Z% Proxy Protocol X N REIES & EAT##AT Proxy Protocol FE%, BRI
TES UL 1MV 55 IRSS BR a2 P U L5 1P,
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https://github.com/haproxy/haproxy/blob/master/doc/proxy-protocol.txt
https://www.tencentcloud.com/document/product/1145/55268
https://www.tencentcloud.com/document/product/1145/55269
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AY

A — ¢ E Nginx ZREUVER F i E.

ol E IR 2023-09-11 17:42:07

2

S IP

(BB /E=

ANSRAERITR S ARSS S TCP X,  HX4A1T Nginx ELJR 42X FF Proxy Protocol BMY, HEIAE L S5ARSS 2RATHI AN E S+
Proxy Protocol V1/V2 Y Nginx Aik55 a4, LUREVE FuRES 1P, EATLASE DUT 20 BERIE TR AE,

iEH :

ANRAE S FIIRETARSS A TCP WX, (H2 A EHE Nginx ARSS K BT & P i B35S 1P, i B SRS AR NG
AR P B P LU B S5 Ik e, 1ErTIASE | (LSS5 da it & EJ\ IP,

IS PaEa

Add Proxy Protocol field Remove Proxy Protocol field
Client ——Application data———>| EdgeOne L4 proxy Proxy Protocol field+application data—>| Nginx server -Application data-
IP header IP header IP header
TCP header TCP header TCP header
TCP loads Application data TCP loads Proxy Protocol TCP loads E

....... . field

Application data

W EEFR, BB IR A RTERE Noinx IR 4%, HH Nginx iR55 25 K52 Proxy Protocol FEXIVEIEL, X ESK
R P Hihk IR AT DOE E Nginx ARSS 85 b0 #T Nginx HEsk5eR, MilkE5ARSS Bs A 25 % DB S P i
ik, IEHF, 7E EdgeOne PUZERHEAR S HEC E TR GG HIMES, ARRFRSSHIMEFE 1% Nginx ARZSENAT,

BRIED TR

W— . EBE Nginx iR%

TEARIE S AR FHEY Proxy Protocol WY ERAR, &£ MY Nginx iRAS AT

% F§ Proxy Protocol V1 : Nginx Plus R11 }2 U5, Nginx Open Source 1.11.4% LU,

% ¥ Proxy Protocol V2 : Nginx Plus R16 }&2 U5, Nginx Open Source 1.13.11 & DU,

ANFE TR EAE Nginx ilAS%T Proxy Protocol HMXHYSZHE, 1EZ% Nginx SXA% @ Accepting the PROXY Protocol,
N T1E Nginx _EEHMHERBARSS, BFREREE Nginx-1.18.0 A K& H stream i, DIFRZHESE
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https://www.tencentcloud.com/document/product/1145/55269
https://docs.nginx.com/nginx/admin-guide/load-balancer/using-proxy-protocol/
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# EEEnginxdmiEINGEHHT
yum -y install gcc gcc-c++ autoconf automake

yum -y install zlib zlib-devel openssl openssl-devel pcre-devel

# RETRAS Tl

tar -zxvf nginx-1.18.0.tar.gz

# HEAHR

cd nginx-1.18.0

# WBnginxfWIFLEMBE, W E-—with-stream

./configure —--prefix=/opt/nginx —--sbin-path=/opt/nginx/sbin/nginx —--conf-path=/opt/
¥ Wi
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make
e

make install

S . BELE Nginx PN Stream bt
PANginx-1.18.0iRA A B, ATLHATLEAUT a5 K47 Nginx FIECE S nginx.conf :

vi /opt/nginx/conf/nginx.conf

Stream BELECENAESEZUT ©
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stream {
# &EEI?E\*%E& ﬁ':F‘proxy_protocol_addr?ﬂﬁﬁ*ﬁPPfj}ﬁ(?iU%gpﬁ#ﬁiﬁliﬂ:, remote_addr N _E—#l
log_format basic 'S$proxy_protocol_addr -S$Sremote_addr [Stime_local] '
'Sprotocol $bytes_sent $bytes_received '

'Ssession_time';

access_log logs/stream.access.log basic;
# upstreamfil&E
upstream RealServer

hash S$remote_addr consistent;

# HA127.0.0.1:8888 M SRS eafydEAIvmE 1
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server 127.0.0.1:8888 max_fails=3 fail_timeout=30s;

}

# serverfLiE

server{

# PUEIRITEG, XN A Y EREEENIFESGRSC, FACEproxy_protocol XN A TR X iRy
listen 10000 proxy_protocol;
proxy_connect_timeout 1s;
proxy_timeout 3s;

proxy_pass RealServer;

SEB= | EENEAEE LN

BCiESE Nginx ARS5 e, AT ARG HIPUERFEARSS, (Zcpu 2 AR RN, RS AR B SO 21T Nginx
AR50 1P, sk 0y D% — ARCERIPY RT3 b 1P N, ARYEIE S AT E AT Nginx IRASSCHHE
M, EEE Proxy Protocol V1 5% Proxy Protocol V2,

Forwarding rules

Batch import Batch export

Forwarding port Session

Rule ID Forwarding... Origin type @ Origin address Origin port () 5 - Pass client IP (i Rule Tag 3 Status
(6] ettt < s = persistence (D SEEIE D 0 ®

rule-dfg0dd... TCP - 80-90 Origin v MNo - Proxy Proto = tag test Running

TOA

Proxy Proto...

Proxy Proto...

Do not pass

DB BRIE IR, RIESR

Al LUEE A TCP RSs, ARG % — B MRS e RblE P imia K T RIE, BAORBIATT
1. AJ LA Python f£ AR S5 a5 LG — HTTP k35, B TCP k55,
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https://www.tencentcloud.com/document/product/1145/54508
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# FHTFpython2

python2 -m SimpleHTTPServer 8888

# #HTFpython3

python3 -m http.server 8888

2. i —a MRS as e 4% Ui,

MR P mIER, DA Curl 53R TCP 1K !
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# MMcurlXifEht tpiFR, HAEA AUEREESY, 8888 PUENBREE & b
curl -1 "http://d42f15b7a9%9b47488.davidjli.xyz.acc.edgeonedyl.com:8888/"

3. £ Nginx k5545 L&E Nginx Hi&, A1TER !

AN
=
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119.29.135.205 -43.132.85.50 [28/Apr/2023:15:19:59 +0800] TCP

JERTLAE Nginx AR5 25 ERETANGL, FFiEid Wireshark 0##8dE L. 1E TCP EF5emUn, o — M5 EdE Ly
XU Proxy Protocol ‘7%, T2 Proxy Protocol V1 IiAKYRE] © OPEARHEH T IP, @Nginx ARS52R IP. X
A, @ESE i (P b,

17 5.887806  43.132.85.50
18 8.271624 | 43.132.85.50 |@® :

19 8.271703  127.0.0.1 127.0.0.1

20 8.271749  127.0.0.1 127.0.0.1

21 8.271755  127.0.0.1 127.0.0.1

22 8.271820  10.4.0.14 43.132.85.50
23 8.408399  43.132.85.50 10.4.0.14

24 10.927932  43.132.85.50 10.4.0.14

25 10.927994 127.0.0.1 127.0.0.1

26 10.928045 127.0.0.1 127.0.0.1

27 10.928051 127.0.0.1 127.0.0.1

Frame 18: 60 bytes on wire (480 bits), 6@ bytes captured (480 bits)
Linux cooked capture vi
Internet Protocol Version 4, Src: 43.132.85.50, Dst: 10.4.0.14
Transmission Control Protocol, Src Port: 7502, Dst Port: 10000, Seq: 57, Ack: 4, Len: 4
[2 Reassembled TCP Segments (6@ bytes): #7(56), #18(4)]
PROXY Protocol

PROXY v1 magic

Protocol: TCP4

| Source Address: 119.29.135.205 |®

Destination Address: 43.159.115.63

Source Port: 53859

Destination Port: 10000
Data (7 bytes)
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FR L RN SSRGS 2 et 25 F im B 5K P

ol E N R © 2023-09-11 17:43:42

-

(BB /E=

Tg— . aRENIREARSS S UDP #1Y, X Proxy Protocol V2 374§ UDP WM& B S P 1P, {HET Nginx A~
XX Proxy Protocol V2 UDP 75 T PR EYfERNT, KL FEEE SRS 28 L BAT5E0 Proxy Protocol V2 13 Y f#
M LREUE P i B 5L 1P,

Y= L AR ET NG RSS9 TCP Wi, (H2 7R EAE SR ARSS 2 NE 3 2 P U L SE 1P HEAT LS5 TN, 42
FEAEN SRS 85 | HATSERUY Proxy Protocol VA/V2 B IR SKRIRENER 1 m B 5L 1P,

HhEAE A

Add Proxy Protocol field Remove

Client —— Application data——»  EdgeOne L4 proxy Proxy Protocol field + application data——»  Apy

IP header IP header
TCP header TCP header
TCP loads Application data TCP loads Proxy
_______ . Protoc
Applica

N EEFTR, &ERILGET EdgeOne PYEAERELR, FCE U E BRI ML SRS 8%, H EdgeOne MU EFHARSS
TEAE AR RN Proxy Protocol ‘7B, V55 IRSS 2RI TR

B

SH—  EEMHEAERE LN
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AR B N 2RSS, By 2SN, SEEON R AL S5 sk, 5o 1, AR /iRy &
M UDP, 1&338% F i IP 430 Proxy Protocol V2, BSR4 H{HIEE Z WMy TCP, Nf&#% FimE K IP 5
Proxy Protocol V1/V2 ¥57],

Forwarding rules

Batch import Batch export

Forwarding port Session
Rule ID Forwarding... @rw nd P Origin type @ Origin address Origin port @ p::'silslianre ® Pass client IP )
rule-df80dd... uoeP v 80-90 Origin v No v Proxy Proto =
I Proxy Proto...
P P
Do mot p-‘.,,i""" r

BB . TSRS EREHT Proxy Protocol FBIREUE L& F i IP

IETREESE Proxy Protocol UMY NRY sample code F A& f##fT Proxy Protocol 7B, FRHEXAYZE F i IP 48 XA 2%
Proxy Protocol V1/V2 ZREXHY 2 F s 555 1P A=K,

1£ UDP &z s, i Proxy Protocol V2 ilRAH}, 2345 Proxy Protocol FE&INEIZE — 1 UDP Bilfaik ¢ b, H
FROPYERFEH I IP, @FHINE, OWMAA., @Proxy Protocol 7-E¢. G®ELE ik, @ 555dE,
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https://www.tencentcloud.com/document/product/1145/54508
https://github.com/haproxy/haproxy/blob/master/doc/proxy-protocol.txt
https://github.com/haproxy/haproxy/blob/master/doc/proxy-protocol.txt#L933
https://www.tencentcloud.com/document/product/1145/55270

@ BT SR NETA EO

No. Time _Source Length
— 1 @.e00000 43.175.17.39 @ 73
4 0.000205 10.4.0.14 81
5 2.230466 43.175.17.39 45
8 2.2300619 10.4.0.14 53
9 6.235155 43.175.17.39 45
12 6.235324 16.4.8.14 53
13 8.466705 43.175.17.39 45
16 8.466900 10.4.0.14 53
17 10.697625 43.175.17.39 45
= 20 10.697773 10.4.0.14 53

> Frame 1: 73 bytes on wire (584 bits), 73 bytes captured (584 bits)
> Linux cooked capture vl
» Internet Protocol Version 4, Src: 43.175.17.39, Dst: 10.4.9.14
» User Datagram Protocol, Src Port: 11834, Dst Port: 38888
[ PROXY Protocol
Magic: 9dGaddBabdBd@a515549540a (:)
@e18 .... = Version: 2
... 8891 = Command: 1
[Version: 2]
> Address Family Protocol: UDP over IPv4 (@x12)
Length: 12
Source Address: 119.29.135.285
| Destination Address: 43.159.115.63 (5)]
Source Port: 48743
Destination Port: 38888

@0 @0 01 90 06 fe ee 35 c9 43 O €@ 0@ @3 @@ - - - - 5-H-----
5 b8 8@ 39 d7 79 30 11 2b 9b 2b af 11 27 :
IR 2= 3a 90 25 df 96 @d @a @d @a
@d @a 51 55 49 54 @a 21 12 @8 @c 77 1d 87 cd
9f 73 3f be 6c |
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Proxy Protocol V1/V2 ZREXHYE P imE L IP 1%
&

ol N E] ¢ 2023-06-29 15:37:55

Proxy Protocol V1

Proxy Protocol V1 W32 H TCPv4, TCPv6 WY, FHRAEFRF MR, HAEXAT @

Proxy TCP4 192.168.0.1 192.168.0.2 52345
I I I I I
I I I I I
Signature INET protocol Source address Destination Source port
address
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PROXY TCP4 192.168.0.1 192.168.0.11 56324 443\\r\\n

S fEH] Wireshark Tl TH, AIEBRFILTER !
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v PROXY Protocol
PROXY v1 magic
Protocol: TCP4
Source Address: 119.29.135.205
Destination Address: 43.159.115.63
Source Port: 53859
Destination Port: 10000

> Data (7 bytes)

[5J]B50 52 4f 58 59 20 54 43 50 34 20 31 31 39 2e
SN 9 2e 31 33 35 2e 32 30 35 20 34 33 2e 31 35 39
szplsmm’e 31 31 35 2e 36 33 20 35 33 38 35 39 20 31 30
0030 ELEELRETNLECE 61 62 63 31 32 34 33

Proxy Protocol V2

Proxy Protocol V2 R g, F; TCPv4. TCPv6, UDPv4. UDPV6 ¥, HARIANTF :

IPv4HEE
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Byte 0O 1 2
Bits 01 2 3456 7012 345%6 70123475
+—+—++++++—+—+—+—+—+—+—+—+—+—+—+—+—+—+

4—
I

+
| Proxy Protocol vZ Signatur
+

I
+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+
| Version | Command | AF | Proto. | Add
+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+
| IPv4d Source Address
+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+
| IPv4d Destination Address
+—-++-+-+++-+-++-+-++-+++-+-+—+—-+—-+—+—+
| Source Port | Dest
+—-++-+-+++-+-++-+-++-+++-+-+—+—-+—-+—+—+

| < 32 bits ———=
| Byte | Byte | Byte

IPV6HEE
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Byte 0O 1 2
Bits 01 2 3456 7 012 345%67012347%5
+—+—+++++++++—+—+—+—+—+—+—-+—+—F+—4+—4

-
I
+
| Proxy Protocol vZ2 Signatur
+

I
+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+
| Version | Command | AF | Proto.| Add
+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+

IPve Source Address

+—+—+—+—+—+—+—+—+—+—+—+—+—+—-+—+—+—+—+—+—+—+
IPve Destination Address
+—+—+—++++-++—+—-+—-+—-+—-+—-+—+—+—-+—-+—+—+—+

Source Port | Dest

|
|
|
4
|
|
|
|
4
|
t—t—+—+—F—F—F—F—+—+—F+—F—F—F—F—F—F+—+—+—+—+—+—+

|<----—"""—"-"-""-""-""— 32 bits ———=
| Byte Byte | Byte
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T SPP P {6 P E S 1P

b N TE] © 2024-07-30 16:21:58

(BB /E=

SPP (Simple Proxy Protocol Header, LU T f&Ei#5 SPP) WHSCE—f BHIE XIS, HTREARS AR ELE
P 1P FIE MR K15 BG4 a4y, A TICsk HAAR, SSERVIRZEdl, gt EdiirEy =, SPP )
BOEKEERKFE R385, HHLL Proxy Protocol V2 1 EE Ky fai B,

AR L AT Y S35 RS5O UDP IRSS, TSR T SPP WX el # 7 S A SE i s Ayt 773X, SmT DAE A
SPP ISCRIZEE F i E K IP, EdgeOne HYVPUERBHSHHRYE SPP MXARAEG B E L P 1P RIS IR 45, &
AT LATEARSS Uit 70 I AT SRR B 5% F ¥ IP AT Port,

EdgeOne X SPP WM A FE S

ERTA
RN SPP MY FER f##T SPP =i
EFin W SZSEHE » EdgeOne MERE —SPP FEE+ I EHKIE— > TRUERRSS 2%
IP & IP &5
UDP sLER UDP B&&8
UDP #75 WS EIE UDP 7 SPP =
W EEIE

W EEFTR, MEEEH SPP WML EE 5 IP AT Port If, EdgeOne HIVYZIES H AR P imYE S IP A1 Port
DIEE 38 T, %8 SPP WSS ISINEIE NG R 2 /i, EFEBETRGARSS 2a it SPP LT ¥ BE
PREVE s B 5L 1P A Port,

TR ey L
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% SPP hiXFER R S H
JEILARESE ——SPP FE&+ IS #iE—» EdgeOne MEKIE IS E——> EFiH
IP &E IP &
UDP &3 UDP sL£8
UDP ﬁﬁ SPP $Eﬁ UDP ﬁﬁ w%%ﬂ?&

O wsme
M EEFTR, TREEARSS SO G, FFEHET SPP MGk —HHR[E4S EO WENRE, EO WUEIE HBhEIE SPP
Wko

TR

ANRIRSEARSS 2 AR [E] SPP ¥k, MIASE EO MU EAEERMTA AR I 5558,

PRI IR

DB BEEEE RN

18 s g r G EO #fila, TEAMSERT, MSRAIR, TR0y A R R E I R

2 TEM RPRIE DU, B PR,

3. TEVUZ IR DM, JEFFREELIIYZ LA, HLECHE,

4. JEPER B PG E S IP RS AN, stigwiE.,

5. SEGON M A\ S5 RS R, TR T, FRMRNOEEE UDP, 12355 i IP %8¢ Simple Proxy Protocol, #H£R
=8

gRm
ROIFRNY fiin SN HRSH Proxy Proto...
| simple prox... |
#0010 BADY  WEBROQ  Emxm Pl B0 © 2ERE B) © ANEFE®  #S RIE
ES
rule-2twsxfw920cu | UDP ~ 6666 B8 ~ 1124 6666 » Simple Pro; ~ e

B2 | EFVEIRS SRR SPP FEIREUE FIRESL IP

RERIBE SPP ISk SR B CaD,  (EIRSEARSS &= LAt SPP 7B, ] SPP WM fRH B s - i 1P I,
AR 55 SR ER M 55wl BEEAS A0 T
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https://console.tencentcloud.com/edgeone
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|| Apply a display filter ...<$ UUF pPdyLUdu \DYU DyLES)
1 Data (50 bytes) E
i = | Data: 56ec00000000000000000000Tfff2ac1f6ch00000000000000000000Tfff2bafe002a
0. Ime - o]
| beengEhumm50]
4 0.231384 4!
| 3 @9.116149 1( 0000 00 00 00 01 00 06 fe ee 73 fa cc 34 00 00 08 00 - -~ S -4- -
2
1

45 b8 00 4e 5d b5 40 @0 2f 11 a3 50

0.
0.116021 4 | 2010
0.000000 1 2920

00 00 00 00 00 00 00 00 ff ff 2a cl f6 cb 00 00
00 00 00 00 00 00 @0 @@ ff ff 2b af e@ 02 a5 3a ;
|1a @a|48 65 6c 6c 6f 2@ 53 65 72 76 65 72 --Hello Server

SPP#M¥3k: 38 FHKE

Frame 2: 94 by |
Linux cooked ¢i  Hebp
Internet Protou 5
User Datagram Protocol, Src Port: 33519, Dst Port: 6666
Data (50 bytes)

Data: 56ec00000000000000000000ffff2aclf6ch00000000000000000000T fff2bafe@d2a53a..

[Length: 58]

JERTIL

23 DU 7B SRS b 55 RE A AR R LS 5 1P
Go

C
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package main

import (
"encoding/binary"
n fmt "

"net "

type NetworkConnection struct {
Magic uintlé6
ClientAddr net.IP
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ProxyAddr net.IP
ClientPort uintlé6
ProxyPort uintlé

func handleConn (conn *net.UDPConn) {
buf := make ([]byte, 1024) // QX
n, addr, err := conn.ReadFromUDP (buf) // MBI HE T

if err != nil {
fmt.Println("Error reading from UDP connection:", err)

return

/) FHEREEIN TR Net workConnect 1 onfi A

nc := NetworkConnection{
Magic: binary.BigEndian.Uint16 (buf[0:2]),
ClientAddr: make (net.IP, net.IPv6len),
ProxyAddr: make (net.IP, net.IPvé6len),

if nc.Magic == 0x56EC {
copy (nc.ClientAddr, buf[2:18])
copy (nc.ProxyAddr, buf[18:34])
nc.ClientPort = binary.BigEndian.Uintl16 (buf[34:361])
nc.ProxyPort = binary.BigEndian.Uintl16 (buf[36:38])

// ¥TEN spp KER, @& magic. HFWMESX ip Ml port. REM ip Al port

fmt .Printf ("Received packet:\\n")

fmt.Printf ("\\tmagic: %x\\n", nc.Magic)

fmt.Printf ("\\tclient address: %s\\n", nc.ClientAddr.String())

fmt.Printf ("\\tproxy address: %s\\n", nc.ProxyAddr.String())

fmt.Printf ("\\tclient port: %d\\n", nc.ClientPort)

fmt .Printf ("\\tproxy port: %d\\n", nc.ProxyPort)

/1 FTENE S AT ET

fmt.Printf ("\\tdata: %$v\\n\\tcount: %$v\\n", string(buf[38:n]), n)
} else {

// FTENE S R Eifef

fmt.Printf ("\\tdata: %$v\\n\\tcount: %$v\\n", string(bufl[0:n]), n)

// B, FERBERN spp 38F W KERE LR E
response := make([]byte, n)

copy (response, bufl[0:n])

_, err = conn.WriteToUDP (response, addr) // KiEEIE
if err != nil {

fmt.Println("Write to udp failed, err: ", err)
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}
func main () {
localAddr, _ := net.ResolveUDPAddr ("udp", ":6666") // {HHAHMIEAG 6 ur
conn, err := net.ListenUDP ("udp", localAddr) // QNI
if err != nil {
panic("Failed to listen for UDP connections:" + err.Error())
}

defer conn.Close() // SR XFZERE
for {

handleConn (conn) // ACEEARIERE
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#include
#include
#include
#include
#include

#include

<stdio.h>
<stdlib.h>

<string.h>
<arpa/inet.h>
<netinet/in.h>

<sys/socket.h>

#define BUF_SIZE 1024

struct NetworkConnection {

uintl6_t magic;
struct in6_addr clientAddr;

struct in6_addr proxyAddr;

RN R @ BRI R (sd) ARTERH]
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uintl6_t clientPort;
uintl6_t proxyPort;
bi
void handleConn (int sockfd) {
struct sockaddr_in clientAddr;
socklen_t addrlLen = sizeof (clientAddr);

unsigned char buf[BUF_SIZE];

WEEEINEF-B EO

ssize_t n = recvfrom(sockfd, buf, BUF_SIZE, 0, (struct sockaddr *)é&clientAddr,

if (n < 0) {
perror ("Error reading from UDP connection");
return;

}

/] THEWEINF Y NetworkConnection ZEHIfE

struct NetworkConnection nc;

nc.magic = ntohs (* (uintl6_t *)buf);

if (nc.magic == 0x56EC) { // Magic N 0x56EC o SPP 3k
memcpy (&nc.clientAddr, buf + 2, 16);
memcpy (&nc.proxyAddr, buf + 18, 16);
nc.clientPort = ntohs (* (uintle6e_t *) (buf + 34));
nc.proxyPort = ntohs (* (uintl6_t *) (buf + 36));
printf ("Received packet:\\n");
printf ("\\tmagic: %$x\\n", nc.magic);
char clientIp[INET6_ADDRSTRLEN];
char proxyIp[INET6_ADDRSTRLEN];

inet_ntop (AF_INET6, &nc.clientAddr, clientIp, INET6_ADDRSTRLEN) ;
inet_ntop (AF_INET6, &nc.proxyAddr, proxyIp, INET6_ADDRSTRLEN) ;

// FTEN spp kER, ®& magic., BFWMENX ip M port., fREHY ip M port

printf ("\\tclient address: %$s\\n", clientIp);
printf ("\\tproxy address: %s\\n", proxylIp);
printf ("\\tclient port: %d\\n", nc.clientPort);
printf ("\\tproxy port: %d\\n", nc.proxyPort);

// FTENESH R 2t

printf ("\\tdata: %.*s\\n\\tcount: %zd\\n", (int) (n - 38), buf + 38, n);
} else {
printf ("\\tdata: %.*s\\n\\tcount: %$zd\\n", (int)n, buf, n);

}
// WA, FEFRER spp 38 FWRKEFRE AR E

sendto (sockfd, buf, n, 0, (struct sockaddr *)&clientAddr, addrLen);

}
int main () {
int sockfd = socket (AF_INET, SOCK_DGRAM, O0);
if (sockfd < 0) {
perror ("Failed to create socket");
exit (EXIT_FAILURE) ;
}
// AERAHtEAGG 62 upp Mk
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struct sockaddr_in serverAddr;

serverAddr.sin_family = AF_INET;

serverAddr.sin_addr.s_addr = INADDR_ANY;

serverAddr.sin_port = htons (6666);

if (bind(sockfd, (struct sockaddr *)&serverAddr, sizeof (serverAddr)) < 0) {
perror ("Failed to bind");
exit (EXIT_FAILURE) ;

}

while (1) A
handleConn (sockfd) ;

B3 | WAKIE
AT — B IRGSaRFC A & P 0, MEE FSRIER, DUnc av i RAEHEL UDP 163K, anmiefEal T
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echo "Hello Server" | nc -w 1 —-u <IP/DOMAIN> <PORT>

Hrh, IP/Domain BIONZSHYPUERBRSEHIEL A IP 83 84, LA DAfE EdgeOne il & W& B X W ATV E IR LHIE
So Port BIDAETE 2D HR1 ORI L 8 Y 54 A S 1
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d-2phgv2ayz0la
st ) | | DDoS E FIENE 3%

FR55 S BB TG SR - i 1P AT

[ root@M-3-23-centos services]# ./server
Received packet:
magic: 56ec
client address: 42.193.246.203
proxy address: 43.175.224.2

client port: 34394
proxy port: 6666
data: Hello Server
count: 50

LEP

SPP kA%
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0 1 2 3

012345678901234567890123456789¢01
+—+—t—t—t—t—t—F—F—F—F—t—F—F—F—F—F—F—F—F—t—F—F—F—F—F ==+ —F—F—+—+—
| Magic Number | |
+—+— b—+—+—+—+—+—+—+—+—+—+—+—+ +
I |
+ +
I |
+ Client Address +
I |
+ + +- + +—+—+
I |
+—+— + +— + + +
| |
+ +
I |
+ Proxy Address -
I |
+ F—t—t—+——F—F—+—+—F—+—+ +—+—+
| | Client Port |
ERESSEES T T T T e e T e e T e e T T e e e e e R ey ot t
| Proxy Port | Payload... |
AP P P P e P P e P P P e P e P e e e P e P P e P P P e e e e

Magic Number

£ SPP kg, Magic Number 28 16 £i7 , HIEEEN 0x56EC, FEF FIRHI SPP HHY, HiE X T SPP #¥
SLEEE 38 K,

Client Address

B SR ARIE KA P sk, KAy 128 i, AIIRE IPV4 & mkite, MIZEFRR IPV4 ; AR Z IPV6 & F ik
e, NiZ{EFER IPV6,

Proxy Address
RIEARSS 2309 IP ik, KN 128 {7, RJLIFI Client Address AHIE RT3 3o

Client Port

Z kIR UDP B aliyim i, KN 16 i,

Proxy Port
REEARSS A4 UDP RO TlAvSR I, KN 16 fil

payload
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AR, RE T HIRR Sk S R,
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