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"ClientState": "CH-AH",
"EdgeResponseTime": 366,
"RequestID": "13515444256055847385",
"ClientRegion": "CN",

"RemotePort": 443,

"RequestHost": "www.tencent.com",
"RequestMethod": "GET",
"RequestUrlQueryString": "-",
"RequestUrl": "/en-us/about.html",
"RequestProtocol": "HTTP/2.0",
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"EdgeServerID": "336d5ebc5436534e61d16e63ddfca327-d41d8cd98f00b204e9800998ecf84
"RequestTime": "2022-07-01T02:37:132",
"EdgeCacheStatus": "-",

"EdgeResponseBytes": 39430,

"EdgeResponseStatusCode": 200,

"ClientIP": "0.0.0.0",

"RequestReferer": "https://www.tencent.com/",

"RequestUA": "Mozilla/5.0 (iPhone; CPU iPhone OS 15_5 like Mac OS X) AppleWebKi
"EdgeServerIP": "0.0.0.0",

"RequestRange": "0-100/200",

"EdgeInternalTime": 334,

"RequestBytes": 237
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# S APythonbrAEZEHHIREERL
import time # FHTIRECYREIHE
import gzip # FTEgzipEENETE

# Mhttp.serverfBH ST AHTTPServerfllBaseHTTPRequestHandlerd
from http.server import HTTPServer, BaseHTTPRequestHandler

import json # HTEHIsoNEIEME K

4 ENX—NkKEBaseHTTPRequestHandlerfY3E, HTABEATTRPIE R
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class Resquest (BaseHTTPRequestHandler) :
# HEHdo_POSTHIK, KITIERTEMRSSZRIEREP oS TIH RN #iH
def do_POST (self):
# FTENERSLER
print (str(self.headers))
# FTEIHTTPIE KM AS (AposT)
print (self.command)
# BEUERAEANE, RIEERLFHCcontent-Lengt h P BHE SEEHY K
req_datas = self.rfile.read(int (self.headers['content-length']))
try:
# ZRETERIANEIFATED
print (req_datas.decode())

except Exception as e:

# AMIRSIEP AL, THIREER

print (e)
#+ KEIERLFELGHCcontent-Encoding: gzip, MRE, WEEIERKA
if self.headers['Content-Encoding'] == 'gzip':

data = gzip.decompress (req_datas)

# FTENfREE gz ipNE

print (data.decode())
# REIERKWEZZSN ' /edgeone-logs', ARAE, NR[E404551%

if self.path != '/edgeone-logs':
self.send_error (404, "Page not Found!")
return

¥ WNGIERESERIER, RS N A

data = {
'result_code': '1"',
'result_desc': 'Success',
'timestamp': int (time.time ()) # MR AT AEL

}

# RIXATTPMARIRZSI200, FRIERBI
self.send_response (200)

# EMMNkContent-typeNapplication/json
self.send_header ('Content—-type', 'application/json')
# GEORNE R SKY A R

self.end_headers ()

# fFIE R E DL g s onig =B A 20 iz 44

self.wfile.write (json.dumps (data) .encode ('utf-8"))

# AeELRIHNAZ SN ERFBlT

if _ name_ == '__main__ ':
# E RS 2R IR AT LRI T, SEARF 90 0 25 # 08 E 8 S i I
host = ('', 9002)

# BlEATTPServer R, & AMSHT BRI AR ACEIE K HIIE RALFEERE

server = HTTPServer (host, Resquest)
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# fTEIRSS A a5 R
print ("Starting server, listen at: %s:%s" % host)
# BaRSS AR, (EHARELB TIEEISET kT

server.serve_forever ()

BERENHEE

ANRAEAEHERE H (S B, JREE SRR T INSEE 4, vl AEHE XIECE Secretld F1 Secretkey, EdgeOne
FHEER URL 381124 auth_key # access_key , SHRHEEFEWT ¢

1. 1R URL R

WFATR, 1ERKURLFHE ? G auth_key M access_key o
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http://DomainName [ :port]/[uri] ?auth_key=timestamp-rand-md5hashé&access_key=SecretId

SRR

timestamp : &R Y FTIE, {EH Unix #2421 ORI A 2%,

rand : BEA1IEL

access_key : A THriREOER Ay, BIERT B E XECER Secretld,
SecretKey : [EEKE 32 /i, HIEFTHE XALEN SecretKey,

uri ¢ BIFEFRIREF, B4 0 /access_log/post o
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md5hash : md5hash = md5sum(string_to_sign) , HHstring_to_sign= "uri-timestamp-rand-
SecretKey" . JEImMASEIEHEMIVIRIES, HF0-9OM/NER ¥ a-z BRE, BEEKEN32DFRF,

2. HERH)

EEEAZEON

BOMAE ¢ nttps://www.example.com/access_log/post

Secretld = YourID

SecretKey = YourKey

uri= /access_log/post

timestamp= 1571587200

rand= 0
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string_to_sign = "/access_log/post-1571587200-0-YourKey"

ST RIS
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md5hash=md5sum (" /access_log/post-1571587200-0-YourKey")=1f7ffa7bff8f06bbfbe2ace0f14

R HEE R FYTE K url 2 -
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https://www.example.com/cdnlog/post?auth_key=1571587200-0-1f7ffa7bff8f06bbfbe2acelf

ARSSURTEEINEIHERTE KRG, $2H auth_key HIMEH. Xf auth_key FYEBITHR 77, 2K

H{ timestamp , rand Ml md5Shash ., AJJCKEZE timestamp JEGEHA, SHANAIEDICHY 300s , FHET
RPN FRF R, FIH SecretKey PFEE M FTMEAN TR H, ME/ES auth_key HHY mdShash {EH#
17LeEE, AR SAGE

3. MRS5S S RGE RSB

Python

Golang
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import hashlib

from flask import Flask, request

app = Flask(__name_ )

def get_rsp(msg, result={}, code=0):
return {

"respCode": code,

"respMsg": msg,
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"result": result

def get_secret_key(access_key) :

return "secret_key"

@app.route ("/access_log/post", methods=['POST'])
def access_log():
if request.method == 'POST':
if request.content_type.startswith ('application/json') :

current_time_ts, rand_num, mdShash = request.args.get ("auth_key") .split
# FIWTIE KIS EE SR EA AN
if time.time () - int (current time_ ts) > 300:

return get_rsp (msg="The request is out of time", code=-1)

access_key = request.args.get ("access_key")
# BiTaccess_key (SecretId)iKHisecret_key
secret_key = get_secret_key (access_key)
raw_str = "%$s-%s5-%s-%s" % (request.path, current_time_ts, rand_num, sec
auth_md5hash = hashlib.md5 (raw_str.encode ("utf-8")) .hexdigest ()
if auth_md5Shash == md5hash:
# NUEET
if request.headers|['content-encoding'] == 'gzip':
# fRERE
pass
# REALH
return get_rsp ("ok")
return get_rsp (msg="Please use content_type by application/json", code=-1)
return get_rsp (msg="The request method not find, method == %s" % request.method
if __ name_ == '_ _main_ ':

app.run(host='0.0.0.0"', port=8888, debug=True)
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package main

import (
"context"
"crypto/md5"
"fmt"
"log"
"net/http"
"og"

"os/signal"
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"strings"

"syscall"

func main () {
mux := http.NewServeMux ()

mux.Handle ("/access_log/post", &logHandler{})

server := &http.Server{
Addr: ":5000",
Handler: mux,

/) BIERGUESHEIES
done := make (chan os.Signal)

signal.Notify (done, os.Interrupt, syscall.SIGINT,
go func () {
<-done
if err := server.Shutdown (context.Background()) ;

log.Fatal ("Shutdown server:", err)

err := server.ListenAndServe ()
if err != nil {
if err == http.ErrServerClosed {

log.Print ("Server closed under request")
} else {

log.Fatal ("Server closed unexpected")

type logHandler struct{}

WEEEINEF-B EO

syscall.SIGTERM)

err !'= nil {

r *http.Request) {

func (*logHandler) ServeHTTP (w http.ResponseWriter,
if r.Method == "POST" {
query := r.URL.Query ()
authKey := query.Get ("auth_key")
accessKey := query.Get ("access_key")//access_key BIfEIRHHISecretId
authKeys := strings.Split (authKey, "-")
if len(authKeys) == 3 {
currentTimeTs := authKeys[0]

/ / HEATIN TRV RSO

RandNum := authKeys[1]
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md5Hash := authKeys|[2]
secretKey := getSecretKey (accessKey)
authStr := fmt.Sprintf ("$s-%s-%s-%s", "/access_log/post", currentTimeTs
data := []byte(authStr)
has := md5.Sum(data)
authMd5 := fmt.Sprintf ("$x", has) //EHNFRFEITELER
if authMd5 == md5Hash {

// todo IANUERIN

if r.Header.Get ("Content-Encoding") == "gzip" {

/ /PRI R

}

/ /AL
h

} else {

/ /AL

// 3KElSecretKey
func getSecretKey (accessKey string) string {
= nn {
// BitAccess_key (SecretI)ffHlSecret_Key

return "secret_key"

if accessKey

}

return ""
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gunzip {your_file_name}.log
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BRI N RLIEFTE, 536 NN BE BRI AL %, TR 274 A RIS I F 5 62,

HT EdgeOne R fifE#Sit, NFEPPATENIX, EL&HEREENE (HETESKFAPRINED) BN @ UTC
+00:00,
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TERREAICHIN R 0 I3 1K

ttack
Search in exception rules P

Gommand/Code injection
attack prevention

GR= : BRI RNVESZ 28

75wy

Bot Management

Rule description Action Last hit

Blocks the attributes of the
attacks through use of certain
logical operators or variant
attack requests such as "1
and 1=1" during SQL injection
detection

Observe 2023-0%-20 16:51:41

Detects common reverse
HTTP connections and
DNSLog echo domains in the
command injection attack
payload executed by the code

Observe 2023-09-20 17:01:29

Prevents website information

Hit requests

25359

18492

R UL IZHNT 1D, Web o kitt—H & an izl 1D {1

LIEAINZ N s HHE EdgeOne FUEBIT—EINTHIG, NEBATAU R Z2EE, K HEHHEEE CC K
il R R, T — 20 X%l s IR, AT DA AN T 2 ER R
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Hit rules

Domain Name Service Rule ID Rule name Action Last hit

2147483645 Access rate limit Observe 2023-09-20 17:08:16
2147483645 Access rate limit JavaScript Challenge 2023-09-20 16:51:31
4294967289 Slow Attack Defense Block 2023-09-20 17:09:45
214748364510 Access rate limit JavaScript Challenge 2023-09-20 16:44:42
2147483645 Access rate limit Observe 2023-09-20 13:08:49

Hit requests

36429

3973

616

111

102

3. AT LA Wi NI S, RIS AN TRIEINS, 2 iz iz 19 CC B4 U Al A AR 345

NE S, ZJa5% CC K il il E SRkt — D R LB I kg,
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Site Security Web y ly Standalone DDoS Protection

UTC+08:00 - All domains - Chinese mainland v Last 1 hour Last & hours Today ‘Yesterday Last 7 days Last 30 days

2023-08-1400:00 ~ 2023-09-2017:24 9

o + Add filter =

(s J yois  Logsamy
O=1 - [m
o Trend Display Optlon M times

Interval: 4 hours 15

& Trend Display Options 12

Aggregation: Sum s

g
6
3
Measures) I I I
0

Total requests | 2023-09-14 00:00 2023-09-14 20:00 2023-09-1516:00 2023-09-16 12:00 2023-09-17 08:00 2023-09-18 04:00 2023-09-1900:00 2023-09-19 20:00 2027

Avg. Request Rate

Request

Detalls Maximum of 500 entries from chosen dimension Is displaye

Hostname Requests (Total) ¢ Trends

Rul
b s 264.76M T L T L[ [
» Web Protection-Custo...

» Web Protection-Rate Li... el es 10 v / page 1 e

» Web Protection-CC att...

» Web Protection-Manag. ..
» Bot Management-Basic...
» Bot Management-Activ...
» Bot Management-Clien...
» Bot Management-Bot ...

» Bot Management-Cust...
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User-Agent : Ztit R B RIRIE&EIE GBI HTTP User-Agent SkEBIX 7)) BYIEK,

TER URL © giitiiim AR URL  (CdETT RIS ERE RS 1VIEK,

B4 Host @ it i ARIEA Gast HTTP Sk Hostname [X77) HYIE K,

KR Referer : SRIHERARFESG AR GEE HTTP Referer SkEBIX 7)) i RIEEIRITIE K,
ERRME N NG 4

KA GitapREL e G0 BEXFINL, FEERNEE) 5K,

RN D : Geitansh A FERIAYIE K

WeBH :

1. SERT LU RN 73 2 F AR 1D 3 IR & ) s an HR AT A & 2 B4 EY I8 5K o

2. S AT DU BAR R TNRE 57 SRR 1D JET, (NEE f iz i RN B . 40 © #%anth Web it BE
SRR 1D HeSi 18 Ko
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St T DA H AL P DI REFR LAY 0 I T, 40 - FEE RN A Be. Bot BREZIHTHY Bot Wi, SKIEFITSELT
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8. GiiEHE
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IRIRIEI AT RIS I EPRIETR, R A FAEEIE RIEE, DU R RFErR, BN @ MESE T 1ERE f6hn
Ml User-Agent OHTHEEN, SIFFEEER N ERAFEZ P EEIEA (User-Agent SLEREUE) HVIEREL, %
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Statistical Analysis Log Samples
Views + Trends Aggregation of entries from current dimension
K times
Trend Display Option
Interval: 30 minutes P 10
a Trend Display Options 8
Aggregation: Sum s 6
4
m : I | 1 | [ |
easures
;B 11 1. s 1. | | I
Total requests 2023-09-20 00:00 2023-09-20 02:30 2023-09-20 05:00 2023-09-20 07:30 2023-09-20 10:00
= Aggregate
Avg. Regquest Rate
Detalls Maximum of 500 entries from chosen dimension is displayed
Dimension
Rule ID Reque
» Request

» Rules 2147483645 141.45

» Web Protection-Custo...

» Web Protection-Rate Li... 4294967289 162K

~ Web Protection-CC att... .
otal items: 2

Rule ID

» Web Pratection-Manag. ..
» Bot Management-Basic...
» Bot Management-Activ...
» Bot Management-Clien...
» Bot Management-Bot i...

» Bot Management-Cust...

5. BFEHIRER, LU BN, RER i iR AL RIS REIEE & RN ID : 4294967293) A iz #RAI 1D i
A, AR EMGTH4EENTIER > User Agent, BNRJEF Rzl lIAA User Agent KL EE R, &
A LURYE User Agent {EHIBTE SFF & EIEF & P, Sl IES 4 RSNl e st 4, fila &
P 1P 183K URL SRiE—25 46/ M il

R 1 i 1 RASED! Bot EREBEFEREHER

5= vy

[RIIERH R example . com JTHAMESEIBRELL Bot Iiin], FREDHEL R KRNFTHEEEL Bot IEKITHFZ SN
IEHIER, BRI USEZ LIS BT 0.

BRIFD R
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1B AG LRI EO PG, fEAMSERAL, PREIERAIR, 1E0hRg RN R FREEER, 3 AR
RUFIE DL
2 fESE UG TUE, BB > RERE, BV A L2, £ )7 Web B2,
3. LA A T B MTIBE RU. INEVEEDU R G5, DLYRTA RG], rlEssT 2 1 KIVEHEFERE A,
4. 1EGi o, #id: Bot BHE-Bot HREZHT > Bot #75%,

EBIRLSER, EGHEEN, "TLIEEIMEN Bot FREIIERIE, LUYHTR NE], "L T EEA Bot ER >
AT REMGE—L 50, MATESRMG)S, SR MES 4 PSSR eG4, FI41 : User-Agent
SR — 2 48N e

Statistical Analysis Log Samples
Views + Trands Aggregation of entries from current dimension
M times
Trend Display Option
Interval: 30 minutes Fa 1.2
« Trend Display Options 0.9
Aggregation: Sum # 0.6
0.3
Measures
0
Total requests 2023-09-19 00:00 2023-09-19 03:00 2023-08-19 06:00 2023-08-19 09:00 2023-09-19 12:00 2023
= Aggregate
Avg. Request Rate
Detalls Maximum of 500 entries from chosen dimension is displayed
Dimension
Bot ta Reque
» Request o :
» Rules Malicious bot requests 22.821
» Web Protection-Custo...
Suspective bot requests 13M

+ Web Protection-Rate Li...

+ Web Protection-CC att... Add to Include filter

) 2.57TM
Add to Not Include filter
Rule ID
Add to Contain filter
» Web Protection-Manag...
Join without filter

+ Bot Management-Basic...

Add to comparison
» Bot Management-Activ...
» Bot Management-Clien...

~ Bot Management-Bot i...

Rule ID

Bot tag

» Bot Management-Cust...

6. A HRE, UHEEEAIREARHESHT, BAtifscHELMPIFESL ] BITE B PRGN 0TE R SL DU @RS
o, SR T HIWNZIE R 2 NIEEIE K,
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B BRI RKERE, BB A i e R BRSBTS

SHFHVEE

VU R AER A DT SR PR ABSEFIRTTRE, JERE, RN REBIRETSOHRR, SRS it

UTC+08:00 - Last 1 hour Today Yesterday Last 7 days Last 30 days 2023-09-20 12:01 =~ 2023-09-20 18:01 m

+ Add filter ~

Outbound traffic Inbound traffic Connections Connection time (95th percentile)

Q| 6.86.- 1,28 248 700 s

e Traffic Compare data

KB

2023-09-2012:00 2023-09-2012:35 2023-09-2013:10 2023-09-20 13:45 2023-09-20 14:20 2023-09-20 14:55 2023-09-2015:30 2023-09-2016:05 2023-09-2016:40 2023-08-2017:15 !
== Qutbound traffic == Inbound traffic

o Connections Compare data
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2023-09-2012:00 2023-09-2012:35 2023-09-2013:10 2023-089-20 13:45

WEEEINEF-B EO

2023-09-20 14:20 2023-09-20 14:55

== Connections

2023-09-2015:30 2023-09-20 16:05 2023-09-2016:40 2023-09-2017:15 :

Country/Region

B s
W o150
B 50-10%

1%-5%
<1%

Gonnections
United States of America I
Germany I
Singapore
United Kingdon I
Brazil I
Hong Keng (China) I
Australia
Chinese mainland
Japan

Russian Federation

Distribution of connection time

K

10 seconds,5 seconds]

(5 seconds,10 seconds]

{10 seconds,15 seconds] {15 seconds,20 seconds] (20 seconds,4 n
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All sites v All record types v Al retumn codes v All
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