@ Tencent Cloud Penetration Test Service

Penetration Test Service

Purchase Guide

Product Documentation

Tencent Cloud

©2013-2022 Tencent Cloud. All rights reserved. Page 1 of 11



@ Tencent Cloud Penetration Test Service

Copyright Notice
©2013-2024 Tencent Cloud. All rights reserved.

Copyright in this document is exclusively owned by Tencent Cloud. You must not reproduce, modify, copy or distribute

in any way, in whole or in part, the contents of this document without Tencent Cloud's the prior written consent.

Trademark Notice

2y Tencent Cloud

All trademarks associated with Tencent Cloud and its services are owned by Tencent Cloud Computing (Beijing)
Company Limited and its affiliated companies. Trademarks of third parties referred to in this document are owned by

their respective proprietors.
Service Statement

This document is intended to provide users with general information about Tencent Cloud's products and services
only and does not form part of Tencent Cloud's terms and conditions. Tencent Cloud's products or services are
subject to change. Specific products and services and the standards applicable to them are exclusively provided for in

Tencent Cloud's applicable terms and conditions.
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Last updated : 2022-08-30 15:09:44

Service Description

Penetration Test Service

PTS includes web penetration tests, app penetration tests, and binary penetration tests as compared below:

Service :

Service Level
Category
Web It provides the penetration test service for
penetration important business systems, which simulates
test attack and vulnerability discovery techniques

used by hackers to verify the security of target
information systems.
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Feature
Details

Level 1

Website Type Identification

» Displaying websites: They
mainly display company images
or brands, such as official
websites.

o Marketing websites: They
are commonly used by
enterprises and individuals,
particularly SMEs, such as
cosmetic surgery websites.
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[ Feature B~
Service Service Level u Website Type Identification
Category Details

e Functional websites:
Examples include novel
websites, movie websites,
online education, live
streaming, logistics information
query, and train ticket booking.
» Service websites: They
provide service query,
registration, login, and
interaction features, such as
Level 2 government websites.
e Forum websites: They
provide member system,
posting, upload, download, and
sharing features.
» Portal websites: They mainly
provide news and information,
such as Sohu and Sina.
» Consoles, operation
platforms, monitoring systems,
etc.

» Transactional websites:
They mainly provide online
transaction features; for
example, most ecommerce
Level 3 websites have financial
transaction features.
« Self-built employee OA
systems and settlement

systems.
App It tests Android and iOS apps to detect possible Functional: Apps that support
penetration security vulnerabilities and offers security test interactions, enterprise image
test reports and improvement suggestions. Client display, or daily needs and
level 1 don't involve financial

transactions and virtual
currency systems.

Client Transactional: Apps that
level 2 involve financial transactions.
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Service Service Level FeatL.Jre Website Type Identification
Category Details
Functional: Apps that support
interactions, enterprise image
Server display, or daily needs and
level 1 don't involve financial
transactions and virtual
currency systems.
Server Transactional: Apps that
level 2 involve financial transactions.
Functional: Binary programs
that support interactions,
Client enterprise image display, or
level 1 daily needs and don't involve
financial transactions and
virtual currency systems.
Client Tran.sactional: Bin'ary programs
, It tests binary PC program clients such as .exe level 2 that involve financial
Binary . . _— transactions.
penetration to detect po.33|ble security vulnlerabllltles and
est offers sgcurlty test reports and improvement Functional; Binary programs
suggestions. that support interactions,
Server enterprise image display, or
level 1 daily needs and don't involve

financial transactions and
virtual currency systems.

Transactional: Binary programs
that involve financial
transactions.

Server
level 2

Billing Description

PTS is billed by the number of applications or modules to be tested. Currently, Tencent Cloud can perform tests for

web applications, apps, and binary files. The billing rules are as follows:
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Service Service

Category Level
Level 1

Web Level 2

penetration

test
Level 3
Client
level 1
Client

App level 2

penetration

test Server
level 1
Server
level 2

Binary

penetration Client

test level 1
Client
level 2

Limits

» Static pages without registration,
login, and personal center features
e Lessthan 50 APls

» Not involving financial transactions
and virtual currency systems.
e Lessthan 60 APIs

e For OA and settlement systems
where no test accounts are provided
but only peripheral tests are required,
an order can be placed for level 2

e Lessthan 80 APIs

» Not involving financial transactions
and virtual currency systems

e For app clients only

« Not greater than 200 MB

« For app clients only
* Not greater than 200 MB

» Not involving financial transactions
and virtual currency systems
e Lessthan 50 APIs

» Not involving financial transactions
and virtual currency systems
e Lessthan 50 APls

« Not involving financial transactions
and virtual currency systems

e For binary program clients only

« Not greater than 200 MB

e For binary program clients only
« Not greater than 200 MB
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Penetration Test Service

Tax-
exclusive
Billing Unit
g Price
(USD/Test)
One second-level
domain for general 4,970
businesses
One second-level
domain for financial
transactions/multiple 8,280
roles/virtual currency
systems
One second-level
domain for large 13,250
websites
General app client level 4,970
1-200 MB
T . .
ransactional app client 6.625
level 2 - 200 MB
General app server level 3,310
1-50APIs ’
Transactional app server 4.970
level 2 - 50 APls ’
G.eneral binary program 4,970
client level 1 - 200 MB
Transactional binary
program client level 2 - 6,630
200 MB
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Service Service
Category Level

Server
level 1

Server
level 2

Limits

» Not involving financial transactions
and virtual currency systems
« For binary program clients only

» Not involving financial transactions
and virtual currency systems
» For binary program clients only
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Penetration Test Service

Tax-
exclusive
Billing Unit
g Price
(USD/Test)
General binary program
Y Prog 3,310
server level 1 - 50 APIs
Transactional binary
program server level 2 - 4,970
50 APIs
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Purchase Method

Last updated : 2022-09-21 16:49:17

PTS is billed by the number of tests based on the type of the targets to be tested.

Directions

1. Go to the PTS purchase page, select the asset test type and enter the test quantity to be purchased based on the
number of applications or modules to be tested, and click Buy now.

Note :

If you cannot determine the type of the required penetration test, contact us for assistance.

Penetration Testing Service

| Purchase Instructions

Usage description We conduct black-box security testing for the application itself and the back-end server interface associated with the application through scanning by automated analysis platform

and manual digging by security experts to discover its potential security risks and vulnerabilities and assist in fixing them to raise the security level of the application system.
Penetration testing targets includes but not limits to EXE files on platforms, such as, websites, mobile APPs, WeChat Mini Program, and Windows.

Commencements description Penetration testing is valid for one year after purchase. The service will not be provided after the service expiration date.

Other notes It is recommended that the service be bought and used immediately to avoid a situation where the service is no longer available because the service expiration date has expired.

| Select configuration

Penetration testing Web penetration testing WeChat Mini Program Penetration Testing App penetration testing Binary Penetration Testing

types
Evaluate the security of a web-based system by simulating cyber attacks against the target information system.

Penetration testing Web penetration testing class | Web penetration testing class Il Web penetration testing class Ill
levels

Service Terms | have read and agree to Service Level Agreement [2

Quantity 1 Configuration fee ().00 Purchase now

2. Make the payment in your Tencent Cloud account.

3. After you pay the order, our engineers will contact you for service arrangement.
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Payment Overdue
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Expiration Alert

From seven days before your PTS service expires, the system will send alerts for expiration to your Tencent Cloud

account creator, global resource collaborators, and financial collaborators by email and SMS.

Repossession Mechanism

The PTS service is valid for one calendar year, and from seven days before it expires, the system will send alerts for
expiration to you. If it is not renewed after expiration, it will be released within about 24 hours of expiration and become

unavailable.
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Refund
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PTS is not unconditionally refundable. If you have any special reason for a refund, contact us for application.
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