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https://console.tencentcloud.com/workorder/category
https://console.tencentcloud.com/tke2/mesh

> BT s

& Create service mesh

o Mesh Configurations >

Basic Configurations

Mesh name ‘ sample-mesh
Region Guangzhou Shanghai Hong Kong, China Beijing Shenzhen Finance Silicon Valley Chengdu Frankfurt
Chongging Virginia Moscow Tokyo Nanjing Tianjin Shenzhen Beijing finance
The region where the mesh control plane runs in. Please select the region close to the business workload (cluster).
Mesh Component Version® Istio 1.10.3

Mesh Mode Managed Mesh

Control plane and related support components are managed and maintained by Tencent Cloud

Egress Traffic Mode@ Register Only o Allow Any

Allows access to any un-registered address and address without service discovered

Service disccvcry@ Cluster Add Cluster

SideCar auto-injection -

A SideCar will be injected automatically to newly created Pods in the selected namespace. For existing Pods, you need to restart them to inject SideCar.

Tencent Cloud tags + Add

» Advanced settings

Management fees: The unit price of a cluster is 0.2474 CNY/hour

) ) ) - . L Please select a PROM instance network Cancel
Service fees: Free for the first 100 Sidecars. For the exceeding Sidecars, the unit price is 0.0008 CNY/hour

4. TE(S BN TUE B A QI B TE 1R 5 B 4838, BN RT AR AR B AR,
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A BT

& Create service mesh

° Mesh Configurations > e Confirm information

Basic Configurations

Mesh name sample-mesh
Region Singapore
Operation mode Managed

Mesh Component Version Istio 1.12.5

Service discovery Cluster perfey-demo-2fl(cls-hz8r3jks) | VPC: Default-VPC(vpc-c5ynz7i5 [2)
Egress Traffic Mode ALLOW_ANY
SideCar auto-injection base(cls-hz8r3jks) default(cls-hz8r3jks) prom-nk02ro8s(cls-hz8r3jks)

Tencent Cloud tags -

» Advanced settings

Edge Gateway
Ingress Gateway e . " " i ;
Name:istio- namespace:istio- Access type:Public Load balancer: Automatic Billing mode:Bill-by-
ingressgateway system network creation traffic
Egress Gateway Disabled
Component deployment mode -
Management fees: The unit price of a cluster is 0.2474 CNY/hour
Service fees: Free for the first 100 Sidecars. For the exceeding Sidecars, the unit price is  0.0008 CNY/hour
SR O p Az s 42 S
5. s G IRIETEAMUE, BNRTFEARSS NS A1) 3% T 25 AR 55 A S 451
Progress of creating service mesh
Mesh (mesh-0tn3lcxt) sample-mesh
Task Status Start time

©

Check environment resource
Completed

C

IR A%

Bandwidth Preser
Cap:10Mbps IP:Acti
Pr

En

2022-08-08 20:24:37 20:

Create and initialize the control plane . 2022-08-08 20:24:38 -
Running...

Configure service discovery cluster Connecting cluster cls-hz8r3jks @ - -

Create and initialize edge gateway istio-ingressgateway @ - -
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TCM 124U ANARSS, 7 ARRHEARARRY AR AR B mRR AR, PGS BRI EEAIE N, 0 AL T .
1. TCM FRB i AT, 5o el A4,

2. BRI AR, APEES, &35 Pod SE Sidecar B,

3. AFIRIE, FIEARE S ESIER,

4. ERCAPERIE T2k, FHHRTERNK.

YRR Ny, TLURRERIAHRATIIRAES, FPORE FEFTR

Upgrade Process

control plane V1 control plane V1 || control plane V2 control pl:

OO0 00 O Q0

ST

1. B3 RS ARG
2. HMASHRA R TR, ASS R 2RI A A FHREHTRA, AT EATR

ID/Name Monitor Status Mesh Mode Number of ser... Cluster
New component version is available.

r& . m I Running... Istio 1.10.3(1) Managed Mesh 7 1

Total items: 1 20 v /page

3. IEFEES > AR, RIE5IFHTTH
FHCRHZ IR R > BURE AR > IBEERIE F&R= B T, 1EIREGImE T2, A UARRREIAH TR

PN

o

P T T2
L CEIPARN
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https://console.tencentcloud.com/tke2/mesh

> BT s

THR IR IE
HERIETHER, TCM FFilEHhA R m A -

Mesh upgrade

Control plane
upgrade

Are you sure you want to upgrade the component version of the service mesh gJJJJJl]  ?

The current control plane version is Istio 1.10.3. In this step, the canary version Istio 1.12.5 is created. The next step is to 1
plane.

Upgrade Process

control plane V1 control plane V1 control plane V2 control

Q00 00 O QO

| have read the notice above and confirmed to upgrade

Confirm Cancel

BUEEAR, 7R SEBIRER A Gateway FH4K.

Hrplv S FdEmE A2 F FOR-EE Namespace 19 Sidecar B afiiE ASCHERFTRA, 4Ai%f5, 1% Namespace THr
BRI S5 Pod FHEAHTHANY Sidecar, FFRHVILSS Pod BRIGY REFAFIRA, T HSW LB AT A%
o, FAARXBENERIS Pod, BEAFPFHNER,

Wi .

& A] LU KR BT & A0 b S5 B E 2% ] kubect! patch.  kubectl rollout restart %47 L EF TEHE TIEHRE,
B8 E T Sidecar FHEEIE AT, 41 : Namespace IS5 Sidecar 7F A, I Hi# 5 k55 Pod ELIE
A Sidecar, ZJ5X X T Namepsace % Sidecar it A, NWEF 55 Pod 5, BRIEHN Pod ¥ & T Sidecar i A
Frid, 50 Sidecar Rz EZEL,

RN R @ BRI R (sd) ARTERH] 12 318001



> BT s

Mesh upgrade

Control plane Data plane upgrade

upgrade

(D * After the switch, the new version of control plane immediately takes effect to the new Sidecars of the namespa
enable "Sidecar auto-injection”.

®* The switch does not affect the existing applications on the Pods. You need to restart the Pods to update Sideca

* To ensure stability, you should restart the Pods as soon as possible and verify the health status of the applicatic

When it's enabled, the new version of control plane is used automatically for namespaces with "Sidecar auto-injection” ena
data, you need to manually restart the Pods for Sidecar upgrade.

Pod data plane upgrade Gateway upgrade

Selact all 1103 1125

default 1102 Q1125

Rollback Upgrade

Gateway -2k, FFATA TEFALKN Gateway H 1A EEFTRATF s i MR FE -

IR L BRI (bR ARSUERT] 5513 318001



> BT s

Mesh upgrade

Control plane Data plane upgrade
upgrade

@ ®* After all Gateways are upgraded to the new version, you can continue the next step to discontinue the control |
the old version, until you complete the upgrade.

* After all Gateways are rolled back to the old version, you can go back to the previous step to continue rolling b

Select a target version for the Gateway, and click to upgrade or roll back:

Pod data plane upgrade Gateway upgrade

istio-ingressgateway-1 1.10.3 O 1.12.5 Upgrade

Rollback Upgrade

FABARREARGER)G, BRI T—%,

B TRROART 0 BN Re AR T ATREFEAE R AR, M55 Pod G, BHFRERENSERIER, WMRALIAK
SRS S, ERIDIEASRSEHIREERNR, MR Sidecar iR [BIF A,

4. PSR REIEA R, e BHRmEAR , BEAHRE B E YR Pod B 4WEH A T —HrI%ME, X4
Fiie Namespace YR Hi AR, I HATEFE LSS Pod # Sidecar B EHZIHIRASS, "TLUERFLR,
HEA T —4 TLRIBARAIZERIE 4%, 504 FTE R Namespace ¥l [HiRAESH, BTG 7RSS Pod
H Sidecar I FH IBRRATZEGIHEIRT, AT DLRA G EEEHE A T — 2 REg AR e T 2%, BUH T

RN R @ BRI R (sd) ARTERH] 5514 318001



> BT s

Progress of upgrading service mesh

1 2
Control plane Data plane upgrade Done
upgrade
Mesh mesl| " Upgrade completed

Imitial Istio 1.10.3 is ommne

RN R @ BRI R (sd) ARTERH] 5515 318001
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IERTL LA THARSS ASIVECE, A SCRE T AN S RTINS AL E

1Bl Egress m AT\

Egress it EAR R AL E NS N ARSS N A5 MR BGE SRS, PIESE Registry Only  ((SZ 177 R A& B 2 R IHIARSS 5-
FINEMIUARSS) 52 Allow Any (AT (T Hisk)

LUF 2ECE WS Egress T EBIEAVH TR :

185 s s el 5, i TR B AR SR E YA 1D, A PNAS S B oL,

Service mesh Region ) Singapore v

@ Tencent Cloud plans to start charging on Tencent Cloud Mesh from April 20, 2022 10:00 (UTC +8). Please delete unused meshes to avoid service exceptions caused by ¢
information, see Billing Overview [Z.

ID/Name Monitor Status Version Mesh Mode Number of ser...

mesh-0tn3lcxt

Running... Istio 1.12.5 7
sample-mesh »* ih unning i Managed Mesh

Total items: 1

2. TERS EAE BT 2 Egress T B Z LN gmiE ], HE A VA% Egress TREBERHHE,
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https://console.tencentcloud.com/tke2/mesh

> BT s

& Service mesh / mesh *h)

Basic information

Basic information

Mesh topology

Hame - 7
Service

Mesh ID me T
Virtual Service

Region Singapore
Gateway

Mesh Component Version Istio 1.12.5
Security v

Mesh Mode Managed Mesh
Add-On management

Egress Mode Allow An
Observability v

Tencent Cloud tags -2

Time created 2022-08-08 20:24:37

3. FEIRFE LS Allow Any 5 Registry Only, HifRFE#T Egress &M,

Modify Egress mode X

Egress mode © Alow Any Registry Only

Allows access to any unregistered and service—discovered addresses

= -

EH HTTP1.0 3

Istio BRATFKHF HTTP 1.0, AIHHRE, AILUEREARRTIFE :

IR L BRI (bR ARSUERT] 5517 3180101



A BT

Basic informaticn
Mesh topology
Service

Virtual Service
Gateway

Security

Add-0On management

Chkservability

Resource management

K HTTP H3EIR

IR A%

@ The current mesh version is too old and will be out of the mainten:
Cloud Mesh Version Maintenance [4.

Basic information

Regicon Guangzhou

Mesh Componznt Version  Istio 1.10.3 Canary version: Istic 1,125 @
Mesh Mode Managed Mesh

ress Traffic Made(3) Allow Any #

Tencent Cloud tags -5

Time created 2023-01-11 18:02:29

¥ Advanced settings

Sidecar configurations

External reqguest b -:355&:;’:&:5-@ -7

Custom Sidecar resources CPU: 0.1 - 2 core; Memory: 128 -

Features

Suppoart HTTP1.0(D) ()

XEFRIGE) HTTP 53K, Istio BUAREIR2K, FLEAFH MRS LT, A DUEFIRS B AME B 0T 8 X 4] B 3

W

IR L BRI (bR ARSUERT]

%518 18011



> BT s

Basic information . . .
" G} MNew version is available. Please upgrade to the new version. Fe

Mesh topology

Senvice Basic information

WVirtual Service
Gateway

Security -
Region Guangzhou
Add-On management

esh Component Version I5ti:'|.1E.5-®

Chservability -
esh Mode Maraged Mesh
Resource management
Egress Traffic Mode(@®) Allow Any 4
Tencent Cloud tags -7
Time createc 2023-01-11 1&:02:29

¥ Advanced settings
Sidecar configurations

| i —— Y IR o PR 1 _
cxtemnal request Dypasses aidecariy) F 4

Custom Sidecar resources CPU: 0.1 - 2 core; Memory: 1

»

KA AR, EEPRRT LI REERT Virtual Service 2 3R E BRI

J2 F DNS {3

RN R @ BRI R (sd) ARTERH] 5519 318001



> BT s

istio Y Sidecar X #5f DNS {3, EH5, DNS W& WA= #, M Sidecar [E#MN DNS &K, —J5TH sidecar
2 DNS 17, AILAniE DNS MRz, 55 —751H, ZRHMRIT R, BRI service N, TFREAE client FifE
EREOIEEF 4 service REIEH f#HT service, ERILISE DI T4 BITE DNS #£ £,

185 s sl &, st B A S AL E R RS 1D, i A AR S B DT,

2. fFHEA(Z B VUM, 24 DNS Proxying > DNS #& MKy

, JFJE DNS #%, AT EFR

RN R @ BRI R (sd) ARTERH] #3520 318001


https://console.tencentcloud.com/tke2/mesh

A BT

Basic information

Mesh topology

Service

Virtual Service

Gateway

Security v
Add-On management

Chservability v

Resource management

IR L BRI (bR ARSUERT]

IR A%

@ Mew version is available. Please upgrade to the new version. For det:

Basic information

Region Guangzhou

Mesh Component Version Istio 1.12.5@

Managed Mesh

Egress Tra >de(@) Allow &ny
Tencent Cloud tags -7
Time created 2023-01-11 16:02:29

¥ Advanced settings

Sidecar configurations

cternal request bypasses Sidecar@ - 4
»
»

CPU: 0.1 - 2 core; Memony: 128 - 1

LN T arc

521 18001



> BT s

ARIETEN VA E X addresses 1 ServiceEntry HAI5YEL IP, RILUFE B3 IP 2L, EZNAERSE Address

auto allocation,

RN R @ BRI R (sd) ARTERH] #522 318001


https://istio.io/latest/docs/ops/configuration/traffic-management/dns-proxy/#address-auto-allocation

O BT s
Sidecar [ AGACE

ol BTN E] ¢ 2023-12-26 11:45:21

B & Sidecar B3EA

TCM YR & NI E M Namespace T8 Sidecar HaiFE A, JFEJG1% Namespace T #iI7E workload
T2 B8N EE M Sidecar, HT1EAZTE workload Bl FEHSERAY, KIHIFEF AL EAE/ER workload H
%% Sidecar, &R]LUET B workload 5% Sidecar HZTF A

DUT 2HC & Namespaces 2 Sidecar HahiE AR

1.8 IS sERG, AR E A AL E R RS 1D, A PNAS HY & H DU,

Service mesh Region &) Singapore ¥

ID/Name Monitor Status Version Mesh Mode Number of ser...

mes| . .
D Running... Istio 1.12.5 Managed Mesh 7

Total items: 1

2. fERSS AR 1 s i s i Sidecar BaIEA, A Sidecar HalE ABLEHE,

RN R @ BRI R (sd) ARTERH] #3523 318001


https://console.tencentcloud.com/tke2/mesh

EHBAT

& Service mesh / mest

Basic information

Mesh topology

Service

Virtual Service

Gateway

Security v

Add-On management

Observability v

Service name

stock

cart

order

frontend

product

user

kubernetes

IR A%

SideCar auto-injection Namespace All

Type 7

K8S Service

K8S Service

K8S Service

K8S Service

K8S Service

K8S Service

K8S Service

3. 1 FE % EE Sidecar HE1TE AN namespace, A diHEESEK Sidecar HzhiE AR E,

RN R @ BRI R (sd) ARTERH]
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> BT s

SideCar auto-injection configuration X

Inject SideCar for all service LBs in the selected namespace

Namespace

B select all

base
default

D prom-nk02ro8s

Enabling or disabling "SideCar auto-injection" for the namespace will not affect the existing
Pods. You need to restart them to inject SideCar. The injection results can be checked on the
service details page.

Service fees: Free for the first 100 Sidecars. For the exceeding Sidecars, the unit price

isC

H 7€ X Sidecar 7F A
TCM 37 F£5EE S mb yaml RFE N TIEZEITE Sidecar HalEA, AIEFE, Er]LIE Pod EFRIN

label : istio.io/rev: {istio WiAS} (FE Sidecar i AMHERIIRZILE, TCM 5 istio BRINEIEISH X
A, BT

IR L BRI (bR ARSUERT] #3525 318001



AR S5 PR

apiVersion: apps/vl
kind: Deployment
metadata:
name: nginx
spec:
replicas: 1
selector:
matchLabels:
app: nginx
template:
metadata:
labels:
app: nginx
istio.io/rev: 1-14-5
spec!
containers:
- name: nginx
image: nginx:latest

WREFRERNEEIE T HEhE AN Namespace T HRFE Pod B, (HHEAEHSFA Sidecar, AI7E Pod label
HsI 0 sidecar.istio.io/inject="false" , Pod ZHlHvF AT KL= T Namespace 5, *F
Sidecar HaFE AWEZAT, 1553 Istio XX#Y 7% sidecar,

AR E BT =

ARG R BT E, BN LA SE] COS XMRIFHEAFIENIRE (169.254 TFLAYAIM EAR IP) , AIERHH
B, HT#ErSCRR, WIRTRES 2L Sidecar NTFHITR G MR, K4 Sidecar R&AFIF-RNE, HitH HEEIKIN &
EHNERAE, XN, AT DUE RS EAME B T Y @i E G iE “SMRIE K sl Sidecar”, RIS S 28 W
Beo BROESBANT :

185% s ks el &, PR AR AR EACERINAR ID, JEA WA S BT,

2 EEAME R, s ERiERS S Sidecart iy

o BIFEFTR :

RN R @ BRI R (sd) ARTERH] 526 3180101


https://istio.io/latest/zh/docs/setup/additional-setup/sidecar-injection/
https://console.tencentcloud.com/tke2/mesh

A BT

Basic informaticn

Mesh topology

Senvice

Virtual Service

Gateway

Security -
Add-On management

Chservability -

Resource management

IR A%

@ MNew versicn is available. Please upgrade to the new version. For de

Basic information

* Advanced settings

Sidecar configurations

mesh-im743a2z 0
Guangzhou

Istio 1.12.5(1)
Maraged Mesh

Allow Ay #

L

4

2023-01-11 16:02:29

Exte eque = ecar@ | -4
3. e GHANERIAE R &85 Sidecar g HH, AN ENINE:, A1 TN EFTR
External request bypasses Sidecar pod
Externa 2QUEsT DYpass2s JI0EL 172 16 16
o

Add IP Range

Save

Cancel

4. iR,

IR L BRI (bR ARSUERT]

%527 180151



fb Hﬁfﬁﬁ AR 25 B

D ERERCE, RAERENELE T ENE, A4 Pod HINTEME

traffic.sidecar.istio.io/excludeOutboundIPRanges o 86 AZ#E [EEYF5,

apiVersion: apps/vl
kind: Deployment
metadata:
name: nginx
Spec:
replicas: 1
selector:
matchLabels:

app: nginx
template:
metadata:
annotations:
"traffic.sidecar.istio.io/fexcludeOutboundIPRanges': '169.254.8.8/16"
labels:
app: nginx

el sidecar BaiF

Kubernetes 72 Pod fURMEZ S N A eslAIIRiEE, (#HH istio iz E, R NRESH Sidecar ££#, 487 Sidecar

VS AER BB EBRINE, NS5 ZRNE NN RIS IESRRF M, RONRE# Sidecar $£2#{H Sidecar £ %550
e, HLEE ISR | BRI K, Sidecar EINHIHN xds %1855 Sidecar Eh#1g, il 52 S 8t
BN OHIEEL B, BT RE S Sidecar £4# Sidecar IHISE LR P B FEEC B HIHRIL, A5 558
AR, SEAEHER,

FEEMAMRIRSTE, BB SREEEL, SahERAEMERKTEIR, EENY ; 6 2k Sidecar /¢
B3, % Sidecar it G EHENL S AL, B ISE LT HBITE Sidecar FE4E R,

1. 865k 55 ks &, iR e AR HELE R NAS 1D, ik A ks Y & 3 DU

2. (EHA(SETUH, #d Sidecar BREELREEA 1Ty

o WITEFR .

RN R @ BRI R (sd) ARTERH] #3528 1180101


https://istio.io/latest/docs/reference/config/annotations/
https://console.tencentcloud.com/tke2/mesh

> BT s

Basic informaticn . . .
(D MNew versicn is available. Please upgrade to the new version. For o

Mesh topology

Service Basic information

Virtual Service
Gateway

Security -
Region Guangzhou
Add-On management

esh Component Yersion I5t|'|:>1.12.5®

Observability b
esh Mede Managed Mesh

Resource management

Egress Traffic Mode(D) Allow Any #

e e e ] e -

= phal~ -10Ud Tags - F
Time createc 2023-01-11 18:02:29

¥ Advanced settings

Sidecar configurations

External reqguest b ::--.':—;:;’:—;:5@ -7

M EReREE, RFEHXNEETOERE, LUy Pod BiNan T~ iE#E |

HAFTE - BBRaIHE b)) BRIEENH %29 18071



IR A%

proxy.istio.io/config: '{ "holdApplicationUntilProxyStarts"

RN R @ BRI R (sd) ARTERH]

: true }'



fb Hﬁfﬁﬁ AR 25 B

apivVersion: apps/vl
kind: Deployment
metadata:
name: nginx
spec:
replicas: 1
selector:
matchLabels:
app: nginx
template:
metadata:
annotations:
proxy.istio.io/config: '{ "holdApplicationUntilProxyStarts" : true }'
lapes:
app: nginx

Sidecar {EHEZR 11

WSS ERRES, TAEMEIRSNER, Pod fELRIETFEF, Sidecar BN RER LA G IR mEE 1, A0Sk 55TE KA
BRERTCK, sEMRKIER, rIRERSEBERD EH LS RAERES W, A7 E Sidecar R RIS IE K
MNERRES R LR DUSCEIEREZR 1B, B istio 1.12 JF4A, Sidecar X4 T

EXIT_ON_ZERO_ACTIVE_CONNECTIONS X/MAGiAE &, {ERBLZSFF Sidecar “HE/K” F7E/K, TEMAIN I, i@kl
B R R AKERE G F HTTP1 Wi “Connection: close” iX/N 3k, AT HTTP2 Wi, GOAWAY 5XMi) , #&a]
DIBZ DT BIFE Sidecar 15 1-FREE,

1. 85 IR Ss Wis el &, B B A AL E R RS 1D, 3 A PRAS HY & B DU,

2 fFHEAZ AT, #d; Sidecar /5 1EfRREA MY

o WITEFR :

RN R @ BRI R (sd) ARTERH] 5531 318001


https://console.tencentcloud.com/tke2/mesh

A BT

Basic information

Mesh topology

Service

Virtual Service

Gateway

Security -
Add-On management

Ckservability -

Resource management

D ERERBERNTE, @R ENEREMN, R

IR L BRI (bR ARSUERT]

IR A%

{D Mew version is available. Please upgrade to the new version. For det

Basic information

Region Guangzhou
Mesh Component Version  Istio 1.12.5@
Managed Mesh

Allow Any #

[ PP R ] [N R — ]

ENCENT LICUd Tags -F

me created 2023-01-11 18:02:29

¥ Advanced settings

Sidecar configurations

External request bypasses Sidecar(@ - 4

FRRE NI TAERETTE, thal LUy Pod AINAN T A @

%532 18001



IR A%

proxy.istio.io/config:

'{

"proxyMetadata":

RN R @ BRI R (sd) ARTERH]

{

"EXIT_ON_ZERO_ACTIVE_CONNECTIONS": "tr



apivVersion: apps/vl
kind: Deployment
metadata:
name: nginx
spec:
replicas: 1
selector:
matchLabels:

app: nginx
template:
metadata:
annotations:
proxy.istio.io/config: '{ "proxyMetadata": { "EXIT_ON_ZERO_ACTIVE_CONNECTION
labels?
app: nginx

H € Y sidecar & E

AR S5 PR

Sidecar £4 Pod H19—™ container, HFEEILE request Al limit, A1AFE, AIDIHE X, EA]DIEMMEARRE

BN ERLERa LU TR BT . IS BT
1. 8658 RS RS &, PATE TR AR AL E NS 1D, 3 A KA & B D i,
2. ERAFETUHE, HiHENX sidecar BIRA MY

o AIFEIFTR

RN R @ BRI R (sd) ARTERH]

54534 18001


https://console.tencentcloud.com/tke2/mesh

> BT s

Basic information . : :
@ Mew versicn is available. Please upgrade to the new version. For:

Mesh topology

Service Basic information

Yirtual Service
Gateway

Securrty v
Regicon Guangzhou
Add-On management

esh Component Version Istiu:>1.12.5®
Chbservability ¥

esh Mode Managed Mesh
Resource management
Egress Traffic Mode(®) Allow Any &

cncent Lioud Tags -

Time creates 2023-01-11 18:02:29

¥ Advanced settings

Sidecar configurations

External request b ::-:i—;:;':—;:f{i:I -7

Custom Sidecar resources CPU: 0.1 - 2 core; Memony: 128

3. 7E“HAE X sidecar B #E T, Fth HE . AT EFTR

RN R @ BRI R (sd) ARTERH] #3535 3180101



> BT s

Edit custom Sidecar resources

CPU | request = 0.1 - limit | 2 -core

MEM | request | 128 - limit | 1024 MiE

Save Cancel

4. HRE,
ANSRA R AR A TAE R T REN B E X, WATLCh Pod NS EIAN T R @

RN R @ BRI R (sd) ARTERH] %536 118001



IR A%

sidecar.
sidecar.
sidecar.

sidecar.

istio.

istio

istio.

istio.

io/proxyCPU: "0.5"
.1o/proxyCPULimit: '2"'

io/proxyMemory: "256Mi"

io/proxyMemoryLimit: '2Gi'

RN R @ BRI R (sd) ARTERH]



ersion: apps/v
kind: Deployment
& ElH
name: nginx
spec:
replicas: 1
selector:

matchLabels:
app: nginx
template:
metadata:
annotations:

sidecar.istio.io/proxyCPU: "@.5"
sidecar.istio.io/proxyCPULimit:

sidecar.istio.io/proxyMemory: "256Mi"
sidecar.istio.io/proxyMemoryLimit:

labels:
app: nginx

AR S5 PR

ARAEH T TKE Serverless, A2 [A Sidecar HY request 1 limit 2 Pod #itgZEEmR %, wILUHEMRHIZE

request NIZE limit, request IRIELPRFFEIHE, H “0” HLER Pod Aitg e 2~ =K Sidecar MAHL

RN R @ BRI R (sd) ARTERH]

38 180171



IR A%

sidecar.istio.io/proxyCPU: "0O"

sidecar.istio.io/proxyMemory:

RN R @ BRI R (sd) ARTERH]

"O"



> BAE s
IR [RA e

BRI E] ¢ 2023-12-26 11:45:42

HRIE =

ASAGATERNR S I LB PR R E T TR

P25

1. 83 RS s TEd &, MEARRSSIR T,
2. DU TVTARIZE AR 55 A% P s ALk
3. IS HIZRHIERE R MFRAY mesh, SR MURIESIRNBR, FFEHIARRLE,

ID/Name Monitor Status Version Mesh Mode Number of ser... Cluster Tencent Cloud... Operation
mesh
) M Running... Istio 1.125 Managed Mesh 7 1 -

IR L BRI (bR ARSUERT] %540 318001


https://console.tencentcloud.com/tke2/mesh

> BT s

ARS5 & I B
7R N
Bl BT ] @ 2023-12-26 11:46:01

M55 IR R E LS5 AR S5 I AN A, 2 RN ARSS A TIR BRI Ay Fethdett, TCM SR BB & EE K8S St
HREYARSS, SR FRENERAER NSRS R EIR], RIS T SR LI TKE, EKSERE, DINIEMEITKEREE =77K8SH%E
o

XN TKSLIAMHYHABARSS AT VM, =& HRZES:, #5n] LU AL iE ServiceEntry, WorkloadGroup., WorkloadEntry: {5 H:

FENEMEIAS

Third party K85

KTAMTRE K8S SBEE. SRS AINE] TCM /1, TES LT A
H RS KB
TR S5 M

IR L BRI (bR ARSUERT] 5541 3180101


https://www.tencentcloud.com/document/product/1152/47468
https://www.tencentcloud.com/document/product/1152/47469

O BAE s
H 2RSS &%

T N - 2023-12-26 11:46:23

HRIE =

— TCM SR RIRZ 1 TKE 8%, FHHINRKBIEARY K8S IRSS, &R DU RN PIAS I B E AR ZEAME B T
KERZ S TKE 58, TCM IF H 3 ERE VRS BT IR TUH

{5t FH PR il
SRERE o PTRIS S H 0 KBS IEEE, ELIMSHIERER SRS MUY, A, (ORI H S MR
RIS,

BBFRRAS | TCM oI ESREREANTE AN, (RERBEAS R AT &4 T 1Y Istio X K8S WA LR, THIHIES I
Istio K8S X1 s

SEEBIR © BB INA RS HIEEESE admin AR, PR A EEEERINTNAS AR,

VPC W% : X FAERI— VPC MZANERE, NHAMRISERE Pod IEW I, FBEA =000 BOENZ NMERE, THRE
BEAINEIF— DSBS, RERPISEHI &Y VPC ML CIDR . A2 CIDR P,

AR - AN TKE £EBEH H Global Route WZs 5T, 7R FFAGR NS A 2 SN,  DUE TN 24 a5 CIDR
Al

ESUE

G T

SERT DU QI AR I BCE AN B SRS R BLAVERRE, (A QIR AC & Tl
1. B3R RS RS2 S

2. Wi, QIRARSS S,

3. EEMELE > RBEZIASH, ~LBINER. A FEHR

RN R @ BRI R (sd) ARTERH] 42 318001


https://istio.io/latest/docs/releases/supported-releases/
https://www.tencentcloud.com/document/product/1152/47498
https://www.tencentcloud.com/document/product/1003
https://www.tencentcloud.com/document/product/457/43391
https://console.tencentcloud.com/tke2/mesh

A BT

e

Create service mesh

o Mesh Configurations

Basic Configurations
Mesh name N
Region

Mesh Cemponent Version(3)

Mesh Mode

Egress Traffic Mode(D)

Service discovery(®)

SideCar auto-injection

IR A%

demo|

Guangzhou

Chongaing

Shanghal Hong Kong, China Beijing Shenzhen Finance Silicon

Virginia Moscow Tokyo Nanjing Tianjin Shenzhen Beijing finance

The region where the mesh control plane runs in. Please select the region close to the business workload (cluster).

Istin 1.10.3 Istio 1.12.5
Managed Mesh

Control plane and related support components are managed and maintained by Tencent Cloud

Register Only O Allow Any
Allows access to any un-registered address and address without service discovered

Cluster

Add Cluster

A SideCar will be injected automatically to newly created Pods in the selected namespace. For existing Pods, you need to restart th

Tencent Cloud tags <+ Add
» Advanced settings

Edge Gateway

Ingress Gateway (3) Enable

Egress -Sa:ex-;av@ Enable

Observability configuration

Monitoring metrics Enable

Basic Monitoring - Cloud Monitor

Consumer end

Management fees: The unit price of a cluster is

Enabled (1)

Tencent Cloud TMP

Menitoring data is stored in TMP. You can check and query them in the Tencent Cloud Mesh conscle. F
metrics.

0.2474 GY/nour Please select a PROM ir

Service fees: Free for the first 100 Sidecars. For the exceeding Sidecars, the unit price is  0.0008 CNY/hour

IR L BRI (bR ARSUERT]

%543 18001



@ IR W5 DR

4. TR AN B 3IRSS KB Kubernetes 51, AI[RINTRINZ MERE, RIS OIRIERIG, BTSSR
Al BN R ILEREA K8S IS5, Al FEIFiR -

RN R @ BRI R (sd) ARTERH] #544 318001



> BT s

<  Create service mesh

o Mesh Configurations >

Basic Configurations

Mesh name . demo

Region Guangzhou Shanghai Heng Kong, China Beijing apore Shenzhen Finance Silicon Vi
Chongaing Virginia Mescow Tokyo Manjing Tianjin Shenzhen Beijing finance

The region where the mesh control plane runs in. Please select the region close to the business workload (cluster).

Mesh Gomponent Version(T) Istio 1.10.3 Istio 1.12.5
Mesh Mode Managed Mesh

Control plane and related support components are managed and maintained by Tencent Gloud

Egress Traffic Mode(® Register Only  ©) Allow Any
Allows access to any un-registered address and address without service discovered

Service discovery
® Cluster Singapore ¥ | General cluster v - 0 [x]

SideCar auto-injection -

A SideCar will be injected automatically to newly g1

Tencent Cloud tags + Add

» Advanced settings

Edge Gateway
Ingress Gateway (T) Enable
Egress Gateway(D Enable

Observability configuration
IMonitoring metrics Enable
Basic Monitoring - Cloud Monitor  Enabled @

Consumer end Tencent Cloud TMP

Management fees: The unit price of a cluster is 0.2474 CNY/hour

Please select a PROM inst
Service fees: Free for the first 100 Sidecars. For the exceeding Sidecars, the unit price is  0.0008 CNY/hour

PR TR

HAFTE - BBRaIHE b)) BRIEENH %45 18071



> BT s

IERTLIEMRSTRIE DL, &8 YA SEBIARSS ZBLEERE, FFINM, s Xk B 3hiks & PR,

NIARSS RBIRRE

1AM IEEOUE, AEMaEERER, TERFRIER, n&EE YaiWRIRS KIHIERSIZ, davnit
ATNIARSS R BB, A EFTR

£ Service mesh / mesl 1 '0)
Basic information

Basic information
Mesh topology

Name a4
Service

Mesh ID mest Jarlp
Virtual Service

Region Singapore
Gateway

Mesh Component Version  Istio 1.12.5
Security v

Mesh Mode Managed Mesh
Add-0n management

Tencent Cloud tags -F
Observability v

Time created

b Advanced settings

Service discovery

Cluster (1 in tota

ID/Name ¥ Status Region VPC Associated CC
perfe: Jcis-| . B) } ) vpc—- 5
. Running... Singapore
General cluster 8 gap Default-VPC
Total items: 1

2. (EANINARSS RBURBE v rh, PR BN B 8RS %30 Kubernetes $£7F, WIRINTRINZ MERE, SdiRE,
a0 T EIFTR

RN R @ BRI R (sd) ARTERH] %546 118001



A BT

Add service discovery cluster

You have selected 0 Cluster(s)

Singapore ¥ General cluster ~ v ()

In a mesh, the VIPC subnet of a mulg-c
the clusters are not in the same VPQ,
container network to CCM. Also, chgo

netwaork in inbound/outbound rules. Jif

cluster in the region of the mesh "‘"'II‘.T

Management fees: The unit price of a cluster i30.2474 CHNY/hour

Please select a cluster

3. TERININIRSS K PLSERE G, SFRAERENER S, BRI SEniiRss LRI, A1 T EAR

RN R @ BRI R (sd) ARTERH]

a7

Cancel

11

7N

80



> BT s

4 Service mesh / mest, o)

Basic information
Basic information

Mesh topology

MName v
Service

Mesh ID mesh; .WJ
Virtual Service

Region Singapore
Gateway

Mesh Component Version  Istio 1.12.5
Security v

Mesh Mode Managed Mesh
Add-0On management

Tencent Cloud tags -F
Observability v

Time created

» Advanced settings

Service discovery

Cluster (2 in total) aAdd

ID/Name T Status Region VPC Associated CCI
A 8) } ) vpe
Aunning... S
Generar Luster g ingapare Default-ves
e 1) . ) wpt i
C 1 S
General cluster onnecting) ingapare Default-VPC

Total items: 2

TR
ARG IRIMBINAS NG, SEFRENARSSEA Sidecar , FHEM ARSI TIREBE T, ALV S & HERIE, X165 1E
SE WIELE,

R R ERARSS R PIEEBE

IBFEAEIRSS R LR R L BCEFES 5 WM E e O MBRAVERE, DOBG AR, Al LU N3
1k

TR

T EAMERAVERE, TCMAR oA XER, EAIHBIEIFETEZH,

QUSR A R — AR BE N EMIBRIRAS, VORISR IR 5, BRI R R AR IR K Bk,

1. AR TEIE 0L, RGO ESER, 7ERSFRIEL, "IEE YIRS LIV SERYIE, R
KEREUSERY, SATRIFRAMRRBROE A IAMR S IR, A0 FIEFTR

IR L BRI (bR ARSUERT] %548 318001


https://www.tencentcloud.com/document/product/1152/47464

> BT s

& servicemesn / mesh. [ Y

Basic information

Basic information
Mesh topology
Service

Mesh 1D meﬁh- Vo
Virtual Service

Region Singapore
Gateway

Mesh Component Version  Istio 1.12.5
Security v

Mesh Mode Managed Mesh
Add-0On management

Tencent Cloud tags -5
Observability hd

Time created .

» Advanced settings

Service discovery

Cluster (2 in total) add

ID/Mame T Status Region VPC Associated CC
ocls-I 18) ’ ) vpe- b
Running... -
General cluster 9 Singapore Default-vrC

-t(cls—m. .} Running... Singapore vpc—c"*‘: ' -

General cluster Defaul

Total items: 2

2 TEMREBRABRE KRB G D, WIATREM CIRIVIRSS RIVEERHE R, bREIR SR R EREEREE R, TERMRRREERE X
BRJm, PSS ERANZERRE TARSSSCBIAE S, AHRARSSRRATREHEL R H . A PR

Disassoclation

Caonfirm to disconnect with the cluster . du 17

After disconnecting, the mesh can not sense the senvic

cluster, a service request may fail

3. SR K BRI ESCRRBN AT, A EIFTR

RN R @ BRI R (sd) ARTERH] 5549 318001



A BT

€ Service mesh / mes

Basic information

Mesh topology

Service

Virtual Service

Gateway

Security v

Add-On management

Observability v

Basic information

Name Vi
Mesh 1D mes rip
Region Singapore

Mesh Component Version  Istio 1.12.5
Mesh Mode Managed Mesh
Tencent Cloud tags -F

Time created

» Advanced settings

Service discovery
Cluster (2 in total) Add

ID/Name ¥ Status

Running...
General cluster

General cluster DISBSSOCIatII"IgC

Total items: 2

IR L BRI (bR ARSUERT]

Region

Singapore

Singapore

VFC

vpe-c8
Default-VPC

vpe
Default-VPC

IR A%

Associated CCI

%4550 18001



> BT s
=SSR S5

BT BN ) - 2023-12-26 11:46:47

U

(Pl

&8} Istio Y ServiceEntry, WorkloadGroup. WorkloadEntry #l#ill, FILFE TCM ARINIE TKE $ I EEREH AR
%, BIAMESR) VM IRSS. BARZERS . ANSAEEEAVERARSS AT LATE PIAS PIREM,  TITAT DAL ServiceEntry BT ZURE
HVERARSS TEMEINAS, BRI SE AR MRS, (EANSEEISEAE RS NS BRE A B 32 IR K8 SARSS — FETa BRI A4 51
ARSS, WNERBAEVMARRIR A, I3E 5555858 WorkloadGroup,  WorkloadEntry L A1% i Ff 234 Sidecar, 4 #iTCM
FAXFRIAP BN B b s, IRFEF LS, FE4H551°]5% Virtual Machine Installation,

BiHA :

BN H

ServiceEntry 28I F K8S H[Y Service #&, H ARG E Service Entry MRS, R AT #% A% A E At B 2 & I
YRR S5 T4 I s AR U 77 [

WorkloadGroup Z8{L1FF K8S [y Deployment #:&, T ServiceEntry 1Y58%E,

WorkloadEntry Z${ElF K8S Hf1y Pod B, F FHLET— N EAKIY LA,

ServiceEntry EE BT
T X
= 9N =ASta= ]|
FERAFR Faot FEUA
spec.hosts string ARSI URL H#Y hostname, FILIHEZ N,
spec.ports Port[] M55, AT A2,

Static : f# FE MY endpoint ip Hutik/E A ARSS 2651,

DNS : j&5d DNS f##THRSS endpoint ip Hililt, 2 HTF/EARSS 5 HHIHRY endpoint
FEF DNS 1%, 1£E endpoint 1EI FRHENTARSS M hosts 1844

NONE : MRS LT P fEHTIIERE,

spec.resolution string

FTFARIC I ARSS R ETEMRS, 659 Istio BESIRFERBELE RS SMIRSS (A, Bl
spec.location sting  PIABAHMIARSS A2 HEmTLS, MESH_EXTERNAL X2 WA IIARSS,
MESH_INTERNAL M HNARSS

spec.endpoints ~ String = ARFHVIEAR, FIHEEZA, (HEXHRZFENHEH—D,

WorkloadGroup EE 7B Ui

TBARE TS TR

RN R @ BRI R (sd) ARTERH] 5551 318001


https://istio.io/latest/docs/setup/install/virtual-machine/

O BAE s

spec.metadata.label string i 71 5% Bk WorkloadEntry HIFRZS

spec.template string A A2 B WorkloadEntry HYFEA(E &

sepc.probe string WorkloadEntry f#FeAAH X S AL E
WorkloadEntry 7B

FERAR TR FEUH

spec.address string 4§ endpoint FyHEHE, ZELIF pod IP,

spec.labels string *4Hi] endpoint BYFRE, HT5- Service Entry KHX,

sepc.serviceAccount  string sidecar AURIER, 4FEEN endpoint ¥ sidecar I E T EIEE,

X T Service Entry, Workload Entry FYIEA/M4H, 152 UL Service Entry 4147124, Workload Entry 417144,

FEEMARSS

TCM M HiSZHRFETEI B YN ServiceEntry, LUNGEST yaml IE NN ServiceEntry, ANSEFEE N HAIE K8S AR
% %% HT WorkloadEntry T 22%2% Sidecar Y REIEH TAF,

YAML fii &7~ 151

PEfll B E R

ServiceEntry

RN R @ BRI R (sd) ARTERH] #552 118001


https://istio.io/latest/docs/reference/config/networking/service-entry/
https://istio.io/latest/docs/reference/config/networking/workload-entry/

@ IR s B

apiVersion: networking.istio.io/vlalpha3
kind: ServiceEntry
metadata:

name: external-svc-https
spec:

hosts:

- api.dropboxapi.com

- www.googleapis.com

- api.facebook.com

location: MESH_EXTERNAL

ports:

RN R @ BRI R (sd) ARTERH]



@ A M55 A

— number: 443
name: https
protocol: TLS

resolution: DNS

WorkloadGroup

apiVersion: networking.istio.io/vlalpha3
kind: WorkloadGroup

metadata:

RN R @ BRI R (sd) ARTERH] 5554 318001



A BT

name: reviews

namespace: bookinfo

spec:
metadata:
labels:
app.kubernetes.io/name: reviews
app.kubernetes.io/version: "1.3.4"
template:
ports:
grpc: 3550
http: 8080

serviceAccount: default
probe:

initialDelaySeconds: 5

timeoutSeconds: 3

periodSeconds: 4

successThreshold: 3

failureThreshold: 3

httpGet:

path: /foo/bar

host: 127.0.0.1

port: 3100

scheme: HTTPS

httpHeaders:

— name: Lit-Header

value: Im-The-Best

WorkloadEntry

RN R @ BRI R (sd) ARTERH]

IR A%

%355 18001



@ A M55 A

apiVersion: networking.istio.io/vlalpha3
kind: WorkloadEntry
metadata:
name: details-svc
spec:
serviceAccount: details-legacy
address: 2.2.2.2
labels:
app: details-legacy

instance—-id: wvml
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A BT

1. B3R RSS2 S

IR A%

2. i ID/ARR, AR TG DU,
3. HAifRSs > #rE, HEMRSSEAGE, HARIEARLIE =77 RS EMEIME RS T, AT EFTR

Type

Name =

Namespace

Hosts *

Service address

Location of entry service

Register DNS

Service port configuration *

Service discovery mode

Endpoints *

oo

The name is required. It can only contain lower-case letters, numbers, and hyphens ("-"), and must start a lower-case letter or number, and end with a lower-case letter.
default A

Add Host

o Inside mesh QOutside mesh

The service is inside the mesh, you can deploy Sidecar to access heterogeneous (such as vm) deployment service and implement communication and control of hetero
same as K8s services.

»

t will created selector-less TKE services with the same host. Please do not modify the corresponding server manually. When registration is enabled, the host address st
rule.

MName

Protocol port Please select a protocol -
Add Port
QO smnc DNS NONE

Use static endpoint IP address as the service Pod

Address Tag

Add labels

Add Endpoint

HAFTE - BBRaIHE b)) BRIEENH $57 180171


https://console.tencentcloud.com/tke2/mesh

> BT s

AGAHHR N %
AGARCTEM X B P

E I E] - 2023-12-26 11:47:08

SHEARTRIN 2 T SR IAS H 05 A DR & B8 B Rk BdEm, DL Sidecar BB, mi2LUHAZ Pod FYTE
ERBERIVEEREN, 998 Ingress Gateway Hl Egress Gateway WA, Hr, —4 Ingress Gateway S5 E &%
PETHIHY Envoy Pod HI'E R EXY A &35 CLB S (KNWELNIN) , TCM fREHEE Y LS AW L il s, B4k
LT Ingress Gateway A& 5- CLB WY HAMLEEMK, ErRILLET Istio CRD ECiE Ingress Gateway, X i%E TCM &
B 3[FA 2 CHHY CLB S, [R5 HMEC & CobE i B B AT S D RE A R I RLNIEC R 70, Bl Envoy & 2H1 %
HXHY CLB E R — B, EHR A TG AR 5 168

AR B NS A LR RS MIRE S, IEFRSCE A Ingress Gateway B¢ Egress Gateway SZfill, Fidit
Gateway, VirtualService, DestinationRule % Istio CRD Fr i % AAHE W X Y BT LN AIR RAEEE (B8 ) B, Hs
W REESY Gateway CRD BriE, FESHMNER VirtualService, Destination Rule Bl (5-Z:PH (A7 & & BlETE
—H0 o TEZAGRIN %L 5 Istio CRD BLE R % FRnEE,

Ingress Gateway

—‘—»@—» O Envoy > O Sidecar —> O g‘
— =
CLB A % i
Ports, rules config
=  Gateway = VirtualService — DestinationRul¢

___________________________________________________________________________________________

(ElEESUEE RIS

1. B3R IRSs RS 2 A

RN R @ BRI R (sd) ARTERH] #3558 1180101


https://console.tencentcloud.com/tke2/mesh

A BT

IR A%

2. SR DIE RS QI T, ANINARSS AZRNEERES, QIEAGMAHM X, AT EFR

Service Discovery®

SideCar Auto-injection

Edge Gateway

Ingress Gateway (@

Cluster v  General Cluster v  patricklai_test(cls-0877cmyk) | VPC: Default-VPC(vpc-c8n8d2xz) | CCN: - + (,') [x)
Add Cluster
1. Add service ¢
Namespace Select Al
asdf
default
tke-cluster-inspection

Inject SideCar for all service LBs in the selected namespace

Enable

Name

namespace

Access Type

Load Balancer

2. Enable ingress gateway
istio-ingressgateway
istio-system v

o Public Network Private Network

Provides internet access capability, specifies a public CLB as the entry point for internet access.

‘ Automatic Creation | Use Existing

B AE AR TR TURDA BRI K Tab ST eI E A% MW X, AT EFTR

& Service Mesh /

Basic Information
Mesh Topology
Service

Virtual Service

Gateway

Security v

Add-On Management

Addon Overview Deployment Mode
Version Istio 1.10.3 | Bl ww . Normal Mod
Mesh Mode Stand-alone Mesh

Addon Status

Occupied Resource

Running:2

0.005-core 106.85MB

Creation/Last Update ~ 2021-09-27 16:54:00 / 2021-12-09 17:08:39

I Monitor | 2. create edge gateway

Control Plane Edge Gateway 1. Chose edge gateway tab
Addon namespace Access Type @ Num... HPA Policy
o - , Trigger policy: CPU Utilization (Request) 80%
istio-ingressgateway istio-system Public Network 1

OIS ACHI % B 2 AC E A

Number of instances: :1~5

IR L BRI (bR ARSUERT] 5559 118001



ASERE

namespace

kS

IR

T

58 R

CLB [Ej% Pod

TREE 2P I
IP

HAFRCIE

IR A%

fitih

IEEEOI7E Ingress M K BX Egress W %,

RN 5% A2 AY Kubernetes 88,

TR 5% B A v 44 22 R

Ingress Gateway %%, %% CLB HYIf RIS, STHF N WATAI,

Ingress Gateway 244, 1L HaN0IE NEIIME:, BOEEE LA nBTHe:, SMERRN
I A EZ S U Service (/LA CLB,

Ingress Gateway %, %% CLB VI 2415, XFHZmE I ohaldiiviit o, HE X T
CLB i+ 2 19E R, Z UL CLB i+ 284t ,

Ingress Gateway 2%, i%+4% CLB W% LIR, 0 - 2048 Mbps,

Ingress Gateway 248, 54N, WX ALRENLEC VPC-CNI, EIR[JF/E CLB EiE

Pod, AT NodePort ¥4, BEAHEEMERE, XFHRAR U IP. Pod B XIHIRE
SRR T, BEZIEEES I #H LoadBalancer 5% Pod 51 Service,

Ingress Gateway 2%, %&£ Service 1Y ExternalTrafficPolicy & Local, J& IP {#%, FFIT
& Local 4§7€5- Local AL, JF)/E CLB [EJ%E Pod I, 855, BZIEEIES I
Service JE Ui,

FCE M X HT CPU AT ATFRRTR, LUK HPA fHiZe i,

DRI

DGARIEW XA EERR, TREEANMERES, Hb

@SN . WX IRSSEBEERNERL SRR, SHMPod L2 EE,

FEBRRK | HEG RN TIRARSIREN, ERERBLGRBMN X EHBEL AR b, TABARE RN
FRo SR RETT AR LA BRIt rh, AR O Y RO E S MU PRIEAR S, IRIBJSFTH Ingress/Egress
Gateway #FHXERB LRI A, BRI LUERMRIRE A NRER Gateway HE— 487 1T Mo

PiHA :

AT DITE AR AR DT, BRZH P PR D EE A RN S BB st

VAASER B AR I KRGS RS, FTAERRT LS5 A B0,

RN R @ BRI R (sd) ARTERH]
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https://www.tencentcloud.com/document/product/457/36835
https://www.tencentcloud.com/document/product/214/36999
https://www.tencentcloud.com/document/product/457/36837
https://www.tencentcloud.com/document/product/457/36836

> BT s

Gateway Deployment Mode Normal Mode Exclusive Mode (Recommended)

Number of Nodes @ 1
Available nodes in current cluster: 1

Select Node * - .= e

[V R P TR

The mesh component is deployed to the specified exclusive cluster node, which will not be used for application services. Mesh ¢
select at least two cross-AZ dedicated nodes to implement the high availability of mesh control plane. Please make sure the clus

ST IA AR 5K AL i

DGARBRN K ARG, A UBSCAZG BN X 1 K BE CLB #7958 (¥ Ingress Gateway) . SEFIEE. HPA iR
M e B IRE L E.

B CLB #%

AT LB Ingress Gateway X BX) CLB SERHIIVHI B, FEXS I A IS T IV EAMB R Tab 3a %R X570 r] L
% Ingress Gateway Z57E 1Y CLB L&,

Adjust the bandwidth X
Billing Mode Pay-as-you-go— traffic
Current Bandwidth Cap ~ 10Mbps

New Bandwidth Cap * m

OMbps 4+ Mbps 2048Mbps

Fee Configuration Fee Network Fee

0.0286USD/hour(s) 0.081USD/GB

Close

BR AP E
TEPUREENE > S BB DU AL SCHIACR

HAFTE - BBRaIHE b)) BRIEENH %$61 18071
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Modify Number of Instance

istio-ingressgateway

B E: HPA (455

TEREIENE > AOHEE T DImEH N HPA RIS, SZRH%IE CPU, NTE, W4, BEALTEFPRECE (s RIg, 40T &
Ffis

RN R @ BRI R (sd) ARTERH] #562 118001
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Edit HPA Policy
istio-ingressgateway

Name

Trigger Policy
CPU v CPU Utilization (Request) v 80 %
Add Metric

Pod Range 1 ~ 5

Automatically adjusted within the specified range

Cancel

BRAGERFE X
TEPREIETE > AAEE R DUREHENEIRE X, 56 CPU, NTFY request Al limit (B, 41 FEIFI/R :

Edit Resource Definition
istio-ingressgateway

Component Resource Definition CPU  request 01 - limit 2 -core

MEM  request 128 - limit 1024 MiB

RN R @ BRI R (sd) ARTERH] 5563 118001



> BT s
il S3UEE RIS

JE] DATE AR R -2 1 PR A GBI K M BR R 2 S W K, B BANT -
1. HEAPIRSTEME DL, SAAAEE, PG MRBEMX, 7R3 ZMERIII 0 RATHRIEY R S > MIBR, 40T
AR

& Service Mesh / . .

Basic Information

Addon Overview Deployment Mode
Mesh Topology

Version Istio 1.10.3 : e

. .

Service

Mesh Mode Stand-alone Mesh
Virtual Service

Addon Status O
Gateway

Occupied Resource 0.005-core 105.657MB
Security v

Creation/Last Update ~ 2021-09-27 16:54:00 / 2021-12-09 17:08:39
Add-On Management

Control Plane Edge Gateway
Addon namespace Access Type (D Num... HPA Policy

o e : Trigger policy: CPU Utilization (Request) 8
istio-ingressgateway istio-system Public Network 1

Number of instances: :1~5

2. TEMIBRAGACERM X, WIAMBRAIN X205, AdREse bR, T EFR

Delete Edge Node

Are you sure you want to delete the edge gateway istio-
ingressgateway?

RN R @ BRI R (sd) ARTERH] #3564 318001



) it s
TCM SAZAHH I K i 4 SL B B 34 4% CLB

TCM SEEH T HEE WA AREIN K2l dy, 12 2R SR R T 2 2] Ingress Gateway Y Gateway FriE, fF#AT 24Hi
s BCE, (A28 B Eim O ECE S| CLB, & LFHREFahlLE CLB %, CLB ¥i[5- Ingress Gateway Service %ii

1. Ingress Gateway 7 a1V 56 o ——WLst, BIANIRTE Gateway CRD HE X 80 ¥mll, TCM a4
W X el AR 2ECE Ingress Gateway SLHIVASRIGA N 80 , RGO N 80 , DIKRFEPSFFE XRELCLBHY 80
Ui o

TCM SAZAIRM X #2750 5 T SSL Effigt) F# 2 CLB iIhHE, SKHITE CLB UEHfi#tlf5, Ingress
Gateway FHRALTR B EFRIVEE ), 7E Gateway HELE U LRSS, AGAHRIN X 2 sr TRl E _ERAimE. 3
%, BB, FERECERY E Ingress Gateway 45:€ 1Y CLB 524,

Tencent Clo

Ingress Gateway

——’®—> O Envoy > O Sidecar
CLB x
,,,,,,,,,,, A
oo 1 Port config

' Integrated configuration with CLB (rules/domain/certificate)

| 5 Watch |
- Edge Gateway Controller r-----------mmmmmommmoooe > Gateway

b f
Submit !

[*)]
(=]
User

RN R @ BRI R (sd) ARTERH] #3565 118001



@ ﬁﬁfﬂﬁ 25 PR
Gateway FiC &

HGARE M K AYSH T, WITANLE Gateway CRD AR, DU T2 —1 Gateway BLE /R, BB FRAVFER ST
HEREULAA

apiVersion: networking.istio.io/vlalpha3
kind: Gateway

metadata:

RN R @ BRI R (sd) ARTERH] %566 1180101



> BT s

name: gateway-sample
namespace: defualt
spec:
selector: # MRIBEEBEWNIREILAL Gateway BLE FAM Pod
istio: ingressgateway
app: istio-ingressgateway
servers:
— port:
number: 80
name: http
protocol: HTTP
hosts:
- uk.bookinfo.com
- eu.bookinfo.com
tls:
httpsRedirect: true # KX 301 https EEM
— port:
number: 443
name: https-443
protocol: HTTPS # JFE%iIJ HTTPS
hosts:
- uk.bookinfo.com
- eu.bookinfo.com
tls:
mode: SIMPLE # TLS HR[AIIAIE
serverCertificate: /etc/certs/servercert.pem # XHHEHEFEGFMEIEH
privateKey: /etc/certs/privatekey.pem
- port:
number: 9443
name: https-9443
protocol: HTTPS # FFE¥H HTTPS
hosts:
"bookinfo-namespace/* .bookinfo.com"
tls:
mode: SIMPLE # TLS FRMIIAIE
credentialName: bookinfo-secret # J#Y SDS M Kubernetes secret HIEIES
- port:
number: 5443
name: https-ssl
protocol: HTTPS # FFE¥HI HTTPS
hosts:
"k
tls:
mode: SIMPLE # TLS HMAIAIE
credentialName: gcloud-abcdABCD # #5d sps ARMBIRE ssi EEMEIES 1D 8 abc
- port:
number: 6443

RN R @ BRI R (sd) ARTERH] 5567 318001



A BT

name: clb-https-6443-ABCDabcd # 6443 2HIFHETE

protocol: HTTP

hosts:

"tcm.tencent.com"

Gateway AL & 7B 17 AH

PUF /& Gateway CRD EE AV
FERAAFR

metadata.name

metadata.namespace

spec.

spec.

spec.

spec.

spec.

spec.

RRANFTA

selector

servers.port.number

servers.port.protocol

servers.port.name

severs.hosts

servers.tls.httpsRedirect

BIM=IRE (ts) BRIULELA

B
string
string

map<string,

string>

uint32

string

string

string|]

bool

IR A%

F#¥%E ciB, #H 1D N ABCDabced Hr

FELEA
Gateway 4 #5
Gateway 44 22|

Gateway i FI3H G HIPRE BE(E X PEAC
AL A WA ARER ) % S

[}

=t

WBEVMY, 4+ HTTP, HTTPS,
GRPC, HTTP2, MONGO, TCP,
TLS , IHTERIR—MW X [E—% 8
PR B 7R R R — 2

IR FE, A7 TCM KB T 5 b
C#MHEE SSL IEBifE S
CLB WyyRE, WIETRERLEIES
@, JEm] DUR PR clb—https—{lﬁﬁ
H%51-{ssl FRIEH 1D}y WIA
Nnts, UEH _EBIREAE L aii
e E R HTTP B4R, 0%
PRI K P22l 27 = B 3 & CLB 7/=
WA SEBIIE S B2, CLB SSL fi#
B5ERUE, CLB S5 Ingress
Gateway Pod X HIASGEE, HEE
[ — W 5% [A] — ¥ [ AV IE S _E R B E
PRF—E, SN EMZE,

B, SRRERT

BN true M, GBI K A
FITA http 183KiR[E] 301 EE M, 22
RE P Ak https 763K

%568 18011



A BT

spec.servers.tls.mode

spec.servers.tls.credentialName

spec.servers.tls.serverCertificate

spec.servers.tls.privateKey

spec.servers.tls.caCertificates

RN R @ BRI R (sd) ARTERH]

string

string

string

string

IR A%

O MR Y TLS 22 INIER

R, AFTEITE Ll DY 2 2INIE
NIFEAE, X

¥ . PASSTHROUGH, SIMPLE,
MUTUAL, AUTO_PASSTHROUGH,
ISTIO_MUTUAL

BoiE & B TLS UE%5 A/ secret 1Y
#F5, XFEM Ingress Gateway 45
fE[Fl— namespace T Y Kubernetes
secret FINEIE T 5550, EFTREM
TRIEER secret POl & A EMIER 5
Z5H, TCM AESZEL T sz
SSLEAIUEBTIRE, %R

gcloud-{ssl FHIEH 1D} 1%
REGEARFE, TCM AN %
Pl g Bl = B AR I 56 %L SSL
EERIE, HATFEM SSL F
BN ABIAIE SIMPLE # 1 ARSS
AR UERAIRAEA

B Y TLS IE R & file
mount JEIX (R, HEFRHIEE
credentialName FBIMEIESH
FAEH) HEEUN TR EE G RIE RS
Bz, Istio BRIAfGE N 5% AT LE fin 44 22 A]
T istio-ingressgateway-certs secret
AR B PR E
/etc/istio/ingressgateway—

certs

BEIE NG 1Y TLS 25 5H8E file
mount JEIX (IR, HEFRAHEE
credentialName FEBIMEIEN
) HEIN TR ZEE G R HER R
B2, Istio BRIAfEFH I % FT 7 an 44 22 (A
T istio-ingressgateway-certs secret
INEEATH R B8
/etc/istio/ingressgateway—

certs

W Y TLS UE R & file

mount JEIX (CAHERE, HEFRAIEE
credentialName FBUNEIES

FAEH) HEEUN TR EE TR RIE R R

%569 18001



> BT s

FE, Istio BRINEF N 5K A7 i 44 22
AT istio-ingressgateway-ca-certs
HIEARIE P R E

/etc/istio/ingressgateway—
ca—certs , R AN E I 7 EE AL
HRIEF

ANl

M Kubernetes Secret IMERIEH 0% X B B RBE]

YAML PR f
P& AL E B
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apiVersion: networking.istio.io/vlalpha3
kind: Gateway
metadata:
name: sample—-gw
namespace: default
spec:
servers:
- port:
number: 443
name: HTTPS-443-6cph
protocol: HTTPS

RN R @ BRI R (sd) ARTERH] 571 318001



> BT s

tls:
mode: SIMPLE
credentialName: {kubernetes secret éﬁﬁﬁ}

selector:
app: istio-ingressgateway

istio: ingressgateway

el 5 Al Gateway BLiE Ingress Gateway HTTPS B3 SSL iE45 M Kubernetes secret &% (PAFAITIALE) Ay FEAD
T

1. BN HTTPS, TLS # =8 SIMPLE,

2. UE R CLIE PR SRR X R,

3. IEFHEE LR SDS N,

4. K FILSE K8S Secret,

5. K8S Secret I FFEFEEA, 1ELYHIPNELS I X FT{E namespace [ 1Y Secret, TEEKffRATIE Secret el
BB /AAAARIE

TLS Authentication SIMPLE v

\Recommended

Offload Mode | Terminate at ingress gateway Terminate at CLB

The CLB just passes through the traffic to the mesh ingress gateway. SSL/TLS offloading takes place at the ingress gateway. For the same porl
offload mode must be the same.

Recommended
Certificate mount mode SDS loading File mount

The gateway dynamically loads the private key, server certificate, and root certificate configuration required for TLS through SDS. Currently, you
KBs Secret or SSL certificate Service console.

Certificate Source O Kas Secret SSL Certificate

KBS Secret Select Existing

Certificate ---—-BEGIN GERTIFIGATE-—--
MIIDKICCANqgAwIBAgI! -1 xkKgwDOV " _~AQELBQAWZz
ELMAKGA1UE ®
BRMCQO4XEJAQL _ . _ . __..... ~"uZzERMABGATUEBxMIUZ
hibnpoZWA4xFIAU
BgNVBAOTDVRIbmNIbnQgQ2xvdWQxGTAXBgr.  EGVOY2QteXp

Enter certificate content (including the certificate chain)

Private key ---—-BEGIN RSA PRIVATE KEY-----
MIEpAIBAAKCAQES  "SulWd" U 157
Ja2WIEQC ®
el6hgmZfHS+pjTaSNQr aHbry. “TeTMw/ JAQWE3C
y36z8W+RKI

FOFZF/hJkAZ2q" .GEYx63HOMNDrggPfATq7 1Jm3UYsoD1cnRDP

Enter private key content (including the certificate chain)

Add Port

6. W14 77 Secret HARA GIEIUET, LA LUEIFHIRRKSS Secret, & Hill & &N UEF/AAEH/ERIE-BNA X N i AKE,

HAFTE - BBRaIHE b)) BRIEENH $H72 H18071



A BT

¢  Create gateway

Gateway Name *

test-gw
MNamespace * default
Specify Ingress gateway ~

Type*

Access type *

Ingress (Egress) gateway list «

Selector

Port cenfiguration
Protocol port *

Hosts *

TLS Authentication

Offload Mode
Certificate mount mode

Certificate Source

Credential Name

Add Port

Cancel

Save

IR A%

o ingress egress

© Public network Private network

gy R P M

app: istio-ingressgateway
istio: ingressgateway

HTTPS v : — 443 +

Please ensure that the port-level configuration fer the same port of the same gateway (such as SSL termination configuration) does not conflict

SIMPLE -
| Terminate at ingress gateway Terminate at CLB

The CLB just passes through the traffic to the mesh ingress gateway. SSL/TLS offloading takes place at the ingress gateway. For the same port of the
offload mode must be the same.

Recommended
SDS loading File mount

The gateway dynamically loads the private key, server certificate, and root cerificate configuration required for TLS through SDS. Currently, you can k
K8s Secret or S5L certificate Service console.

KBS Secret () SSL Certificate

-l

If no suitable certificate is found, you can go to the SSL Certificate Service console [£ to purchase an SSL certificate.

M SSL FEMEIEH A5 ANEM X EEERH

YAML fcE 7~
PEH A RC E R G

IR L BRI (bR ARSUERT]
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apiVersion: networking.istio.io/vlalpha3
kind: Gateway
metadata:
name: test—-gw
spec:
servers:
- port:
number: 443
name: HTTPS-443-9ufr
protocol: HTTPS

hosts:

RN R @ BRI R (sd) ARTERH] 5574 318001



A BT

I RS |
tls:

mode:

SIMPLE

credentialName: gcloud-{IEHID}

selector:
app:
istio:

istio-ingressgateway

ingressgateway

IR A%

PR 7 Ed YAML SCPFRCE, Ztin] DUERERI& _Bd@d Ul g1 Gateway BCiE, AT ZACEM SSL F-AMMEIES 2l
SIS ELE R G, SEERIE RIS SSL ERIEBEI AL PR EMEN SSL FAUET,

&  Create gateway

Gateway Name *
Namespace *

Specify Ingress gateway *

Port configuration

Cancel

test-gw
default v
Type = o ingress egress

O Public network Private network

Access type *

Ingress (Egress) gateway list*

...... I G

Selector app: istio-ingressgateway

istio: ingressgateway

Protocol port * HTTPS - [:| = 443 +

Please ensure that the port-level configuration for the same port of the same gateway (such as SSL termination configuration) does not conflic

Hosts *

TLS Authentication SIMPLE i

Offload Mode | Terminate at ingress gateway

| Recommended |

Terminate at CLB

The CLB just passes through the traffic to the mesh ingress gateway. SSL/TLS offloading takes place at the ingress gateway. For the same pc

offload mode must be the same

Recommended
SDS loading File mount

Certificate mount mode

The gateway dynamically loads the private key, server certificate, and root certificate configuration required for TLS through SDS. Currently, w

KB8s Secret or SSL certificate Service console
Certificate Source KBS Secret () SSL Certificate

Credential Name v |

It no suitable certificate is found, you can go to the SSL Certificate Service console 2 to purchase an SSL certificate.

Add Port

IR L BRI (bR ARSUERT]
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@ A M55 A

SSL IEHf#E L =E CLB ELERAI

YAML AL &~

el B E R A

DUT 2HCE 443 b E B EFZE CLB, HoMizimEH SNI, % sample.hosta.org fEHIE1, 4
sample.hostb.org fHMIEH2,

apiVersion: networking.istio.io/vlalpha3
kind: Gateway
metadata:

name: test-gw

RN R @ BRI R (sd) ARTERH] 5576 318001
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spec:
servers:
- port:
number: 443
name : clb—https—443—{m¥EID 1}
protocol: HTTP
hosts:
- sample.hosta.org
— port:
number: 443
name: clb—https—443—{m§ﬁID 2}
protocol: HTTP
hosts:
— sample.hostb.org
selector:

app: istio-ingressgateway

istio: ingressgateway

FEPEHIE Ul Bl Gateway Bt & 4 FIE_EREIIRETRAZANT ©
1. VMO HTTPS, R TLS A%,
2. 1%+£% TLS BN SIMPLE,

IR A%

3. EFCERARTY CLB B, MG OIVSOR B2t HTTP GEESES RS % A4 HERH S HT TP A FRTR

#) .

4. R A G AR ARUES.

RN R @ BRI R (sd) ARTERH]
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&  Create gateway

Gateway Name *

test-gw
Namespace * default -
Specify Ingress gateway «
Type = O ingress egress
Access type * O Public network Private network.
Ingress (Egress) gateway list = o =
Singapore istio-ingressgateway (. ) -
Selector istio-ingressgateway
istio: ingressgateway
Part configuration
Protocol port * HTTP -
Please ensure that the port-level configuration for the same port of the same gateway (such as SSL termination configuration) does not conflict.
Hosts * sample.host.com

Recommended
Offload Mode Terminate at ingress gateway Terminate at CLB

SSL/TLS offloading takes place at the CLB bound with the mesh ingress gateway. The traffic is decrypted and passed to the mesh ingress gateway. In this case, !
offloading does not occupy the CPU and memory resource of the cluster. Note that this option is only available for SIMPLE authentication mode. For the same po
gateway, the offload mode must be the same.

Server cerificate hitpbiny. A ¥)

-

f ther Service console or go to the 8SL Certificate Service console [

cate, you can import a certificate from KBs Secretdo

ad a certificate

Add Port

e -

O R BKES 22 Il 52 Y Gateway CRD & i !

HAFTE - BBRaIHE b)) BRIEENH 78 18071



> BT s

4 Service mesh / mesh-kle5dDar(perfey-demo) / Gateway:test-gw(default)

Basic information

Name test-gw
namespace default
Type ingress
Selector app: istio-ingressgateway, istio: ingressgateway

Associale gateway  istio-ingressgateway

Time created o ..

Port configuration

Add port configuration

Port Protocol Hosts Transfer security

443 HTTP sample.host.com The SSL is to be terminated at CLB.

RN R @ BRI R (sd) ARTERH] 5579 318001
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TCM & & B AY

TCM 52237 Istio EHREMNFHA CRD : Gateway, VirtualService Al DestinationRule, FXt /54 it & & BB TR
T b2, TEZ TCM R &S AR
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Gateway config Routing rules for target

1 1
1 1
1 I
l |
! , , :
I+ Port : * Service version
: |
1 1
1 1
1 1
1 1

* Hosts :
* rules » Match condition * Routing strategy
e SSL certs * URL
* Health check

I
I
[}
[}
|
E * Load balance
I
i * Connection pool
* Routing strategy E
*  weight
*  Mirror
* Destination

e | E * Header i

TCM fifiH Gateway, VirtualService 1 DestinationRule & i &,

Gateway : & YW XAV, HRITERU, TERECE, X5 Gateway FLE R — X ZHY X %R, Gateway i#id selector
FERAGERCE T RO %,

VirtualService : & X15E Host FVE EHALNIAIG EHAERN,  VirtualService @53 hosts F-ExFaE G E 1B, IALE
TR SRIFE5h AR FE W % 58 mesh PR,

RN R @ BRI R (sd) ARTERH] 5580 3180101
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DestinationRule : & X ARFSIRAFIR R KNS, CiEESME, BEAE, EEmERRER,
DestinationRule J&— X —M48E %X R,

S AL E 7 1\

MR TCM 24t LU F AR5 AL E Gateway, VirtualService 1 DestinationRule :

PEfilE Ul BLE

YAML 612 555

Ry DGE PR & Ul A, MHER, ®#r, &% Gateway, VirtualService, DestinationRule,
il Gateway :

& Service mesh / mes' - -
Basic information Namespace Al v

IR A%

IR55 5

Mesh topology

Name % Port configuration Type 14 Time created
Service
Virtual Service Gateway defines the load monitoring rule against the North-South traffic going in and out over layer-4 to layer-7 of mesh edge. You can create a Gateway
Gateway
Security v

Add-On management

Observability v

> \

S

traffic flow (ingress) —— control flow --- proxy O

A% VirtualService :

RN R @ BRI R (sd) ARTERH]

traffic flow (egress) ——

%581 18001



O BAE s

6 Service mesh / mesI‘. —)
Basic information Namespace All v

Mesh topology

Name ¢ Hosts Gateway HTTP routing TCP routing TLS routing
Service
Virtual Service Virtual Service defines the matching, routing and forwarding rules of traffic over the specified service. You can create Virtual Service .
Gateway
Security v

Add-On management

Observability v

traffic flow —— proxy O

@ll% DestinationRule : DestinationRule 5-ikR%5 2 —X—41& X R, G5 EHEERSIEE U

& Service mesh / mesl [ ] )

Basic information SideCar auto-injection Namespace| All v
Mesh topology
Service name Type Y Namespace Source Number of Servi...
Service
stock K8S Service base K8s Cluster 1 1
Virtual Service
Gateway cart K8S Service base K8s Cluster 1 3
i v
Security K8S Service base K8s Cluster 1 2
Add-On management
product K8S Service base K8s Cluster 1 1
Observability v
user K8S Service base K8s Cluster 1 1
frontend K8S Service base K8s Cluster 1 1
kubernetes K8S Service default K8s Cluster 1 0
Total items: 7 20 v /page

HAFTE - BBRaIHE b)) BRIEENH %82 18071



> BT s

< service mesn / mes@IIN. [/ Service:frontend(base)

Basic information Associate Virtual Service Monitor Call trace Security

Basic information

Service name frontend
Namespace base
Number of Workloads 1

Number of

vice Pods 1

Port listening protocol(@  http:B0

Source
Workload Region Cluster T Availability zone Running Pods/Desired Pods To
frontend Singapore et 8 Singapore Zone 3 1n 1
General cluster
Service Topology
(I switehto the TPS

By semice - Last 1 min Last 5 min 2022-08-08 18:56:10 to 2022-08-08 19:56:10[%]

namespace_base

‘ in: O_DSA .
out: 0.05 rps out: 0.05 rps in: 0.05 rp
0.05 rps; 100.0% \ } 0.05 rps; 100.0%

IngressGateway frontend frontend

@ ao |t

Destination Rule

Create Destination Rule

fEa] DU WA S P E A EARYAML BIERBRIRAI 2 Istio %HEL Kubernetes %, IR YAML H&FH
Kubernetes %15, HUATASE B T2 MEREN, BFEEERE YAML BIFHE M HIVERE,

IR L BRI (bR ARSUERT] #3583 1180101



> BT s

& Service mesh / mest.

Basic information

(D switch to the TPS
Mesh topology Namespace| Al v | By sewice v Last 1 min Last 5 min 2022-08-08 18:58:36 to 2022-08-08 19:58:36[%] ()
Service

Virtual Service

Gateway
Y namespace_base

Security v

Add-On management

in: 0.007 rps

Observability v

0.003 rps; 100.0%

out: 0.05 rps

0.05 rps; 100.0%

IngressGateway frontend

0.02 ps; 69.2%

product

0.001 1ps; 3.8%

@ amn &

HAFTE - BBRaIHE b)) BRIEENH %84 18071



& WS o
VirtualService B & & AL

b N TE]  2023-12-26 11:50:00

VirtualService & X TH57E hosts FY—RFIEE AR E SR (BEERH, SERTEASE) |, Hib &g iMIES
FE X T HRE TR A PEECAR I, AR POAD, s AR E AR SS BUIRSSHIRR AR, VirtualService Bt 2015
PUTHERSY -

hosts : & S F& RN K BEHY hosts, R]LUZT A EECAFY DNS £ Frei# 1P Hidlk,

gateways : & X FH & AR SRIETR &, AILUZ !

—PEEZ MK,

% RERIY sidecars

BEEHFIA © o ORI R RN, 45 HTTP, TLS/HTTPS, TCP =AM SR I R,

http : & X —HEFFHIN T HTTP JR2 AV A,

tep ¢ & X —HAFHIN T TCP i yEs HALNI,

tls | & X —HA PN HTARLIER TLS 8 HTTPS it & 195 R,

VirtualService B FEx15HA

DU 2 VirtualService MY EEZEFiHH :
EASZ2Y i) TR EAZ3 Iz

E % RN 5E BX—4HAY hosts, ALY
FFHY DNS #4583 1P stk (1P Sidikf
KIFTREGAGAHEN K)o X PR
HTTP #1 TCP Jiif&, 7& Kubernetes ¥
fiEH service WAHFMERNAEE., Istio =
VirtualServiceFfTTE namespace M54
default namespace [ VirtualService t
B reviews ZEMANTH
reviews.default.svc.clustez

JoREGIRACE, HEFFIEE host 275

spec.hosts stringl[]

TE SO B RN SR IR &, ATLAR
W%, BNASPNEREY sidecar, fEETT
<gateway namespace>/<gatews
name> , fREAFE mesh R
sidecar, HIZSZEIRER, SEINES
BT PR U0 ) SR T B2 D R AT

spec.gateways stringl[]

spec.http HTTPRoute [] ENX—HEFFH) ((LACPLBLSERTHYES H
T HTTP ENEE BN, HTTP BEE

RN R @ BRI R (sd) ARTERH] 585 1180101



spec.

spec.

spec.

spec.

spec.

spec.

spec.

spec.

spec.

spec.

spec.

spec

RRANFTA

http.match

http.route

http.redirect

http.rewrite

http.timeout

http.retries

http.fault

http.mirror

http.mirrorPercent

http.corsPolicy

http.headers

.tcp

HTTPMatchRequest []

HTTPRouteDestination]|]

HTTPRedirect

HTTPRewrite

Duration

HTTPRetry

HTTPFaultInjection

Destination

uint32

CorsPolicy

Headers

TCPRoute []

BIM=IRE (ts) BRIULELA

IR A%

TR AR service S @&N  ht
http2- , grpc- Tk & LN
gateway HIPMYY HTTP, HTTP2,
TLS-Terminated-HTTPS MIIRE

SE X Y PEEC RS, BN PR
SR A KR, FIERHZAPEEANL

B X )5, —4& HTTE
SEHEE ML (BN, BEIER
PMERZNIRSS (RSRA) o FRHR
., header #EEITH

TE B EER, —4 HTTP BHA])
sk (BRIA) , AnRIFEE T

passthrough J&I, route. redi
W&, AR HTTP 301 EEME S A
Authority

7E X E G HTTP URL 5 Authority hea
GHEERFNEE, HERIERERS

TESCHTTP 15 RAVEE I I (]
TESCHTTP 35 R E IR

TE X HTTP AR A KNS, T
HIXREARITE

TE SR HTTP I & & filE1 5 — MEEs
i & IRV TR =% 18 “best effort” N, s
REEREE R R 25 Rt 2 T
MRz, BRTRERY B ARS S r= At

TSGR BRI I E b, SRS
fifE. FAIEN100

& X CORS %% (B JEIL=, Cr
Resource Sharing, CORS) , EZ% X
eHiEZ U CORS, X T Istio CORS
%£IEZ UL CorsPolicy

7E X header #R{ERNI, T1FE request ’
header HYBERT, H3h0, FERRER(E

EX—HAFPH (LICPERCSERTRYEH
T TCP HEATE AN, 2 E AL

%486 18001


https://developers.google.com/protocol-buffers/docs/reference/google.protobuf#duration
https://developer.mozilla.org/en-US/docs/Web/HTTP/CORS
https://istio.io/latest/docs/reference/config/networking/virtual-service/#CorsPolicy

A BT

spec.tcp.match L4iMatchAttributes|[]
spec.tcp.route RouteDestination(]
spec.tls TLSRoute[]
spec.tls.match TLSMatchAttributes ]
spec.tls.route RouteDestination(]

IR A%

fAI3E HTTP #1 TLS A3

€ X TCP i H A PERC AL 513K,
WIRANFTR AR H KR, FIRFZ
EPSE T

X TCP HEHZHL A1 H 19

EX—HAFH) (EFCPERLSERTRYES H
TAREILR TLS 8 HTTPS iR E NS
P& ERLIN 2 B T A RS service
https—- , tls— FHkIUIRE, kK
PEEO N BTTPS, TLS MYARZL
&, Service Entry fiffl HTTPS, TL:
Mo Y https- , tls- UWOKRXR
VirtualService FUUEFRF 408 TCP

TE X TLS i E ARSI, -
WIRANFTA SR H KR, FIRFZ
EPSE TS

T SOEFER A 1 H 1 9

FCE>K B Gateway fite (FaALla)) HY#E HIALN

VirtualService Al 5 UL 1 YAML wfE sl i NBCE, Fimff Rk B Gateway & H k55 frontend

iy VirtualService Ft &, 1HXHY Gateway BCLEATT -

RN R @ BRI R (sd) ARTERH]
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@ A M55 A

apiVersion: networking.istio.io/vlalpha3
kind: Gateway
metadata:
name: frontend-gw
namespace: base
spec:
servers:
- port:
number: 80
name: http
protocol: HTTP

RN R @ BRI R (sd) ARTERH] %588 1180101



@ A M55 A

hosts:

S IR |

selector:
app: istio-ingressgateway

istio: ingressgateway

YAML PL &R fl
P& Bl E B

apiVersion: networking.istio.io/vlalpha3

kind: VirtualService

RN R @ BRI R (sd) ARTERH] #3589 1180101



) it s

metadata:
name: frontend-vs
namespace: base
spec:
hosts:

— T X0

gateways:

- base/frontend-gw # VS HEERY Gateway HE IR {namespace}/{Gateway R
http:
— route:

— destination:
host: frontend.base.svc.cluster.local # HHHEAHIEE frontend ARSSHY host

& Create Virtual Service

Name *

Namespace

Associate hosts *

frontend-vs

base v

>

Mount gateway

base/frontend-gw €

Routing configuration

Save Cancel

A& K H Mesh NERT &

Type O HTTP TCP LS
Condition
uri v exact v
More
Add Condition
sl frontend.base.svc.cluster.local Please select a version

Add Destination

Advanced settings

Add route

CZRPHIA) Ry H AL

DUT B E Rk B g ER 5 1A] product AR5 host: product .base.sve.cluster.local HITREMIEEHFIN] @
50%MIERHE v1 iUE, 50%MIEEHZE v2 Aty VirtualService FCiE R~ (JKER ) . HH product AR
F AR AT DestinationRule 7€ ¥

RN R @ BRI R (sd) ARTERH]
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@ A M55 A

apiVersion: networking.istio.io/vlalpha3
kind: DestinationRule
metadata:

name: product

namespace: base
spec:

host: product

subsets:

- name: vl
labels:

version: vl

RN R @ BRI R (sd) ARTERH] 5591 3180101



@ A M55 A

- name: v2
labels:

version: v2

YAML i &~
PEH B ECE RG]

apiVersion: networking.istio.io/vlalpha3
kind: VirtualService
metadata:

name: product-vs

RN R @ BRI R (sd) ARTERH] 5592 1180101



A BT

namespace: base

spec: # TRE gateway B, XRIAKHEENHT mesh WHEE sidecar WiE

hosts:
- "product.base.svc.cluster.local" # PEECIGIAIZ host MWiR=
http:
— match:
- uri:
exact: /product
route:

- destination: # FCiE HIYHM&AE
host: product.base.svc.cluster.local
subset: vl
port:

number: 7000
weight: 50

— destination:

host: product.base.svc.cluster.local

subset: v2

port:
number: 7000
weight: 50

RN R @ BRI R (sd) ARTERH]

IR A%
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& Create Virtual Service

Name *

Namespace

frontend-vs

I Associate hosts *

product.base.svc.cluster.local €

IMoum gateway

mesh €

Routing configuration

Type OHTP TCP

Condition

More
Add Condition

Destination *

LS

product.base.svc.cluster.local

product.base.svc.cluster.local

Add Destination

Advanced settings

Add route

Cancel

IR L BRI (bR ARSUERT]

exact

v

/product

v

7000

7000

50

50

IR A%

%594 18001



O BT
DestinationRule & Ak 55 i A F1im

b N TE] © 2023-12-26 11:50:28

J

75 EL A
JILEE Y

IR A%

R

DestinationRule & X 55 ARRA AN B 2 2B IR ROTRER RN, b o fly, JERatRh, R E (W9t E
S AR ERER hosts) TFITE MG, R55 5 DestinationRule J2— X —HYHFE %R,

DestinationRule & 25 E%15iAH

LU T2 DestinationRule FYE 275 AH

TR TR
spec.host string
spec.subsets Subset []
spec.trafficPolicy trafficPolicy

spec.trafficPolicy.loadBalancer

spec.trafficPolicy.connectionPool

RN R @ BRI R (sd) ARTERH]

TR

% B DestinationRule Bt &1y
Ags 2 /n, RILUZ BRI
A% (5411 Kubernetes
service name) , BEN
ServiceEntry 7 BHHY hosts,
AEB AR SS % EIEAE ki
HrERE], 3% DestinationRule
HRE SCRIRILINE RS

& SRS HIRRAR

(subsets) , hiAR] B AR
AN PERC PERCAR S5 H Y
endpoints, AJLATE subsets 2
B i RIS E

SR RS, RN
fig, RS, EEKRE. TLS
Mg

BCE BRI, AIEE .
fai st BT L (round
robin, least conn,

random...) , —BMEEAE (=
IGHIRTR, X FF% header
name, cookie, IP, query
parameter la77) |, HUIEURAN
MBI RTE

Eﬂ%’—ﬁﬁ#ﬁﬁz&ﬁﬁu&%, ]
1ZiE TCP/HTTP Ryt

%595 18011
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spec.trafficPolicy.outlierDetection

spec.trafficPolicy.tls

spec.trafficPolicy.portLevelSettings

E X ARG BIRRAS (subsets)

IR A%

BiC & M S S it H IR i
FEHY hosts

R _EIIRSSHY client ¥ TLS
MHXBLE, 5
PeerAuthentication 5%

(server % TLS VAL E)
Bl A

BiC & A TR =R, i
IR i R = 78 55 R 55
/ subsets 2 A1 & SR L
A

DestinationRule FJ7E X iRSSHIRRA (subsets) , T1fi subset N JEFETH RS WA R/ NR B E BT, a0, &efld
B B R B R AMEE RS I8 E subset, LU T /& DestinationRule %E X product A% subset FYEL iE <l

YAML P& R H
P& AL E B

RN R @ BRI R (sd) ARTERH]
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@ A M55 A

apiVersion: networking.istio.io/vlalpha3
kind: DestinationRule
metadata:

name: product

namespace: base
spec:

host: product

subsets:

- name: vl

labels:
version: vl # subset vl HIMRE version:vi RIEHIIZARSSHendpoint

RN R @ BRI R (sd) ARTERH] 5597 3180101
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- name: v2
labels:

version: v2 # subset v2 BT version:v2 ﬂ%@@ﬂiﬁﬂﬁ%ﬂ’ﬂendpoint

IR A%

DestinationRule FIARZS & —— X MR E X %, BLE product ARZSHY DestinationRule, 752 MARSSFIZE TUH A
product ARFSHVIEIETL, TEHAEE TabElE, EHIBHLE product ARSI MRARIIE AT
1. EARSS AR THE, BAdhiEA product ARSSHYIEE DU,

& Service mesh / mesl - )

Basic information SideCar auto-injection Namespace All

Mesh topology

Service name
Service

stock
Virtual Service
Gateway cart

Securif v
"

Add-On management
product

Observability v
user
frontend

kubernetes

Total items: 7

Type 7

K8S Service

K8S Service

K8S Service

K8S Service

K8S Service

K8S Service

K8S Service

Namespace

base

base

base

base

base

base

default

Source

K8s Cluster

K8s Cluster

K8s Cluster

K8s Cluster

K8s Cluster

K8s Cluster

K8s Cluster

Number of Sen

1

3

20 v /pa

2. TEIRSGSTEE UEAER, %=1 DestinationRule card [X1%, i 1:¥iE DestinationRulei A Frid iz,

RN R @ BRI R (sd) ARTERH]
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> BT s

< servicemesn / mesfII 1)/ Service:frontend(base)

Basic information Associate Virtual Service Monitor Call trace Security

Basic information

Service name frontend
Namespace base
Number of Workloads 1
Number of Service Pods 1

Port listening protecol@  hitp:80

Source
Workload Region Cluster T Availability zone Running Pods/Desired Pods 1
frontend Singapore st S Singapore Zone 3 1
9 General cluster 9

Service Topology

(I switch to the TPS

By  service N Last 1 min Last 5 min 2022-08-08 18:56:10 to 2022-08-08 19:56:10[F]

namespace_base

‘ in: 0.0SA .
out: 0.05 rps out: 0.05 rps in:0.05r
0.05 rps; 100.0% \ } 0.05 rps; 100.0%

IngressGateway frontend fronten:

aao|[ga

Destination Rule

Create Destination Rule

3. fESME UM N product ARSI NRAS, st R

IR L BRI (bR ARSUERT] 5599 1180101



> BT s

Create Destination Rule X
Service version Add Version
Service Version 1 Collapse Delete

Name vi
Labels version : vl Q
Add label

Labels apply a filter over the endpoints of a service in the service registry.

Corresponding workload  product-v’ | u |
Service Version 2 Collapse Delete
Name v2
Labels version w2 [x)
Add label

Labels apply a filter over the endpoints of a service in the service registry.

Corresponding workload -

Traffic policy Add policy

SEV] Cancel

4. product %5 AL & 52 Ko

HAFTE - BBRaIHE b)) BRIEENH %5100 18071
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Destination Rule: product

Service version

Name

vi

v2
Traffic policy

Version range Load Balancing policy

Mt & — B T e

Tag

version:v1

version:v2

IR A%

Corresponding workload

product-v1

Locality load balancing Health Check

LT /2H DestinationRule ECi& cart Alk54% & http header name i — 2 A7 BB HIBLE R B,

YAML B & =45
e EC iE R

IR L BRI (bR ARSUERT]

55101 #£18001
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kind: DestinationRule
metadata:
name: cart
namespace: base
spec:
host: cart
trafficPolicy:
loadBalancer:

consistentHash:

httpHeaderName: UserID # BC@EIIA] cart ARFZHVIREIL

RN R @ BRI R (sd) ARTERH]

7
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)

header UserID f—EUHMEH 1



it

Create Traffic Policy X

Version range * All versions v

Load Balancing policy

consistentHash v httpHeaderName v
Name UeriD)|
Connection pool HTTP

Max http1 pending requests ¥

Locality load balancing C)
Health check C)

Advanced settings

TLS Authentication @) Please select v

Save Cancel

HAFTE - BBRaIHE b)) BRIEENH %5103 18071



> BT s

IR
R
ol BT A] © 2023-12-26 11:51:09

HE IR = AR S5 AR 42 (e AL A RO AR P8 [m Y AR 55 1) S 21 S (1 R W BE D o

NMBHRAIER, HiTE AR R envoy sidecar proxy (BB _EiHRCRTER, ERTLLER TCM R iEEHIE AR
AULBHRRYAE F= T8, TCM 2RI ECHE 82 Al B & d Y S ZE B3 7= o, TR A A 2% 5- P ERIN AR 55 TR & (19
ATXLIGE /o

| | | |

= observability view vy E (@) g 4—?—~

- ZIPKIN

— Prometheus

| I N

metric, trace, log

— observability service <
| Tencen
Service | Service
Ingress R . R . _—
Gateway ne O Sidecar — > O Sidecar > b

TCM R =Ry AT MM A -
RN eiesis) Wi

I PEEPR Metric MR PEAE AR A N R AR S5 B X RO TR ELINRE, 5& & B MRS RT3 K it

VAR Trace VA FIBER PDRF— 0L 5516 R 19 2 JZ U8 DGR O — K8 A BERS, TS8OI F 254,

IR L BRI (bR ARSUERT] 55104 3£18071


https://www.envoyproxy.io/

> BT s

ERE 4T 553 H E Lo

il H & Access Vil H &2 envoy proxy ZEREERIESRIVSEREIE R, clGiE SKZEM sidecar (K ZEHI(E
Log B, BT a4 N TR #5455 R Pk,

RPSEALY RTLNBE S R A T RS
WLEHE  IERER &R T

PAAMRSS BN K HI TR E IR HE, EEEARR T ey, 153K
Metric B IERANEFEIR, RKRAE, BEZERMERIESU Istio
Standard Metrics,

BRSNS IT 2 AR 555817
TR

TR RSS R A ARASE,  AHEE metric 380 url EEERIEE, WFRMIT R, MATHIRSSHY

Trace BRSBTSkt A FE i 5 RE 5.

Access SERCRAEEXIERKIER, Tt sidecar REEFEENER AR S5 WSz gE N\ A Rl s i 5
Log HiH, BEZERIES U Envoy Access Loggings. IR,

RN R @ BRI R (sd) ARTERH] %5105 3£18071


https://istio.io/latest/docs/reference/config/metrics/
https://www.envoyproxy.io/docs/envoy/latest/configuration/observability/access_log/usage

> BT s

NEFEPR Metric

b N E]  2023-12-26 11:51:25

U H T = IR S5 A AT 32 B Prometheus 1547 TMP A EIRBEARSS 7 & metric BUBMIIE. #0855 BT,

Vi .

AR S5 I3 BA S 3 25 = /5 Prometheus ARG 7E R M2 G AR 55

A 55 A P2 5 1Y i 122 B RSP EE TR TE TMP ARV ek R, AIERIEH B e SCIRERVIRSR, RATLGESS TMP
HY Grafana MIHRIZIE B & Y TR

TRV IR

fR55 WAS PR 5 25T Sidecar 1RE| TMP 9 Metric 25diE, $RELMMSIAIN, MRSSITh. IRFSIETE GEREL IERIRES
WA, TERAER, TRV BRI ER T

FE TMP Hif%

1E IR s SEABR Py r IR E > WPEEIRT, 2Bz Prometheus 812 TMP, {4F1LHEH
shAl e F KEKEA TMP LBIRTAT, JFEJE, Sidecar R’ metric Bidfa L ZIxs M AYSLH], AT LIE TMP 2
HlaEE Z LB,

Call trace Enable
Sampling rate®) - 1 + | %
Consumer end Cloud Monitor @
Application Performance Management (APM)
EEREDEfee ‘ Automatic creation ‘
Instance region
External Jaeger/Zipkin service

IR ARG A A IS5 R A RS H, EBRMNKININIIRAE XI55 EEA sidecar, HF{ERKRTIE, EHTRTMIE
MLl T

1. BE5R iR os WA PER 7, ARSI R DT B i E (A% 1D, AR IR DU,

2. i e IR RN D%, RI] & M AIRSS PASHRFNEL, 4l FEFTR

RN R @ BRI R (sd) ARTERH] %5106 3£18071


https://www.tencentcloud.com/document/product/457/46734
https://www.tencentcloud.com/document/product/1152/47461
https://console.tencentcloud.com/tke2/mesh

A BT

& Service mesh / mes‘ - '

Basic information

(I swiitch to the TPS

Mesh topology

Service

Virtual Service

Gateway

Security v

Add-On management

Observability v

Qao sl

3. B R AR IZCT R R IR, A AR

IR L BRI (bR ARSUERT]

IR A%

Namespace | All v By service v Last 5 min Last 1 hour 2022-

out: 0.3 rps

IngressGateway
0.3 rps; 100

namespace_base

in: 0.3 rps.
out: 0.17 rps

frontend
0.07 rps; 40.0%

0:03 rps; 20.0%

in: 0.03 rps.
out: 0.03 rps

in: 0.07 rps

out: 0.07 rps in: 0.03 r

der produc

0.03 rps; 100.0% 0.07 rps; 100.0%

stock

%5107 #£18001
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& Service mesh / mest

Basic information
Mesh topology
Service

Virtual Service

Gateway

Security v

Add-On management

Observability v

(I switch to the TPS

Namespace | All v

@ am oA

By

service

v

Last 1 min Last 1

in: 0.08 rps
out: 0.03 ps
in: 0.06 rps

stock

IR A%

service Monitor Namespace: base Name: frontend

Real-time

Request rate

Request
duration

Request size

Received request
size

2022-08-07 14:23:22 ~ 2022-08-08 14:23:2

0.2 rps -

A
/
0.1rps - /
Aﬂ
Orps —

w200 =206 304 mm400 wem40

10 ms -

5ms -

0s -

mmmavg | 200 ssmavg | 206 avg | 40

3KiB -

2KiB - 5 |

1KiB -
0B -

mmavg | 200 =s=mavg | 206 avg | 40

4 KiB -

2KiB -

0B -

mmmavg | 200 ssmavg | 206 avg | 40

4. S B 5 el DUE R AE S RS, ©LE namespace G AIESFE ; SZRFUIHLYT iR S, 245 S24F service RLFEA]
workload f7E, 40T &R :

IR L BRI (bR ARSUERT]
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A BT

& Service mesh / mes

Basic information
Mesh topology
Service

Virtual Service

Gateway

Security v

Add-On management

Observability v

ARS5#th

(I switch to the TPS

Namespacp | All v

service

v

IR A%

Last 1 hour 2022-08-08 14:52:51 to 2022-08-08 14:57:51[%] (o4

Q@am &

003 rps; 10.7%

in: 0.03 rps in: 0.01 rps
out: 0.03 rps out: 0.02 rps

cart

in: 0.06 rps

stock

ISRF RS RIS A R R, ERTEERSSIIARSS NN T

1. TEFEE AR IEIE Da T, B o e AR SS 1 AR S5 5112 T

2. P HEAEENARS, HEAMRSIERIT

IR L BRI (bR ARSUERT]

0.03 rps; 100.0%

‘ out: 0.44 rps’

IngressGateway
0.44 ps; 100.0%

namgspace_base

frontend
0.01 rps; 4.5% 0.2 1ps; 80.3% 0.01 rps; 4.5%

orfler product user
]
0.02 rps; 100.0%

55109 18001



A BT

4 Service mesh / mes! . . 0)

Basic information

Mesh topology

Service name

order
Virtual Service
Gateway product
Security v

frontend
Add-On management

user
Observability v

cart

stock

kubernetes

Total items: 7

SideCar auto-injection Namespace All

Type 7

K8S Service

K8S Service

K8S Service

K8S Service

K8S Service

K8S Service

K8S Service

Namespace

base

base

base

base

base

base

default

IR A%

Source

K8s Cluster 1
K8s Cluster 1
K8s Cluster 1
K8s Cluster 1
K8s Cluster 1
K8s Cluster 1

K8s Cluster 1

3. FEMRSS VER DU A BAE R, AR EB RS IR b, AT EFTR

IR L BRI (bR ARSUERT]

55110 #£18001



> BT s

4~ Service mesh / mes! 3) / Service:cart(base)

Basic information Associate Virtual Service Monitor Call trace Security

Basic information

Service name cart
Namespace base
Number of Workloads 1

MNumber of Service Pods 3

Port listening a‘o'cco\@ http:7000
P

Source
Workload Region Cluster T Availability zone Runnir
perfey. ks)
cart Singapore General cluster Singapore Zone 3 3/3
Service Topology
(I switchto the TPS

By service - Last 1 min Last 5 min 2022-08-08 18:05:10 to 2022-08-08 19:05:10H 0

in: 0.07 rps

out: 0.07 rps out: 0.07 rps

0.07 rps; 100.0% 0.07 rps; 1

frontend cart

® an |%a

AR5 %

AT DUERR S R I EEZ MIRSS RO ERE OBREL, TERFER . 1ERORNE) |, BEIRSS A T EETEE
AR S5 B M PZE TR

TERRSS HIFRTTEE 2R S5 M I 22 R

1.1 B3 IR RS PER 7, ARSI 2R DT B i fis e A 1D, 3 A PRS- DT

1.2 RS > lfE, iR EE B BURIIRSS HTE A ME B IRS M RdE. AT TIPS

HAFTE - BBRaIHE b)) BRIEENH 111 L1807


https://console.tencentcloud.com/tke2/mesh

A BT

& Service mesh /

Basic information

Mesh topology

Service

Virtual Service

Gateway

Security v

Add-On management

Observability v

J)

Service name
stock
cart
order
product
user
frontend
kubernetes

Total items: 7

SideCar auto-injection Namespace All

Type ¥

K8S Service

K8S Service

K8S Service

K8S Service

K8S Service

K8S Service

K8S Service

FERSS VEIR DU A T e IR S5 B M RR R R
1A TEFE AR TR IS T, 2o 2 MIRRSEUE ARSS 511K 0L,

1.2 PR EEENIRSS, HEAMRSTEIE I

1.3 EMRSS IR LRy b P EIR] & E,

IR L BRI (bR ARSUERT]

Names

base

base

base

base

base

base

default

Service monitoring

Real-time

All( 6 in total)

stock
base

cart

base

order

base

product
base

user

base

frontend
base

IR A%

2022-08-07 19:46:58 ~ 2022-08-08 19:46:5

Request rate

0.4 rps -

0.2 rps -
Orps -

= frontend | base =
= User | base

Average response tin
40 ms -
20 ms -

0Os -

wmm USEr | base  wmm fr
=== product | base

P50 response time

H112 18071



> BT s

& Service mesh / mes / Service:cart(base)

Basic information Associate Virtual Service Monitor Call trace Security

Last 3 hours Last6hours  2022-08-08 18:47:48 to 2022-08-08 19:47:48[% & ((JI) Switch to the TPS

Request rate (rps)

200

Request duration (ms)

— avg (200)

Request size (byte)

ik

SR DU AR A B U B r] L VERE i, BN 215 R Prometheus W% TMP, BUNAIESS, IRS5IIRS
MFHAZMER TMP L6, AIETRE, EE TMP ZEHl5 B2 HERIZ TMP LB,

RN R @ BRI R (sd) ARTERH] 55113 3418011


https://console.tencentcloud.com/tke2/prometheus2/list?rid=4

%) tiit= s
A HBEE Trace

ol E N R 2023-12-26 14:16:50

Al 55 PRAS BRIA SR B8R FH P REWAI APM D9 A B AT 2R, T8 5 AR IF 2 0 IS B2 — A APM SEBIJFF tracing £
5 EAREN Y APM 5261, f85AT DATERR S5 A 12E 5 & B 2ITE SRAE NS IR 52 2 8 F A B A1 2R A T trace H
BER, FEEIRMARSS IR, DUOMIINAE N EIR o4, ] DUEETE APM #2505 & 5 8 FAE S EdE,
BT APM 24V, RS SCERRFE A EUE EIREIEE =77 Jaeger/Zpkin ARSs, ANSRITEMHFS =75 tracing AR5, MRS
Mg ZEfl e EEERAAEBEHXGER, JBEELE=TRSTEE,

A B B @5 sidecar WitE IR, sidecar 22 HEN4E K trace span, WIREFEEEECKAMAMER, FEA
SHREH M BUGE, FEIER ET3, DUE TCM AT LAER AR BGHY span, TERGERE ViR, Rk
% {L3%1Y headers Tl45 :

x-request-id

x-b3-traceid

x-b3-spanid

x-b3-parentspanid

x-b3-sampled

x-b3-flags

x-ot-span-context

¥ % X T Envoy-based tracing 1158, 152 Istio Distributed Tracing FAQs

EE VA B R

EE BN T
1. REREMRS RS RGO, £ EIAIRSS F112% ot s iz ik 55, i AR SS 11 T,

RN R @ BRI R (sd) ARTERH] 55114 318071


https://istio.io/latest/faq/distributed-tracing/

A BT

4~ Service mesh / mest -

Basic information

Mesh topology

Service

Virtual Service

Gateway

Security

Add-0On management

Observability

2 TEMRZS VRS vUm A A FBER, [ IE B ZNZIRS IR T,
ARGt E T E,

[ ]

Service name

order

product

frontend

kubernetes:

Total items

SideCar auto-injection

Type T

KBS Service

KBS Service

KBS Service

KBS Service

KBS Service

KBS Service

KBS Service

RN R @ BRI R (sd) ARTERH]

Namespace All -

Namespace

base

base

base

base

base

base

default

Source

Kas
Cluster

Kas
Cluster

Kas
Cluster

K8s
Cluster

Kas
Cluster

Kas
Cluster

Kas
Cluster

IR A%

Create via YAML

Qo 1

Number of Se... Operation

2

20 v /page 1 /1 page

B FIRTIERAN R, DU LA IS HIAER

55115 18001



> BT s

& Service mesh / mesh 1 Service:stock(base)

Basic information Associate Virtual Service Monitor Security

View the legacy page

Last 1 min Last 5 min 2022-08-04 14:17:23 to 2022-08-04 15:17:23[%] Service =1

Time consumption

5ms oms 50ms 400ms 600ms BOOMS s 158 2s 3s »35

Total Spans Exceptional Spans

5 0

Compare with yesterday + 100%  Compare with last w

Compare v

Call history
W Client ] ~ 30000 Return code IP Protocol
TracelD Query
TracelD/SpaniD Service Return code Collection time ¥ Call Response time +
990f6d173748fec33d36eatb1bi3sel
200 -08-04 15115
deecndctadbends stock 2022-08-04 15:15:57 /stock 1ms
Ta7fBfedf2e9fc2eb5173ff16be2761
200 -08-04 15:15:
9509003161e695 stack 2022-08-04 15:15:55 /stock 1ms
99b4B5cfd188f3d56e67896/c2cach12
200 -08-04 15115
3db0fa5 1 balasest stock 2022-08-04 15:15:05 /stock 1ms
1152b337215379503016004e7cH28070 stock 200 2020-08-04 15:15:08 Istock 1ms

B7367d5721149561

3. WRICSRANEEE —FIIe% TR URL, SRR &5 i FAH K A se B T RERR I A 1], L7 i An
PR INARL

IR L BRI (bR ARSUERT] 55116 3418011



EHBAT

IR A%

€= Service mesh / mes )/ Service:stock(base)

Basic information Associate Virtual Service Monitor Call trace

View the legacy page

& hase.svc. ~

Duration:17 ms Depth: 6 Number of Spans: 6

Security

Call

¥ istio-ingressgateway: /order
¥ frontend: forder

¥ frontend: forder

¥ order: /order
T order: /stock
stock: /stock
oms sms 10ms 15ms
4 Service mesh )/ Service:stock(base)
Basic information Associate Virtual Service Monitor Call trace Security
View the legacy page
& base.svc. I
Duration:17 ms Depth: 6 Number of Spans: 6
——
oms 2ms 4ms Gims 8ms 10ms. 12ms 14 ms 16ms

Call

¥ istio-ingressgateway: /order

¥ frontend: /order
¥ frontend: /order
™ order: /order
¥ order: /stock

stock: /stock

4

4. R EREE TRV, a] IEBX NIRRT trace HIE,

R L IR IHR (EsD) ARSUERT]

117 18071



EHBAT

€ Service mesh / mes| w0) / Service:stock(base)

Basic information Associate Virtual Service Monitor Gall trace Security

View the legacy page

& frontend.base.svc.cluster.local:80/*

Duration:17 ms Depth: 6 Number of Spans: 6

IR A%

oms 2ms 4ms 6ms ams 10ms. 12ms 14ms 16ms
Call
click to show detalls
S rr——— petae °
¥ frontend: /order Operation frontend.base.sve.cluster.local:80/"
¥ frontend: /order S
Reporter Service istio-ingressgateway
T order: /order
Destination Service frontend base
¥ order: /stock
Cluster ID cls-lumxset8
stock: /stock
Process IP 172.23.087
NZ g D N SED
] T8, DUSGRIEIARSS HE 10541 2 T
5. Bihi K A& HLA] K 14] span H1F, LUKGE[E] AILSRAI R T,
€ Service mesh / mest )/ Service:stock(base)
Basic information Associate Virtual Service Monitor Call trace Security
View the legacy page
& frontend.base.svc.cluster.local:80/*
Duration:17 ms Depth: 6 Number of Spans: &
——
—
oms 20ms 4ms Bms 8ms 10ms 12ms 14ms 16ms
Call
~ istio-ingressgateway: forder Details

~ frontend: /order Operation

¥ frontend: /order
Reporter Service

™ order: /order
Destination Service
T order: /stock
Cluster ID
stock: /stock

Process IP

6. ARSI IC R Tips @ AT DULIGRERS, INHIBSEE, J5RIP, Trace ID, X [EIHE5d JEHH LR,

frontend base.sve.cluster.local:80/
istio-ingressgateway

frontend base

cls-lumxsetd

172.23.0.67

D% SR SR AT AR DGR P IC SR PR, 5 IR B TR B TR,

IR L BRI (bR ARSUERT]

#5118 #£18001



> BT s

Last 1 min Last 5 min 2022-08-04 14:44:11 to 2022-08-04 15:441 Service  siock ¥

Time consumption

Total Spans Exceptional Spans

5 0

Compare with yesterday t 100%  Compare with last week T 100% Compare with yesterday 0%  Compare with last week 0%

Call history

View Server Client Duration (ms) o ~ 30000 Return code P Protocol

TracelD Query

TracelD/SpaniD Service Return code Collection limB Call Response timea

'990f6d173748fee33d36ea7b1bf3B6el

200 -08-04 15:15¢
- ———. stack 2022-08-04 15:15:57 fstock ms

TaTiBfedf2e9fc2eb5173fff16be2761

200 -0 15!
99¢80031cETe6951 stock 2022-08-04 15:15:55 /stock ms

'99b4B5cfd189f3d56ee7996fcZcach12

200 -08-1 1501
3db0fg51ba13362f stock 2022-08-04 15:15:05 /stock ms

1f52b3372153799b3b 16904e7cb2907c

200 -08-04 15:15¢
7367057249581 stack 2022-08-04 15:15:03 fstock ms

67e5178040fabad3d3df857b3832f69F

200 08-04 15:14:
e30dac0 102045 stock 2022-08-04 15:14:57 Istock 11ms

Total items: 5 20 ~ /page 1 /1 page

P B P S SR

A FBERRFERIE trace BURHRIELLG, sidecar RS EIRBURHFEST IR G- SEHIRAERIEM Ko BH AR
BT, ARRENFTEIEAARARL trace BUEHRE EIR, WO Z AT RERRSHREEIE, HRERE —E IR

Al BVOFRIMIIAE ] DA E 100%REER, AP~ IMERCE 1% R,

TEA] DATE A AR NG R AESR, A0 T AR

HAFTE - BBRaIHE b)) BRIEENH #5119 L1807



> BT s

Observability configuration
Monitoring metrics Enable
Basic Monitoring - Cloud Monitor ~ Enabled @
Consumer end Tencent Cloud TMP

Monitoring data s stored in TMP: You can check and query them in the Tencent Cloud Mesh console. Preset Grafana can be used to configure custom monitoring
metrics.

TMP instance Automatic creation Associate Existing

Automatically create a TMP instance in the region where the mesh s located. The original username for Grafana is admin, and the
original password is meshadmin.

Instance network Singapore T Nodatayet ¥ | Nodata yet -
Call trace Enable
Sampling rate(D - 1 + %
Consumer end Cloud Monitor (1)
Application Performance Management (APM)
External Jaeger/Zipkin service
Access logging Enable

It is recommended to use the container standard log output path and Tencent Cloud Mesh output template for features like access logging. You can also customize the configuration file after disabling the
access logging (only for stand-alone mesh).

WA] IES A S, FEMREEAE BT ESCRIERILE, A1 FEFTR

Singapore Istlo-lnurannahwuv‘ 8) R
Mesh topology Egress Gateway (0 in total) Create Now
Service
Virtual Service Monitoring metrics
Gateway Consumer end Basic Monitoring - Cloud Monitor ~ Enabled (1)
Security v TMP Enabled
Add-On mansgement Associated instance mest - 'EDCKM [} 2
Obsenvability - Grafana Access Address  Publicr loud-grafana-intl.woa. ar ily/ [2 ; Private
network:http://172.22.0.33 [2
Call trace

Sampling rate(®) 1[)09{{3

Consumer end

Cloud Monitor Enabled (1)
Application Performance Management (APM)  apm-l x4
External Jaeger/Zipkin service Disabled »*

HAFTE - BBRaIHE b)) BRIEENH #5120 $£18071



O BT s
iRl H & Access Log

ot TSR] ¢ 2023-12-26 14:17:26

SR DU BLE AR SS RS R I 177 (7] H 3% Access Log Mttt (AdstniERmtl) HFETER, s, LULIFE Access
Log HE HEREXN R = HEMRS ™ i CLS WHESR-HE T, ErILIECEMSNELE T M HE, MRS
fE AT DU SRR BB S0/ R H SR E,

R HERCE

YRR IR H SR BN T 3K -

LR filid

FFEE BoE S 15 e H Sk RdEm GAZ A % #1 istio-proxy sidecar) , AILUJFEfEE LS
X, $57%E namespace TATAEMEE. BN FTARARE Y77 A H S E| S A bn it o

Lfasbics FCIE 5 ] H &% Y 7 Bk sUBR,  BROAS = tH iy 7Bl Istio BRUIARIHIFY 7B, 185ais7E
Ba¥ SRS S B30 T Trace ID fiiho

C A i i A s b i EE 1 ) H SRR B HAEIRSS CLS, FREIEFAFH I HAERY CLS Hi&
REHETH, AIEEEOEHEE/ T, OO A HEE/ T, Bahalr HEER
ZHNN  {mesh 1D} , HNQENHEFEHH TCMIRR, @i’y {mesh ID}-
accesslog . JFEVIFHEREE| CLS 1)5, RITEMIERERATHERENGE, LM
1H 2 i B ER IS HEREH N tke-log-agent (DaemonSet), FHALE TCM A H SRR N 5
Klo BIERETARMSN HAKED R, EMRCHE HERS CLS, H HAEZSRMRFSAINR
%L TKE_QCSRole U KEKHEMRSFZYEEFAYIILR
&, QcloudAccessForTKERoleInOpsManagement , HZ UGS W A28 55 R 1
Mo

QI MRS ELE Access Log :

RN R @ BRI R (sd) ARTERH] #5121 318071


https://www.tencentcloud.com/document/product/457/32419
https://www.tencentcloud.com/document/product/614
https://www.tencentcloud.com/document/product/457/37808

EHBAT

Access logging Enable

IR A%

It is recommended to use the container standard log output path and Tencent Cloud Mesh output template for features like access logging. You ca
access logging {only for stand-alone mesh).

Range(@)

Log format

Output template(@)

Consumer end

W Gl SE S L i Access Log

All
Select Range

Json Text

O istio Format Trace Format Gustom

The output fields are the default output fields of Istio. View Sample

Tencent Cloud CLS

To deploy the log collecting add-on "tke-log-agent (DaemonSet)” in 2 mesh-managed cluster, please reserve at least 0.1 ¢
add-on "cls-provisioner(Deployment)” will be deployed in the EKS cluster "kube-sysytem{namespace)®. The Pod specifice
collection-related permissions to the EKS cluster. The logs will be collected and reported to Tencent Cloud CLS, and you
). The logs can only be uploaded to the log topics in the same region. If the mesh includes cross-region clusters, only the
control plane will be collected to CLS.

LezhrEl | Automatic creation | Associate Existing

Log topic | Automatic creation | Associate Existing

HAFTE - BBRaIHE b)) BRIEENH #5122 18071



A BT

IR A%

€ Service mesh / mesl’. -'o)

Basic information

Mesh topology

Service

Virtual Service

Gateway

Security v

Add-On management

Observability v

R HEER

A BINERHES

Singapore istio-ingressgateway 8) v

Egress Gateway (0 in total) Create Now

Monitoring metrics

Consumer end Basic Monitoring - Cloud Monitor ~ Enabled (D
TMP Enabled »*
Associated instance mesh-kle5d0ar- 4 (prom 1

Grafana Access Address  Public network:https://cloud-grafana-intl.woa.com
network:http://172.22.0.33 [2

Call trace

Sampling rate 100% »

Consumer end

Cloud Monitor Enabled (1)
Application Performance Management (APM)  apm ra
External Jaeger/Zipkin service Disabled »*
Access logging
Range(® All
Log format Json
Output templatel Istio Format
Consumer end Logset mesh 2]
Log topic mesi B

TCM NEHET 5[ H & Access Log 2 EI A aebnifEf i, 2] DLUE &R Kubernetes 7+ API Server &5
istio-proxy 2 asbnifEkn YT H A& :

IR L BRI (bR ARSUERT] 55123 318011



kubectl -n {fi#ZEAE} logs {Pod #FF} -c istio-proxy --tail 5

il SRS CLS HEKRRER

AETFIR TR H SR H S ImICE, R TCM BdEmm i Al H & Access Log SRE&EZEI T HEMRSS CLS, MR LTE CLS
PRI G AR o AT AL B B H S B &R TCM BdEm iR H S, CLS HAEKRIAE, 1EZ U CLS HIERZRIRILS
AN,

RN R @ BRI R (sd) ARTERH] 55124 318071


https://www.tencentcloud.com/document/product/614/37803

A BT

Search and Analysis ®) Singapore(11) 11 log topics v Logset

Index Configuration Preferences Share Create Data Processing Task

1 | response_code:200

+ Add Filter Condition

click

Raw Data Chart Analysis
Q =< Log Count 91

Showed Field

Raw logs
Hidden Field
t __SOURCE__
¢ _ FILENAME_ Lin... LogTime ¥
t __HOSTNAME__ » 1 08-08 17:37:18.011

# __PKG_LOGID__

t __CONTENT__

t downstream_remote...

t path

08-08 17:37:18.011
t upstream_local_add...

t user_agent

t request_id

RN R @ BRI R (sd) ARTERH]

el B .

He

He

IR A%

me-—accesslog v

Log Topic T +l1Monitoring Statistics

Raw logs

200 method:
0 upstream_service_time:

response_code : GET route_name: default downstream_remote_address:

eived: 1 bytes_sent: 939 istio_policy_status:
2022-08-08T09:37:16.404Z protocol: HTTP/1.1 uj
172.16.0.132:80 upstream_local_address: 127.08.0.6:35
null request_id: dc6af392-83e2-917f-9f7a-d27c4306a6dc user_age

103.0) Gecko/20100101 Firefox/103.0

null x_°
gs: - path: /product start_time:
3 downstream_local_address:

t_failure_reason:

response_code: 200 method: GET route_name:

0 upstream_service_time:

default downstream_remote_address:

eived: 1 bytes_sent: 939 istio_policy_status: null x_:
2022-08-08T09:37:16.405Z protocol: HTTP/1.1 uj
product.base.svc.cluster.local:7000 downstream_local_address

0.132:48054 upstream_host:

gs: - path: /product start_time:
er.local authority:

172.16.8.5:7000 upstream_transport_failure_reason: nu

near anant: Ma7i11a/E O (Marintach: Tntal Mar NQ Y 10 18- rv:102 0O) Rankn/201001¢C

55125 18001



> BT s

Authentication IALE SR IS &

T E] ¢ 2023-12-26 14:18:16

d

INUESRIS T1 5 PeerAuthentication A1 RequestAuthentication, A, PeerAuthentication S F L i AR 55 @S HY
mTLS #&3X, RequestAuthentication M&FH TBL & it 55 AY1E K B 3 4 Uk /7 %

PeerAuthentication B & 7 By i BH

DL T2 PeerAuthentication B E 7B i AH

FEAAFR TR F B
metadata.name string PeerAuthentication % %5
metadata.namespace string PeerAuthentication @i Z&[H]

PeerAuthentication {# FIEG RS BEN, BlEESM
namespace, PLACLECE T A&ZHY Workload Y[ :
namespace 5 istio-system, H. selector FEAEEN,
IZ RIS A BT B A A
map<string, namespace ¥HEJE istio-system HJ namespace, EH.

string> selector “FEANEEN, HRIEERGERIDVEER
namespace.
namespace ¥HEJE istio-system HJ namespace, EH.
selector FEGHE TG MBHEX I, SRIEHYAERGERE ATERT
1H namespace R4 selector PEACEIHY Workload,

spec.selector

spec.mtls.mode - Ao mTLS AR, =FF: UNSET
<uint32, .. o
spec.portLevelMtls rapsuLn BB B mTLS A=

mTLS mode>

iEA :
mTLS #ABLE, NRIEEEERAERGI A b > ik35/Workload > namespace > W,

&/ PeerAuthentication At & A% A ARS8 1E mTLS iz

RN R @ BRI R (sd) ARTERH] %5126 3418071



O ‘= AR5 A%
‘HEHE: 7
AR5 IR BRIA RS A mTLS #5554 PERMISSIVE, EIVBRSS A5 (S BERT LU mTLS AN, ] LU plaintext B
SO,
SN mTLS KR B AR, AT LU et IR PRI AIR 5% 2 FER SR, MUIRHA S R E M, LU T RBS

A% A istio-proxy s A 8 M AR 55 & C A SCTE SR 7R
1. TEASE B TKE SRS, 5K istio-proxy & es.

Login to container X

This pod has 2 containers

cart Log In

istio-proxy Log In

Shell environment (default environment. You can change it after logging in)
O /bin/bash /bin/sh

2. i AfiH curl http://product.base.svc.cluster.local:7000/product HASIi[AlAR442E(H] base
T#Y product iRSS
3. BEMASTRILR, EMRET Product (8, BASCYIRIEH,

C {0 @& tkecache.cloud.tencent.co H Bl Il H B

Select to copy the texts you want, and press Shift + Insert to paste.

:/$ curl http //product base svc.cluster.local:7000/product
{"product": [{"name": "Tencent Cloud Mesh", "pid": 1, "price": 100, "url": "https://landscape.cncf.io/logos/co
price": 200, "url": "https://landscape. cncf lollogos/core—dns.svg"}, {"name": "envoy", "pid": 3, "price": 300,
g"}, {"name": "fluentd", "pid": 4, "price": 400, "url": "https://landscape.cncf.io/logos/fluentd.svg"}, {"nam
s://landscape.cncf.io/logos/helm.svg”}], "url": "https://landscape.cncf.io/logos/kubernetes.svg”, "info": [{"S
7797-2d648", "Region": "shanghai"}]] . [

THEFRNTFXAELE base namespace Y mTLS =8 STRICT, FHIGUEALE &5 ERL.
YAML fir & 7= f5
PEf & B E R )

RN R @ BRI R (sd) ARTERH] 55127 318071



@ A M55 A

apiVersion: security.istio.io/vlbetal
kind: PeerAuthentication
metadata:

name: base-strict

namespace: base
spec:

mtls:

mode: STRICT

RN R @ BRI R (sd) ARTERH] %5128 318011



2 Hﬁ i:H_E AR S5 R

& Create Authentication

© PeerAuthentication RequestAuthentication

base v

Select Service By labels

al v all v

N/A

Mode DISABLE PERMISSIVE OSTRICT UNSET
Connection is encrypted with mTLS (TLS with client certificate is required

Cancel

B se R, ERAIAS Y775 base w4 Z2[H] THY product kS5, &Rk, mTLS STRICT kL E 4

C (¢ « Il I I &I In e v N B -

Select to copy the texts you want, and press Shift + Insert to paste.

1 . Il BN B W B W./$ curl http://product.base.svc.cluster.local:7(

curl: (56i Recv failure: Connectinn reset by peer
R B me:/s

RequestAuthentication P i& 7 £ 15 07

LUF 72 RequestAuthentication = Z2fif & T LA :

FERA TR FELUiH
metadata.name string RequestAuthentication £ #5
metadata.namespace string RequestAuthentication i $4 22
spec.selector map<string, RequestAuthentication fif FE
string> HE Fnamespace, PEECHLE

[, namespace JHE: istio-sys
AEER, RN AERTEE
B JE istio-system [ names)
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spec.

spec.

spec.

spec.

spec.

spec.

spec.

spec.

JjwtRules.

JwtRules

JjwtRules.

jwtRules.

JwtRules.

JwtRules.

JwtRules

JjwtRules.

issuer

.audiences

JjwksUri

Jjwks

fromHeaders

fromParams

.outputPayloadToHeader

forwardOriginalToken

string

string|]

string

string

map<string, string>

(]

string|]

string

bool

il RequestAuthentication Bt iE &K JWT IAIE

NEUETE R JWT INERCERCR, EEEH

RBARSSEN M

% foo namespace, F1JE sidecar HaIiFA,

RN R @ BRI R (sd) ARTERH]

{158 httpbin Ak55% foo namespace :

IR A%

THEEN, RIS E
namespace HEJF istio-syste
selector FEHIHE T A XHHE>
FWTEFTIE namespace [ HRYE ¢
Workload

it & JWT token It issuer, 1¥

BCE L Ry JWT audienc
HIF N Zemt, {#H service nar

BLEKRIE JWT 4085 UF
Discovery, [RINACLE jwksUri
jwksUri 1 2%

UE JWT 24419 JSON Web
& jwksUri fll jwks F-BES, jw

it iE JWT M header HHHIHEEY

A& JWT M header FHHEHELHY
parameter mytoken ( /path

HY

Bt i D3 UERY JWT payload

R HRAE
base64_encoded (jwt_psc

AHEFNEINA R JWT ¢

PCE R AR AR JWT %8

false

HH—MIAFEF nttpbin.foo , FHECEEN Ingress Gateway

55130 18001


https://tools.ietf.org/html/rfc7519#section-4.1.3
https://openid.net/specs/openid-connect-discovery-1_0.html#ProviderMetadata
https://auth0.com/docs/tokens/json-web-tokens/json-web-key-sets

apiVersion: vl
kind: Namespace
metadata:
name: foo
labels:
istio.io/rev: 1-6-9 # FFB namespace W sidecar HINFEA (istio AR 1.6.9)
spec:
finalizers:
— kubernetes

apiVersion: vl

IR A%
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kind: ServiceAccount
metadata:

name: httpbin

namespace: foo
apiVersion: vl
kind: Service
metadata:

name: httpbin

namespace: foo
labels:
app: httpbin
service: httpbin
spec:

ports:

- name: http
port: 8000
targetPort: 80

selector:
app: httpbin
apiVersion: apps/vl
kind: Deployment
metadata:

name: httpbin

namespace: foo
spec:

replicas: 1

selector:
matchLabels:
app: httpbin

version: vl

template:
metadata:

labels:
app: httpbin
version: vl

spec:

serviceAccountName: httpbin

containers:

- image: docker.io/kennethreitz/httpbin
imagePullPolicy: IfNotPresent
name: httpbin
ports:

— containerPort: 80
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B @ Ingress Gateway # 7% httpbin ARZS 2 MG A

apiVersion: networking.istio.io/vlalpha3
kind: Gateway
metadata:

name: httpbin-gateway

namespace: foo
spec:

selector:

app: 1istio-ingressgateway

istio: ingressgateway
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servers:
— port:
number: 80
name: http
protocol: HTTP
hosts:

— xmn
apiVersion: networking.istio.io/vlalpha3
kind: VirtualService
metadata:
name: httpbin
namespace: foo
spec:
hosts:
— xmn
gateways:
- httpbin-gateway
http:
— route:
— destination:
port:
number: 8000

host: httpbin.foo.svc.cluster.local

BT curl 1BA] curl "SINGRESS_IP:80/headers" -s -o /dev/null -w "%{http_code}\\n" MiXAR
SEENE, FEEBFEERMUEHE $SINGRESS_IP B NERAGATEM X IP Hillk, [EHEIER T 2KE

00 R[EIHH,

TR RAAGARIEN KECE JWT INERIN, BoEHE /a0 JWT SHRYIEXK,

YAML fic & 7~ 13

PEf A & R

N

&
(=8
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@ A M55 A

apiVersion: "security.istio.io/vilibetal"
kind: "RequestAuthentication"
metadata:
name: "jwt-example"
namespace: istio-system
spec:
selector:
matchLabels:
istio: ingressgateway
app: istio-ingressgateway
JjwtRules:
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— issuer: "testing@secure.istio.io"

jwksUri: "https://raw.githubusercontent.com/istio/istio/release-1.9/security/to

& Create Authentication

Policy Name *

Policy Type * PeerAuthentication o RequestAuthentication

Configure the request authentication method of the service

Namespace * istio-system v

Specify Service/Gateway Method Select Service By labels

Service/Gatew
Service/Gateway istio-ingressgateway v

selector app: istio-ir istio: il
JWT Rule
Rule 1 Delete
issuer * testing@secure.istio.io
jwksUri https://raw.githubusercontent.cor
More v
Add Rule

Cancel
FLESEE, FRAPRIGIERER JWT S UEMNDE & AR,

I=R
WL LU, #EH— D IERN JIWT ST R, ESAFR LR SINGRESS_IP BN ENYA B
5% 1P sk, AR XA BOEHFEIEER JIWT SHIAVIER, Kit=RE 401 R[E,
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curl —-header "Authorization: Bearer deadbeef" "SINGRESS IP:80/headers" -s -o /dev/

EE LU, #5H— D ETEN IWT SRAGETTR, ERAFRERUSHHY SINGRESS_IP BN EHA 5 AE
WK 1P sk, OGN X XBOEEEH 75 IWT SRIER, K&K E 200 R[EH,
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TOKEN=$ (curl https://raw.githubusercontent.com/istio/istio/release-1.9/security/too
curl —-header "Authorization: Bearer S$STOKEN" "SINGRESS_IP:80/headers" -s -o /dev/nu

WS IOAE, B DU P A AR IR B E G K JWT INER B4, B UYECE T JWT IAERN),
Ingress Gateway {h =GB ARIEET JWT FHEVIER, FRHFIRIER JWT SHHYIE KT ZACE AuthorizationPolicy, M
FLUT YAML SCAEZEARSS A BT AT BRI Ingress Gateway fE4a A JWT S REAYIE K :
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@ A M55 A

apiVersion: security.istio.io/vlbetal
kind: AuthorizationPolicy
metadata:
name: frontend-ingress
namespace: istio-system
spec:
selector:
matchLabels:
app: istio-ingressgateway
istio: ingressgateway

rules:
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- from:
- source:

notRequestPrincipals:

— T %1

action: DENY

BERARES JWT SRR LR curl "SINGRESS_IP:80/headers" -s -o /dev/null -w "3
{http_code}\\n" , KA, &RE] 403 R[EES, AuthorizationPolicy TRHE& AL,
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A BT

Authorization 2R B HC &

BN - 2023-12-26 14:19:55

Al

BRI FECE A%, namespace. AR5 /Workload 7o FEl Y77 [A) 8 FEALI,

BLEZ BN, AuthorizationPolicy = E &L FE%
selector : F5E RMEHYERGE L,

action : fEEIZKIEZE ALLow REGLZE DENY IKEE,
rules : FZAGHMIN 44, H from, to, where 3 EBHA%,
from : $57E I8 KA R IRIFIES

to © FEE E KAVHRIERHIE,

when © F5E AR A= 2414

245 AuthorizationPolicy iy ArLow #1 DENY SRESN T [F—ERE,
W&, ARAERNANT

1. AESRPCETfT—4c DENY SRS, NFELIZIE RITm,
2. ANZTEE A (M ALLow SREE, WIFCYFIZIE RV,

IR A%

&R LU AuthorizationPolicy CRD

DNEY RIEHIEESET arLow R

3. AIYANZTERETESE ALLow SRIE, HIERPCEE| T —2c aLLow SREE, NI7RFIZIE RIVIGIA),

4. FELEIZTERITTT ],

RN R @ BRI R (sd) ARTERH]
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O AT

ave
authorization
Policy 2

YES

Match deny
Policy ?

NO

Have allow
Policy ?

YES

Match allow
Policy ?

NO

N

LU 2 M5k AuthorizationPolicy 7~
default namespace HJARZS LI AT A TE K7 A]

RN R @ BRI R (sd) ARTERH]

NO

YES

Y
Y

Allow ]

NO

Y
S

Deny ]

YES

h 4

Allow }

S

Allow J

FIR55 A%

%142 18071



@ A M55 A

apiVersion: security.istio.io/vlbetal
kind: AuthorizationPolicy
metadata:
name: allow-all
namespace: default
spec:
action: ALLOW
rules:
- {1}
# FUTAT LAPCACATATIE K
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@ ﬁﬁfﬂﬁ 25 s

default namespace IR IEZLFR A IE K7

apiVersion: security.istio.io/vlbetal
kind: AuthorizationPolicy
metadata:
name: deny-all
namespace: default
spec:
{1
# Y action FREAHEEMN, BINZ arrow, MHEIERIEEICECAEATHLN]
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A BT

AuthorizationPolicy B8 %7 EX i FH

LUF 42 AuthorizationPolicy 57 B¢

T BT

metadata.name

metadata.namespace

spec.

spec.

spec.

spec.

spec.

RRANFTA

selector

action

rules.from.source.principals

rules.from.source.requestPrincipals

rules.from.source.namespaces

BIM=IRE (ts) BRIULELA

&
e
i
i

string

string

map<string,

string>

stringl[]

stringl[]

stringl[]

IR A%

FE A
AuthorizationPolicy %1
AuthorizationPolicy i Z2[A]

AuthorizationPolicy fif F3EE [
FREFEEN, FLEEER
namespace, VCECHCE T &ZHY
Workload G :

namespace % istio-system,
H selector “FERAEER, %%
Mg A A5G B 9 A PR A
namespace HEJF istio-systerr
" namespace, H. selector Ff
THEEN, RIS E I IEE
"y namespace

namespace H%5 I istio-systenr
"y namespace, H. selector Ff
HE T HMEEE, RIgH4
RIEE I {EFTE namespace T
HRYE selector PEECEIHY Workloe

FEEIZRIEE ALLOW SRIE&T

= DENY IRH&

XS B 3515 (H service
account) , PCfr

source.principal FEX,
ZURIEH mTLS, ARIEER A
VLA principal

FRE IR (H iss/sub
claim) , Ptic

request.auth.principal
T, ARGV
requestPrincipals

1ERIEI namespace %13, Pt
EE sSource.namespace ?

B, ZORIEH mTLS, REER

55145 18001



A BT

spec.

spec.

spec.

spec.

spec.

spec.

spec.

rules.

rules

rules

rules

rules

rules

rules

from.source.ipBlocks

.to.

.to.

.to.

.to.

operation.hosts

operation.ports

operation.methods

operation.paths

.when.condition.key

.when.condition.values

stringl[]

stringl[]

stringl[]

stringl[]

stringl[]

string

stringl[]

IR A%

FeVFR B AT namespace i
R

IP block %115, PEfLd
source.ip T, XEHI
Bk (W 1.2.3.4 ) 5CID
By (B0 1.2.3.4/24 ) ,
HE VTR 1P #1517

ERIEAYIE, PEid
request.host ?Eﬁ, ARIH
BN R HEATIE, R
HTTP B sief A

TERAVIG 73R, PEfd
destination.port T,

AEF N LR

TERIVTIEAIER, PLfc
request .method f?EQ, fd
F gRPC thM I EARZE NN
POST o AEEIITLIFEMT
%, GHRHE HTTP HhsGE R
i

TERAVERTE, PEfd

request.url_path FE,
RIEBN SRV RS, (5Kk
£ HTTP P& R

Istio SCHFIVZRAFT B, 1D

Authorization Policy Conditions

EEN Ve SERERTIES

i AuthorizationPolicy Fiti& namespace K177 [AIFXFR

NEBRER AuthorizationPolicy SRESRCER, FATE /i B —EMIARREF RN E B ER, HEEREAT test
namespace HY client iik55 2 H 3/ &#EX base namespace user ARZ5HIIH]

RN R @ BRI R (sd) ARTERH]

5146 18001


https://istio.io/latest/docs/reference/config/security/conditions/

@ A M55 A

apiVersion: vl
kind: Namespace
metadata:
name: test
labels:
istio.io/rev: 1-6-9 # sidecar H#IFA (istio 1.6.9)
spec:
finalizers:
— kubernetes

apiVersion: apps/vl
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> BT s

kind: Deployment
metadata:
name: client
namespace: test
labels:
app: client
spec:
replicas: 10
selector:
matchLabels:
app: client
template:
metadata:
labels:
app: client
spec:
containers:
- name: client
image: ccr.ccs.tencentyun.com/zhulei/testclient:vl
imagePullPolicy: Always
env:
— name: POD_NAME
valueFrom:
fieldRef:
fieldPath: metadata.name
— name: REGION
value: "guangzhou—-zoneA"
ports:
— containerPort: 7000

protocol: TCP

apiVersion: vl
kind: Service
metadata:
name: client
namespace: test
labels:
app: client

spec:
ports:

— name: http
port: 7000
protocol: TCP

selector:

app: client
type: ClusterIP
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apiVersion: vl
kind: Namespace
metadata:
name: base
labels:
istio.io/rev: 1-6-9
spec:
finalizers:
— kubernetes
apiVersion: apps/vl
kind: Deployment
metadata:
name: user
namespace: base
labels:
app: user
spec:
replicas: 1
selector:
matchLabels:
app: user
template:
metadata:
labels:
app: user
spec:
containers:
— name: user
image: ccr.ccs.tencentyun.com/zhulei/testuser:vl
imagePullPolicy: Always
env:
— name: POD_NAME
valueFrom:
fieldRef:
fieldPath: metadata.name
— name: REGION
value: "guangzhou-zoneB"
ports:

— containerPort: 7000

apiVersion: vl
kind: Service
metadata:

name: user
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2 Hﬁ i:H_E AR S5 R

namespace: base
labels:

app: user

spec:
ports:
- port: 7000
name: http
selector:

app: user

BE client ASRIVHE, REIVIRY), 1EFRET user B2 -

< Cluster (Singapore) /. / Deployment:client(test)

Pod management Update history Event Log Details YAML

Conditional filtering

® client-5f968b69b4-29448 v client v

100 data entries v

UserlD:
UserID:
UserID:
UserID:
UserID:
UserID:
UserID:
UserID:
UserID:
UserID:
UserID:
UserID:
UserID:
UserID:
UserID:
UserID:
UserID:
UserID:
UserID:
UserID:
UserID:
UserID:
UserlD:

R R R R RPRRRRRRRRREPRRPRRPERRPERR RS

& T RMAECE Authorization TR, AL base namespace MRS #i test namespace MRS 1A (FFEITE
mTLS) .

YAML Fic i& 7= 151
=T E N
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@ A M55 A

apiVersion: security.istio.io/vlbetal
kind: AuthorizationPolicy
metadata:

name: base—authz

namespace: base
spec:

action: DENY

rules:

- from:
- source:

namespaces:
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> BT s

4 Create Authorization Policy

Policy Name * base-authz

Namespace * base v

Specify Service Select Service By labels

Service/Gateway

al v al v
selector N/A
Policy ALLOW @ DENY
Matching Rule
Rule 1 Delete
Source
namespaces v  test [x)
+
Add Source

Operation  Add Operation
Condition  Add Condition

Add Rule

Save Cancel

BLESTAE HREE client NAEZRHE, LKMFTEIHREIEK, AR user {55, AuthorizationPolicy %%,

RN R @ BRI R (sd) ARTERH] 55152 318071



2 Hﬁ i:H_E AR S5 R

< Cluster (Singapore) / / Deployment:client(test)

Pod management Update history Event Log Details YAML

Conditional filtering

® client-5f968b69b4-29448 v client v

100 data entries v

1 | No logs yet

{ F AuthorizationPolicy ECi&E Ingress Gateway 9 IP A% A

SERT LU AuthorizationPolicy il ZAREE X Ingress Gateway FCiE IP 2/H 4 ¥,
NI H A RECE SR, RIS — MRS httpbin. foo , FHECEME Ingress Gateway #F It
ARSSEN W

]2 foo namespace, H )3 sidecar HaliEA, #5%E httpbin ik%5Z] foo namespace :
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apiVersion: vl
kind: Namespace
metadata:
name: foo
labels:
istio.io/rev: 1-6-9 # FFE namespace W sidecar HINFEA (istio A 1.6.9)
spec:
finalizers:
— kubernetes

apiVersion: vl

IR A%

RN R @ BRI R (sd) ARTERH] %5154 318011



> BT s

kind: ServiceAccount
metadata:

name: httpbin

namespace: foo
apiVersion: vl
kind: Service
metadata:

name: httpbin

namespace: foo
labels:
app: httpbin
service: httpbin
spec:

ports:

- name: http
port: 8000
targetPort: 80

selector:
app: httpbin
apiVersion: apps/vl
kind: Deployment
metadata:

name: httpbin

namespace: foo
spec:

replicas: 1

selector:
matchLabels:

app: httpbin

version: vl

template:
metadata:

labels:
app: httpbin
version: vl

spec:

serviceAccountName: httpbin

containers:

- image: docker.io/kennethreitz/httpbin
imagePullPolicy: IfNotPresent
name: httpbin
ports:

- containerPort: 80

BLE T Ingress Gateway ## httpbin AR55 27
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@ A M55 A

apiVersion: networking.istio.io/vlalpha3
kind: Gateway
metadata:
name: httpbin-gateway
namespace: foo
spec:
selector:
app: istio-ingressgateway
istio: ingressgateway
servers:

— port:
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> BT s

number: 80
name: http
protocol: HTTP

hosts:

_ nm%mn

apiVersion: networking.istio.io/vlalpha3
kind: VirtualService
metadata:
name: httpbin
namespace: foo
spec:

hosts:

wxn

gateways:
- httpbin-gateway
http:
— route:
— destination:
port:
number: 8000

host: httpbin.foo.svc.cluster.local

N

Wt curl IBA] curl "SINGRESS_IP:80/headers" -s -o /dev/null -w "${http_code}\\n" MIXIR
SEENE, FEEFREMEHN SINGRESS_TP FHNEIALIRM X IP #islk, RGN TRME

200 R[ETE,
i Ingress Gateway REIETAZRER EL SR P i 1P, FANFEZIEN Ingress Gateway Service HJ ExternalTrafficPolicy
9 Local, TRUETREATEAT sk &AM SNAT,
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> BT s

&« Update access method

Basic Information

Region

Cluster ID
Namespace

Resource Name

@ If you change the service access method, the original public/private CLB created while using the Internet Access or Private Network Access wi
which may affect your running business.

Service Access ClusterlP NodePort o LoadBalancer (public network) LoadBalancer (private network)How to select [4

(D After the architecture upgrade at 00:00:00 on November 2, 2021 (UTC +8), all CLB instances are guaranteed to st
second, and 5,000 queries per second (QPS). The price now for private/public CLB instances ranges from 0.686
instances according to your actual needs. View announcement [2

A public CLB is automatically created for Internet access (0.003 USD/hour). It supports TCP/UDP protocol and is applicabl
If you need to forward via internet using HTTP/HTTPS protocols or by URL, you can go to Ingress page to configure Ingres:

IP Version IPV4

The IP version cannot be changed.

Port Mapping Protocol (D Target Port(®) Port®
TCP v 80 80
TCP v 15021 15021
TCP v 15443 15443
Add Port Mapping
ExternalTrafficPolicy Cluster Q) Local

Preserve the client IP, and ensure that traffic is only forwarded within the node if the access mode is public network, VPG pi
check for nodes without pods may fail, raising the risk of unbalanced traffic forwarding.

Local Binding Activate

When it's enabled, the load balancer will only be bound with nodes with pods.

Local Weighted Balancing Activate

According to the number of pods on the backend node, automatically configure the load balancing weight forwarded to thi:

Session Affinity clientiP O None

Update access method Cancel

T2 AuthorizationPolicy HEAHNLAY IP HisibF| A Ingress Gateway % B, HIKIE R AESAE
YAML Fi i& 7= 151

e B R E B

R
e
o

HAFTE - BBRaIHE b)) BRIEENH %5158 118071



@ A M55 A

apiVersion: security.istio.io/vlbetal
kind: AuthorizationPolicy
metadata:
name: black-1list
namespace: istio-system
spec:
selector:
matchLabels:
app: istio-ingressgateway
istio: ingressgateway

rules:
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- from:
— source:
ipBlocks:
- SIERIAAL 1P HbiE

action: DENY

& Create Authorization Policy

Policy Name * black-list

Namespace * istio-system v
Specify Service By labels
Service/Gateway

istio-ingressgateway v

selector app: istio-ingressgateway; istio: ingressgateway
Policy ALLow ) DENY

Matching Rule

Rule 1 Delete
Source
ipBlocks v | mmmm [x]
+
Add Source your local IP

Operation ~ Add Operation
Condition ~ Add Condition

Add Rule

Save Cancel

A& SER S BGEY curl 1IBA] curl "SINGRESS_IP:80/headers" -s -o /dev/null -w "%
{http_code\\n" MHKARSHNEEE, EEEFEFMUSHRY SINGRESS_IP B NERAZAIEI X IP Hi
HE, BEEFFIRISEE, RE] 403 iR[EIRYG, HASL EATRREAERY,
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> BT s

I E] ¢ 2023-12-26 14:20:21

MR35 AR OB RE B @ &2 ik« Vi E R (CAM) R EG A a5 (TKE) RBAC BUR,

BINEOLT, FIKSTAE& CAM IR, JEEBEQIEE R FIKS A BEH X LA RBAC FUBUR, 5752002 XEk
CAM ERIEH] TKE RBAC AXSRME R TT VRS 177 A BRLE {6 AT 1% A AR S5 R At B2 T

CAM FURARIE A A /2 1 CAM B GEH 2 LS EEHE CAM BRI FIKS) 52k, B2 X T CAM K
WEHIEEAE R, THS I CAM Hilit, TKE SEREHT RBAC AR RIS HIZm B AT T i 2 AN R RFEF R (BEEE
MRS EERRERIRNKS) ek, TSI TKE RBAC #21

PiHA :

A SEARTFEN FIRP BT TOM A X BHIRA TR B, T DA T, Blod s Bl A R MO SO -
SRR

TCM T CAM HIRX PR 2]

LT TCM SRR T CAM B TRA IR R,  BNRERS L VFEE FREEXHa & BRI ia £ #E. TISEBIARA
TCM AH % CAM AR,  fasTR ZORF SR KBk 1 K5 72 A A

4T TCM £ CAM HY BT IRFARFRAZEFIRURL L AAEI WA SLBIZ0,  BIER] LIRS E 7S X 16 E WA RER AT
TEEHIHRIE,

TCM #H %725 TKE 1Y RBAC tFR & H

i TCM A2, =W EX TCM EFE TKE £/ Kubernetes IR G, iXEARIEFREA B IEH TKE
RBAC fXBR, ERINIESERFONEE Y K-S 1% 6 X BRI RBAC MR, TEUERFEM R T Ik S X N ERE
RBAC BUR, FIK=FREIEH LA TCM,

TERTIE SR B O3/ R/ BEHARSS PUAS . TSI/ SRR 55 R NS RE. TEFMIZERBEAIE/MIER Ingress Gateway W X 57
FUHMN BRIV EE R (tke:admin) BUR, XTI Istio ¥ (Gateway, VirtualService, DestinationRule,
ServiceEntry %) HIRIEANTRESERFHY RBAC AR,

B % TKE Kubernetes S RENRIEHIER, 1EZ W TKE Kubernetes X R ARSI, TKE RBAC UG R, &S
PUESZ3E - Saw s
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https://www.tencentcloud.com/document/product/457/37368
https://www.tencentcloud.com/document/product/457/37366
https://www.tencentcloud.com/document/product/457/37367
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TEfE BN AR5 MRS (Tencnet Cloud Mesh, TCM) HUEREHY, 15 MeEIMRSS WASAE X =USIRIVIEH, b T 1&RE
H LA TCM HIIhRE, EFREN TCM WUARFS Mt TeM_OoCSRole MHATIRAX, #%HU5, TCM IRFSHREMAMH R =
TRENRF NI = RS 805 IS5 RS PR S DU & EH] TCM — ARS8 IIHE s, o Bl

QcloudAccessForTCMRole il QcloudAccessForTCMRoleInSampleDeployment DT R

N

B RSS RE ZER B

BRUR

BIREEMHESRBIREK S G, B0 IS5 WS G & B, FEaid v RE BT DN 2 5k B2 TS RS W
FIREA MRS (TKE) . SSLIEH (SSL) . HiEMS (CLS) FHLRHEIRHIAIR, 1A PR Tt X BRI sk g

QcloudAccessForTCMRole & TCM AR A TCM_QCSRole 5B, WNEZ ARG TCM RS A, %
TR =2 K TCM [R5 A iy fili,

SRS R
1 BB [R5 IR TR ©, S RS AR A 1

Service authorization b4

The account 200022964238, does not authorize Tencent Cloud Mesh to access TKE, please
go to Access Management to get authorization. After authorization, you can continue to use
Tencent Cloud Mesh.

Go to Cloud Access Management Cancel

2. LRI VIR EE, #A CAM FEH & RS FRZALTLH ,
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https://console.tencentcloud.com/tke2/mesh
https://console.tencentcloud.com/tke2/mesh

A BT

&  Role Management

Service Authorization

IR A%

After you agree to grant permissions to Tencent Cloud Mesh, a preset role will be created and relevant permissions will be granted to Tencen

Aole Mame

Role Type

Description

Awthorized Policies

PRAZE
KRS (TKE) X%
R

DescribeClusterSecurity

SSL iE# (SSL) #H*
R

DescribeCertificateDetail

HEMR% (CLS) X%
R

getLogset
getTopic
createLogset
createTopic

modifylndex

TCM_QCSRole

Service Role

Preset policy C}cIt:udﬁu[:cnessFt:-rT'GI'o.l'IF|0Ine®I

it
BT
o
SRR
i
FRE

RIS TS
O HER
Bl HE M

(EE]
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Current role is a Tencent Cloud Mesh service role, which will access your other cloud service resources within the pen

PRI

FTEBRIR

e

FTEBIR *

P

BV *
AR
AR
FTEBIR

AR

545163 #£18001
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listLogset FRHR H 55 AR -
listTopic FRHR F 25 51 % FERE -
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R LT CAM HHHY TCM HH K s il KERE 7K S, PUE5ERL TCM (1Y CAM #5743,

TCM HH % Filis s g
T PR TN A 7 R AR XU
il EpUN
QcloudTCMFullAccess AR WAE (TCM) 2EIGRAIR (B, MBRSE2EHERE)

ARZ5 MRS (TCM) HiEVIFBER (AJLEE TCM TRTE SR, EEEE!

QOcloudTCMReadOnlyAccess MR A

PR %% PR AS 22 SR BT 1 SR
KM&% © QcloudTCMFullAccess, REGHAE :
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IR A%

{
"version": "2.0",
"statement": [
{
"action": [
"tcem: <"
]I
"resource": "*",
"effect": "allow"
}
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P55 ke IS T 15 S Mt
HKI%% © QcloudTCMReadOnlyAccess, SRIGHNZA :

"version": "2.0",

"statement": [

{

"action": [
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"tcm:List*",
"tcm:Describe*",
"tcm:ForwardRequestRead"

1,
"resource": "*",

"effect": "allow"

TCM #H % 7= ih#y CAM FXBR

EH TCM it K 2l K BkHY VPC, CCN. CLB. TKES:/#ifY CAM IR, ] ISE N Fhi) CAM AU,
NT IS T EEIR

TCM # %77 i PR SR

FAEMZE (VPC) VPC Vi A& B
st (CLB) CLB /i [ B PR
wanliss (TKE) TKE BURE PR AT

TR K IR PR R
T O 7N AR P USRS o, SR 9 00 3 B A58, I ST R,

B KR

AT DAE SR K5 % BRI DUR BRI a1 B AR

1. BRI MBI A, R AN SRR ER > FAPAIR,

2. (R PHIRTUME, 1B E BRI 7k 5 FTEF T4 ML,
3. FESAHIY K BERIS B I rh, kT SRS

4. B HEERIA]

BEZH X BEX

RILURFIRSTSINER A, 1% FKSFF B 3RI0Z P AR K BRIS IR, QIR AEEREL R RIS, XFRIF
FRK S HAH R P LR,

1. BRI A, IEREANSAEhAR > AP,

2 TEAPFIRE TR, efRREIRE R TS AT E TG MBS 8RE > BnEI4,
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https://www.tencentcloud.com/document/product/215/35498
https://www.tencentcloud.com/document/product/214/9777
https://www.tencentcloud.com/document/product/457/11542
https://console.tencentcloud.com/cam
https://console.tencentcloud.com/cam
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3. E R ASIEE & O, AEFMANHFH,
4. B ERIA],

BR TS RIE
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https://console.tencentcloud.com/tke2/mesh
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AN BE XBIREBEROR, ERTDOEE Al CAM HIE SORRE, HRBCE 7S KB E XA, R 5530K
FAARTE KR 55 7RI T

CAM JtHES#
CAM HE LRI R T © #E (action) . BWIFE (resource) . RIS (condition) LIN A (effect) o

1. #/E (action)

R VPR E, #RVERT LU AP (L name RiZRHHDN) sREIHRESE (—4H%5EM AP, L/ actionName HiiZ&
i) o TR EET, ERILIEE TCM £ A CAM [ AP,

2. %I (resource)
AR BN B dE, B /SER SR, el IEFR TCM &L,

3. E#ZH (condition)
TR RIS AL A RS, S CIFEHRVERTY, HREREAIREEA AR, SoMHE ] LR (E], 1P HiHEEE(E R,

4. %h (effect)

RGBS R e it BaE4e”, T4 allow (o) Mldeny (RIEH) WFHENL, 12T 20
I,

2

5. BE SURBEHEB]
ZEMEA RN MBI R S mesh 2] © mesh-abcd1234 Fl mesh-1234abed AR EE B E,
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IR A%

{
"version": "2.0",
"statement": |
{
"effect": "allow",
"resource": [

"gcs::item:igz:uin/1234567 :mesh/mesh-abcd1234",
"ges:item:gz:uin/1234567 :mesh/mesh-1234abcd"

1,
"action": [

"name/tcm:DescribeMesh"
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}

BZ KT CAM HE SCRIGEERIZH, HS I CAM IERIZH

CAM A E[HZANHY TCM B A

AR RIS F Y B I 3R 75 1
ARSS5 A% gcs::tcm:Sregion: $account :mesh/S$Smeshid
Hrr e

$region : fEMMIBUSE, NIOYEA region By ID, HAN gz NITM,

Saccount : HAEIEHAEZENEKESELE, RN uin/${uin} , Bl uin/12345678 , HIENZENE
ANERIEH CAM F FATE R FE 0K

$Smeshid : flizbmeshSBIMER, ROMFEDMWEE ID, 8 *

KTHBERIE PR SRR 77 2K, EZ I G774,

CAM HA[X TCM #HATHAX A T

£ CAM H1, B[ LU TCM mesh AT T #/E (action) HIHZAL,

Mesh SHi#H %
API #1F AP ffiih AR
CreateMesh AIEEAR S5 A mesh %  qgcs::tcm:Sregion:S$account :mesh/*
DeleteMesh TR AR 55 PR A% mesh ®\J# qgcs::tem:S$region:Saccount :mesh/Smeshid

DescribeMesh IRENFE E AR S5 A mesh H\J# gcs::tem:S$region:Saccount :mesh/Smeshid

ListMeshes IREUIRSS P AE 511 2% mesh ¥R  gcs::tcm:$region:Saccount :mesh/$meshid

ModifyMesh 1B ARSS PN L & mesh %7  gecs::tcm:$region:Saccount :mesh/$meshid

UpgradeMesh RS AE mesh %  ges::tcm:$region:$account :mesh/$meshid
Istio BEIEAH %
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https://www.tencentcloud.com/document/product/598/33415
https://www.tencentcloud.com/document/product/598/10606

A= JR55 A%
A BT
AP| #5:1F AP iR B
% Istio Y CRD % mesh B
ForwardRequestRead % stio [y GRD % .
b gcs::tcm:Sregion: $Saccount :mesh/$meshid
H Istio ') CRD ¥  mesh %
ForwardRequestWrite Ef stio f CRD ¥ g
b gcs::tcm:Sregion: $Saccount :mesh/$Smeshid
ARS5 ZIAH X
AP| #1E AP iR e/
. . KRB MG mesh BRI
LinkClusterList
il gcs::tcm:$region:$account :mesh/$Smeshid
T mesh %R
UnlinkCluster fig bR KRR 3
gcs::tcm:$region:$account :mesh/S$Smeshid
SHGACEM R AH %
AP| 51F AP fifiiR B
mesh i
el . , |
CreatelngressGateway gcs::tcm:$Sregion: $account :mesh/Smeshid
IngressGateway
mesh ¥
illes . .
DeleteGatewaylnstance gcs::tcm:Sregion:Saccount :mesh/$meshid
IngressGateway
il mesh i
DescribelngressGatewayL.ist IngressGateway 4| gcs::tcm:Sregion:$account :mesh/Smeshid
#*
mesh ¥
. Bk . .
ModifyIngressGateway gcs::tcm:Sregion:Saccount :mesh/$meshid
IngressGateway
IR IR K
AP #51F AP fiiR B
CreateTrial OIEEARSS A% — BRSO PR SR PO AT S
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DeleteTrial FIRAR 55 (A% — B AR G0 A PO AT SR

RetryTrialTask IR AR S5 RS — S AR SR AR N O TSR~
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Wasm 72 WebAssembly F465., RIS il N$a S INEE] envoy filter chain H, SKEHMASEARERE 1Y
B, MRS envoy FIT A MERVARRE, FF AR ZEHEL envoy RIE. FRiFERIRRY envoy IiRASK SCEIRE
NP R, IFHiE B MERIZ 2 EE R,

M Istio 1.6 iiiASTT4A, Proxy-Wasm D& APl U T Mixer 7E4 Istio TEIYT EELIA SR, F T envoy Al
wasm FERIWLZ B AE H, KItimEss wasm filter 23 envoy 75 Z{# F Proxy-WASM SDK,

WHE G wasm XY BN BERImRE ) FE 7 NLLT LY

1. %m5 wasm filter, AJiEZ WL =M,

2. 1% wasm filter £ AZI| configmap ', @il configmap I wasm filter HEENLE TIEMEL, R wasm filter 5 D1

2> node k.,
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https://github.com/proxy-wasm/spec
https://github.com/envoyproxy/envoy-wasm/tree/19b9fd9a22e27fcadf61a06bf6aac03b735418e6/examples/wasm
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kubectl create cm —-n foo example-filter ——from-file=example-filter.wasm

3. FF wasm filter HZENV S TAEZE, FIAIH Istio i annotation HLI, I TAE AR B shEE0E B Y ST
T
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https://istio.io/latest/docs/reference/config/annotations/

IR A%

sidecar.istio.io/userVolume: '[{"name":"wasmfilters-dir","configMap": {"name": "exa

sidecar.istio.io/userVolumeMount :

F annotation N FHEIIX M TAERELZ I -

RN R @ BRI R (sd) ARTERH]

'[{"mountPath":"/var/local/lib/wasm-filters", "nam
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kubectl patch deployment -n foo frontpage-vl -p '{"spec":{"template":{"metadata":{"

4. A& envoyfilter, I wasm filter IINEIX B TAE 1 EHY envoy filter chain 7, HEAEZL,
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apiVersion: networking.istio.io/vlalpha3
kind: EnvoyFilter
metadata:

name: frontpage-vl-examplefilter

namespace: foo
spec:

configPatches:

- applyTo: HTTP_FILTER

match:
listener:
filterChain:
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filter:
name: envoy.http_connection_manager
subFilter:

name: envoy.router
patch:
operation: INSERT_BEFORE
value:
name: envoy.filters.http.wasm
typed_config:
'Qtype': type.googleapis.com/envoy.extensions.filters.http.wasm.v3.Wasm
config:
name: example-filter
root_id: my_root_id
vm_config:
code:
local:
filename: /var/local/lib/wasm-filters/example-filter.wasm
runtime: envoy.wasm.runtime.v8
vm_id: example-filter
allow_precompiled: true
workloadSelector:
labels:
app: frontpage

version: vl

Zit, wasm filter HiB5EEK, 5—F wasm filter I HTEAZES, 1ES W FIME wasm filter 5%, F|FH WASME T.
BERE, ES I #H wasme #5%& wasm filter,

AILIEH, wasm filter FUERBRNER], THERERMEERBIINAE, %A TERELHATH R BRI E

TCM 424 T EFERYERE TH, wTLUAI A T B il e ST AR wasm filter #E2& B RNV SSH, M UL 6]
TCM L EM#t&EHE wasm filter,
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https://docs.solo.io/web-assembly-hub/latest/tutorial_code/getting_started/
https://docs.solo.io/web-assembly-hub/latest/tutorial_code/deploy_tutorials/deploying_with_istio/
https://www.tencentcloud.com/document/product/1152/47492

