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Service discoven
® Cluster Singapore ¥ = General cluster ¥ o 0

You're not allowed to access the cluster

SideCar auto-injection
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Q

®
®

A SideCar will be injected automatically to newly created Pods in the selected namespace. For existing Pods, you need to restart them to inject SideCar.

RPSES
i A TSR admin U, FTBELL T RRHERLIE,

BERARIKS BN

AIRSE LIRS B E B ARUR, FIEEEE TKE ¥l &, (AR Hadmin@IE, Pudon B N FIKS R T

ZERRENY admin AR, AT EIFTR

¢ F ) Deployment
Cluster (Singapore)

Basic information

Node °

management

Namespace

‘Workload Name Labels Selector Number of running/desired ... Request/Limits
* Deployment (@ You do not have the permission required for the operation. Please contact the cluster admin for authorization. If you are an admin, you cal get cluster admin role !

(@  Starting from April 30, 2022 (UTC +8), TKE automatically applies the resource quota in the cluster namespace based on the cluster model. For details, see Resource Quota 4 .

Operation Guide [ [NCIEEERER7IVE

Operation

cannot list resource "deployments" in API group "apps" in the namespace 'default’) directly. Retry
“ StatefulSet

* DaemonSet Page 1

= Job

F AT ISR

1 ESRERAEENERRIKS (HZKE 8T IRSHEE0 .
2. 1€ TKE TEil & HifefesiRt,
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https://console.tencentcloud.com/tke2/cluster
https://console.tencentcloud.com/tke2/cluster
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3. TEEREFIEIETL, AT IRAUEEL > RBACKRIBAE RS, W TEFIR

Basic information

Node
management

Namespace
Workload

HPA

Service and route

Configuration
management

Authorization
management

* ClusterRole

@ Starting from April 30, 2022 (UTC +8), TKE automatically applies the resource quota in the cluster na

RBAC Policy Generator

* ClusterRoleBinding

* Role
* RoleBinding

*  ServiceAccount

Storage

Add-on
management

Name

. ClusterRolelT

cbs-csi-controller-binding Il

cbs-csi-node-binding I;

Get cluster admin role

Labels

cloud.tencent.com/tke-accoun - }
app.kubernetes.io/managed-by:Helm

app.kubernetes.io/managed-by:Helm

Ib-ingress-clusterrole-nisa-bin...

|

system:kube-proxy If

tke-bridge-agent I

tke-cni-clusterrole-binding If1

tke-monitor-agentIq

4. FEFAE TR IR BRI 7K S, AT EIFTR
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app.kubernetes.io/managed-by:Helm
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o Select an account >

Account type Sub-account Service role

Select an account

Sub-account list18/18 loaded1 item selected

= Username Sub-account

Root Account 2

) 2 [

20(

an

5. SRR, RAVER AR, A1 FEFR

° Select an account

Selected account

Permission settings

Permission description

> e Cluster RBAC
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settings
willzgli
Namspace list Permission
All namespaces v Admin v X
Add permission
Admin  Own the read and write permissions over resources in all read and write permissions over cluster nodes, volumes, quotas; issions to configure ts and their
permissions
Ops team Own the read and write permissions over resources in all read and write permissions over cluster nodes, volumes, namespaces, quotas
Developer Owns the read and write permission for resources visible in the console of all namespaces or selected name spaces
Read-only
users  Owns the read-only permission for resources visible in the console of all namespaces or selected name spaces

Custom  The permission is subject to the selected ClusterRole. Please make sure that permissions of the selected
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https://console.tencentcloud.com/tke2/cluster
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—LERSSAEM: istio F3ERLIERSE RS, AR ATREZREAE] Pod B3R, R —EHEE, FEERRZISSEN T
FAMHERS (BIAMEEHOHIECE) |, AERKMELRL, REREIREHE. J8HKRKAEREZ envoy Rtz
(envoy FFZEMNIZEHIEHHINACE, FFE—KNE) , SBULS A HRELEPCEHE (B% k8sissue #65502)

RS,

H S A R B SRR L s — o, @ inE B, ARG AE LR, & EIamaaim
T sleep, )LD,
WRARLGIN, AT ISE DUT LG %R,

ySLh i A
FEE /5 RN AEE sidecar 13 AR
£ istio 1.7, #LXi@T 4 istio-injector 73 AZHEIGI— M HoldApplicationUntilProxyStarts MIFF KK

R ZAE, FFRETH)S, proxy FEEAZIZE— container,
A

HoldApplicationUntilProxyStarts j@ypes.BoolValue

holdPod := mc.DefaultConfig.JoldApplic
valuesStruct.Get6lobal().6etProxy () . fetHetdhppicationtneit

proxyLocation :=

holdPod {

#F istio-injector HaNFE AT template, ATLUHLEAIERFTHF T HoldApplicationUntilProxyStarts H

=7 sidecar N ill— postStart hook :
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https://github.com/kubernetes/kubernetes/issues/65502

{{- if .Values.global.proxy.lifecycle }}
lifecycle:
{{ toYaml .Vvalues.global.proxy.lifecycle | indent 4 }}
{{- else if $holdProxy }}

lifecycle:
postStart:
BXEC:
command:
- pilot-agent
- wait
{{- end }}

EHEEN THEEENSERES, sidecar 522 B 3G HAE G LS B,
FFRBCE 7 R AR EMR, T EAARRE T,

2 JR L E

JR R

& istio Y configmap 2 RIALE :
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kubectl -n istio-system edit cm istio

ff defaultConfig TFMIA holdApplicationUntilProxyStarts: true
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apiVersion: vl

data:
mesh: |-
defaultConfig:
holdApplicationUntilProxyStarts: true
meshNetworks: 'networks: {}'

kind: ConfigMap

i IstioOperator, defaultConfig 1&2 CR FEX meshConfig

RN R @ BRI R (sd) ARTERH]
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apiVersion: install.istio.io/vlalphal
kind: IstioOperator
metadata:

namespace: istio-system

name: example-istiocontrolplane
spec:

meshConfig:

defaultConfig:
holdApplicationUntilProxyStarts: true
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WRAEH istio 1.8 M H DL ERIRRA, AILUNFTREFTH A XHY Pod il L proxy.istio.io/config {EME, I
holdApplicationUntilProxyStarts BA true , nHl:

apiVersion: apps/vl
kind: Deployment
metadata:
name: nginx
spec:
replicas: 1
selector:

matchLabels:
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app: nginx
template:
metadata:
annotations:
proxy.istio.io/config:
holdApplicationUntilProxyStarts

: true

labels:
app: nginx
spec:
containers:
- name: nginx

image: "nginx"
FBEFEMNE, TIT G, BEWE S AREES sidecar 524 ready JG X BEEF), &1k Pod B3 A8 —Lk,
TER Y RN N LT R R AR BARIZ), FrLURDCR BTG LS5, FIARSECENTE, R

BN ST X
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Envoy & # IKAHS 431 Request Header Fields
Too Large

istio H http 153K, envoy iR[A] 431 FHIRASHS ¢

HTTP/1.1 431 Request Header Fields Too Large
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JRA

HARZSHS A http 153K header A/NEEFR T, BRIAFRHIPN60KIB, H HttpConnectionManager HCLEHY

max_request_headers_kb FEHRE, mAAEHEEE|96KIB :

max_request_headers_kb

(UInt32Value) The maximum request headers size for incoming connections. If unconfigured, the default max request
headers allowed is 60 KiB. Requests that exceed this limit will receive a 431 response. The max configurable limit is 96 KiB,
based on current implementation constraints.

LPNSES

A]LLE EnvoyFilter A% max_request_headers_kb FBEREEF header K/NRHl,
EnvoyFilter 75| (istio 1.6 % iEiE)
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apiVersion: networking.istio.io/vlalpha3
kind: EnvoyFilter
metadata:
name: max—header
namespace: istio-system
spec:
configPatches:
- applyTo: NETWORK_FILTER
match:
context: ANY

listener:
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filterChain:
filter:
name: "envoy.http_connection_manager"
patch:
operation: MERGE
value:
typed_config:
"Qtype": "type.googleapis.com/envoy.config.filter.network.http_connection

max_request_headers_kb: 96

A HRA LY v2 BCE, (BN v3 1Y BLE (istio 1.8%0IEs@ )
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apiVersion: networking.istio.io/vlalpha3
kind: EnvoyFilter
metadata:
name: max—header
namespace: istio-system
spec:
configPatches:
— applyTo: NETWORK_FILTER
match:
context: ANY
listener:
filterChain:
filter:
name: "envoy.http_connection_manager"
patch:
operation: MERGE
value:
typed_config:
"Qtype": "type.googleapis.com/envoy.extensions.filters.network.http_conne

max_request_headers_kb: 96

4 header A/NEET96KIB, EICRHX R 7 ¥ #E E body,
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Envoy BRIAZFF Header ##h/NE.
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Envoy 6t E =1 http header 1Y key ##8/NE. 415 —> http header Test-Upper-Case-Header: some-
value , &t envoy REFEZR test-upper-case-header: some-value o XNMEIEFEBM A,
RFC 2616 MyEHLRA T 4L HTTP Header /2 K/NGANEUEAY,

(O NANEAIN 75

7 header # i / NEAAFERTERI, (HALEIT X header K/NEBURASFAELL TR, Fl40 :
L5 AT header e /INE.
i Y SDK X} Header K/NEBUK, #M2HY Content-Length RHIWT response £ BRIl 7~ K5,

Envoy ScHFHIAILN

Envoy HSZHFIAIKFINI -

2/NE (BRIMERREN) o A0 © test-upper-case-header: some-value

YHFERKRE BNEEREH) . Bl : Test-Upper-Case-Header: some-value

QNSRS Y hitp header I AR/NESELEERE, WIEIEFHRA, B4l © Test-UPPER-CASE-Header: some-

value

RIS
HLRE A7 SR TOP WL, 9125 W10 TOP B, ik istio MEFT LIZALEE, WAt 22 hitp header &

INET ) BTREEENZ RN istio WL EREN.
ANSRARSSTELRBEN, FILATE Service HY port A FRH T I “tep” BIZE, AITAR -
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https://www.ietf.org/rfc/rfc2616.txt
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kind: Service
metadata:

name: myservice
spec:

ports:

— number: 80
name: tcp-web # FEEZIOMION tcp

WRARSERREES, RILLUES — RN T ServiceEntry AR S HITEE N TCP Service, LUk envoy X Hit {71
JERIALFE:
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apiVersion: networking.istio.io/vlalpha3
kind: ServiceEntry
metadata:
name: gcloud-cos
spec:
hosts:
- "private-1251349835.cos.ap-guangzhou.myqgcloud.com"
location: MESH_INTERNAL
addresses:
- 169.254.0.47

ports:
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— number: 80
name: tcp
protocol: TCP

resolution: DNS

S IEEMIEY

AR ATEE Envoy N HLETE KIS Header & FEERGRIFINI, AILUEH EnvoyFilter $5& Header #LNIN & FR/EKR
o FIANT
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apiVersion: networking.istio.io/vlalpha3
kind: EnvoyFilter
metadata:
name: http-header-proper-case-words
namespace: istio-system
spec:
configPatches:
- applyTo: NETWORK_FILTER # http connection manager is a filter in Envoy
match:

# context omitted so that this applies to both sidecars and gateways
listener:
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name: XXX # 18E cosflffYlistener name, FJLMconfig_dumpEIHE|

filterChain:
filter:
name: "envoy.http_connection_manager"
patch:
operation: MERGE
value:
name: "envoy.http_connection_manager"

typed_config:
"Qtype": "type.googleapis.com/envoy.config.filter.network.http_connection
http_protocol_options:
header_key_format:

proper_case_words: {}

TR

EHE 1istener name o

X

MR V818 RFC 2616 BIE, X Hitp Header FYALFHESR K/ INEASBUZR R,
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https://www.ietf.org/rfc/rfc2616.txt
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Headless Service #H X% [r) &

ol E N E]  2023-12-26 14:32:48

AR 55 TRl S AR DR I R, 404

B/1E 3
EGiAR%S (K40 Srping Cloud) iTFEE istio f&, ARSSRIVE FR[E] 404,

R

g A H Kubernetes FIARSS ZIH, il b HUOEREIRSS 1P ik, ARSS RIVE A5 B g, EEm
FEEIER IP &, BT istio By LDS 242# headless service F &1 PodIP+Port FYiEK, SAJGPLRLIE K
hosts, 415%HA hosts B#& hosts F1i%FH X PodIP+Port 19 service 1% (LLANERE Pod IP), FERPCACARM,
JEiR[E] 404,

FRRTIR

1. MDA E RN Pod IP Hutlk, 1E service 84,
2. B imiE K | hosts (FEEEHR)

I ARG A AR

H1 T istio FRIAXS headless service #1T passthrougth, i/ ORIGINAL DsT #&%, RNE#HF:ZE|FEAAHTHIY
IP, AMEAEMIAYAEIIME, FTLL Destinationrule HELEHRY trafficPolicy.loadBalancer #IARAE
A, FEMARIYIRE LA

215+ (consistentHash)

HsEA] (localityLbSetting)

RRAR
R TT 20 B Al — > service (JE headless) o

Vil sidecar Y headless service 220K

ELE 3

client (Hsidecar) if5d headless service 1i[f] server (Esidecar), 1A%, access log A LLEE

response_flags 4 UF, URX .
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FHR

istio 1.5/1.6 X} headless service 7455 bug, & endpoint H5i%H sidecar, #[E TS mils, SEI%H sidecar
i headless AR5 (4 redis) Vi[RI MEHE4n (FEUL #21964) , 2RI SE Istio ;bR (2) 1B ALK TE
kRS0 - ks

PRI R

5HE1 B DestinationRule ZAF] mtls

kind: DestinationRule

metadata:
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https://github.com/istio/istio/issues/21964
https://zhaohuabing.com/post/2020-09-11-headless-mtls/
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name: redis-disable-mtls
spec:
host: redis.default.svc.cluster.local
trafficPolicy:
tls:
mode: DISABLE

HR2 . e istio F1.7 B H LU ERIRRAS

Pod 72515 A 2RI

bJE 3
client 833 headless service /il server, 24 server Yy pod &Z/EE /5, client 7j[A] server &K, access log HH AL

E7%l| response_flags ¥ UF, URX ,

R

istio 1.5%1 headless service X5 bug,

client 3#5J dns fi#hT headless service, RRIHA—1 Pod IP, ARG KREIHE K,

envoy KiMIEI 2 headless service, {#fl ORIGINAL_DsST ¥k, BENARMAESN, EEELZIIFEHNEN P,
% headless service 1Y pod & ZE&EH, HTF client 5°E1Y sidecar (envoy) K&, FrlA client MIFEREFH%HE Wi
FFo

XHTRKIER, client hEKIERIF TR dns, MRAMARKIE RS Z HifEFTEIRIE Pod IP,

HFIH Pod BE£545%, Envoy 2iK[EIH51R (503),

B PSRRI AR SS R B R MR, [EEE RS L LA IHN Pod IP, ANILAEIR, —E R,
HEZHEESE Istio IB4EIARSY (3) 1 IEASKKRY TELIRSS. - T,

R R
T+ istio 1.6 & HLLLEMIRRA, Envoy £ Upstream BERZIMTIT G2 T 81K FA1 Downstream YK BEH,
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https://zhaohuabing.com/post/2020-09-19-headless-mtls/

@ A % PG

Istio-init crash

£ istio M E A pod &6 F Init:CrashLoopBackOff JRA:

wk—-sys—-acl-v1-0-5-7c£7£79d6c-d9qgcr 0/2 Init:CrashLoo

5 istio-init WHE :
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Environment:

ENVOY_PORT=

INBOUND_CAPTURE_PORT=
ISTIO_INBOUND_INTERCEPTION_MODE=
ISTIO_INBOUND_TPROXY_MARK=
ISTIO_INBOUND_TPROXY_ROUTE_TABLE=
ISTIO_INBOUND_PORTS=
ISTIO_LOCAL_EXCLUDE_PORTS=
ISTIO_SERVICE_CIDR=
ISTIO_SERVICE_EXCLUDE_CIDR=
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Variables:

PROXY_PORT=15001
PROXY_INBOUND_CAPTURE_PORT=15006
PROXY_UID=1337

PROXY_GID=1337
INBOUND_INTERCEPTION_MODE=REDIRECT
INBOUND_TPROXY_MARK=1337
INBOUND_TPROXY_ROUTE_TABLE=133
INBOUND_PORTS_INCLUDE=*
INBOUND_PORTS_EXCLUDE=15090,15021,15020
OUTBOUND_IP_RANGES_INCLUDE=*
OUTBOUND_IP_RANGES_EXCLUDE=
OUTBOUND_PORTS_EXCLUDE=
KUBEVIRT_INTERFACES=
ENABLE_INBOUND_IPV6=false

Writing following contents to rules file: /tmp/iptables-rules-1618279687646418248.
* nat

—-N ISTIO_REDIRECT

-N ISTIO_IN_REDIRECT

—N ISTIO_INBOUND

-N ISTIO_OUTPUT

-A ISTIO_REDIRECT -p tcp —-j REDIRECT —--to-ports 15001
—A ISTIO_IN_REDIRECT -p tcp —-Jj REDIRECT --to-ports 15006
—A PREROUTING -p tcp —7j ISTIO_INBOUND

—A ISTIO_INBOUND -p tcp —--dport 22 —-j RETURN

-A ISTIO_INBOUND -p tcp --dport 15090 -3 RETURN

—-A ISTIO_INBOUND -p tcp —--dport 15021 -3 RETURN

—A ISTIO_INBOUND -p tcp —--dport 15020 -3j RETURN

—A ISTIO_INBOUND -p tcp —-3j ISTIO_IN_REDIRECT

-A OUTPUT -p tcp -j ISTIO_OUTPUT

—-A ISTIO_OUTPUT -0 lo -s 127.0.0.6/32 —-j RETURN

—-A ISTIO_OUTPUT -o lo ! -d 127.0.0.1/32 —-m owner —--uid-owner 1337 —-3j ISTIO_IN_REDIR
—A ISTIO_OUTPUT -o lo -m owner ! —-uid-owner 1337 —-3J RETURN

—A ISTIO_OUTPUT -m owner —--uid-owner 1337 —-j RETURN

-A ISTIO_OUTPUT -o lo ! -d 127.0.0.1/32 -m owner —--gid-owner 1337 -j ISTIO_IN_REDIR
—A ISTIO_OUTPUT -o lo -m owner ! —--gid-owner 1337 -3 RETURN

—A ISTIO_OUTPUT -m owner —-—-gid-owner 1337 —-j RETURN
—-A ISTIO_OUTPUT -d 127.0.0.1/32 —-j RETURN

—-A ISTIO_OUTPUT -3j ISTIO_REDIRECT

COMMIT

iptables—-restore ——noflush /tmp/iptables-rules-1618279687646418248.txt617375845

iptables-restore: line 2 failed

iptables-save
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# Generated by iptables-save v1.6.1 on Tue Apr 13 02:08:07 2021
*nat

:PREROUTING ACCEPT [5214353:312861180]

:INPUT ACCEPT [5214353:312861180]

:OUTPUT ACCEPT [6203044:504329953]

:POSTROUTING ACCEPT [6203087:504332485]

:ISTIO_INBOUND - [0:0]
:ISTIO_IN_REDIRECT - [0:0]
:ISTIO_OUTPUT - [0:0]
:ISTIO_REDIRECT - [0:0]

—A PREROUTING -p tcp —7j ISTIO_INBOUND

—-A OUTPUT -p tcp -3 ISTIO_OUTPUT

—A ISTIO_INBOUND -p tcp —m tcp —--dport 22 -j RETURN

-A ISTIO_INBOUND -p tcp -m tcp —-dport 15090 -j RETURN
—A ISTIO_INBOUND -p tcp —m tcp —--dport 15021 -j RETURN
—A ISTIO_INBOUND -p tcp -m tcp —--dport 15020 -3j RETURN
—A ISTIO_INBOUND -p tcp —-j ISTIO_IN_REDIRECT

—A ISTIO_IN_REDIRECT -p tcp —-j REDIRECT --to-ports 15006
—-A ISTIO_OUTPUT -s 127.0.0.6/32 -o lo —-j RETURN

-A ISTIO_OUTPUT ! -d 127.0.0.1/32 -o lo -m owner —-uid-owner 1337 —-j ISTIO_IN_REDIR
—A ISTIO_OUTPUT -o lo -m owner ! —-uid-owner 1337 -3 RETURN

—A ISTIO_OUTPUT -m owner —-uid-owner 1337 -j RETURN

-A ISTIO_OUTPUT ! -d 127.0.0.1/32 -o lo -m owner —--gid-owner 1337 -3 ISTIO_IN_REDIR
—-A ISTIO_OUTPUT -o lo -m owner ! —--gid-owner 1337 -j RETURN

—A ISTIO_OUTPUT -m owner ——-gid-owner 1337 —-j RETURN
—-A ISTIO_OUTPUT -d 127.0.0.1/32 -j RETURN

—A ISTIO_OUTPUT -3j ISTIO_REDIRECT

-A ISTIO_REDIRECT -p tcp —-j REDIRECT --to-ports 15001
COMMIT

# Completed on Tue Apr 13 02:08:07 2021

panic: exit status 1

goroutine 1 [running]:
istio.io/istio/tools/istio-iptables/pkg/dependencies. (*RealDependencies) .RunOrFail (
istio.io/istio/tools/istio-iptables/pkg/dependencies/implementation.go:44 +0x96
istio.io/istio/tools/istio-iptables/pkg/cmd. (*IptablesConfigurator) .executelptables
istio.io/istio/tools/istio—-iptables/pkg/cmd/run.go:493 +0x387
istio.io/istio/tools/istio-iptables/pkg/cmd. (*IptablesConfigurator) .executeCommands
istio.io/istio/tools/istio—-iptables/pkg/cmd/run.go:500 +0x45
istio.io/istio/tools/istio—-iptables/pkg/cmd. (*IptablesConfigurator) .run (0xc0009dfd6
istio.io/istio/tools/istio-iptables/pkg/cmd/run.go:447 +0x2625
istio.io/istio/tools/istio—-iptables/pkg/cmd.glob..funcl (0x3b5d680, 0xc0004cce00, Ox
istio.io/istio/tools/istio-iptables/pkg/cmd/root.go:64 +0x148
github.com/spfl3/cobra. (*Command) .execute (0x3b5d680, 0xc0004ccd00, 0x10, 0x10, 0x3b
github.com/spfl13/cobra@vl.0.0/command.go:846 +0x29d
github.com/spfl3/cobra. (*Command) .ExecuteC (0x3b5d9%920, 0x0, 0x0, 0xO0)
github.com/spfl3/cobra@vl.0.0/command.go:950 +0x349
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github.com/spfl13/cobra. (*Command) .Execute(...)
github.com/spfl3/cobra@vl.0.0/command.go:887
main.main ()

istio.io/istio/pilot/cmd/pilot—agent/main.go:505 +0x2d

K G 5=
TEIE UL issue,

E&FERA

IXRIE N 1Z0E R TE R T BB Y istio-init &8s, S k8s KE| pod KBRS AE T, AREXEHHIELHIM
PREVZZS, M istio-init WHITAATE A, KM ZETCEAIE T iptables MU, FEJSHIEHY istio-init $1T iptables JK
Ifi crash,

RESBRS R

BB EEE BPITT docker container rm BY{ docker container prune BY docker system
prune . —fRJE crontab ENAIARERNTEH 7 AdTH, FEEILBHE
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https://github.com/istio/istio/issues/24148

A BT o
Virtual Service ~4x%

T BTN TE) - 2023-12-26 15:27:29

fiiH istio, fERBHENXT virutualsService , {EINAAIE KRNI EAE LR, @ 2L E @,
ASHNZE— T H WY AT RE R Kl

HLBENTIA @ gateway FERE ZFIEE “mesh”
MR virutualService WAIRE gateways FE, LbrkEET—EEE, istio KEKIAM_E— “mesh”

PR Gateway, FoRERENIFTA Sidecar, HEtF/RIt VirutualService KUNIEHXSEEBENIYTTIFIZERK,
HANRIEE T gateways FE, istio FEERIANLE “mesh”, 4 :
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apiVersion: networking.istio.io/vilibetal
kind: VirtualService
metadata:
name: productpage
spec:
gateways:
- istio-test/test-gateway
hosts:
— bookinfo.example.com
http:

— route:
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— destination:
host: productpage
port:
number: 9080

XNFRRIE virualService FUMMN istio-test/test-gateway X Gateway 3L, GIREBELEHEN

Wi, MEASETX Gateway, FrLUFHINHEE A =4RL,
HRAN R B R N E RN AEROZ EAMIE ? BER 24 gateways ZAFEEL “mesh” :

gateways:
- istio-test/test-gateway
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- mesh

FRlt virutualService MK istio-test/test-gateway X/ Gateway Z4ERN, WXSEEEEAER A4
o
£ istio B /7 SCH R T B AREE

gateways | string[l] The names of gateways and sidecars that should apply these routes. Gateways in other namespaces may be referred to by <gateway namespace>/<gateway name>; specifying a gateway

with no namespace qualifier is the sa pecifying the VirtualService’s namespace. A single VirtualService is used fo cars inside the mesh as well as for one or more gateways.
The selection condition imposed by this field can be overridden using the source field in the match conditions of pro routes. The reserved word mesh is used to imply all

the sidecars in the mesh. When this field is omitted, the default gateway (mesh) will be used, which would apply the rule to all sidecars in the mesh. If a list of gateway names is
provided, the rules will apply only to the gateways. To apply the rules to both gateways and sidecars, specify mesh as one of the gateway names.

EIREENE, MWERNTR—KZERIR service 45, XH hosts BATRENM _LVIRERAR service £
e
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https://istio.io/latest/docs/reference/config/networking/virtual-service/#VirtualService
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hosts:
— bookinfo.example.com

— productpage

j#3d ingressgateway /5 [Hl: hosts & X 45 1%

i M ingressgateway 1iiAl, FEMIE Gateway Ml VirtualService Y hosts 36L& SZhR1A R 2Ty
Host BUfEALERCFFREVCACTS I, @ 2R,
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HEH—77 hosts E X IEM, #AIRESFE 404 Not Found , IEMARHA:

apiVersion: networking.istio.io/vlalpha3
kind: Gateway
metadata:

name: test—-gateway

namespace: istio-test
spec:

selector:

app: istio-ingressgateway

istio: ingressgateway

RN R @ BRI R (sd) ARTERH] 5540 16611



) i s

servers:

— port:
number: 80
name: HTTP-80-www
protocol: HTTP

hosts:

—- bookinfo.example.com # XHEXAERAIEE

apiVersion: networking.istio.io/vilbetal
kind: VirtualService
metadata:
name: productpage
spec:
gateways:
- istio-test/test-gateway
hosts:
- bookinfo.example.com # XEMEE AR A
http:
— route:
— destination:
host: productpage
port:
number: 9080
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Virtual Service & B PR [A] @i

5. VirtualService B EHANIN, JEH & match SN FRIEERE LK BIAFNEmRSS, ARES MO SRITET, 3
B A PEBCR R AR SS, B4

apiVersion: networking.istio.io/vilibetal
kind: VirtualService

metadata:
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name: test
spec:
gateways:
- default/example—gw
hosts:
— 'test.example.com'
http:
— match:
- uri:
prefix: /usrv
rewrite:
uri: /
route:
— destination:
host: usrv.default.svc.cluster.local
port:
number: 80
— match:
- uri:
prefix: /usrv-expand
rewrite:
uri: /
route:
— destination:
host: usrv-expand.default.svc.cluster.local
port:

number: 80

istio PEAC/ZI%IFVElE, ME nginx ABFEE i K AT VCAC, X EHR prefix HATIERL, £5—1& /usrv , TR
HESBSERSE  /usrv MBFEEFNE MRS, HTHEANVCEEE /usrv-expand AREWETFH
/usrv WYRETER, PTLUKIZA 2 & E|H N VCECE R ARSS .

AP S

XRE LR USSP ICECI, ANTRATERA D Erymge kR, BURAERRRTT
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apiVersion: networking.istio.io/vilbetal
kind: VirtualService
metadata:
name: test
spec:
gateways:
- default/example-gw
hosts:
— 'test.example.com'
http:

- match:
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- uri:
prefix: /usrv-expand
rewrite:
uri: /
route:
— destination:
host: usrv-expand.default.svc.cluster.local
port:
number: 80
— match:
- uri:
prefix: /usrv
rewrite:
uri: /
route:
— destination:
host: usrv.default.svc.cluster.local
port:

number: 80

AT DU TR PEAL
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apiVersion: networking.istio.io/vilbetal
kind: VirtualService
metadata:
name: test
spec:
gateways:
- default/gateway
hosts:
— 'test.example.com'
http:

- match:
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- uri:
regex: "/usrv(/.*)?2"
rewrite:
uri: /
route:
— destination:
host: nginx.default.svc.cluster.local
port:
number: 80
subset: vl
— match:
- uri:
regex: "/usrv-expand(/.*)?2"
rewrite:
uri: /
route:
— destination:
host: nginx.default.svc.cluster.local
port:
number: 80

subset: v2
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%) - iit= —_—
N Ingress Gateway ~id

ol EHTIN ] ¢ 2023-12-26 15:28:04

M 7] ingressgateway ANid,

UL A

TE2HABBGE NodePort

TCM 22251 ingressgateway , ##2 /7 NELIAMEF CLB 457 15 sl NodePort, FrLAit &L 2: client -> CLB ->
NodePort -> ingressgateway,

K PERERS7ET CLB —> NodePort, CLB #&HVEHE T AR SNAT, FTLURSCEAT SN IP 52 client B2 W
IP, A0SR R eH ABEHINIBEA GE client -> NodePort BEREHYIE, 215~

PR HRA ¢ 1T R AR 2277 1] NodePort [X [E]%f F1(30000-32768):

Inbound rule Outbound rule

Add Rule Import Rule Sort Open all ports How to Set [

Source @ Y Protocol Port @ Policy Notes Modification Time Operation

le=

0.0.0.0/0 UDP:30000-32768 Allow 2022-08-12 14:07:39 Edit Insert ¥ Delete

0.0.0.0/0 TCP:30000-32768 Allow 2022-08-12 14:07:06 Edit Insert ¥ Delete

B R2 ¢ FHHOEZIOTEA NodePort X [HIFTA NG A L2, nILUH#ER ingressgateway service Fit |
"7 Nodeport,

FROFRS ¢ SLWFEE IP BRI client 15[ ingressgateway, AJ LUEXHXA IP BTN NodePort [X I 4 i
(S

R4 . Ny ingressgateway 5 i CLB (38 Pod, iXFEREFEALST NodePort, FFLUA Ik Z £4H M8, 5
Fl CLB & Pod B AL S+ VPC-CNI, 1#41iES# 4175 1] CLB (4 Pod o
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https://imroc.cc/kubernetes/tencent/networking/clb-to-pod-directly

O BT s
2 F Smart DNS J5 g 2

T BTN A ¢ 2023-12-26 15:28:12

TEIEH T istio i) Smart DNS (ZBE DNS) J&, TATKINALLEN T DNS i@t i, Hlan
FF alpine BRIV A SR NAAT dns S
grpc ARZSf#HT dns 2RI

JRIA]

Smart DNS #JEASEIIFZEAE—LE R, MARZ Y DNS 08 clig sURE @ DNS L2275, EERZEFE glibe i A,
B HE dns & i ] BEFE I

alpine SRR ZEFEME A musl libe, f#NTITHER glibc HLER—FE, musl libc 7EXRFE R g X 7 E BN SE
FRATARI, TR 2 B E R Z R, S BOKER 77 L AT 2RI

FF cle++ 1 grpe HEZRIVARSS, dns ENTERINGEFH c-ares &, WA ERGVAFILIEKZEEMNT, c-ares fEXFEHEDT
FEIGO, HBoRRETRIK,

B2

fE istio 1.9.2 IHRIEE 75X N, 2% Kt PR #31251 DURHA— issue .

A

AN ETE T istio 21 1.9.2 DAL, RTLLGE LU T /7 2R AGE

FERHERR alpine BRGEIH B (HEREMBE G EEEAREZ glibc).

c/c++ [ grpe AR%S, 67 GRPC_DNS_RESOLVER IMEAEN native , FnERBEEMNT, TEBIAN c-
ares i, INELRRFESHE GRPC /7Y o
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https://github.com/istio/istio/pull/31251
https://github.com/istio/istio/issues/31295
https://github.com/grpc/grpc/blob/master/doc/environment_variables.md

O BAE s
iR A AR

T BTN ) ¢ 2023-12-26 15:28:20

S/ istio HUBUEAIRE /1N, MR IIAERL, AT E WIFEE,

DestinationRule &AL & outlierDetection

M HIBOAIT R, (HEFEACE DestinationRule, HFEE outlierDetection FAIDUER, #EEXIHELER
EH EZ21L istio XX endpoints )25 74, 24l locality Y endpoints & 4E FH B4 failover ZIE BT
endpoints,

FCiE R
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apiVersion: networking.istio.io/vilbetal
kind: DestinationRule
metadata:
name: nginx
spec:
host: nginx
trafficPolicy:
outlierDetection:
consecutivebxxErrors: 3
interval: 30s

baseEjectionTime: 30s
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client %HBC & service

istio FEll T = R MR B T & EDS, AR L5l (Envoy) flocality FTREA—4E, AERKHY EDS HELATRER
—FE, istioRIREEHE Y locality(F /8, FRHT X FE2EEBIR A M /Y endpoint L {RFEHY region. zone (3
B, 1R client AL service, tHELAEH endpoint, FEHITHItLELTEIEIREL client 19 locality {55, Bt LIEIHL
Hin SR

RRTGR

4 client A& service, selector 3% client 1Y label, 415 client A S A KAMEMLARSS, service 1 ports tA] LUFEEE
XQ/I\O

{#H T headless service

WSR2 VIR headless service, ZANE A SKHEBIBUEAIN, K24 istio 2*%F headless service 18 KE#% passthrough,
MM ES M, B ERETRE] dns f#ATHISKREY pod ip.

BIFR
B A — service (JE headless).
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B Ik AS S 426 Upgrade Required

ol TN ] ¢ 2023-12-26 15:28:47

Istio il Envoy {E iR & HTTP 13K,  ifii Envoy BUAZREEA HTTP/A.1 B HTTP2, &/ il
HTTP/1.0 IfEE=iR[E] 426 Upgrade Required o

H# UL nginx 75

AR nginx #1T proxy_pass KAME, BOIAEH HTTP/A.0, FRAJLUERIERE proxy_http_ version 24
1.1
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https://nginx.org/en/docs/http/ngx_http_proxy_module.html#proxy_http_version

IR A%

upstream http_backend {

server 127.0.0.1:8080;

keepalive 16;

server

location /http/ {
proxy_pass http://http_backend;
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proxy_http_version 1.1;

proxy_set_header Connection "";
}
}
AR5

ab JEMIN &% 2% HTTP/1.0 iYi&K, Envoy [E7EiX[0] 426 Upgrade Required, ARANZMEITH K, FrLUEMITISSHE
HARZUER, PR EE R T, 40 wrk o

1k istio SZFF HTTP/1.0

AL SDK EUHEZERJRES (] HTTP/1.0 BMY, EHANEE A HTTP/A.0 ZRIEAO/ELEH.O PEEEER, fEAMENs)
RAGHVIE LT IEARSS BIUFE istio b, tATDUE istiod Bti&E, AL PILoT_HTTP10: 1 MINEZEREH
HTTP/1.0,
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https://github.com/wg/wrk

O WS wrm
A HahiFE A Sidecar

el TN ] ¢ 2023-12-26 15:29:59

i kubectl label namespace xxx istio-injection=enabled A} namespace F/E sidecar Hl

A, RIAER,

TCM HzhiFE AR label

TCM 1.6 BHLL FIIRRAIFARZEH istio-injection=enabled X/ label JTJE namespace WWHEBNEA, i
EAZEML istio.io/rev=1-8-1 iXFEHY label, HRIBRFEIIIRAAR—FE:

1672 istio.io/rev=1-6-9

1.8 /2 istio.io/rev=1-8-1

TN A X E R istio-injection=enabled XFERYlabel, £ TCM ERARAER, LUF A AL
X & UL label )5

P P RE T2 75 (5 AN R label

N T FFIRSS ARSI EE T2, kR 00T [ D EfIl i 7 — BT IR, LR IR AR T 2 iR sl B T O I 2y

PR, AIRPIDTERITE L F — 7 label KIRGIRETEANEA, ERISNEHIIRES, WA REA
sidecar, WLZRIERINZE, Frllistio BT84 H T KT %, IERRETANFEZESI 6 H AR label BV FRELHZ
PERIHAE, X hE TCM AR %,

TCM &= HEEA

TEIRS WAs 2t E, % IRS% > sidecar BEIEA. 41 T EFR :
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https://istio.io/latest/docs/setup/upgrade/canary/#data-plane

O BRE
€ Servicemesh/ mestu @ H W B H H )

Basic information

Mesh topology 2

) —

Virtual Service

4

Service name

1

stock

Gateway cart

SRIG BNETREIT B B e A a4 22 | A,
A LGE A kubectl 45 namespace 7 label KIT)E :

IR L BRI (bR ARSUERT]

JR55 A%
SideCar auto-injection Nai
Type ¥
K8S Service
K8S Service
%557 $£66 51
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kubectl label namespace xxx istio.io/rev=1-8-1

TR
R namespace DU ARHERANES #x RZHY label,
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KA

K7 X http1 MaxPendingRequests S EUE KT~ 2E 5

FA1%5 DRECE T maxConnections -

apiVersion: networking.istio.io/vlbetal
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kind: DestinationRule
metadata:
name: nginx
spec:
host: nginx
trafficPolicy:
connectionPool:
tcp:

maxConnections: 1

(LN 24 KBS 53 BEE R ORI, B s ra T, U2 QPS RME, @ 2R AL E
httplMaxPendingRequests , PHLEERIAN 2732-1 , IEFWKR, R-URETRAIERE, 1ERILAEFRF
(RIERGRIEI503), SRR T RORERN RS A,

ANERAT SR IERGAE| EFReGET ERR—F B e siE AW (M 503), ARAMFRERAEE —T

httplMaxPendingRequests
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apiVersion: networking.istio.io/vilibetal
kind: DestinationRule
metadata:
name: nginx
spec:
host: nginx
trafficPolicy:
connectionPool:
tcp:
maxConnections: 1
http:
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httplMaxPendingRequests: 1
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O BT o
7iln] StatefulSet Pod IP 3 [f] 404

o BTN E] ¢ 2023-12-26 15:30:47

£ istio HL S A g8 A [F 228 — Pod IP iX[a] 404, 1E istio-proxy HiJj A1 EH

JRIA]

Pod J& T StatefulSet, fiif headless svc, TF istio H4f headless svc USRI E sve SA—FE, AR pod A
i sve, AFRHY listener A FLEHY passthrough, Bl & Zl#z SO MY E S H#YIP+Port, {H headless sve FIEEE A,
BA 12 KN headless sve %A vip, EMNFEHZFERN, RIEMAEMEEN pod, AIHREHEE A EEEHR T
A, A1SRtH passthrough FREEES I, Rz, FrLlgti% A headless sve il passthrough HEES H o

[FEFERNLSS, BT istio F A XA, thiEZ istio FYIRTHE S AI#,

ANVIET =

T H ORGSR, WSS EHZH Pod IP ] StatefulSet Y Pod IP,

AP S

[SE 817717 statefulset pod ip #7_I host, LAPEHC L headless svc &, JBESUPEECAEIKL 4404,
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I G SBORSS 5

ol N R 2023-12-26 15:30:57

Istio 24 Envoy & & T iRERVEIAKS, 27 connect-failure,refused-stream, unavailable, cancelled, retriable-status-
codes FHM MREEIRXMR, HIEIREN, AIREC&ME TIRSRER, TRIEMERYE (EEZXPUTH4EN
Mg 5 —XATRIEAER) BER T, PIRER SRR,

LPNSES

AILGEEECE VS KSR
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apiVersion: networking.istio.io/vlalpha3
kind: VirtualService
metadata:
name: ratings
spec:
hosts:
— ratings
http:
- retries:

attempts: 0
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RSB R E R A TTRE
O BT R © 2023-12-26 15:31:06

i Ul BRI RERGB R TR A SERE, RIS A T 25 1 1Y Ve FH BE

JRIA]

HRZRAE DL T AR RN IRAE L 55 IEHCRF tracing ATER Z2HY http header (EH& S BIRA A 154,

T istio HEEFIHEROEER, FHARWNSERA, ANEARZRIE | WF5IE] tracing #HX 1Y header ZEFFHALELS
WSS XM BRI istio FERTEAAY, KN istio TIEEAIRANLS5EEE, AHIEN S5 H 8 e RSHE
SRENESRIZ M ATHEME N AR, FTATRELSS KL header, R RERFHER SEREHIEERK,
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