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Customer front end

Requests to load
0 Get a captcha TCaptcha.js <

Renders with TCaptcha.js
and displays the captcha

Customer front end: Requests to load TCaptcha.js

Tencent Cloud Captcha: Returns dynamic and encrypted TC:

Captcha completed
TCaptcha.js: Initiates answer verification request

Completes the captcha | 4

Verify user

behaviors +_| Tencent Cloud Captcha: Returns the verification result a
TCaptcha.js: (only when the verification is
1) Incorrect answer: Re—initiates verification
2) Malicious requests: Blocks the request
and prompts the user
Customer backend
Customer front end:
Calls the backend API with the ticket . . X Backend API: Initiates ticket v
e Verify the ticket Triggers custom > Calls the ticket verification APl &
verification process < takes action based on the
verification result Tencent Cloud !

Returns the verificati
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// BREUE XEfEscript INELHT
function loadErrorCallback () A
var appid = 'CaptchaAppId';
/) AERREREAEE BT e A
var ticket = 'terror_1001_' + appid + '_' + Math.floor (new Date().getTime() / 1
callback ({
ret: O,
randstr: '@'+ Math.random() .toString(36) .substr(2),
ticket,

errorCode: 1001,
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errorMessage: 'jsload_error',

)i
}

2. VR UER L catch FIFHIRN, AR JS INEEE R KL,

try {
/) R RERS A SR
var captcha = new TencentCaptcha('V%@Qﬁﬂﬂ@CaptchaAppId', callback, {});
// VEARGE, SRR
captcha.show () ;

} catch (error) {
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// INEFEE, BRI s MEE IR FEREL
loadErrorCallback () ;
i

3. & X I UFRY callback [E1E AL, #R4E ticket A1 errorCode  (iFE ret) RYIEIHALFE, errorCode HIE X B L
14 Web Bi¥ffZEA o

function callback (res) {

// res (AP EBNRARWIERS) = {ret: 2, ticket: null}

// res (BWUERY)) = {ret: 0, ticket: "String", randstr: "String"}
// res (ENRIIR, RElterror BIBIIAERZENE) = {ret: 0, ticket: "String", randstr:
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if (res.ticket){
/ /iR HEerrorcodelBIMMUR R B
if (res.errorCode === xxxxx) {
//BEXEIRER (FlANPST X RIRUE)
}
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"Response": {
"Error": {
"Code": "InternalError",
"Message": "An internal error has occurred. Retry your request,
o
"RequestId": "xxxxxxxxxxx"

ARSS NFEREEIR, CaptchaCode 726, %[ 1R [EIZ4EIANIT :
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"Response": {
"CaptchaCode": 26,
"CaptchaMsg": "system busy HBIESE
"EvilLevel": O,
"GetCaptchaTime": O,
"RequestId": "xxxxxxxxxxx"
b
"retcode": O,

"retmsg": "ok"
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