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=P KEERT LIS DDoS &Fhal, Web WG (WAF) | 2224 TERE R, BAREBRATT

@b Internet @ Internet
l T |
Anti-DDoS Advanced & Edge firewall
F
l MNAT public IP
In B NAT firewall
HTTPS encrypted traffic \UI‘IE‘IG';-’[.IE'J traffic
v

Outbound traffic

o WAF & Edge firewal (CVM private IP) Out

J'CLB."DN.-’\.T public IP l I

Enterprise security group

VPC_1

XTI E

=BG WAF JERIHRR T = B W22 2RGSO ST, WAF BEiRAT X INER HTTPS FEA TR, FEm
i EEd PSR ERRIEIMER. ANREERSE (IPS) AYESREANIATRE LU T S T2 2R,

Saa$S 1t WAF FIEEXWA 5B K2 HAT LAE, BT SaaS L WAF &, AREZST BENL R =BG K, B
= Al [l JRE] NAT 325 FW [ DNAT IP,

CLB 22 WAF MI=Bh K kil i jeasd RN STk s, H4d CLB WAF,

EHIETH = CDN [EJ5F] CLB, CVM Ui RIARET HIRA S FW,

X T A

AILLEE NAT A5 FW (BiKde) |, KBIET RS a: (CYM) RIORLEERY EshSMEEE ], B SR T R )
PR, S5 SIETUEMMER, "IN EaIRREE IP KIS AT B ah .

AATEIE NAT SH5 FW, MIRBEAEHELASE FW, Xt NAT gateway JGHTREIA T AR, A RSB KIS BRI
pa/N I o8

=PSRN 2R WL RSE, SRIGENBOE, REd KT,

IR L BRI (bR ARSUERT] 554 32177


https://www.tencentcloud.com/document/product/1029
https://www.tencentcloud.com/document/product/627
https://www.tencentcloud.com/document/product/213/12452

O BRE S
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IDC LE&IRIAT I3 A2l ANBE £ H 35,

PiHe :

R K SR TR 1P HBAERORI EE IR 4, TRl A AT DURAE . B B IR DL TR /55K

FOTE#R BRI A B 2, QRN PR TCYF, BAUREETTE = LRI, DU B MIE
HET" AR,

IMRIER LB O RER T Web 280055, H UL WAF B, rTLUFE EaARRIBG I, TERMAAEINEY
WAF i, MANEISH B KBBR8 = 2B T 3R, I BN E SR,
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=Bk

NAT Ffjk3& DNS X IFEJE, REGIRELFEA VPC () DNS figtriihl, £ DNS ifig4%5 2 NAT A 56 ki,

MITIERE 223 8

L

HEIR=ERIA DNS 2 : 183.60.83.19, 183.60.82.98,

AILUHZ AN ik, BCiE DNS B -

GIEAH X HIX NAT Bk 3E$2 A VPC 25,

FFE NAT B KEEFF 6, TREEIM NAT BikiEssst, (W REIE HA B g 2El31-28)
FFJE DNS FF %A T4 UE DNS Hodik,

5 NAT Bfj &7 Al 2emill R DNS f@tfr (JeiE) .

ATFERA - IR CVM AW TR ERIARY DNS ARSS 45

[root@ ~1# nslookup
> gg.com

Server: 18

Address: 18

Non-authoritative answer:
Name: ggq.com

Address:
Name: qq.com
Address:
Name: qq.com
Address:
Name: gqg.com
Address:

IR AN NAT B KRS

18 sl ERG, EEMSh, AGREXEITX > NAT 5T X > Mg,
2 TEMLR IR, A AIRRSCH, e R,
3. 1EHTEE NAT a5k #iE T, FLEH X238, BdT—P.
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https://console.tencentcloud.com/cfw/asset
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Create NAT firewall

o Step 1

Availability

zone ()

Instance
name

Bandwidth
usage

Mode

EIP

FEHA ¢

>

Singapore v C)

Check the supported regions in the dropdown list. The region cann
be changed after creating the firewall.

Random AZ v Remote disaster recovel

60 more character(s) allowed

20 + Mbps &)

20 to 280 Mbps. To increase the quota, please upgrade the service

Purchase & Upgrade [Z View pricing [Z

O Create new () Access mode (i)
v
+ Bind an EIP
Next Cancel

MU R PRQIEIR, STRFEINFTE IR, AU SLBIEAAT EE

PiHA :

IR L BRI (bR ARSUERT] 7 21T



O BRE S
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ER @ ARYEFRSRIEEE S ERY AT X,

SEHIBFR A LB,

WRAR AR TGRS, &/N20Mbps, AT E S 7,

PiHA :

HIRM 58 PR —2, AR 721 NAT Bk, ARAZA NAT B KESRYRsE2 M, B/NTS5 1 BRI SR
Bo

B e AR,

PR | N ETHUEIE NAT W%, FrigiizCal DO NAT 5B KEEER) NAT Dikg, SKElfaE SLplimsd b
KSR ELIR

BABR | A LA T A NAT R, sRERERFSMIH O IP GREFAAE, 3 AT LUR NAT 38585 K557
B AZ] NAT Mk 5 CVM Ll f],

B 1P [ EIEPEREEE P, RAX AN HIE D P, A TR R E R 1P e — T

P

4. ERFFREEAN VPC, SRR, SR Tofs, BIRITER KEESEHIsIZg, 25NN el L),

A2 IT IR K =TT %

TE NAT SA5UF X, SAdiBiORF R, RIEEIRRR RGBT+ W, i

E Bﬁ%ﬁ%

Subnet ID/name IPv4 CIDR Region Associatedr... T CVM VPC Y NAT gateway ¥ Associated insta

toggles @
»
A3 L PRI UE DNS
1. 7€ NAT L5 Lo, BAdREKHESER , %48 02k GIERIIRG XS SCH), st SpBLE,
SubnetID/name  IPv4 CIDR Region Associatedr... Y  CUM vPC T NAT gateway T Associated insta f;::":: o
»

2. 1E4% A VPC 5/ IP DifH, AR ID, Hdi
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https://buy.tencentcloud.com/cfw?type=modify&adtag=cfw.from.console.page.buy
https://console.tencentcloud.com/cfw/switch/nat?tab=switch
https://console.tencentcloud.com/cfw/switch/nat?tab=switch

BT

£/ DNS ik,

=Bk

Port forwarding Bound egress Access VPC and public IP
Access VPC
Add VPC Select VPC again

3.1t ipconfig /release Ipconfig /renew Jill#HT DNS FREUML,

[ rootd ~1# nslookup
> qq.com

Server: 11

Address: 11

Non-authoritative answer:

Name: gg.com
Address:
Name: gg.com
Address:
Name: gg.com
Address:

A R4 - Rl DNS figAfr

1. 75 NAT S5 DT, Sefrras s, S sl > FROmAEnl,
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https://console.tencentcloud.com/cfw/ac/nat
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Access control Singapore Guangzhou

Edge firewall rules NAT firewall rules Enterprise security groups

Rule list Latest backup: 2022-10-24 20:47:54

Inbound rule Outbound rules Rule quota (i)
Enabled rules: 2 Enabled rules: 25
Inbound rule Outbound rules
| Add rule | Import rule Sort Batch operation More actions
All statuses v

2 fES IS R, BLEA X SR, .

Add Inbound rule Access Target region Singapore

Access source type () IP address Location Address template
Access destination o IP address Asset instance Resource tag Address template
type
Rule priority Earliest o Last
iori i Destination port i .
Priority @ Access source @ Access destination @ @ Protocol Policy @ Description @

3 0.0.0.0/0 0.0.0.0/0 -1/-1 ANY v v

FEA
PUTIO © VR PERU A PRATINR, SRR A S R B PAT IR B AR, A1 T 0 S e I AR AR S e T
o, anhp2RSAE, AEEEERFIN, SEESCEIAME AT, JEAZALE AT +1, X
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PEEHE, SIEMBRIESSERET,  J&5 A E BB TR -1,

VITRIIE < AR 5 RSO 24 RIS N A AR P2 262, =24 IP # CIDR,

ViR EHARY - ARG R B TE AW IPARZAER, 245 IP. CIDR. & MIHbFRAT &,

H ¥

TCP/UDP/ANY%Jﬂ”i'i%ﬁjﬁ%ljﬁ BT 1 B A S SGE S 57 iR B e E,

411“80”, “80/80”. “-1/-1”, “1/65535”5%“80,443,3380/3389",

HTTP/HTTPS/SMTP/SMTPS/FTP FRNIMY S HHC 8 Hdim I{E, H SMTP/FTP MY AN ORI E &,
ICMP R A5 2 & i 11

P : GRS H RS2 4 ANY, TCP. UDP #1ICMP 31,

TREEBERA :

AT - eEa PRI R, s ar R BEAR ISR R B, Hidsine HE,

g oBE PRI TR R, ke RBOFIC RV R HE S H &

BELBT © 2@ RN AR, TE St RO D SR (A2 H 8 15713%« 5 H

iR TR, &2 R0 AT,
3. FL & 525 Bk DNS /2 15 1% 8,

[ root @
> gqq.com
Server:
Address:

Non-authoritative answer:
*** Can't find gg.com: No answer
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REEE R = EIAEL, AR R ARG R WAZN 56 R T, MG, Al AR AR5 4]
PR L I =TT TR 2H

BR il R

1205 BAT N B E R KR AR B EAREORSCELRY,  HAT IPS B, =i, VAT AR AR s AR
BATEISRE, RILARGEAZN Yot (EU2 8 WA Wi iy 5 2 R EAURSE 7R S, B MeSHRaa, mR Rk
AR, D9 T RETSHERE MBI X 101, FHEHE NAT L5 K EEIhRE, KB SBh KRR A AR,
NV ARBRIBARAR.

1200 R A& 16 R #
P R0 R KSR RO (TG40, 425 03 AT 0 DAY/N DAY i,

1 IR A
TE Ik a2 FH B R P el s bz A e rs AT GAOACRSBREE, FCE SR, W5 Rat99HmesE) |, 1
FIRN b A R SRR AT, DUAFIREGE ENIRY B R, FI @ BT A8 7 N 2A
SSH/RDP [ # 1R, anmiE AT, fFEKT. Webshell (5. AR ENIE, HMLEHRRAR G A0 TR
IR
N e REXK N BRI A2 7530
IS MyKingsMrbMinerLoggerMinerGuardMinerDDG RDPMiner MongoDB #fi
SSH #&fi
Tomcat J&fif
MySQL 18
PostgreSQLJ&ER
SQLServer J&h;

FTP f2h%

RDP J#h
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SMB &

Telnet J&h

0 DAY/N DAYJRIHFIH

B&% 0 DAYE#E N DAY, AIRRIAENCTREEEEY, W FBOMEY B, MEFSEELS
IR EE R
UL 0 DAY/N DAY il EZH © WebLogic FiAM. EFLRTEAMM, KEZE, Tomcat iU T R
%
H LY 0 DAY/N DAY JiAFI AR5 20 T RATR

AR

REF IR YR AR TT 3

Gt . MS17-0107kE.2# (CVE-2017-
o WannaMine
IR 0143)

Confluence IZFEESHL T IR
(CVE-2021-26084)

Confluence iZfE 51T (CVE-
2019-3396)

Gitlab exiftool JZZF& i A HL TR T
(CVE-2021-22205)

A

R 8220MinerBashMinerkworkersMinerTraceMinerCarbonMiner Apache NIF| A2 AP TR
SSRAL

(CVE-2020-9491)

Fi R NC I f A B TR T
(CNVD-2021-30167)

Docker Remote AP AR5 Al
i (CVE-2019-17671)

YAPI ZRE RS A TR R

A JumaMinerH2Minertellyouthepass Log4j2 iR ASH TR (CVE-
IRl 2021-44228)

Jenkins RAZA a7 LA TR IR
(CVE-2017-1000353)

Weblogic izt H1 T (CVE-
2021-2109)
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Hadoop Yarn ARIZALi [A] 1

2= B3 K B D I Z A0 ER Y S B

=BG EE N TREERT TR SR BIAR I, AN SR PR B A R R R E,  AENS B ShEA TR, SEIRRG
PEHER SRR AT H 9, BB 77T -

i A ZL R TR B
PR S A EE RDP/SSH S hifii, SRatan BE A ZORBTHY, XT38 T o ald@ i =P K

ZBA RS RE BB, BB EIE 7S TR P 6 RIS SC A A SR A=A AR, 78 55 5 ML 2%
Wi RAINDEE RS, A FAR

Intrusion defense Powered by Tencent Threat Intelligence and Tencent T~ Basic protection rules

Edge firewalls & NAT firewalls Inter-VPC firewall
Threat Intelligence () View details Basic F
Accurate identify access traffic from malicious IPs and domain Features Rule name Event type Saverity lovel ¢
names, and automatic updates in seconds. cover co
Support automatic false positive review, delete false positive and recogniti »  Authentication brute force Brute force Prompt M
expired IPs in the blocklist The rules

» Batch server control exploit Network attack Medium Hi
virtual Patch @O View rules
Hotfix protection for popular vulnerabilities, common vulnerabilities, »  Cobalt Strike communication Network attack Medium M
and high-risk vulnerabilities without the need to restart the business
or install real patches in the business system. » Command injection Web attack High Hi

Supports automatic update of detection rules for 0-day vulnerabilities
at the hourly level

» Communication with malicious IP Network attack High M
Protection Observe 4 o Block 13
mode Strict 0
» Credential stuffing Brute force Prompt M
Block List Allowed list Quarantined list - ) ‘
- » Cryptomining botnet Network attack High Hi

All directions T Setbyvall b inclusion Network attack Medium Hi
FrE BRI RER 18 IR W, BEAIrE AT

185 RGeS, fEAMS i, i ARBGE,
2. fEANRPAME DI, B

TR BN IRAIEAR BT %, Hge i SO B e M i A 5,

BiRA

MEREAALEHEN 55 AT A A R B2, RICRBIGEEH D,

PR B BRI SR B S EOE AN T, BRI SR B sl Eos B A S E,
PR TR B I AT AL G G BAG I B (] 5 B 2 B Sh 28, 82 HaliIE 241

IR L BRI (bR ARSUERT] H14 32107


https://console.tencentcloud.com/cfw/asset

A BT

Threat Intelligence () View details

Accurate identify access traffic from malicious IPs and domain names, and automatic updates in
seconds.
Support automatic false positive review, delete false positive and expired IPs in the blocklist

virtual Patch @O View rules
Hotfix protection for popular vulnerabilities, common vulnerabilities, and high-risk vulnerabilities

without the need to restart the business or install real patches in the business system.
Supports automatic update of detection rules for 0-day vulnerabilities at the hourly level

=K

Basic Rule @

Features intrusion detection rules accumulated in Tencent Cloud, cover comr
types and malicious codes, with high recognition rate and low false positive r
The rules are continuously updated.

Protection mode Observe 4 |o Block 13 Strict Ul |Z| Advanced settings Powere

3. fE ARG HETHE, Al MEE AR H SRR,

Intrusion defense logs

v 2022-11-04 00:00:00 ~ 2022-11-10 23:59:59 m

Intrusion Server compromised Lateral movements Honeypot
v v
Attack type ¥ Severi... Y Access source (Mine) Source Port Access destination (... Destination ... Pr.. Y Occurrence time Poli

0 DAY/N DAYIRIREIBGTH

2022-11-10 06:09:00

2022-11-10 06:09:00

2022-11-10 06:08:55

2022-11-10 06:08:55

2022-11-10 06:08:50

2022-11-10 06:08:50

2022-11-10 06:08:38

—4£84"1 0 Day. N Day JRiE &AM, SHZN I8 B FERAI XK. =B KA ISR R R /O SE R
IR, PR ABLXT 0Day. N Day #yiiE, F HAES —IRIZRERTR POC, FisthF iz LU T HLUZ,

5 BEHIBE NG 1S RSEHL. AT TFAR

IR L BRI (bR ARSUERT]
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https://console.tencentcloud.com/cfw/ipslog
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Intrusion defense Powered by Tencent Threat Intelligence and Tencent T~ Virtual patch rules
Edge fir lls & NAT fir Inter-VPG firewall
Threat Intelligence () View details Basic F
Accurate identify access traffic from malicious IPs and domain Features Rule name Event type Severity level Cor
names, and automatic updates in seconds. cover co
Support automatic false positive review, delete false positive and recogniti »  Apache component exploit Exploit attack High Hig
expired IPs in the blocklist The rules
» BT exploit Exploit attack High Hig
virtual Patch @O View rules
Hotfix protection for popular vulnerabilities, common vulnerabilities, »  Chrome exploit Exploit attack High Hig
and high-risk vulnerabilities without the need to restart the business
or install real patches in the business system. » Deserialization exploit Exploit attack Medium Hig
Supports automatic update of detection rules for 0-day vulnerabilities
at the hourly level
»  Drupal exploit Exploit attack High Hig
Protection Observe 4 () Block 13
mode Strict 0
» Ecshop exploit Exploit attack High Hig
Block List Allowed list Quarantined list o . . X
[ —— » EL injection Exploit attack High Hig
Add add All directi Sort by vali
rections M ort by vail » Elasticsearch exploit Exploit attack High Hig

T B BN T FF X 3KE58 0 DAY/N DAY RiAMZEH IEREGE, BAARERIET :

185 RGeS, fEAMSHit, i ARBGE,
2 fEANRPGETE,

ﬁE@T;‘ %!Tﬂ?i"é, HIE BRI A EE TAAE

Threat Intelligence () View details

Accurate identify access traffic from malicious IPs and domain names, and automatic updates in
seconds.
Support automatic false positive review, delete false positive and expired IPs in the blocklist

Virtual Patch | @D View rules

Hotfix protection for popular vulnerabilities, common vulnerabilities, and high-risk vulnerabilities
without the need to restart the business or install real patches in the business system.
Supports automatic update of detection rules for 0-day vulnerabilities at the hourly level

Basic Rule ()

Features intrusion detection rules accumulated in Tencent Cloud, cover comm
types and malicious codes, with high recognition rate and low false positive rz
The rules are continuously updated.

Protection mode Observe 4 O Block 13 Strict 0 = Advanced settings Powerec

3.1 MNZPAME ST, AIEER AR HEFEE,

IR L BRI (bR ARSUERT]
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https://console.tencentcloud.com/cfw/asset
https://console.tencentcloud.com/cfw/ipslog
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Intrusion defense logs

v 2021-03-04 00:00:00 ~ 2022-11-10 23:59:59 m

Intrusion Server compromised Lateral movements Honeypot
v v
Attack type T Severi... Y Access source (Exter... Source Port Access destination (... Destination ... Pr.. Y Occurrence time Poli
> 2022-11-10 11:30:52
> 2022-11-10 11:30:52
> 2022-11-10 11:30:51
» 2022-11-10 11:30:51
> 2022-11-10 11:30:25
> 2022-11-10 11:30:25
> 2022-11-10 11:30:25

=B KSR N Z A GG HRY iR P
PR AR AERS SR RIS AV, IR S SRR, T TR 1P, Rt 7

IR, MEATRGHER, MR EE, NERAMTEEZAME ™, NTREsbKEiiEEE T
T, AR G20 G B R, WS EIWRIE KRBT, BRE 550D,
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https://console.tencentcloud.com/cfw/warncenter
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Security alerts
Attack alerts Blocked attacks Honeypot events
v 24 hours 7 days 2022-10-01 00:00:00 ~
Attack alerts Top 10 Most Alerted IPs
Compromised servers Pending events (i) Network scan detection Vulnerability exploits

1 2 0 times 85

0.8
0.6
0.4
0.2
0
10-01 00:00 10-07 16:00 10-14 08:00 10-21 00:00 10-27 16:00 11-03 08:00
Reconnaissance Brute force Delivery Exploit (1) Command & control Lateral movements | €
Not resolved v
Attac... Y Severi... Y Access so...  Source Port Access d... Destination ... Pr.. Y Occurrence time Source Y Alertc...

, First: 2022-10-24 22:08:21
g Medhim Top Latest: 2022-10-24 22:03:25  "reatinte.. 2

MR JE AR F 2= B K e B

ARIRSS 8 CELPHZN IR RN AR,  FTLAI B e (XU AL, PR B e A2 i FR iy AL
AR, MM R EBE LA SCE, ERE IR S X

T RMEE™, =PRI EEM A S RERS RG], AIRE NG 7120 R R, B SR AENS 25— RE A1 22
WANEE, FFREDS H B

IR L BRI (bR ARSUERT] #18 2117
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Security alerts

Attack alerts

Blocked attacks

Block malicious outgoing
requests

28

700
800
500

400
300
200
100
0

2022-10-01 2022-10-09

Inbound Lateral movements

Access source.

Location

Blocked attacks

v All regions China

Blocked by the blocklist

0 times

Honeypot events

Outside China

Block brute-force attacks

0 times

2022-10-25

24 hours

Vulnerability exploits

88

M Blocked attacks: 667

2022-10-17 2022-10-25

Outbound

All policies v v

Access destination”
Destination port:

Asset name

2022-11-02

Real-time blocking statistics174

Last blocked 2022-10-25 15:14:10

Avg. blocked frequency88.48/ minute(s)

7 days

Blocked IPs

Source

=K

2022-10-01 17:06:39 ~ !

Location [

Q o

Intrusion defense: Virtt

|

Patch

TR, X BRI AL REVIF HHR, PSR BEE BB SR A MtE, TRt R,
PGS THE IR H, FREORAABE - IIAZ] NAT A5G, &S ORIUREREHIRM 1P Ji 1 i iy
IP &4, PRGN A 1P siE A NAT A5 PG KSR R H B, ERRMarhm e & 20 11T

N, KEVEMIREALR H Y,

IR L BRI (bR ARSUERT]
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Traffic logs

Edge firewalls NAT firewalls Inter-VPC firewall

v 2022-11-03 00:00:00 ~ 2022-11-09 23:59:59  [7]

Traffic in Traffic out
v
Time Access source Sourc... Public netwo... Public... Private netw... Privat... Protocol Stream bytes Flow messages Region
Started: 2022-11-09 00:10:38
100 2 Hongkony
Ended: 2022-11-09 00:10:48
Started: 2022-11-09 00:10:25 X
9760 244 Zurich,Sv
Ended: 2022-11-09 00:11:25
Started: 2022-11-09 00:10:25 X
40 1 Zurich,Sw
Ended: 2022-11-09 00:11:25
Started: 2022-11-09 00:09:35 )
180 3 United St
Ended: 2022-11-09 00:11:38
Started: 2022-11-09 00:09:28 152 3
Ended: 2022-11-09 00:11:37
Started: 2022-11-09 00:09:28 180 3
Ended: 2022-11-09 00:11:32
Started: 2022-11-09 00:09:26 180 3
Ended: 2022-11-09 00:11:29

FEHNECE VI FZER AR, S ARPEGTEDE WS SV BB AR 72011, ARENMWE =, alLUE 1
7 > ELBRPRSASRARNI > MG Bl E LB,
AR BFAE LG, AILUE 1526 > NAT AR > MEsiuld EE s,

IR L BRI (bR ARSUERT] 9520 2171


https://console.tencentcloud.com/cfw/ac/internet
https://console.tencentcloud.com/cfw/ac/internet
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Edge firewall rules NAT firewall rules Enterprise security groups Intr

Rule list Latest backup: 2022-10-24 20:47:54

Inbound rule Outbound rules
Enabled rules: 2 Enabled rules: 25
Inbound rule Outbound rules

Add rule Import rule Sort Batch operation

RN R @ BRI R (sd) ARTERH]

Rule quota (i)

2000

More actions

HHo1 Ha1m



