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@b Internet @ Internet
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Anti-DDoS Advanced & Edge firewall
F
l MNAT public IP
In B NAT firewall
HTTPS encrypted traffic \UI‘IE‘IG';-’[.IE'J traffic
v

Outbound traffic

o WAF & Edge firewal (CVM private IP) Out

J'CLB."DN.-’\.T public IP l I

Enterprise security group
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FFJE DNS FF %A T4 UE DNS Hodik,

5 NAT Bfj &7 Al 2emill R DNS f@tfr (JeiE) .

ATFERA - IR CVM AW TR ERIARY DNS ARSS 45

[root@ ~1# nslookup
> gg.com

Server: 18

Address: 18

Non-authoritative answer:
Name: ggq.com

Address:
Name: qq.com
Address:
Name: qq.com
Address:
Name: gqg.com
Address:

IR AN NAT B KRS

18 sl ERG, EEMSh, AGREXEITX > NAT 5T X > Mg,
2 TEMLR IR, A AIRRSCH, e R,
3. 1EHTEE NAT a5k #iE T, FLEH X238, BdT—P.
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Create NAT firewall

o Step 1

Availability

zone ()

Instance
name

Bandwidth
usage

Mode

EIP

FEHA ¢

>

Singapore v C)

Check the supported regions in the dropdown list. The region cann
be changed after creating the firewall.

Random AZ v Remote disaster recovel

60 more character(s) allowed

20 + Mbps &)

20 to 280 Mbps. To increase the quota, please upgrade the service

Purchase & Upgrade [Z View pricing [Z

O Create new () Access mode (i)
v
+ Bind an EIP
Next Cancel
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Port forwarding Bound egress Access VPC and public IP
Access VPC
Add VPC Select VPC again
\_4

3.1t ipconfig /release Ipconfig /renew Jill#HT DNS FREUML,

[ rootd ~1# nslookup
> qq.com

Server: 11

Address: 11

Non-authoritative answer:

Name: gg.com
Address:
Name: gg.com
Address:
Name: gg.com
Address:
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Access control Singapore Guangzhou

Edge firewall rules NAT firewall rules Enterprise security groups

Rule list Latest backup: 2022-10-24 20:47:54

Inbound rule Outbound rules Rule quota (i)
Enabled rules: 2 Enabled rules: 25
Inbound rule Outbound rules
| Add rule | Import rule Sort Batch operation More actions
All statuses v

2 fES IS R, BLEA X SR, .

Add Inbound rule Access Target region Singapore

Access source type () IP address Location Address template
Access destination o IP address Asset instance Resource tag Address template
type
Rule priority Earliest o Last
iori i Destination port i .
Priority @ Access source @ Access destination @ @ Protocol Policy @ Description @

3 0.0.0.0/0 0.0.0.0/0 -1/-1 ANY v v

FEA
PUTIO © VR PERU A PRATINR, SRR A S R B PAT IR B AR, A1 T 0 S e I AR AR S e T
o, anhp2RSAE, AEEEERFIN, SEESCEIAME AT, JEAZALE AT +1, X
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TCP/UDP/ANY%Jﬂ”i'i%ﬁjﬁ%ljﬁ BT 1 B A S SGE S 57 iR B e E,

411“80”, “80/80”. “-1/-1”, “1/65535”5%“80,443,3380/3389",

HTTP/HTTPS/SMTP/SMTPS/FTP FRNIMY S HHC 8 Hdim I{E, H SMTP/FTP MY AN ORI E &,
ICMP R A5 2 & i 11

P : GRS H RS2 4 ANY, TCP. UDP #1ICMP 31,

TREEBERA :

AT - eEa PRI R, s ar R BEAR ISR R B, Hidsine HE,

g oBE PRI TR R, ke RBOFIC RV R HE S H &

BELBT © 2@ RN AR, TE St RO D SR (A2 H 8 15713%« 5 H

iR TR, &2 R0 AT,
3. FL & 525 Bk DNS /2 15 1% 8,

[ root @
> gqq.com
Server:
Address:

Non-authoritative answer:
*** Can't find gg.com: No answer
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Security alerts
Attack alerts Blocked attacks Honeypot events
v China Outside China 24 hours 7 days 2022-10-01 17:06:39 ~:
Blocked attacks Blocked IPs Location [
Block malicious outgoing Blocked by the blocklist Block brute-force attacks Vulnerability exploits
requests

0 times 0 times 88

28

700
600
00
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300 Blocked attacks: 667
200

100

2022-10-01 2022-10-09 2022-10-17 2022-10-25 2022-11-02

Inbound Lateral movements Outbound
All policies v v Q o
Access source. Access destination” Real-time blocking statistics174 Intrusion defense: Virtt
Source
Location Destination port Last blocked 2022-10-25 15:14:10 Patch
Asset name Avg. blocked frequency88.48/ minute(s)
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