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Operation Guide
Resource Management
Creating Business System

Last updated : 2023-12-25 15:47:08

This document describes how to create a business system to manage your applications by category. You can set

different retention periods and report quotas for different business systems.

Directions

1. Go to the Resource management page in the APM console.
2. Click Create to pop up the Create business system window.
3. Configure the system information as follows.

Configuration

Description
Item

Business system
name

Enter a custom business system name.

Billing mode Currently, only pay-as-you-go is supported.

Guangzhou, Shanghai, Beijing, Hong Kong (China), Beijing Finance, Shanghai Finance,

Reporting region
P gres Singapore, and Silicon Valley are supported currently.

It can be 1 day, 3 days, 7 days, 15 days, or 30 days. During the trial, the default value is
Retention period 1 day. The longer the time, the higher the fees. Traces stored longer than the retention
period will not be displayed in the APM console.

Business system

) Describe the purpose of the business system.
overview

APM can be used with the Tencent Cloud resource tag feature to perform tag-based sub-

Tag o : : :
account authorization and cost allocation. For more information, see Access Management.

4. After completing the configuration, click OK.
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Application Monitoring

Application List

Last updated : 2023-12-25 15:47:27

Prerequisites

Go to the Application list page in the APM console.

Application Performance Management

&) Guangzhou ~

Integrated official demo (apm-F access application Alar

Application List

System Kanban 5ot by average throughput ¥ Display top5 health instance monitoring C) Invoke role-server * ®

Application Name v | App types v

BE java-market-service @ healthy @ BE java-stock-service @ healthy @ B8.

1 instance _

throughput
286.96 qps J 8.2%

Average Error Rate/Number of
Errors (i)

0% 4 -

0_4-

BE java-order-service

1 instance _

throughput
100.01 gps 4 8.3%

Average Error Rate/Number of
Errors (i)

2268% 4 -1.1%

20410 _ 4 -9.3%

System Overview

average response time (i)
55.35ms _ 1+ 3.9%

Apdex@
13-

® abnormal O

average response time (i)
255.9ms _ § 0.5%

Apdex (@)
0684 1.3%

1 instance _

throughput
273.57 gps J 8.2%

Average Error Rate/Number of
Errors (i)

0% | -

0_4-

B java-delivery-service

1 instance _

throughput
99.05 qps 4 8.3%

Average Error Rate/Number of
Errors (i)

0.97 % 1 0.1%

861 _ 1 -8.6%

average response time (i)
49.5ms _ | 2.4%

Apdex@
13-

@ healthy @

average response time (i)
46.44ms _ 1t 7.2%

Apdex (i)
13-

The system overview section displays the core performance metrics and call dependencies of all services and

components in the selected region as a matrix, list, or topology.
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Application access

You can access a hew service or add more services as follows.

1. At the top of the overview page, click Access application.

2. On the access guide page, select the programming language, access method, and reporting method and complete
reporting as instructed in the console.

Note:

APM supports multiple programming languages with different access methods. For more information, see Access
Guide.

System dashboard

The system dashboard displays the health, number of instances, throughput, average response time, average error
rate, average number of errors, Apdex, and change rate of each metric of the accessed application as a list (default)
or topology.

Below each metric, day-over-day comparison data is available to help you better monitor the fluctuations of the
application performance. You can also click the target application to drill down on the Application monitoring page,

where you can view more detailed monitoring data of the application.

B8 java-delivery-service ® healthy @
1 instance _
throughput average response time (i)
99.05 gps 4 8.3% 46.44ms a.z%
Average Error Rate/Number of Apdex ®
Errors (i) 13-

0.97 % 1 0.1%

861 aa.a%

Analysis order
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By default, services are sorted by health so that you can focus on those with a high error rate and slow response. In
the top-left corner of the dashboard, you can switch between sorting dimensions, such as average response time,
average throughput, average error rate, Apdex, and health status. If you select Avg response time, the slower the

response, the higher the order of the service in the system dashboard.

Displaying top 5 healthy instances monitoring

After this option is enabled, sorting will be based on the health status, and top 5 instances will be displayed at the

bottom of each module.

BE java-market-service ® healthy G
1 instance _
throughput avi

286.96 qps | 8.2%

Average Error Rate/Number of Errors (i)
0% 4 -
0_J4-

Instance IP st..- ¥ Throughput--- ¥  Averageres.-- ¥  p90 avera

10.80.5.34 healthy  280.24 56.22 0.9

Switching reporting roles

You can switch between the application data on the client and server for isolated data analysis.
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System Kanban 5ot by average throughput ¥ Display top5 health instance monitoring (:) It

Application Name ¥ | App types v

Global topology dependency

In addition to the list mode, you can also use the topology mode by clicking Topology in the top-right corner on the
Application list page, which helps you organize the dependencies and call relationships between services.

Hover over the target node to view the total number of requests, average response time, and average error rate of the
current application. You can also double-click the node to drill down on the Application details page.

Application List @ Guangzhou ¥ Integrated official demo (apm-F Alarm configuration

System Kanban Q

node label ¥x  node weight Calculated based on application request volume ©x

|+ 88 m|o]

g5
go
=

java—order—service
springmivc

oo

mock_project_db
mysgl

Metric description

Metric Description
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Health
status

Response
time

Throughput

Error rate

Apdex

Change
rate

Assesses whether your application is healthy based on the response time and error rate.

Healthy: Your application is assessed as healthy based on the response time and error rate.
Warning: The current average response time of your application exceeds the satisfaction
threshold, but the average error rate does not exceed the alarm threshold.

Abnormal: The average error rate of your application exceeds the alarm threshold. By default, the
satisfaction threshold for the average response time is 500 ms, and the alarm threshold for the
average error rate is 5%.

The average response time of all service APIs of the application. The percentage below shows
the day-over-day change.

The average number of requests at the 1-minute granularity.

The average error rate of all APls at the 1-minute granularity among the call relationships of the
selected service. You can click a data point on the curve to drill down to typical requests in the
selected time range.

The user satisfaction metric calculated based on the response time of all APls at the 1-minute
granularity among the call relationships of the selected service.

The rate of change between the current value and the value yesterday.

Health status description

Healthy: Your application is assessed as healthy based on the response time and error rate.

Warning: The current average response time of your application exceeds the satisfaction threshold, but the average

error rate does not exceed the alarm threshold.

Abnormal: The average error rate of your application exceeds the alarm threshold.

The satisfaction threshold for the average response time is 500 ms by default.

The alarm threshold for the average error rate is 5% by default.
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Application Details

Last updated : 2023-12-25 15:47:43

This document describes how to view application details, such as the topology, number of requests, response time,
number of errors, and throughput.

Application Details

1. Go to the Application details page in the APM console.

2. On the Application details page, you can view the total number of requests, average response time, average error
rate, slow call, slow SQL, number of exceptions, and full GC of the service in the current time range.

Application Details @ Guangzhou v Integrated official demo (apm-F ~ java-delivery-service v all v
total requests average response time average error rate slow call (i) Slow SQL () Abnori
89113 47.45ms = 0.93 « 0. 0. 8
day-to-day 4 8.4% day-to-day + 9.2% day-to-day 4+ 3.1% Day -to -day- Day -to -day- day-to
week-on-week + 100% week-on-week + 100% week-on-week + 100% Week -on - week- Week -on - week- week-¢
View interface details View slow calls View slow SQL Check
"""""""""""""""" except
performance monitoring call analysis (0 JVM monitoring database monitoring Database call analysis instance monitoring Trace/Span
node label gx  node weight Calculated based on application request volume ¥x == healthy warning == abnormal (i)

java-delivery-service healthy
Exception Count| 825

T Instance health | 1 healthy, 0 warning
o¢

java—order-service Invoke role-server ~

throughput

throughput state decon
B8

Click on the data point on the curv
java—delivery-service

springmve

Max: 109.18 qps, Average: 106.09

120gps

90qgps

60qgps

30qps

mock_project_db R
mysgl Ogps

16:43 16:4%

W throughput

Performance monitoring
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This module displays the trend of the average response time, average throughput, average error rate, and Apdex of
the application on the selected server or client within the specified time range. You can click the clock icon in the top-

right corner of each chart to compare the data of any day in the last 30 days with the current data.

Call analysis

This module displays the upstream and downstream local topology centered on the current service. Hover over the
target node to view the average throughput, response time, and error rate of the corresponding application.
APM uses topology icons in different colors for identification. Green indicates that the application is healthy, orange

delayed, and red abnormal.

JVM monitoring

This module displays the trend of critical JVM metrics, including average/maximum garbage collection (GC) count,

CPU utilization, heap space, NoHeap space, heap space refinement, and number of JVM threads.

performance monitoring call analysis (0 JVM monitoring database monitoring Database call analysis instance monitoring Tr
Average GC times Maximum number of GCs o Average GC time spent Maximum GC time o CPU
16:53 2.95 .

0.3 16:54 0.27 3ms 5%

0.24% 2.4ms 4%

0.18/% 1.8ms 3%

012K 1.2ms 2%

0.06;% 0.6ms 1%

0iR Oms 0%

16:44 16:46 16:48 16:50 16:52  16:54 16:44 16:46 16:48 16:50 16:52  16:54
W Full GC Young GG W Full GG Young GG [ CF
Heap space i NoHeap space M Heap
2000MB 16:55 1820.50 150MB 16:55 119.75 100M
1600MB 100MB 80M
1200MB 60M
50MB
800MB 40M
400MB OhiB 20M
omMB -50MB oM
16:44 16:46 16:48 16:50 16:52 16:54 16:44 16:46 16:48 16:50 16:52  16:54
B commit max used B commit max used M us
Yo
Module Monitoring Metric
Full GC count
GC count
Young GC count
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GC time Full GC time
Young GC time
Committed
Heap/NoHeap space Max
Used

Used young generation
Eden space
Heap space refinement
Survivor space
Old generation
Number of TIMED_WAITING threads
Number of WAITING threads
Number of RUNNABLE threads
JVM threads/minute
Number of created threads

Number of terminated threads

Number of blocked threads
Database monitoring

This module displays the information of database calls, including the average response time, throughput, and top 5

slow calls. You can also click Overview or View SQL for more details.
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performance monitoring call analysis () JVM monitoring database monitoring Database call analysis instance monitoring

Under the currently selected application: the total number of databases is 100% year-on-year in 1 day 1 100% week-on-week 1

all v
Name database IP address Types of response time (ms) % throughput ¥
~ mock_project_db 9.147.18.42 mysql 36.37 1 7.1% 98.86 4 -8.5%
average response time i throughput

Maximum: 37.85 ms, Average: 36.37 ms Max: 109.18 gps, Average: 105.92 gps

Aoms - s 1580 7.0 120gps 16:46 109.18
32ms —
24ms
60qps
16ms
8ms 30qps
Oms Ogps

16:44 16:45 16:46 16:47 16:48 16:49 16:50 16:51 16:52 16:53 16:54 16:55 16:56 16:44 16:45 16:46 16:47 16:

I average response time M throughput

TOP5 slow calls

call request throughput Response time

select * from mock_project_userinfo where id = ? 98.86 4 -8.5% 36.37 1 7.1%

Metric description

Metric Description

Throughput The average throughput of the current application
g:::gg&f status The proportions of successful and failed requests

Slow call The API calls that took more than 500 ms to execute
Slow SQL The SQL queries that took more than 2,000 ms to execute
Full GC The number of full GCs performed by JVM

The average response time of all APls at the 1-minute granularity among the call

Avg response time , ) )
relationships of the selected service
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Avg error rate

Top 5 slow APIs

Top 5 erroneous APIs

Avg GC times
Max GC times
Avg GC time
Max GC time
CPU utilization
Heap space
NoHeap space
Thread pool

Throughput
(database)

Average response
time

Top 5 callers

Top 5 slow calls

Application Performance Management

The average error rate of all APIs at the 1-minute granularity among the call
relationships of the selected service

The top 5 slow APIs at the 1-minute granularity among the call relationships of the
selected service

The top 5 erroneous APIs at the 1-minute granularity among the call relationships of
the selected service

The average number of GCs executed by all JVM instances per minute
The maximum number of GCs executed by all JVM instances per minute
The average duration of GC executions by all JVM instances per minute
The maximum duration of GC executions by all JVM instances per minute
The CPU resource utilization of running programs per minute

The status of the heap space per minute (committed, max, or used)

The status of the NoHeap space per minute (committed, max, or used)

The number of active threads in the thread pool per minute

The average throughput of the current database

The average response time of all calls of the selected database and instance at the 1-
minute granularity

The top 5 upstream applications/components calling the selected database most
frequently

The top 5 slow statements
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AP| Monitoring

Last updated : 2023-12-25 15:48:04

The API monitoring module displays the APIs in client, server, and local calls as well as the call traces in the upstream
and downstream services, allowing you to check the key metrics like the number of requests, average response time,

error rate, and throughput.

Prerequisites

Go to the API monitoring page in the APM console.

API overview

On the API monitoring page, select the target API on the left to display API analysis and Exception analysis on
the right. You can select the target caller to view its details.

API analysis

API analysis allows you to select the target API service and view its total throughput, top 5 callers, average response

time (99, 90, or 50 pct), error rate, and error code breakdown.

Metric Description

The top 5 upstream applications/components calling the selected application APl most

Top 5 callers
frequently
Error code o
The distribution trend of error codes returned by the current API
breakdown
Note:

99 pct: Data in the 99th percentile in ascending order.
90 pct: Data in the 90th percentile in ascending order.

50 pct: Data in the 50th percentile in ascending order.

Exception statistics

Besides basic metrics, you can also view top 5 APIs in the current application in terms of average response time and
error rate, which are intelligently filtered by the exception analysis module. You can click View details above the
curve to view the call trace of the target APl in the last 15 minutes, so you can drill down to the issue to troubleshoot it

quickly.
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Upstream and downstream analysis

You can switch between the Upstream analysis and Downstream analysis tabs to analyze upstream and
downstream calls and quickly identify performance bottlenecks.

interface monitoring @ Guangzhou v Integrated official demo (apm-F + java-delivery-service v

all v 15 minutes B o
Invoke role-server v select all v interface analysis Abnormal statistics upstream analysis downstream analysis
select all . .
{GET}/getDeliveryinfo (springMVC)
interface Numb... # throu-. # Avera.. ¥ ErrorRate/.. % v o
X 10056
{GET)/getDeliveryinfo 00502 s 4667mst  0.97%/880 ¢ Tops callers O A
springMVC 8.5% -0.7% N
1 -7.0%
Maximum: 0.00 qps, Average: 100.56 qps
120ps 16:46 109.40
90qps
60qps
30qps
0gps

16:36 16:37 16:38 16:39 16:40 16:41 16:42 16:43 16:44 16:45 16:46 16:47 16:48
W current - throughput I Yesterday - Throughput
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Exception Monitoring

Last updated : 2023-12-25 15:48:36

This document describes how to view and analyze an application exception.

Prerequisites

Go to the Exception monitoring page in the APM console.

Abnormal monitoring @ Guangzhou v Integrated official demo (apm-F + java-delivery-service v v

| %] Q

unusual trend ()
exception type interface last time + Occurrences ¥ ‘
Click on the data point on the curve to perfo

java.lang.RuntimeException {GET}/getDeliveryinfo 2023-01-12 16:45:59 878 | -6.0%
80
60/
40/R

20)R%

0%
16:34 16:35 16:36 16:37

M Currently - java.lang.RuntimeException

Exception list

It displays all exceptions within the specified time range on the left of the Exception monitoring page, including the

service exception type, API, and number of occurrences.

Exception trend

The chart on the right displays the exception trend, i.e., number of exception occurrences per minute.
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Exception analysis

Click the target application. Then, the number of occurrences of the exception and day-over-day comparison will be
displayed as curves on the right of the Exception monitoring page.

Note:

You can click Select comparison curve above the chart to add a month-over-month comparison curve. You can
also click a data point in the curve to view the list of related requests. In the list, click Request details to drill down to

call trace details for exception analysis.
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Tracing
Call Query

Last updated : 2023-12-25 15:49:14

This document describes the capabilities and directions of API call search and analysis. With this feature, you can

query the trace information, trace IDs, and trace details of servers and clients. In addition, the method stack

information can be displayed for applications that use the proprietary probe to report data.

Prerequisites

Go to the Call query page in the APM console.

Response duration: 0-30000  Time range: 2023-01-12 16:04:10 - 2023-01-12 16:14:10

Basic search

t  Server v v Client
v ®
4
Time range  2023-01-12 16:04:10~2023-01-12 16:14:10 (V) ¥ | Response time (ms) 0
Basic search Q

Advanced search

Trace ID

Health @ v | status.code status @ v

Advanced business tag search

Business tag search : @

Basic query

3000
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You can query API calls by server name, server IP, client name, client IP, target API, trace ID, or business tag in the
basic query module on the Call query page.
Note:

If you don't select the server or client, all traces in the application will be displayed in the list.

Business tag

You can customize tags when reporting data based on the business type, such as order and cart tags. If there is an
exception in a user's order, you can quickly get the order call conditions, including response time, execution result,
and service status.

For example, when reporting the data of a PHP application, you can customize a tag and then search for the business

bound to the tag by the tag key and value (key:value).
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Sspan—->tag ('key', S$value);
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Advanced business tag search

Business tag search | key - | value

Displaying the trace entry only

You can quickly search for the trace entry (span) in an application to locate abnormal traces.
Assume a trace is as shown below. If you select Display the trace entry only, the list will only display the call status

of the trace entry Service A.

Service A

Call trace details

Click Request details or TracelD/SpanlID in the Operation column of the target API to enter the trace analysis
page, where you can view the duration of each stage of the trace and the reported information of the entire trace,
including the trace health and duration.

The method stack information can be displayed for applications that use the proprietary Java probe as described in
Reporting via TAPM to report data. You can view the line numbers of method stacks in the trace list to quickly

troubleshoot slow calls and abnormal method stacks.
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tingyun-j der-service pringC

v tingy rd e Spring( Orderinfo

v tingyun-j rdet jice org.spril web fite....

v tingyun-j org cweb....

w lingyun-java-order-service org.springframework....
~ tingyun-java-order-service org.apache tomca
~ tingyun-java-order-service javax servieth..

w tingyun-java-order-service com.tence

tingyun-java-order-service com.z....

tingyun-java-order-service com.mysql.cijd

tingyun-java-order-service java.ut.

<

line749

tingyun-java-order-service sun.net www.pr. .

~tingyun-java-delivery-service SpringCo. ..

Orderinfo TracelD: -

20ms

tingyun-java-

component:
status.code:

ip:

host.name:

Wt

Key

service.instan(

segment.class

service.compg

w3c.tracestate

Tmd5

tapm.business

startTime

endTime
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Database Call Monitoring
Database Overview

Last updated : 2024-07-23 14:50:51

The database overview page displays the overall call conditions of the current database, including call topology,

database response time, throughput, top 5 slow calls, top 5 callers, and exception list.

Prerequisites

Go to the Database query > Database overview page in the APM console.
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[ | I v mcj(_project_d b -

350ms
280ms
210ms
140ms

70ms

Dms

628 1620 1632 16:21 16:32 16:23 6:34 1635 1636 163 16:28 16:20 16:

java sql. SQLSyntaxErrorException

java.sgl. SQLSyntaxErrorException

Application Performance Management

ra
Ld
select *
select *
select *
select *
select *
L]
La

om un_exist_table limit 1

from un_exist_table limit 1

om un_exist_table limit 1

from un_exist_table limit 1

from mock_project_userinfo where id = ? |

Shy WA n-walch ™
1aw-ermo-agent T1668
Taw-0emo-ColBCon 57963

jaw:

jawi

Database call topology

Database call relationships can be displayed in a topology, making it easier for you to view the details of calls between

the application and database.
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Database overview @ Guangzhou ¥ Integrated official demo (apm-F + mock_project_db - all v

node label ¢y  node weight Calculated based on application request volume £x

ra
-
oo oo oo oo oo

+ java-delivery-service  jaya-market-service  lava-order-semnvice  jaya stock-service java-user—service
springmvc Kafka,grpe springmyc,tomeat Kafka,grpe grpc

mock_project_db
mysaql

average response time () o TOPS slow calls
call request call ap
30ms
16:32 26.36
_— — e select * from mock_project_userinfo where id = ? java-d
24ms
18ms select * from mock_project_userinfo where id = ? |- java-0
12ms select * om un_exist_table limit 1 java-o
6ms select dept, count(dept) as total from mock_proje-..  java-u:
oms select * from un_exist_table limit 1 java-u
16:27 16:28 16:29 16:30 16:31 16:32 16:33 16:34 16:35 16:36 16:37 16:38 16:39 - - I }

W average response time

Health:
Healthy: Your application is assessed as healthy based on the response time and error rate.

Warning: The current average response time of your application exceeds the satisfaction threshold, but the average
error rate does not exceed the alarm threshold.

Abnormal: The average error rate of your application exceeds the alarm threshold.

The satisfaction threshold for the average response time is 500 ms by default.

The alarm threshold for the average error rate is 5% by default.

Exception statistics

The list of database exceptions displays the exception type, caller, number of exceptions, first occurrence time, and
last occurrence time. You can click View details to view specific database exceptions or click Trace to view trace

details.

Metric description
Metric Description

Throughput The average throughput of the current database

©2013-2022 Tencent Cloud. All rights reserved. Page 26 of 57



@ Tencent Cloud Application Performance Management

Avg response The average response time of all calls of the selected database and instance at the 1-minute
time granularity
Top 5 callers The top 5 upstream applications calling the selected database most frequently
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Database Call Analysis

Last updated : 2023-12-25 15:49:47

This document describes the capabilities and directions of database call search and analysis.

Prerequisites

Go to the Database call analysis page in the APM console.

D call analysi ® v Integrated official demo (apm-F ¥ mock _project_db v 15 minutes B o
SQL analysis Abnormal Analysis Related call chain
call statement database call appli Number« ¢  Time-.. 4 numbe... $ select one-click copy
[ from
mock_proje 84442 4 36.55 1 i
select * from mock_project_userinfo where id = 2 m,dbip ¥ delivery- Pt e () W’:::fp’me“f“se"""’
service
id=7
. ; mock proje  java-order- 85320 4 32331
lect * from mock rinfo where id = ? limit 1 -
select * from mock_project_userinfo where id = ? i b orvion 13.0% 09% 0
. " mock proje  java-order- 883 + 27221 883 4
select * om un_exist table limit 1
ct.db service -10.3% 13% -10.3%
throughput 10 &
select dept, count(dept) s total from mock_project_userinfo mock_proje  java-user- 208456 1 23871 o M 10 108,05 e
where id < ? group by dept ct_db service 100% 100% - e aes
120ps 16:27 109.58
. mock_proje  java-user- 1379 4 23031 1379 4 —— — —
select * from un_exist_table limit 1 otdb comice 11% 39% A11%
90ap:
select dept, count(dept) as total from mock_project_userinfo mock proje  java-market- 242590 T 22681 o
where id < ? group by dept ct.db service 100% 100% 60aps @
select dept, count(dept) as total from mock_project_userinfo mock_proje  java-stock- 231760 T 2202t 0- e
where id < ? group by dept ot.db service 100% 100% 30qps
k -user- 1367 4 2184 1367 + . ®
select * om un_exist_table imit 1 moelproje - Java-user Oaps
ct.db service -14.3% -12% -14.3% 16:26 16:27 16:28 16:29 16:30 16:31 16:32 16:33 16:34 16:35 16:36 16:37 16:38
M current - throughput Yesterday - Throughput —
. - mock_proje  java-stock- 736 + 21461 736 4
. View list of latest t:
select * om un_exist_table limit 1 ot db coice 2a% 01% 2a% fiew list of latest requests

SQL monitoring list

The SQL list on the left displays all SQL calls between the application and database in the selected time range, as
well as the number of calls, duration, error rate, and DoD change of each SQL statement. You can directly locate the

target SQL statement through the search bar above the list.

SQL analysis

The SQL analysis module on the right displays the change trends of calls and response time of the currently selected

SQL statement in the specified time range. The list of exceptions in the current database is displayed below the trend
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chart, including exception type, caller, number of exceptions, first occurrence time, and last occurrence time. You can

click View details to view specific database exceptions or click Trace to view trace details.

Exception analysis

You can switch the sub-window menu on the right to enter the exception analysis page. This page displays the list of

SQL exceptions, including service exception types, APls, and the number of exception occurrences.
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Access Management
Overview

Last updated : 2023-12-25 15:50:04

If you have multiple users managing the APM service, and they all share your Tencent Cloud account access key, you
may face the following problems:

Your key will be easily compromised because it is shared by several users.

You cannot restrict the access from other users and your service will be vulnerable to the security risks caused by
their maloperations.

You can avoid the above problems by allowing different users to manage different services through sub-accounts. By
default, sub-accounts have no permissions to use APM. Therefore, you need to create a policy to grant different

permissions to sub-accounts.

Overview

Cloud Access Management (CAM) is a Tencent Cloud web service that helps you securely manage and control
access to your Tencent Cloud resources. CAM allows you to create, manage, or terminate users (groups), and control
who have access to which Tencent Cloud resources based on identity and policy management.

When using CAM, you can associate a policy with a user or user group to allow or forbid them to use specified
resources to complete specified tasks. For more information on CAM policies, see Syntax Logic. For more information

on how to use CAM policies, see Concepts.

Authorization method

APM supports two authorization methods: resource-level authorization and authorization by tag.
Resource-level authorization: You can use policy syntax or the default policy to grant sub-accounts permissions to
manage individual resources. For more information, see Policy Syntax and Granting Policy.

Authorization by tag: You can tag resources and grant sub-accounts permissions to manage resources with particular
tags. For more information, see Resource Tag.

You can skip this section if you don't need to manage permissions of APM resources for sub-accounts. This won't

affect your understanding and use of the other sections of the document.
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Policy Syntax

Last updated : 2023-12-25 15:50:24

Overview

An access policy that employs the JSON-based access policy language is used to grant access to APM resources.
You can authorize a specified principal to perform actions on a specified CM resource through the access policy
language.

The access policy syntax describes the basic elements and usage of the policy. For the description of the policy

syntax, see Concepts.

Policy Syntax

CAM policy:
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{

"version":"2.0",

"statement":

[

{

"effect":"effect",
"action": ["action"],
"resource": ["resource"],
"condition": {"key":{"value"}}
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Element usage

version is required. Currently, only the value "2.0" is allowed.

statement describes the details of one or more permissions. This element contains a permission or permission set of

other elements suchas effect , action , resource ,and condition .One policy has only one

statement.

effect is required. It describes whether the declaration resultis allow orexplicit deny .

action is required. It specifies whether to allow or deny the operation. The operation can be an API (prefixed with
name ) or a feature set (a group of APIs, prefixed with permid ).

resource is required. It describes the details of authorization. A resource is described in a six-segment format.

Detailed resource definitions vary by product. For more information on how to specify resources, see the product

documentation corresponding to the resource statement you are writing.

condition is optional. It describes the condition for the policy to take effect. A condition consists of operator, action

key, and action value. A condition value may contain information such as time and IP address. Some services allow

you to specify additional values in a condition.

Specifying an effect

If you don't explicitly grant access to ( allow ) aresource, access is implicitly denied. You can also explicitly
deny access to a resource to ensure that a user cannot access it, even if another policy has granted access to it.

The following example specifiesan allow effect.
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"effect" : "allow"

Specifying an action

APM defines console operations that can be specified in a policy. The specified operations are divided into reading
part of APIs ( apm:Describe\\* )andall APIs ( apm:\\* ) based on the operation nature.

Below is an example of specifying the allowed operations:
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"action": [

"name/apm:Describe*"

Specifying a resource

The resource element describes one or multiple operation objects, such as APM resources. All the resources can

be described in the following 6-segment format.
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gcs:project_id:service_type:region:account:resource

The parameters are as described below:

Parameter Description Required
qcs Abbreviation for "gcloud service", which indicates a Tencent Cloud service Yes

Project information, which is only used to enable compatibility with legacy CAM
logic and generally can be left empty

project_id No
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service_type Product name abbreviation, whichis apm here Yes
region Region information Yes

Root account information of the resource owner, which is the root account ID in
account : : : Yes
the format of uin/${OwnerUin} ,suchas uin/100000000001

resource Resource details prefixed with instance Yes

Below is a sample six-segment description of an APM resource:
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"resource": ["gcs: :apm:ap-guangzhou:uin/1250000000:apm/apm-btzsrI123"]

Samples

Grant the read and write permissions of specified resources based on resource ID. The root account ID is
1250000000 :

Sample: Granting the sub-user the permission to modify the business system (ID: apm-btzsri123)
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"version": "2.0",
"statement": [

{
"effect": "allow",

"action": [

"apm:ModifyApmInstance"

1,

"resource": [

Application Performance Management

"gcs::apm:ap-guangzhou:uin/1250000000:apm-instance/apm-btzsrI123"

List of APIs supporting resource-level authorization

API

DescribeApmAgent
DescribeApminstances
DescribeApmRegions
DescribeGeneralSpanList
DescribelnstanceBriefs
DescribeMetricLineData
DescribeMetricRecords
DescribePAASGeneralSpanList
DescribePAASMetricLineData
DescribePAASMetricPointData
DescribePAASTagValues
DescribePAASTopology
DescribeServiceNodes

DescribeServiceOverview

©2013-2022 Tencent Cloud. All rights reserved.

Description

Gets the APM agent

Queries APM business systems
Gets APM regions

Queries spans

Queries the business system overview
Pulls metric curve data

Queries the list of metrics

Queries spans

Queries the metric curve data
Queries the metric point data
Queries the dimension information
Queries the topology data

Gets the list of services

Gets the APM system overview
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CreateApminstance
CreatePAASInstance
DeletePAASInstance
ModifyApmInstance

TerminateApmInstance
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Application Performance Management

Creates an APM business system
Creates a PaaS APM business system
Deletes an APM business system
Modifies an APM business system

Terminates an APM business system
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Granting Policy

Last updated : 2024-07-23 14:50:51

A sub-account has no APM permissions by default and can access APM resources only after being granted relevant

permissions by the root account.

Prerequisites

Log in to the Tencent Cloud console with the root account or a sub-account with the QcloudCamFullAccess

permission and create a sub-account as instructed in Creating Sub-User.

Custom policy

1. Use the root account or a sub-account with the QcloudCamFullAccess permission to log in tothe CAM
console and go to the Policies page.
2. Click Create Custom Policy > Create by Policy Syntax and select Blank Template. Edit the policy as

instructed in Policy Syntax Description.
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Select Policy Creation Method X

Create by Policy Generator

o Select service and actions from the list to auto-generate policy
syntax

T Create by Policy Syntax
Write policy syntax to generate policies

Authorize by Tag

Eu Grant permissions of resources under certain tags to users or user

groups

Policy authorization

Note:

APM creates default permission policies QcloudaPMFullAccess (full access to APM) and
QcloudAPMReadOnlyFullAccess (read-only access to APM) for you. You can search for a default policy for

quick authorization. You can also use a custom policy for authorization. Then, the sub-account can access the

relevant resources.

1. Use the root account or a sub-account with the QcloudCamFullAccess permission to log in tothe CAM

console and go to the Policies page.

2. Go to the policy management page and enter a policy name in the policy search box.

3. Select QcloudAPMFullAccess Or QcloudAPMReadOnlyFullAccess and click Associate

User/Group/Role in the Operation column.

©2013-2022 Tencent Cloud. All rights reserved. Page 42 of 57


https://console.tencentcloud.com/cam/policy

@ Tencent Cloud Application Performance Management

Policies

CD Associate users or user groups with policies to grant permissions.

Create Custom Policy All Policies Preset Policy Custom P«

Policy Name Service Type Y Description

Application Performance i
QcloudAPMFullAccess Full read-write access to APM
Management

Application Performance

QcloudAPMReadOnlyFullAccess
Management

Read-only access to APM

QcloudAccessForSCFRolelnAPM - This policy is for the SCF service role(SCF_QcsRole) to be associated and used by |...

4. In the pop-up window, select the target user and click OK.
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Resource Tag

Last updated : 2023-12-25 15:51:02

APM can be used with the Tencent Cloud resource tag feature to perform tag-based sub-account authorization and
cost allocation.

Resource tag is a resource management tool provided by Tencent Cloud, which has two parts: tag key and tag value.
One tag key can correspond to multiple tag values. You can use tags for cost allocation and authorization in the

following steps.

Use Cases

A company has multiple business systems connected to APM, which are developed and operated separately by
departments A and B. You want to create tags, bind resources, and grant permissions to the two departments as
follows:

Create tag A and bind it to all business systems of department A.

Create tag B and bind it all business systems of department B.
Authorization by tag
User A is a developer in department A and is responsible for the development of all business systems in the

department. You want to grant tag A's permission to user A.

Cost allocation by tag

User B is a company accountant responsible for the separate accounting of the financial expenditures of departments

A and B. You want to grant user B the permissions of tags A and B to allocate costs by tag.

Preparations

Step 1. Create a tag

Create tags A and B respectively in the following steps:
1. Go to the Tag List page.

2. Click Create to enter the tag creation page and enter the tag key and the corresponding tag value.
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Create Tag

@ * Enter a new tag key and value, or select a tag key and add a new value to it.

® Each tag key can have a maximum of 1,000 values. You can add 10 values at a time.

Tag Key Tag Value
department : ecm@)
Add Tag Key
EN -
3. Click OK.

Step 2. Assign tags to resources

Bind tag A to all business systems in department A and tag B to all business systems in department B in the following
steps:

1. Go to the Resource management page in the APM console.

2. Click Create. In the pop-up window, enter the information and bind a tag. You can also find an existing business

system in the list, click Modify configuration in the Operation column, and select a tag.
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Create business system b

Businass system name ~

nl-ll.!] g6 rl.l

Reporting re Ji::l"l - L

documentaiion [

Ratention percd * 1 day

The (rass dAnty patemiion perad sdeforr g e Sl

RI_I"- ngss ﬁj'qll"ll N T R

dd Lag v - v +

OK Cancel

Authorization by Tag

Grant user A the permission of tag A and user B the permission of tags A and B according to the tag authorization
policy in the following steps:
1. Go to the Policies page and click Create Custom Policy in the top-left corner.

2. In the creation method selection window that pops up, click Authorize by Tag to enter the Authorize by Tag

page.
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Select Policy Creation Method X

Create by Policy Generator

A7 Select service and actions from the list to auto-generate policy
syntax
< Create by Policy Syntax

Write policy syntax to generate policies

Authorize by Tag

Eu Grant permissions of resources under certain tags to users or user

groups

3. On the Authorize by Tag page, select the following information and click Next to enter the check page.
Authorized Users/User Groups: Select the user to be authorized (user A or B).

Bound Tag Key: Select the tag key to be authorized (tag key of tag A or B).

Bound Tag Value: Select the tag value to be authorized (tag value of tag A or B).

Service Resource: Select apm and select all operations.
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Application Performance Management

Selected (81)

Actan N

Croatalp...

Createfp...

Croatelo. ..

CreatePA. ..

4. Click Next, check the policy (which can be renamed), and click Complete.

Cost Allocation by Tag

Step 1. Set a cost allocation tag

Set tags A and B as cost allocation tags in the following steps:

Dexcrigion

Aad lop agont ...

Create oiline &...

Suppet

Ko

s

1. To use the tag feature for bills, you need to go to the Billing Center and select Bills > Cost Allocation Tags on the

left sidebar. The tag key set as a cost allocation tag will be displayed as a separate column of the bill. You can filter

and categorize bills based on this tag key.

2. On this page, you can view the list of created tag keys. Select the tag key to be displayed and click Set as Cost

Allocation Tag to set the tag key as a cost allocation tag in the bill.
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Add Tag Keys

AllTagKeys Y Operation
Department B Set as Cost Allocation Tag
Department A Set as Cost Allocation Tag

Note:
You can set 5 cost allocation tags at most. A small number of such tags makes it easier for you to manage your costs.

Step 2. Display bills by tag

You can view and click the new option By Tag on the Bill Overview page. Then, you can select a specific tag key to

view the column chart and list of relevant resources aggregated by the tag key.

2023-1 Bill Summary (Unit: USD) @

By Product By Project By Region By Billing Mode

You need to create tags on the Tag Management page, assign tag values to resources on the corresponding resource consoles, and se
Cost Allocation Tags page.Learn More [4

Tag Key: DepartmentA ~

Total G

Department A Total Amount After Discount (Excluding Tax) Voucher Deduction Tax Amount (Includi

Tax)

» Empty 588.39 USD 0.00 USD 0.00 USD 588.39 U
Total items: 1 20 v /page
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Alarm Service
Creating Alarm

Last updated : 2023-12-25 15:51:16

This document describes how to set an alarm for a key application performance metric, so that you can receive timely

notifications when the metric is abnormal.

Directions

1. Log in to the APM console.
2. On the left sidebar, click Alarm configuration to enter the alarm policy configuration page.

3. Click Create and configure a new alarm policy as follows:

Configuration Configuration L
Description
Type Item
Policy name The custom policy name.
Remarks The custom policy remarks.
Basic information
Monitoring type Select the application performance monitoring type.
Policy type Performance metrics are selected by default.
Alarm policy You can filter objects that meet filter conditions for alarming, and the

relationship between these conditions is AND. Only objects with
reported data will be displayed after filtering.
Business system (required): You can set alarms by business
system. Currently, you can select only a single business system.
Application (required): You can filter the performance data of a
Filter condition specific application in a specific business system for alarm
(AND) detection.
Call role (required): You can filter the performance data of a specific
call role in a specific application for alarm detection.
Instance: You can filter the performance data of a specific instance
in a specific business system for alarm detection.
API: You can filter the performance data of a specific APl in a
specific application for alarm detection.

Alarm object You can customize the alarm objects displayed in the alarm
dimension notification. Suppose you select business system, application, and
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call role, the following alarm objects will be displayed: business
system=xxx, application=xxx, call role=xxx.

You can specify whether to trigger an alarm when any condition or

Trigger condition
99 all conditions are met.

S Notification The system provides default notification templates. You can also
Alarm notification . . . . .
template create a custom one as instructed in Creating Notification Template.
Advanced . If enabled, the auto scaling policy can be triggered when the alarm
. Auto scaling o
configuration condition is met.

4. After configuring the above information, click Save. When a metric is abnormal, alarm notifications will be sent

through the alarm channels you configured.
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Viewing Alarm

Last updated : 2024-07-24 16:05:46

This document describes how to view APM alarm records.

Viewing alarm records

1. Log in to the TCOP console and go to the Alarm Records page.

2. Select APM as the Monitoring Type, and click OK.

Application Performance Management

3. You can also set a time range in the top-left corner to filter alarm records during this period.

Alarm governance

Alarm Records Alarm shield management

(D  The SMS quota for the current month has been used 0. Remaining: 1000.

Alarm Status

©2013-2022 Tencent Cloud. All rights reserved.

3 hours

22

29

Monitoring Type ~ APM v 2024-07-17 00:00:00 ~ 2024-07-23 23:59:54
Search "Monitoring Type: APM" Clear Filters S minutes 30 minutes 1 hour
Alarm Content/Alarm Object Today  Yesterday
Jun 2024 4
Su Mo Tu We Th Fr
2 3 4 5 6 7
9 10 11 12 13 14
16 17 18 19 20 21
23 24 25 26 27 28
30
Select time

12hours 24 hours 2 days

Jul 2024
Su Mo Tu
1 2
7 8 9
14 15 16

21 22 @

7 days
We Th
3 4
10 11
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hd Y Filte
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System Configuration
Business System Configuration

Last updated : 2023-12-25 15:52:00

You can modify the basic information of the target business system on the System configuration > Business

system configuration page.

Prerequisites

1. Go to the System management page in the APM console.

2. Go to Business system configuration.

Modifying basic information

At the top of the page, select the target business system and click Edit on the right of Basic info. You can modify the

retention period, business system name, and tag.
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Create business system

Business system name *

Up to 40 Chinese characters, letters, digits, or symbols

- Data is isolated in differant regions, and the reparting

region cannot be changed once the business system is

- To uniformly monitor applications in the business
system in different regions, you can choose to report data
to the same region as instructed in the product

e,
Billing mode Eres trial
Reporting region * -
created,
documentation 5 .
Retention peried * 1 day

The trace data retention period determines your storage
fees. It is 1 day by default and can be customized as

needed.

Business system overview

Please enter a description within 100 characters

Add tag r

Ok
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Application Configuration

Last updated : 2023-12-25 15:52:16

On the Application configuration page, you can customize the exception types in the application details and URL

convergence rules and configure whether to include errors with specified status codes in the number of errors.

Prerequisites

1. Go to the System management page in the APM console.

2. Go to the Application configuration page.

Directions

Exception filtering

This parameter filters the exception type in the exception analysis chart on the application details page. You can use
the regex to match the full name of the exception class and separate multiple items by comma, such as
java.lang.inter, java.lang.index . The exception types entered here will neither be displayed on the

Application details page nor included in the number of exceptions and exception analysis.

Error code filtering

This parameter filters the status code of errors included in the number of errors. You can set the error codes that need
to be ignored here and separate them by comma, such as "429,512". Errors with the status codes entered here will not

be included in the number of errors.

URL convergence

This parameter converges multiple similar URLs into one, such as URLs starting with /service/demo/ .

Convergence threshold

This parameter specifies the minimum quantity for URL convergence. For example, if the thresholdis 100 ,

convergence will be performed when the number of URLSs in line with the regex reaches 100.

Convergence rule regex

This parameter specifies the URL convergence rule in regex. For example, to converge URLs starting with
/service/demo/ when their number exceeds 100, the convergence threshold should be 100 , and the

convergence rule regex should be /service/demo/ (.*?)
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Exclusion rule regex

This parameter excludes specified URLs from convergence. For example, to exclude URLs starting with

service/demo/example from convergence, the regex should be /service/demo/example/ (.*?)
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Update indicator configuration X

Interface filtering

Exception filtering ®

Error Count Filtering

URL convergence C)

Convergence Threshold ® 1000

Convergence rule

Exclusion rule

Sure Cancel
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