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Password and 55H key issues

High CPU/memory usage

Identity verification error occurring with
Windows instance remote desktop

Remote connection method error

2

Incorrect security group settings

Server remote access permission settings issues
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Login exception caused by firewall/security
software settings

Public network bandwidth is 0
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Mare actions

Project: All projects

ID/Instance Name  Monito...  Status T Availabili... 7 Model 7 Configuration Primary IP

i (D Running Guangzhou Zon... 528 2-core 8 GB 5 Mb... 1 S |
Systern disk: 55D Cle
Metwork: Basic ne...
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Send CirlAltDel ~ Connection succeededTo paste the command, please click here

Cirl Alt-Delete

Cirl-Alt-Backspace

CHri-AlL-F1 \lt+Delete to sign in.

Cirl-Alt-F2

Cirl-Alt-F3

Ciri-All-F4

Cirl-Alt-F5

Cirl-Alt-F6

Cr-All-F7

Cirl-Alt-FS

Cirl-Alt-F9

Cirl-Alt-F10

Cirl-Al-F11
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Testing Details b4

Protocol Port Direction Policy Effects

TCP 3389 Inbound Motopened ()  Unable to log into C...
TCP 22 Inbound Open Mone

TCP 443 Inbound Mot cpened (3)  Unable to use Web ...
TCP 80 Inbound Mot opened (53 Unable to use Web ...
TCP 21 Inbound Mot cpened (3)  Unable to access FTP
TCP 20 Inbound Mot opened (§)  Unable to access FTP
ICMP 0 Inbound Open Mone

ALL ALL Outhound Open Mone

Open all ports Cancel
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Mare actions

Project: All projects
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Send CirlAltDel ~ Connection succeededTo paste the command, please click here

Cirl-Ali-Delete

Cirl-Alt-Backspace
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File Action View Help

e EHc=z He »anw

I e . P ZFHAS L kP.B.,%

-

cloudbase-init Name Description Status Startup Type Log On As
i.%App Readiness Gets apps re... Manual Local System
Start the service . Application Experience Processes a... Manual (Trig... Local System
iﬁ;}Application Host Helper Ser.. Provides ad..  Running  Automatic Local System
Description: i%ﬂpplication Identity Determines ... Manual (Trig... Local Service
Cloud Initialization Service . Application Information Facilitatest.. Running  Manual (Trig... Local Systemn
5%App|ication Layer Gateway .. Provides su... Manual Local Service
i%Application Management Processes in... Manual Local System
iﬁApr Deployment Service (.. Provides inf... Manual Local System
5%Background Intelligent Tran... Transfersfil.. Running Manual Local System
i%Background Tasks Infrastru... Windowsin.. Running  Automatic Local System
3.%835& Filtering Engine The Base Fil... Running  Automatic Local Service
C.@ Certificate Propagation Copies user.. Running Manual Local System
Automatic Local System
5. CNG Key Isolation The CNG ke... Manual (Trig... Local System
C.m COM-+ Event System Supports Sy..  Running  Automatic Local Service
JQ';COM+ Systermn Application Manages th... Running  Manual Local System
Qﬁ Computer Browser Maintains a... Disabled Local System
5%Credentia| Manager Provides se... Manual Local System
.,Cag, Cryptographic Services Provides thr.. Running  Automatic MNetwork Service
Qﬁ DCOM Server Process Laun... The DCOM...  Running  Automatic Local System
C.ag. Device Association Service Enables pair... Manual (Trig... Local System
i.%Device Install Service Enables a c... Manual (Trig... Local System
i.%Device Setup Manager Enables the ... Manual (Trig... Local System
%_a, DHCP Client Registers an... Running  Automatic Local Service
%} Diagnostic Policy Service The Diagno..  Running  Automatic (0. Local Service
E Miannnctic Gendics Hack Tha Mizana [ 1 | nral Bandcs

Extended [ Standard /
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General | Log On | Recovery | Dependencies |

Service name: loudbase-nit

Dizplay name: cloudbasednit

Description: r]oud Intialization Service

Path to executable:
"C:\Program Files'Cloudbase Solutions Cloudbase-Init \bin*OpenStack Serv

Startup type: | Automatic W

Service status:  Stopped

Start | | Stop | | Pause | | Resume |

You can specify the start parameters that apply when you star the service
from here.

Start parameters:

5.[¢8H "HollA cloudbase-init o A3 f-&o] [AF]22 A= o Y=A] AU

Mu| 27} glom ohe e AuE

AHso 2 AL o] QA O™ cloudbase-init & A FF S [AHs]e = DAY,

6. [EL]®IC & o] 53] cloudbase-init & 2RI A o] [ZZ A|AR AX|CE A= o] A=A AT
ot

Al 27 o he B
A A2 AYoZ A4
ae.

7. ¥R B2 o] 53l MulA GBS [H3]S 2835t cloudbase-init AMH|AE 5 AT FH Q77
Ak g,

9 ok HgshE Gyl A B o m 2 g AAE e

9R7h wHEA o T R AT

8. A A Qe H o] A0f| A

AElo] QA $OW cloudbase-init o 2 AAHS [EA A AE AA|C2 AAFH

(2) T2 sto] (AY]S M3k, (4] Fol regedit U2 e 5 Enters el @22 MY/ %2 Ay
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@ Tencent Cloud Cloud Virtual Machine

9. 9122 2| x| 2 E 2] Ao =H}o| 4| [HKEY_LOCAL_MACHINE]>[SOFTWARE]>[Cloudbase Solutions]>[Cloudbase-
Init] N E1 2 & SAtZ B YT}
10. [ins-xxx] °}2l} 2] =& 'LocalScriptsPlugin' 2| 2] A E 2] & ZFo}, LocalScriptsPlugin Zko] 291 2] elg o},

Value name:
| Local Scripts Flugin

Value data: Base
| (®) Hexadecimal
) Decimal

27b g, oh3 9 Al E Ay o
Zro] th2 W LocalScriptsPlugin®] g& 22 A7 sty ch.
1. 2 A A 1] o] Aof| A

2(2) 2Fstol [ AHES HEst 5, ob2} o[ m| x| 9} Zo] Tiuto] £ 8 E2to] Hoj GD-Eato|Hg 2YgA| B
Fuct
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&>y Tencent Cloud Cloud Virtual Machine

Computer View
1 |ugl » ThisPC » v c,| | Search This PC
5r Favorites 4 Folders (6)

B Desktop
8 Downloads h Desktop \E:_I Documents

(E Recent places

8 This pC h Downloads b Music
f! Network \h Pictures '
|

4 Devices and drives (2)

aml Local Disk (C:)
5“"5 [ | | - CD Drive (0]
36.8 GB free of 49.6 GB

& items
25tRTHH, CVMol A= H Eeb g =) 74»\}—3— &5t o},
29352 e 49 A= T Ato| A CD-ROM tj A3 Eto| B & Agyshyct,
CVMol| Ax)E Bt =23 AA}

ri
[m

AZH Bot =2 asiof| A A t]Ad A& AElste], CVMY] -t cloudbase-init o] s§4] Hax
2 oA R E HARU o
CVM] H ok & ST o ghuch
A AxHETF 2AE Qo 2 sl A &l oF gy o).
cloudbase-init 2& FAIE A% dAl= o3 254
Z

1. 35T 2790 ¥4 © 2 Windows QI AEIA0] 27191(HA)E ZHatsto] B2l Windows Q1 AE Ao 2213
2. A A A x| E EfA} HQF = 2 713 0] ‘cloudbase-init' AEXHE S 29 2 A},
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&2 Tencent Cloud Cloud Virtual Machine

Windows QUAEIA: A g ATE AH| Ao &2
7%l H3lo] glS 4%

2 Z Ayo|E 4} : 2024-02-02 11:09:48

78—0]1 f.j A}

o

A% A1)
Windows”} ¥4 tlA3 2 2 Windows 1 AEI A0 AASHuf| "ALE-Z} Al ol 4A 2391 Hslto] ¢l7] wjFo AZ

o] 755 gl Uirh ek vl A 2 7 S
3% A7(2)

Windows”t €14 Bl A3 2 2 Windows QlAB 20l AZE o "el A 270915 st ARGAF 4 Tl &A% A8
AR 230028 5 9le Aol Wadhych 94 laad ARg A 259 WHolZl = o] W] 7R o Rojx]
o] & Uth o AF& A} A% 20 o] Pato] YA YA gl ATE AFL A} T 204 o] WIS AT AL
ol &% 02 Hojsjof ghuct "atal WA x| 7} ST}

(o]
ol el

o] A& A= HA HAAH A4 WA &3l Windows IAEH Ao 271%10] 585 A] ektF YT

AEIAo| AAE uff e A (1)9] 47 Y-S ulf AFEAF A S Windows
=

gt 27111 5§ 2| AEof F7hsloF du ok AbAIRE 2Hd =AM = 94

indows 91281 20| AZE uf 43 A1 (2)9) B 97 BAYS W) AR A
Bo 219l

8 o
AR B AE| M AA| s oF Utk AbAI g 2 &

L2 A A

VNC ¥4]E 53] cvmeol 21121
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&2 Tencent Cloud Cloud Virtual Machine

1.CVM Z&of 218y},
2. 2B A 0] e Ho] Ao Al EE CVM QJIAEAE 2H2 & [ og In]S S 3},

3. H A H "Windows QI AEI A 27191" ol A [Alternative login methods(VNC)]2 A B3} [Log In Now]S 2 5}o
CVMol| 21915+ t},

4. FUHE 2R FollA 25 Fdo "dA B
o]/\oﬂ A = Hl—q E}

¥

o] W&rg MeElsl 1 Ctrl-Alt-DeleteS =2 3l A|AE] 27191 Q&

94 23112 3835= e 44

A
}-2 292 Windows Server 20162 o 2 54t}

1. 2% A 1 & =) o] 2of A

ggpedit mscE B3t S EnterE 52 "2 18 A A ogE"E gy

293

2. 9% v 2o A [AFE AA>[Windows A S[EQF A A2 A S[AFEAF A5 SIS Aestr (94 ga
A AMElAE S8 291 51812 He S5t Ayt

3. 9% YA daag Mu|aE 53 23 5§ &4 oA 94 tlaad Aulag B 239 58 AHgAL 2
AEo| 2a9l8of 5= Al o] EAsh=A AT

g AHEAE A HATE HHAS S 2701 518 Y AE Qlom 4t S st 2.

NG AHEATE D4 HATE ME|AS B3 219 58 2 AE0| 9low Submit Ticket i o] SHEIAI Al 2.,
4.1

|4 917 gl AT EFS AFE-5)] Windows QI AE Ao AL zfA] £33},

%aéggpedit.ms 2 0lH3 S EnterE 8] "2 18 A A otE"E gy}

A
2. 9 Z v woll A [ FE] AA>[Windows A SR A2 A S[AHEAF HSH TS Adsta g & 28
2 94 bAaa" AMH|AE Fot 2712 ARE dYth
3. 49 U tAAH MHAE B3 2R AR £/4" oA ¥ tlATH AMHAE §S 2 A F A2} 2
A Eo] 2R15of 5= A|A o] 2Ach=A Yo
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@ Tencent Cloud Cloud Virtual Machine

g AHEATH DA B ALY MHIAS B3 29 AR g AE] 9 om ZIQlsok s AH S A A AA

4
A7} 97 A2 HH A S8 201 AR 2 A E0] o™ Submit Ticketg B3 1 =uiat 4l A
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&2 Tencent Cloud Cloud Virtual Machine

2| Z dd|o|E Y&} : 2024-02-02 11:09:47

Windows Al A& ZHA| o] 4 gl A3 F AZ S ARESHH

913 4% AZo| agurhel e dao] EAF Ut

N
o
o
N
o
=
o
2
re
i
ek
>
£Q

£ 247} dehe e

Remote Deskiop Connection fE

The remate computer requires MNebwork Levvel duthentication, which your computer does not suppart, For assiskance,
conkack wour svskem administrator or technical support.

ok ][ He

“goll 21

A
ot %942 Windows Server 20162 | 2 S},

oo

VNC *¥4]2 F3l cvMel 219
1.CVM Z&of 203y}
2. IAE A 0] 3he| H|o] x]of| 4] E}Zl CVM IA'IAE Zo} [Log Inj& S @Yt ot o]m|#] =
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&2 Tencent Cloud Cloud Virtual Machine

‘ Guangzhau(12)" ‘ Shanghai(20) Beijing(1)” Chengdu(8)” Chongaing(2) Hong Kong, China(6)” Singapore(0) Ba

Mare actions

Project: All projects

ID/Instance Name  Monito...  Status T Availabili... 7 Model 7 Configuration Primary IP

i (D Running Guangzhou Zon... 528 2-core 8 GB 5 Mb... 1 S |
Systern disk: 55D Cle
Metwork: Basic ne...

3. U "Windows A AE A 2 7191" of A] [Alternative login methods(VNC)]]2 A 815} [Log In Now]S 235}
CVMol 21913t}
VY A% o] " A o] &g g M5t Ctrl-Alt-DeleteS Z2]5to] A| 2] 27191 QIE|H o]

Send CirlAltDel « Conneclion succeededTo paste the command, please click here

Cirl-Ali-Delete

Cirl-Alt-Backspace

Clri-All-F1 \lt+Delete to sign in.

Cirl-Alt-F2

Cirl-Alt-F3

Cirl-Alt-F4

Cirl-Alt-F5

Cirl-Ali-F6

Ciri-Alt-F7

Cirl-Alt-F2

Cirl-Alt-F9

Cirl-Alt-F10

Cirl-Al-F11

gA2ES] £4
1,29 AA Aejs|o] 20 4]
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@ Tencent Cloud Cloud Virtual Machine

__—_,__'E regedlt—% (QE_{]' ]—_'%‘_ Enter %Ei E'HX]_/_\_E.E] %@7]% o}::l'q]:]-

£ 2 al )
2. 1% oo A X}ell o) & [7 ZE]S[HKEY_LOCAL MACHINE]>[SYSTEM]>[CurrentControlSet]>[Control]>[Lsa] ]
e g S 91 2 2Z ol A [Security Packages]S 2t th. ofgjl ojn| x| =z

& Registry Editor

File Edit View Favorites Help
b~ L. IDConfigDB ~ || Name Type Data
- L InitialMachineConfig b (Default) REG_SZ (value not set)
el IPMI %8| audithasedirectories REG_DWORD 0x000000DD (0)
bl Keyboard Layout 4 auditbaseobjects REG_DWORD Cx00DDO00DD (0)
b Keyboard Layouts 3 Authentication Packages REG_MULTI_SZ msv1_0
m 4Bounds REG_BINARY 003000000020000
b i sabiensionConfig %4 crashonauditfail REG_DWORD 000000000 (0)
il Lsalnformation %) disabledomaincreds REG_DWORD 0x000D00DD (0)
- Med?alnterfac.es f;'_-ﬂever}roneincludesannn}rmnus REG_DWORD Ox00DDOD0D0 (0)
- MediaProperties i
[> | MSDTC _ g_-n]forceguest REG_DWORD OncD00DODO00 (0)
bl MUl = f;'_cﬂfullprivilegeauditing REG_BIMARY 00
bl NetDiagFx s LimitBlankPasswordUse REG_DWORD OreDDODDD0T (1)
b | Netjoin 4] LsaPid REG_DWORD 00000 e4 (484)
b1 NetTrace 24 NoLmHash REG_DWORD 0x00000DO1 (1)
B | Network E_?JNntificatinn Packages REG_MULTI_SZ rassfm scecli
b | MetworkProvider 24| Product Type REG_DWORD x000DD00S (8)
f> - 1) NetworkSetup f;'_cﬂrestrictannnymous REG_DWORD Oxc00D0D0000 (0)
e Ly Mis f;'_cﬂrestrictannnymoussam REG_DWORD OocDOOO000T (1)
b -l Modelnterfaces 3 SecureBoot REG DWORD 000000001 (1)
i L) Motifications If_‘_’]Security Packages REG_MULTI_SZ
[ Msi
[> , OSExtensionDatabase
b-J) PCW
bl PnP
[~ 1) Power w

< m > < m

Computer\HKEY_LOCAL_MACHIMNE\SYSTEM CurrentContrelSet' Control\Lsa

3. [Security Packages]& Gl & 23 5to] [t 2418 HH1 ZE2 A
I

= H
4.70k% 2248 WA FolA [tspkg] BAHE F7H5HL [F R[S 2 FU T ofe oln A Hx
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&>y Tencent Cloud Cloud Virtual Machine

Value name:
|Sec:1.|ritjr Packages
Value data:

tsphl|

5. 92 W7o A 2t 2 [7 FE]]>[HKEY_LOCAL_MACHINE]>[SYSTEM]>[CurrentControlSet]>[Control]>

[SecurityProviders] Tl 2 E] 2] & € 11 9= *Jof| A] [SecurityProviders] S 2t& U th. ofgff o] m| ] =z
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&>y Tencent Cloud Cloud Virtual Machine

File Edit View Favorites Help

h ScEvents || Name Type Data
b -l SesiPort abf{Default) | REG 57 fvalue r
-l SecureBoot ab| SecurityProviders REG_SZ credssp

[ - 1) SecurePipeServers
ﬂ SecurityProviders I
i L ServicelroupUrder
[>J‘ ServiceProvider
[>_j‘ Session Manager
Bl SNMP

..}, SQMServicelist
[}_j‘ Srp

i || SrpExtensionConfig
['>.._h' Stilllmage

p_h Storage

[>_h SterageManagement
b SterPort

_h SystemlInformation ]
- |1 SystemResources

-1 TabletPC

p_h Terminal Server

. TimeZonelnformation
i ) Ubpm |
[>_L| ush
pb usbflags
[}_h ushstor
bl VAN

p- Ll Video L =

Computer\HEKEY_LOCAL_MACHINEVSYSTEM\ CurrentControl5et\ Control\SecurityProviders

>
b

6. [SecurityProviders]& B& 22 5to] [£xtd B =S I

7."2AE HA" o] [gh ol Tujo] |, credssp.dll <& F7Fotal [&R1]S S ofelf om| 2] Fx

Walue name:

| SecurtyProviders

Value data:

8. YA AED HRV|EE

rO

ARAE AN S uhE 47 228 4 Yy,
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@ Tencent Cloud Cloud Virtual Machine

Windows Q1 AEIA: Mac €24 212910 o]A}o]
H]—/\H o]— 73 O

%|Z A d|o|E YA} : 2024-02-02 11:09:48

Mace] Microsoft Remote Desktop= 53l Windowsell ¥4 2121 A], "The certificate couldn't be verified back to a

root certificate."2t= <& o] &t}

®=®

PC Name User Account Gateway C

‘v Saved Desktops

v
g Feei®p. ="

]

-~ You are connecting to the RDP host "I .* « . "lll=". - The certificate couldn"
be verified back to a root certificate. Your connection may not be secure. Dc

% o you want to continue?

Show Certificate Cancel Continue
Mac ¢ 7 ol 235 9172 (Remote Desktop Connection) Al, "¥ 2 Bl AT goll A 737t AZst 1A} sH= AFE S A
% 4 et ¢yo] Eyt,
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@ Tencent Cloud Cloud Virtual Machine

EZRANERXTZRNIETRBERNITALNS
e

RXEWER S Windows HH RN, RERRNANER,

e

ol 212

kI
th2 212 Windows Server 20162 ofl 2 4t}

VNC ®¥4]& 53 cvmell 2141

1.CVM Z&of 2%t}

2."Instances" o] 2| o] A] B3 CVM QJAEIA S 211 [Log In]S 2Tt

3. T4 % "Windows QA& A 2 7121" oj| A [Alternative login methods(VNC)]S A €15} 1L [Log In Now]S 2 5}o]
CVMol| 22913 o},

4. FdE 20 % A& go] Y4 g o] BE5"S el Ctrl-Alt-DeleteS 235t Al AR 27121 QI H| 0]
2ol &gk o ofmlA Zz
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&2 Tencent Cloud Cloud Virtual Machine

Send CirlAltDel < Connection succeededTo paste the command, please click here

Cirl-Alt-Delete

Cirl-Ali-Backspace

Clrt-All-F1 \lt+Delete to sign in.

Cirl-Ali-F2

Cirl-Al--F3

CIr-All-F4

Cirl-Alt-F5

Cirl-Alt-F6

Cri-Alt-F7

Cirl-Al-F2

Cirl-Al--F9

Cirl-Alt-F10

Cirl-Alt-F11

JAEA 22 0§ B 47
1.2 AA| 1 E{m| o] Aof A

= %J_.EEJ'_ gpeditmscS Y25l EnterS 58 “2Z 15 AA ot e"E Gt}

@E7] "Win+R"E AFE-Sto] A3 QlEHo] A A & 5T

2. 9% v 7ol A [AFE AAEZE #E>[Windows AEHES[YZ gl23g MH|A[EE d2ag AAd &

A EJS[HONE HE5ha (97 (RDP) A 20) X131 Hek o]0} A 23] H B3Py
3. 9% "AZ(RDP)AZo] A HH Hek efo]o] A 23" Fol A [2Hd3HS Mes}a (=t 2]o]o]]Z [RDPJ= 4%

5. AARAZS AAJAFSHo] 32 o2 AZE YA A A=yt o443 A2 Auffd 49 Submit TicketE &
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&2 Tencent Cloud Cloud Virtual Machine

Windows 1 AEIA: CPU &L 22 o8&
o] zo} 2191 4 gl& 7
z]% OH*HIOIE %{W}: . 2024-02-02 11:09:48

PU &2 m| 229 o] &5 o] &o} Windows CVMol| 219013} 2= ¢S ufjo] Ak Hb ol £2 4.9 A7|F}

A]

4o C o
@ T ro
rlr
(@)

S 2] 4+ 4+= Windows server 2012 R25 ol 2 5™, &% A A| HA o ufet A& 2 4= A of] x}o] 7} Q& T

Fol AUAA £ Mu| 2 $F SE7F Lol AY Ao 21T 4 ¢l 59 2A7}
Hg%lz % 914Ut CPU B2 t 28] o] AL B2 AU Al o]k 240t shEgof, /28]
m2 A2, ERo] Zoh o]l A o] ULk Fehe C R E|Y S S5 CPUALSE U7 2 22 AAsHol,
CPULF ol 2] o) Ag-o] UA 2he 2T A9 S AL Aol ZASHES AR 4 Y&t

_I}ol'
> rlo
=)
Ho
)
1o
L

AT

1.CPU &2 H2 2|5 ARSt= Al Z2AAS gyt

2.CPU &2 M| 2|9 o] § 50| 2 Z2A|AE EAT Y

HAGAQ Z2AAY A ERo] Fupel ZH2 vio 2| A7 1Y 4= Qo B 2 AREAE B2 A A S ZHA| &5}
A Bot 22 IS ARESto] Hio| B A S HES 4 ASH

HZ2UA T2 AAY 39 AN AT Jsk7E AQIRIA], 2|45 3-3to] %—Zﬂé}—t— A A s oF gyt

Tencent Cloud 2 & Z2 M| AY A9 E]7Z #| =& 538l Aol Eolsto] [ TstA] 7] vyt

e =

2 #2 A Windows ZHA| 2] &8 T2 I W 2 A A Be] EZ 4, AR TR A|AC] o] F, CPU #5}, m| 2] A
£, /0 gHl, 211 % AHg-AFe} Windows ATH| A g HE E3oE HREA Q] AFE ds L A 2 a0 B35t Y1
£ 2oqFUdh

T2 A& A AE oA A FQl

45 A A Q) CPU AMEF I} ARE FQl H 2] 5, Al AH] /5ol #at AAA 5A R AU

G @A Al 25 HlAo] 9l BE AHE A T,
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@ Tencent Cloud Cloud Virtual Machine

A AR w22 wo] A Y g2, A A0 PID, AH, CPU, ol 2.2) AL 8% 5 ma A 20 AH HrE
EAFU
M)A A AR o RE QH|AS Bl FUTHAY FAE AHlA X,

“goll 212

VNC 42 AHE-5lo] cvmel 2191

A :

CVMe] B3l7F o 44 AZ S JL=517] o222, VNC A2 AFE-51o] Windows Q1 AF Aof 2 1915FA1 2
ATt

1. CVM Z&o) 2191y},
2. of2f om] x| gk o], Q1A

l

B A 2] Ho]x] o)A E}Zl CVM QIAEIAE Zro} [21911& S

\ Guangzhou(12)" \ Shanghai(20) Beijing(1)” Chengdu(g)” Chongaing(2)” Hong Kong, China(6)” Singapore(0) Ba

Create Mare actions

Project: All prajects

ID/Instance Name  Monito...  Status 7 Availabili... ¥ Model ¥ Configuration Primary IP

Ji () Running Guangzhou Zon... 5289 2-core 8GB S Mb... 1 LI
System disk: S50 Cli 1
Metwork: Basic ne...

3. T4 'Windows Q1 A A 27301 Foj| A [7] e} HHA(VNC)[ S A E5aL [ZEA] 219115 28 35lo] CVMell 2191
gyt

4.ot2f ojm|z| et Zro] FAH B9 AZF el ‘g4 o] LS AE st Cirl-Alt-Deletes 233l A/~
g 2791 QJEjmo] AR o] 57T
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&2 Tencent Cloud Cloud Virtual Machine

Send CirlAltDel « Conneclion succeededTo paste the command, please click here

Cirl-Ali-Delete

Cirl-Alt-Backspace

Clri-All-F1 \lt+Delete to sign in.

Cirl-Alt-F2

Cirl-Alt-F3

Cirl-Alt-F4

Cirl-Alt-F5

Cirl-Ali-F6

Ciri-Alt-F7

Cirl-Alt-F2

Cirl-Alt-F9

Cirl-Alt-F10

Cirl-Al-F11

Cirl-Al-F12

Z2A 0|8 ¥Y 23]

1. ofe ol m| 2} Zol, CVMeIA A} EAIES S22 H (2l Te) xS Ay
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&2 Tencent Cloud Cloud Virtual Machine

Toolbars

Search
Show Task View button
Show Windows Ink Workspace button

Show touch keyboard button

Show the desktop

Task Manager

Lock the taskbar

Settings

2.otef ojm| x| e} Zro], 2] He| Ao A B4 o] FES HER Flg 4 95yt
Ad .

CPUZ2 M2 & S2sto] LExAe/UHAE s Z2NAE HED 4+ AF U
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@ Tencent Cloud Cloud Virtual Machine

1"y Task Manager - N
File Options View
Processes Performance Users Detail

- 11%

Name Memory

Apps (1)
17 Task Manager 0.3% 75MB

Background processes (16)

[#5] Application Frame Host 0% 2.7 MB
(8] BaradAgent (32 bit) 0% 3.2 MB
[#5] Host Process for Windows Tasks 0% 2.3 MB
[#=] Host Process for Windows Tasks 0% 5.3 MB
[#=] Host Process for Windows Tasks 0% 2.8MB
& Microsoft Distributed Transacti... 0% 1.9MB
[#=] Microsoft Malware Protection C... 0% 21 MB
[#°] Runtime Broker 0% 44 MB
Search 0% 51.7MB
[#] sgagent (32 bit) 0% 1.8 MB
= Spooler SubSystem App 0% 42 MB
~) Fewer details End 1
ZEAA BN

24e) prej ko) LA 2ol whel A1 B R AGED APt & =4S A Gt

o] CPU E-2 | 2a] B|AAE AMGSHE T2 M| AT AL T2AAY H2
A AE T2 A A7 T EFS] CPU 22 M2 2] 2]l AAE AFESLL Q1S -, ofefj o] &S XITatA] 7] uishy o},

1. T2 AN A 0|2 AAF T

2 5 "lo] 2] A= svchOst.exe, explore.exe, iexplorer.exe 5 Al AR T2 A AL FALSHE o] &3 AF&3HY T,

o, I 2 | Ao S5k Thelo] o) %= A A s ot

AAEl Z2A|AE ARFE O 2  c:\\Windows\\System32 T3 EZ]o] gJx|3} ]2 ‘:‘],%?ﬂi R
A&Uch 2] Bejrfol M T2 A AS SIS 5 [0 9% A7]1E HestE wto]

g 4 A5y
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rlr
N
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(e]
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T2 A|A0) fX]7F c:\\Windows\\System32 U EZ|of Q| thH, CVMo] Hio] 2| Ao A= S 7Hs/d
of o Bz Hot EZ AMESHAY 5 0 &2 Hio|H A S ZE5HA 7] v Yo

T2 A|A9) JX7F c:\\Windows\\System32 U E 2ol QttH, A|ARNE A 25 A L PESHAIRE EH Q.
A AHl ZEAAS FESHAZ] v Y O

Az B A AH T2 AL oL T 75T

System Idle Process: A| 28] 8§ A|ZF T2 A|AZ CPU & AIZHHY
system: M| 2 2] ¥ha] T2 A

explorer: B}& 3FH 2 0} ythe

iexplore: Microsoft 2.2+ #]

csrss: Microsoft 22o] A E/A ] A3 A]o] B A]AH]

svchost: A| A T2 A AZ DLL Adjo] AFE8H Yt

Taskmgr: 2] 2] =t

Isass: 27 HQF A3g AJH| A

ftlo

Uehdych

o
=

A

g2 CPU B2 t 23] FAAE AHGSHE T2AHATF HIALEH QY T2AHAD H
3%

o xmr64.exe(X = Hfo] 2] &)
So] EZo] 2ol Hlo]g]A TR AAY 4 94Utk AAM AL /\}9“0}01 s Ei*ﬂiﬂ EZo] ZnjHio]2 A

I 2N AL obd x| EQ15HA] 7] vFhy o}

E o] Zujutoj2jA me A A7} wrhH, Kok B8 AL5}o] ufo|2 A Pl W ol what o] E S wYst
Thg Al2ES A A 54 7] uhgh T,
E o] 2o} ulolg A mRA| AT ol A AYE AN AEAL el B e s meAAS FRA7] b

Pyt

diFe] CPU F2 H 2T 2 AAE AFESHE Z2A| ATV HZYA Z2AAY 3¢
el CPU 32 m 2 2] 2| AAE AFRSH= T EA|AT}IS, HTTPD, PHP, Java 52 H|ZRUA T2 A A Y 7L &
A o B4E ZS AR

of: A B| 2 YA QFo] WA Mgyt
H] ZU A 0] ko] Wi, AfH 1A ¢ 120 =2 AaetA| 7] upUth A H LA S 1ol =6t Yo H v =
Ua T2 A 20) 2 A st 7o) lEA] FRlstal 2|2 slstA] 7] vighych,

Bl ZUAo] gFo] g2 ohrhH, v ZYA @ 7 2| R ES Fuste] R HE /iR Q15| 2| AAv) SlE o] ARE =

So) BA7H A7) 7] egtex] BAR T

el cPU Z2 W2 FYAAE AHESHE T EA| A7} Tencent Cloud & ZEA|AY 3¢
El7) A &g 55l DAtol 22l5to] o] AFAI3] RITsHA| 7] vhg U T
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Windows Q1 AEIA: Q1A gl AT Ero| A LA A

] = 5L A~ oJo Ho
TEHEAZS £~ 3PS 4L

AG A
Windows®ll A Windows QIAEI Aof A0 2 AAst# 1l 51 tf-2 o] 0| x| e} 22 | A| x| 7} A YT,

Remote Desktop
»* Connection

Remote Desktop Connection

8 Remote Desktop can't connect to the remote computer for one of these reasons:

1) Remote access to the server is not enabled
2) The remote computer is turned off
3) The remote computer is not available on the network

Make sure the remote computer is turned on and connected to the network, and that remote
access is enabled.

the o) § F IR Ql8h AF HlALES AHg3to] A7 PHE 0| AFY 4 AEYT
1. A efoll st 912 o) M 27k St of 4] ks Yt

2.97 AFE}F AR Y&t

3. UEST0NA A AFEES BT 4 8%

AA AFE 7 A Y3 =S To] AAE o} YT AF A A7 Bastelo] A s

b

<t

¢l
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o] £A|9] 7H53 AlolE thgo] EFH A3k olo] FEE A = & UTh A ol tet BAS AP 2.
Q1T A7k B YA AU,
CVMel 38 IP 47t AL 357 tlej S ol 0t

EE(1 2202 R E 3389)7} 2lE] Yol s o] 91X kit

AAEAgbuieIgH Hot D04 9424 2191 &
A G AAF ME|A7F A RS 2] edoks
94 g A3F Aol Eutaa] syt

Windows '8e}8 A7 o] SHf=4] 5.

ol

A o2 ©A|

JNARIAT} A3 F217) &l
.CVM &0 23918t}
2. AAE A e o]z of| A TS

g

—_

ol ] x| 2} Zo] 9l

Instances

Guamgzhou[ﬁ). Shanghai(0)

Virginia(0)

Beijing(0) Chengdu(0) Chongging(0) Hong Kong(0) Singapore(0) Bangkok(0) Mumbai(0)

Toronto(1) N Frankfurt(0) Moscow(0)

More actions ¥
ID/Instance Name Monit...  Status T Availabilit... T Model T Configuration Primary IP
"1 (D Running Guangzhou Zone 3 SN3ne®®
Yes, CVMol| &-& IP F2:7} Ql=4] ZRlst Al 2
No, Windows QA AEAE A|ZFshU o}

CVMOl| 3-& IP 47} Y=A] &<l

< oln| Ao} Zro] CVM Z£&0ilA CVMol| 3-8 IP F47F =] el
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Instances
Shanghai(0) Beijing(0) Chengdu(0) Chongging(0) Hong Kong(0) Singapore(0) Bangkok(0) Mumbai(0) Seoul(1) N
Virginia(0) Toronto(1) N Frankfurt(0) Moscow(0)
More actions ¥
ID/Instance Name Monit...  Status T Availabilit... T Model T Configuration Primary IP Network bill
i (1) Running Guangzhou Zone 3 SN3nes® 1-core 2 GB 1 Mbps Bill by traffic
s, . .

Yes, 25% tho} =2 7Y EA HRISHYA L.
No, EIP 417 2 vl ggh k.
3T UHIEF 7Y o7 g

TZ th Z o] OMbpsQ! A Elgtyct. 2 4 1Mbpse] 359 tf
Yes, HEZ 74 |7 = v =

mlo
o
o g
_O‘L
Qg
in)
18
1

Instances

GuangzhouHS). Shanghai(0) Beijing(0) Chengdu(0) Chongging(0) Hong Kong(0) Singapore(0) Bangkok(0) Mumbai(Q) Seoul(n'

Virginia(0) Toronto(1) N Frankfurt{0) Moscow(0)

More acrlons ’

ID/Instance Name Monit... Status T Availabilit... T Model T Configuration Primary IP Netv

Ml (M Running Guangzhou Zone 3 SN3ne®® 1-core 2 GB 1 Mbps T Bill b
" " loud

MNetwork: vpC2

No, A1 AE A 0] 17 279l X E(3389)7} QI E|ullof] 7HHFE]| gl=%] &Qlgtc},

AQAEIA 474 2791 XE(3389)7} AE]ullo] /L= AE=A] Eel

1.CVM E&9) QI ARIA 2] so] Ao A 21918 AR A0 ID EL o] 52 22 ste] QIARA 45 H 1 50| 4

.
2. HQt OF ] Hjo| A of| A T} o] u] x|} Zo] JIAEI AL HIQIYH HOF O &2 QIEjylo] 44 291 ZE(7]|EF
o2 LE 3389)7} 7|9t o] Q1] BHelstct,
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e . h | =l | N nemm | =
Basic Info ENI Monitoring Security Groups Operation Logs
Bound to security group Sert  Bind Rule preview

Inbound rule Outbound rule

Prior... Security Group ID/name Operation
v Open all ports-2
1 0 Unbind ¥ 3

Open all ports-z
Source Port Protocol Policy

2 Unbind
Qpen all ports

0.0.0.0/0 TCP:3389

0.0.0.0/0 ALL Allow

Yes, A7 B A3 E Au|AS HelstiAl L.

No, 1 Bt 1 74& M stel AEulol ZES AYFUh B9k 15 7% 2718 FnsHA L.

A7 BaaE Aul2 Fel

1. VNCE AF8-5Fo] Windows Q1 A Bl Aof 2 71915}a Windows QI AEI AL A HAIE AH| AT} EAIFE o] Q=
2| golghyct,
A .

ThS 2H91-2 Windows Server 20162 ol 2 Sof A gyt
2

S A3
3. A2 T %*01]*1 A=y ’*]-4—'%‘!] ’é’ﬁ% Aegych

4. N AE &4 g1} ol 94 g AEstal o] HFElol st 94 A4 518 0] A= e=A] EIFdyct
Yes, 5t & A,

No, A5t &ls F2 gt

5.

2(5) +=285t F vlwolA HAFE TS Aot

6. AFEl T’ o] AF Afo]=Hbol| A AH]A Bl o F2A|0] A > AH|AE My}
7. L EZ0] A H| A & -Z 0] 45| Remote Desktop Services”} A| 2% =] &QlgtL },
Yes, 87 & APt

No, ATH|AE A ZH Y o},

8.

©2013-2022 Tencent Cloud. All rights reserved. Page 42 of 338


https://www.tencentcloud.com/document/product/213/34272
https://www.tencentcloud.com/document/product/213/32496

&2 Tencent Cloud Cloud Virtual Machine

ogém B vl AP Heg

’g—l = =2 v d L]]:]'
9. ‘*Elﬁé*’ " Holl A msconfigs d 35k #R1S syt
0. ‘A28 24 T Fol A B4 A|Fo] defg]o] Qle=x] &l

H d
Yes, Windows Q1 AEI A0

No, A5ty Q1S =

Windows Sl A0 A|AH”] AA &Rl

1. VNCE AF&-5t0] Windows QI AE 20 21915131 QIAE AL AJAH] 4
A9 -
t}-S ZF] o A= Windows Server 20122] QJIAEIAE of| 2 AF83HU T}

o=

)@ja;} 3 vl A A%

S(5) st S Aeigct,
A A5kl Enters 58] ‘AH| A S AUt

3. ‘A3 T Hof A services.msc
D

4. ‘Remote Desktop Services'S T & 225t0] A1 44 t| A3 F Au| A7} ofefjet Zro] A= 9le=x] Eelghy
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Remote Desktop Services Properties (Local Computer)

General |LogOn Recovery Dependencies

Service name: TermService

Display name: Remote Desktop Services

Description: lows users to connect interactively to a remote ~
mputer. Remote Desktop and Remote Desktop

Path to executable:
C:\Windows\System32\svchost.exe -k NetworkService

Start Stop Pause Resume

You can specify the start parameters that apply when you start the service
from here.

Start parameters

OK Cancel Apply

Yes, 50+ & Algisty T},

No, A% §' A5 0.2, Al A AE S A 502 AYIYThS, A& 22)

) T2 esha el vilkol A AW et
o]

ol A sysdm.cplS Y23l Enter 7] & =1 ‘/\]ié] &4 %S Ayt

_lh‘. o
i)
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System Properties X

Computer Name Hardware Advanced System Protection Remote

Remote Assistance

Allow Remote Assistance connections to this computer

What happens when | enable Bemote Assistance?

Advanced...

Remote Desktop
Choose an option, and then specify who can connect.

O Don't allow remote connections to this computer

(@) Allow remote connections to this computer

Allow connections only from computers running Remote
Desktop with Network Level Authentication (recommended)

Help me choose Select Users...

OK Cancel Apply

Yes, 8THA| & A3 -
No, 94 HAIES ‘o] AFE o st 94 dZ2 & (Lyez2 AHsyrth.
8.

= %E’—Jﬁéi B W ol A Aloj-S Aeigtyct,
9. ‘Alojxt o] A A]AHE] 9 Bt~ Windows Defender 32 A el 5}o] ‘Windows Defender BaH’S juc}.
10. "Windows Defender H}3H2 "o A o}aje} Z-o] Windows Defender B3t o] AFel| & sHQldt o},
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Cloud Virtual Machine

‘ Windows Defender Firewall

« v < System and Security »> Windows Defender Firewall v |0 | Search Control Panel L

Control Panel Home

Allow an app or feature
through Windows Defender
Firewall

9 Change notification settings

G Turn Windows Defender
Firewall on or off

G Restore defaults
9 Advanced settings

Troubleshoot my network

See also
Security and Maintenance

Network and Sharing Center

Help protect your PC with Windows Defender Firewall

Windows Defender Firewall can help prevent hackers or malicious software from gaining access to your
PC through the Internet or a network.

l o Private networks

l 0 Guest or public networks

Networks in public places such as airports or coffee shops

Not connected ()

Connected (~

Windows Defender Firewall state: On I

Incoming connections: Block all connections to apps that are not on the

list of allowed apps

Active public networks: -~ - u

Notification state: Notify me when Windows Defender Firewall

blocks a new app

JERZE Ol ¢ 1A 2 gyt
AFEfZEOfQl 2 22kl 21 elg Bl FolsiFA] 7] vyt
. ‘Windows Defender %32’ 4| Windows 3182 B3l i £+ 7|6 3-&S ZH5to] 5189 A #& dY
E}.
12. 5] &% ¥ Holl A ofzfiet Zo] 584 i 9 7|5 oA DF AT E o] HejE o] =] Flgy .
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Cloud Virtual Machine

& Allowed apps

Allow apps to communicate through Windows Defender Firewall

To add, change, or remove allowed apps and ports, click Change settings.

What are the risks of allowing an app to communicate?

Allowed apps and features:

QzoneMusic

Remote Assistance

« v P ﬂ « Windows Defender Firewall > Allowed apps v

Search Control Panel

GChange settings

O

=

Name Private  Public »

=

I Remote Desktop

K

]
—

ORemote Event Log Management
ORemote Event Monitor

O Remote Scheduled Tasks Management
ORemote Service Management
ORemote Shutdown

ORemote Volume Management
ORouting and Remote Access

OSecure Socket Tunneling Protocol

0O 0O0OO0OO0OaQgaoao

Details...

OK

O 0O ooooo o

Remove

Allow another app...

Cancel

Yes, 13575 A&t

No, ‘¥ 2 gl A3 52 Ael5}lo] Windows Defender HsHH & £35t -4
13. ’Windows Defender %3} ’o| A} Windows %38 #7] == 117|=
14. 478 A2 A1 Zol| A ofefjet Zro] AP A Yl ‘T F T

A ergy e AR
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‘ Customize Settings

& v~ A @ < Windows Defender Firewall » Customize Settings

v O | Search Control Panel

Customize settings for each type of network

You can modify the firewall settings for each type of network that you use.
Private network settings

0 (O Turn on Windows Defender Firewall

Block all incoming connections, including those in the list of allowed apps

Notify me when Windows Defender Firewall blocks a new app

I g (® Turn off Windows Defender Firewall (not recommended) I

Public network settings

0 (O Turn on Windows Defender Firewall

Block all incoming connections, including those in the list of allowed apps

Notify me when Windows Defender Firewall blocks a new app

I g (® Turn off Windows Defender Firewall (not recommended) I

oK ‘ ‘ Cancel ‘

o] 45| Y7 oA TS0l Windows Q1 AEI Ao AA

ot

2 B3 2olaiA7] vht o
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Windows =% A2 274 ZFE|7 RDP ZZEZ(MSTSC 5)& &3l ¥
2391 A, th2-9] of|2{7} A H Yt}

A4 L A 4 RS, xxx.xxx. xxx.xxx J&o| AMgE A S Aot A sy Al A4

N
o

| A3E H 402 Windows CVMO]]

Your credentials did not work

The credentials that were used to connectto ™ © 599 did not work,
Please enter new credentials.

[ e

|D Use another account

[ Rermember my credentials
'@' The logeon atternpt failed

2] A

A :

Windows Server 2012 -2 A A 2] Tencent Cloud CVME ol 2 S, &G A A2 t{d o] th=2 7] wjZoj], ZFA|5F %
2t Aab= 2E oY

thS Aatof upet ZA4| S ATEsHA| 2, ZF A S o A 9SS Windows CVMo]| A A A5l 247} sl A & QA=A &2l
gy A7 s 2 E A &2 9= oS
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R LEER R L

1. VNCE A}£35}9] Windows Q1 AR A

294 A A el o] 20 A

.EL
=

d= 25 oA 2.

= ,“Windows PowerShell"2 A Al 2.,
3. “Windows PowerShell”dol| 4| gpedit.msc= 4
4. 9= oA [HFE 4] > [Windows 4] > [EFAAH] > [2Z H

Cloud Virtual Machine

A% 5 Enters el 27 18 A WA/'S oA 2.
4] > (2ot 4] teE e s 3

(Zet2A] o [HEHNI ML 28 A Sfef Hot mell] & Ztobr ofdAje of2f 23} A5yt

Local Group Policy Editor

File Action View Help

o HE XE = H=

=/ Local Computer Policy
4 & Computer Configuration
I [ Software Settings
4 | Windows Settings
|| Name Resolution Policy
|| Scripts (Startup/Shutdown)
] i Security Settings
I [ 4 Account Policies
4[4 Local Policies
[ Audit Policy
& User Rights Assignment
| b A Security Options |
B Windows Firewall with Adv
| Network List Manager Polic
[» || Public Key Policies
- || Software Restriction Policie
I [ Application Control Palicie
> g IP Security Policies on Loca
[ || Advanced Audit Policy Cor|
I gl)y Policy-based QoS
- [ Administrative Templates
4 %, User Configuration
I [ Software Settings
b | Windows Settings
I [ Administrative Templates

-

Palicy
12g] Microsoft network client: Digitally sign communications (if server agrees)

12] Microsoft network client: Send unencrypted password to third-party SME s...
12g] Microsoft network server: Amount of idle time required before suspending ...
12) Microsoft network server: Attempt 54U25elf to obtain claim information

12g) Microsoft network server: Digitally sign communications (always)

1zs| Micresoft network server: Digitally sign communications (if client agrees)

12y) Microsoft network server: Disconnect clients when logon hours expire

Lze| Microsoft network server: Server SPM target name validation level

Lo Metwork access:
log) Metwork access:
Lo Metwork access:
log) Metwork access:
125 Metwork access: Let Everyone permissions apply to anonymous users
log) Metwork access:
Lo Metwork access:
log) Metwork access:
Lo Metwork access:
MNetwork access:

Allow anonymous 5I0/MName translation
Do not allow anonymous enumeration of SAM accounts
Do not allow anonymeus enumeration of 5AM accounts a...

Do not allow storage of passwords and credentials for net..

Named Pipes that can be accessed anonymously
Remotely accessible registry paths

Remuotely accessible registry paths and sub-paths
Restrict anonymous access to Named Pipes and Shares

Shares that can be accessed ancnymous!

ity model for local accounts
i) Network security: Allow Local System to use computer identity for NTLM

12s) Metwork security: Allow LocalSysterm MNULL session fallback

12s) Metwork security: Allow PKUZU authentication requests to this computer to...
125 Metwork security: Configure encryption types allowed for Kerberos

12s] Metwork security: Do not store LAN Manager hash value on next password ...
125 Metwork security: Force logoff when logon hours expire

12g] Network security: LAN Manager authentication level

12y Metwork security: LDAP client signing requirements

12le] Network securlty Minimum session securlty for NTLM 55P based (lncludm .

Security Setting
Enabled
Disabled

15 minutes
Mot Defined
Disabled
Disabled
Enabled
Mot Defined
Disabled
Enabled
Disabled
Disabled
Disabled

System’\CurrentControl5...
Systern\CurrentContralS...
Enabled
Mot Defined
local users auth...
Mot Defined

Mot Defined

Mot Defined

Mot Defined

Enabled

Disabled

Mot Defined

MNegotiate signing

Require 128-bit encryptl .

N2 uhpA 28]
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Local Securty Setting | Explain |
j MNetwork access: Sharing and security model for local accounts
|C1E|ssjc - local users authenticate as themselves W
| ok ||| cancel || Aepy

7. Windows CVMol| A 2 5to] A o) Ad5-3H=2] &2l5tA| Q.
Yl 2t o] FeHl&yrtt.

O LA H

ohye, @at2 (A7 59 9 ¥M7)e AYshA 2.

A2l2: A4 37 A 973

1,924 18 AW W79 92 mRolA, [HAEE 4] > [ d=22] > (K2"] > (2 29 9] o
dE S A2 S AN 2.

2. (A4 S 21d] of INTLM Mu{Rte) /150 2 27 244 S5 U= 517151711 & ZtobA oAl 2. ot 2
e
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File

Action  View Help

e« 1m = Hm T

=/ Local Computer Policy
4 (% Computer Configuration
b [ Software Settings
B[] Windows Settings
4 [ Administrative Templates
i [ Contrel Panel
b ] Metwork
[ Printers
| Server
[ Start Menu and Taskbar
a4 [ System
[ Access-Denied Assistance
[ Audit Process Creation
I.fl Credentials Delegation
b | Device Installation
7] Disk MV Cache
7] Disk Quotas
I -] Distributed COM
| Diriver Installation
[ ] Early Launch Antimalware
1 File Classification Infrastructure
[7] File Share Shadow Copy Provider
» 5 Filesystermn
| Folder Redirection
b [| Group Policy
p (-] Internet Communication Managen

|>

Setting

Allow delegating saved credentials
with NTLM-only server
authentication

Edit policy setting

Requirements:
At least Windows Vista

Description:

This policy setting applies to
applications using the Cred 55P
component (for example: Remote
Desktop Connection).

This policy setting applies when
server authentication was
achieved via NTLM.

If you enable this policy setting,
you can specify the servers to
which the user's saved credentials
can be delegated (saved
credentials are those that you
elect to save/remember using the
Windows credential manager).

If you do not configure (by
default) this policy setting, after

NE

EAIIowdelegating s

Iﬂ

Allow delegating default credentials with NTLM-only server ...

Allow delegating default credentials
Encryption Oracle Remediation

Allow delegating fresh credentials

Allow delegating fresh credentials with NTLM-only server a...

Allow delegating saved credentials

Deny delegating default credentials
Deny delegating fresh credentials
Deny delegating saved credentials

Restrict delegation of credentials to remote servers [%

ved credentials with NTLM-only server a...

State
Mot cenfigu
Mot cenfigu
Mot cenfigu
Net configur
Net configur
Not configur

Mot cenfigu
Mot cenfigu
Net configur
Net cenfigur

B ] isEsl proeper mutual authentication,
9 KDC delegation of saved credentials is
] Kerberos permitted to Remote Desktop
i Session Host running en any v
[ Locale Services ¥ || machine (TERMSRV/* if the client <| m
<] [ > Extended / Standard /
11 setting(s)

LS

v}
ol
-1
|

u_]%_/‘\ju‘q

(EA]]

TERMSRV/* & Y&stal [&<l]
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A Allow delegating saved credentials with NTLM-only server authentication B IE R

Allow delegating saved credentials with NTLM-cnly server authentication e | | Next Setting |

() Not Configured Comment:

®) Enabled
() Disabled Add servers to the list:
Supported on:
Value
TERMSRV/~
Options:

Add servers to the list: Show...

[#] Concatenate OF defaults with input 4

proper mutual authentication, delegation of saved credentials is
permitted to Remote Desktop Session Host running on any
machine (TERMSRV/*) if the client machine is not a member of
any domain, If the client is demain-joined, by default the
delegation of saved credentials is not permitted to any machine,

If you disable this policy setting, delegation of saved credentials
is not permitted to any machine.

L

| Ok || Cancel || Apply |

4. [Ee1] & 2stAIL.
5. 2 A A 1 Ef | o] Aof A

23 % "Windows PowerShell”d2 o] A Al 2.

6. “Windows PowerShell”*-ol| 5| gpupdate /forceZS U Z5t1 Enter?| & =2 185 A M2 13 Yt} ofef I
d3 25y
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e Administrator: Windo

indows Powershell
opyright (C) 2014 Microsoft Corporation. All rights reserved.

PS C:\Users\Administrator> gpupdate /force

Updating policy. .. 3

Computer Policy update has completed successfully.
User Policy update has completed successfully.

7. Windows CVMol| A A A 5}to] A ZAof AJ5-3=%] Z2l5}A| Q.
U, 2 FEHSY

[SRR Y N =]

oty 2, A3 (22 CVMY| A4 S1 47H)e A3ystAl ..

A3 : 24 cvme] 2H4 F1 4%

1.2 AA AE mo] 20 A,

> [ASTR) > (82 AIH] & 23, (A4 5% el o [Windows A7 51 #e]] & Heistol,
Windows ZH7 %% QlE{m|o] Aof Sozhyc}. obe 1ew} 24Ut
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@ - 1 v Control Panel » User Accounts » Credential Manager ] l:|| ‘ Search Contral Panel

Control Panel Home

Manage your credentials

View and delete your saved logon informaticn for websites, connected applications and networks,

Web Credentials ﬁﬂiﬂnﬂs Credentials

<
Restore Credentials

Windows Credentials Add a Windows crede

Mo Windows credentials.

Certificate-Bazed Credentials Add a certificate-based crede

Mo certificates.

Generic Credentials Add a generic crede

Mo generic credentials.

See alzo

Uzer Accounts

2. Windows 1}75‘ S5 ool FA = st
7oA DA 2 dol7kA Windows A4 5

Ao A ZM (CVMHEHS BS F§ H|SJ3HE AstA 2.

. [Windows 2-4 &% F7}] & 2251, Windows A4 5% F7} QIg{m|o] Aof Eojtytt. ol 2 25
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@ - #t « Credential Manager » Add a Windows Credential w | Search Control Pz

Type the address of the website or network location and your credentials

Make sure that the user name and password that you type can be used to access the location.

Internet or network address
(e.q. myserver, server.company.com): | |

Lser names: % | |

Pacoword: | |

4. @A 25kl gl= CVME] IP F4, AREAF ol S BRI © 5 d&stal, [ER]] = 25k L.

A -

CvMm9] 1P Zﬁ:% CVM 3 IP FAadYh ARt g2 20l IP F4 H5S = vhEdoh
CACRIES 3

Windows QI AEI A9 7| E AF82} 0] 22 administrator ©]H H]Z
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5. Windows CVMoﬂ 21 A
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oty e, AxH4 (CVMH|EH S HG F-§ HZ/AShHE A3l Q.
A2 . CVM HUHS BS 3¢ H|E/Js}

1.2 A A QE]=]| o] Ao A
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&2 Tencent Cloud

Advanced sharing settings

Cloud Virtual Machine

-]

)
i ]
&

- T |i@ <« Metwork and Sharing Center » Advanced sharing settings

W f_'.;| | Search Control Panel

each profile.

Private (current profile)
Guest or Public

All Metworks

Public folder sharing

Change sharing options for different network profiles

Windows creates a separate network profile for each network you use. You can choose specific options for

ONONO)

When Public folder sharing is on, people on the network, including homegroup members, can

access files in the Public folders.

() Turn on sharing so anyone with network access can read and write files in the Public folders
(® Turn off Public folder sharing (people logged on to this computer can still access these

folders)

Password protected sharing

{® Turn on password protected sharing
() Turn off password protected sharing

When password protected sharing is on, only pecple who have a user account and password on this
computer can access shared files, printers attached to this computer, and the Public folders. To give
other people access, you must turn off password protected sharing.

2. [REUHEYT] elS "], [v)Y

=

3 AH] & 28stA L.
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2. Windows CVMol| 2§25t Ao Ad33=%] &QlstA| Q.
yl, 2 S5 U o

O A H

oty e, El7 #|Z5t1 T EHlS Q MBI A] Q.
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5} A o
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2| Z 2 d|o|E Y&} : 2024-02-02 11:09:48
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ping + cvM U2EHA FQl 1P F4

SA], ping 139.199.xXxXX.XxX W& Aygtlch

=927} Aol ¥ ofelet 22 AT FHFYLE U7 o 23 E Mol HYS HHsHA L.
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icroszoft Windows [UVersion 6.3.9768801

Cloud Virtual Machine

(c» 2013 Microsoft Corporation. All rights reserved.

sUzerssAdministrator>ping 193.112.

inging 193.112 .1
193.112.
193 .112.
193 .112.
193.112.

statistics for 193.112.
Packets: Sent = 4, BReceived

pproximate round trip times in

Minimum = Bms, Maximum Bms
FECERRERY
ML,

3.th=

©2013-2022 Tencent Cloud. All rights reserved.

4, Lost
milli—seconds:
- RAverage

with 32 hytes of data:
bhytes=32 time<ims
bhytes=32 time<ims
bhytes=32 time<ims
bytez=32 time<ims

TTL=127
TTL=127
TTL=127
TTL=127

=@ {@x loss»,

Bms

3t

Bl 2 |P 4 Ping blockS #2351 4| 5|2
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&2 Tencent Cloud

Cloud Virtual Machine

telnet + CvM QUAEA

o4

ol 1P F4& +

o|A], telnet 139.199.XXX.XXX 3389

I,|:]I|rE|. l_:'},

% 32

2 LE(3389) WA A 7t535HS =
o £ HAskA Q..

ol 7 A% Uebg et 97
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HI G 3% 2 Ao, HES Fo £41 2SS SoHER £A4 HERI 29 o 722 HAsHA 2. of=f o]n|
Al gz

sUszerssAdministrator>telnet 137199 HEN_HXd 3389

onnecting To 139.197_ ¥¥¥_H¥¥...Could not open connection to the host, on port
382: Connect failed

L4 HlA3F AMH|A LA A

VNC #3] o 2 cvMmoj 2191

Ad .

VNC %42 AFEA7E BE A 02 Muol] 2190
1.CVM &) 21913},

2. 47 oA CVME Ael5lo] [Log Inj& St} ot omj#] 2z

A% AFsHe 279 FAY UL

rlr

‘ Guangzhou(12) ‘ Shanghai(20) Beijing(1) Chengdui8) Chongging(2) Hong Keng, Chinal6) Singapore(0) Bal

Mare actions

Project: All projects

D/Instance Name Monito... Status T Availabili... T Model T Configuration Primary IP

i (D Running Guangzhou Zon... 528 2-core 8 GB 5 Mb... 1 S |

Systern disk: 55D Cle
Metwork: Basic ne...

3. T "Windows A8 A 2 791" %of| A [Alternative login methods(VNC)]]2 A &5+ [Log In Now]S &2 51
CVMol| 2118t}
4. FAH 23R % AF Ao "¢

20] W43} ofel olm X 2z
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r

N
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o
2
e
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filo
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Bl 5} 31 Ctrl-Alt-DeleteS =32]5t0] A| 2] 27191 Q1 E{H| 0]
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Send CirlAltDel « Conneclion succeededTo paste the command, please click here

Cirl-Ali-Delete

Cirl-Alt-Backspace

Clri-All-F1 \lt+Delete to sign in.

Cirl-Alt-F2

Cirl-Alt-F3

Cirl-Alt-F4

Cirl-Alt-F5

Cirl-Ali-F6

Ciri-Alt-F7

Cirl-Alt-F2

Cirl-Alt-F9

Cirl-Alt-F10

Cirl-Al-F11

CVMe] 94 HA&3F A7 843 o5 A4
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| Computer Nam&l Hardware | Advanced | Remate |

Remote Assistance

[ ] Alow Remote Assistance connections to this computer

Remote Deshkiop

Choose an option, and then specify who can connect.

(") Don't allow remote connections to this computer

(® Allow remote connections to this computer

[ ] Mlow connections only from computers running Remote
Deskiop with Network Level Authertication {recommended)

Help me choose Select Users..

ol
12
rlr
D
N

o] 5hA| 2.

A HNA X E 0 I ojH H7
1. CVMol| A

= %E—gﬂ “Windows PowerShell” &< 44
2. “Windows PowerShell” ol A o}zl & & of
H|A L E HS = 3389)2 HAgYct

Astel A7 HALE S HF(IE TN A HAIE A

i i)
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netstat —-ant | findstr 3389

ofefol 22 ATE ZUSHH HY AR AU A7t ATES thA] A ZBEL AR A0 ThA] A7 Adsto] A
a2z
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el Administrator. Windows PowerShell

indows PowerShell
opyright (C) 2014 Microsoft Corporation. All rights reserved.

PS C: ZWUsersh\Administrator> netstat -ant | findstr )
0.0.0.0:3389 D D D D D LISTENING
A9 ESTABLLISHED
e, e, .U.L_J 50709 ESTABLISHED
::1:0 LISTENING

obF AZ &= UehA] ko™ B AU eA A E2] 94 2E ] o 72 HAstA L.

SR AES] 94 XE dX AR H4

sl ©A ol A= TCP PortNumber 2} RDP Tcp PortNumer = 32| L E S 5 X ol F L E HS 7} HEE A
A %] 5fj o it

1. CVMoj| A]

& Z9ok,

S Mefoto] regedits Y23t ok Enters 2] “BlAAEQ HY7|” ZS dYh

2. 9% ol A 2|t 2 [HKEY_LOCAL_MACHINE]>[SYSTEM]>[CurrentControlSet]>[Control]>[Terminal

Server]>[Wds]>[rdpwd]>[Tds]>[tcp] T2 E & & Y},
3. [tcp] S-°ll A PortNumberE %o} PortNumber @] Ho| (5 ZE S, 7|24} 3389)& 7| S }. ofeff o]z %+

=
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Cloud Virtual Machine

4. A Z v 7ol A 2|t 2 [HKEY_LOCAL_MACHINE]>[SYSTEM]>[CurrentControlSet]>[Control]>[Terminal

Server]>[WinStations]>[RDP-Tcp] t] 2 2] & F Yt}
5. [RDP-Tcp] 5l A PortNumberE 2r3l, [RDP-Tep] 52 PortNumber ©| o] €| (£
tlo] 8 (ZE D)7} AX|5h=A] ZIgY . ofgff o]n| 2] I =

- KeyboardType Mapping ab] (BFIA) REG_SZ (#iE=
b0y RCM 4| InteractiveDelay REG_DWORD One00
b~ . SessionArbitrationHelper % OutBufCount REG_DWORD 0x000
-l SysProcs % OutBufDelay REG_DWORD 0x000
b , TerminalTypes % OutBufLength REG_DWORD 0000
by Utilities #4) PdClass REG_DWORD 0x000
b -WSED 26| pdpLL REG_S7 tdtep
A= LW
. sd ; 24| PdFlag REG_DWORD 0x000
- 1) rdpw
. F'pds 25| pdName REG_SZ tcp
- o REG_DWORD 0x000
- Tds .
i top ab| RequiredPds REG_MULTI_SZ tssecs
[> | WinStations ab| ServiceMame REG 57 tcpip
----- | TimeZonelnformation
..... | Ubpm -

H5) 9} [tep] 2 PortNumber

E EERRERE
MHF) REBE) BBV WEEEA) EEH)
----- . DefaultUserConfiguration ~|| =& il #Fr=
I~ | KeyboardType Mapping 34 PdClass REG_DWORD O 000
- RCM 7| PdClass1 REG_DWORD 0x000
-~ | SessionArbitrationHelper ab|pdDLL REG 57 tdtcp
-l SysProcs ab] pdDLL1 REG_SZ tssecs
b~ TerminalTypes 4 PdFlag REG_DWORD 0x000
bl Utilities 24 PdFlag REG_DWORD 0x000
b- s wSED ab]pdName REG_SZ tep
W
b . : . ab| pdName1 REG_SZ tssecs
4- 1 WinStations
- it REG_DWORD 000
- |, Console .
. RDPT _?_-'g'] SecurityLayer REG_DWORD One000
1 Tep
: . 4] SelectNetworkDetect REG_DWORD 0000
----- . TimeZonelnformation
Ub .?gir']SelectTranspcurt REG_DWORD 000
""" . pm — e o
Qx|alA] 9k g A9 657 AWaAR
YRS F AA =0l AH| A A A AFSEA
6. [RDP-Tcp] S-°ll A PortNumberE o & 23 Ut}
7. 54 H ol A "gt dlo]E"E 0 - 65535 Ato] o] AFE Fo] o d LEZ 427 5lo] TCP PortNumber 2+ RDP Tcp

|
PortNumer ZE H357} x5t & 3t $ [8HQ11S St
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&2 Tencent Cloud

Cloud Virtual Machine

Eile Action View Help

{‘__% Services (Local)

Remote Desktop Services

Stop the service
Festart the service

s FIEE=z HE »=nop

Status

e

Mame

% Remote Access Auto Conne..

Esﬂ Remote Access Connection...

C-ﬁﬂ Remote Desktop Configurat...

Description

Creates a co...
Manages di...

Rermote Des...

Running

* 3 Remote Desktop Services Allows user...  Running
Description: . Remote Desktop Services ... Allowsther.. Runnin
Allows users to connect interactively  ; Remote Procedure Call (RPC) TheRPCSS...  Runnin
to a remote computer. Remote # .
Desktop and Remote Desktop Session {..:5’, Remote Prﬂ-:.:edure Call (RP... InWindows...
Host Server depend on this service. " Remote Registry Enables rem..
Te prevent rermnote use of this 7 Resultant Set of Policy Provi.. Provides a n... E
c;mﬂputer, cle?]r t?ehchseckboxes on J, Routing and Remote Access  Offers routi...
the Remote tab of the System . RPC Endpoint Mapper Resolves RP... Runnin
properties control panel item. e
5 Secondary Logon Enables star...
i%ﬁecure Socket Tunneling Pr...  Provides su...
fiﬁﬂecuri‘tyhccounts Manager  Thestartup ... Runnin
% Server Supports fil..  Runnin
5, Shell Hardware Detection Provides no.. Running
:%Smart Card Manages ac...
% Smart Card Device Enumera... Creates soft.. Running

ig&ﬂmart Card Remowval Policy  Allows the s..,

% SMMP Trap Receives tra...
% Software Protection Enables the ...
| <'| m

Extended {, Standard /

Stop and Start service Rernote Desktop Services on Local Computer

71 Ad S Adsi = 44 2O 4 Qle ZAIE s @A 22 739 Submit Ticket2 &-5f o] =8 vjghy ),
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&2 Tencent Cloud Cloud Virtual Machine
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@ Tencent Cloud Cloud Virtual Machine

“goll 212

VNC *¥4]& B8l 27191

HF U (Orcaterm) = 974 290 £2ZEQJo]5 ARE-SH0] Linux Q1 AFI A0 2008 4 ¢l= 79 Tencent
Cloud VNCE AHg3to] 21el5ka 24 29l & 4 &yt

1.CVM Z&of 2119y},

2. AAE A e s o] A of A] ofef o] m]x] o Zro] A Gt = AAHAS 2T RIS SPU T

Instances
Guangzhou(12)* Shanghai(19) Beijing(1) Chengdu(g) * Chongging(2)* Hong Kang, China(g) * Singapare(0) Bangkok(1) Mumbai(1) *
Frankfurt({0) Moscow{S)’

Create More actions ¥

Project: All projects
ID/Instance Name Monitoring Status T Availability ... T Model T Configuration Primary IP

il (1) Running Guangzhou Zone 4 528" 2-core 8 GB 5 Mbps ic) I1
System disk: 55D Cloud S
Metwork: Basic network

SLrEEnINaL

N (I)Running Guangzhou Zone 3 SN3ned 4-core 8 GB 100 Mbps
"M System disk: Premium Cle
Network: Default-VPC
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ol Wk A7k Ak B2 Fo) AT Ak, f A F o] §Fo| LT &2 Fo] Al oYUk

A2 &A:

1.VNC 271215 &aff QIA'E A0 219t
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Zoll A4 217 Itk & == Tencent Cloud Observability Platformoll A/¥ CPU $ A2 =7} Y7 =11 A|AH]o
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o @Rl vlojg] A, EZo| En}, 3rd party o] 2] 2 HiAl AL EQo], S8 =273 of 9], Salo|w] ofj Q] Y uHall
Lol AT EQ|o] AF JHo|EE I5 CPU °]-8E©°] =ot4 CVM =191 Auf] E= AN A &£ & Z5p7} AAYE 4
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Testing Details X

Protocol Port Direction Policy Effects

TCR 3389 Inbound Cpen Mone

TCP 22 Inbound Open Mone

TCP 443 Inbound Open Mone

TCF 80 Inbound Open Mone

TCP 21 Inbound Not opened @) Unable to access FTP

TCP 20 Inbound Not opened @) Unable to access FTP

ICMP 0 Inbound Open Mone

ALL ALL Outbound Open Mone

Open all ports Cancel
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SSH WAl 0 2 Linux IAEI Ao 221 4

o
o] o (@)
= ¢
2| < Addlo| #}: 1 2024-02-02 11:09:48
Ad .
EE2 AFYENA Algst g2, 8o 25k Al d Yt} Tencent Cloud & A Fh= F3gch
2o AFE T T 2A2 AF5] J8YstA] 7] vy D 5k A AWAF & WS S8l dio|EHE B

/\}%OH Linux l_i‘f-j’koﬂ 2791 Al AZ o] B A] AU AZAo] Aufsto] Linux AR A0 Ao ZE 271

SSHE AR8-eF Linux IAE Ao 271910f Aufjstil @ & A 2| 7F Whets|r, @ 7 WA A& 7| =510, vt 22

ArrA Rl @ 7 HA| A ete] i S Sl ZAHE whEA] XTstar, X2 ¥ S Zharsto] s Aot Al 2.
SSH 2121 2.5 User root not allowed because not listed in AllowUsers
A 9

o] A= YA o2 SSH A H|A7F ARG AF 291 Aof w7 5 A eYsto] AREAF 2018 AEHeelS w Y

gyt miziE s A2 ohF 3 25U

AllowUsers: 21%10] 585 AL}t SFo| ER|AER o] mj7f 47} A E AREAT 290 4 &t

DenyUsers: 21210] 7| f.8 ARG 2} S| AE R, o] nj7/ff47F FAJE BE AMAbE 210l0] AR g
-

AllowGroups: =1210] 5|85 AMgAF 159] 2lo|ER|AER o] mj7iH a7 HAIE AFEAF LR 201S 4~
A&

DenyGroups: 21%10] AR H ALEAL 50 S YAER o] w747 HAE AFEAL D52 25 2%10] A
2EU

A :

AR G2 518 AR &4 297 =5 YT

o =R
1. 2| 2] o4& Zrsto] SSH 24 1Y sshd_config & °o|5St S AR S &Qlgh )
2. AH&-AF 2191 Ao} mi7H 45 APAISEAL SSH A HI A S THA] AJAHHU T
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el &4

2 AW VIM B 7S AL83te] sshd_config A TR ol FEct

vim /etc/ssh/sshd_config

is =2 B BER o] 55hal, thg A S Zoh AAlsAU, 2 o) AlEF Bg2oll ¢ & F7hst] 4

3.
=Y

o
)
oo
d
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AllowUsers root test
DenyUsers test
DenyGroups test

AllowGroups root

CentOS
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systemctl restart sshd.service

Ubuntu
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&2 Tencent Cloud Cloud Virtual Machine

service sshd restart

SSH A H|AE ZfA|2HSE & SSHE AFESlo] 2905 4= U th A W82 SSHE ARE51Ho] Linux 91 AF 20

LREL
SSHZ AHE3ho] 21QI5HH The 2.7 bl A7} e o,
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&2 Tencent Cloud Cloud Virtual Machine

Permission denied (publickey,gssapi-keyex,gssapi-with-mic).
sshd[10826]: Connection closed by XXX.XXX.XXX.XXX.

Disconnected:No supported authentication methods available.

A ¥
Q1.2 SSH AJH] A7} 'PasswordAuthentication' "l 7 45 445} H|UH S Q1= 2 7913 H|&A5}51F 7| wf&

U

]

o o

I

32 4

©2013-2022 Tencent Cloud. All rights reserved. Page 79 of 338
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1. 4 2] =41 & #1158l SSH #+4d Y sshd_config & o5&t}

2. 'PasswordAuthentication' T 7} 4~ & 4~ 5131 SSH A H| A5 2H A 2FErY T},
A8 &4

1. VNC AF8-3}+9 Linux Q1 AEI Ao 2218t

2.0 S APt VIM B 7| S A8 sshd_config T4 2 o] @Yt

vim /etc/ssh/sshd_config
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5 EB HY BEZ o]FSH &, PasswordAuthentication no & PasswordAuthentication yes =

systemctl restart sshd.service

Ubuntu
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service sshd restart

SSH A H|AE ZfA|2HSE & SSHE AFESlo] 2905 4= U th A W82 SSHE ARE51Ho] Linux 91 AF 20

AN AY
SSHE A&3lo 2915 uf, “ssh_exchange_identification: read: Connection reset by peer” 2. F H A A &= t}g

< F o) A1 %7} LhebgU )
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&2 Tencent Cloud Cloud Virtual Machine

“ssh_exchange_identification: Connection closed by remote host”
“kex_exchange_identification: read: Connection reset by peer”

“kex_exchange_identification: Connection closed by remote host”

2] 7hA] lo] Qlom Ak
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QA HA] 4= EQo]7} Fail2ban, denyhost 5 7+-2 wFsh
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ok

] A E Fasto] A g e 2] sshd A 9 W ES] T oM 3 A E e 4 s 23y
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AAA A LAY A ° 2

LinuxollAl /etc/hosts.allow % /etc/hosts.deny Y-S 53l ML HAS

Qe 77t 58 9 A4 HAo] ALHUTh ol 50|, hosts.allow Tl NRT 4 Y FAE 728 4A
S}il, hosts.deny Fo|HE 2E SAEE ZET £ JAFUH OHZ2 hosts.deny' 2t 2 /g

o},
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in.sshd:ALL# 25 ssh 94 Ao

in.sshd:218.64.87.0/255.255.255.128#% 218.64.87.0—1279 ssh X
ALL:ALL# B2E T1cp 92 ot

VNCE AH8-3He] Linux IAE A 219 F, /ete/hosts.deny BHUM /etc/hosts.allow WA=
ghuich e 3 2l Aol wet ohg X2 g Mg,
ZFojo =

4% 95 Waol wet 243U 4% A A gEYT,
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YA A G2 n] g o] ¢, 712 whdo] Hlof QAL BE dEo] 51 8EYH

iptables 318 3] &<l
Fail2ban % denyhoste} 22 A& 3] HA| AZLES
o
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sudo iptables -L —--line-number

SSH 20| 2ttt -, sllg 2 EQ|o] S| EFAE Bl 7[e} o A2 F3l 23 A4 sHAl 7] vity o
|

SSH 20| A E A g2 4% v TS dy gy
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VIM 3 7] & A&}

sshd_config /3 TY = o]Fgych

vim /etc/ssh/sshd_config

2. 'MaxStartups' 2t-2 4 sf|of 5l=%] &lghct,

2 sshd_config /3 TtUoA 585 = 2t A
MaxStartups ©f &sl A=, &2 A|7to|

Be ABL Yook s AP o kg MY
.

2ol 2o 4 g IS

Y

pasho] £ AIAl 2.
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211i5 =8 B3 REZ o] 535la, £3o] H45H T EscE 58 HY LEE F2310, :wqsS UdH35o] £ AHY
= Ay

A :

MaxStartups 10:30:100-2 SSH & T2 A|A Q] njQlZ o] & S A Q5= 7|2 A AU} 10:30:100
107 AZEE A2 71100710 =FT wj712] 30% &E(TE)= M dZo
3. o3 Hg o] & A 3Y5}to] sshd A H| AE ZHA|ZFSHY T}

N
1t
offt
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i
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service sshd restart

z7o] WA e A9 ohe TS A ey

]

S8
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HEQS &G HAE

A IP ARG o RE Felgy
A& AR, 58 UIES A PR A8 & A =gy
AHESHA] 2 A, U 2AE ey
2. thE HIES A $72 ARE-sto] o] /Al HlAE—MU T
880 A, A2’ A S AAASEAL UNCE AHESHo] QIAE A0 213t
H73 2 7%, HIAE Zito w2t W EL T &7 2415 si2dd
75| SSH 2191 FA17} sl A = A %‘9_‘?’1, /\lé%] 7@ ol d LAY == Ve A A AAE sl E 4 AS Y

a4 A
root Ab& A7} SSHE AFE-519] Linux Q1 AE Aof 2 19135 uff “Permission denied, please try again” °]2t+= 27 o
Al A7k e Y o

7Hs S ¥QlS A ARIC] SELinux A H| A &/d8F = SSH AH] A 2] permitRootLogin AX £ AUt

2] =41 E 18t SELinux A B A2F SSH 714 T sshd_config 9 PermitRootLogin Bi7HHSE 2
Qlsto], 24 219l mhot 1l aj A< A aFH T},

A2 A4

SELinux AJH] A &<l 9 v]&/d3}

1. VNC AF&5}9] Linux Q1 AE Ao 21913 o}
2. TS o= Als)sto] AR SELinux A8 A AEfE &olstuc},
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&2 Tencent Cloud Cloud Virtual Machine

/usr/sbin/sestatus —-v

43k o} 71 47} enabled'o] @ o2 ek 7-o] #43 Ael o] B, ‘disabled'o] W ¥ &4 5k AEl LT},

rick
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SELinux status: enabled

3. A A Arghof whal SELinux AH|AS AA| A w27 o & u|gAdstat 2 gl4 Ut
SELinux A H] A 2 A A 9] v] & 5}
SELinuxE Y A4 0 & vjg/d3}steH o3

AE AAzEe 2 H &gyt

oF
ol

= APyt £ A2 Al LEoly IA-HAS A AIZFSHA] o
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setenforce 0

SELinux AJH] A o &9l v &5}

SELinux A H| A E H|& A5} 5}
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sed -1 's/SELINUX=enforcing/SELINUX=disabled/' /etc/selinux/config

2ol Ab
o] &2 SELinux A H] A7} enforcing /B Y wiwh 28Ut
HE S AP & 4 AS A &5t A|AR = AR A S A A2 sl o gyt

2.th8 Y2 A5t VIM B 7| S AFRSY]  sshd_config A TR o] 53t
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vim /etc/ssh/sshd_config

u
rE
o,
r
T
o

3.iE 8] HY LEZ 0|53 ¥, PermitRootLogin no & PermitRootLogin yes

Ad .

sshd_config ©f o] Bi7iH 7} A & o] Q1x| ko 7|22 0 2 root AFEA}] 21912 583y
o] 7 == SSHE &3t root AF-8-Z}2] 22109t JFZ v X ¥, T2 B S 53 root AFEAF IAEHA 2791

o= Fe uxA) ekaU T

1o
4. EscE =l HY Lt
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service sshd restart

A2 & SSHE ARGt Z1Ae 4 FU T Al W-&2 SSHE AFg-51o] Linux /I A& 20

il e
SSHE AFg3sto] 23215 ufj H|AHS 5 of2] ¥ 2 T “Too many authentication failures for root’2t= 25 ™|
AR 7} Bkeh e 31 AZ o] ek YT
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]
2

2

BRE HYHES of
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R} REE5to] )l Y5k SSH Mu| A0 vl e 27 A o] ER|AH Ut

32 34

1. 28] &4 & Z8to] SSH /4 1} sshd_config 2 o]F 3yt

2.SSH AH| A H|UH S 27 %4 o] 'MaxAuthTries' Bl 7HH 4= A7 & 2HQl Bl =753 SSH AJH| A E THA] AJZ}
et

22 A

1. VNC AH&-3}9] Linux OJ.éELioﬂ 2oy

2.0 9 S Adstal VIM B 7] & AHESH]  sshd_config T4 A E o] 5yt
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&2 Tencent Cloud Cloud Virtual Machine

vim /etc/ssh/sshd_config

3. tha FArRE A7 o] ZghE o Jl=A] Zelghy .
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MaxAuthTries 5
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Cloud Virtual Machine

&2 Tencent Cloud

MaxAuthTries

7ol
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service sshd restart

AA 2 F SSHE AL§3H] 21918 4 AU Th Al W8-S SSHE A185t0] Linux 21 28 2o
142

AN A9
Linux IAE A7} SSH A H| A E A5t 0] secure 21 mpUoj|A] = -2 0 2 t}- 83 S A @ = H A A7} HE

G
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&2 Tencent Cloud Cloud Virtual Machine

“error while loading shared libraries: libcrypto.so.10: cannot open shared object file: No such file or directory”
“PAM unable to dlopen(/usr/lib64/security/pam_tally.so): /usr/lib64/security/pam_tally.so: cannot open shared object

file: No such file or directory”

A :

o] 2 libcrypto.so.10 ko] B2{g] o} 9] sfA & of| = So] Agstm, th& gho] B2 ot of 9] s 2 & o] of {7
AbstE = A Aol whet 2k shAl 7] Bhy o

glo| B 2|2 o FH 713 27

1. VNC AF&-310] Linux QIAE Aof] 218t}

2.t B o1& A ¥ste] liberypto.so.10 2ho| Baf o] utd RS gl
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&2 Tencent Cloud Cloud Virtual Machine

11 /usr/lib64/libcrypto.so.10

o3 fARSE H B HEE el = 9 /usr/1ib64/liberypto.so.10 7} liberypto.so.1.0.2k 2o|E
e

CEETE P
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lrwxrwxrwx 1 root root 19 Jan 19 2021 /usr/lib64/libcrypto.so.10 -> libcrypto.so.l

3.0+ FH ol & Adsto] liberypto.so.1.0.2k ho|He|g opd JHE Ity
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11 /usr/lib64/libcrypto.so.1.0.2k

che 3} fAbE HRob e Y
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-rwxr—-xr—-x 1 root root 2520768 Dec 17 2020 /usr/lib64/libcrypto.so.1.0.2k

4. Qut eto] Beje] mlo] A2, U, 1F HRE /)25 b} 2o AUt
eho|neje] wte) 7] % 7]
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find / —-name libcrypto.so.1.0.2k

2. vrghd Atof whet oF g2 Aste] o2 d] oS ARt b E o SAR Y o
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cp <1@AoA A& gojBaa mdeol A HZ> /usr/lib64/libcrypto.so.1.0.2k

3. thg ¥dolE oA R dasto] wtd et &AfAE A5S +EEdH
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chmod 755 /usr/lib64/libcrypto.so.1.0.2k
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chown root:root /usr/lib64/libcrypto.so.1.0.2k

405 9H

o

Hestol £ E Y5 YT
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In -s /usr/1lib64/libcrypto.so.1.0.2k /usr/lib64/libcrypto.so.10

5.Thg W20l s Aalshel SSH AHI A AlQghy

=
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service sshd start

R me gae
1.FTP 2ZEQJolS £ T2 vk AH]e] liberypto.so.1.0.2k 2holB2]d] s} B2 Bl \\tmp
EEEEERERT S

ck:
e B Ao d2EH \\tmp UHHIES = W, LA =l 5 4 4 A5y
2. th5 P82 AAsto] 2tojBe g npd & LRt HHE 2o FARR U
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cp /tmp/libcrypto.so.1.0.2k /usr/1lib64/libcrypto.so.1.0.2k

3. thg ¥dolE oA R dasto] wtd et &AfAE A5S +EEdH

o
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chmod 755 /usr/lib64/libcrypto.so.1.0.2k
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chown root:root /usr/lib64/libcrypto.so.1.0.2k

405 8H

o

destol 2 E Y8 WP
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In -s /usr/1lib64/libcrypto.so.1.0.2k /usr/lib64/libcrypto.so.10

5.Thg W20l s Aalshel SSH AHI A AlQghy

=
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service sshd start

O, AT Ui g2 A ko] A]

ehomefe] el & JIARIA AL T AT A AYAS 29
dlole 2 FustAlL
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&2 Tencent Cloud Cloud Virtual Machine
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ol SSH MH|A7F 3 o 2 A3 w2 eb= 79 slig AR 2] Al Aol Bl /42 S ofnlehy .

SSH AJH| A Al3) @ F fatal: Cannot bind any address

A Y
Linux Q1 AE A7} SSH A B| A5 A3sh uff secure 21 g0l A = A -H A 02 th3 3 FAFSE @& WA %] 7} b
2Helyrt,

FATLED.
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fatal: Cannot bind any address.

address family must be specified before ListenAddress.

A4 €<

SSH A 8] 2 2] 'AddressFamily' Bj 7] 4=2] B2 - st A7 o 2 Q13| ErAy g}, 'AddressFamily' B 7HH 4= A 8Y A

=
AR T2 EZEES A 5te l AR E YT ui7fH 7t IPve L 2R A ] of 9l A| AHElof| A IPveo] &Hd S}
5jof 91x] 971t 1Pve o] RESHA e A S o BAZF BT 4+ ATt
32 4
1. 42 =AM & Zrasto] SSH /44 1Y sshd_config & °|&SH &, A &gt
2. AddressFamily UIZHHSE £33l SSH A H|A S A A2y o}
g &4

1. VNC A}&5}9] Linux Q1 AEl A0 2 2918},
2. 03 WS At VIM HY 7| & AFESH]  sshd_config T4 THYE o] 58yt
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&2 Tencent Cloud

Cloud Virtual Machine

vim /etc/ssh/sshd_config

3. tha 3 FARRE #/4d o] ZghE o Jl=A] Zelghy .

AddressFamily inet6
FE iz g I A2 o2 A s Y
inet: 7] 2412l IPv4 T2 EZF AHE
inet6: IPv6 T2 & Z - AF&.
any: IPv4 2 |IPv6 T2 EZ T 5A| &A43}
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4.i5 =3 Hy LERZ o] &
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AddressFamily inet

ZoN :

'AddressFamily' T 7} 4=+ 'ListenAddress' ©] 21 o] -/ 3l oF &
5.EscE =2 W REE F 8

s 5o wqs

6. THa oS A3t s

a4
Q2] W7 AFS ARyt
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©2013-2022 Tencent Cloud. All rights reserved. Page 119 of 338



&2 Tencent Cloud Cloud Virtual Machine

service sshd restart

A4 A4
Linux IAE A7} SSH A H| A E A5t 0] secure 21 mpUoj|A] = -2 0 2 t}- 83 S A @ = H A A7} HE

G
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&2 Tencent Cloud Cloud Virtual Machine

/etc/ssh/sshd_config: line 2: Bad configuration options:\\\\

/etc/ssh/sshd_config: terminating, 1 bad configuration options

24 4%
T4 sl e mel Qlmgolu 7o oot 2o u A H el BAIZ Qls) ARt
CER

O A8 52 Z15to] sshd_config 4 TdE H3Yrh
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L7 Aol sigshs 7/ = 4
o o JrE
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cp /tmp/sshd_config /etc/ssh/sshd_config

3.0+ WO Z £ AR Mysto] B AT, 284, 1

iz
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chmod 600 /etc/ssh/sshd_config

chown root:root /etc/ssh/sshd_config

4. 05 ol 5 Aysto] SSH MH|AE Aot
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service sshd start
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rpm —e openssh-server

3. 05 ¥ o5 Aysto] SSH MH| A5 A x|t
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yum install openssh-server

4. 05 ol 5 Aysto] SSH MH| A5 Aot

©2013-2022 Tencent Cloud. All rights reserved. Page 127 of 338



&2 Tencent Cloud Cloud Virtual Machine

service sshd start
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@ Tencent Cloud Cloud Virtual Machine

SSH A 27} 47 o
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&2 Tencent Cloud Cloud Virtual Machine

Linux 1AEA: CPU 22 W 2E /&0 =
O]- EJO] _-]_—l— HAE 7(53:]

2| Z 2 d|o|E Y&} : 2024-02-02 11:09:48

B BXNL =2 CPUELE W RE AFZEO 2 913} Linux CVM 2191 Aol Z2-& A2 sl 1 s dst= S
Avggyct

CPU s w|me] ALg ool AU £00 Mu| A S8 £E7} Lol AU Aulo] 2I1% 4 ¢t 59 247}
L $ UG CPUEE A X80l AL ol ol - Sdlol, MAT 22N, p2u 2 2
EA|2 L EZo] Bufulo]g A So| AAY 4 YEUTE Fehe © B E Y S ALS) CPU L W= e AFg
A U YR A2 CPU TS W A 5] A G2 2B A2, A ALGAlA A =S 4
g 4 9aud

At =

|22 ALgF2 A7) 93] AuHA 0 2 AFG ) Linuxe] ZUE Y =79t top B
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Z Tencent Cloud Cloud Virtual Machine

top - 22:16:25 up 6:18, 1 user, load average: 0.00, 0.01, 0.(
Tasks: 68 total, 1 running, 67 sleeping, 0 stopped, 0 zg
*Cpu(s): 0.0 us, 0.3 sy, 0.0 ni, 99.7 id, 0.0 wa, 0.0 hi,
KiB Mem : 1016516 total, 605016 free, 77224 used, 33427¢
0 total, 0 free, 0 used. 77870¢

o
w

569592
534620
43104
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L )
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0
0
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0
0
0
0
0

O WwWooOo-IWU ke WwN

EMWhgﬁﬁSmm%%ﬁ%%%.

stholl= TR AIAY 2AA AL FAL

PID: ZEA|A ID

usaauiw_.~%ﬂ

PR: ZZ A4 @A £2] NI= NICE gt Uth NICE Ztol 2242 Al 9|7l =54
VIRT: AH&-3t= M # < = 2] Ato] =, &9 KB.

RES: &7} AR 5 2 2] Afo] =, ©9] KB.

SHR: AH&-5H= 31 Hl 2 2] 2] Afo] =, th2] KB.

S: T Z A ALH.

%CPU: A Hlo|E AI7F 7HA W =2 M| A7} AE-SH= CPU AJ7He] W2 -&
WE N A7) Abgh W g o] v g
TIME+: Z2A| A7} AFE-8F= CPU AlZE, 0.01s T¢I 7kA] &3yt
COMMAND: 2 A A o] &,

22
%MEM: 1Tl o] E A7t 2+
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“goll 212

CcvM &2l

AA = ol whzt CVM 219 HHH & Melstal Al 2.,
B 2T EQ o] S &5l 4422 Linux CV
Z) ALY :

Linux CVM Q1 AEI A7} CPU T .5} AFefo] ™ =0 g 0lof Amja 2 Q)& o),
VNC AF8-519] Linux Q1 AE A0 218}

FIAHg :

Linux CVM Q1 AEl A7} CPU L B.5} Abejo] ™ E&ofjA] 21018 2 9l )
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&2 Tencent Cloud Cloud Virtual Machine

top

4 Z2AA

2l gelzf wol Aol A 2N A BBt 2415 slA R
ME| s ZRA AR QS BA 7L AT 9 Mul s L2AAE A5 4 Qx| BA5 0] Lol wpet Z2AIAE
HAststAL ol 2dl s 74 AU

ole] AR o3 FA7HAYT F9 Adari 2o upo]f 27t 9 4 9

A
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gioj2{ A #Al L2 O3l S ARESo] Hiol2{AE AAE o+ syt 2Rl
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Z Tencent Cloud Cloud Virtual Machine

Al AR HI A 2.
A7} Tencent Cloud AZHE Z 2 A AZ Qlol| HAYet F ¢ g7 4| =& ol =22 QA Al L.
2 ukA 9l Tencent Cloud HZHE = t}-83} 7451t}
sap00x: ot HEXHE
Barad_agent: “UEH HEIHE
E

secu-tcs-agent: EQF 72

ZR IZAA

1. 02 T2 M| A0 gl AA AH|E H| w5t
2. k'S YF gyt

3.0he 1t o] FEsfof she TR A A0] PIDES Y5t Enter 715 =2 R
PID7} 2391 =2 M| A S Z23fof sttt 74 U o}

ofN

Fofjof sh= Z2A A9 PIDE 7| S 4T

E B ni, 99.9 id,
11'!?’&'-?‘1& ti o 1441292 T

© ZR9T148 total, 2897148 f
FID to signal-kill [defawlt pid = Z931 2L
FR HI UIRT RES
28 H H H

“HE Bl
JHH B2 kthre

Enter 712 2 % kill PID 23 with signal [15]: 7} UEI}H Enter 715 thA| 58] 7|2 A S 4A¢

4. 240l 4Z3lH  send pid 23 signal [15/sigterm] H Al | 7} U ERG U T} EnterE 52 55 &9l
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> Tencent Cloud Cloud Virtual Machine

Load average+= CPU #-512] A1 ZAUth B BoP7t sea5 BF S Z2AA9 771 dojg Yot
H7}HrgtE] o] CPU AR 32 WA Tt load average: "l &3-S Lrebd Y o}

' 1 running,
0.3 us, 0.0 3y, 0.0 T ig 0. | i 0.0 st

1016656 total,

L B ! ] ]
KiB Swap: 0 total, 0 uzed, 0 reg. 452740 cached Mem

(
:
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ps —axjf
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Z Tencent Cloud Cloud Virtual Machine

9006 9006

4% :
DAHE FHEA ¢ 27 HHE dehdyth o] Jele) ZRAAL FRE 4 oM AHHOR FRY S5
éqq.

DAES ZEA AT B A HEA AT EEE P LAS BASAL £ AAE Al Az

Kswapd0 Z2AA0] -2 CPU AHEF

yeAil

Linux= #|o]d slAU S-S AHgste] mlel & wefshal tj239] d RS 7Hd vel 2 uh2 A kswapdo
2 Linux A 2519} 71 v 2] 2] ol o m|o] 2] wA| & FFots TRA AU A AR mj2e) 7t 22531
kswapd0©] B[ o] 2| & 2} WASFEZ CPU A3l obd Ut

=
2
1. 2 W o] = A3)5lo] kswapdd TZA|A S 2H5U )
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top

2. kswapd0 T2 A A 9] AEjS &
24| A7} D AFEL 7} ob L T @)
gere shelghn),

3 vnstat . free . ps % WY UYStel NP Z2ALON NS PR L FATT,
v 2] Abg-2ol| mhat A A8 S ThA] A 2k5}A )
A 2o 4 Ho| 27} 4% mA BT @) Al 2] B2 H

A W R o= st L.
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Z|Z Aol E &} 1 2024-02-02 11:09:47

2 B X= CVMo] ZE BA|Z Q3| ¥4 29lo] E71535H 499 At Yyt &2 48 AV ch
A .
olzl] 22 CentOS 7.8 Al AEIS] CVME o2 St}

=
HqE &
Tencent Cloud”k A28 ofele] £& S £1¢l0] 27h5 2417} LE 8 Bk 18 A3 palo] 9=x Bt
g4 Asu
A7t A

JE =
23918 AESHIA L, EES A FolE 2aelo] niatein thg Ul g2 Fxstel AU S AT 4 A4y

HEQ3 A4 AF

2Z Ping Pl ol HEQA AZES HAET £ UAFUTHL AME GE UEH I SA (P Y E+= ISP)2] #A
FEE SAO AFGRt HAER 22 YE A FAIQNA], A v 24|12 wekgty o,
1. 22 ZA57E 9 29 AA ol wet TCCLIE of = HAlS A

Windows A|AR]: [A| >[4 ]S 225t emdE Y 5HH B
Mac OS A|AE: Terminal £& dYt}.

2.otefe] PP ol & Aol HEY A JAZ S HAEZT YL
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Cloud Virtual Machine

&2 Tencent Cloud

4
K

alo
Mo

<]
<]

ping + CVM %

8(1)-])_

]

ping 81.71.XXX.XXX

Yetel:
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2 Tencent Cloud Cloud Virtual Machine

ping 81.7:

with
trom
y from
y from
y from 81

nt = 4, Received = 4,
imate round trip times in milli-s
Minimum = 12ms, Maximum = 13ms, Av

HEL 7L H 4R A5 (83 A 23 o] FUth AR A IPF4 Ping 9172 27Hs F25to] st Al

Q.

ALHA XE AAH HF

1. VNCZE CVMol| 2113 th A3 8- VNCE Linux Q1 AE Ao 27101L FRsHAA] 2
2.0t o] HF ol 5 A5t EnterE FEUTH ¥4 LE O /43t HElE HAESIH ZEO| HA AT} 7H53THA]

ooty o
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&2 Tencent Cloud Cloud Virtual Machine

ofl: telnet 119.XX.XXX.67 22 9o

=
=
878 3 Hl: of o|ml R 2 Y HE whee A
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Z Tencent Cloud Cloud Virtual Machine

[root@VM-E8-25-centos ~
Trying 1189.

Connected to 119. .
Escape character is ""]'.

55H-2.0-0OpenS5H 7.4

ot EA7F 2T v Ef] Ao S
o]

YoHe 2L HASAA L (0 AATLY I EL Wk 1§ 22 RE Y

[root@VM-E-25-centos ~

Trying 119.

telnet: . ToO ress 113, .687: Co ction timed out

sshd AH]|A FF

SSHE AR&-sto] Linux el Al xe] 2cld wf A2 57 e A2 Aol Do) FUth sshd ZEZF #4115 2] 53t
71tk sshd AfH| 27} AeiE] 2] ok Zo] AL 4> QlsUth SSH A O 2 Linux QI AE A0l 2018 4 gle 4%

£ Faste] kst AL,
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Cloud Virtual Machine

<2y Tencent Cloud

Linux 1 AEIAVNC 2191 @& 42 Module

IS unknown

A= AL 2 HUH S E & 5}7] Aol ‘Account locked due to XXX
9O

ojm A& LSt Al 2.

VNCE CVMell A4 o & 291st 4
failed logins’'2t= @& M A| 2| 7} LR

CentO3 Linux 7 (Core)
Kernel 3.18.8-1862.18.1.el17.x86_64 on an xB86_64

login: root
fAccount locked due to 18 failed logins

Password:

o el
Z185}a1 login /8 TH o]

Linux AF&AH7F 2191 5] 2w

4gshs QU 1 97 %

52 NH
502 g aslor ol oAl 714 B3 4V AT,

2790 4uf 147 4 3148 Zaksto] Aol A AZFE A7 AL, BAPE Uy 202 Aol B A
9 279 4 4yth ohg olul AL HYE 2719 A 7k 84y,

©2013-2022 Tencent Cloud. All rights reserved. Page 144 of 338



> Tencent Cloud

user_unknown=igno

-session optional

pam_tally2 XY= U7l

al7f 4
deny=n
lock_time=n

un lock_time=n
no_lock_time
magic_root

even_deny_root

root_unlock time=n
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Cloud Virtual Machine

deny=6 un lﬂck time=300 even
=ok ignore=igno :

close

open

force revoke

pam_ck connector.so

27190 A5 47} ng] o] ol 4| A7k ARHY

27 g} /var/log/faillogell fail_locktimeZ EE 7| =35}
A BRI Al L.

root AH-&A7Huid=0) 313 2ES S E5HH 7H2E 7}

Solubx] ekt

root Ab&A2] 2791 Aluf 3147} deny=n3] o]/}o]
H M A7F AR YT

even_deny_rootol] A-85t+= 341

FA Y
4 A, root AbgARS] 2191 Al &)
233e wf 7= A7
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o
oo,
>
N
ikl
i
o
L
o

1.2 A1 5 F 25 login A Ttdoll A pam_limits.so ZE AA
7

1. SSHE A&t CVMoll 2213 th. ZFAI g Ul-§-2 SSHE AFE-alf Linux Q12820 2913 st Al L.
2aRlof 55t thg BAE AU

2aRlof Aufshi &5 AFEAF R E S ARESoF Ty

2. 279048 T & BP0l s Ayt 2O HEE ZSHIA L.
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&2 Tencent Cloud Cloud Virtual Machine

vim /var/log/secure

o] w2 dHtA o2 Heot il HE 7| Fof AbEEHW, 22 AFEARS] CVM 2291 #hed 23yt thg o] 1]
2|9} Zro] R FollA pam tally2 7t AL F BRI HYHE 7ML 4 &Yt
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Z Tencent Cloud Cloud Virtual Machine

Oct 28 17:14:45
Oct 28 17:14:45
Oct 28 17:14:45
Oct 28 17:14:59
Oct 28 17:14:59
Oct 28 17:15:81
Oct 28 17:15:81
Oct 28 17:15:83
Oct 28 17:15:84
ost=Z83.213.66.1

-4 sshd[16784]1: Failed password for invalid user dell from 2§
-4 sshd[16V84]1: Received discommect from 2682.153.37.285 port
-4 =shd[167841: Disconnected from 2082 ._153.37.285 port 13669
-4-centos login: pam_tallyZ(login:authl: user root (B) tally 12, de
-4-centos login: pam_succeed_if (login:auth): reguirement “wid >= 18§
-4-centos login:|FAILED LOGIN 2 FROM ttyl FOR root, Authentication
S login:| pam_tallyZ2(login:auth): unknown option: un_lock_ti
-4-centos login:|pam_tallyZ(login:auth): wser root (B) tally 13, de
-4-centos sshdl[16730TT pam _ONIXLSsShd - alth): althentication fallire;
A uszer=root

2999959995

-96
-96
-96
-96
-96
-96
-96
-96
-96

=J

3. 03 gy ol & A2 A5t  Jetc/pam.d B 50 H, 204 257 B3 pam EE9] 7| =

pam_tally?2 = 7\3&‘4@"4 E]'
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cd /etc/pam.d
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&2 Tencent Cloud Cloud Virtual Machine

find . | xargs grep -ri "pam_tally2" -1

& olmAgt e %

o4

HI7FRIgE® login uhdo slig weolE 7 A EH S 2rigy

bash-4.2# find . | xargs grep -ri "pam_tallyz" -1
.~login

.#login
bash-4.28 _
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&2 Tencent Cloud Cloud Virtual Machine

sshd®] 7] & £ E 225 1024-65525 Ato] o] Ah AFE-SHA] ek ZE & W7oy th 2bAIeE ’E A2 CVM ¢4 7] &
TE 2HS FRINAL
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> Tencent Cloud

Linux A1 AEIA:VNC 2191 @ = o2
Account locked due to XXX failed logins

VNCZE CVMol AA

3]
failed logins'gt= @& W A| A 7} L}EF olu| & H AN Q.

CentO3 Linux 7 (Core)
Kernel 3.18.8-1862.18.1.el17.x86_64 on an xB86_64

login: root
fAccount locked due to 18 failed logins
Password :

g el

VNCZ ZRISIH /etc/pam.d/login O|2h= pam ZES S &3 A5 S %
pam_tally2.so BEo Fo] LAdH Y} pam_tally2.so 259

252 shAlshof shel, shal A7kA) &3 elvt A E Ut
279 A} A47H A A48 Zatste] AHol oalx; AIRFE R A7) A, B3t
4 Qayth e ol AE A4 210 A% b F4AY

e
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Cloud Virtual Machine

o7 2798 4 ¢le A, 291 HUH T E ] 5}7] Hof ‘Account locked due to XXX
w o
H j=1

Y5kl login /8 T ol
Linux AF&-AF7F 27191 B

-
AYUth. 1% 37 FFe 4

o2 Aol &A7= 7
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deny=6 un lﬂck time=300 even
user_unknown=1ignore success =ok ignore=igno :

close

open

force revoke

-session  optional pam_ck connector.so

—

pam_tally2 XY= U7l HE ZFXSHATA

a7l ¥ 4 a7

deny=n 221 Al 3147} ng] o] ol A AT ARF YT

lock_time=n 2391 Aul & A & AZHE)YYTh

un lock_time=n 2301 Aol AIgk 314 23 2 3 Aol B e AU
no_lock_time 27 a}/var/log/faillog®ll fail_locktimeZ =& 7| &5}A] Of Al 2.
magic_root root A& 2F7}Huid=0) sl 3 2 &S S E51H 72 E 7l soluA] &5y
even_deny_root root AF&2F2] 2191 Al 3147} deny=n3g] o|A}o]H BN A7} ARE T

even_deny_rooto]l A-35t= FAJUTH g 24 AH Al root AFE-ZFL] 2191 Al Tf

root_unlock_time=n B2 A5 5142 2 by S o A7) A7)

12

ol

1.4 =415 ZZ8) login A TtdollA pam_limits.so EE AAYS A F4 X2 ych

i
2. A7 ol A7 A 1& FRlstar Het A g ey
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2] %A
1. SSHE A}&5to] CVMoll 21
29l0] /35t o3 EAE Asgych

27910 st OE AFE A} B EE AFLs)of st T},

2. 2791 43 F ohS Yol S UYsto] 21 YHE RHFHAL

M

o}k ZFA S Y88 SSHE AF2-5] Linux Q1 AE Ao 271918 XA L.

ro
off

vim /var/log/secure
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Z Tencent Cloud Cloud Virtual Machine

Oct 114:

Oct 28 17:14:45
Oct 28 17:14:45
Oct 28 17:14:59
Oct 28 17:14:59
Oct 28 17:15:81
Oct 28 17:15:81

-4-centos s=shd[16784]1: Failed paszsword for invalid user dell from Zi
-4-centos sshd[167841: Received discomnect from 282.153.37.285 port
-4-centos sshd[16784]1: Discommected from 282.153.37.285 port 13869
-4-centos login: pam_tallyZ(login:auth): user root (B) tally 12, de
-4-centos login: pam_succeed_if (login:auth): requirement "uwid >= 18§
-4 login:| FAILED LOGIN 2 FROM ttyl FOR root, Authentication
-4 login:|pam_tally2(login:auth): unknown option: un_lock_ti
Oct 28 17:15:83 -4-centos login:|pam_tallyZ(login:authl: user root (B) tally 13, de
Oct 28 17:15:84 -4-centos sshd[167307T pam_OnNixis=nd - altnt . alihnenticacion fallare;
0st=2A3.213.66.17V8 user=root

29959999%9%

-96
-96
-96
-96
-96
-96
-96
-96
-96

3.tk B0l & A2 d3ste] /etc/pam.d 2 502t H, 204 27 B3 pam 2E2] 7|9 E

pam_tally?2 = @’51}16:;1“’] E]'
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cd /etc/pam.d

©2013-2022 Tencent Cloud. All rights reserved. Page 157 of 338



&2 Tencent Cloud Cloud Virtual Machine

find . | xargs grep -ri "pam_tally2" -1

& olmAgt e %

o4

HI7FRIE ™ login uhdo slig weol e 7 A EH S 2frigy

bash-4.2# find . | xargs grep -ri "pam_tallyz" -1
.~login

.#login
bash-4.28 _
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sshd@] 7|2 ILE 225 1024-65525 AFo| o] 2} ALE61A] OFe i
% = i=|
CVMZ} A Y Hot 120 FXe Balst7]| QsfjAs A Aet T2 EZo| W3t TEU /jufetH Ejn] mE =
} =z

= ] S5UCh AR W RS Hot 08 37 712 R
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A A
VNCZ CVMo]| 2191 A], &St | H S & QHsto| = 29lo] QF &) 11, thg o|n] x| 9} 72 QlEjH|o| Aof|A H
Z 5 9l Uth "Al & Al A2 destebs ot WA A 7} gy

M-55-18-centos login: root
Password:

[root@VM-96-14-centos ~]# ssh root(@
root@4 's password:
Permission denied, please try again.

are abd ojg) 2
Qe 2791 07 215 7| S et o ALGH D], §3o] UF AW u] P4 2010 210 7S5 o] g
2910] 27k k. ohe o n A & AL
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bash-4.2# 11 -h
bash: 11: command not found
bash-4.2# 1ls -alh
total 9.8G
drwxr->xar-x 18 root root
19 root root ..
root root anaconda
root root audit
root root boot . log
root root boot . log-28191186
root root boot . log-Z2HZBH887
root  utmp btmp
root  utmp btmp-ZHZBH8H7
chrony chrony chrony
syzlog adm cloud-init.log
root root cloud-init-output. log
root root cCrom
root root dmesg
root root dmesg.old

2
2
1
1
1
1
1
2
1
1
1
1
1

Yoy HIA

°H7é o]- —!

1.4 A5 Rt 22 3Y  /var/log/btmp 9] £7F0] YF I 2] gF2%] &lghc},
0. 2 o] B0] ARAQIA FISHL B HBE AU

~
&
QO
[
>~
—
O
(o)
fu
il
2
N
u
I
_\:—L
1)

2 /var/log/btmp & &% &Iy},
3.2 /var/log/btmp & &&o] UF AW th3 Fgol & APsto] btmp =1 Y& HIFHTh =1 1}
A& H]93 LA chAl 21910] ZHs gy o
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cat /dev/null > /var/log/btmp

4. A 7ol AHgAre] 22 @ 7 wjEQIA] Fabd the
o theut e HHo g Hot S 73515 A] 7] vhgy o}
CVMHUH S E £yt v U= 22, 282 S5 28, 2212 A H 121622 9] 2351 J o)l
HUH S 2 Al . ZAbAIeE W82 QI Ad A U S A& FERIHAIL

&35t S AR ARE AU T

CVMOi[A] A
sshd®] 7|2 £ E 225 1024-65525 Ato| o] A ARE-SHA] o= RE =2 HA G Y T 2bA|RH A2 CVM 94 7|2
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CVMZt A2 H Heot J&F0] 1212 #ejstr] flsiM e Au| Aot 22 EFo| Bt ZER VRS &0, B E &
gEUTh AAS W& 2o F "%‘7]'2 FESH AL
EZE O] MNAE WY ohe A BATHA FHF YT 9Al: mysql, redis

AL EE S =3 AL S AT £ S
EEEE

|> g,f

12

FHel 210l HRE St 02 £A

©2013-2022 Tencent Cloud. All rights reserved. Page 164 of 338


https://www.tencentcloud.com/document/product/213/34272

Z Tencent Cloud Cloud Virtual Machine

Linux @1 AEI A:VNC == SSH 27191 @ & <
2] Permission denied

VNC &= SSHE =191 A] “Permission denied”2t= 2 F & o] e
VNC 27191 02 oe] o t}e o|n| x| & H 544 A Q.

Centlds Linux ¥ (Corel
Eerpel 3.18.8-1862 .168.1.e]17 .x86_64 on an x8b6_6d

Hint: Capz Lock on

o in: moot

ion denied

[root@vM-96-14-centos ~]# ssh root@
root@4 's password:
Permission denied, please try again.

o’ el

VNC EE+= SSHZ 2 09I5}H  /etc/pam.d/login ©|2h= pam BE& S &3] 915& XYoL,
/etc/pam.d/login FAONA 7|EH O R system-auth EES 71X AdESS Ayt 2z
system—auth EE2 7|EXHO2 pam_limits.so ZES7IA2AS5E APt system—auth 9

712 e g oln A 2 B L.
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nullok try first pass
uid >= 500 quiet

uid < 500 quiet

shab12 shadow nullok try firs

revoke

SUCCEeSS detault=1gnore service 1in

pam_limits.so 2=
oz dg BES A UL Jetc/security/limits.conf =, 3F A ot =
od A, FH ol A E 4 o W 2E] 5 YA ARGRFES 5L S YT wiZi s grof] gt A2 o2 ®et

25yt

ol 7H e A

soft nofile A 4 Qe FH o 7 712 4 A Y th(soft limits).

hard . . _ - =

ofile d 4 A= Hd o 7]EAF 2 (hard limits), i A4k 24 4= gl

fs.file-max ANAE Fo A E 4 Qe T ME(FHE 9 struct file)2] A U Th AF& Lol thgt Aol of

fs.nr_open  7E T2 A|A0)A G 4= = 2o ok 7] AF = (fd 7H4).

AAHoZ2 2aAe Q= dde A oY Jetc/security/limits.conf ©A root AFEAZFE 4 Q=
o ot 712 9] e AAo| 777 =Y + JEULh 282 AL soft nofile < hard

|
nofile < fs.nr_open 2] BA o] Bgtsfjof gyt
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:.OL_',
i
ol
rE

.
e
BN
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By
BN
ol

 soft nofile , hard nofile % fs.nr_open & ZHIE FAJO02 £A3

2
2
>

A

1. SSHE AH&-5te CVMell 2 11 ot 2pH ek W82 SSHE AR&-3fl Linux Q1A F £0f
210l0] e g BAlE Aego,
232lof| AufstH T AFEAF B EE ARSSf of FryTt.
2. soft nofile , hard nofile W fs.nr_open 9 Wi7H¥ 4= Zto] soft nofile < hard nofile <
fs.nr_open Ao £&st=3] &olgyct

ol

oS HPgol 5 A5t soft nofile 2 hard nofile ZH= &Iyt

fu
L
ro
o
o
o
s
>
lo
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/etc/security/limits.conf

= ZA0lAM =3 A g2 30000012 3000002 Yt o5 o] | A & LS Al 2.

soft nofile 1M
file 1

ont" 65L, 2514C
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b ol S AWSto] £5.nr_open S ZIIFHIAL.

sysctl —a 2>/dev/null | grep -Ei "file-max|nr_open"

2 ZAoA] 225 A7ZES 1048576 Yt tFS o|n] 2| & F U SHAI A L.
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root soft nofile :100001

root hard nofile :100002

4. /etc/sysctl.conf LS FAstA, ot ol o33 22 1S F7HetAY Yo

A

soft nofile < hard nofile < fs.nr_open Ao B&st= 49, ol GAE AJ2FE 4= lom A|AH]
2t Aol BEY A9 ZHY & st

fs.file-max =2000000

fs.nr_open =2000000

5.0} Wajolg Aajaiol 44 e 2] Mgyt AHo] e EW oAl 210l g
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sysctl -p
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Linux Q1 AEl A:/etc/fstab A R B2 °l3l 2

LEREE:

SSHE E3&)] YA Z Linux CVMol| 211 4= ¢l AW VNC

=2 B
=
Il “Welcome to emergency mode”2h= ZE T E HA|A & & 4 9}%‘4 =

| Reached target Remote File Systems (Pre).
] Reached target Remote File Systems.
Sdtarting Crash recovery kernel arming...
] Started Security Auditing Service.
Starting Update UTMP about System Boot/Shutdouwnm. ..
] Started Update UTMP about System Boot/Shutdown.
Sdtarting Update UTMP about System Runlevel Changes.

]l Started Update UTMP about System Runlevel Changes.
Welcome to emergency mode! After logging in, type " journalct
system logs, "'systemctl reboot” to reboot, "systemctl defaul
try again to boot into default mode.

Give root password for maintenance
(or press Control-D to continue):

b

<t

2]

/etc/fstab ©] AlthE A= 2] ekekE U T
o & 50 /etc/fstab WAL FX| o]5& 7|Hto 2 t]A3T A5 AZ-& FAMEUTE CVMO| thA] A|2HE o
Z}=] o] 5o HAEH o] /O 2 Q5| A|A”|o] FAFA 02 A|ZME Z] k& Ut}

A2 GAE Zste] Jetc/fstab A YL 5 CVMS ThA] Al ZHgHU o)
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1. VNCE A}£3}9] Linux ¢!
2. VNC Ho] 2| o] A] @7 A
SHA Al 2.

ML ]2 o g Holx| k&)

root A7 1} B U S 7} QITHH Rescue ZEE
3.0+ HHE A5t Jetc/fstab LS HIASH T} oS

Yk,

1}
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Cloud Virtual Machine

EnterS =2 AH{o)] 2121

/home T]EE 2]of Bl ¢
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cp /etc/fstab /home

4.7+ BP0l S Yol VIHYYIE AHEIo] /etc/fstab A Utk
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Cloud Virtual Machine

vi /etc/fstab

N
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<etcofstab
Created by anaconda on Tue Mov 26 B2:11:36 ZH19

ficcessible filesystems, by reference, are maintained under 'sdevsdisk/’.
See man pages f=stab(5), findf=(8), mount(B) and-sor blkid(B) for more info.

After editing this file, run 'systemctl daemon-reload' to update systemd
units generated from this file.

i
i
i
s
s
s
s
s
i

UUID=659e6f 89-71f a-463d-842e-ccdf 2cHbeBfe ~ ext4 defaults
#rdevrwdcl_rdata auto rw,relatime,data=-ordered 8 2

6.EscE F 21 :wqEs Y3tk Enters 2] #4892 AL WY E TEFUH

7. 252 50l IAHAS A AlAstal AdA o2 AlZ 8l 2a0ld 4 Ql=A] Iyt

ch: i

QIATA AA[ A IS Al 2

8. 2aA ¥ F tA3 A5 AZ AHo] Q3+ 72 Cloud Disk Automount Failed upon Linux CVM RestartE 2+
TS AL L.

1.AARA B RER Sojiuth, 5+ B E AREZ IS Al

B3 HEZS ARG A AE B0 AW E mount ¥ chroot YHS AYSHI thid Al AEIC] XA E=A] 2l
Ay

2. 919 3ttA - 6ol et Jetc/fstab TES EAFYT

3. 57 HE FEE ISt JIAHA B RES F R T

4.R(NARAA7 B HES F 23 o= o3| FEPUTH I ARA AFFER] o] Aol whaf Al Ay, 28 o
& AARE Ao g AlAstal 21 4= =] Feltyh

5. 2790 4% & tja39] 25 AZ-& F/d 5t ™ Configuring the /etc/fstab fileS st Al 2.
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Linux Q1 AE A:sshd LA o} Hsk 24

ZZF Aol E YA} 1 2024-02-02 11:09:48

GREEL:

SSHE AF8-319 Linux Q1A A0 2121% uff ‘ssh_exchange_identification: Connection closed by remote host’ &=
‘no hostkey alg’7} A€ U t}.

oll g 21

O 1l o

/var/empty/sshd % /etc/ssh/ssh_host_rsa_key T/ oY HTH 5 sshd +4J ot o] Hslo] £+4 5]
o] SSHE AF&3Fol 2291500 23 4 Y&,

AA| @ F JHe} Agtoto] st TWAE AEsto] 14 otd AsHE =AY
2% WA 2] 7} 'ssh_exchange_identification: Connection closed by remote host’] 742, /var/empty/sshd ©}2 5k
T GAE A 2.

2.5 WA 7} ‘no hostkey alg’Q! 732, /etc/ssh/ssh_host_rsa_key 1} A5t 74 DA S S A 2.

Z 2] ©A

/var/empty/sshd T+ A3 73

1. VNC AF8-5}9] Linux QIAE A0 2218}
2. 0}S o] 2 Alshsto] @ 20 Yolg FHoldh ),
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sshd -t

o} 3} fAFSE B} ErskE Yo
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“/var/empty/sshd must be owned by root and not group or world-writable.”

3.0 HH 2 A5t /var/empty/sshd/ T HdHE A3
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Cloud Virtual Machine

chmod 711 /var/empty/sshd/

/etc/ssh/ssh_host_rsa_key T A3t 4

1. VNC AF&35}9] Linux 91 AEl Ao 21918},

2. the Yol & Aysto] 2.7l YIS Flget.
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“/etc/ssh/ssh_host_rsa_key are too open”

3. T2 HH 2 A5t /etc/ssh/ssh_host_rsa_key I+ HSHS =AU
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chmod 600 /etc/ssh/ssh_host_rsa_key
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.

nux A AE A /ete/profile 35 £ 5= A

ZZF Aol E YA 1 2024-02-02 11:09:47

SSHE AF&-5}9] Linux Q1A E Ao 21918 wf ‘Last login:’ ]2k & A K7} 8 & 1 SSH W& o] A g Y.

/etc/profile WO £2AE Q7| Fof| Jetc/profile oA /Jetc/profile <& dAto] W5l F

o FI o Eof whd 29 Auirp EAYstlE 4 sy

:IOL_',
.
[}
T
rE

2] A2 F15to], Jetc/profile mWUS 39l

3E
Iz
By
sl
T
)

ok

2 2] A

1. VNC AF835}9] Linux Q1 AE Ao 21918},
2.0+ Y2 A5ty Jetc/profile Y-S EQlgtyc}.
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vim /etc/profile

3. /etc/profile IO /etc/profile ¥&H Figol7} Z3tE o =X &gyt

T3 49 ohe BAE A

REE A G2 A HA A EE 5ol LAME o] =& LAl

4.1 =] WY HEE 507kl Jetc/profile oA siE B Aol # = F7I5to] R & A4 A}t
5. Escf 2l 13 RES F2510 wqs Yeistol W7 A e ARt

H =
6. TFA] SSHE AFE-5}19] Linux Q1 AEI A0 21913},
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&2 Tencent Cloud
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o 5 A~ olo Ao
=cHYgF RS2 2 0d = %
| ddlo|E G} 1 2024-02-02 11:09:48

HENE I E AFR 0 2 Q1% Linux == Windows CVM 2191 B4 & A chsl 1 s A5t w2 Ay,

CVM 2404 CVM] th2i% el dlo] el of 2% ARgFo] LR %3 CVMel tfat o] Anjghe HolE
Yct.

AL A S B BT Y F Aol LT 5T

1. VNCE AR&sto] AA| S5 AH QIAR Ao 219t
Windows I A A: VNCE AF-8-5Fo] Windows QI AE Aof 27191
Linux QA A: VNCE AFE5}H0] Linux Q1A 20 27391
2. 2= AW £A4 s 4:
Windows CVM
Linux CVM
VNCE A&3Fo] Windows CVMo]| 2 1915 & t}S 2+ & 43 g ot
v
S 22 Windows Server 2012 A|AHI0] Q1= CVME o2 5o Ayt
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Windows A| 280 A] gk-2 Hlo] A R A AV A AR 2 A AZ Q5T ZY FE A} > 2N A0 A ZZA|
A JBE AFESHo] oH] AALE £33 4 s

Aut A|AE] I 2 M| Aof= 23S i} Aol 9l o thREE-2 C:\\Windows\\System32 t] 2| e 2] of] Q15U T} v}
ojg{A 2 WL A|ARI LB A|ACL o] Fo] 25 4= AT Aol Aol glEUnh I = B AA D A

A"

rlr
I=

7 ol TSt Al 2. A

e
o

}

g =3 wol A-&5} Z M| 27} Tencent Cloud 11/ 24 ZZ A AQl -9 |7 A
£ 23 sjZdste d =S =875 yth

O

VNCE AH&-5t0] Linux CVMell 2115 & o5 2 & 433ttt

A
The 292 CentOS 7.6 A AH] 0] Q= CVME o 2 So] Ai3yr}.
1. oh2 H S APsto] iftop B AT iftop -2 Linux CVM-E E=f g Ry E(g] 7hAl Y},
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yum install iftop -y

Ubuntu A]2E19] 49 apt-get install iftop -y oS Asigurc}.

2. TS WS A35o] sof2 A x]gHU L),
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yum install lsof -y

3. 03 WY 2 AYstol iftopS AW UTh ohS o] x| 9k Z& Y.
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iftop
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_14 centos
_14 centos
_14_centos
_14_centos
_14_centos
_14_centos
1
1
1
1
1

SIS

NNNNNNNNNNN

4 centos
4 _centos
4 _centos
4_centos
4_centos

UM
UM
UM
UH_
UM
UM_
UM

69.4KB  peak: 6.82Kb
42 .1KB 4.45Kb
11.3Kb

Cum- iftopo] A3 7] A|ZeE &IHRE] A G714 2] & Efjd FEA
peak+ EZfjH o= FA|

ratest= ZH7F At 2%, 10% 9 40% 5ote] ¥ Eefu HA|
4. iftopoll Al 48] E Eefjxof |Pof| up=} oh-& B oS A st of IPo AAE ZRAAS FHAFY .

o]
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lsof -i | grep IP

=S|

2
et
il

o] 4H| ¥ Efg 9] |P7} 201.205.141.123%] 7 ¢ th3 ¥ H S Ayt

©2013-2022 Tencent Cloud. All rights reserved. Page 193 of 338



&2 Tencent Cloud Cloud Virtual Machine

lsof -1 | grep 201.205.141.123

S ZA1}7} whglE|tH SSH T2 A Ao A CVM TP Z S 2 & AL

ol
ok
rlr
.
rl
i
o
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sshd 12145 root 3u IPV4 3294018 0t0 TCP 10.144.90.86:ssh->203
sshd 12179 ubuntu 3u IPV4 3294018 0to0 TCP 10.144.90.86:ssh—>203
5. 0125 g ALgSHE ZRAAS 285k T TR A A7} YAelA) el
o E 2 o] 2Rt TRA| AL Aol ebd 4o Wat h2el), 83 H A3k CVM A Y efo] =7} I
2.8 gzt
D=8 wo| Arasls Za A AT H ARl A9 ulolg| AL} ERo] But Qe 4 &Yt ZRAAS HY £
ESAY B ATESI1Z ALET 4 A& UTH HlolE] Q] F Al AYS A MH T 4= Y&yt
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@ Tencent Cloud Cloud Virtual Machine

ol oSt Al 2. A

i
o

o] Z S wo] AF85H= T2 A A7} Tencent Cloud 724 8.4 T2 AJAQl 42 E]71 4]
£ 2 s stk d =S = Zlsuy

IP138 7 2] € Afo] Eoll A -] IPY] YA & &lst= Aol E5ULH IP Y71 T2 7R ol Y= 7 ¢ Bt
ol o 2Y FstA Al 2
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&2 Tencent Cloud Cloud Virtual Machine

HOI 18 AHOE Aste] U7 Aol o

AL CVMo| Hek 15 A% BAIZ Aa 97 Q7T 4 ol Aol B4 612 % £248 2715}
=
1d =

Tencent Cloud”} A|-&-5t+= ot & (2 E) AT 52 55l 94 A2 4 gle=olf7F Bt O F A3 A3kE of
A=A wokst iﬁ"]q
E

1,50 15 (2 E) At Sof 221G}
2. A2”A ZE ko] x| ol A A H o] o3t JAATAS A5 [Quick Check]& 22 Ut of2f o] m]#] &
=

ID/Instance Name Connectivity Diagnosis IP address
NG A AR Aof HRYEHA] 2 ZETF Q= A o' TSt 9, [Open all ports] 7] 52 S0l A & ZEE 2
o5l 917 2018 thA] A| £ 2 Q)4 Th
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&2 Tencent Cloud

Testing Details

Protocol Port Direction Policy Effects

TCP 3389 Inbound Open Mone

TCP 22 Inbound Open Mone

TCP 443 Inbound Open Mone

TCP a0 Inbound Open Mone

TCP 21 Inbound ré:lt REnEs Unakle to access ...
TCP 20 Inbound E{;t REnEs Unable to access ...
ICMP 0 Inbound Cpen Maone

ALL ALL Qutbound Cpen Maone

Corenoirors |
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&2 Tencent Cloud Cloud Virtual Machine

VNC & 5+ RES &L
32

=

=-
-

>

l-'O
>
r
>
gl
B

| =
Linux A AR A 201 Aol Bl AJAR] @ Fo} 22 4|5 s 25t

24 82 =7

VNCE 53 21912 Web B2}9-2 5 &3 CVMll ¢4 02 Adste B dyrtt ol 5 53l
A

oA Al2ElS] 4 S 2D 2 s U dHFH 2 2 SSH Y] A2E

e 4ol 2 e A £ s

ST EEE QU O R Linux Al AERE A 22 AR 4 gAY VNCE &3 Linux QIAR 20 27908 4 gl
€ 4ol AR EH U Th DREA QL ARE AR B F ARl fstab g, 72 Al AF] ohd =2t lib 9 .dil 5F &4
CF

A R 8l =]

VNCE A&-35to] SSH 7] 239 A £4] 32

s MYy
SSH 7] & &3 Linux Q1 A&l A0 2191542 1 51 “ssh_exchange_identification: Connection closed by remote
host” @& HIA| 2] 7} E A H U}

[root@ ~]# ssh root

kex_exchange identification: read: Connection reset by p

g ¥
kex_exchange_identification 7] 2] connection reset 2 7= UM 0 2 gsh T T2 A A7} A ZLE Q1SS o) |5}
A9k sshd /8 o+ Aol £ == 5 FAdo] v 84- Y = ALyt

ERRY

sshd Z2A|A S It A& Fol 75t ™ 2] oA S st Al 2.
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A2 2

1. % DAlol @2} VNCE &5l Linux 1A 232l :
2.CVM Z&of 21115k th Linux CVM—% 2 o A dollA 23S Sy

3. ‘FEE 219! | Linux QIAH A ol 4] VNCE &3 22205 S3FY
4. ‘login’ & AF&#} o] 22 A5}t EnterE 21, ‘Password’ $of] H{UH S 2 Q] &5} 1 EnterE -S54 th. &

= al
HE7t EAEHE 2900 433 AP

CenwtllS Linnx B (Core)
Eernel 4.18.8-3A5.10.2.e18_4.xB6 61 on an xB6_H4

fictivate the webh console with: =ystemct] enable now cockpit.socket

centos login: root

tFUMH-5-B6—centos T 18

5.0t ol S AAsto] sshd Z2AMATF /A o2 A el QleA] gl
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&2 Tencent Cloud Cloud Virtual Machine

ps —ef | grep sshd

ofzfjo} 7o A7t L™ sshd T2 A A7F AR A AU,
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[root@PUM-B-11-c
root 11 a8 7 18 :806:88 | inssshd -D -oC
.com,aesZ56-ct : > s1Z28-ctr,aes1Z28-cbc

-oHostKeuyfAlgorithms
10 h

shaZz-n

96-cert-vl1PRo
thms
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sshd -t

of2fjof] TAIH ‘/var/empty/sshd must be owned by root and not group or world-writable.’ ¥} -3-AFSF B A] 2] 7} WFEHE] =
3%,

o] L&+ /var/empty/sshd/ WSt EAZ Qs &S 4+~ AHUTH
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[rootP “1# sshd -t
svarsemptys/sshd must be owned by root and not group or world-writab

[rootP 1

i

9l &,

24| s 2 golstA 517] Y3l /var/log/secure ZIOA 27 HAIR|E &A1& 4

systemd[1]: session-174.scope: Succeeded.
systemd[1]: Started Session 175 of user root.
systemd[1]: session-175.scope: Succeeded.
systemd[1]: Started Session 176 of user root.

systemd[1]: session-176.scope: Succeeded.
sshd[1236511: fatal: ~var/empty/sshd must be owned by root and not group o
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11 -d /var/empty/sshd/

[rootl@ I 11 -d svarsemptyssshd-
drwarw<awx. < root root 4496 Jul 13 2821
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chmod 711 /var/empty/sshd/

SSHE AFg5to] Linux @1 281 20| 21918 Zaste] fAES SRF 5, Y02 AL A0] 2IA 4 AHY
.
VNCE Abg3te] Linux A28 A2 du) 24 52

27 A9
SSHE 53 97 22 Linux CVMoll 21913 4= ¢l TH VNCE 53 CVMoll 2118 & AJAR] AJ2} Aufj & F<15}
I “Welcome to emergency mode’gt= T2 T E HA| RS & £ 55U}
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Z Tencent Cloud Cloud Virtual Machine

Reached target Remote File Systems (Pre).

Reached target Remote File Systems.

otarting Crash recovery kernel arming...

otarted Security Auditing Service.

otarting Update UTHMP about System Boot/Shutdown. ..
started Update UTMP about System Boot/Shutdouwm.
ostarting Update UTHMP about System Runlevel Changes...

] Started Update UTMP about System Runlevel Changes.
Welcome to emergency mode! After logging in, type " jourmalctl -xb"” to view ¢
system logs, “systemctl reboot” to reboot, “systemctl default" or "D to
try again to boot into default mode.
Give root password for maintenance
(or press Control-D to continue):

g A

/etc/fstab O] A2 LA A] ek Th
oS E0] /etc/fstab FAL FX| o]FS 7|HFe® AT Abs AZ S AAAFUT. CVMO] THA] AJAHE of
#=] o] 2 o] HAE M o] A0 7 ol3] A|AE]o] A 0 2 A|ZbE] 7] k4 T)

CERRY

Jetc/tstab T4 AL Bote He] B2 FUEUA L. I 0He CVME ThAl AZstel 278 std e
Sl

J‘&

R

X2 2

1. 2 2] 1&-A of| et VNCE &5l Linux QIAE A0 219
(VNG QUEls|o] 2] FIQJBt © 7 A3t 2L Qlelslo| A5 & 4
)

N
§2
>
°
_V,L
o
S
g
0_1.4
2
lo\[.
=
)
lo
fu
==
>
it
s

o

[
ojo
|

U 5ta EnterE =2 AlHof 221yt

Give root password for maintenance
(or press Control-D to continue):

[root@®»®
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1sblk

ofel EAIH A7} Watelw s o] Eeto)

|
M
R
N
3
"
(it
pa
o
°
a
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[rootBt “1#t lsblk

NAME MaJ :MIN RM SIZE RO TYPE MOUNTPOINT
srd 11:8 1 184.1M B rom

uda 253:8 H 58G B disk

Ludal 253:1 8 58G B part -

[rootl “1# cat retc/fstab

setcsfstab
Created by anaconda on Tue MNov 26 BZ:11:36 2819

Accessible filesystems, by reference, are maintained under 'rdev-disk-’.
See man pages fstab(5), findfs(8), mount(8) andsor blkid(8) for more info.

After editing this file, run 'systemctl daemon-reload' to update systemd
units generated from this file.
it
UUID=659e6f89-71fa-1463d-84Ze-ccdf ZcBbebf e ~ ext4d defau
sdevsudbl sdata ext3 defaults
[rootl

4. 05 ol 5 AaYsto] fstab oh L 2 Wi b o
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cp /etc/fstab /home

5.CHg ol Yt} VIBYYIS ALGso] Jetc/fotab UL Pyt
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vi /etc/fstab

6.1% 52 WY RER SoldUth AHE 07 29 A& FROR o551 ¢ & YYsto] o] 7S FA X7

©2013-2022 Tencent Cloud. All rights reserved. Page 211 of 338



> Tencent Cloud Cloud Virtual Machine

setcs/fstab
Created by anaconda on Tue Nov 26 B2:11:36 Z819

Accessible filesystems, by reference, are maintained under 'rsdevrsdisk-'.
See man pages fstab(5), findfs(8), mount(8) and-sor blkid(8) for more info.

After editing this file, run 'systemctl daemon-reload' to update systemd
units generated from this file.

Ul ID=659ebf 89-71f a—463d-842e-ccdf ZcBbebfe ~ ext4 defaults
i dev wdbl ~data ext3 defaults

EE L
Linux Al 2&lo] BhA] AIAHE 3 QIARIAS A o2 A%}

2o go| Y&y}

ok

2 oSyt T2 3 E g A X o]l = FAILED A 2+ Al )
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Z Tencent Cloud Cloud Virtual Machine

| target Local File ¢
arget Local File !
Starting Restore /runsinitramfs on shutdown...
Starting Tell Pluymouth To UWrite Out Runtime Data...
starting Create Uolatile Files and Directories...
AILED] Failed to start Restore /runsinitramfs on shutdown.
'systemct] status dracut-shutdown.service' for details.
1 Started Tell Plymouth To bWrite Out Runtime Data.
.ED] Failed to start Create Uolatile Files and Directories.
systemct]l status systemd-tmpfiles-setup.service' for details.
Starting Security Auditing Service...
[FAILED] Failed to start Security Auditing Service.
See 'systemctl status auditd.service' for details.
Starting Update UTMP about System Boot/Shutdowm...
[FAILED] Failed to start Update UTMP about System Boot-/Shutdoum.
See 'systemctl status systemd-update-utmp.service' for details.
[DEPEND]1 Dependency fai for Update UTMP about System Runlevel Changes.
[ 1 Reached targ system Initialization.
Listening on D-Bus tem Message Bus Socket.
Listening on Open-iSCSI iscsid Socket.
ytarted daily update of the root trust anchor for DNSSEC.
Started Daily Cleanup of Temporary Directories.
lnltﬁd dnf makecache --timer.
ied target Timers.
ening on ACPID Listen Socket.
Listening on SSSD Kerberos Cache Manager responder socket.
Listening on Open-iSC3SI iscsiuio Socket.
ied target Socke
ied target Basic S
rting Authorization Manager...
Started libstoragemgmt plug-in server daemon.
rted Machine Check Exception Logging Daemon.
Starting System Security Services Daemon. ..
Started ACPI Event Daemon.
Starting Hardware RNG Entropy Gatherer Wake threshold serwvice.
Failed to start NTP client/server.
3ualeLLl status chronuyd.service' for details.
S rtlnq UUU Uulunr sServices. ..
| ge Bus.
rting Hetuurk Hdﬂdqﬂr...
ched target sshd-keuygen.target.
[FAILED] Failed to start Hardware BNG Entropy Gatherer Wake threshold service.
See 'systemctl status rngd-wake-threshold.service' for details.
ire BNG Entropy Gatherer Daemon.
me Services.
See 'systemctl status wdo.servi for details.
[ ] Started D-Bus Suystem Message Bus.

o4 gl

SERRY
27 slde Aol 242 5ol JAHA BT RER Sojrted 47 g FashAlL.
e g

1,87 REE Sol7b] Hol 2a5 9 B2 ] As) A2HAS WAsH= Zo] F&U)

2 o FeC gaaS NYSL ALY vg 752 5o 22 ALY OAIS HAYY

. Creating Snapshots
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&2 Tencent Cloud Cloud Virtual Machine

"Ho] Ao A i/ AAHAE Fol B B7] > Ops ® HA > HEF 2E Y

>

2.CVM &0 1%t IAH
Sh
H

Q|| Viewinstances pending repossession
D/Name Monitoring status T Availability Zone ¥ instance Type T nstance Primary 1Pvs © rim: Network Billing Mode T Project T
i ) Aunning Shangrsi Zone & GPU Compute GBS 2-core 2068 1MBps y-25-you- 50l trafic Defautt Project
[:] Systam dist Pramium Created 2t 2021-01-08
Cloua Storage 120029
h @) Rurning Shanghsi Zone 4 GPU Computs GNES 4-core 2068 1Mbps Pay-as-you-go 5l by traffic Defautt Project
Created 2t 2021-01-08

System disic Fremium
- 1900:28

N

| Enter Res

3. B RE Al Ee] Fol A B mEoA lam A 21l5t7] 93 HLHM B S AAHFU T of2f ol mx|ek
24Ut

Enter Rescue Mode »
(D 1. Before entering the rescue mode, you need to set a3 password, which is used to access the instance during the rescue

period. The default usemame is "root”. After exiting the Rescus Mode, you need to access the instance with the original

password

2_In the Rescue Mode, the instance starts up from CD-ROM by default. The operating system for CO-ROM start-up is

CentOs 7.5 6d-bic

3.%When an instance is in Rescue Mode, it cannot be started up or shut down,

4_To enter the Rescue Mode, the instance should be shut down. Forced shutdown may result in data loss or file system

cormuption. We recommend manually shutting down the OV manually before the operation.

5. After exiting the Rescue Mode, the CWM instance will be “shut down” by default. Please immediately restart it

E C Agree to a forced shutdown
Close

4,87 22 AL FYoH AT A Jerh B2 RE Y 0B MAYED] AutH o2 o 2 ok g gLic)
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@ Tencent Cloud Cloud Virtual Machine

ration  Primary 1Pvd © Primary IPv6 nstance Biling Mode T Network Billing Moc

=
Q View instances pending repossessior
. Menitoring Status ¥ bility Zone ¥ Instance Type T nstance Configuration  Primary IPv4 (© Primary IPvé nstance Billing Made ¥ Netwark Billing Mc
W Shanghai Zong 4 GCcrr'puiEGNSS - Z:;,:E;::zijuug il by waffic
5. 37 oll A 7t root' Al BB & 2 thZ3} o] A’ Ao =IaRlgh Tt
ALEH 20 & IP7F & 4§ SSHE AR&-510] Linux Q1A Aol 271918 ZFalst Al
AR A0 F& IP7} Gl 4% VNCE AFE-5to] Linux QIAEI A0 271013 F A1 A 2

of Q&Y.
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&2 Tencent Cloud Cloud Virtual Machine

mkdir -p /mnt/vml
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Cloud Virtual Machine

&2 Tencent Cloud

mount /dev/vdal /mnt/vml

e At ofet Zay

“ 1 mkdir -p /mnt-suml
st uml

[rootl
[rootl 1 mount
[rootl ~1u
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mount -o bind /dev /mnt/vml/dev

mount —-o bind /dev/pts /mnt/vml/dev/pts
mount -o bind /proc /mnt/vml/proc

mount —-o bind /run /mnt/vml/run

mount -o bind /sys /mnt/vml/sys

chroot /mnt/vml /bin/bash

©2013-2022 Tencent Cloud. All rights reserved. Page 218 of 338



> Tencent Cloud Cloud Virtual Machine

chroot Y@ A9
QF HAIAZF O™ cd /
otefet -2 ol2] mA|AI 7 ek 2 E

T
deystol 22 wteld HolHE 2 4 A5Y

gt

e :

2 HEs 4 S5 o] AL cd /mnt/vml &

lrootlPUM-B-11-centos mkdir -p smmt.uml

[root@UM-B-11-centos " 1# mount sdevsuvdal /mnt-/uml
[root@UM-B-11-centos " 1# mount -o bind sdev /mnt/uml/dev
[root@fUM-B-11-centos " 1# mount -0 bind sdevspts /mmt/uml-sdevs/pts
[root@PUM-B-11-centos ~1# mount -o bind /proc ~/mmt-/vml/proc

[root@M-B-11-centos ~1# mount -o bind /run Zmnt/vml r
[root@UM-B-11-centos “1# mount -o bind ssys /mntr/uml- s
[root@dM-B-11-centos ~1# chroot /mmt-uml ~binsbash

chroot: failed to run command ‘“-/binsbash’: No such file or
lrootdM-H-11-centos "~ 1#

Fd= ool el AlAR FE SO Jusr/bin YU EZ O 3l 2E opdo] AR A=A el 4+ A5

bin lib 1ib64
[root@UM-B-11-centos vmllst 11
total 72
Irwe 1 root root 7 Nov 3
5 root root 196 Apr 14
Z root root ] Dec 18
9 root root 8 Apr 14
] root root s fApr 14
Z root root 6 Jun 2
ot root 7 Nov
root root 9 Nov
"0 root 16384 Nov
root 4 Nov
root 4 Nowv
root 4 Nowv
root
root 4896
root 1148 Apr
" root 8 Now
2 root root 4896 Nov
] xuut root 8 fApr
. root 4896 Apr
root 4896 Jun
root 4H96
s umll#t cd
s binl#t puwd

lxuutﬂkﬁ Ba- 11 LEHLU; binls#
[root@UM-B-11-centos binl#
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cd /usr/bin/ && tar -zcvf bin.tar.gz *
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[root@ bin]# scp bin.tar.gz root@é v:/mnt/vml/usr/bin/

The authenticity of host °* ' can't be established.
ECDSA key fingerprint is SHA256:e+y4]YiXmd4, GLmHaVo8ihDvNtbeA.

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
* (ECDSA) to the list of known hosts.

Warning: Permanently added '
root(@ 's password:
33

cd /mnt/vml/usr/bin/
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tar —-zxvf bin.tar.gz
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chroot /mnt/vml /bin/bash

43 A= thg olm A et ZE U

[rootP /1% chroot /mmt-uml ~binsba
baobab baseb4 basename bash bashbug bashbu

[root@® /1% chroot /mmt- vml ~binsbash
[rooti " s 18
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10 IAHAS B8 F o)y A2T 29 2 Dol o B7] > O0ps R AW > BT BE FRES At ofef

ol m] x|k 2 &Lt

1. 57 BE2 228 5 AdARAL 22 A7t AUth AARAS A%sto] A ARE FelstiAl 2. ofelet 2

o] Nl28lo] By}

Cent0S Linux 8 (Core)
Kernel 4.18.8-348.7.1.e18 5.x86 64 on an x06 64

fictivate the web console with: systemctl enable --now cockpit.soc

UM-B-11-centos login:
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2 —_—
CVM = 5! A A2} o)
ZZF Aol E YA 1 2024-02-02 11:09:48

CVM T &, A2 2k Al w22 52 T8 Aol £ A2 A o] 2417 28 4 dgy . o] 2%t &4

7} &y st CVMoll A obaljeF o] Ak 8l 22 e 4 9l Ut

ol el

CPU &&= M= AFE-EO] AUAAl =2 & AF YT

Linux &% A9} CVMell ACPI ¥e] =z o] x| = of 1A &2 4 AsH
Windows =% A A 2] CVMol| A A| AR 4 El|o] E A|Zto] Y 4 48 4|7 28T 4 54
2]-2 Windows CVMS i3S o, sl cvMe] %2737} n|et & Aefd 4 5y oh
= AA A LdF AZEQ o] HX|SHAL YA AY EZ o] Fuf Hio]2| Ao ZH ] of

A5Y

“goll 212

CPU/M| 2] 9] AL HZ &Rl

1.CVM 29 AA 9] f-3oll uje} CPU/M 2 2] o] AHE d&-S lshy .
Windows CVM: CVMO]| A] np-A @-Z2l5lo] ‘2t FA|Z'9] [2H ez}
Linux CVM: top W#olZE A5l scpu A3 sMeM o] HHE ZHolghct,
2. A A cPU/| 28] Ab&Fo] whgl CPU =+ W& 2] AF&aFo] AU A 52 =T
defE SR/ T 4 ok A SE/AAA 7] 52 AsHAl 7] Bhby o

ACPI #a) =273 dx] o8 &9l

el
1 2L Linux £ AA9 CVME 40 2 F o,
the Yol & Aste] ACPI ZEA| A7 EAsHEA FeIFY T,

©2013-2022 Tencent Cloud. All rights reserved. Page 226 of 338



&2 Tencent Cloud Cloud Virtual Machine

ps —ef | grep -w "acpid" | grep -v "grep"
ACPI Z 2 | A7} 25t A =2 /4]A 2 7] 58 AldlshA] 7] vreby o},
ACPI T2 | A7} 2514 t=ctH ACPI T2 T2 138 A 2|5}A]7] vt ot 24| ek 2Fd &2 Linux A9 =+
o 42 %z o
WindowsUpdate A3j oj 1 &9l

Ad .
a1 2312 Windows €% A4 9] CVMS tharo & Fhch,

©2013-2022 Tencent Cloud. All rights reserved. Page 227 of 338


https://www.tencentcloud.com/document/product/213/2129

&2 Tencent Cloud Cloud Virtual Machine

Windows CVM 2% A A| Q1 Ejsf| o] A0 A} [A]ZH]> [#] o] 3#]> [Windows Tl o] EJE Z&5to] A Yulo] E F<l o
2] L= T2 go] 2 5t=xA] gHelghch

Windows”7} &5 o 2] 2 Fojl A|2HS 85w AR T2 A A S iU th o] off, ddo] E A|Zto] Y& AW
Z 2/ A1 Zo) AufE 4 Q& U th Windows A HIo|E 82 7|t & thA] cVME] 21 S £ 8/21A12 512 EE
k.

AulolE Fol mix] = 2 a8o] ok, 47| &2/ A4 7] 52 AdstAl 7] vk o

CVME] 7|3} &8 off &<l

A .

3ot 212 Windows €% A A 2] CVMS thAro & 3t o,

%€ Windows CVME o3& u, A1 o] Sysprep "$-4)-& 53 o|0]2 & d%:5t7] vl 27]5h 2ol A vl
A @ Al7to] AL EH Ut 27|57 &5 5 7] A7FA] WindowsOll A &3 /A A2 23 S Aj2ksl e 2 2] o] Alufjsh
% gl

?L”H ¢k Windows CVMOI = li} Zol2}H, Windows CVM 27|87} &2 = wj7h#] 7]t ok, cVM 2 £ 2/7)

Ol olo] 271518 STkl 74 5 24114 7] 58 AobAl7] SR

BA E5/AAF 75

A .

Tencent Cloud+ CVM EE/A A 2to)] of 2] ¥ Aaligh-& uff AFE S 4 Q& A S 5/AA 2} 7] 52 A5t A&
Ut} o] ZHd2 CVME ZA 2 E8/AAI1F 57| wjEoll, CVM Hl|o] g £4] == u} Y AJAE] £A415 Qo 7] 491
ytt.

1.CVM Z 20 21918t}
2. A2'lA e Ho| R0 A F5 TE AAZ 7] Q1 CVMES A=A AA| = Qof gh= 24 & 2.
CVM & =: [More]> [Instance Status]> [Shutdown]= &3 &4},

CVM #{ A] 2} [More]> [Instance Status]> [Restart] S 22 g th

3. ¥4 'Shutdown' E=+= 'Restart Instance' ol 4] [Forced Shutdown] %=+ [Forced Restart] S | 35t [R1]S &
SRS

ol-z}} o]m] x| 2} Z+o] [Forced Shutdown]ol] ] 2.3+ o},
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@ Tencent Cloud Cloud Virtual Machine

Shutdown *

You have selected 1 Instance, Learm More =

Mo, Instance Mame Instance ID Operation

1 Unnamed Can be shut down

Are you sure you want to shut down the selected instances?

CVM Mo Charge when Shut down

Mo Charge When Shut Down is available when the following conditions are
met:

*®* Pay-as-you-go Instances
* The instance's system disk and the data disk are both cloud disks.

* Mon-GPU-and FPGA-based instances

Forced shutdown

Forced shutdown may lead to data loss or file system damage. This is only allowed

when the instance cannot be shut down normally.

QK Cancel

oz} o]u] 2| &} Z+o] [Forced Restart]oll A gt}
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@ Tencent Cloud Cloud Virtual Machine

Restart Instance x

You have selected 1 Instance , Learn More =

Mo. Instance Name Instance ID Current Bandwidth C...

1 Unnamed 1 Mbps

Are you sure you want to restart the selected instances?

Dwuring restarting, this instance cannot work and your service may be affected.

Forced restart

Just like turning off the computer and then powering it on, forced restart may lead to
data loss er damage to file system. This is allowed only when the instance cannot be

restarted normally.

QK Cancel
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Network Namespace 243 &7}
X Z Addo| E I#}: : 2024-02-02 11:09:48
A AT

M2 HEY A v AH o] A(Network Namespace) A/d S ¢t AME AdY A], AR E7}F H 3 ZQ]o] x| %]

%5 Uth Dmesg A E EA]: “unregister_netdevice: waiting for lo to become free. Usage count = 1”

Mo
Y
ro

e}
—
slg 2A4l= 7122 bugd U th. @A of2iof #HE B2 E5F bugZt =AY H-

Ubuntu 16.04 x86_64 71'd 2] W72 4.4.0-91-genericd Y t}.
Ubuntu 16.04 x86_32 #'d 2] ¥ %12 4.4.0-92-genericy Y Tt}

LER

7'd WA S 4.4.0-98-generic A O 2 o] EsH B A Q] bugs 44 U Th

2] A

1,012 g ol S Aasto] A 722 e 235t Al 2.
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&2 Tencent Cloud Cloud Virtual Machine

uname —r

2. ol2 o] B o] = Al3)5}o] 4.4.0-98-generic A 2.2 Ao EE 7 Eo] Q=] 23|54 A 2.
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&2 Tencent Cloud

Cloud Virtual Machine

sudo apt—get update

sudo apt-cache search linux-image-4.4.0-98-generic

thSo] JRI7 EAE A, 220 B o] EA5tH Auo|E

2 Ay
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&2 Tencent Cloud Cloud Virtual Machine

linux-image—-4.4.0-98-generic - Linux kernel image for version 4.4.0 on 64 bit x86 S

3.otef o] ol & st Mz W] A )-S5t Header B 712 & A 2|5t Al 2.
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&2 Tencent Cloud Cloud Virtual Machine

sudo apt-get install linux-image-4.4.0-98-generic linux-headers-4.4.0-98-generic

4.0t o] ol & HeYsto] Al A" S A ZSH Al 2.
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&2 Tencent Cloud Cloud Virtual Machine

sudo reboot

5.0tz 2] g0l S Aaysto] AlAR o] U F, AHE M S Flst Al L.
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&2 Tencent Cloud Cloud Virtual Machine

uname —r

thgo] AT} HAIE A9 A Yulol B} S e tehdyh
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&2 Tencent Cloud Cloud Virtual Machine

4.4.0-98-generic
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&2 Tencent Cloud Cloud Virtual Machine

AY 92 |0 HWH EA

ZZF Aol E YA 1 2024-02-02 11:09:47

71 27 st 9l 2

ol A%

A P Aol 2 Qg Al A8 291 Alnf i v AL AR e

Y

ol 91l

#Ad hung_task

hung task HlAH U &2 719 A3 & khungtaskdol 2] 3l 3-8 &) 1 khungtaskd= TASK_UNINTERRUPTIBLE A} €l 9]
T2 A5 ZYEHYFYTH kernel.hung_task_timeout_secs (7]2%4k 120%) A|ZF Ujof A< D AFeljgbd,
hung task =2 A| A A8 JH7F ST}

kernel.hung_task_panic=1 = 7-/J5I"H #'d panice] E&]AE o] 77|17} A £ & gt

#'d AXE 2¢] soft lockup
soft lockupS CPUZ} A9 ZEof o5 AGElo] thE T2 AAS AgPs 4~
Sh= 2= 2 CPUol #1'd 28| E[watchdog/x] ofl o 2t 2 &gstal, slig A2 o
2*kernel.watchdog_thresh ,3.10 719 kernel.watchdog_thresh , 7|23} 10%) LHOﬂ /‘E‘ﬁgﬂ A &S
74 o] & soft lockup ZAS LreERH U o},
kernel.softlockup_panic=1 °] F/dE 4 #d panico] Eg] A= o] 7]7]7} | R H YT}

#'d panic

H A Q1 71 crash® Qlsfl 71717} w34 o2 AR d Utk AR A panic AlU8] 2+ o33 254
=

7140l Hung_task’} WEFU4A kernel.hung_task_panic=1 ©] 7£/d%.

Fdo] AZE 2] soft lockup®] UEFUIL  kernel.softlockup_panic=1 °] +A%H

71d bugs E 2|73

e

7 o A4 e 2 s 2 Aabs BxstE R gl A=

- L

o
i
o
k
T
Ku)
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&2 Tencent Cloud Cloud Virtual Machine

Sj=r] A B4 spo} 9l 37

3tEt]A3 inode §5F S
ol @4} Al o2& wHE w "No space left on device."2H= @& WA A7} BAE T df -1 PP B eIt

inode &%t AF-8-&°] 100%%.
7Hsd 4 oY AJAH] inode 471,

= —
}d ¥l 229 ot AR = stegAad S
CTEPER TP
ol A A IS BHE o) "No space left on device."8t= @& WA A7} FAE T df -h FHLS B35 st

StEr A3 37 ALE-EO] 100%2)
7}_ar gl o} A 83 4%,

9l7] 7§ shorjaa
Aol @A kel 9719 7}

=
(o]
7Hs o A9 The A A9 £

HlolE] 22
ﬂA%éﬂ#%%JPQMGXM%HH~%ﬂi%iﬂ$%%%ﬂﬂﬂﬂ2
1.0 Byols Aastel 97 M8 tAad nd AAd 82 FAFY )
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&2 Tencent Cloud

Cloud Virtual Machine

e
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&2 Tencent Cloud Cloud Virtual Machine

umount <UA3 AuULE H=Z>

®

X
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®

X

o
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e,
>
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ol
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X
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&2 Tencent Cloud Cloud Virtual Machine

fsck -y /dev/3G ©&23

xfs T A A4 TH o] A3,
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&2 Tencent Cloud Cloud Virtual Machine

xfs_repair /dev/s|E ©lA3

StET A3 %util 2

ol @ AT A Y SSH E+= VNC 22910 2| AU S| gls.

753 99l =2 |0 Q5 st=T] A A %utile] 100%0] =g

312 W 107F -SR] ERIsla 10 97] B A7) F4 FE IS StEg AT R WA 17,

O:r_z
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AAEl bin B i AZE 83 =gt

ZZF Aol E YA 1 2024-02-02 11:09:47

e Ae) mi AlAE A Y e 2E 5 QS Eelbalolnaje) 22 4 g 59 o WA} BAH

CentOS 7, CentOS 8, Ubuntu 20 5 A| 2 E19] bin, sbin, lib ¥ lib4= AZE H I3 A YT}
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&2 Tencent Cloud

Cloud Virtual Machine

1lrwXrwxrwx 1 root
1lrwxrwxrwx 1 root
1rwXrwxrwx 1 root
1lrwxrwxrwx 1 root

ALE YA AA S ¥

ol

RS

o
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root 7 Jun 19 2018 bin -> usr/bin
root 7 Jun 19 2018 1lib -> usr/lib
root 9 Jun 19 2018 1ib64 -> usr/l1ibé4
root 8 Jun 19 2018 sbin -> usr/sbin
Ao i A28 A9 Fo] @87t B gy
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ok

ATE YHF

ot
ro
)
ox
ox
o
L
o

o
a1

2] ©AE sk

iz}

2] ©A

1. 87 REs Az

2.'mount' ¥ 'chroot' 52] &S AdstUct 1 £ chroot T AT Al:

22 uWA Al ca / B AT
3.8 WY2 AYsto] Y AZE Y37 EAsH=A HAFU T
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=
0
|
QO
—
~

grep -E "lib|bin"
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&2 Tencent Cloud Cloud Virtual Machine

In -s usr/lib64 1ib64
In —-s usr/sbin sbin
In -s usr/bin bin

In -s usr/lib 1lib

4.2 93

ftlo

deystel £xE Y32 FAGYL,
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&2 Tencent Cloud Cloud Virtual Machine

chroot /mnt/vml /bin/bash

g A HuEA gom AnE YAt Y3H 0T B8 AYYL,
Sk
H

5,27 REZ TR AIAHS HY
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&2 Tencent Cloud Cloud Virtual Machine

CVM B0l 2] 2 23] o4

ZZF Aol E YA} 1 2024-02-02 11:09:48

CVM2 Forgt v ool @ TAA RF Hopg oz Qlsf sf719] A& T2 4 AsUh &2 CVMo] vl
£0] Rl e A we It of A g o e Ao

SSH A = UNC HA] 0 2 QIA'E Ao 2 Q1% & oh& HH S AFE-Slo] CVMO] Hiol 2 Ao A= l=2] &Q

—

rc.localol 2t B 3718

o2 B2 A5l rc.local TYS FAFY T}
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Cloud Virtual Machine

&2 Tencent Cloud

cat /etc/rc.local
#) o] u| )0l 2718 Bedoi7} ohd A9, CVME ko2 20] A

-

2 JE 7} 'wget xx' & /tmp/xx' &
b 7Hs Aol ¥ 4Uth

crontaboll 944 &< 714

ohe Wl Aol WA 2 U
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Cloud Virtual Machine

&2 Tencent Cloud

crontab -1
E FA] ol Aol Z7He W ol7} ol 9, CVME Hpo] 2] Ae]

=9 JE 7} 'wget xx' & /tmp/xx' & LT
S 7Hs Aol w5y
Id.so.preload 53 gto]B2|g] dlo]z|7 F7}
g gyt

oS B S Adslo] /etc/ld.so.preload It
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Cloud Virtual Machine

&2 Tencent Cloud

cat /etc/ld.so.preload

2o Aw7} E o 2718 54 2ho| B el 2ol 4, CVME Hrol 2 Ag]

sysctl.conf t-8%F m|o] 2] =z 473
th2 Yol & AdYsto] o83 Ho] 2] 9] Wiz AFSHFS gyt

©2013-2022 Tencent Cloud. All rights reserved. Page 254 of 338



Cloud Virtual Machine

&2 Tencent Cloud

CVMZ H

=)

grep "nr_hugepages

sysctl -a |
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&2 Tencent Cloud Cloud Virtual Machine

=
CVM H L E 5 AU NS E 2, A84, B4 2E, 22 745 12-16%-2] o] Bs}1 ¢ o el
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&2 Tencent Cloud Cloud Virtual Machine

1+ A4 no space left on device 2.5

ZZF Aol E YA 1 2024-02-02 11:09:48

Linux CVMoll A A 1} -2 A A st o] ‘no space left on device’'2H= 2 &7 el o),

o/ 4l
gkl 7hs %
o}

Y A|AH”] inode 7H7HS
df d
mto] AA| = QAIRE gt W52 HFSHAL e ZEA AT S| Qlof stE A F7ho] DY AR Y%
5
mount Pt E7F S HUTh Al & S0, 1A' T A9 /data YHEHYZ B2 FHS 2bA|skaL, 3
A

/data 7 hE ElolE HAde| nheEsy] 9% ke E HIE R AL E o], Al AT T
Y
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&2 Tencent Cloud Cloud Virtual Machine

df -h

3.0l 23 AHEFo| Be uhe
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&2 Tencent Cloud Cloud Virtual Machine

©2013-2022 Tencent Cloud. All rights reserved. Page 259 of 338



&2 Tencent Cloud

Cloud Virtual Machine

du -x —--max-depth=1 | sort -n

VY B 370 AN e Yel e g 23
telee gako] WA o A3 Frhuc A4
ﬂﬂﬁﬂ%%ﬂ%ﬁowqﬂw$w$§
Yok AFAIE 4 9l A9 Zete s faa g

=

T+l Al A" inode 7HS 3 241 312

1.CVMoll 2 213t AAg &2 5F 2
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&2 Tencent Cloud Cloud Virtual Machine

df -h

3. UAI Ao W2 ulR E AQIES 2h1 T} g S AYsto] o2 E XQIEZ o] 5T
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&2 Tencent Cloud Cloud Virtual Machine

o|E 50l,cd Al2H AA TeE ZRAEA BaF AL ca / B AU
4.8 9 Aysto] BAIZ N A5H] Ao 5t 471 7bg B tele el g 24U of YL Alzto] o] &
gAY ZA R 7okl 2442

©2013-2022 Tencent Cloud. All rights reserved. Page 262 of 338



&2 Tencent Cloud

Cloud Virtual Machine

find / -type £ | awk -F / —v OFS=/ '"{SNF="";dir[$0]++}END{for (i in dir)print dir[i]

df dug] 24| &4 52

Z2AA AR L HE A 12
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&2 Tencent Cloud Cloud Virtual Machine

lsof | grep delete

ghet Aatof uhet oh-S SAE st Al 2.

g ZEAAE Kill Fct.

AMB|AE A A2 Y o

Lo xR AT OY HES HRFote H- A E A2
mount UI-2E 33 24 4

1. mount §g o] & A&Y5lo] /mnt o Z7to] 2 YAIE mountyth. oAl
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&2 Tencent Cloud Cloud Virtual Machine

mount /dev/vdal /mnt

2.0hg Hol2 Ysto] /mae 2 YU
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&2 Tencent Cloud Cloud Virtual Machine

du -x —--max-depth=1 | sort -n

wheh ahg vhgo 2 ul2U A gl met e e i whl Abd) ol g AR
&

Al8Y5to] T) AT E ymountFU t}. o Al

©2013-2022 Tencent Cloud. All rights reserved. Page 267 of 338



&2 Tencent Cloud Cloud Virtual Machine

umount /mnt
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&2 Tencent Cloud Cloud Virtual Machine

Linux Q1AEA W 22| e %o
AU A =2 AAEA HEE AHEE

2| Z dd|o|E Y&} : 2024-02-02 11:09:48

ik

Linux CVM QI AR Aof w2 2] 24| 2 Fofl 7 A S UTHE Al Al A8 U7 ABlA S £ Zha A 279)
E7hH A28 OOM Eg|A 5).

AU 2 QAR A Hmel ALgEo] U916l o2 YUtk 05 XA R AFE Rl 414402 90%
2 J&8 A AR E 0] AYUA|A ot goshy o

1. 742 =AM E Fxste] AA-A B2 AFEE o] AUA]A| EobAM AR 2
2. 7|ep v i 2] Al o] Aol A 24 FEste 24 99E oebdyd

2 2] A

1. 28 A4 Fxsto] Mz AFgEo] AU Al A= F2A el

H 22 AbgE O] AU A EohH thg SAE ATy

H22] AFgE O] A/l 73 7IEf v ] ZA o] AP Al AR BAE FEste] AAE 24 YIS skt
2. A2’ Y BOA top WFolE AP F MES &2 'RES'U'SHR' doll vl 2 2] Hg-&o] AU &2 T2 4
27 A=A Flgd e

Sle 4 o s A3EY

ﬂ%%%gﬁﬂi%iﬂ%ﬂ&%%l YT AAAIR W82 Z2A A 24 S FERIIAIL

3.t ol & A¥sto] 3§ mlze HfEo] AU A= 24 Fdgdyot
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&2 Tencent Cloud Cloud Virtual Machine

cat /proc/meminfo | grep —-i shmem

WREF A3 ohg o]l x| ok 2t

~]# cat /proc/meminfo | grep -i shmem
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fru
>
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tok
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+ slab M| 22| o] H-{-& 0] AUAA A= F2A g
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cat /proc/meminfo | grep —-i SUnreclaim

WIS A3t ok olml X9k 2t

~J# cat /proc/meminfo | grep -i SUnreclaim
13780 kB
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cat /proc/meminfo | grep —-iE "HugePages_Total | Hugepagesize"

WIS A3t ok olml x| ok 2t

~|# cat /proc/meminfo rep -iE "HugePages Total |Hug
p grep gerages
8

2048 kB
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HugePages_Total 2 Z3to] 0% A% 7|ef w2 2] ZA| o] a4 ol Atel] 241 FZ25to] AAGH 24 €<
< whotat ]},

HugePages_Total 2] &3 %to| 00] obd -9 Hugepage W X2 8|7} A& & of lth= o) n| Yy}, Hugepage W &
2]9] 37|+ HugePages_Total*Hugepagesize ©|™, Hugepage’t T2 ot/ 2 133 Qe A H A2 of
2] elsfiof gttt Hugepage Wl = 2] 7} B Q51A] Q4thH  /etc/sysctl.conf TYC vm.nr_hugepage
A7 FEo FAS DAL sysctl -p POl E Ad5to] Hugepage M= 2] 7S sty

o A
v2a) ALS-E 23
Linux 2] A Mottt free W0l 239 ou7t thg 4 7] WiZoll free HPol 2 JHETO=Z mjzg]
AEES AL $= gyt 1882 o2 XS wel Tencent Cloud ZYE & 535l 2 2] AFEES &Rls
A7) vFgy o},

1.CVM &0 291510 /IA @é%a]]ﬂeaa&qq

2. A~EA IDE AEshaL g AAE XA A4l wo]A 2 ol Fate] [mUE ] e gy,
3w 2e) UE|Y ol A chgt 2ol s QlaE Al vw e ALSES 28T 4 Uit
Memory Monitor ~ Memory Usage!//" (D) 10?0 .
5”'0 793MB
0 —
Memory Utilization 40 -
(%)@ 20 1%

AR vz AEE

w2 U E ol o22) A8 Ee & v2a 3 AFed vlzao) u g e AN vEet Al s AN 7L S
s 2elx w3 eaUth AL ZeAL e 2aUT

= (Total - available)100% / Total

= (Total - (Free + Buffers + Cached + SReclaimable - Shmem))100% /Total

(Total - Free — Buffers - Cached - SReclaimable + Shmem) * 100% / Total

AL T2 M| A0 A AFES= Total , Free , Buffer , Cached , SReclaimable , Shmem UZHH L=

/proc/meminfo OIA 5T = JEFUTH OHF2  /proc/meminfo CIAIYY T}
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&2 Tencent Cloud

Cloud Virtual Machine

1. [root@VM_0_113_centos test]# cat /proc/meminfo

2. MemTotal: 16265592 kB
3. MemFree: 1880084 kB

5. Buffers: 194384 kB
6. Cached: 13647556 kB

8. Shmem: 7727752 kB

9. Slab: 328864 kB

10. SReclaimable: 306500 kB
11. SUnreclaim: 22364 kB
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12, ......
13. HugePages_Total: O
14. Hugepagesize: 2048 kB

oh-8-2 il 4ol i3t Ay o

o 7] 5 4 ek

MemTotal ANAH Z w22y},

MemFree A 28] Zho] o= e] Yy,

Buffers 55 tHfo] A7F H/oh= FHAl Blol A AUt A ¢171/227] &5 HHbo] Ak mtd A
28] Hefe| o] B] 7} of 7] of) S Y th(ell: SuperBlocko] AH&-H= 7H A o] A]).

Cached page cache?] U t}. tmpfse] 3+ POSIX/SysV shared memory 2 shared anonymous
mmap©°] Z3Hg Y.

Shmem tmpfs 5 &8 W23 S 23Ut}

Slab 71'd slab &FA7t &gt v 2 2] = slabtop2 23] & 4~ JlFY Tt

SReclaimable glpd 4 U= slabd U o

SUnreclaim 5l % 4 gl slabYd YT

HugePages Total =~ Hugepage M| % 2] 9] & $£3FU .

Hugepagesize Hugepage W& 2] 130] 2] 2] 27| Yt}

71 H| 2] EA|9] HPZQ AL 4

o) 422 skl BA7 2l €] gL, CUM AR Al of2 8] @ 7 Rt et 0 24 3
ZIANA L.

2 2 F X1 fork: Cannot allocate memory

VNC 2191 @& X131 Cannot allocate memory

AL A HE 2] ARETo] F2 A&l A Out Of Memory E2] 7
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=21 2 F HE3 fork: Cannot allocate memory

ZZF Aol E YA 1 2024-02-02 11:09:48

kel

Z 70 ol o]n] ]} Z+Ho] ‘fork: Cannot allocate memory’. 25 E 117} Urebd U},

Jan 30 [[8:26:45 VM 130 173 centos sshd[2110]: |error: fork: Cannot allocate
Jan 30 |18:26:48| VM 130 173 centos sshd[2110]: |error: fork: Cannot allocate
Jan 30 |18:27:03|VM 130 173 centos sshd[2110]: |error: fork: Cannot allocate
Jan 30 |18:27:11) VM 130 173 centos sshd[2110]: |error: fork: Cannot allocate
Jan 30 |18:27:15| VM 130 173 centos sshd[2110]: |error: fork: Cannot allocate
Jan 30 |18:33:24|VM 130 173 centos sshd[2110]: |error: fork: Cannot allocate
Jan 30 |18:35:24|VM 130 173 centos sshd[2110]: |error: fork: Cannot allocate
Jan 30 |18:41:14|vM 130 173 centos sshd[2110]: |erroxr: fork: Cannot allocate
Jan 30 |18:41:15|VM 130 173 centos sshd[2110]: |error: fork: Cannot allocate
Jan 30 |18:41:16|VM 130 173 centos sshd[2110]: |error: fork: Cannot allocate
Jan 30 |18:41:17|VM 130 173 centos sshd[2110]: |error: fork: Cannot allocate
Jan 30 |18:41:20| VM 130 173 centos sshd[2110]: |error: fork: Cannot allocate
Jan 30 |168:41:21| VM 130 173 centos sshd[2110]: |error: fork: Cannot allocate
Jan 30 |18:42:18|VM 130 173 centos sshd[2110]: |error: fork: Cannot allocate
Jan 30 |[18:42:22|VM 130 173 centos sshd[2110]: |error: fork: Cannot allocate

)
O

7Hs3 el

rlo

ZZAA 4 Z2HJAUTH A|2- YR F 2 AA £7F pid_max O ZE5HHA Al Z2 A A AY

/3 Al “fork: Cannot allocate memory’ 257} B Ut}

1.7 2] =AM & FaLste] A" A W B2 AbgEo] AUAAl 4= 24 gdgdyt.
A

= L
7t A TS 23pst=A] Felstal F T2 AL 4 pid_max'e] 22 47

2. & LA ot = Yyt

g =X

1. AUAA 2 AdAE A 2] AFSEES F51o] JIAEA MR ALEES ST I AEA & AL
Eo] Z/golgtd ot THA S Ayt
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H5to] Al AE Q] pid_max

2.+ HYo]

|t

/é]

Ol

sysctl -a | grep pid_max

5

o Aol et oY e Pt
A3 of2f o] vl 2|9} 7

r]I rlI.
ol

SoHAIL.

[ root{@vM-55-2-centos ~]# sysctl -a | grep pid max
kernel.

= 32768
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&2 Tencent Cloud

W ohg BYolS AWl YAHOE pid max 2 Felob @

‘fork:Cannot assign memory’ 2.5 W A] x| 7} Q3]

=Y

echo 42768 > /proc/sys/kernel/pid_max
& gt

Z3e o

sto] AlAEIS]l pid max WS RF

chA] Ay
shol A 28] 3o & L2 A A 4

ok
i
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pstree -p | wc -1

Z IZMA 7t pid_max O ZE5HH AlF T2 M| A YA A] Al A Ho)| A fork: Cannot allocate memory' 257}
Hugyoh
A

bs —efL Welolg AW ZEAA 71 Ul B X2 IS T}
4. T2 AL 5 587 Y8l /etc/sysctl.conf AA TUO] kernel.pid max HS 655352 +~43Y
o 4ol SR EE ok 3} g shelo] tehduic

©2013-2022 Tencent Cloud. All rights reserved. Page 279 of 338



&2 Tencent Cloud Cloud Virtual Machine

©2013-2022 Tencent Cloud. All rights reserved. Page 280 of 338



&2 Tencent Cloud Cloud Virtual Machine

sysctl -p
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VNC 271%1 @ = X131 Cannot allocate
memory

VNCE CVMef| 21215} ufj A|AEloj] HALA 0 2 WA AL R @1 o}2 3} ZHo] 'Cannot allocate memory' @& H 11

87} Uhepg o),

Started LUMZ metadata daemon.
Starting u » Coldplug all Dewvices...
igure read-on r
e tic Dev
“ting ush Journal to te Storage. .. onf igsnetwork.
*ted Apply Kernel Variables. for the current kernel.
rted udev Coldplug all Devices.
re read-only root
ic Device Nod

of child
¢« of child

‘ailed: Cammot allocate memory
‘ailed: mot allocate - U

‘ailed: mot al locate memory
‘ailed: Cammot allocate memory

md-udewd [4311:| fork of child
nwd-udewd[431]1:) fork of child

] Started Flush Journal to Persistent SLoTrage.

i

f J
¢« of child failed: nmmot allocate memory

f

i

o <l

Al AH U Th4=9] Hugepage 2 2] 7} €1l o 2 B AUt} shte] Hugepage Wl 2 2] 7] 22 © & 2048KBE
AR FUTE  Jetce/sysctl.conf 2] Hugepage 7l Al4tol k2, of2lf ol A| X & 1,28071 2] Hugepage ™| =2
£ 25Go] gyt AR A AL Lo Huge pages poololl 2.5GS S5 =™ A] AHo]] AFE 755

227k o] A2 & Al AR o] M| ATk 4 Qlg YT
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5 H}H

°H7é o]' H

1. 48] &A1& Faste] S T2 AA 2] = A gt o 7R E &gyt

2. Hugepage®?| M| = 2] 474 & gelst A dstA =7y,

2] A

1. 271 @7 X1 fork: Cannot allocate memoryS & 1sto] TR AN A 47} A|5HS Z1}pst=2] el 1)}
A=t oS OA & Aldggiy

2. & Abg 2L R E R CVMo]| 2118 ot AFA|SH W82 Linux CVM T AR} R = 219 A& FstA Al L.,
3. 03 ol & A3ty o 4 ¢l S Harsto] Hugepage Hl = 2] A4S gl ot
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cat /etc/sysctl.conf | grep hugepages

Hugepage ™% 2|7} of 2] 7§Ql A-¢- of 2l =Afol] whah B & A Al 2.
4. 05 BP0l S A¥stl VIMHAZIZ  /ete/sysctl.cont 4 oS A4t
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vim /etc/sysctl.conf

Aoz ¢

ijo

A =

O] AA| Ao %3 vm.nr_hugepages A I

W
7.0t o] ol & Addsto] A S SAI A&

O O
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sysctl -p

8. 474 92 & CVME A A ZshE HAH o2 29lo] Zhsah )
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ANAEA W H 2] ARZ-TFo] T2 =0l A Out
Of Memory E 2|7

2 Z Ad|o]E Y&} : 2024-02-02 11:09:48

ch 3+ 220] Linux CVMoll B|2.2] A-&2Fo] W& 410l f OOM(Out Of Memory)o] E2 7 gt}

Jelet1 802931 (java) score 62€

Killed process 802931 (java) total-vm:9125940kB, a

75 2l Ul AFE 7Hs e M2 27} min_free_kbytes #ETHAS AUt
min_free_kbytes % Linux A|AE0] ZA| 2 GAA = 24 5 W28 (Kbytes)d Ut A|AH] U] AHE 715
s UﬂEaﬂ‘ min_free_kbytes A% FETF A2 42, A AEL2 oom-killers A 35t AL A A2 E & 7]

B A5 o] 9l4uUrtt, ——,Lxﬂﬂol/\ﬁg% AG 74 vm.panic_on_oom Zroll &5 2 H Y.

ek

EOEWIPR

ol

vm.panic_on_oom=0 ¢! 7% A|AHEo] OOM M A X7} LEFLEAL com-killer7} A 8 =] o] 2] H{-&0] 7MY =
o mzqAg ERYU.

vm.panic_on_oom =1 ¢l S A|AHlo] 250 2 2§ A| 2 YT},

12

12 418 B Tekod @ | 2] AL g ol AUAA BAIE ex, ZRA A o] Aato] YA HATY
.
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2. 27 Q%% K1l fork: Cannot allocate memoryS 211510 T2 A A 71 A5 2 1}6h=2] elshuch 2113514
FeThe ohg BAE AR
3.CVMel| 21218t & o} & Hgo| & A3} min_free kbytes = X3FYt

sysctl —-a | grep min_free

min_free_kbytes %t ©9l= kbytesdUth T3 Z40] min_free_kbytes = 1024000 22 1GBYY
.
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1# =sysctl -a | grep min_free
_kbytes = 18024884

vim /etc/sysctl.conf

5i5 5] HY B2 A3 vm.min_free_kbytes AA FES AU G AH g&o] 24514
e A9 24 shelel A 274 4+ Qe

A . vm.min_free_kbytes A= AA WE 2 1% o|5tE2 £ AL AT}
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6. EscE F21:wqs Y3 oS, Enters =2 A5t

7.0t o] W o5 ddYsto] dH S /syt

sysctl -p
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FOJALE !
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%3 A9 Windows Z2H9E AHE Lo 3¢, A 1Mbpse] tE-2 Fuljdof 5t, 2F X ggoH H=
v 232l0] E7}5#

2. 70 &5 & "oo uzt F= 27 Windows Z2H2-E= A 291 A S HelstA Al 2
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A4 HA2E A2 Windows S22 E Ao 2191
VNCE Windows Z2H¢-E Ao]] 27191
3. 2% I*9] Windows 22} & A8 Wol|A] H Qo mpa} Fu 2|7 Sahe-& A 2701 ¥HAl S HEst Al 2.
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£0] 217 9] Windows Z&H9-E A Hof 21215}7]
RDP 1} 2 Windows Z2h-9-= A#of 2191

A4 HAIE AZ 2 Windows 22} E AHo] 219
VNCZE Windows Zt-¢-E AjHjo] 212l
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2 EAE YA E oM A 922 opy|ahs £4]E Zot sld st Wlo] thal Ay

A Aol = B, ke A3, w2435} 5 Alo] Y Abo] Eof Al AskA) ZatA Fy e

ol 212

A FH 24 A3

MY £8, 5t=9o] 1%, CPU/M| 22/t Z AL &Eo] | T
o] Zh-5 A, CPU/M| 2]/t & 3 AF8-2 ZFe| =2 A= A
1.CVM Z&of 2215 0] AAR A e mjo]A|of| A IAH
ZSHHA 2.

o 9 Abo] Eof o4 A5kA] BEF 4 Qo T R K

6‘;11-
o] 4% é_‘ﬁc'i ol 75 RISt Al ot oju| A & &

Linux QIAE A CPUSE W22 0] &2 FRF-&= Qg AM 2718 FEsH Al 2.

I Fo] AbG ol UR B2 A tdE9] £ W RE2 AT =239 E7F & FxsHA L.
CPU/H| &2/t A = AR A RFo] A dolati 4T & st Al 2.

4.

o5

HEolE dasto] YAln| Ao S5t ZEZ At 2 RUE P E=A FAdU

aw :

Che 242 HTTP AMujof] x}5= AH-g-31= 80 ZEE o A= gt}

Linux Q1AElA: netstat -ntulp |grep 80 W olE ASYSIAA| 2. ofel] o]m| R & ZZFHA A L.

©2013-2022 Tencent Cloud. All rights reserved. Page 293 of 338


https://console.tencentcloud.com/cvm/index
https://www.tencentcloud.com/zh/document/product/213/32405
https://www.tencentcloud.com/zh/document/product/213/32387

> Tencent Cloud Cloud Virtual Machine

[root@VM_2_ 184 centos ~]# netstat -ntulp |grep 8

tcp 0 0 0.0.0.0:
Windows 9122E1 - GLI Tool S 2

23144 2.

:\Users\Administrator>netstat —anoifindstr :80
TCP A.0.0.0:80 n.A.A.0:9
TCP 10.135.182.78:53406 18.225.30.181:89

TCP 10.135.182.78:53419 19.225.30.181:80
19.135.182.78:53423 19.225.30.181:80

[(=:1:09
A S

ZEZFGGAHCE RYUEYEA & 4 AAHIA T2 A AT AIZSEA L AU 2 A= A=A DA Al L.
5
e
A& AZsto] YA v A ZE2AAZL UGSl ZES YR =2 & 3}@1*12
Linux IAEIA: iptables -vnL " EolE 4A3Y5lo] iptables’t 80 ZEE & = A=A R3] Al 2.
80 LE7} ojn] A+ A U EY D e A dH AL,
80 ZEVI H2|A %2 ¢ iptables -I INPUT 5 -p tcp --dport 80 -j ACCEPT Wio]S AldYsto]
80 ZEE oAl 2.
Windows Q1B A 2o A2 Qe m] o] Ao A [A| A ]>[A] o |>[2HH A |15 23 5to] Windows 5} o] 3 )| =
of A=A Z3|5HH Al 2.

A AFElQl A v EQ A wel Ball A sHAA L.

- O] AFEiQl ¢ HEtE e E shAISHA Al 2.

WES S H A7 YA ES A 25kx) 251 @ S Y002, b §Yol 2 AYsto] vEY A NS
45 Qelold 97t ghaA HASHUA L
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o3 FAFSH 2= 2| e st ”HZJO] SAEHAY Deo]7t = BV &S UHEWEE MTRE AHEsto] &7}
S CUM Y ES D Do} 7] £A1S ZFZFAA L.
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" ot ™. "8 "BO:~ chenhuiping$ ping 193.112.12.138

M. ™_+.",.12.138 (193.112.12.138): 56 data bytes

64 bytes from 193.112.12.138: icmp_seq=0 ttl=43 time=161.
64 bytes from 193.112.12.138: icmp_seqg=1 tt1l=43 time=161.
64 bytes from 193.112.12.138: icmp_seqg=2 ttl=43 time=164.
64 bytes from 193.112.12.138: icmp_seqg=3 ttl=43 time=215.
64 bytes from 193.112.12.138: icmp_seqg=4 tt1l=43 time=166.
64 bytes from 193.112.12.138: icmp_seg=5 ttl=43 time=160.
64 bytes from 193.112.12.138: icmp_seg=6 ttl=43 time=161.
64 bytes from 193.112.12.138: icmp_seq=7 ttl=43 time=164.
64 bytes from 193.112.12.138: icmp_seq=8 ttl=43 time=192.
64 bytes from 193.112.12.138: icmp_seqg=9 ttl=43 time=163.
64 bytes from 193.112.12.138: icmp_seq=10 tt1=43 time=161

-— 193.112.12.138 ping statistics ——-

1 packets transmitted, 11 packets received, 0.0% packet

ound-trip m1n/avg/max/stddev = 160. 5?6/170 340/215.650/1
B e

Bol 152 sl o2 AZE 9l AE AL QluleE Edu 3} ofgule s Edju g Alojd 4 QgUTh Wt
Qe gL mRED mE WSS AHT 4 YaUch Web T2 A Aot palsl ore A oow

Apo] E0f) A 25HA] 3| & 4 A& U T
E

1.CVM &0 2RIt Al . "AARA ZAE" H|o] Z|of| A JIAEIA O] ID/RIARIA o] 55 ZE5to] JIARIA
A Blo] A 2 ZJFHAA L.,

2. [HeF 5] &2 AEsto] uilg ®l Heok OF 9l tf§ Het IF0] ofzHh =9} QIHER-E 122 £3]514l Web
LA AR %EE}%ﬁﬂ%ﬂﬂo}ﬁLzﬁﬂﬂMﬂEﬂ&4ﬂM2

ZEZL G QGNMmeHHQ%ﬁij%ﬂﬂﬁ4“MR

EEZL DR B Bt OF AXE $745t] Web ZEA| AL TAE ZE S oA 2

=o?l, ICPH|E B4 I A A4

Au] 2l 2, U =93 el B4 9 2ok 1 X Bl 2418 255 H, CVMe] B9 IP F45 AHE3ke] o
A8 AET 5 YEUE IP F4E AHESte] 4|27} 75 sHA 7 6l o4 2ol Mufstd =rQl ICPuI St E i
24 el 2A|2 A5 9 Aol Eof ofH AsHA 23 A 5 Ut

1. 37} YA REL 37hE A wmﬂcp 9t AahE WA e U= Tol ool A AR AU A AT
Y749 9 B2 BFFYCh U= 20 4 AP sl WA ICPHISHS ARsa Y=Y AE PR
22 WA ICPHIQLE HBH 02 As 5 B Al e Fol 4 HD T ICPH|L MBS S afof A B
akg 4 eyt
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Aol £ - 2 el

ZZF Aol E YA 1 2024-02-02 11:09:48

Al 2

9 Aol 2 Qx| A7} =]

FHTTP 24 L2 A AL AHgAte] 27 Sebo| =, Seto] o4 oA AH| A Abo] o] UEST e 2 Ay
2 ARUL. 37 22 F 174 A30) 2A7H A7 U ESD oM A7t el d 4= Syt
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The following are the
test results of Tencent's
domain name.

inews.qg.com
WWW.(q.com
3g.qg.com
mail.qq.com
user.qzone.qq.com
r.gzone.qq.com
w.qzone.qq.com
ptlogin2.qq.com
check.ptlogin2.qq.com
ui.ptlogin2.qq.com
i.mail.qq.com

v.qq.com

The following are the
test results of other's
domain name.

¢.3g.163.com
weibo.com
www.baidu.com
www.sind.com.cn

www.taobao.com

Normal network , 194 milliseconds delay

Normal network , 128 milliseconds delay

Normal network , 140 milliseconds delay

Normal network , 99 milliseconds delay

Normal network , 98 milliseconds delay

Normal network , 203 milliseconds delay

Normal network , 188 milliseconds delay
Normal network , 96 milliseconds delay

Normal network , 189 milliseconds delay
Normal network , 91 milliseconds delay

Normal network , 129 milliseconds delay

Normal network , 129 milliseconds delay

Normal network , 143 milliseconds delay
Normal network , 211 milliseconds delay

Normal network , 94 milliseconds delay

Normal network , 138 milliseconds delay

Normal network , 136 milliseconds delay
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£ ping AH 32 IPE
At AL Eefo] A|Zko] 4 49 MTRS

ID/QI AEIA o]

r

& == g (cvm-hk-xmo-01)

Basic Info ENI

®

CPU Monitoring

System Avg.
Workload

Memory Monitor

Monitoring

Last 7 days

CPU Utilization

Basic CPU Usage

CPU Avg. Load

Memory Usage

Memory Utilization
(36)
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ENI T # AR 5 A

% Z Add|o|E I} 1 2024-02-02 11:09:48

CVM ENIQ] t}= F A Ao @ 77} 2yt

of| & <l
7|22 02 CVME ENIof| tdt of 8] F2 A= o] {2 EN| 223 A 2 thE2 CPUo] Ao W ELQI T 2] 2
S FHAZE £ A5Uth £4 A ENIQ thF 7 Aol 2 571 vhaE 4 Qlgytt,

t}S Ao A CVMS] 7] & 3 ENI= 'eth0'o] 2L ENI 7-9] 4= 29] Ut}
1. 0+2 H S A3t AR ENI 7 & Qg
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ethtool -1 ethO

A3} wrehE R, #7427} 2] ENIF SR A A E o] 9l Adyth dgo] ujgtelHolm g 47
(o]
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Channel parameters for ethO:

Pre—-set maximums:

RX: 0
TX: 0
Other: 0
Combined: 2 ##4# AHo)A A Yot= | ENI F

Current hardware settings:
RX:
TX:
Other:

Combined:

= O O O

##3dx AAHHE NI F F
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2. 02 W3 Aystol @A) ENIF 42 A TY .

=

ethtool -L eth0 combined 2
Wole] F 7L 22 Astl, A 4ol upet 2 4 s UTh ARG AHdlA AYske ENNF 2o
Nyt
3.0He WS Agstol ENI 7 49 @A) A S FAF )

[e)
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ethtool -1 eth

Aol A 2| A3k 2 o) ENI 7 4= @A) A4 E ENI 7 49t Zom 2 do] ghagy
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CVM HIES] =L of7] A17E 2 520 4]

% Z Ad|o|E d#}: 1 2024-02-02 11:09:47

Al 2

27 ARE 7} CVMOl M 25171t CVMOl A 7 EF U E Q) 2] 4 20] A~ 8 o v E9)3 2 WA g Tt
ping POl AHGSto] UES D B3 EA) wi ulm 71 Delol AlZho] QA Helghct,

w7 i 70 Do) A7 BAloE M Y2 YA, Y == ol CVM B3k, Al A8 4 24l 5 of 2l Uelo]
2 & Q&UTh CUM A 2412 127 & MTRE Abalo] 271 g wo Al 4 gyt
MTRE HE9]2 W5 =70|n] 83 Bo] 1T $ad HIME AHGA7L YEYT 249 3

2 rolEUr)

30

2 A= Linuxe Windows CVM< ¢l 2 5 MTR AR B 2 MTR 212 A] Axtof] oigh 24 218 Bhe & 470
i

27 E= CVMoll A Pingo] HIZ/d3He 49 MTRell 217 gl o

A3t MTRE T2 E 2 A Aol w2t MTR 471 R ARE = sk Al 2.
WIinMTR 47 2 A& (Windows 2% A #))]

MTR A&7 2 AR (Linux &< AA)]

WinMTR: Windows Al A &1o] B8 W EQ| 3 7t Ttof AHEE[H Pin JthracertS’J 715
Olg|H|o] A= A|Z+H o 2 Zhzbe] T o] ook A7k} mfj 7] AR Ehols 4~

-

-

WinMTR A %]
1. Windows CVMol| 2 1913t}
29 AA Al so) 2ol A Y Ao] £ Bek oA AN A FA(EE T =) et 29 AA KE
WIinMTR A %] 3| 7] A & thZ 2 E5t Al 2.
3. WinMTR A x| o 7] 2| 2 ¢t= 5| #)| 514 A 2.
WinMTR A&

1. WinMTR.exe& B & 2359 WinMTR &< oA Al 2.
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2.WinMTR F2] Hostoll A B2 A# IP S =02l o] 52 421517 StartS 2 3H4A] 2. ok o|n] 2] Fa 3}

AMAL,

IL:

Host: |[192.168.10012 -l | Options || Est |

| LCopyp Test to clipboard | | Copy HTML to clipboard | | Export TEXT | |E:-:|:u:|rt HTML|

Hozthame | Fr | Logs | Sent | Fieu:v| Best | Avrg | Whorst | Last |

WinMTR v0.92 GPL V2 by Appnor MSP - Fully Managed Hosting & Cloud Provi|www. appnor. com 2

3. AA| 7ol whet WinMTRo] ZFA] A38E wj7#] 7|ohel F Stops 225t HIAES SRS Al 2. of2f o]n
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Host: [192.168,100.12 ;||| Stop || | optons || Est |

| LCopy Test to clipboard | | Copy HTML to clipboard | | Export TEXT | |E:-:|:u:nrt HTML|

Hozthame | Mr | Logs & | Sent | Fieu:v| Best | Avrg | Worst | Last |
132.98.91.130 1 ] 2a 2a 1 2 13 12
13216810012 2 ] 2a 2a 1] 0 1] 1]

Double click on host name for more information. WWW. SpPLOT. com -

A F2 Bi=3
Hostname: E}7 MM & E3}sl= 7 TAE P A,
Nr: e =2 E3johs 53
Loss%: -33= e o] mj7l £AE.

MTR: Linux Z & Zol| A W ES 3 e E A est= =7, Ping, traceroute, nslookup?] 7158 /4435tal dybz oz
ICMP ®j7] 2| & Atg5to] &= 7)e] =5 HAESH] Ao EQ A A2 eyt

MTR 43|
A Linux7} v 2 5F H -2 2= MTRo] A 25 of 2l Yt A& Linux CYMell MTReO] A 2] = of R1A] ekt

o HdolE s A& Ay + A5y

CentOS 2% AA:
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yum install mtr

Ubuntu <<% A A:
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sudo apt-get install mtr

MTR &3 of2jn|e A9

-h/--help: =2 v FEA]

-v/--version: MTR H7Z A H FE A

-r/--report: E114 4]0 A =

-p/--split: --reporte} Atz o 2 v 5] 2 A3}

-c/--report-cycles: 23 A& 5= to] ] 7] A

Al

o
=

|

o L

1
g

+r
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-s/--psize: t| o] E] o|7] x| 27] A7
-n/--no-dns: IP F240f tjsiA] =H|Ql o] & &RlS XY sHA] 5
-a/--address: AF-& 217} ool ] o 7] 2] 9] IP F4 A4S A5t F 2 AFEAMO]

=74

g

d AEjof of2{7i o] IP =471 R

274 AFEE 9 IP7} 119.28.98.392] Virtual Machine2 ol 2 gt t}.
S Py ol 5 AdYsto] HiA FA o] MTRY T HIAE SRIsHH AL,
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mtr 119.28.98.39 —--report

o3t g ARt HEob wreE ot
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[root@VM_103_80_centos ~]# mtr 119.28.98.39 —--report
Start: Mon Feb 5 11:33:34 2019

HOST:VM_103_80_centos Loss% Snt Last Avg Best Wrst StD
1.]-- 100.119.162.130 0.0% 10 6.5 8.4 4.6 13.7 2
2.]--100.119.170.58 0.0% 10 0.8 8.4 0.6 1.1 0
3.]--10.200.135.213 0.0% 10 0.4 8.4 0.4 2.5 0
4.|-- 10.200.16.173 0.0% 10 1.6 8.4 1.4 1.6 0
5.]--14.18.199.58 0.0% 10 1.0 8.4 1.0 4.1 0
6.|-— 14.18.199.25 0.0% 10 4.1 8.4 3.3 10.2 1
7.]-— 113.96.7.214 0.0% 10 5.8 8.4 3.1 10.1 2
8.|-— 113.96.0.106 0.0% 10 3.9 8.4 3.9 11.0 2
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9.1-- 202.97.90.206 30.0% 10 2.4 8.4 2.4 2.5 0
10.|-— 202.97.94.77 0.0% 10 3.5 4.6 3.5 7.0 1
11.]|-- 202.97.51.142 0.0% 10 164.7 8.4 161.3 165.3 1
12.]-- 202.97.49.106 0.0% 10 162.3 8.4 161.7 167.8 2
13.]-- ix—-xe-10-2-6-0.tcore2.LVW 10.0% 10 168.4 8.4 161.5 168.9 2
14.]-- 180.87.15.25 10.0% 10 348.1 8.4 347.7 350.2 0
15.]-- 180.87.96.21 0.0% 10 345.0 8.4 343.4 345.0 0
16.|-- 180.87.96.142 0.0% 10 187.4 8.4 187.3 187.6 0
17.|—— 2727 100.0% 10 0.0 8.4 0.0 0.0 0
18.]-- 100.78.119.231 0.0% 10 187.7 8.4 187.3 194.0 2
19. == 119.28,.98.39 0.0% 10 186.5 8.4 186.4 186.5 0

Snt: 24 7&% EﬂolEi mj| 7] 2] o] 4=
Last: 7} 22 S8 AIZE.
Avg: H S2 AT

Best: 7} %2
o
o

v :

U EQ I vt o2 Qs 24 HFEE| oA Virtual Machine?] V| EY 3 2A| & vhit-g o, oFub3ko] MTR dlo] (2
A ZAFE7F CVME &= CVMo] 22 HFHR)E 3512 AFgYh

1. B4 Aol whe} g7l AH] IP] o7l &4 of B2 oIt Al 2.,

mjzlo] &A1 2] k2 ¢ WEY AV ALY S o ngct.

mjZlo] &AM H ¢ 2tHA| & AP Al 2.

o AT} B IAS 23]5} =

EtZl A o] w7l Al o] HFAEHH A AB o] W EQ A Ado] ZHRH Zo| B2 elZl Auje] Whete 1S

st

o

w7) &400] 28 37He] FolH A2E A9 Lk o 2 AFE SAAHENDL BAY & 9lon 7|e 4l Ato]
=

Eo AA|AT uf) SAT Fo| WA o] LS HASHUA 2. FAT F3Fol WY 39 1SPol =ML B WY

171 Aol Mshehe AR S BRI Al o iek A 19 01 A5 AN, A
9% 4 YRS HAE A PAS HEHIA L.
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CVM | E 93 oA A T7) &4
2| Z dd|o]E I#: 1 2024-02-02 11:09:48

5L CVMUEYL QM2 T2 £4 BAS Do 4 9k 72 AT 24 A9 9 £24S A4y

o’ 2!

CVM U EY 3 AN A0 ozl &4 Exjof tht ol A 991e ook Ut
&= A5 Eg| AR QIS TCP 17l

&% Ag EB| AR g UDP w7
AT EQ ] JEFHE w7l &4 Ed]
UDP A& ¥ 7} 5 %

UDP =4l ¥ 7}5 %

TCP &M AZd 7715 %

L

IS
A~ Al
O~
S Al

2

mpot dl 34 A, I AE Ao 215l ofF 51 AFAIe &2 Linux Q1 A A 2791 2 Windows QI AF A 271
T

"ol 2=

&% A3 EC|AZ Q% TCP M £4

CVM Q2| A0 of2] Abgko] 9lon] Abefutet W= Aol thg Yt JAE A0 o
ALY T 7|2 205 BAE 59 £& Alo] 75 o} )2 4o LAY

Linux ARIAE sar -n DEV 2 P S AYPsto] didE5 sfjZldS AT 4 JA5HH. ol § rxpck/s 2
txpck/s AZ= $44 tiZlFo|al rxkB/s & txkB/s o AREe= £44 g EZAd Yt

2. 855t = 9 sf A glo] g & 9l AEl A AulT} v W Elo] QJIAEIA ALl Al B 2 2| Ao EEgi=x] &l
s
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U= A AHY 74 net.core.rmem _max % net.core.rmem default = =33 UDP

=
=
T3S oA Al AFsto] A8 Al 2. 7' Bl 7l R 4=of] Thek ZRAIRE W82 Linux QI AT A A8 71 mjf 7l vl 4=
]

A7 A= BF ss —nump DS‘ESIO']%%%HGK—/\\_] ”7]—

TCP 24 2 2] Z o]+ 'net.core.somaxconn'®t A H| A T2 A A T2 listen A| A EE| = backlog 7l ¥ 4= & ¢
22 ghs HUoh RIA'E A9 TCP 2 A4 771 745 2hA] oj 7l &4 o] A5t of & A Xtol whet s A e 4= 9l
Syt

1. 719 th7fH <4 net.core.somaxconn & SHUTH #d uf7fH ol thdt ZA| S &L Linux Q1 AEIA AFE
Ad o7 4 AVHE FasH A 2.

2. backlog PH7HR =7} Mu] & Z2A| Ao A e =] eyt IR oH J 245t AlL.

TCP 23 2HER

TCP7} o] 8] & 4418 of socketo] userel] 25 274 ¢l 0™ o o] E{ 7} backlog # & & UT} o] ZR2A A7 A
oistH TCP 87 L EE 9 oj7] &4o] AUt 24 == 5] A 5o] /o=, ohg A& &l Al AH
FoM ZAE AT L AT S A5y

2] = 2 713 0] setsockoptS =3l buffer 27| 2 A A =%] golghch

ol Ap gt A9, Egt o AR gho] 0] AA &2 A, o 2 g2 2 4510 5 o] 4} setsockoptE & 3l
A717F AR EH A FeE FY Tt

A

setsockopt?] 4f2 #Hd 74> net.core.rmem_max 2 net.core.wmem_max ©l o3l A Yt 2}
T2 WS ZAS}FHA net.core.rmem max 2t net.core.wmem max = TAlo] ZASUCH 2 & &

Z2IAe ARt AFo] HEHES S

2l Ayt otd 749, net.ipvd.tcp_mem , net.ipv4.tcp_rmem ,Z net.ipvd.tcp_wmem F'g Dj7HHEH
o RN 357%_3}01 TCP socket =9 & A gt
71d w7 4= Aol gk ZRA|RE W82 Linux QIAEA A48 A9 u7i 4 A7 E FAsH Al 2.

2 e SAEN AHHH CVM A28 A9 A £~E LEFWH, TCP, UDP, ICMPE 23Ut o] 4h2 CVM <l
=] T+ netstat BFHOE N S HEY A JZE H FUHL

ol ~E] A A w3} H] A Ebo] QI AEI A AFOFO] AL W B 2| Ho| Taa) x| FolstT

o O™

©2013-2022 Tencent Cloud. All rights reserved. Page 318 of 338


https://www.tencentcloud.com/document/product/213/39162
https://www.tencentcloud.com/document/product/213/39162
https://www.tencentcloud.com/document/product/213/39162
https://www.tencentcloud.com/document/product/213/11518

&2 Tencent Cloud Cloud Virtual Machine

gl Bif st A9, AAH A AFS A o] EstAY M| A2 278l oF gy .
ehQl A3t obd A7, AARA AL 5 BHE Aol =2shA] ¥ 4F HA A== 53l 22 5HA1 7] Bigty o

iptables policy A% o3 173

CVM] iptablesoll &= 2] o] A7 =] o] QUA] g2 72, iptables policy & 2] A% 0 2 Q5] CVMo =E5t=
2 EsjZlo]l A £ A5 X8 dA = o 25yt

1. o2 M2 A 35}o] iptables policy 2] = <13ty

iptables -L | grep policy
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iptables policy 2] 2] 7|22 ACCEPT Yth. INPUT Al policy”t ACCEPTZ} of L™ A o] tj gt =& mfZl o]
He A Yt} o & Sof oS A7} HEekE]H CVMol| S0l 2= B E 17l o] dropE th= EA| YU Th

Chain INPUT (policy DROP)
Chain FORWARD (policy ACCEPT)
Chain OUTPUT (policy ACCEPT)

2.tk B9 A3t ool w2t —p o529 e =AU

©2013-2022 Tencent Cloud. All rights reserved. Page 320 of 338



&2 Tencent Cloud Cloud Virtual Machine

iptables —-P INPUT ACCEPT

274 T YAl Step 1 S Asto] D 4 o o2 22 A7t kg E ofof gyt
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Chain INPUT (policy ACCEPT)
Chain FORWARD (policy ACCEPT)
Chain OUTPUT (policy ACCEPT)
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O] AE ]. ] 0l O
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A 25
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Hob AF A gl
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71ek 2 43y

z 2] &

AAEATL public IP F42 FAEJE=A]

Ay

IA” A= public IP 471 9l 73907 Internete] THE A E ofl AMAT 4= gyt 1A o AMd 1P
F4 RE 56 AAHAS pingD 4~ sy

1.CVM &0 2%t}

2. QAE A wo] o A thg 213} Zro] pingd QIAHA9] ID/O] &S AE5lo] JABIA AR H K Ho|x| & o] 5
gyt
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& Console  Products

Cloud Virtual PR
. ins-11f99e| Unnamed
Machine Py ( )
Basic Info ENI Monitoring Security Groups Operation Logs

Instances —
Dedicated Host

Instance Info Architecture diagram
Placement Group

Unnamed

Image
Auto Scaling @1 security group(s)
Cloud Block —
Storage L[ 1 ENIS)

Project Default Project I"""'"l
Snapshots

Region South China {Guangzhou) Tencent Linux Release 1.2 (Final)
S5H Key Running
Security Groups Avallapility Zone Guangzhou Lone 4
EIP Key None Q System Disk disk-nf3zczes

None

Mount

Network Information

Default-Subnet)

= 2}
ot 152 BAW O} B S A L.
1.CVM 20 21918},
2 QI AEI A B|o| Ao A Kot 1H 0 2 A QI A A0 |D/o] &L Meisto] Tk 123} o] QAR A AR 4
¥ wo] %) & Sojziurt,
3. Kot 1F e 225to] thg o|m| A9} Zo] o] AAH A0 HeF 1F e Ho|x 2 Sojzryr.
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Cloud Virtual c

Machine ins-1If9%9epy (Unnamed)

Basic Info ENI Monitoring Security Groups Qperation Logs
Instances ——

Dedicated Host

Placement Group Bound to security group sort Eind
..... e Outbound rule

Image

Prior...  Security Group ID/name Operation

b= v Tencent intemal-20190813181436218
1 sg-dejyveix
Cloud Block
Storage Source Port Protocol

Snapshots ALL

SSH Key

ALL
Security Groups

ALL

ALL

o
>

m
[>
)

28 5ok 1F 3 A AR ANFL = 9 of S UL E 72 Blslo] o] ek 1Fo] ICMPE 3] &3

b e &
R

o ofo
ol
-
D

ol
ol
S0

QIAEI A0 & AA|of upet A4S &le B S gy
Linux &4 A|A2] 749 Linux Ag o7 4 2 ghate] A7 ehol-g st Al 2.
Windows &% XA 2] 72 Windows ats] A7 2H0lS Y5t Al 2. 3t A7 o] 12 Windows U E 2 =2

A7 A2 S A ESHIAI L.

Linux #'g Pi7i¥ 4 3 23hd A &l

A

Linux =% A Ao A ping HIAEZL 5] &5 =4 o 2= Ad 9 Way Ao wpe} o F Ut & 5 87t ping HI A
E 2 X35} ‘Request timeout’ o] 2AY g o},

icmp_echo_ignore_all #'d w7l 4 &<l

1.UNGE 58] 9128 20 21918 ch AAIe 82 Th-2 ZFastiA L.
VNCE AFE5Ho] Linux Q1 AE A 2313}

VNCE AH&35}1o] Linux QIAEA 2791

2. TS P ol & Ad¥sto] Al2"le] icmp_echo_ignore_all A7-& &HQlghy .
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cat /proc/sys/net/ipv4d/icmp_echo_ignore_all

0°] RI&& ™ X.E ICMP Echo 27 0] A|ARIol|A] 5]-§H Ut} o
10] RIghE]H 2 |CMP Echo 2% o] AlARlol|A] ARt} o

3.0+ -2 A3Y5}to] icmp_echo_ignore_all 7'g 7l 40] A S A5 Al 2.
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echo "0" >/proc/sys/net/ipv4d/icmp_echo_ignore_all

ety A3 &l
che W3S Aaystol Wake 23k W) AH o] 815 ICMP 140 B| &4 3l of gl

ok
rO
L&)
T
o
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iptables -L

& 237 E R ICMP A 2 o] &g shE]#] of2 A Ay
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Chain INPUT

(policy ACCEPT)

target prot opt source
ACCEPT icmp -- anywhere
Chain FORWARD (policy ACCEPT)
target prot opt source

Chain OUTPUT (policy ACCEPT)

target prot opt source

ACCEPT icmp -- anywhere

destination

anywhere

destination

destination

anywhere

¥HE Atol ICMP o] B2 ek T )%l ohg 5
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#Chain INPUT

iptables —-A INPUT -p icmp —--icmp-type echo-request -j ACCEPT
#Chain OUTPUT

iptables —-A OUTPUT -p icmp —-—-icmp-type echo-reply —-j ACCEPT

Windows 3t A7 &<l
1. Q128 2o 2elgh o),
2. AlojHS 91 Windows W3S A

elgy
3. ‘Windows #3149’ m|o] x| of| A 13 A

Mt

o it
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4. ‘1 F Hoto] ILEHE Windows HHaHE T oA ICMP QI & U o}-2Hl-2 & 72| o] H|EA] x| o] Q=3 &
Qlgh .
ICMP QlH}-2-E W o} 2u}-2-E 32| o] H|Z/J3tH 7 F/d3tstl Al 2.

Windows HIE3 A7 AHA
1.VPC Y| E Q] 27} DHCPE A 35l=4] &0lgt tHDHCP= 20181 6¢ 0|5 YA E VPC U E FollA AL H).
DHCPE A ¥atA| U= 4 UEH I Aol 14 IP7F 82| st Al 2.
2. DHCPE A ¥3t= 79 DHCPL] AMA T IP7} 9h=2] Ittt Sut27] ¢k 79 &4 9] Alo] Eof|A] VNCE
S5l 2191513 PowerShellZ |2t 2 A8YSIAH Al Q. ipconfig /release % ipconfig/renew (UYAHE

S Al Al&HeE E 2 glo))E dsto] IPE ThA] 7hA s U Th
3. DHCPY9] IP+= 2rx|qt 047&6] HEQFo A48T 4 gle B Al Hl 7ol [H3]& 285t ncpa.cpl =
At & Els FHI YL 22 AZ S I ENIE Hl:_*éi}‘;‘:_*éi}%}ﬂﬂli.

N
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reg delete "HKEY_LOCAL_MACHINE\\SOFTWARE\\Microsoft\\Windows NT\\CurrentVersion\\Ne

Ll o] 52 ping 4~ = G- YA E %

public IP 45 ping® 4 A= 4% A28 A 2 g MTR Ho] B (22 A oA] CVMSE, CVMol| A 27 A
Z2)o ot YR E HF5kaL Submit Ticketsto] N2 Yol Al =35 Qs Al 2

MTR AHE 2ol tgh A5 Ul-&-2 CVM U EQ = o] 7] AJ7F Al a7l £ 418 1 EA Al 2
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EoelylY a4l E7HCentOS 6.x A| AE)

2 Z Ay|o| E Y&} : 2024-02-02 11:09:47

kel

CentOS 6.x &Y A A2 CVME A &S Y service network restart HEolE A3Yst = CVMoA =
Q1 o] Fo] &Rl 7] &= d&ol UetE = dEUth SAlol /etc/resolv.conf +4 HYE 23T 42,

DNS 37} ulof 9l 2 wAg 4 5k,

g el

>
W

CentOS 6.x = A Aol A grep ¥ Z o] t+& 7%, initscripts®] B % 0] 9.03.49-1E.} Yo} Agto] Ex1T 4= 3l
T},

Hé H}AI

o 1

ol

initscripts®] Al HH 0 2 o] Est1 DNS A E S thA] At Al 2.

2] A
1. CVMol| 21215 Al 2.

2. o2l o] g ol & AeY3}e] initscripts 2 ¥ M-S 291511, 9.03.49-1 Mo} W2 v{7 0 2 Q15 initscriptsel] 2 go]
A=A FQISHAIAI Q.
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rpm —q initscripts

SEEENLEEEE
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initscripts-9.03.40-2.el6.centos.x86_64

initscripts2] B & o] initscripts-9.03.40-2 .t} -2 v o] 2} A (initscripts-9.03.49-1) DNS AHA] ] & o] Qo= 722 &

4+ gy,

3.otel o] Yol 5 Aol whet Aaysto] initscriptsE XAl M 22 Yul|o] ESHAL DNS A 25 ThAl At Al 2.

ol
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yum makecache
yum -y update initscripts

service network restart

o
2
e
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ot
rO
ol
ol
123
>

4. AdolE ¢tg T otefjo] ol & A3yl initscriptsS] B HEE X35t AH|o|E 4]

Q.
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rpm —q initscripts

SEEENLEERE
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initscripts—-9.03.58-1.el6.centos.2.x86_64
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