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PN iR

A BAS
YRS E R

PR AL P
SRR 3% b

TR ARG da AL B

Windows S5 5AH 5% )
Tk E 5K Windows S5
Windows S| @ A& 2E 5 73 o UEFE IR
Windows 451 : 2 i %5 F5 sk JERL
Windows S| @ %A 1A 5 M AR 55 6 s AR RR
Windows SZ51] © 7522 PNL% 951 B 173 B ik
Windows 53] : Mac I B R 75
Windows 5451] : CPU S{INTE 5 F 2R & S BUETHRE %
Windows 56| @ EiEEESRIE NIk S 45
Windows 521 : FE4EA TAE
Windows S| © (& A IZAR S AR S5 45 P AR LV AT LE
Windows S5 ¥ 1 h] S BUOE IR AR B 5%

Linux 5118 S AH X% (1
TERERSK Linux 55451
Linux S&f31] © Joikidst SSH /7 208 5%
Linux SE61 © CPU BUATE i ISR & S B8 R i
Linux S - S A SBOLES &
Linux SEf © VNC & 5&#55 Module is unknown
Linux S : VNC &%k Account locked due to XXX failed logins
Linux S @ VNG B sk A ERAE RS f5 T R
Linux S5 © VNC 8§ SSH %5448 Permission denied
Linux 5431 : /etc/fstab BCEH 1R FEOLIEE K
Linux 554 : sshd Bt i SRR A] @
Linux 24 : /etc/profile FEAEERIE F 1) R

A 55 2t bR S S B TR B 5%

o S S BOEIRE R

RRHRE SRR EE%

Linux SR ] VNC Bofizisi kR

KHUAIE S ARG 820

Ti%81% Network Namespace

A% Rz 10 AH 5% ]

Z45 bin 5 lib Bk
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> BAE s

LRSS A B 3 A (R (Al

B SZH-R 5 no space left on device
Linux S35 N7 R G R

LHINFERER R &

H &R %5 fork : Cannot allocate memory

VNC 545 Cannot allocate memory

LHINAFARFER I il &2 Out Of Memory
VR 288 ] 0K 3 PR

] [ i i N 22

s e R

) 3 75 [ -2

- 25 EABIE 1 5 TR [P

EH MTR 241 W2 AEIR fe 5

LIRSS AR N4 1 TR & 2l

S5 1P Hutik ping A8

WA LM (CentOS 6.x R51)
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R FENML AR5 % (Cloud Virtual Machine, CVM) SEHIlJE TE IR Y MR AR SRR, S B EOE T K iR
TR KRGS A 0],

i 3= 22 A

TEER 7ERER CVM KRR T ER A S S IR, A EEERERE A, BN S HRESH TR, #%IRaTT
SR THE A

Password and 55H key issues

High CPU/memory usage

Identity verification error occurring with
Windows instance remote desktop

Remote connection method error

2

Incorrect security group settings

Server remote access permission settings issues

Server isolated due to being in violation/arrears

Login exception caused by firewall/security
software settings

Public network bandwidth is 0

A B AL P AR G

i

IR L BRI (bR ARSUERT] %55 413101
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B, EHRE T HEN SRR BIZERE Windows SRATKHIESE Linux RETEHl, HKR, EXTARIILHIZER], AlGE
SECEIEE RTINS SR KA, AT DARIEN SERYSLBISERY, 538 DUT SO E L N R A
TeHEEF K Windows S
THEEF Linux 5L
BT RE TRLERR
BN AR At T BB TE A 224l Ginll) 55 T 5 A BhECHIbTal et S BORIRB IV EIK, 70% 7540 5]
] Dog s T BAG & FFE L,
HEIZH TR
PR SRR &, AN SEN0. RS arm i, ZedMNIA Y, DDoS MudiEits, ZakmEHIK
PR 2%,
Zed (R0) BETE

a2 LRI A R R, ARAFE R AR E N, ZATLUE % T BN —RBeE Y REGE T A & 2 H
DO
ANSRET T HE AR A R, 3 ISR P S PRI 5 | A T A I A e A

BEELH

SE ARG 2 T B T A A Eﬁlﬁ“)ﬁ BB RGE T B LR N EE R, EE8A] LUES S Sl A
GG IR, AR R SIEERT.,

RSB IRIER S I &S wuo

HtE SRR

AN S DL EACFS IR TR E AL SR R, sl E EIE SR IR G e EER B DU R EIRER, HASE
DUF g5 28,

Windows 4

Windows Sl : %A e S i AR 55 & AR
Windows 32| : Mac IZFEE Sk 7

Windows 41| @ &4 By 5 kR 1R

Windows 1 e s H LA E R IR T AL

Linux &4
Linux S © CPU 517 5 R & SBCLIEE =

JE SRR

IR L BRI (bR ARSUERT] %6 413101


http://www.tencentcloud.com/document/product/213/10339
https://www.tencentcloud.com/document/product/213/32500
https://console.tencentcloud.com/workorder/check
https://console.tencentcloud.com/vpc/helper
http://www.tencentcloud.com/document/product/213/4928
https://www.tencentcloud.com/document/product/213/32420
https://www.tencentcloud.com/document/product/213/32422
https://www.tencentcloud.com/document/product/213/32421
https://www.tencentcloud.com/document/product/213/32404
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https://console.tencentcloud.com/workorder/category
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Windows S8 S AH 5% [A] 75
T8 5% Windows S
BT EHTINA] © 2024-01-06 17:32:18

AR FEENGERERE Windows SEHIIR A A THEE R 71K,  DUNATRES BOETRERE Windows LAY 32 2
W, fESEHRE, ENIFFMRA-,

A HEJE A

TEHEE 5 Windows Sy = Z2 R A el 4
RS BRI %

h SE AR

IR 55 e e T 28K

Tz i 1 P i

RN Y

B K eliE 2 2 SECE SR A
TR SR T L S O S0 UE RA R

{EH B2 TE

BN EIZE TR, Al DIAFBHECHIBOR & T ol BN R R I E S5 IS S BOCRE R
Windows EHll, 70% iR n] DUdsd THEERL, En] DURTERCI IR R, 28 G n]HE S [0 8 SR e )L,
1.8y B2, F0TEBNZI LA,

2. RIE T BRI, ERETRECHMINSIRS S, AEFFmRm,

ANSRAER IREUE il i R T B, A @ VNC 17 2085k RSS20 PEAE,

PR AL P

i VNC T RER

YR FE T RDP 8 IR SR 6 5% Windows SEBIIN, SERTIUE B VNC By 7 U8, BEBNIEENL
AL

1. B BB A,

2. TESCHIRYRE B DU, ERETFREE RIS, T BR, W FEFR
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https://console.tencentcloud.com/workorder/check
https://console.tencentcloud.com/cvm/index

> BT e

‘ Guangzhau(12)" ‘ Shanghai(20) Beijing(1)” Chengdu(8)” Chongaing(2) Hong Kong, China(6)” Singapore(0) Ba

Mare actions

Project: All projects

ID/Instance Name  Monito...  Status T Availabili... T Model T Configuration Primary IP
i (D Running Guangzhou Zon... 528 2-core 8 GB 5 Mb... 1 S |

Systern disk: 55D Cle
Metwork: Basic ne...

3. 1E 5 K ARHERE R | Windows SEflG 1+h, %5 VNC B3%,

BiA

BFSHE, AISSICERD, LIRSS ThEEIZ AR, EARERTS I i S i,

4 EFEHIESRE ) B EANREITEMS, i Cirl-Alt-Delete i A RGUE T H, W TEFUR

Send CirlAltDel « Conneclion succeededTo paste the command, please click here

Cirl-Ali-Delete

Cirl-Alt-Backspace

Clri-All-F1 \lt+Delete to sign in.

Cirl-Alt-F2

Cirl-Alt-F3

Cirl-Alt-F4

Cirl-Alt-F5

Cirl-Ali-F6

Ciri-Alt-F7

Cirl-Alt-F2

Cirl-Alt-F9

Cirl-Alt-F10

Cirl-Al-F11

R A FBOERE R

ORI | i AR, SICE S EE F I E E RSB R AR,
SEBDRE | IETE I AP B EHEZ RIS, JFEBSRE., TEHIES I EE L,

RN R @ BRI R (sd) ARTERH] 959 $£41301


https://www.tencentcloud.com/document/product/213/16566
https://console.tencentcloud.com/cvm/index
https://www.tencentcloud.com/document/product/213/16566
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HREAMHRLE
HREBISR © @ B B2 TEISW, $RRIn O A 2R &,
REES R

1. 383 VNC ¥k B sl
2. ZIL A i b i SECLIRE S, EESRBINT 588 R DU EE A,

RS an S

HWREBISR | @ B G E T RS BIRE IUINE&, SRR 28 CPU fMEST B SBCR A IR TIZ e s E 1
A IEH

AIREIRH : JREAD, F = RERG. NAEFRFE., KR EsE R EANEER, &K CPU X
wm, SFBEFRA LIRS AR T RIERY A,

pisib 2

1. 385 VNC 5% B ss2pl,

2. 20 Windows 50| © CPU 517 R & SECLIESSE, 18 “ESEHEER HhENLE MBI,

prr W

WREBISR | IR ETRIERE, IRV O IEERIAIGR O, M B EE 33893 % T T
EALER | 2EEE ping MBI IP, 5T telnet Ay Akl 12 &5+ I,
AR . BARRERTS UL Ui ][] S 2 e R o,

TEHMNA S

R | E H A TERE, RIZSHMNLE R Y SFEEIRES,
REEUSER | e (D) 500E T H TR,

TR

RS Windows S5 78 22 i 33895 o

RN R @ BRI R (sd) ARTERH] 5510 H413101


https://www.tencentcloud.com/document/product/213/32542
https://www.tencentcloud.com/document/product/213/32405
https://www.tencentcloud.com/document/product/213/32540
https://console.tencentcloud.com/vpc/helper

A BT

Testing Details

Protocol Port Direction Policy Effects

TCP 3389 Inbound Motopened ()  Unable to log into C...
TCP 22 Inbound Open Mone

TCP 443 Inbound Mot cpened (3)  Unable to use Web ...
TCP 80 Inbound Mot opened (53 Unable to use Web ...
TCP 21 Inbound Mot cpened (3)  Unable to access FTP
TCP 20 Inbound Mot opened (§)  Unable to access FTP
ICMP 0 Inbound Open Mone

ALL ALL Outhound Open Mone

Open all ports Cancel

RIS TE HE SORE R 2AMN, 1ESE U 2N Eic iE 2 el

B KIREE R eV IBERAH
WERBIR © T RS Eab KR E B L 2 S BOE R 5+ 1o

=R %

TEALBRE © 3@ VNC B 5975 Bk Windows 5L, Fadfiiss drmER & BRI K, BAA K360, KeMF

TR
R
WEHRAEYS K oK A RSS2 b K hit,  IERREIAE 2 & A RUAT AR 1,

SEBRDRE © % PR KRS LA Z 2R, BRERIERER, WINERRETREEFR . MU THRIELUR A

Windows Server 2016 S5l 1R k1 R il
1. 385 VNC &% B s sl
2 (EHER A A m, i

, IEFEERIEAR, 7T Em AR 1,
3. Bt Windows Bh X3, i A Windows B k3% 5L,

IR L BRI (bR ARSUERT]

%11 3£413701


https://www.tencentcloud.com/document/product/213/34272

> BT e

4. A BB XA Windows B, HEA “HE WI%E” 5,
5. E RSB MLIREIRE S X Windows Bi ki, #EHIE,
6. HFHI, BXZRXICAEER, WM SREEEE R,

AR R R MBS Y I UERE IR

HRRPIAR | @ IR R MDA RS Windows SN, HIL R4 B HIRIETIR, AEBERBIRETLRC 8t 25 1
BUEFHIR, BEORBYBRA S SR IIIREE.

IR @ KT 20183 A KA T — N T, L HRnl B IE R L 2 RHR T X (CredSSP) TES 17
BRI R AR IR TS SRIV)T HORIE L CredSSP fAERIZREAT ISR, 2 SR 55 A dl s 2SR L B, A U AT
AE LA 15

SEESRR | HEtA S R R R R R, BATI S I Windows L] A S B IE R 1

LERRRTT

il B SE, iR REZESRE Windows SKB, TEIESERTF H BN IEE R, @5 £2 52 T TR

il

\
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Windows S2f : &k BRI IE AR
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[ R
MDA ERE T Windows SCRUNY, HEULL T el -

RESHIIERIR, LERBREIRELH.
RESHRIERR, BRVRBARZIHR.

] 73 A

RS %

MK T20184E3 H & Al 1 — NZ 28, M HnEd HIE IR L 2 FHE MR X (CredSSP) , DURIES
BUES AR RIETE RV, 1EE CredSSP fF{ERIZREHATRIGIN, & - SAiRSS Sl a2 22 R BT, AU A]

AE LA 15

DUF =AE 0t 25 | IR R RN

THL— BRI, IRFERLE TR, JFHRMSECE R EHE P 6.
T L RS AARIER, T TR, JFHRISECE R IR i,
TBR=  IRSSEAREH, B ImEEE TR, I HRISEE VR,

TRPYTES
PiBH .
BONE PSRRI, IR /5 R ()

B VNC BR=iR% %

1. 8% miRFGF RIS,
2 TESKBIE RO, HREIEMRIRSSEREN], RliBR, A TR
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https://console.tencentcloud.com/cvm/index

> BT e

Guangzhou(12)" Shanghai(20) Beijing(1)” Chengdu(8) ™ Chongging(2)” Haong Kong, China(g)” Singapore(0) Bangkol

More actions

Project: All projects

ID/Instance Name  Monito...  Status T Availabili... 7 Model T Configuration Primary IP

i (W Running Guangzhou Zon.. 528 2-core 8 GB 5 Mb... 1 . B
System disk: 55D Cl
Network: Basic ne...

3. TEH I HIBRHERRSR | Windows KB I, 145 VNC BR,
4 FEFHRVESRET AR, GRS EANERSRIERE®S, $di Ctrl-Alt-Delete H ARSUE RS, A1 FEFTR :

Send CirlAltDel ~ Conneclion succeededTo paste the command, please click here

Cirl-Ali-Delete

Cirl-Alt-Backspace

Clri-AlL-F1 \lt+Delete to sign in.
Cirl-Alt-F2
Cirl-Alt-F3
Cirl-Alt-F4
Cirl-Alt-F5

Cirl-Alt-F6

Clrl-Al-F7

Cirl-Alt-F2

Cirl-Alt-F9

Cirl-Alt-F10

Cirl-Al-F11

Cirl-Alt-F12

‘ il il £ i i

5. Hi AESR Y, 1% Enter, HIR[E5%F] Windows =ARSS 85

AR REREEH (#HH)

TR, A ETARBANYE P i/ AR A, ANFESRGUN N Y B HTE M A] 2 WL CVE-2018-0886 | CredSSP zLf:
PATIE A, 2772220 Windows Server 2016 i,
HAREIERG A SE DU T #EH A Windows E#T :

RN R @ BRI R (sd) ARTERH] 5514 3413101


https://portal.msrc.microsoft.com/zh-cn/security-guidance/advisory/CVE-2018-0886

> BT e

Windows Server 2012 :

> %ﬁ'ﬁﬁjﬁ > RGMEZ L > Windows FEH
Windows Server 2008 : FF#f > #EHlHR > REGME 2L > Windows Update
Windows10 :

> ’&EE%H]?Q

Windows 7 .

> %ﬁ@ﬁ > RGHI%E £ > Windows Update
1. IR ERG AR,

: iii’%o

2 TEATHIREE O, EREHNRE,

3. EEFMELT, % Windows EF, A HKEELR,
4 MREREIER, BHFREE,

5. ESERE, EELH, FEREH.

HR- . BUCEEECE

TEC LR EBEHNLEET, FIE Oracle BIERIKILE N 52Ut . AHRLL Windows Server 2016 i,
HARES AT

TR

Windows 10 RIENIRIERGEH, HRAHKREHRES, PLEBIGEMIRLI, #EPREGZS W /1% — B
it o

1 (ERERGS H,

: ?ﬁﬁkg;edit.msc, % Enter, 777 “ARHAH KGR

PiBH .

AT “WinseR” P T IHZ4 T AL,

2. TELM S, R REYIECE > BEER > RSt > FHROE, W% Oracle BIE,
3. TEATFFIY N Oracle BIE &I+, EFEEH, ISP RINLE N B2,

4. REHRE, SENIE,

AR=  BEmE

RN R @ BRI R (sd) ARTERH] 5515 3413101


https://www.tencentcloud.com/document/product/213/32421#Plan3

> BT e

1 ERIERGU I, B

, ?ﬁlggedit, % Enter, F1H R4 2R,

PiBH .

AT Win+R P TS TR,

2 TEAEM SR, HXETHEHNL > HKEY_LOCAL_MACHINE > SOFTWARE > Microsoft > Windows >
CurrentVersion > Policies > System > CredSSP > Parameters H %,

iR -

% BRI EAEE, BT,

3. G Parameters, JEFHTE > DWORD(32K0)HE, H ¥4 # a4 AllowEncryptionOracle,

4. Wit #EER AllowEncryptionOracle S ff, FHEBUEEIRINE N 2, HTHE,

5. E 5 5H,

LEPEE

CVE-2018-0886 | CredSSP i1 71 Vi s
CVE-2018-0886 [1J CredSSP Bt

RN R @ BRI R (sd) ARTERH] 5516 3413101


https://portal.msrc.microsoft.com/zh-cn/security-guidance/advisory/CVE-2018-0886
https://support.microsoft.com/zh-cn/help/4093492/credssp-updates-for-cve-2018-0886-march-13-2018

& BT e
Windows L] @ B B 3 A5 R B 3K

b N E] © 2024-01-06 17:32:18

AR L Windows Server 2012 #/ER Gt i, /148 Windows =R 55 s S 51l (K 2 & 25 50 S el 3 A A R HER /5 1:
FIFRIRTT 2

IR Ay

HERRSHENG, RETRARIC, ERKHERLAIFERRB(7617d94c).
HEBERRSS EME, B AER, BN R E D,

Al HEJE A

SHEEIRSS R E RN EEE AT RATT

LHRFG#HHY cloudbase-init AR, B, FEILBE KRBT,

TGS & B 2L T BIAN360% & T sl A =77 Bk, WA ATREKISE =77 &R 8k 7 S E w A
cloudbase-init , SHEBELHIZELIL.

SV N AL PR

RIS [ E AR AT RESR A, JRAEDU T R &7 5

K2 cloudbase-init %

1. S0 bRiE T 0558 Windows 521l (HE7) , B HAR Windows 5X4l,
2. TEHRER G S, Hfgsd

, VEERSBIT, FHAEBfTH A services.msc, F£1% Enter, FTHIRGE 1,
3. WEBREGTEIE cloudbase—init RS, W FEIFTR® .
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https://www.tencentcloud.com/document/product/213/32496

@ IR R

File Action View Help

N EEEET ER R

& s e |

coudbase-init Mame “ Description Status Startup Type
5%;&;};} Readiness Gets apps re.. Manual
start the service i%hpplication Experience Processes a.., Manual (Trig...
i%hpplication Host Helper Ser.. Provides ad...  Running  Automatic
Description: i%hpplicatiun Identity Determines ... Manual (Trig...
Cloud Initialization Service i, Application Information Facilitatest... Running  Manual (Trig...
J%Application Layer Gateway ... Provides su... Manual
i%hpplication Management Processes in... Manual
i%hppx Deployment Service (.. Provides inf.., Manual
i%Background Intelligent Tran... Transfersfil.., Running  Manual
. Background Tasks Infrastru...  Windows in.. Running  Automatic
i%Base Filtering Engine The Base Fil... Running  Automatic
. Certificate Propagation Copies user... Running  Manual
#1 cloudbase-init Cloud Initial... Autematic
.,\ﬂ CMG Key Isclation The CMG ke... Manual (Trig...
Eag} COM+ Event System Supports Sy..  Running  Automatic
iQ_a},COM+ System Application Manages th.. FRunning  Manual
. Computer Browser Maintains a... Disabled
% Credential Manager Provides se... Manual
C.,w Cryptographic Services Provides thr... Running  Automatic
C.,\g, DCOM Server Process Laun... The DCOM...  Running  Automatic
Qb Device Association Service Enables pair... Manual (Trig...
Eag} Device Install Service Enables a c.., Manual (Trig...
i%[}evice Setup Manager Enables the .., Manual (Trig...
. DHCP Client Registers an.. Running  Automatic
. Diagnostic Palicy Service The Diagno..  Running  Automatic (0.
5 Niannncic Sandce Hock Tha Nizanna Bzl

Extended A Standard /

&, T T4,
B, BEHEE cloudbase-init ARE. BARERIEES I Windows /R4 % % Cloudbase-Init,
4. WiFI I cloudbase-init WEM. W TEFTR .

R L IR IHR (EsD) ARSUERT] 5518 3413101


https://www.tencentcloud.com/document/product/213/32364

=R %

General | Log On | Recovery | Dependencies |

Service name: loudbase-nit

Dizplay name: cloudbasednit

Description: r]oud Intialization Service

Path to executable:
"C:\Program Files'Cloudbase Solutions Cloudbase-Init \bin*OpenStack Serv

Startup type: | Automatic W

Service status:  Stopped

Start | | Stop | | Pause | | Resume |

You can specify the start parameters that apply when you star the service
from here.

Start parameters: |

5. 1EEMI%, KE cloudbase-init MWEFIEALESIZE N E3N,

2, PITT—%,

%, ¥ cloudbase-init HWIEFNENLENEZE,

6. U BRI, K& cloudbase-init WEREMEGIEFRNAHBRGEHKI,

2, PITT—%,

%, Ff cloudbase-init HEFEMHILENFHRGEKS,

7. U E AT, RERSIRSHBSN, F31E31 cloudbase-init MRFIHFMEZEMEE.
2, WA IR d L 7 2R,

&, PITT—%,

8. IEERG S, AR

, iiﬁ:@ﬁ, FHAEBITHHIA regedit, 1% Enter, FTHF ‘T RGBSR B,
9. TEE MM MR S, HKXEH HKEY_LOCAL_MACHINE > SOFTWARE > Cloudbase Solutions >
Cloudbase-Init 5%,

10. #Fins-xxx FHYRFEL “LocalScriptsPlugin” {5, F#uF LocalScriptsPlugin FIEUEEMHE 2% 92,

IR L BRI (bR ARSUERT] 5519 H413101


https://www.tencentcloud.com/document/product/213/35720#CheckSecuritySoftware

=R %

Value name:

| LocalScriptsPlugin

Value data:

2

®, T2,

Base

(® Hexadecimal
) Decimal

73, ¥F LocalScriptsPlugin FYBUERIRILE N2,

1. R ERG S,

; iﬁ%@’a%ﬂﬁ, KBRS a2 AN T CD-MKahdR. 40 T EATR

R L IR IHR (EsD) ARSUERT]

5520 41371



=R %

Computer Wiew
T /My ThisPC » v Search This PC
“r Favorites 4 Folders (6)
B Desktop
i Downloads h Decktop FJ Documents
"5l Recent places h
8 This pc h Downloads b Music
r! Network h Pictures l Videos
)
4 Devices and drives (2)
am Local Disk ()
. [ | é 2(2[} Drive (D:)
36.8 GB free of 49.6 GB
8 items
&, WMERIRS ISP LENZ 2R,
4, EE&EEHETES) CD-ROM HKahd.
KESRABRPRENLZ 2R
TEEZEN LR, EFELSAM, RERGIRSG AR, MUMFE cloudbase-init WIROAMHRR
AR

e E N RS A R, EEE,
WA E A D A= #, TEBUETEE B,
cloudbase-init ZHHFKENECEDERUT :

1. 20 (EHIFRAE T 5085 Windows SEl (HE77) |, E*% H AR Windows S,

2. NN SERREEER S = ek, MEFHRE cloudbase-init M.

R L IR IHR (EsD) ARSUERT]

%21 $£413701


https://www.tencentcloud.com/document/product/213/32496

> BT e

Windows L] & {5 I ie S IR 55 2SR HIAX
fR

E T E) - 2024-01-06 17:32:18

3
: Windows fifi FHIZAE S HIZERE Windows KB, $7R “FESBHELE, PROMRASRALH P IKF T e, 7

Big2

: Windows {# FIZFE S HZERE Windows LI, $7R “BOmfReiss, BFEE B @ ITfE SRS HATE R
R, BRONEOLT, AR AR R A ZXIAR, AR T8 AH R A X TUNR, siE LA dF es
HER 75X IR, ARAFEFINIERZ TR, .

AlHEJR A

2 PRV AR S /5 U Windows S,

e ST

QRIS S I %R Windows LI, SEE] 51 BTRDL,  WIFRZR P IK A 80 2E Windows SLBIIRE /Y L I8
IR R HARSS BRIV, BARRIIERIEIES WL L E T VR i SR I RUR,

ANERAEOZAR S 4R Windows SLBIIN, SEE 52 FIIETE, WIFEZEERH P KA A Windows SIS E YA e v dE e
TR R T AR S5 B R AR AP HER, BAREIRIETES W B SR R SR,

SIS -

Bt VNC S RERLIR% 25
1. 8% ZIRSBEHA,
2 ESIRYEIRTIE, 3 EAR SRS ST, Phti B, A FEFTR

RN R @ BRI R (sd) ARTERH] #522 3413101


https://console.tencentcloud.com/cvm/index

> BT e

Instances @) Guangzhou 25 * -

| ®Q View instances pending repossession
T T T
W [_{'\5] Running Guangzhou Zone Standard 558 1-core 2GB 1Mbps T - Payasyoug
4 System disk: Premium Created at 2/
Cloud Storage 15:37:31

Network: Default-VPC

3. TEH B Windows SERIET Irh, EFHEAR (VNC) |, M EIBR, SRERE%,
4. (FR B SR O, %A EANRERBEmS, Hid Ctrl-Alt-Delete i A RGeE x5 H, 2 FEFIR :

Send CirlAltDel ~ Connection succeededTo paste the command, please click here

Cirl-Alt-Delete

Cirl-Alt-Backspace

Clrt-All-F1 \lt+Delete to sign in.

Cirl-Alt-F2

Cirl-Alt-F3

Cir-Alt-F4

Cirl-Alt-FS

Cirl-Alt-F6

Cir-Alt-F7

Cirl-Alt-F2

Cirl-Alt-F9

Cirl-Al-F10

Cirl-Al-F11

AL LIRS R ATBR

Wi :
DU T #ELL Windows Server 2016 A,
1 ERERGE R m, S

RN R @ BRI R (sd) ARTERH] #3523 3413101



A BT

, ¢ﬁﬁl§;edit.msc, % Enter, 1T 24 RIRGREE.
2. (E LM SR, T BEVIELE > Windows RE > Z2RE > ZHIKE > AP BERSES, WIS

EEAEREER, W TER

PN iR

'=[ Local Group Policy Editor
File Action View Help

e | 2HXE = HE

=/ Local Computer Policy ”
w il Computer Configuration
| Software Settings
w || Windows Settings
| Name Resolution Policy
|Z] Scripts (Startup/Shutdowr
=1 Deployed Printers
v T Security Settings
4 Account Policies
v g Local Policies
SAuditPolicy
“& User Rights Assign
4 Security Options
| Windows Firewall with
~| MNetwork List Manager
| Public Key Policies
| Software Restriction Pt
| Application Control Pc
@ IP Security Policies on
| Advanced Audit Policy
ulll Policy-based Qo5
~| Administrative Templates

- Y — I

Policy

12| Medify firmware envirenment values

1y Perform volume maintenance tasks

l2| Profile single process

1y Rermove computer from docking station
12| Take ownership of files or other chjects
L2y Back up files and directories

1y Restore files and directories

12| Shut down the systermn

Iy Leg on as a batch job

Lol Profile systerm peformance

Ly Obtain an impersonation token for another user in the same...

12y Allow log on through Remote Desktop Services

Ly Allow log on locally

(zig] AccessL\;’is computer from the network
12y Bypass traverse checking

12| Change the system time

12y Change the time zone

1y Generate security audits

Lz Replace a process level token

12y Adjust memery quotas for a process

£

Security Settin

Administrator
Administrator
Adrministrator
Administrator
Administrator
Administrator
Administrator
Adrministrator
Administrator
Administrator
Administrator
Administrator
Adrministrator
Everyone, Adrr
Everyone LOC
LOCAL SERVIC
LOCAL SERVIC
LOCAL SERVIC
LOCAL SERVIC
LOCAL SERVIC

3. AT A B IZE R HRS B RBME (b, KLV InfR SRS SR H PR R S ER RS

R, AT AR -

RN R @ BRI R (sd) ARTERH]

24 $£413701



A BT

Allow log on through Remote Desktop Services Properties ? >

Local Securty Setting  Bxplain

j' Allow log on through Remate Desktop Services
*

Administrators
Remote Desktop Users

Add User or Group... Bemove

Cancel Aoy

AR P AME R IR SR AR S SRV AIFR T, TEAT R4
AR P EL e UV RE I I R R T R 55 B SRAVAI R AR, 18 1250 T Rt
4.

IR P A, a1,

5. 4 ATREMH TR RIS, SR,

6. SHTHRARE, JF X A A HUZ NS R 25

7. EEKH, SR AR R SHE B Windows 954
BeEAEER RAIBR

WiBH :
LUTF#4ELL Windows Server 2016 A,
1. ERERGE R m, Bt

, iﬁﬁk&edit.msc, 1% Enter, FJHF “ARHIHRIEIREEER"S

RN R @ BRI R (sd) ARTERH]

=R %

%525 41371


https://console.tencentcloud.com/workorder/category?level1_id=6&level2_id=7&source=0&data_title=%E4%BA%91%E6%9C%8D%E5%8A%A1%E5%99%A8CVM&level3_id=142&radio_title=%E4%BA%91%E6%9C%8D%E5%8A%A1%E5%99%A8%E7%99%BB%E5%BD%95%E4%B8%8D%E4%B8%8A&queue=15&scene_code=12686&step=2

A BT

=R %

2 TEEMSHT , 1R HHREYIECE > Windows RE > K2IRE > AHURE > AP SRS, M rEadEd

EEREREER, T EFR

'=[ Local Group Policy Editor
File Action View Help

= 7FIXE = HE

= Deployed Printers
v i S%rit}r Settings
4 Account Policies
v i Local Policies
. [3 AuditPol
1 User Rights Assign
_‘E Security Options
[ Windows Firewall with
[ ] Metwork List Manager
[ | Public Key Policies
[ Software Restriction P
[ | Application Control Pc
g IP Security Peolicies on
] Advanced Audit Polic
wl Policy-based QoS
[ Administrative Termplates

- — - .

< >

12| Access Credential Manager as a trusted caller
Iz Act as part of the operating system

12| Add workstations to demain

l7y| Create a token object

lziz] Create permanent shared objects

12| Deny access to this computer from the network
lziz| Deny leg on as a batch job
lz| Deny log on as a service

Neny log on locally

Deny log on through Remote Desktop Services

12| Enable computer and user accounts to be trusted for delega...

Iz Lock pages in memory
12| Modify an chject label

12| Synchronize directory service data

\=/ Local Computer Policy ~ || Policy Security Settil
v & I%f:ur;p:;:r(:nsnﬁg-;uratmn || Replace a process level token LOCAL SERVI
TI 1; dare ::EFQS 12z Adjust memory quotas for a process LOCAL SERVI
v [ Windowsa€things 11| Create global objects LOCAL SERVI
il Mame Resolution Policy | te a client after authenticat LOCAL SERVI
) Scripts (Startup/Shutdowr Ly Impersonate a client a ferau entication
l2ie| Increase a process working set Users

3. TEF TR S B B R E RS B R B (b, SR IR R AR SS SR P AR R e R 2 %

FIRKF

AN PR S R S AR SS BB 3R, 1R R EE I MBIZRER, I E IS S,

ANERIZH P ANER A @ I i S AR S5 SR A FIFR b, 1 1220 T S

RN R @ BRI R (sd) ARTERH]

%526 41371


https://console.tencentcloud.com/workorder/category?level1_id=6&level2_id=7&source=0&data_title=%E4%BA%91%E6%9C%8D%E5%8A%A1%E5%99%A8CVM&level3_id=142&radio_title=%E4%BA%91%E6%9C%8D%E5%8A%A1%E5%99%A8%E7%99%BB%E5%BD%95%E4%B8%8D%E4%B8%8A&queue=15&scene_code=12686&step=2

%) - ik= -
Windows SEHB & 752 25281 B 473 3 Uk

b N E] © 2024-01-06 17:32:18

AR REERZ Windows SEBIRE, $E7RHIL “ TSN & b Jaiik” s 5 B PRIV IR 7%,

PR

/] Windows R4t HHIZRE A INER:, AR RGBT TR R, HB 7R NP 5 pr ik 132
ZT_\‘O

Remote Desktop Connection [z|

The remate computer requires Metbwork Leyel duthentication, which your computer does not suppart, For assiskance,
conkack wour system administrator or kechnical support,

| ok || Heb

Wi B A T

A :
LUTF#4ELL Windows Server 2016 A,
B VNC A RB RIS

1. 55% mRF el A,
2 ESKBIRE IO, HREI BRIk KA, RliER, TR

\ Guangzhou(12)" \ Shanghai(20) Beijing(1)” Chengdu(g)” Chongaing(2)” Hong Kong, China(6)” Singapore(0) Ba

Create Mare actions

Project: All prajects

ID/Instance Name  Monito...  Status 7 Availabili... T Model T Configuration Primary IP

i (1) Running Guangzhou Zon... 5289 2-core 8 GB 5 Mb... 1 S|
System disk: S50 Cli 1
Metwork: Basic ne...

3. fEB H B Windows SEBIE 1+, %8 VNC B35,

RN R @ BRI R (sd) ARTERH] 5527 3413101


https://console.tencentcloud.com/cvm/index

> BT e

4 TEFUIHESE O, &R FANRREESS, Hii Ctrl-Alt-Delete # ARG ST, 41T EFI

Send CirlAltDel ~ Conneclion succeededTo paste the command, please click here

Cirl-Ali-Delete

Cirl-Alt-Backspace

Clri-All-F1 \lt+Delete to sign in.

Cirl-Alt-F2

Cirl-Alt-F3

Cirl-Alt-F4

Cirl-Alt-F5

Cirl-Ali-F6

Ciri-Alt-F7

Cirl-Alt-F2

Cirl-Alt-F9

Cirl-Alt-F10

Cirl-Al-F11

BeaEiR
1. fEIRIERGU S, B

, Hi A regedit, 1% Enter, F1JTF/R%mEHE 25,
2. A MG, XETHENL > HKEY_LOCAL_MACHINE > SYSTEM > CurrentControlSet > Control >
Lsa H3%, HAEAME DH1kE] Security Packages, %1 FEIFI/R :

RN R @ BRI R (sd) ARTERH] #3528 141311



&S T A
File Edit View Favorites Help
b-Ji IDConfigDB ~ || Name Type
----- | InitialMachineConfig 3'3:|(Defaultj REG 57
o R %) auditbasedirectories REG_DWORD
b~ . Keyboard Layout %) auditbaseobjects REG_DWORD
b -4y Keyboard Layouts ab) Authentication Packages REG_MULTI_SZ
pillsal] _ % Bounds REG_BINARY
b 3R ReabgensionConfig 28] crashonauditfail REG_DWORD
- EEL”_fT:”:'“” %4 disabledomaincreds REG_DWORD
bl Me fa e EC_ES fgbﬂeveryoneincludesanonymous REG_DWORD
B~ | MediaProperties =
> L, MSDTC %) forceguest REG_DWORD
Pl MUI = fg'g:-'jfullprivilegeauditing REG_BIMARY
Pj»' NetDiagFx e Limit.EIankPasmordUse REG_D'WORD
-0 Netjoin 4 LsaPid REG_DWORD
b- )l NetTrace 24 NoLmHash REG_DWORD
D,L-‘ Metwork 3'_’:|Notification Packages REG_MULTI_5Z
b1 NetworkProvider %) ProductType REG_DWORD
B | MetworkSetup fg'gﬂrestrictanon],rmous REG_DWORD
By Mls .?_-'g']restrictanon].rmoussam REG_DWORD
B~ . Nodelnterfaces s/ SecureBoot REG DWORD
-1y Motifications ab| Security Packages REG_MULTI_SZ
B0 Msi
B~ OSbdensionlatabase
bl PCW
b PnP
B~ Ly Power b
<| m || > <| m
Computer\HEKEY_LOCAL_MACHIMENSYSTEMY CurrentControl5et\ControliLsa
3. Wit Security Packages, 11/T4miBZFRFEBIIGAL,
4. PGB FRBRMNIGHET, 0 tspkg F4F, HdilE, AT EFR
FRAXFTA - BRI E (ks ARHUEAH] %529 $£413101



=R %

Value name:
|Sec:1.|ritjr Packages
Value data:

tsphl|

5. fE M SRR, R ETHENL > HKEY _LOCAL_MACHINE > SYSTEM > CurrentControlSet > Control >
SecurityProviders H3%, JF{EA % O+ ZE] SecurityProviders, 1T B

R L IR IHR (EsD) ARSUERT] 5530 H413101



=R %

File Edit View Favorites Help

----- | ScEvents A || Name Type
bl SesiPort abf(Default) | REG_SZ
- |y SecureBoot ab]SecurityProviders REG_SZ

[ | SecurePipeServers
Fﬁ SecurityProviders
i | berviceGroupUrder
[>J.| ServiceProvider
[}_b Session Manager
b SNMP

..... |, SOMServiceList
[}‘b Srp

- |, SrpExtensionConfig
b Stilllmage

[}_b Storage

ph StorageManagement
..... | StorPort

o . Systeminformation [ ]
- . SystemResources

-}, TabletPC

p_h Terminal Server

" . TimeZonelnformation

[>j,'| usbflags
b~ | ushstor
B L) VAN [ |

D_L; Video vl <]

Computer\HKEY_LOCAL_MACHIMNENSYSTEM  CurrentControlSet\Control\SecurityProviders

6. Wil SecurityProviders, 1TIT4miEZ R BIIEAE,

7. (E R FA RIS HE N BUEBIR KSR | credssp.dll , PAEHE. 40 FEPFTR :

Walue name:

| SecurtyProviders

Walue data:
| credssp di|

8. KM R ds, BERKH, RIRIETIZREER,

R L IR IHR (EsD) ARSUERT]

5531 41371



> BT e

Windows 5245l : Mac iZfE& 5%
e R @ 2024-01-06 17:32:18

ASASTRIERY Mac 1@ Microsoft Remote Desktop ZEREZERE 5% Windows I EEI Y H WL RIS DU g iR 77 1o

PR

Mac ;@i Microsoft Remote Desktop JZFEZE %553 Windows i, 27~ The certificate couldn't be verified back
to a root certificate,

®=®

PC Name User Account Gateway

“v Saved Desktops

R
g Feeip. "

_— You are connecting to the RDP host "1 .. . "l ® . The certificate cc
be verified back to a root certificate. Your connection may not be secu

E 9 you want to continue?

Show Certificate Cancel Cont

Mac IR %% (Remote Desktop Connection) i, & RZREHEEREERIEAREEZNHEIN S5,

Wi B A P

Wb :
DUTF#/ELL Windows Server 2016 A,

RN R @ BRI R (sd) ARTERH] #4532 3413101



> BT e

i VNC 7T RBE R TR 45

1. 2% miRG RIS
2 TESKHIRVE DI, HENEIRBIRSSEH], HhER, W TFEFUR

\ Guangzhou(12)" \ Shanghai(20) Beijing(1)” Chengdu(g)” Chongaing(2)” Hong Kong, Chinal6)” Singapore(0) Ba

Mare actions ™

Project: All projects

IDfInstance Name  Monito... Status T Availabili... T Model T Configuration Primary IP

il () Running Guangzhou Zon.. 528 2-core 8GB 5 Mb... 1 s
System disk: 55D Cle
Metwork: Basic ne...

3. 7E3 B8R Windows SEFIE 17, IERHREARN (VNC) |, HEiTHIRR, ZRiisses.
4 TEHE R E O, IR EANRETE®S, #idi Ctrl-Alt-Delete HE ARG E R H, W TFEFTR

Send CirlAltDel ~ Conneclion succeededTo paste the command, please click here

Cirl-Ali-Delete

Cirl-Alt-Backspace

Clrk-AIL-F1 \lt+Delete to sign in.

Cirl-Alt-F2

Cirl-Alt-F3

Cir-Alt-F4

Cirl-Ali-F5

Cirl-Alt-F6

Clrl-Al-F7

Cirl-Alt-F2

Cirl-Alt-F9

Cirl-Al-F10

Cirl-Al-F11

OBl A S 2H SR

RN R @ BRI R (sd) ARTERH] #3533 141311


https://console.tencentcloud.com/cvm/index

> BT e

1 ERIERGU I, B

, ?ﬁﬁlg;edit.msc, % Enter, 1T Z4HI4H RIS IRIESES,

BiBA

AT Win+R PR TS 75

2 (EEM SR, Wi EYEE > BHEER > WindowsA# > ZEEHMRSE > ZEERXIEEN > &2, W
tiEfE (RDP) EHEERMHEENZL2E,

3. fEfTJFHiERE (RDP) MEEERMHAEENREEEIH, ERFEEH, HNHREBILE ) RDP,

4. TR, SERUAE.

5. BIF S, BHEIE RS,

SRR TR, 18 422 T 7R

RN R @ BRI R (sd) ARTERH] 5534 3413101


https://console.tencentcloud.com/workorder/category?level1_id=6&level2_id=7&source=0&data_title=%E4%BA%91%E6%9C%8D%E5%8A%A1%E5%99%A8CVM&level3_id=142&radio_title=%E4%BA%91%E6%9C%8D%E5%8A%A1%E5%99%A8%E7%99%BB%E5%BD%95%E4%B8%8D%E4%B8%8A&queue=15&scene_code=12686&step=2

> BT e

Windows S5l : CPU sk NTE 5 X ESECE
e %

E T ) ¢ 2024-01-06 17:32:18

4

ASAEA 1 Windows =ARZS 28K CPU SN TF 5 3R & S BUL IR S RV HEE 5 IR MR T 2,
WiBH :
DUT #EP B LL Windows server 2012 R2 fil|, IRIBIRIERGRANIAIE, THFEMERED BISE X5,

A HEJH

CPU ERNTFERTE R, &% 5 ERFSMN L LN, RFaERA LFME, M5 CPU sATF R ErlHE
HREPE, REUHEE, W SSHRSE AR DRE TR R, EATDUEER =iz, Ol CPU BRINTFERIREIESE, X4
CPU BRI FH RGBT AR, FF M IR EI A,

HEA R

1. EAL{H#E CPU Eiﬁ\]ﬁﬁ’ﬂﬁ%i&%%o

2. %t CPU BATF 5 R m YRR T 7047

RBFEIE, AJREZRAEEARD FE, EAIDIETRIIRE, SCEEHRERAITER,
RN TR, WIFRE RS HTRERS R, BEFELEZEH,
AR, 18 1220 T8 BORIA AT — D @ AL A FE,

ENLTE

S EHEE | Windows BWHINM HRFHIMEERTE, BRE XEMERASTRNEER, SifsiTHRns
Fr, CPU f#, WTFEM, /O BN, SERHYHFH Windows AR5HIE .

HE | R LR ETEBTHIRR ISR,

HRE | ARGV EAGIHER, BlANE A CPU EH BAIEIEEA N &,

AP HERG LA RENATE AP,

WAER | ARG, SRR PID, RS, CPU. MR TR ISR A TR (E B,

AR% : RGPS (EHFFARBITIRS) .

Y S

RN R @ BRI R (sd) ARTERH] #3535 1413101


https://www.tencentcloud.com/document/product/248/32799
https://console.tencentcloud.com/workorder/category

> BT e

8/ VNC 7T RBE R TR 45

PiHA :

T = RSS ds N & SBCEREIZEERE, #E#E (1 VNC J7 3085 Windows L,
1. 8% mRG RIS,

2 TEKHIRVEFEDIE, HENEIRBIRSIREH], HEBR, W TEFR

\ Guangzhou(12)" \ Shanghai(20) Beijing(1)” Chengdu(g)” Chongaing(2)” Hong Kang, China()” Singapore(0) Ba

Mare actions

Project: All projects

ID/Instance Name  Monito... Status T Availabili... T Model T Configuration Primary IP

i () Running Guangzhou Zon... 528 2-core 8GB 3 Mb... 1 -0
Systern disk: 55D Cle
Metwork: Basic ne...

3. (EHI I ARMER S | Windows SERIE 1, 1E#: VNC&R,
4. TEHPE SR LI, R EANRETEMS, #i Ctrl-Alt-Delete it ARG E SR, W FEFIR :

Send CirlAltDel ~ Connection succeededTo paste the command, please click here

Cirl-Ali-Delete

Cirl-Alt-Backspace

Clrk-AlL-F1 \lt+Delete to sign in.

Cirl-Alt-F2

Cirl-Alt-F3

Cirl-Ali-F4

Cirl-Alt-F5

Cirl-Alt-F6

Ciri-Alt-F7

Cirl-Alt-FS

Cirl-Alt-F9

Cirl-Alt-F10

Cirl-Al-F11

Cirl-Al-F12

RN R @ BRI R (sd) ARTERH] %536 141311


https://www.tencentcloud.com/document/product/213/32496
https://console.tencentcloud.com/cvm/index

A BT

EEHE SRR
1 AERMGs 8T, AR ESE, LHESERE, W TEIR

Toolbars

Search
/" Show Task View button
Show Windows Ink Workspace button

Show touch keyboard button

Show the desktop

Task Manager

~ Lock the taskbar

¥ Settings
k
2 MEFT RS EEET, A EERIE S SN W TFEFTR :
BibA :

IERTEL G CPU BUAITY,  DUTH /IR A IR A THE

RN R @ BRI R (sd) ARTERH]

PN iR

%537 41371



> BT e

1" Task Manager - O
File Options View
Processes Performance Users Detail

Name

Apps (1)
1% Task Manager 0.3% 7.5MB

Background processes (16)

[a5] Application Frame Host 0% 2.7MB
[a] BaradAgent (32 bit) 0% 3.2MB
(%] Host Process for Windows Tasks 0% 23 MB
(8] Host Process for Windows Tasks 0% 53 MB
(8] Host Process for Windows Tasks 0% 2.8 MB
(= Microsoft Distributed Transacti... 0% 1.9MB
(8] Microsoft Malware Protection C... 0% 21 MB
(2] Runtime Broker 0% 44MB
Search 0%  51.7MB
(a5 sgagent (32 bit) 0% 1.8 MB
= Spooler SubSystem App 0% 4.2 MB
Fewer details Er

WD
RIS BRI, D SHRENE, DURMOS M AR TS,

G AR CPU BNNERIRRIHEANRSHRE

SRR R IR GHE 5 7 K& CPU SiNTFHRTR, TEHFELITNEA !

1. KA AR,

BB e 5 R GuH LIRS FR, Hl4 svehOst.exe, explore.exe, iexplorer.exe %,

2. KB RN B R AT T SR FRAE AL

RGHFE—MAT Cc:\\Windows\\System32 HFXT, HFHXETEHBENELHNINH, ERILIEESERERT,

IR L BRI (bR ARSUERT] #3538 141311



> BT e

GHER T A BN, ERITHUFALE, R &E BRI HITSXHRIAE, B4l svchost.exe o
ARHIEAIEATE Cc:\\Windows\\System32 HFRT, WMERZBIRSIEETRESR THEE, EFISEMEHLE
THBTER,

IFHARNIELE C:\\Windows\\System32 HFXT, WHHEHEBERAI K ANFEHLZ LRI,
W RFHIRAT

System Idle Process : R&iZZ[HI#HEE, T CPU ZZAIIHI H 77 b,

system : A& BLHE

explorer : S HIAIS &

iexplore © FERAIN YT 2R

csrss © RERE P/ ARSS Ui n T RSt

svchost : R&tiHfE, HTFHIT DLL,

Taskmgr : L5 E M

Isass @ A2 AN RARSS

HARE CPU BRAERIFERHE N R EIHE

AERAE R P — L an AR AT AR & T ORE CPU SRR, WIRIREu AR S aidtis, B4l xmré4.exe GZW R
) F, HBUEMERERGEHITER, WARSNARSHEER,

AR BA DR, EHALZE TEHTER, BENZESNEE, =R,

AIRABA S HEHRE, WEERIEKANHE LR 2R,

G AARR CPU NIRRT AL S5 R

AR BN S HERR 5 7R & CPU sUAFERE IR, B4 IS, HTTPD, PHP, Java %%, UGHE—H 7014,

(IR Sl LTI | 20 = P iy SN

A SRR, BBUE MRS AILE ; B ATHRIRSS dRlLE, RIS LSRR G AL LZEm, EHEITIE
1t.

A S EAKR, MFEHLE DL SR HERI . B, SBELENY SRR,

HARE CPU BINERFEIHENE RS HAHE
T 1240 TR BRI T TIE— D e A AL B,

RN R @ BRI R (sd) ARTERH] 5539 41311
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& BT e
Windows Sl @ EVRIERZISTH RS 4=

b N E] © 2024-01-06 17:32:18

S HBUN

3T Windows 2% Window SEHIIIN HERAN T EI PRIV

.r Remote Desktop Connection

| Remote Desktop
»* Connection

Remote Desktop Connection

8 Remote Desktop can't connect to the remote computer for one of these reasons:

1) Remote access to the server is not enabled
2) The remote computer is turned off
3) The remote computer is not available on the network

Make sure the remote computer is turned on and connected to the network, and that remote
access is enabled.

pri S 1) << D NN B Pty G2 72l S5 i A
1. RJE X IR SS a2 Vi,

2. AR RALE K,

3. fEM s LI T REALA AT,

FPRTIRERETRAL, JERRIN LT BB i,

A HEJH

SEHILL SRR K R CRRFLUME, IERELEMEOE T 04 -
KA T IR EHBTTIRAS

RN R @ BRI R (sd) ARTERH] 5540 413101



O WRE s

LW P BT BE A0

BN E Y2 RHAR ORI S 6 (BRI 3389)
I B ARSS R E S

IZCFE SR 1T 1A i )

Windows F/j K 518 & [

A IR

RELFIRELTBTRE

1. 85k nRFF et A,
2 TERBINE P TH, EHEELFIZELTBITH, A TEFUR !

Instances
L] . P
Guangzhou(15) Shanghai(0) Beijing(0) Chengdu(0) Chongging(0) Hong Kong(0) Singapore(0) Bangkok(0) Mui
Virginia(0) Toronto(1) N Frankfurt{0) Moscow(0)
More actions ¥
ID/Instance Name Monit... Status T Availabilit... T Model T Configuration Primary IP

d (D Running Guangzhou Zone 3 5N3ne®®

2, B REIRSREGIRERW P

&, 1EE3% Windows 5E4i,

RERSFEEBRERW IP
{EmRgs At G i A R Ss AR MR B AW 1P, 41 FEFTR :

IR L BRI (bR ARSUERT] 5541 413101


https://console.tencentcloud.com/cvm/index

> BT e

Instances
Guangzhou(15) Shanghai(0) Beijing(0) Chengdu(0) Chongging(0) Hong Kong(0) Singapore(0) Bangkok(0) Mumbai(C
Virginia(0) Toronto(1) N Frankfurt(0) Moscow(0)
More actions ¥
ID/Instance Name Monit...  Status T Availabilit... T Model T Configuration Primary IP
D (D) Running Guangzhou Zone 3 SN3nes® 1-core 2 GB 1 Mbps I 193.112.71.133 (Public) §
s :

Y LA = NANMK Hb e
18 KA 2 A SE S N 5 o

T HIEHEIELR I P HIEATE,

-

oS Am

-

RERE WL MH

KA W 58 /2 45 0Mb - (J 2 1Mbps) o
2, WS JEREN LS, IR R EI5Mbps el b,

Instances

GLlangzhcu[WS). Shanghai(0) Beijing(0) Chengdu(0) Chongging(0) Hong Kong(0) Singapore(0) Bangkok(0) Mumbai(Q)

Virginia(0) Toronto(1) - Frankfurt(0) Maoscow(()

Create More actions ¥

ID/Instance Name Monit...  Status T Availabilit... T Model T Configuration Primary IP

i (M Running Guangzhou Zone 3 SN3ne&® I 1-core 2 GB 1 Mbps | it
- Cloud

Network: VpC2

%, B RELHIEEERmO (3389) EAHGH,

RELPIZESERED (3389) BEBE

1. ERIRSS A% G RSB B oL, B i 7R EE SR Ay S ID/SEBI%, 3 AZ LB DL
TEREHIZE T, WMELOHNRZ2HREHOEZREEFEN (BINZFEEmES T  3389) o Al TFEFR

IR L BRI (bR ARSUERT] #42 3413101
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LY — — (=1
@ iz=yR b s
< n e =n o =
Basic Info ENI Monitoring Security Groups Operation Logs
Bound to security group Sort  Bind Rule preview
Inbound rule Qutbound rule
Prior... Security Group ID/name Operation
Open all ports-2
1 - Unbind s 2 ‘
Open all ports-z :
Source Port Protocol Policy
2 Unbind
Open all ports 0.0.0.0/0 TCP:3389
0.0.0.0/0 ALL

2, HREIRRERS.

&, TRGEN A 2NN, TR, BRIETIRIES W I =4I,

AR ERS

1. VNC %5, #22 Windows SEBIEAR R MRS 2 SR,

Wi :
DUF #E 2L Windows Server 2016 #/ER S8 S5 A5,
2. Gt

: E%E%’\Jii%ﬁ%%éﬁj

BIEATHIIRGAE [1h, EFRFRARE.

4 TEATHINRGIBR MG (b, EREBIRE, AR AIERFTEEREILHEL.
&, TRIAT VIS,

%, BEEIF R,

5.

R o

; E??%’Jﬁ% HE R EVUE L,

6. TEAT BN S O e MR ki rh, R ARSI HER > RS
7. EAEMMRSYEH, K7 Remote Desktop Services /& 7555/,
2, HHIT ks,

%, BENRS

8.

IR L BRI (bR ARSUERT]
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,E£§%§$¢ﬁﬁﬁﬁo

. (EFHIBITE 7, i A msconfig 2T HE,
10. TEFTFIVRGEER O+, KREESAIEIERE.
=, 1# & Windows LB RFIKE,

&, HAEI R HRE,

K2 Windows LHINRAIGE
1. ] VNC ks, BEE Windows KR GILIE,

PiBH :
DUF#4ELL Windows Server 2012 #/ER Gy S5 A5,
2. st

, E%ﬁﬁ@?&ﬁqjﬁﬁﬁﬁo
3. e HBIT i A services.msc, 4% Enter, FTHAR%GE [,
4. W+TIF Remote Desktop Services Vg, KEZERMERS 24 EED,

RN R @ BRI R (sd) ARTERH]

AT EFTR -

RS %

44 $£413701
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> BT e

Remote Desktop Services Properties (Local Computer) X

General | ogOn Recovery Dependencies

Service name: TermService

Display name: Remote Desktop Services

Description: lows users to connect interactively to a remote A
mputer. Remote Desktop and Remote Desktop

Path to executable:
C:\Windows\System32\svchost.exe -k NetworkService

Start Stop Pause Resume

You can specify the start parameters that apply when you start the service
from here.

Start parameters

OK Cancel Apply

&, TRIAT U IRS,

&, ErEshEILE B, RERBIRENEESIT AREER, Bk .
5.

e L

) E?ﬁ%’ﬂﬁ%ﬁlﬂﬁi’%ﬁﬁo

IR L BRI (bR ARSUERT] %545 1413101
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6. TEHHIBATE 1 A sysdm.cpl, 1% Enter, T RGBMRE T,

7AREBIIE T, MAITR R G IR E N SRR B, ATFEATR

Computer Name Hardware Advanced System Protection Remote

Remote Assistance

Allow Remote Assistance connections to this computer

What happens when | enable Remote Assistance?

Advanced...

Remote Desktop
Choose an option, and then specify who can connect.
O Don't allow remote connections to this computer

(®) Allow remote connections to this computer

Allow connections only from computers running Remote
Desktop with Network Level Authentication (recommended)

Help me choose Select Users. .

OK Cancel Apply

System Properties X

2, EHIT VIS,
S

4, TR R L E Y RV EE R AL,

©

o

, JEPEPERIER, FIIFERIE R,
o. TEHEfIER T, R RALELL > Windows Bk, FTFF Windows Bk,
10. £ Windows Bi kK3, #6025 Windows B KBRS, #1 FEFTR

RN R @ BRI R (sd) ARTERH]

=R %

5546 413751



A BT

=R %

ﬂ Windows Defender Firewall

Control Panel Home

through Windows Defender

Firewall .
0 Private networks

G Change notification settings

Firewall on or off

<« v < System and Security * Windows Defender Firewall

& Turn Windows Defender l 0 Guest or public networks

v O  Search Control Panel

Help protect your PC with Windows Defender Firewall

Windows Defender Firewall can help prevent hackers or malicious software from gaining acc
Allow an app or feature PC through the Internet or a network.

Not conne

Conne

!;J Restore defaults Networks in public places such as airports or coffee shops

G Advanced settings ] ]
I Windows Defender Firewall state:

Troubleshoot my network

On I

Incoming connections:

Active public networks:

Notification state:

See also
Security and Maintenance

Network and Sharing Center

Block all connections to apps that are nc

list of allowed apps

Notify me when Windows Defender Fire
blocks a new app

NBRRE, AT P,

R REIRAS, W S T KR

11.

£ Windows Bfi X3

, i fOVE N P ERAEE Windows BE X, fTIF AR VFRIR R 1,

12 TERWRNAE T, &AM AMNEA)RSAEEERER. A1 TEIR

IR L BRI (bR ARSUERT]

47 35413701


https://console.tencentcloud.com/workorder/category

> BT e

& Allowed apps - C

<« v 1 W@ « Windows Defender Firewall > Allowed apps v U  Search Control Panel

Allow apps to communicate through Windows Defender Firewall

To add, change, or remove allowed apps and ports, click Change settings.

What are the risks of allowing an app to communicate? GChange settings

Allowed apps and features:

Name Private Public »
¥QzoneMusic O
Remote Assistance
I ¥ Remote Desktop I
ORemote Event Log Management o O
ORemote Event Monitor o o
ORemote Scheduled Tasks Management | m|
ORemote Service Management o O
ORemote Shutdown O |
URemote Volume Management o o
ORouting and Remote Access a O
O Secure Socket Tunneling Protocol O O w
Details... Remove

Allow another app...

oK Cancel

2, EWAT P8,

&, EEE TREREE, BOEEERE,

13.

£ Windows Bfi X3

, B XE Windows BiXHE, 17T B REE .,

14. EHESXORBEE 14, T HMSRENNHAMSERELE ) XF Windows B KIE(RHE), 1 NEFIR

IR L BRI (bR ARSUERT] 548 1413101



> BT e

& Customize Settings - ]

&~ v A @ < Windows Defender Firewall > Customize Settings v U  Search Control Panel

Customize settings for each type of network
You can modify the firewall settings for each type of network that you use.
Private network settings
9 (O Turn on Windows Defender Firewall
Block all incoming connections, including those in the list of allowed apps

Notify me when Windows Defender Firewall blocks a new app

I g (® Turn off Windows Defender Firewall (not recommended) I

Public network settings
v (O Turn on Windows Defender Firewall
Block all incoming connections, including those in the list of allowed apps

Notify me when Windows Defender Firewall blocks a new app

I w (® Turn off Windows Defender Firewall (not recommended) I

‘ OK ‘ ‘ Cancel

AT LB IS R 0@ A S i AR Windows SE6I, 1@ 1222 T it

IR L BRI (bR ARSUERT] #4549 413101
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A BT S
Windows ] : FHEATAE

T B ] @ 2024-01-06 17:32:18
g AN
Windows #1ER G NA M EALE RDP #X (41 MSTSC A 30) JafE S HiERHE S Windows ARG 2ait, HER

AT RES -
PRIVESEIETAE, ZRiH TSR] XXX . XXX . XXX . XXX WEIELEETIE, iEm A SR,

Your credentials did not work

The credentials that were used to connectte ™ © 599 did not work,
Please enter new credentials.

——

|D| Use another account

[ Remember my credentials
'@' The logeon atternpt failed

REFEE TR

Pikg :

B Windows Server 2012 #{ERGIIEINE R SS aa B, ARIEHRIERGUIVARA AR, TEAERIED BRI X,
TR TV BRIOR PR, FHER— DD B T/S G ENER Windows ZARSS dxd ik MIEUZ RO, ARSI
ST TR,

DB BN ISR

1. 8 VNC %5 Windows 524,
2. (EfER A A m,

IR L BRI (bR ARSUERT] 5550 413101
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A BT

, 77T “Windows PowerShell” 1,

3. £ Windows PowerShell Z [T+, #i A gpedit.msc, 1% Enter, {]/7AHIZHRIGIRIERS.

4 (ELEMSHIED, RXEITHENEE > Windows RiE > R2RE > AHIEE > ZEEWMH 5.
5. FEPHT AR EETH ML - kPR ENZ2EE, G TEFR

_E,J'

File Action View Help

o« rE XE =

Local Group Policy Editor

PN iR

=/ Local Computer Policy
4 sl Computer Configuration

|| Software Settings
4 || Windows Settings
i || Mame Resolution Pelicy

|| Scripts (Startup/Shutdown)
4 Th Security Settings
b [ Account Policies
4 4 Local Policies
b g Audit Policy
b [a User Rights Assignment
[ 5 Security Options |
B Windows Firewall with Adv
| Metwork List Manager Polic
| Public Key Policies
| Software Restriction Policie
- || Application Control Pelicie
i 8, IP Security Policies on Loca
B [ Advanced Audit Policy Cor
b wlli Policy-based Qo5
| Administrative Templates

I
[

B
a & User Configuration
B [ | Software Settings
B[] Windows Settings
[

~| Administrative Templates

12s) Metwork security: Allow Locd
1| Metwork security: Allow LocalSystern MULL session fallback
5] Metwork security: Allow PEKU2U authentication requests to this computer to..,
12e| Metwork security: Configure encryption types allowed for Kerberos

1| Metwork security: Do not store LAN Manager hash value on next password ...
1) Metwork security: Force logoff when logon hours expire

12| Network security: LAN Manager authentication level

15s) Metwork security: LDAP client signing requirements

12s) Metwork security: Minimum session security for NTLM 55P based (includin...

Y

Policy

1) Microsoft network client: Digitally sign communications (if server agrees)

1| Microsoft network client: Send unencrypted password to third-party SMB s...
5] Microsoft network server: Amount of idle time required before suspending ..
1| Microsoft network server: Attempt 54U25¢elf to obtain claim information
1| Microsoft network server: Digitally sign communications (always)

1) Microsoft network server: Digitally sign communications (if client agrees)
1| Microsoft network server: Disconnect clients when logon hours expire

1) Microsoft network server: Server 5PN target name validation level

1) Metwork access: Allow anonymous SID/Mame translation

1e| Metwork access: Do not allow anonymous enumeration of SAM accounts
121s) Metwork access:
121s) Metwork access:
1) Metwork access:
121s) Metwork access:
2] Metwork access:
12s) Metwork access:
121s) Metwork access:
1) Metwork access:

Let Everyone permissions apply to anonymous users
Mared Pipes that can be accessed anenymously
Rermotely accessible registry paths

Remotely accessible registry paths and sub-paths
Restrict anonymous access to Mamed Pipes and Shares

Shares that can be accessed anonymousl

Ll Metwork access: Sharing an security model for local accounts

Systemn to use computer identity for NTLM

Do not allow ancnymous enumeration of SAM accounts a..,

Do not allow storage of passwords and credentials for net...

Security Setting
Enabled
Disabled

15 minutes
Mot Defined
Disabled
Disabled
Enabled
Mot Defined
Disabled
Enabled
Dizabled
Disabled
Disabled

Systern Current!
System\ Currentt
Enabled

Mot Defined
Classic - local uj
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Enabled

Disabled

Mot Defined
Megotiate signir
Require 128-hit

6. LR - MAMAFHTHNRIE, TREEARS D, HlilEE. 4 TER !

RN R @ BRI R (sd) ARTERH]
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=R %

Local Securty Setting | Explain |

j MNetwork access: Sharing and security model for local accounts

|C1E|ssjc - local users authenticate as themselves W

ok | e || o

7. EHTERL Windows mfR55 4R, JUEIERZE &R,
&, [EFEH,
&, BT ER2 | BRI,

SE2 | BYERESE

1. fEA S RIS GRB ER 1) /2 M SRS, X EFHHEANIEE > BEERIR > R4 > FEIEH =,
2. HEPHTIT R R AW D ERFRN REA T NTLM RSB SORIUE, 41T EFUR

IR L BRI (bR ARSUERT]
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File  Action View Help
e nE = B T

Local Computer Policy ~
i Computer Configuration
B[] Software Settings
B[] Windows Settings
4[] Administrative Templates
i | Control Panel
b [ MNetwork
| Printers
] Server
] Start Menu and Taskbar
4 [ 7] Systern
[ | Access-Denied Assistance
| Audit Process Creation
I.j Credentials Delegation
| Device Installation
| Disk NV Cache
[ Disk Quotas
b [ | Distributed COM
| Driver Installation
1 Early Launch Antimalware
[ File Classification Infrastructure
[ 7] File Share Shadow Copy Provider
B Filesystern
| Folder Redirection
[ Group Policy
B[] Internet Communication Managern
b o] iSCSI
[ KDC
| Kerberos
| Locale Services w
< m >

« iy

with NTLM-only server
authentication

Edit pelicy setting

Requirements:
At least Windows Vista

Description:

This policy setting applies to
applications using the Cred 55P
component (for example: Remote
Desktop Connection).

This policy setting applies when
server authentication was
achieved via MTLM.

If you enable this policy setting,
you can specify the servers to
which the user's saved credentials
can be delegated (saved
credentials are those that you
elect to savelrernember using the
Windows credential manager].

If you do not configure (by
default) this policy setting, after
proper mutual authentication,
delegation of saved credentials is
permitted to Remote Desktop
Session Host running on any
marhine (TERMSBY /™ if the client

Allow delegating saved credentials

Setting
=] Allow delegating default credentials with I
|=] Allow delegating default credentials

A |iZ] Encryption Oracle Remediation

|i£] Allow delegating fresh credentials

=] Allow delegating fresh credentials with NT)
i=| Allow delegating saved credentials
Eﬁ'«llc&w delegating saved credentials with N
|=| Deny delegating default credentials

|iZ] Deny delegating fresh credentials

|| Deny delegating saved credentials
|i] Restrict delegation of credentials to rermots

Extended f\Standardf

11 setting(s)

B.TEFTHE O, EFERMA, JHEEIE/RTHA TERMSRV/* , FAHHRE, A1 FEFTR

IR L BRI (bR ARSUERT]
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@ A SRiiCa

A Allow delegating saved credentials with NTLM-only server authentication — L=

E Allow delegating saved credentials with NTLM-cnly server authentication

Previous Setting Mext Setting

O Not Configured Comment:

(® Enabled
() Disabled Add servers to the list:
Supported on:
Value
TERMSRW.~
Options: e

Add servers to the list: Show...

[«] Concatenate 05 defaults with input

proper mutual authentication, delegation of saved credentials is
permitted to Remote Desktop Session Host running on any
machine (TERMSEV/*) if the client machine is not a member of
any domain. If the client is domain-joined, by default the
delegation of saved credentials is not permitted to any machine.

If you disable this policy setting, delegation of saved credentials
is not permitted to any machine,

OK Cancel Apply

4. FEHAE,
5. RS R, ik

, 177 Windows PowerShell %1,
6. £ Windows PowerShell % 11, #i A gpupdate /force, % Enter, FEH KNG, 41 FEFIR

IR L BRI (bR ARSUERT] #3554 3413101



S BAE s

e Administrator: Windo

indows Powershell
opyright (C) 2014 Microsoft Corporation. All rights reserved.

PS C:\Users\Administrator> gpupdate /force

Updating po]icy...k

omputer Policy update has completed successfully.
User Policy update has completed successfully.

7. EHTESL Windows RS54, FIEIERTE I,
2, EFETHR,

7, ERITHIES | A LI R
FE3 | REAMEVITER
1 (ERR RS, Hhili

> PERIER > PP, EFEIREHE TV ERE Windows 548, A Windows a7, 401 FEFR

RN R @ BRI R (sd) ARTERH] 5555 1413101



(2) ﬂﬁiﬂﬁ ElRss 58

@ - 1 b Control Panel » User Accounts » Credential Manager v | Search Control Pi

Control Panel Home .
Manage your credentials

View and delete your saved logen infoermation for websites, connected applications a

Web Credentials ﬁm Credentials
(]|

Restore Credentials

<l

Windows Credentials Add a

Mo Windows credentials.

Certificate-Based Credentials Add a certific:

Mo certificates,

Generic Credentials Add

Mo generic credentials,

See also

User Accounts

2. &F Windows FElE T2 EGH YRR ARG % SR,

WMREA, BT T, 0 Windows EHE,

WMRA, BT | KARIRG AR,

3. BN Windows &4, 3 AU Windows 45, 40 FEIFR :

R L IR IHR (EsD) ARSUERT] 5556 1413101



@ HEI:HE ElRss 58

@ - #t « Credential Manager » Add a Windows Credential w | Search Control Pz

Type the address of the website or network location and your credentials

Make sure that the user name and password that you type can be used to access the location.

Internet or network address
(e.q. myserver, server.company.com): | |

Lser names: % | |

Pacoword: | |

. ok || Coneel

4. NSRRI SRS 4 1P sk, DU P&, RRE,

BiAA

LRSS # P HUHEE N SRS 2R W0 |P Hudlk, 155% SR (P Hidlk $REL,

Windows SLBIBIAM %8 Administrator , FHHEECIRLHINGE, AIRETIL TEXEN, HEE =
B SR BT R B,

5. EHTERE Windows =S5 e, SUEIERTE &I,

2, EFEEH,

&, ENTP R | R TIRS AR EM R,

PB4 . RABRSRERRTHE
1 ERIERG I, B

> @%@ﬁ > MZEA] Internet > MERIHZEAD > BRERHRIRE, HASFLERER T, 4 TER

IR L BRI (bR ARSUERT] 5557 3413101
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> BT e

o Advanced sharing settings

\(—:I v 1 |#@ «« Metwork and Sharing Center » Advanced sharing settings v & Search Control Pa

Change sharing options for different network profiles

% Windows creates a separate network profile for each network you use, You can choose specific options for

each profile,

Private (current profile] 6
Guest or Public 6
All Networks (-

Public folder sharing

When Public folder sharing is on, people on the network, including homegroup members, can
access files in the Public folders,

() Turn on sharing so anyone with network access can read and write files in the Public folder:

(® Turn off Public folder sharing (people logged on to this computer can still access these
folders)

Password protected sharing

When password protected sharing is on, only people who have a user account and password on thi
computer can access shared files, printers attached to this computer, and the Public folders, To giv
other people access, you rmust turn off passwoerd protected sharing.

(® Turn on password protected sharing
() Turn off password protected sharing

Save changes Cancel

2. BITAVEMS IS, HEEBARPIRE T XAERAIHE, fdRFER
3. EHTIERE Windows mili55as, JRlbIERIR &R,
EFEE R,

iz,
o, RS T R

RN R @ BRI R (sd) ARTERH] 558 1413101
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> BT e

Windows S| © (&8 12 SR A AR S5 A Al
DR ALV AT UIE
B I E] 0 2024-01-06 17:32:18

AR

/A
piPES

RS Windows KR, $ERHI “H TR EEAERNRSS & T DR ITE, TEXIEEECH
HETURIIAL BT,

PRI R

Windows fifl FHIZAE S HIEHE Windows SEBIIN, $27R “ BT 1A IR S T AR SS &= AT DUR VR AT IE, IZRE RIGERE
Wt TERIRSS R EE RECR. "o A1 FEFR ¢

Remote Desktop Connection ﬂ

- ) _ :
f | The remote session was disconnected because there are no Remote Desktop License Servers

8% svailable to provide a license.
Please contact the server administrataor,

w8 B 5 (A

SEHM SR EEFEEAT CRRTUUMED, IERIELR GO T 08 -

FROUENABCE RDP-Top BRI, &M A RBEHIT M R1E. HIZKSCHER, HMRIERERE,
RGN T IZBEEREENA I8, HizA ORI RE I,
EREEEREENA QIR R EA120K, ReEG, REN YL,

(NI S

B VNC HRBZERBIRSG %

1. B3R mRF RIS,
2 TESKBIE RO, B EMRIRS LN, RdER, A TR

RN R @ BRI R (sd) ARTERH] 5559 413101
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> BT e

‘ Guangzhau(12)" ‘ Shanghai(20) Beijing(1)” Chengdu(8)” Chongaing(2) Hong Kong, China(6)” Singapore(0) Ba

Mare actions

Project: All projects

ID/Instance Name  Monito...  Status T Availabili... 7 Model 7 Configuration Primary IP

i (D Running Guangzhou Zon... 528 2-core 8 GB 5 Mb... 1 S |
Systern disk: 55D Cle
Metwork: Basic ne...

3. T AV ER Windows KBz 1th, 1EFHEAR (VNC) |, HEVEIER, SRoRkSH.
4 EBIMERE O, WA LANRRATESS, Yl Ctrl-Alt-Delete 3 ARGUE T H, A1 FEFIR

Send CirlAltDel « Conneclion succeededTo paste the command, please click here

Cirl-Ali-Delete

Cirl-Ali-Backspace

Clrl-Alt-F1 \lt+Delete to sign in.

Cirl-Alt-F2

Cirl-Alt-F3

Cir-Alt-F4

Cirl-Alt-FS

Cirl-Alt-F6

Cirl-Ali-F7

Cirl-Alt-F2

Cirl-Al-F9

Cirl-Al-F10

Cirl-Ali-F11

HHR—  BUCRIGEE
1 EBRERG S, R

e
, 77T Windows PowerShell %1,

RN R @ BRI R (sd) ARTERH] #3560 413101



EHBAT

=R %

2. £ Windows PowerShell % 171, #iA gpeditmsc, 1% Enter, fJJTAMiZHEIRGmER,
3. TELM SR, R EHECE > EEER > Windows 4 > REHERS > TREEIEEN > E8, W

i ITERBERRSE. W TER

File | Action | View Help
= HmE T
(5] Network Access Protection A e —
] Network Projector :
] OneDrive ) Limit number of connections S.ettlng State
— . . |iz] Automatic reconnection Mot configured
g
| Online Assistance ] a : . X
= - Edit policy setting Allow users to connect remotely by using Remote Desktop 5. Mot configured
[ Password Synchronization o ) X
[ Portable Operating System Requirements: li=] Deny.logoff of an .admlnlstratf)r Io-gged in to the console ses... Mot conf!gured
[ Presentation Settings At least Windows Server 2003 Configure keep-alive connection interval Mot configured
a [7] Remote Desktop Services . number of con
] RD Licensing Description: Suspend user sign-in to complete app registration Mot configured
[ Remote Desktop C ction Cli specifies whether Remote Desktop \i=] 5et rules for remote control of Remote Desktop Services use...  Not configured
4 emote Lieskiop Lonnection Llel Services limits the number of =
4[| Remote Desktop Session Host simultaneous connections to the \i=] Select network detection on the server Mot configured
| Application Compatibili SErVer. i=| Select RDP transport protocols Mot configured
P ty LE] port pi g
v hi . . \i=| Restrict Remote Desktop Services users to a single Remote D...  Not configured
Device and Resource Redirecti thoeuncj;§:$;f I;::::eg[;:sr:t;t:d |iz| Allow remote start of unlisted programs Not configured
.lfl Licensing = Services sessions that can be |z Turn off Fair Share CPU Scheduling Mot configured
[ ] Printer Redirection active on a server. If this number is
7] Profiles exceeded, addtional users who try
[“| RD Connection Broker to connect receive an error
1 (7] Remote Session Environment message telling them that the
— . server is busy and to try again
'_\—:I Security later. Restricting the number of
[ Session Time Limits sessions improves performance
[=| Temporary folders because fewer sessions are
] RSS Feeds demanding syst.em resources, By
= Security Center default, RD Session Host servers
- allow an unlimited number of
'l:I Server for NIS ) Rernote Desktop Services sessions,
] Shutdown Opticns . || and Remote Desktop for <| m
<] m [ > Extended /(Standard/
12 setting(s)

4. (ESE PR FERB RS b, RIECPRTFTK, BN RD REREH,

IR L BRI (bR ARSUERT]

R, AT EFTR
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A BT

o

E} Lirnit numkber of connections

Limit number of connections

PN iR

Previous Setting Mext Setting

() Not Configured Comment: ~
(® Enabled
(O Disabled -’
Supported on: | at |east Windows Server 2003 ~
et
Opticns: Help:
RD Maximum Connections allowed S.pecifies whether Rem.cute Desktop Services limits the number of | -
simultanecus connections to the server,
3 .
You can use this setting to restrict the number of Remote
Type 999999 for unlimited connecticns. Desktop Services sessions that can be active on a server. If this
number is exceeded, addtional users who try to connect receive
an error message telling them that the server is busy and to try
again later. Restricting the number of sessions improves g
performance because fewer sessions are demanding system
rescurces, By default, RD Session Host servers allow an unlimited
number of Remote Desltop Services sessions, and Remote
Desktop for Administration allows two Remote Desktop Services
SESSIDNS.
To use this setting, enter the number of connections you want to
specify as the maximum for the server, To specify an unlimited
number of connections, type 999999,
If the status is set to Enabled, the maximum number of
connections is limited to the specified number consistent with
the version of Windows and the mode of Remnote Desktop .
——
ok | Cance Apply
-
5. YJ#:% Windows PowerShell %1,
6. 7£ Windows PowerShell %19, #i A gpupdate, % Enter, F#H1HH,
AR MR EEREREEN AR
L
ANFEA BB REREEN A ¢, FIHGIHP R, B (s W W SE5.BE E A B AT IE AL
1 EBRIERGS I, R
, FIT “lRSs A E AR
2. i RS AREEEL L EE, ERMERAGNIThEE. AT FEFTR
RN R @ BRI R (sd) ARTERH] #4562 1413101
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A BT

= Server Manager

Server Manager * Dashboard

=R %

% Dashboard WELCOME TO SERVER MANAGER

B Local Server

ii All Servers

W File and Storage Services

QUICK START

0 Configure this local servl

2 Add roles and features

3 Add other servers to manac
WEATERER 4 (Create a server group

5 Connect this server to clouc
LEARMN MORE
ROLES AND SERVER GROUPS
Roles: 1 | Servergroups: 1 | Servers total: 1

e File and Storage

Sarvires

-
B Local Server

3. EMiBRAARIThRErRSE b, i T—%,

4. EMERARSS A G, HOH AR RRERS, H e rtEd, IR mIERIIEE,

5. X T —4,

6. HIEAMRRE, BIEHEIERRSGES, HEMHIRTER BT,
7. BB,

FriRSs B EHTE sh RN,

IR L BRI (bR ARSUERT]

%563 41371



A BT

Windows S & i [ [R] /S BUETRIZ RS 5K

ol N E]  2024-01-06 17:32:18

ARS8 = AR S5 o K] i 1 R L 5 B TR AR B S I HE S 5 TR 5 R
WeBH :
LUF#4ELL Windows Server 2012 R4 = ARG 28 Ml

|

e T H

/

] LU SIS AR BERI DU T B I e RS %2 6 5t R R B E A %
H Bz
zed (nl) fETE

=R %

ANSRAGIN Ay 2 e E R A, AR DOES 22241 (i) 3058 15 Ay —BBGE Y RE OB A X i T iR 28

Ko ANARBGHES LR 2 BRI, AISE LU NEZRL PR AL,

HEA TS

AL RN

BRI LB A Ping A4y, NSRS, RN ARG RN FELSER) #Y RN,

~H1] D 2 A 0 [RR) 2% () F S 72 AR 55 2 i 1P

1. REAH T AN ERER GO E], B w17 TR T,
Windows %4t : HifiFFE > 3817, A emd, A DITHIEHE,
Mac OS %%t : 1 Terminal &,

2. PUTLA T anas, MNANLs R,

RN R @ BRI R (sd) ARTERH]

%564 413701
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PN iR

ping + BARSHFLEINM 1P Hukk

Bila, AT ping 139.199.XXX.XXX flid.
WIERMLEER, REEZEBUA TSR, 16 O EfE f iR sSilE,

RN R @ BRI R (sd) ARTERH]



icrosoft Windows [Version 6

-3.766081

(c» 2013 Microsoft Corporation. All rights reserved.

sUzerssAdministrator>ping 193.112.

inging 193.112 .1 with

32 bhytes of data:

193.112. bytez=32 time{ims TTL=127
193.112. bytez=32 time{ims TTL=127

193.112. bytez=32 time{ims TTL=127
193.112. bytes=32 time{ims TTL=127

statistics for 193.112.

Packets: Sent = 4, Received = 4, Lost = B (8% loss>.

pproximate round trip times
Minimum = Bms, Maximum =

AL SH, ML IERBN R, 152
3. HUTLAT a4, FH44 Enter, Mz

in milli—seconds:
Bmz, Average = Bms

U S2f5) 1P Hitik Ping Al A THER,
RN, HIEG 2 el LA Al

RN R @ BRI R (sd) ARTERH]

PN iR

%566 41311


https://www.tencentcloud.com/document/product/213/14639

> BT e

telnet + mHRSELHINW 1P Hikk + ¥HHOS

B4, AT telnet 139.199.XXX.XXX 3389 fid. M TFEFMIR :

RN R @ BRI R (sd) ARTERH] 5567 3413101



%aY.it=

sUzepssAdministrator>telnet 137199 8HE . H88 3389

onnecting To 139.1797. 383 .H¥¥...Could not open connection to the host, on port
38?: Connect failed

REZE R ARSI E

i#d VNC S RERDREH

BiEA :

VNC 75 s 5@ 53 bk /5 SNE 8 SR IR 55 A A R 5 5 7
1. &5 nlRS5aZEHI A,

2 EFFREN SRS &, AEER. ATEPIR !

Guangzhou(12) Shanghai(20) Beijing(1) Chengdu(8) Chongging(2) Hong Keng, China(t) Singapore(d) Bangkok(1) Mumbail

More actions =

Project: All projects

D/Instance Name  Monito...  Status T Availabili... T Model T Configuration Primary IF Network billing m

[ ()Running Guangzhou Zon... 528 Z-core 8GE S Mb., 1 s Bill by traffic
Systern disk: 55D Cle 1
Metwork: Basic ne..

3. TEF Y FRAERES | Windows SERIE 1Hh, 1% VNCEBR, BRI,
4 TEHESRE L, IR EANRETE®S, #idi Ctrl-Alt-Delete HE ARG E A mH, W FEFR

RN R @ BRI R (sd) ARTERH] #3568 1413101


https://console.tencentcloud.com/cvm

> BT e

Send CirlAltDel « Conneclion succeededTo paste the command, please click here

Cirl-Ali-Delete

Cirl-Alt-Backspace

Clri-All-F1 \lt+Delete to sign in.

Cirl-Alt-F2

Cirl-Alt-F3

Cirl-Alt-F4

Cirl-Alt-F5

Cirl-Ali-F6

Ciri-Alt-F7

Cirl-Alt-F2

Cirl-Alt-F9

Cirl-Alt-F10

Cirl-Al-F11

RERRSHNZERALERESTE

1. IERMRSS S, AR TSXE RN > B, FTRAE .
2 AERGE 1D, EFRERARE, THRGARME .
B IERGUBMER 1, IEFREEI, METBEEIRE RS AL RFEEERH T RN, WTER

RN R @ BRI R (sd) ARTERH] #3569 1413101



=R %

| Computer Nam&l Hardware | Advanced | Remate |

Remote Assistance

[ ] Alow Remote Assistance connections to this computer

Remote Deshkiop

Choose an option, and then specify who can connect.

(") Don't allow remote connections to this computer

(® Allow remote connections to this computer

[ ] Mlow connections only from computers running Remote
Deskiop with Network Level Authertication {recommended)

Help me choose Select Users..

2, RRCITETABERICE, W KAy 2SR,

&, WALV AN, JF R TR L], BEREERRI,
RETET R ORETE

1 AERRS B, 2k

, ﬂﬂj Windows PowerShell % [,
2. £ Windows PowerShell % 1+, BT T4, REZEEEZTENR ERNERT, ZEEERS SIS N
3389) ,

IR L BRI (bR ARSUERT] 5570 3413101



PN iR

netstat —-ant | findstr 3389

ADREZELLUTEE R, FRIEREB, 1§ 5w,

RN R @ BRI R (sd) ARTERH]

FFEFATIRRE LY, EERSEERI,

71 3£41301



PN iR

el Administrator. Windows PowerShell

indows PowerShell
opyright (C) 2014 Microsoft Corporation. All rights reserved.

PS C: ZWUsersh\Administrator> netstat -ant | findstr )
0.0.0.0:3389 0.0.0.0:0 LISTENING
] ) a7 O ESTABLLISHED
i_ .'Eb.._.._.._._.._._:"l Lt 4 v e tiwe 2wd: 50709 ESTABLISHED

[:]:0 LISTENING

[::1:3389
3389 o
9
1is

3

0.0.0.0:

[-:]: 338 * - %
=S

:\Users uﬂudm strator> _

ERRTAEAER, RRFRIN, 8 ORI R T

REEMRTERORE—H

% B SIEK A TCP PortNumber A1 RDP Tcp PortNumer Fisbi 15, Bkt 1521 —%,
1. ik, B

, MEEE

B
, HiA regedit, 1% Enter, I HRGmEIR &1,
2. fELEMIF R SR, #XEIT HKEY_LOCAL_MACHINE > SYSTEM > CurrentControlSet > Control >

Terminal Server > Wds > rdpwd > Tds > tcp H 3%,
3. $%& tep H1Y PortNumber, Fic5% PortNumber fYEdE (BigI0S, BAIAN3389) . W FEIFIR :

RN R @ BRI R (sd) ARTERH] 72 3413101



A BT

A

- . WinStations
----- . TimeZonelnformation
----- . Ubpm

; RCM

. SessionArbitrationHelper
; SysProcs

- . TerminalTypes

- . Utilities

-1 VIDEC

Wds

. rdpwd
[> . Pds
4. Tds
el tep

=

P&
4| InteractiveDelay REG_DWORD 0x000
% OutBufCount REG_DWORD 0x000
4| QutBufDelay REG_DWORD 0x000
4| OutBufLength REG_DWORD 0x000
4| PdClass REG_DWORD 0x000
ab| pdDLL REG_SZ tdtcp
34 PdFlag REG_DWORD 0x000
ab| pdName REG_SZ tep
M REG_DWORD 0x000
ab| RequiredPds REG_MULTI_SZ tssecs
ab| ServiceMame REG_SZ tcpip

4 1ELEMPTEMER S, #XEF HKEY_LOCAL_MACHINE > SYSTEM > CurrentControlSet > Control >
Terminal Server > WinStations > RDP-Tcp H %,

5. k%] RDP-Tcp {1y PortNumber, Fffiik RDP-Tcp H PortNumber & (Uil1%5) 2845 tep HHY
PortNumber 48 (iil1%5) —% 20T B

[
b
>l
b
A

- |, KeyboardType Mapping

RCM

. SessionArbitrationHelper

| SysProcs

: - | TerminalTypes
> | Utilities
VIDEOQ

; Wds

4. . WinStations

B |, Console

gy RDP-Tep

----- . TimeZonelnformation
..... kW prm

HAE, HHIT D6,
-, B ERITEERIRS,

6.

Mt RDP-Tcp HHY PortNumber,

7 AEHHRTERES, NEEBIRIELONO - 655352 [AIAM: 5 AU, f# TCP PortNumber 1 RDP Tcp

PortNumer 515455 —8, HAHEHE.
8. BTG, TE s antzdilt BRZEH, IFEFHITIHEIERELE, BFRGIEERI,

IR L BRI (bR ARSUERT]

| PdClass REG_DWORD 0x000
74| PdClass1 REG_DWORD 0x000
ab| pdDLL REG_SZ tdtcp
ab| pdDLL1 REG SZ tssecs
| PdFlag REG_DWORD 0%000
74| PdFlag1 REG_DWORD 0x000
ab|pdName REG_SZ tcp
ab| pdName1 REG_SZ tssecs
U REG_DWORD 0x000
4| SecurityLayer REG_DWORD 0x000
74| SelectNetworkDetect REG_DWORD 0x000
74| SelectTransport REG_DWORD 0x000
ot~ 1 B N e Tala Ao

%573 41371
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=R %

EHBAT

BEREEERMRS
1 ERMRS#T, i

; iﬁ%ﬁ

O

, iﬁ*ﬁfxgrvices.msc, 1% Enter, 177 BR% & .,
2. fEMR% % 17, $X%] Remote Desktop Services, J15## 1; Remote Desktop Services, EXEFES), =
TR ARG, AT EIFR -

Eile  Action
da =|

Q;ﬂ Services (Local)

View Help

Bo HE »onmp

FY

Remote Desktop Services Name Description Status
"‘H..ﬁ Remote Access Auto Conne... Creates a co...

Stop the service 5;} Remote Access Connection.. Manages di...

Restart the service Q.ﬂ Remote Desktop Cenfigurat... Remote Des...  Running

Allows user...

#3Remote Desktop Services

To prevent remote use of this

. Resultant Set of Policy Provi..

Description: 55 Remote Desktop Services U...  Allows ther.. Runnin
Allows users to connect interactively  : Remote Procedure Call (RPC) The RPCSS.. Runnin
to a remote computer, Remote i .

Desktop and Remote Desktop Session {.:5 Remaote Prm.:edure Call (RP... InWindows...

Host Server depend on this service, “: Remote Registry Enables rem...

Provides a n...

c;mﬂputer, clei‘r t:ehch;_-ckboxes on J, Routing and Remote Access  Offers routi...
the Remote tab of the System 2 RPC Endpoint Mapper Resolves RP... Runnin
properties control panel item. e
. Secondary Logon Enables star...
" Secure Socket Tunneling Pr...  Provides su...
f%ﬂecurityﬁ.ccounts Manager Thestartup.. FRunnin
fsm Server Supports fil...  Runnin
.. Shell Hardware Detection Provides no.. Running
 Smart Card Manages ac...
i, Smart Card Device Enumera... Creates soft.. Running
. Smart Card Removal Policy  Allows the s...
5 SNMP Trap Receives tra...
%, Software Protection Enables the ...
<] m
Extended { Standard /
Stop and Start service Rernote Desktop Services on Local Computer
IR L BRI (bR ARSUERT] 5574 3413101



> BT e
HAh#RE

AT DL SRR R RE TR AR SR M, 1 17250 T8 T RIY

RN R @ BRI R (sd) ARTERH] 5575 3413101


https://console.tencentcloud.com/workorder/category?level1_id=6&level2_id=7&source=0&data_title=%E4%BA%91%E6%9C%8D%E5%8A%A1%E5%99%A8CVM&level3_id=142&radio_title=%E4%BA%91%E6%9C%8D%E5%8A%A1%E5%99%A8%E7%99%BB%E5%BD%95%E4%B8%8D%E4%B8%8A&queue=15&scene_code=12686&step=2

EH BRE A

Linux SEHIEfSAE 56 [h) i
ToiEE % Linux S5
BT TN A] © 2024-01-06 17:32:18

AR EBSHEIFIESR Linux SCHIRXT RIBUEA TP AT, DUNATHE SECEIRIER Linux SR TEERK, f5F&
PR, ERLFF AR A,

[ o

R BEBSHT TR

BNt E iz TR, rDIFECHIWTR SR T, B N Z 2 EF W W5 . 70%His A
D@ TEEN, ] DARTEAIEIRY R A, E 0L AT RE S [E TR ST A,

1.8y Bz, FTEBNZI LA,

2. RE T BRI, ERETRELCHMNTRSGS, AhIFmR,

EH B 3MEBIF R R

IERIER B LB PRkl ks, HATMEHEE REM, ERSEAT

1. 85% mRFF e, ERAIFIRF REGKH] 1D,

2 (ESKBITEIE TP, IEFEHATMRIR, HREHTHES.

S IEHMIPATaRE Irh, MAMEHREREa s, REHTHRNTHRITHSIFER M AR,
flan, wAF@S df -t FFREHATES, BIRTESREAINMIEN TEBEHER,

WFT TREIMBITNEZER, EEH AT,

HiHH :

ANERAE Y MRUE et s PR T B, B @ VNC 197 U85t miRSS 8RB P PR,

Al HEJR A

TREFE Linux S0 32 25 A ol 4
SSH M SHE R E =

I SR
BRI R

PSS i

BARHANA Y

RN R @ BRI R (sd) ARTERH] 5576 3413101
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A BT

i PR A P

it VNC B

YRTEFmEE X (orcaterm)  BE TR SRARAE SR Linux SLAIIN,
3K, HIIEEN R AL,

1. 8% mRG ARG

2 TESCHIRVEFEDIH, ERAFRESRIILH], HEBR, W TEFR

Instances

Shanghai(19)* Beijing(1) * Chengdu(g) Changaqing(2) " Hong Kang, China(6)* Singapore(0) Bangkok({1) "
Frankfurt(0) Moscow(5)
Project: All projects

1D/Instance Name Monitoring ~ Status 7 Availability ... T Model T Configuration Primary IP
i (1) Running Guangzhou Zone 4 soam 2-core 8 GB 5 Mbps

rrrrrrrrrrrr System disk: S50 Cloud §

Network: Basic network
i (D) Running Guangzhou Zone 3 SN3ne 4-core 8 GB 100 Mbps
M System disk: Premium Cle

Netwark: Default-VPC

3. TEHH ARHERE R | Linux SEBIE C1Hh, 1%4% VNC B3R,

BiAA

B, AERSICEN, rIDUEER O EEIZ LGN EN, BAARRERISE EiE LA,
4. A P AAERD SR, SERCESR,

SSH NS LEEF

BOREBIAR © (/7] SSH %5 Linux 520 I, 48R HaES e a2,
SEIES T - S Ekm T SSH RS S Linux S8 A THER,
FRENESBEEEETR

BRRPIAR | AR, SICEMEE B EE RN S B R A,
FRIRITEE | ISTE B A Pl & EHE SRR, JFEE LA,
BB | EE LB TIRIESE HE LI,

LRl R Sur

HREBIR @ B2 TR, SRR SR 3R &,
pisib .

1. 385 VNC 5t B s2pl,

2. S UL AT E S S SRR ok, EE IR B FE ORI B R,

IR L BRI (bR ARSUERT]

=R %

] AE BB VNG 285y 75 708

Mumbai(1) © Seoul(2) To

(

Network billing mode

ic) I1 Bill by traffic

Bill by traffic

77 541301


https://console.tencentcloud.com/cvm/index
https://www.tencentcloud.com/document/product/213/16566
https://www.tencentcloud.com/document/product/213/32501
https://www.tencentcloud.com/document/product/213/32486
https://console.tencentcloud.com/cvm/index
https://www.tencentcloud.com/document/product/213/16566
https://www.tencentcloud.com/document/product/213/32542

A BT

RS anm

HEEBISR | E AR E T ESE BN TUINER, SRR CPU BT & S BCRG Lkt
A IEH

AIREIRE AL, = RERE. MARRRE. RasEaSER Mt EA 0 B E T,
&, FEBOFRA LIRSS A Vi A=Y R,

pisib 2

1. 383 VNC 25 B SRal,

2. Z U Linux 5291 - CPU 5N 5 I @ FECLIEE %, 1E “YESEHER" HE M & AR HEE,

RN
ISR Y H B E T RE, RIZRAMNILER Y FBOEEE .
KOG - ST 2 Ul (i) K T8 TR,

Quick Check

ScreenShot

A0SR E 2 e TR E M, Al T B A i — BB e o 1.

RN R @ BRI R (sd) ARTERH]

=R %

EFE R T

RIERL CPU i

5578 41371
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https://console.tencentcloud.com/vpc/helper

A= RS AR
A BT
Testing Details X
Protocol Port Direction Policy Effects
TCP 3389 Inbound Upe Meone
TCP 22 Inbound Ope Mene
TCPp 443 Inbound Ope MNone
TCP 80 Inbound Cpen Mone
TCR 21 Inbound Mot opened G} Unable to access FTE
TCE 20 Inbound Mot opened G} Unable to access FTE
ICMP 0 Inbound Ope Mene
ALl ALl QOutbound Cpe Mone
Open all ports Cancel
ANRIETRE A 8 SO B2 RAMN], 152 UL A2 2000 B TR E 2 2 A,
7:’\ Vo 4
HAhfR o7 %=
X FIARHEE S, HRAREIESRE Linux SE6I, IEERFEBNZIEE R, @it 1E 22 T TR,
R E © BBIRITE ksl BIREEAF] 5579 413701


https://www.tencentcloud.com/document/product/213/34272
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> Wiz
Linux S @ EikEst SSH 77 =08 sRk

b N TE]  2024-01-06 17:32:18

PiHA :
ASORIFETALX T, NS5, GBI KM X,
SCHRVS RO R SRR, TESSOIEIEIT, AR, RlEsd O PR T N T R & 1

PRG A

11 SSH 5 Linux 5K I, FREIRERR B ERRIW, FBOEIRIEH B Linux 61,

[ R N, S A P

L SSH &5 Linux SLflZeil, FRREHREERR, BN RIREER, FICE LT HE WIREER, PusEnt
(A 25 45 B TR,
SSH &34 User root not allowed because not listed in AllowUsers

BI/LE 3737
i SSH 5% Linux SR, TIEIEE SR, K imakiRES T secure HEFHIIZELAITER ¢

Permission denied, please try again.

User test from 192.X.X.1 not allowed because not listed in AllowUsers.

User test from 192.X.X.1 not allowed because listed in DenyUsers.

User root from 192.X.X.1 not allowed because a group is listed in DenyGroups.

User test from 192.X.X.1 not allowed because none of user's groups are listed in AllowGroups.

e R D R

ZINEGEE ZHT SSH RS EH T H P B ERISE, NEFH T TR, SEBHANT
AllowUsers : RIFERIAFA 48, HEXSBIRENRHP AT,

DenyUsers : {E485 R P B4, XSGR P EHHELE 5%,

AllowGroups : RFERAF A%, HEZRSEPRERNH P AR LIER,

DenyGroups : {485 H P AHRAE, XS BERENH P A48 5%,

EH :

fE4n SRME AL SE 2 m T IRV sk g

fR O E B
1. 20 DR, A SSH ECE X ff sshd_config HAMLE,

RN R @ BRI R (sd) ARTERH] 5580 41311


https://www.tencentcloud.com/document/product/213/32501

> BT e

2. MR g sk il 284, I EE SSH ARSSEIAT,

RESBR

1. i VNC %% Linux 56,
2. WATL T a4y, fHA VIM migdsit A sshd_config HELE R,

vim /etc/ssh/sshd_config

3. 1% i MEAGWAAS, TREGFMERATECE, sUESATITESRIN + MEATER.

RN R @ BRI R (sd) ARTERH] #581 3413101


https://www.tencentcloud.com/document/product/213/32494

> BT e

AllowUsers root test
DenyUsers test
DenyGroups test

AllowGroups root

4. % Esc iR N, A :wq REEEL,
5. X R SEPREHRVIRIERSE, PUTLL T s, BB SSH kS,
CentOS

RN R @ BRI R (sd) ARTERH] #3582 141311



PN iR

systemctl restart sshd.service

Ubuntu

RN R @ BRI R (sd) ARTERH]



> BT e

service sshd restart

H)5 SSH RS5 ), HVAIfEH SSH &3¢, TEEIEZ UL [ H SSH 3¢ Linux 4,
SSH & FiR4E Disconnected:No supported authentication methods available

DGt
] SSH BE3RIN, HIBIAN TR ER

RN R @ BRI R (sd) ARTERH] #3584 1413101


https://www.tencentcloud.com/document/product/213/32501

> BT e

Permission denied (publickey,gssapi-keyex,gssapi-with-mic).
sshd[10826]: Connection closed by XXX.XXX.XXX.XXX.

Disconnected:No supported authentication methods available.

GRS

SSH IRFIEWNT PasswordAuthentication S, A TEMEIEER T,

R BB
1. S0 PR, A SSHECE Xf sshd_config o

RN R @ BRI R (sd) ARTERH] 585 141311



> BT e

2.8 PasswordAuthentication Z#, HEE SSH iRSSENHA],

S BR

1. i VNC %% Linux S£41,
2. BATLA T a4y, fEH VIM 955885 A sshd_config PECLE XM,

vim /etc/ssh/sshd_config

3. # i A, I PasswordAuthentication no BN PasswordAuthentication yes o
4. 1% Esc IBHZmERN, FFHIA :wq PRIFELL

RN R @ BRI R (sd) ARTERH] %586 141311


https://www.tencentcloud.com/document/product/213/32494

> BT e

5. X R SERRE R ER ST, PUITL T i, BB SSH RS,
CentOS

systemctl restart sshd.service

Ubuntu

RN R @ BRI R (sd) ARTERH] 5587 341311



> BT e

service sshd restart

HE SSH RS )5, BInl{#H SSH &3t EEES UL (1] SSH 5 Linux 5L,
SSH B 34R4E ssh_exchange_identification: read: Connection reset by peer

DigR AR

i F SSH & tht, HPIREE(EE “ssh_exchange identification: read: Connection reset by peer”, s{HIIILL FiREE(E
a .

JEN e

“ssh_exchange_identification: Connection closed by remote host”

RN R @ BRI R (sd) ARTERH] %588 141311


https://www.tencentcloud.com/document/product/213/32501

> BT e

“kex_exchange_identification: read: Connection reset by peer”

“kex_exchange_identification: Connection closed by remote host”

IR A
SEOZENEN IR KR, & ILREEELUT U
AHIG I BRI 1 %

FLe NRBGEERPE S 7B KRN, B4 Fail2ban K denyhost 5%,

sshd P HH R R RS PR il

IR Z8 177 ]

FRREBE

SO AEFPD IR, TTTRIERNE, BKESRIN,  sshd FCiE N INE8EREGE L T E (7 M AR Al

BB

RER AR AR E

Linux FAJLUESY /etc/hosts.allow Hl /etc/hosts.deny XHFIZERIHREE, FASKHEDHINR LT
FHIEAISRES, BIa0, AILATE hosts.allow XHHIZEFEEFENIMMN, £ hosts.deny XFHEHFTEHAM
EHMl, ML hosts.deny A, BHIERESHECELIT :

RN R @ BRI R (sd) ARTERH] #3589 141311



> BT e

in.sshd:ALL # FHIE 2 sshidHs
in.sshd:218.64.87.0/255.255.255.128 4+ PHIE218.64.87.0—1270ssh
ALL:ALL # BHIEPRA TCPIZESRE

i VNC 5% Linux 55 5, 1ERZE  /etc/hosts.deny XM /etc/hosts.allow X, HiRERELS
SUREELUT A 55K

BLEA R, BIEHREW, HoEINAER,

ARECEBHECE LR, BT T —%,

PiBH .

RN R @ BRI R (sd) ARTERH] 5590 H41311


https://www.tencentcloud.com/document/product/213/32494

> BT e

HEORBCE VT RIS, WIBASCIFE 22, HICVFATH R

K iptables B KRR

KRR iptables B KEERINR S HAE, CLHLEEFHFLE AZPAEESE, BIAN Fail2ban & denyhost %, #U4TLA T i
T, BABEXEEGHIET SSH ER,

sudo iptables -L —--line-number

A7 SSH EEREARH L, T AR IF 4 BASE A OK SR B ATIR B,
i SSHIERARMIH L, THHEIT T —D

RN R @ BRI R (sd) ARTERH] 5591 H413101



> BT e

KREKIA% sshd BCE
1. PUTLA T a4, fEH VIM ZefE8sit A sshd_config BCE X,

vim /etc/ssh/sshd_config

2. Kt MaxStartups HEGFHAE, sshd_config BC & S AR MaxStartups B SOV RE
B, ANSEIN R TR e, W FRE Y X (E

i AEE, WESZ LT BREN

211 i A, BUGERUETZ Esc i BRINGRER, HEA wq RFEL

BiBA :

RN R @ BRI R (sd) ARTERH] 5592 141311



> BT e

MaxStartups 10:30:100 9 EKINBLE, F5& SSH T RIAEARE B 3 3 IEHY I A E R I KRR, 10:30:100R "M EH
10MERTITEG, DLB0%MIMERIE 4 irhyiEss, ERNEHEECLE00,
212 T T ans, EE sshd k55

service sshd restart
G AR, IEHIT T %,

WAL I
1RRER G T AW IP T8,

RN R @ BRI R (sd) ARTERH] 5593 141311
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> BT e

B, ETHRA AW IP JEEIGHIT IR,

o, HET T 5,

2. {4 F H A 28 PN 2 A5 R R

2, HEELAIGEHEH VNC B354,

7, TEARYE I S SR A R PR 28 P ) R,

BB SSH B sginld, NIATRERH T RAN LI BHAMBE R R S, Fild 1250 5 Rk
AT T3 —25 A PR [A)

SSH EFiR4E Permission denied, please try again

PLgAtR

root A SSH & 5% Linux SN, IS E “Permission denied, please try again”,

IR R
RGUSM T SELinux fiR55, BUZH SSH RSB T PermitRootLogin ALEFTEL,

FRE RS

S T K E SELinux BRZS M SSHBCE XF sshd_config HHY PermitRootLogin ¥, R%3KLA]
A5 R A R ] R

i ]
2N % SELinux iR%

1. i VNC % 5% Linux SZ41,
2. PUTLL T 4y, BB YHT SELinux ARSI,

RN R @ BRI R (sd) ARTERH] 5594 1413101


https://www.tencentcloud.com/document/product/213/5224
https://console.tencentcloud.com/workorder
https://www.tencentcloud.com/document/product/213/32494

/usr/sbin/sestatus —-v

FIREIBEN enabled HWMETFHEIRS,

RN R @ BRI R (sd) ARTERH]

disabled BMET RHPRE. WITAUR, MYIFEIRE :

PN iR



%) ivn s

SELinux status: enabled

3. A EEIBRIGEN, IR KA % 4] SELinux ARSS .
150 5% F] SELinux RS
PUTLUN a4y, ImE 1A SELinux, BCCERAERL, EFEEE RG],

RN R @ BRI R (sd) ARTERH] 5596 1413101



> BT e

setenforce 0

7KK 4] SELinux IR55
PATLL a4y, XM SELinux AR5

RN R @ BRI R (sd) ARTERH] 5597 341311



sed -1 's/SELINUX=enforcing/SELINUX=disabled/' /etc/selinux/config

TR

Za A 0GEH T SELinux AiR%5 M enforcing IRZSHT,
AT B IETHREERAS LG, FESERL
KEX A% sshd BLE

1./ VNC %#3% Linux &4,

2. BATLA T a4y, fEH VIM 9m%E2siE A sshd_config FECLE XM,

RN R @ BRI R (sd) ARTERH]

PN iR


https://www.tencentcloud.com/document/product/213/32494

> BT e

vim /etc/ssh/sshd_config

3. 1% i i AGmEEN, F PermitRootLogin no BN PermitRootLogin yes o
ViR :

4 sshd_config HURELEIZZE, WIBEIATCYF root &%,

ZBEAGENE root FHFEF SSH B5%, 52 root P @ HoAth /5 w08 L4,

4. 1% Esc iR, A wq (RIFIEL,

5. ATLL T A, /S SSH AR5,

RN R @ BRI R (sd) ARTERH] 5599 41311



> BT e

service sshd restart

HE SSH RS )5, BNnlf#H SSH &%, EMEIES UL (HH SSH 5% Linux S,
SSH B :HR4E Too many authentication failures for root

DIgRFD

i SSH XY, B SR 2 i A B0 f5 R IR 55 S “Too many authentication failures for root”, F H %+

IR R

RN R @ BRI R (sd) ARTERH] %5100 3£41371


https://www.tencentcloud.com/document/product/213/32501

%y i sune

EZIES AR ER G, B T SSH IRSS# i H B R 2L

RGBS

1. 20 EUDEE, ¥EA SSH BCE XM sshd_config o
2. e EIHEL SSH IR HMIEEIRMEHY MaxAuthTries SHICE, HEJE SSH ARFSHIAL,

REFRA TR
1. {#F VNC 3% Linux SZHil,
2. BT T a4y, fEH VIM ZiEdsiE A sshd_config ALE XA

RN R @ BRI R (sd) ARTERH] 55101 3£41371


https://www.tencentcloud.com/document/product/213/32494

> BT e

vim /etc/ssh/sshd_config

3. BE G EUSHRLUI TECE,

MaxAuthTries 5

iHA :

ZSEEOAREM, MTRE P ERER SSH BRI, RENSESH A TR A REL, T B HY BN 2 Wt
SSH i&E#:, FH R RRER, EHEXIKSARWBUE, hrTEF#H SSH Ex.
THEEELIREAE R S TR ENIE, MFER, BWEFEN sshd_config BLENXF,

RN R @ BRI R (sd) ARTERH] 55102 3£41371



) i s

4 1 VAR, BUOUTECE, sUEITESM + TR,

MaxAuthTries <JOUFHIASEIRZRDHIRE>

5. 1% Esc IBHIg, A wq (RIFIEL
6. ATLA T a4, EHJS SSH RS,

RN R @ BRI R (sd) ARTERH] %5103 3£41371



> BT s

service sshd restart

HJE SSH AR5 /5, BN fff SSH &%, RIEES UL (7] SSH 5% Linux 524,
SSH E3Iif#R4E error while loading shared libraries

DGt
Linux SLHI/E3h SSH iR55, 7 secure HAEXfEr, SEHGKEIZELAN T HRER

“error while loading shared libraries . libcrypto.so.10: cannot open shared object file: No such file or directory”

RN R @ BRI R (sd) ARTERH] 55104 3£41371


https://www.tencentcloud.com/document/product/213/32501

> BT s

“PAM unable to dlopen(/usr/lib64/security/pam_tally.so): /usr/lib64/security/pam_tally.so: cannot open shared object

file: No such file or directory”

R A
SSH ARF53aA TR X BRI S R I BN FRAC IE <5 7 5 TR

FROLE RS
S UL I ED B R RGUE S TIE A

bS]

BibA

A LUEHE liberypto.so.10 JESC A8 A,  FAhZE S S H VBT IRIEM, R4S & KPRE U THRAE,
REEXHER

1. f#H VNC %% Linux 5£41,
2. PUTLL T4y, #E liberypto.so.10 FE XS R

RN R @ BRI R (sd) ARTERH] %5105 3£41371


https://www.tencentcloud.com/document/product/213/32494

> BT e

11 /usr/lib64/libcrypto.so.10

REIZELHITER, /R /usr/lib64/libcrypto.so.10 J& libcrypto.so.l1.0.2k JESXHRVREER,

RN R @ BRI R (sd) ARTERH] 55106 3£41371



> BT e

lrwxrwxrwx 1 root root 19 Jan 19 2021 /usr/lib64/libcrypto.so.10 -> libcrypto.so.l

3. HUTUL T, &F libcrypto.so.1.0.2k JEXHEER,

RN R @ BRI R (sd) ARTERH] 55107 3£41371



PN iR

11 /usr/lib64/libcrypto.so.1.0.2k

REZELATTER

RN R @ BRI R (sd) ARTERH]



> BT e

-rwxr-xr—-x 1 root root 2520768 Dec 17 2020 /usr/lib64/libcrypto.so.1.0.2k

4 0T IR SRR, AR, JBAEER, JREdLUT 77 O 7 ib s
AN B S

SRRSO A%

M5 PR [ R 2

BRI B

1. AT T a4, &K liberypto.so.1.0.2k X,

RN R @ BRI R (sd) ARTERH] 55109 3£41371



PN iR

find / —-name libcrypto.so.1.0.2k

2 ARFEREIZER, PATLUT a4, FHEXAHE IR H%,

RN R @ BRI R (sd) ARTERH]



> BT e

cp <FBIIKEE LN EREE> /usr/1ib64/liberypto.so.1.0.2k

B MIKPATU Ty, BUCUFBIR. e & M Edl.

RN R @ BRI R (sd) ARTERH] 55111 3441371



PN iR

chmod 755 /usr/lib64/libcrypto.so.1.0.2k

RN R @ BRI R (sd) ARTERH]



) i s

chown root:root /usr/lib64/libcrypto.so.1.0.2k

4. PATLUT a4y, BITEHEREERL

RN R @ BRI R (sd) ARTERH] 55113 3£41371



PN iR

In -s /usr/1lib64/libcrypto.so.1.0.2k /usr/lib64/libcrypto.so.10

5. AT T anas, JE3) SSH k%,

RN R @ BRI R (sd) ARTERH]



> BT e

service sshd start

SRS A%

1,58 FTP AR EAMIE R ARG %8 B liberypto.so.1.0.2k WYESUF HEEEIRIRS S \\tmp H
Ko

Wi :

AR EREERRS SN \\tmp  B3NHI, RIS E LB TES,

2. PUTLU T a4y, MEXAFEIEIER Hx.

RN R @ BRI R (sd) ARTERH] 55115 3£41371



> BT e

cp /tmp/libcrypto.so.1.0.2k /usr/1ib64/libcrypto.so.1.0.2k

B MIKPATU Ty, BUCUFBIR, e & M Ed.

RN R @ BRI R (sd) ARTERH] 55116 3£41371



PN iR

chmod 755 /usr/lib64/libcrypto.so.1.0.2k

RN R @ BRI R (sd) ARTERH]



) i s

chown root:root /usr/lib64/libcrypto.so.1.0.2k

4. PATLUT a4y, BITEHEREERL

RN R @ BRI R (sd) ARTERH] 55118 3£41371



PN iR

In -s /usr/1lib64/libcrypto.so.1.0.2k /usr/lib64/libcrypto.so.10

5. AT T an4s, JE3) SSH k%,

RN R @ BRI R (sd) ARTERH]



> BT e

service sshd start

T PR e K £
A AR S B R G AL Y G SR IR T SRR B, TEIBIES I M A AR R,
bE Y- g

TRIGER = SRR AR S IRER R, THIEEIR(E,
B PRI AN R MO BRI e 2 — 22X BN, 152 SSH RS IEHIBTT. HEREILELERIBTT SSH Ik
%5, MR A SRS EE IS5,

RN R @ BRI R (sd) ARTERH] 55120 3£41371


https://www.tencentcloud.com/document/product/362/5756

> BT e

SSH % E5hit#R4E fatal: Cannot bind any address

DGtk
Linux SLBIE3) SSH ARSI, EHZREIEAE secure HAESAFHHIIZELAN T HHIRE R

FATLED.
fatal: Cannot bind any address.
address family must be specified before ListenAddress.

L]

RN R @ BRI R (sd) ARTERH] #5121 3441371



> BT e

SSH iR MY AddressFamily ZSEECEAUFTEL, AddressFamily ZEH T Ea T RANINGE, &
SEUNECE T IPv6, RGN AEH IPv6 58 IPv6 FLE LA, WIA]HESBOZIA L,

FRE RS

1. 20 WD A SSH BLE X sshd_config RERLE,
2.8 AddressFamily Z%, FFEE SSH IRSSEN],

RSB

1. fEH VNC %3% Linux S,
2. PUTLU T an4y, I VIM 485t A sshd_config BLE XA,

RN R @ BRI R (sd) ARTERH] 55122 3441371


https://www.tencentcloud.com/document/product/213/32494

> BT e

vim /etc/ssh/sshd_config

3. ABREATUSILUN TACE,

RN R @ BRI R (sd) ARTERH] 55123 3£41371



PN iR

AddressFamily inet6

SRR

inet : fi/ IPv4 PRUE, NERIME,

inet6 : fif IPv6 MR,

any : [ EH IPv4 FT IPve tHE.,

4. 1% i EAGREAS, BIOVATICE, SIEfTEEm + TR,

RN R @ BRI R (sd) ARTERH]



PN iR

AddressFamily inet

TR

AddressFamily Z¥(FEFE ListenAddress
5. 1% Esc BRI, FHHA wq RIFEN,
6. HATLA T an s, HJE SSH k%,

RN R @ BRI R (sd) ARTERH]

TG E A AR



> BT e

service sshd restart

)5 SSH kg5 /a, HVRIEA SSH &%, HEIEZ UL (4] SSH &5k Linux 524,
SSH fIR% B3I Bad configuration options

DGtk
Linux SCBIE 5 SSH ARSI, EHREIEAE secure HAESFHHABIZSLUN T HEIREE -

RN R @ BRI R (sd) ARTERH] 55126 3£41371


https://www.tencentcloud.com/document/product/213/32501

PN iR

/etc/ssh/sshd_config: line 2: Bad configuration options:\\\\

/etc/ssh/sshd_config: terminating, 1 bad configuration options

21}k
FCE S A S P g o) BRBC B3 1R 55 57 T TS

FROLE RS
SENH BRI LU T LB, B8 sshd_config BLEXfF.

RN R @ BRI R (sd) ARTERH]



> BT e

X R B RS BB SO i S
SR EA%

B3 SSH RS

i PR R R 2

AEESBR

Xt REEE IR R B BT B

AHREE IS THIRCE, WALET VIM JifBasEZEW  /etc/ssh/sshd_config BCEXfF. f&H]
23 HABSL I IERARC E SR TIE

MR HE EfE

1,38 FTP AR MIE R ARSS 45 LAY /etc/ssh/sshd_config WYEXM: HEEBRIRSESEN \\tmp H
Ko

PiHH :

AL G BRGARN \\tmp  HRAHI, RIS S KERMRIEITIE S,

2. PUTLUF a4y, MEXAFEIEIER HxX.

IR L BRI (bR ARSUERT] %5128 3£41371



> BT e

cp /tmp/sshd_config /etc/ssh/sshd_config

B MIKPAT Ty, BUCUFBIR. e & M B4l

RN R @ BRI R (sd) ARTERH] %5129 3£41371



O BAE s

chmod 600 /etc/ssh/sshd_config

chown root:root /etc/ssh/sshd_config

4. AT T a4y, JB38) SSH RS,

RN R @ BRI R (sd) ARTERH] %5130 3£41371



PN iR

service sshd start

EHRE SSH %
1. i VNC %% Linux 5451,
2. PUTLL T an4y, 1% SSH RS,

RN R @ BRI R (sd) ARTERH]

55131 #£41301


https://www.tencentcloud.com/document/product/213/32494

> BT e

rpm —e openssh-server

3. HUTLL a4y, #3% SSH kS5,

RN R @ BRI R (sd) ARTERH] 55132 3441371



> BT e

yum install openssh-server

4. PUTLAT a4y, JE38) SSH RS,

RN R @ BRI R (sd) ARTERH] %5133 3£41371



PN iR

service sshd start

T PR m K £

A AR S B R G AL Y G SR IR T SRR B, TEIBIES I M A AR R,
R

PR [ 2 SRR IR G EBIR RS, TEIEEERE,

B PRI A N R MO BRI P2 — 22X BN, 152 SSH RS IEHIBTT, H RGN LEERIBTT SSH R

55, NRBHZIN A SRR EE IR,

RN R @ BRI R (sd) ARTERH]


https://www.tencentcloud.com/document/product/362/5756

> BT e

SSH S UseDNS §3 SSH & RBREIB LM B8

Digedit

Linux SEGIEE A EEH] SSH BBl TR LRI, SRR, EYHOINMIE, B NBURERERRE AR
12,

AR A

AREZ T SSH IR%SE A T UseDNS Rt FTE. UseDNS FiMES2 SSH RSz eignaitt, BIANKFE. B
JG, NRF5ImRFEARIEE F i IP ¥E4T DNS PTR RIA#&iy, 15215 imENlY. EARIES RIS - in T4 31T DNS
B AESRENR, &EHSSEIR IP 5GP 26 —8, MU R b .

WEERT, BAWEHANERINA P, BEMEM PTR AT, ZRMUHFERE, ™MCCEMATERILY, Kb T
MR AR TR, RSB P ImE R 21,

RGBS

1. 2% AP R, BEA SSHELEff sshd_config o

2. Ko & IFE SSH ARS5HY UseDNS BLi#, HE)E SSH ARSFSHEIAT,
KBS TR

1. i VNC &3¢ Linux 526,
2. BATLA T a4y, i VIM 95%885iE A sshd_config PELE XM,

RN R @ BRI R (sd) ARTERH] %5135 3£41371


https://www.tencentcloud.com/document/product/213/32494

> BT e

vim /etc/ssh/sshd_config

BAEBEAUSM TACE

RN R @ BRI R (sd) ARTERH] %5136 3£41371



> BT e

UseDNS yes

4. AR, MIBRICESCEITEIGM ¢ #ATTHER
5. HUTU T a4, HJF SSH RS,

RN R @ BRI R (sd) ARTERH] 55137 3£41371



> BT e

service sshd restart

HJS SSH k55 /5, BRI SSH &%, 1HIEES UL (LA SSH £t Linux 54,
SSH B 3R4E No supported key exchange algorithms

DGt
] SSH B3k Linux LI, TERIER SR, & imsiiss i secure HEHAIREHIPIZE BN T HIRER & ¢

Read from socket failed: Connection reset by peer.
Connection closed by 192.X.X.1.

RN R @ BRI R (sd) ARTERH] %5138 3£41371


https://www.tencentcloud.com/document/product/213/32501

> BT e

sshd error: could not load host key.

fatal: No supported key exchange algorithms [preauth].

DSA host key for 192.X.X.1 has changed and you have requested strict checking.
Host key verification failed.

ssh_exchange_identification: read: Connection reset by peer.

EEES)
EHE B HT SSH ARSSAH RAVEAE RS, S sshd SFHFHELIEMEZERR) SSH ENIEH, & W FHER
KAnF

MHRBERERE, BIAN, SCHHRER, HEReE SER,
MR SCHRACE 5, LIRIEMEEEG

FROLIE RS
SE NS B AL DU AL, HEATAC E A & R B
K2 RABSCAF AR

K& MBSO AR
AEESBR

RERBECAHRIR

SSH k55 201 KBS RIRBRE TR A, BlAn, FABHSCAFERIARER 9600, ANSRECE 7775 HAMNIR, SEOH
P B A E AR, W SSH kS XNV IZBLEFE L 2, SEE P ImiEE RN, W& ke 5 D5
T

1. fEH VNC 3% Linux S,

2. MRPUATLAT e, MR E A X SR BRI,

RN R @ BRI R (sd) ARTERH] %5139 3£41371


https://www.tencentcloud.com/document/product/213/32494

PN iR

cd /etc/ssh/

RN R @ BRI R (sd) ARTERH]



PN iR

chmod 600 ssh_host_*

RN R @ BRI R (sd) ARTERH]

$141 413701



> BT e

chmod 644 *.pub

3. HUT 11w, BEEXFPIR, BEATTEER, RUSFRIRIEH,

RN R @ BRI R (sd) ARTERH] 55142 3£41371



PN iR

total 156

—rwW——————— . 1 root root 125811 Nov 23 2013 moduli
-rw-r——r——. 1 root root 2047 Nov 23 2013 ssh_config
SIAVEESSS e 1 root root 3639 May 16 11:43 sshd_config
=B 1 root root 668 May 20 23:31 ssh_host_dsa_key
-rw-r——-r—— 1 root root 590 May 20 23:31 ssh_host_dsa_key.pub
—rwW——————— 1 root root 963 May 20 23:31 ssh_host_key
—-rw-r——-r—— 1 root root 627 May 20 23:31 ssh_host_key.pub
SIAVEESSS S 1 root root 1675 May 20 23:31 ssh_host_rsa_key
—-rw-r——r—— 1 root root 382 May 20 23:31 ssh_host_rsa_key.pub

RN R @ BRI R (sd) ARTERH]



> BT e

RERBIXAERE
1. SSH IRFEIF NN &= HEh R ZRE R . MAXPUTUL T an4, WIAMFE ssh_host_* Xt

cd /etc/ssh/

RN R @ BRI R (sd) ARTERH] 55144 3£41371



PN iR

11

REANTE5R, RUIFIE ssh_host_* Xff.

RN R @ BRI R (sd) ARTERH]



PN iR

total 156

SEf—————= . 1 root
-rw-r——-r—-—. 1 root
SYIAVEESSSS e 1 root
=T 1 root
-rw-r—-—-r—— 1 root
SR 1 root
-rw-r——-r—— 1 root
SIAVEESSS S 1 root
—-rw—r——-r—-— 1 root

root
root
root
root
root
root
root
root

root

125811
2047
3639

672
590
963
627
1675
382

RN R @ BRI R (sd) ARTERH]

23
23
16
20
20
20
20
20
20

2013
2013

11:
23:
23:
23:
23:
23:
23:

43
08
08
08
08
08
08

moduli

ssh_config
sshd_config
ssh_host_dsa_key
ssh_host_dsa_key.pub
ssh_host_key
ssh_host_key.pub
ssh_host_rsa_key

ssh_host_rsa_key.pub



& WRE s

2. PUTLUT an4s, MERFH %S fFo

rm —rf ssh_host_*

Ubuntu & Debain 28 15R 458, TEHAITLLT v, MIBRAE XS0

RN R @ BRI R (sd) ARTERH] 55147 3£41371



> BT e

sudo rm —-r /etc/ssh/ssh*key

3. HUT 11 v, WHASCIERE MR, REEEERAN T AR, WA ERER.

RN R @ BRI R (sd) ARTERH] %5148 3£41371



> BT e

total 132

—rwW——————— . 1 root root 125811 Nov 23 2013 moduli
-rw-r—-—-r——. 1 root root 2047 Nov 23 2013 ssh_config
SIAVEESSS e 1 root root 3639 May 16 11:43 sshd_config

4. PATLU T a4y, HE SSH RS, HahAmiH kit

RN R @ BRI R (sd) ARTERH] 55149 3£41371



PN iR

service sshd restart

Ubuntu & Debain ZEfERSE, IHEHMITLL T ans, HJE SSH RS

RN R @ BRI R (sd) ARTERH]



PN iR

sudo dpkg-reconfigure openssh-server

5. 447 11 @, WIAREMINAK ssh_host_* Xff, &

RN R @ BRI R (sd) ARTERH]

[EIEEERANT,  WIERE E R A o

55151 #£41301



PN iR

total 156

SAIVEEES . 1 root
-rw-r——-r—-—. 1 root
SYIAVEESSSS e 1 root
=T 1 root
-rw-r—-—-r—— 1 root
SR 1 root
-rw-r——-r—— 1 root
SIAVEESSS S 1 root
—-rw—r——-r—-— 1 root

root
root
root
root
root
root
root
root

root

125811
2047
3639

668
590
963
627
1671
382

RN R @ BRI R (sd) ARTERH]

23
23
16
20
20
20
20
20
20

2013
2013

11:
23:
23:
23:
23:
23:
23:

43
16
16
16
16
16
16

moduli

ssh_config
sshd_config
ssh_host_dsa_key
ssh_host_dsa_key.pub
ssh_host_key
ssh_host_key.pub
ssh_host_rsa_key

ssh_host_rsa_key.pub



O BAE s

i SSH B s, PEIFIEZ L (1 H SSH £5% Linux 54,
SSH fR% B3I #R%E must be owned by root and not group or word-writable

Dig it

Linux 52655 3) SSH ARSI, 3X[9] “must be owned by root and not group or word-writable” 51212 &,

IR A

EHZHT SSH RS KR, sUBHFHATE, HTLetEIE, SSH RS XX H RS FHIRRAC E N B4
FIH B,

FRUE RS

SENFE RPIR LA IR, R E BN EIRACE,
KN A& B lvar/empty/sshd H S E
Kt N A& & Jetc/securetty AL E

RIS

PiBH :

AL IRLL CentOS 7.6 #ERGIMTE I, THIEGE KRS 1E I TIRIE,
KEREE /var/empty/sshd BREE

1. i VNC %5 Linux 5X6il,
2. WATLL T @4, &%F /var/empty/sshd HFMNREE,

RN R @ BRI R (sd) ARTERH] %5153 3£41371


https://www.tencentcloud.com/document/product/213/32501
https://www.tencentcloud.com/document/product/213/32494

PN iR

11 -d /var/empty/sshd/

DU WA BOIAB R L &,

RN R @ BRI R (sd) ARTERH]



> BT e

drwx-—-x—-—-x. 2 root root 4096 Aug 9 2019 /var/empty/sshd/

3. XFEESE R el R G- BRAMNBREL &, # AHE, RS TLL T d, IR E BOARCE,
BiHA :
/var/empty/sshd HFFREINN711, BRIADY root BRI root s

RN R @ BRI R (sd) ARTERH] %5155 3£41371



PN iR

chown -R root:root /var/empty/sshd

RN R @ BRI R (sd) ARTERH]



> BT e

chmod -R 711 /var/empty/sshd

4. UATLU T a4y, #E SSH RS

RN R @ BRI R (sd) ARTERH] 55157 3£41311



PN iR

systemctl restart sshd.service

REREE /etc/securetty XHHECE
1. PATUN i, BE /etc/securetty XIHFNFRBCE,

RN R @ BRI R (sd) ARTERH]



PN iR

11 /etc/securetty

DU WA BOIAB R L &,

RN R @ BRI R (sd) ARTERH]



PN iR

—rW——————— . 1 root root 255 Aug 5 2020 /etc/securetty

2. XS PRRBIZE R G IR E, #AME, WISHRHATL T a4, IREBARCE,
PiHA :
/etc/securetty XFIFRERIN600, FKINTN root JELHAY root o

RN R @ BRI R (sd) ARTERH]



PN iR

chown root:root /etc/securetty

RN R @ BRI R (sd) ARTERH]

55161 41301



) i —

chmod 600 /etc/securetty

3. HATLA T a4y, HJE SSH RS,

RN R @ BRI R (sd) ARTERH] 55162 3441371



> BT e

systemctl restart sshd.service

{#FH SSH B Sfl, HRHIES UL (] SSH 5% Linux 524,
SSH &% R4E Host key verification failed

DGt
] SSH %3k Linux SEBIN, ERIERE5, HHIMTIREER -

RN R @ BRI R (sd) ARTERH] %5163 1441371


https://www.tencentcloud.com/document/product/213/32501

> BT e

@EQRQRRREECECRLRLRLREECELALRLRLRELCELRLRLREELCLELRLRLREELQRLRLRRLREELRQRLRRLRRLRELLEQRLRLEELEQE

@ WARNING: REMOTE HOST IDENTIFICATION HAS CHANGED! @
QEQRRREEECELRLRLRLEEELELALRLRLELCCELRLRLRLELCLELRLRLREELCQRLRLRRLELELEQRLRRLRRLELCLEQRLRLRERQQ

IT IS POSSIBLE THAT SOMEONE IS DOING SOMETHING NASTY!

Someone could be eavesdropping on you right now (man-in-the-middle attack)!
It is also possible that the RSA host key has just been changed.

The fingerprint for the RSA key sent by the remote host is
ae:6e:68:4c:97:a26:91:81:11:38:8d:64:££:92:13:50.

Please contact your system administrator.

Add correct host key in /root/.ssh/known_hosts to get rid of this message.

Offending key in /root/.ssh/known_hosts:70

RN R @ BRI R (sd) ARTERH] %5164 3£41371



) i s

RSA host key for x.x.x.x has changed and you have requested strict checking.

Host key verification failed.

A& 5 Windows ##1ERSE, WHEHE SSH & im RN HILA T REEER

X.x.xX.x (i xx) WENERSAMENERBGREHRFVA -3 EYEHCEea MR Tt
GRS

Linux SCHIELCRGHRMEG, P EEEFLER SSH NAZE, ERE P mRFIN ARSI GRS Rn T~ —%, §
B SSH INIERIBHRLAE 5%,

RN R @ BRI R (sd) ARTERH] %5165 3£41371



A BT

RO BB

XM KPR BRER S, S8 S IR A0 BRI T R

Windows & Ui

Linux & F i
b

Windows % '3
PiBH :

A SSH & il PUTTY N, 1845 & SLIRIEOIHEITIRE,

1. B8 PuTTY,

2. FEXFSR UL, RIS i Delete HEATMIPR, 40 T EIFTR :

% PuTTY Configuration ? ot
Categorny:
=R Sfassiun Basic options for your PuTTY session
{ + Logaing Specify the destination you wart to connect to
= Terminal
Host Mame (or IP address) Port
- Keyboard
- Bell | (22
- Features Connection type:
=- Window (JRaw () Telnet () Rlogin (® 55H () Seral
?;Eea.rance Load, save or delete a stored session
- Behaviour
- Translation Saved Sessions
[ Selection |
- Colours .
Default Settings
- Connection CEE—
- Data Save
- Proxy
- Telnet Delete
- Rlogin
- 55H
- Senal Close window on exi:
() Aways (I Never  (®) COnly on clean exit
About Help Qpen Cancel

=R %

8. 28 (LA SRR e Linux SE, BRI T 4 SR B SR Sl BN TN N RTEEUR, BIRTRh

o

Linux ZF¥

HiHH -

A Linux SEHHRIERSGELL CentOS 6.5 Ifill, NERAIEIERGOTREFFERX B, BB S LR E IRE,
1. i VNC %% Linux 5,

IR L BRI (bR ARSUERT]

545166 $£41301
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> BT e

2. PUTANT A, BEANBIKSH) known_hosts XfF.

vi ~/.ssh/known_hosts

3. 4% i HEAGmEEREK, MIPR Linux LB IP X HYSEH . FELUTTER ¢

RN R @ BRI R (sd) ARTERH] 55167 3441371



PN iR

1.14.xxx.xX%
skowcenw96a/pxka32sa....

dsaprgpck2waz2mvi332ueddw. ..

4. 1% Esc i A :wq RIFESOFHE .
5. 2% {1l SSH 5% Linux L], EEHTERE Linux L6, FOIAMRERNANHIESUS, BIA]pihEst,
SSH B 3iR4E pam_listfile(sshd:auth): Refused user root for service sshd

Dig R

RN R @ BRI R (sd) ARTERH]
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> BT e

A SSH %5k Linux LI, B4 A IERERD, hEiEERLHl, Zm IR, 8 B e SSH Ffe s
F AR B R, B AR — R AT S, secure HASHIBIZELAN T HHIRE R

sshd[1199]: pam_listfile(sshd:auth): Refused user root for service sshd

sshd[1199]: Failed password for root from 192.X.X.1 port 22 ssh2

sshd[1204]: Connection closed by 192.X.X.2

GRS
pam FLER (pam_listfile.so) #H 3 i/ i) 2l SRl F 2O B SR R

pam BHAH

pam (Pluggable Authentication Modules) 21 Sun #&HFY—FIAUEALH, @i f2 At —Lea ST E— S —1

AP, FERGHRALIIIRSS ANZARSSHINIETT K0, (R G0 E B 5 T DAR T HUARYE 75 SR 45 A~ [R Y AR S5 L & A [RI Y IAIE
H, MERELRSERF, RNWETHRGETRIFIAETE,

BANERT pam BN R, £ /etc/pam.d HEHEENMAVFEAECE S, B4, login fiHHYALE S
2 /etc/pam.d/login , RJLATEAERFCE A HECE BT SRS,

RO B RS
2% WAL R REFEL pam B,

i ]

Wi :

ASCALHEPT IR DL CentOS 6.5 ##ERG A, FEIFERGIRAT —E XA, B4 S KRG TIERE,
1. i VNC &% Linux L4,

2. fH cat @w, BEBEXNMN pam BCE XA, BT :

S YIRe A
/etc/pam.d/login PERle CEPEN) X RACE S
/etc/pam.d/sshd SSH B SR B AL E S
/etc/pam.d/system-auth RA /A E

3. BE RO FERLEI TR E,

RN R @ BRI R (sd) ARTERH] %5169 £41371
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> BT e

auth required pam_listfile.so item=user sense=allow file=/etc/ssh/whitelist onerr=f

BERRANT -

item © E T AIEZERI XS R, AIIE(EN tty, user. rhost, ruser. group F1 shell,

sense : TEALE XHHHEEITF & S0 HERI 5 30 AliE{E Y allow #1 deny. allow fXZRE% G, deny fAFKRE
T

file | FTHEERLE IR 2R R,

onerr : JE X HIBFEIRINAYERE IR EE, BIAL, TEIEFT AR E SRR IR,

4 fEFH VIM JriEas, MERSRISECE, sREITEEM + ETER,

RN R @ BRI R (sd) ARTERH] 55170 3£41371



> BT e

PiHA :
MR RIS B r] —E R MRS R L 2tk, IR LIRENHTEY, BBSHTHTRE .

# auth required pam_listfile.so item=user sense=allow file=/etc/ssh/whitelist onerr

5. {HH SSH &%, PEEIES UL (1 H SSH %53 Linux 94,
SSH B RIREE requirement "uid >= 1000" not met by user "root"

EIE 2PN

RN R @ BRI R (sd) ARTERH] 55171 3441311
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> BT e

] SSH B3k Linux SLBIN, Fi AIEREIH - R s md BRG], A BN, s P2 5 s SSH FAfres
SKITIATRES SRR, B AR — R SR ), secure HSHIBISELUANT T HR IR AL

pam_succeed_if (sshd:auth): requirement "uid >= 1000" not met by user "root".

1A
pam BURISRIKACESL L T UID /T 0008 F P T8

PRORTTR

RN R @ BRI R (sd) ARTERH] 55172 3441311



) i s

S PSR BB E pam Bk,

bl

PiBH :

ASALHE R, CentOS 6.5 ERFA N, FRIRIERGMRAR —EXA, HEELRE N THEE,
1. f#F VNC &3¢ Linux 556,

2. cat #n\, BEBEXNMN pam BLE S, WHAATT :

A HREVERH
/etc/pam.d/login Pedile CEELR) XA ACE S
/etc/pam.d/sshd SSH %570 W L i S
/etc/pam.d/system-auth Rt R E

3. BE B O AERLUI TR E,

RN R @ BRI R (sd) ARTERH] 55173 3£41311
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> BT e

auth required pam_succeed_if.so uid >= 1000

4. fEH VIM g, Bo MIPRRISECESEITEE + MEATER, 184S LB TSR, BIUENHETHT
&tio

RN R @ BRI R (sd) ARTERH] 55174 3841371



> BT e

auth required pam_succeed_if.so uid <= 1000 # BCERS
# auth required pam_succeed_if.so uid >= 1000 # [FFEMHXEE

5. {#H SSH B %345, EMEIES UL (1 H] SSH %53 Linux 94,
SSH EFIREE Maximum amount of failed attempts was reached

ELE 2P

i SSH 5% Linux SZIR, HFL “Maximum amount of failed attempts was reached” #8515 .,

AR A

RN R @ BRI R (sd) ARTERH] 55175 3£41371
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> BT e

BELRZ R NGRS, R RGE pam INERBRISERI, SBUH P HB0E,

PRI R

SENF IR R PRTT, 455 SEhRTE T TR E
root Fi ! R BE
root F I #BIE

b

WeBH :

A XA IR CentOS 7.6 [z CentOS 6.5 #{ERGUNA, REHRIERGIRAE —EXH, 1B KRG T
ks

root Fi P RBIBLE

1. 0 root FH R EESKEEH, TRIBIEZ L (L H VNC 55 Linux L4,
2. YT T ans, BEERGL)R pam ALE XM,

RN R @ BRI R (sd) ARTERH] 55176 3£41371
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> BT e

cat /etc/pam.d/system—auth

3. HUTUA T a4y, EB AL MY pam FLiE

RN R @ BRI R (sd) ARTERH] 177 3£41311



> BT e

cat /etc/pam.d/login

4. PUTLAUT a4y, &F SSH RS X MR pam BLE S I

RN R @ BRI R (sd) ARTERH] 55178 3£41371



PN iR

cat /etc/pam.d/sshd

5. 1 VIM ZiiE & LB SCPFRE R A,
B, ESGERUE, HXECELN TR

RN R @ BRI R (sd) ARTERH]

Bk, MBRX N ACESAEATEIGIM ¢ TERACE. ASCUAERACE N



> BT e

#auth required pam_tally2.so deny=3 unlock_time=5
#auth required pam_tally.so onerr=fail no_magic_root

#auth requeired pam_tally2.so deny=5 lock_time=30 unlock_time=10 even_deny_root roo

WA

AR pam_tally2 MRER, QERASKFFNATLUEM pam_tally B, ANFEEY pam bAs, BERBERFTA
A, B 5 ERTE S IR R BB P AU

pam_tally2 5 pam_tally MRERHESA]DURTIKF BOEREETER], MEVXALRATE N T B 3BB[R

=
HEo

RN R @ BRI R (sd) ARTERH] %5180 3£41311



> BT e

even_deny_root F&FRil root i,

deny FEBCE L EH A root H FIESSHIRE KAV RARIEL, ML &AL, MBUEIZH
unlock_time FRBELEAPBUES, TEEMNRGMHED, AN,
root_unlock_time FHIIE root HFBUESS, faEMNFEMH, AN,

6. fif SSH B3R LH, EIEIES . {1/ SSH 5% Linux 54,

root P #BIE

1B PR RLH, FEIRTES I %E Linux =R 55 anitt LS i
2. FERHFRUT, RXPUATLL Ty, FahE8i root FF

RN R @ BRI R (sd) ARTERH] 55181 3£41371
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> BT e

pam_tally2 -u root #&&root I EREMIES A IEKE

pam_tally2 -u root -r #{BFRroot P ZMIESLH ASE IR REL

RN R @ BRI R (sd) ARTERH] 55182 3441371



> BT e

authconfig --disableldap —-update #BEHPAMEZEINIEICS

3. EF LA,

4. 5% root I ARHHUE IR, (EXT MY pam BLE SCEFE TR, (BEEHEIA],
5. SSH &%, EEIES UL (1 H SSH %53 Linux 924,

SSH EFIREE login: Module is unknown

PSR

R SSH %% Linux SEHIl, TTiEE R, H secure HEHHIZELAI T IREEER ¢

RN R @ BRI R (sd) ARTERH] %5183 3£41311
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> BT e

login: Module is unknown.
login: PAM unable to dlopen (/lib/security/pam_limits.so): /lib/security/pam_limits.

R
BB T pam BIRIN HER, £ /etc/pam.d HRHHEAXNMAVFEABCE S, B4, login ar - HYECE S
2 /etc/pam.d/login , AILATEAHRNIFCE SO HBCE EARSHRRS, A0 T RS

pLis Threliie

/etc/pam.d/login el (EMZm) XN MECE S

RN R @ BRI R (sd) ARTERH]



> BT s

/etc/pam.d/sshd SSH BNt L iE SR
/etc/pam.d/system-auth Rt RBLE

ARERE R, FEFH T pam KN AP INEREIRIN, SEECE 1 AN SRISHTE 5T AL R,

RO BB
S WLFUDEE, KEFHE FBCE S,

SbFE TR

Vb :

AL FEHEE /etc/pam.d/sshd Ml /etc/pam.d/system—-auth X, & /etc/pam.d/login IR
PR, TR 222 T BORTRATFR KA,

1. 1 H VNC 3% Linux L4,

2. FUTLL T ansy, && pam BCiE X,

RN R @ BRI R (sd) ARTERH] 5185 3£41371
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> BT e

cat [XN pam BCESCHRILL IR

HERE XA UERLUN TR ERER, ZEEREISUFEN /1ib/security/pam_limits.so o

RN R @ BRI R (sd) ARTERH] %5186 £41371



> BT e

session required pam_limits.so

3. AT T a4, WA /lib/security/pam_limits.so BEEEGHEIR.

RN R @ BRI R (sd) ARTERH] 55187 3£41371



> BT e

11 /lib/security/pam_limits.so

=, WA VIM YwiEdadmiE pam BLEXCF, B8 pam_limits.so MEERLERER, 6407RGIHY Linux SLHIF, 1EHf
BEENIZN  /1ib64/security ., BUUGHELEREEMNAT TR

RN R @ BRI R (sd) ARTERH] 5188 £41311



> BT e

session required /1ib64/security/pam_limits.so

7, MEE $222 T FoRE B,
4. {#FH SSH B Rsfl, HIEIES UL (] SSH 5t Linux 924,
5 2 SSH IREB1T R E ML fatal: mm_request_send: write: Broken pipe

LG HER

a5 | & SSH IRSS81THE, RItHER “fatal: mm_request_send: write: Broken pipe” IRE515 &,

IR

RN R @ BRI R (sd) ARTERH] %5189 £41371
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A BT

AJRESE T udev-fall a2 T SSH ARSS HIIE #5581 TP,

RO B RS

SENFG IR AL, 455 KRG DiAb B 25 n) el
IS b B 7 1
AT SEANIE T 15

AESBR
[FiNpS:YapeS

AL udev-fall ez mfl, i@ TR, (GRS SSH RS HYIEH 81T,

1. i VNC 5% Linux S£4,
2. PUTLLUF a4y, & udev-fall JRaa iR E R, FHiICZHR ID,

RN R @ BRI R (sd) ARTERH]

=R %

55190 41301
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O BAE s

ps aux | grep udev-fall

3. HATLL T an4s, HRAEFEUY udev-fall fRaEFE ID, 453R udev-fall i & AL,

RN R @ BRI R (sd) ARTERH] 55191 3£41371



> BT e

kill -9 [JR&HE 1ID)

4. HUTLUT a4y, HUH udev-fall S #H A2 R 1Y B BB TIRIE,

RN R @ BRI R (sd) ARTERH] 55192 3£41371



PN iR

chkconfig udev-fall off

5. ATLA T anas, MIBRATA udev-fall Ji s ot K e m A1 B3N E.

RN R @ BRI R (sd) ARTERH]



PN iR

for i in ° find / —name "udev-fall"';
do echo '' > $1i && rm —-rf $1i;
done

6. ATLA T a4, EJS SSH RS

RN R @ BRI R (sd) ARTERH]



> BT e

systemctl restart sshd.service

GIECLSEap: S

BT EEAfR HRE EEARE R AN RAM H ek, s T R, T IRGS SR EIRRED
17, BUGEN RS HIRG R LRI, SRR RS 8K & BNERIRDS, PEIEIES WL MWD R L,
TR

PR ENE X SR ARG EEE R K, THIEERE,

RN R @ BRI R (sd) ARTERH] %5195 3£41371
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O BAE s

R PR QIR I T VGERNZ IR 2 — 2R AR, 62 SSH ARG IEH 81T, & IR EIRIER 51T SSH Al
5%, MIEAAIZI ] SR G B L =5
SSH iR B35 main process exited, code=exited

DigHad

£ Linux SEfil7, {#F service B¢ systemctl a4y )53 SSH ARSS N, @i EREIRIEER, HRGSEEETZ
1T, secure HEH LI THIRER ¢

sshd.service: main process exited, code=exited, status=203/EXEC.
init: ssh main process (1843) terminated with status 255.

RN R @ BRI R (sd) ARTERH] %5196 £41371



> BT e

Al R A
1B 2 PATH SRR BACE S5, 50 SSH ZXIF Tl KSR ER T 3o

RRTTR
2 DT, WMEIHMES PATH MG R, sEH 2% SSH S,

0

bS]

WeBH :

AR EA R L CentOS 6.5 #ERG NN, RNEIRIERFERAE —E XA, HEEE KRG HITHEE,
1. fdiF VNC %3¢ Linux 56,

2. BT T iy, KMEMED EAE,

RN R @ BRI R (sd) ARTERH] 55197 3£41371
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> BT e

echo S$PATH

3. X HEsEBRRIE PATH INEZ B 5 ENINME, PATH MR RINIME !

RN R @ BRI R (sd) ARTERH] %5198 3£41371



PN iR

/usr/local/sbin:/usr/local/bin:/sbin:/bin:/usr/sbin:/usr/bin:/root/bin

HBRiRE PATH IR &2 5BOMEAMHE, WFRTL T a4, EE PATH IMNEZ &,

RN R @ BRI R (sd) ARTERH]



> BT e

export PATH=/usr/local/sbin:/usr/local/bin:/sbin:/bin:/usr/sbin:/usr/bin:/root/bin

4. PUTHT T a4y, EPFFHIA sshd BFFETE,

RN R @ BRI R (sd) ARTERH] %5200 3£41371



PN iR

find / —-name sshd

IREEERATT, MBI sshd F X FEFE,

RN R @ BRI R (sd) ARTERH]

55201 #£41301



PN iR

/usr/sbin/sshd

AN BSCPEAEAE, WIEEHT &3S SSH B al,
5. T T4, HJF SSH S,

RN R @ BRI R (sd) ARTERH]

545202 #£41301



O BAE s

service sshd restart

i SSH B2, ¥EEESUL (] SSH £ 5% Linux S,
SSH B RHR4E pam_limits(sshd:session) : could not sent limit for ‘nofile’

DGt
A SSH &5k Linux L5, REAN FHERER

RN R @ BRI R (sd) ARTERH] %5203 3£41371
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> BT e

—-bash: fork: retry: Resource temporarily unavailable.
pam_limits (sshd:session) . could not sent limit for 'nofile':operaton not permitted.

Permission denied.
EFEEGS]
EHZEHT YA Shell B BEREE, BHIARSS 2R Ulimit REIMEIRH S35

PR E RS
5% WHEUDIR, G SERERRERGMAR, B limits.conf XK AL Ulimit RETAHERR,

Z =

RN R @ BRI R (sd) ARTERH] 55204 3£41371



> BT e

PiBH .

CentOS 6RGiIA K 2 J5 ZATHUA A, INT X-nproc.conf XFEH Ulimit REFRRIRT], HIEDELL
CentOS 6i#17[X7), X-nproc.conf XHIERFERGIRATRIZRE T AFE, 1E CentOS 6714 90-
nproc.conf , f£ CentOS 7#4 20-nproc.conf , WHLLLIRIERIAG HE,

ASCLL CentOS 7.6 K CentOS 5 #1F RGN NI, 1HIELE G LIRSS E I TIRE,

CentOS 6 Z Rk

1. i VNC %% Linux 541,
2. AT T anas, BEERSA YT Ulimit R R IRERHIE .

RN R @ BRI R (sd) ARTERH] %5205 3£41371
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> BT e

cat /etc/security/limits.conf

BERRANT -

<domain> : FERGINRGH -, AL *R&AEH .
<type> : soft, hard fll - ZFIB$L,

soft 8 4 i R G ELE RN <values {H,

hard 8 R A EERI IR K <value> B,

soft FYFRHIARELL hard BRfiE, - RRFEINIE soft 1 hard FY{H,
<item> : B PRI FH BE IR,

RN R @ BRI R (sd) ARTERH] %5206 3£41371



> BT e

core FERRA AL SRR RN,

rss faf RFFARE R/,

nofile 4541 H AR R A K H .

noproc FEHFERI R AREH

3. BRNR IR ERA G IRRA, IERIE L IRE BT, ARSI B R E R IR, 758 YmE
limits.conf XM, EEFRE. BXEMER noproc B nofile ZEUERHIIHEIFAUIIIRIE,

BUETENHATUT @S, &7 limits.conf X%

cp —af /etc/security/limits.conf /root/limits.conf_bak

RN R @ BRI R (sd) ARTERH] 55207 3£41371



> BT e

4. BYGERE, BHFLBIRTA,

CentOS 6254

1. i VNC %% Linux S£451,
2. T T a4, BEERS YT Ulimit RAETHRIRHIE R,

cat /etc/security/limits.d/20-nproc.conf

REIZERAN T EFTR, FRCIFHERATRTERE], FHIvF root FIF LUMIFTA I F o RIER AR RN 4096,

RN R @ BRI R (sd) ARTERH] %5208 3£41371
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[root@VM-5-21-centos ~]§ cat fetc/security/limits.d/20-nproc.c
Default limit for number of user's processes to prevent

acclidental fork bombs.

See rhbz §432903 for reasoning.

soft nproc 4096

PN iR

=oft nproc unlimited

3. &% CentOS 6.2 A IRAFE, B /etc/security/limits.d/20-nproc.conf

BAT SR
4. BUEERGE, BEESEAIRTAE],

SSH B 3:iR4E pam_unix(sshdsession) session closed for user

DIgRHD

S, BB

/] SSH 3% Linux SEHIN, i A ERARY P SR e RS SR, EHGRFIEUE secure HAEHBISSLUAN T IR (Z

This account is currently not available.
Connection to 127.0.0.1 closed.
Received disconnect from 127.0.0.1: 11: disconnected by user.

pam_unix(sshd:session): session closed for user test.

IF R X
A H TR B A BYERIA Shell #1E L S5

R A B
% WEUDEE, KEFFHE SRR A EIERIA Shell FLiE,

psiib 2
1. i VNC %% Linux 4,
2. HATLU T iy, & test P HIELIA Shell,

RN R @ BRI R (sd) ARTERH]

545209 41301
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PN iR

cat /etc/passwd | grep test

RGUREZELUNTTER, 2R test ' HY Shell #EH nologin.

RN R @ BRI R (sd) ARTERH]
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> BT e

test:x:1000:1000::/home/test:/sbin/nologin

B HUTUAT a4, EFH VIM G eisifd /etc/passwd XfF, BNIEBSRTEITXER,

RN R @ BRI R (sd) ARTERH] #5211 3£41371



O BAE s

vim /etc/passwd

4. 1% i AR, ¥ /sbin/nologin BYCN /bin/bash .
5.1% Esc il A :wq, {RIEgmiEHEH,

6. fiF SSH B3R LH, FEIEIES WL /] SSH 5% Linux 54,
AR BT ARSRR, 1@ $252 T BRI KRB,

RN R @ BRI R (sd) ARTERH] 55212 3441371
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PN iR

BT

Linux s£f] : CPU BkINTE 5 IR E S B RF
1i

AR Linux mARSS 83K CPU BUNTE 5 Fl 3R 8 S B 8 S 3 MR HEE V5 TR AR R T 2R

Al HEJE A

CPU BRI R T m, A% 5 MRS EEZE, MoFanas kA LM, M5k CPU & ilj\]ﬁ@ﬁﬁf‘ﬂmﬂ’ﬂ?
WrTREHREPFRIRR, RGutiE, SRS R DR EFRRFE KR DUER IBTHE D5, 21 CPU BN
TFERRBIESE, 4 CPU SATF RS BIER, R K ERIEIfE,

ENLTE
Top : Linux R4t T & HRVEZE TE, FTSRIRTGERISARI CPU slNfFEMTE L. LUT & top an Y HIEE N
{ﬁ”o

Top Y E R LB NMER Ty, E-ERIr BoR CPU MIATE SR IRAYE AR SO -

top - 22:16:25 up 6:18, 1 user, load average: 0.00, 0.01, 0.05
Tasks: 68 total, 1 running, 67 sleeping, 0 stopped, 0 zombie
$Cpu(s): 0.0 us, 0.3 sy, 0.0 ni, 99.7 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 s
: 1016516 total, 605016 free, 77224 used, 334276 buff/cache
0 free, 0 used. 778708 avail Mem

0
569592
534620

43104

0

o
w

0:00.73

0:16.51 YDService
0:34.21 barad_agen
0:01.87 systemd
0:00.00 kthreadd
0:00.33 ksoftirgd/0,
0:00.00 kworker/0:0,
0:00.00 kworker/0:0,
0:00.00

0:00.00 _|
0:01.20 rcu_sched
0:00.05 watchdog/0

0
0
0
0
0
0
0
0
0
0
0
0

OO0 000000 00O
.

OO0 0000000 WW
OO0 oo Oo0OO0O0OO0OoO K OO
.

OO0 o0 OoOO0COoOO0OWNUWUO

cowooNuUeWN

)

FHAT RGUARIN R, RIS MR G,

RN R @ BRI R (sd) ARTERH] 55213 3441371
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A BT

BAT L RGUSHREEL BT, IRAR,  REARAE S R,
% =47 : CPU Haiff H1H I

SEPUAT ¢ PNTE M R0 A

SEHAT @ Swap Z2[R124 A1 B .

TR DUERE 4 TR SRR o5 S O

PID : i##& ID,

USER : & A&,

PR : MEFEEESEZ% NI @ NICE {8, NICE {Ell/)N, fRIedhisaE,
VIRT : EHIERINERD, #A7 KB,

RES : Mui{EHIATFER/D, BAL KB,

SHR : HHILZANTFEI AN, BhL KB,

S RS,

%CPU : BT (Al (A1 R N R AT A B9 CPU IS RIY B 59 bt
%MEM - FEHT IS [ (5] B P R 55 FH I PR 90 b
TIME+ : 3R CPU KFA], #5#8%] 0.01s,
COMMAND : #2475,

Y S

BRoR%H

HHESCPRTR K, IEFEARRER T BRI SS 3.

I =T IR B SR Linux mARSS 25

TR

Linux =ARSS 840 T CPU M iR, AIRE HEIEE B SRR,
fi#iFH VNC &% Linux 52451,

TR

Linux =ARSS 254E T CPU & T IRASING, - 128l & AT AR B 8 5%

EEHESARNR

AT T s, BERFNE, HRIE sceu 15 sMeM 3, BE SRR SRR,

RN R @ BRI R (sd) ARTERH]

=R %

$214 41371
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> BT e

top

IHTERE

IRIEESS EHA TRV, oW SHRERRE, DURION MRS,

AR S5 5 H TR CPU BRNF R, B S5 RF R &AL 2em, BT THIR5s diliE,
AR SRR L ] 7R CPU BRI, MISCRImTaErhaz, n] DABATA& MRS (T 2 AFHITER,
DENZEFEE, EIRS

RN R @ BRI R (sd) ARTERH] 55215 3£41371
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PN iR

BT

AR S H 7 K& CPU NN, 1fEd §222 T BRRBA T TE— 2 e A b,
BT AR

sap00x . AR

Barad_agent : WifZedH i

secu-tcs-agent : 2R

Z&IEHE

1. RSB ATHY 5 SRR HARIE O, ISR TR ZR LY HEAE PID,
2. 8N k o

3. MIATRELILEFEN PID, 1% Enter, Q1 FEIFIR
BEAR A 0L PID 29231932 R,

11’!?’&'—1‘1& total,
o ZR97148 total,
lgnal-kill [default pid = Z931 43
FR HI UIRT RES i 5 «CPU =HER TIHE+ COMAHD
Fa'? B3 H.Z2 H.H H: k

H.8
H.8
H.8

1% Enter J5 ¥l ki1l PID 23 with signal [15]: , NI4k%:% Enter (RIFERIANIEERIA],
4. Tﬁ%f’?ﬁlﬂ}ﬁ, HREEHI  send pid 23 signal [15/sigterm] E@Ti%ﬂ—ﬁg,%\, % Enter HAIAENA],

Hee A R b

CPU ZER{EBAEIFHALE

[k

Load average /& CPU fZRIRl, HAEBE, WIHEMLSATIRE, GTFEFUTITSBRZ,
3 top WS, 2N FEIFTR, CPURZEIA, {HZ load average HIIEH Hio

RN R @ BRI R (sd) ARTERH] 55216 3£41371


https://console.tencentcloud.com/workorder/category

:46:57 up 2
94

total, 1 running,
0.3 us, 0.0 a3y,

1016656 total,
KiB Swap: 0 total,

SEEIIE

WAL T e, BRIRRE, FHOBRATFE D KA, AT ER ;

£d, £J

0 zombie

0.0 st

PN iR

ps —axjf

RN R @ BRI R (sd) ARTERH]

217 41371



%o -:it=

PiHA :
D IRZSEA AT FR T REAR NS, ZIRSIHEREIRBORIE, B ERBTRH,
AP DR, s Ik & RO B3 P Bl B 5 SR U T AR O,

Kswapd0 ¥2 5 CPU Bt #E

[k

Linux SRGtiEd 77 AL EERAITF R RIS, RS — B0 RIHORTE N B BUINTE. 1 kswapdO J2 Linux SRGUEMNTE
EHANTHR TR, BRFANTEAEN, kswapd0 RIMEHEITIROTERIE, HUTHRIEIER HFE CPU BIK, S
I RERSE S i CPU BRI,

RE3RAp I
1. ATLU T a4, k& kswapd0 #EFE,

RN R @ BRI R (sd) ARTERH] 55218 3£41371



> BT e

top

2. W5 kswapd0 HEFEIRAS,

ARFSAETIFMEARING,  HIBTIN R K82 5 e CPU W, TEHUT VIR, EBEMNEFR S BN,

3.

AT vmstat , free , ps FED

, BRGNS S,

BRIENFE S HIEN, HERGEZIEAFE LSRR, AR si, so MEMIEE, NERRGHFEIMERN BT
BE, LRGN ATFCE T REREENTE, EEENIRIGNTG.

RN R @ BRI R (sd) ARTERH] 55219 3£41371



> Wiz s
Linux S - g [ [a] @i S B TE B 5K

ol N R 2024-01-06 17:32:18

ARG 1 ARG A DK B 11 ) 3 BOE TR AR BRI R 5 TR AR T 55
HiHH -
DUT#4ELL CentOS 7.8 REGLHT = ARSS 3 Jfil,

|

e T H

/

AT DOEE RS TR SR ARy LU T B B iR B SR 1550 AT 2 22 I EAH X

H B2

S8 g 1 5658 T,

ARSI g 22 A R IR, SR DO <0915 14500 15 Ay — SR RE IGEAR 5% gt 1 RS2SR, A
RoE e R R R, AISE LT NEZRD HEER A,

HEA TS

KA Lt E

AT LGERE A Ping di sy, ML REEYE, RN R FEMS IS CREMWEERFERSER) AR,
S T 2 AN A VR 2% [ RS 2 IR 5 i i ) R

1. B AH T AR ER G A F, & H1T TR A,

Windows R4t : HiiFFeR > 3817, A cmd, FEHASITATEHE,

Mac OS %%t : 17F Terminal T.&,

2. PUTLA T an g, MNXPRERIERE,

RN R @ BRI R (sd) ARTERH] 55220 3£41371
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ping + BARSEFLEINM 1P Hukk

A[BE RN 1P Hikk IR ARG 2R KB 1P, B4, $14T ping 81.71.XXX.XXX o
ARMLEIER, TR EZEDIT 4R,

RN R @ BRI R (sd) ARTERH]
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https://www.tencentcloud.com/document/product/213/17940

> BRE

ping 8

with 32

Minimum =

AR, MHNIERENTR, 1ES W 90 1P Hikk Ping @ HATHER,

RESLAIE T

1. i VNC /T RER = RSS 48, TEIEIES UL (L1 VNC 55 Linux 541,
2. PUTLAT a4y, F44 Enter, MR fesm P EE0L, HIWm 24 rT LA,

RN R @ BRI R (sd) ARTERH] #5222 3£41371
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PN iR

telnet + mARSSELHINW 1P Hibk + ¥HOS

Bila0, AT telnet 119.XX.XXX.67 22 fn4y, WMHR220 1HYEEM,
IEFEO REANTEFRER, 226 8] i,

RN R @ BRI R (sd) ARTERH]

%223 41371



‘:H — PN iR

[root@VM-B-25

Trying 1189.
Connected to 119.
Ezcape character is ""]°'.

55H-2.0-0OpenS5H 7.4

HIROL LR ESSEEN T EFURER, BiRH220 AN Al 1SR RN AN R 5, BIANSS BRI K s a4 2

O3
i3
iy
S
(3
N
N
2
-

[rootc@VM-8-25-centos ~]# telnet 119. .67 22

Trying 119. BT,
telnet: connect to address 119, .87: Connection timed out

KBE sshd JR%
0 [ SSH &% Linux 20 B, R EIREREE E AN, PIREEH T sshd U AR #E MEITEL sshd ARG KIS D)
g, 1EZ U, ik SSH /U85 Linux 21| 1 THER,

RN R @ BRI R (sd) ARTERH] #5224 3£41371


https://www.tencentcloud.com/document/product/213/32501
https://www.tencentcloud.com/document/product/213/32486

PHBAT R

Linux 2261 © VNC Bk Es Module is
unknown

PR GRAis

fiEH VNC Bk i s52ait, Bl A EMERS AR &S, 42~ Module is unknown 5%, 41 N EF7R :

login: root

Password:
Last failed login: Mon Oct 26 18:24:25 CST 2828 from on sshinotty

There were 46 failed login attempts since the last successful login.

Module i=s unknouwm

Al e ]

R VNC B2 /etc/pam.d/login XA pam EHH TS, MBS /etc/pam.d/system—
auth MG AMITIRE, /etc/pam.d/login BECEXHIANZE, W TEFIR :

RN R @ BRI R (sd) ARTERH] #5225 3£41371



PHBAT R

user_unknown=ignore success=ok ignore=ignore default=bac

open

force revoke

-session  optional pam ck connector.so

—

AJRESECBE AWM F AR system—auth BCEXHFHFH pam_ limits.so BHLAVBELEEACEEIR, W&
Fii7R

RN R @ BRI R (sd) ARTERH] 55226 3£41371
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BT

delay=2000000
nullok try first pass
uid >= 1000 guiet succs

uid < 1000 quiet

try first pass local usg
md5 shadow nullok try first |

revoke

-session @ptlﬂnal pam_systemd.so
5 : default=ignore service ir

ViBH :
pam_limits.so MHRAYFEIIEEERGIAFS XIESTEFNSMRATHEVEHB 0, BB EFRIRERERSA
KERMEOHHTIHE., & B RS SEOCIEE N AR SBEESRIANEREE.

PR

1. 200 AP A system-auth X, FH#EF| pam_limits.so FEHREEEEALE,
2. B2 pam_limits.so BHREERIENIEMACERIRA],

SISEE A -

1. 2R SSH ¥k mliks5dn, WEIHIES W 1] SSH o Linux L6,
TSR], WHALT T,

SRR, WIFEHRHE PR, TEEIES W B S A Linux SEHE ] R
2. B pBIE, PUTH T ERHERER.

RN R @ BRI R (sd) ARTERH] 55227 3£41371
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O WRE

vim /var/log/secure

S — R RIE SR L 2 RER, HAP KGR IER NP &R okGSHRVHXEHE, (I TEFR, ATMNMEEH
PHE /lib/security/pam_limits.so MIREEEE.

Oct 28 15:51:01 VM-96-4-centos crond[3803]: PAM unable to dlopen(/lib/security/pam limits.so): /lib/secu
ile: No such file or dire
Oct 28 15:51:01 VM-96-4-centos |crond[3803]: PAM adding faulty module: /lib/security/pam_limits.so

Oct 28 15:51:06 VM-96-4-centos|login: PAM unable to dlopen(/lib/security/pam_ limits.so): /lib/security/p
o such file or directory

RN R @ BRI R (sd) ARTERH] 5228 3£41371



> BT e

B MIHMUTA T ansy, #EA  /etc/pam.d J&, HRHEFIEE pam BRI KT

/1lib/security/pam_limits.so o

cd /etc/pam.d

RN R @ BRI R (sd) ARTERH] #5229 3£41371
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find . | xargs grep -ri "/lib/security/pam_limits.so" -1

REZEPAITEFIRER, WERR system—auth XHHELE TS5,

bash-4.2# find .! xargs grep -ri "slibssecurityspam_limits.zo" -1
.ssystem-auth-ac

.#system-auth
.#system-auth-ac

RN R @ BRI R (sd) ARTERH]

55230 41301



EH BT s

4. A system-auth X, BE pam_limits.so MIEEEACE,
g, fEe4RIERZH, XK A ACE NN ST /1ib64/security/pam_limits.so , tHAJECE
MR pam_limits.so o

RN R @ BRI R (sd) ARTERH] 55231 3441371



%aY.it=

Linux sEf) : VNC B %#k%s Account locked
due to XXX failed logins

PR GR As

i/ VNC LB IEH SRS, T A SREE R 5H{E S “Account locked due to XXX failed logins”, #ll
TEFR

CentO3 Linux 7 (Core)
Kernel 3.18.8-1862.18.1.el17.x86_64 on an xB86_64

login: root
fAccount locked due to 18 failed logins
Password :

Al HEJR A

5 VNC &k =M /etc/pam.d/login XA pam BHEREITAR, TTE login BLE S B
pam_tally2.so HHAVINIE, pam_tally2.so FERAYIHAEREEE Linux FIFESE N R AFE IR 278

KN, BEIBUE X oPeUkABUE, H, KABUEFRIHITFLMED, SN —EIE,

NS SRARMGE S BL BRI AL, BRI s 2 UE — BN A, B2 it A rl RE S BOK P #ie M ek

B, TEDVEECE R AT 2K

RN R @ BRI R (sd) ARTERH] 55232 3£41371
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deny=6 un lock time=300 even ¢
user _unknown=ignore success=ok ignore=ignore default=bad

close

open

force revoke

-session  optional pam_ck connector.so

pam_tally?2 L

2R BiHf]

deny=n BRSRIMCRBET n R HE 481717,

lock_time=n BSRRMUEPUE I E] (FD) S

un lock_time=n BB SRR B BRI, B P R I ]
no_lock_time AMEHEXLF Ivar/log/faillog Hid 5% .fail_locktime FE,
magic_root root HF (uid=0) VAAIZAEE, HHEER~REE,
even_deny root root AR BT deny=n X5 HE447751],

5. even_deny_root FHXS M HVIEDT, A1SRACEIZIEI, root FH P TEE SRR EGEHIER
Hill F5 4 B R IR )

root_unlock_time=n

RO

1. 2% WP, A login BCE XM, IGNTFERE pam_limits.so MEERACE,
2. ESRIK P BUERIIRIA, FEANE % 25,

RN R @ BRI R (sd) ARTERH] #5233 3£41371



> BT s

SIS

1. ZEH SSH B mikissds, HEIRIESIL (1] SSH E5% Linux L4,
TSR, WHAAT T —H,

BRI, 68 FH B A

2. G, PITLLTaHEEHERER.

vim /var/log/secure

RN R @ BRI R (sd) ARTERH] %5234 3£41371
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PHBAT R

W tE— RIS Z 2 RNER, HAP KIS ICR NP ERTIRG SRME X HE, 0 TNEFR, IMNEREF
REVA pam_tally2 HIHREEER.

Oct 114:45 sshd[16Y84]1: Failed password for invalid wser dell from 282.
Oct 114:45 =shd[16784]: Received discommect from 28Z.153.37.285 port 13
Oct 114:45 sshd[16784]1: Discommected from ZHZ.153.37.285 port 13869 [pr
Oct :14:59 login: pam_tallyZ(login:auth): user root (B) tally 12, deny
Oct :14:59 login: pam_succeed_if (login:auth): requirement “wid >= 18AA"

Oct :15:81 login:| FAILED LOGIN £ FROM ttyl FOR root, Authentication fai
Oct :15:81 login:| pam_tallyZ(login:auth): unknown option: un_lock_time=
Oct :15:83 login:|pam_tallyZ{login:auth): wuser root (B) tally 13, deny

Oct 28 17:15:84 WM-96-4-centos sshdl[167307T: pam_UNIX(SSha auLny . althentication fallire: 10
o0st=203.213.66.178 user=root

B MMRPATLLT a4y, A /etc/pam.d J&, HERHEHREE pam BHF KT pam_tally2 o

RN R @ BRI R (sd) ARTERH] 5235 3£41371



PN iR

cd /etc/pam.d

RN R @ BRI R (sd) ARTERH]

%4236 #£41301
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find . | xargs grep -ri "pam_tally2" -1

REZELAITEARER, MR login XAFFELE Ti%SH.

bash-4.2# find . | xargs grep —ri “pam_tallyz" -1
.#login

.#login
bash-4.28 _

4. PUTLLT a4, IR pam_tally2.so HEHUACE, FCESSHUE, BIAIRE E3%,

RN R @ BRI R (sd) ARTERH]

55237 #£41301



> BT e

sed -1 "s/.*pam_tally.*/#&/" /etc/pam.d/login

5. RS BUE 2 A IR BB 2 RIS [, 2 RIS R, EBGEREDUT /7 ZNE 7 2 5l
BURIRSS dE W, FMRENERE, N, FRTR. BrdmRi12 - 16400 & 2R, HEIES I HiE
S

IR =Rk S5 g A EE R BT

1 sshd HyERIN220 1251024 - 65525 RIFY HAMIER . TEIEIES W B Ss are BN
EHRRSS AR C RIRZ 2RI, JFEBosEN SR FRm O, AEBBOEATE P R . FEETES I 7

iz 2R,

RN R @ BRI R (sd) ARTERH] #5238 3£41371
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O BAE s

ANV A% DR ARSS St 7 R, 040, mysql K redis 55, S RIRAE X i CHE SO A5 R BEE (R 41 177
I\Fﬂo
AR RBEERAPRNE, FFOSINSEIN &%, DUE NN IR B R E R

RN R @ BRI R (sd) ARTERH] %5239 £41371



PN iR

BT
Linux S © VNC sk A R E R fg Jeie

SR fifi o

M VNC E% miRS5anit, S ALMIERAIRE SR, R REN FEPURSE, BEREXTEREEZmAK S

M-55-18-centos login: root
Password :

H i SSH IRk, MRS E “Permission denied,please try again.”, 41 T EIFiR

[root@vM-96-14-centos ~]# ssh root@

root@4 's password:
Permission denied, please try again.

FIRER I TIER NS /var/log/btmp HEAREEI R, XA TERBRERNVEE, FEIRZT
B, ERERERSES, G TER !

RN R @ BRI R (sd) ARTERH] 55240 3£41371



BT

bash-4.24# 11 -h
bash: 11: command not
hash-4.2# 1= -alh
total 9.8G
druwear-xr-x 18 root
19 root
root
root
root
root
root
root
root
chrony
syslog
root
root
root
root

“rW-r--r--
“rW-r--r--

2
2
1
1
1
1
1
2
1
1
1
1
1

1. S0P IR AR HEXH /var/log/btmp BHEER
2. SR B NBRNIRSE, FHINE &2

SUSEEE A

1. 2 /] SSH ¥x kS5 dn, HEHIE

BRI, WHRAT T —
SRR, IR @ﬁﬁ%ﬁ%F‘E‘ﬁi

3. G5HEXH /var/log/btmp
AR B 8%

T

found

root
root
root
root
root
root
root
wtmp
wtmp
chrony
adm
root
root
root
root

> TR

I i F SSH &% Linux S,

HZ I s 2 A

2. AN /var/log BBEHEXMH /var/log/btmp BHH,

PN iR

anaconda

audit

boot . log

boot . log-2681911686
boot . log-ZBZ288887
btmp
btmp-ZHZBB887
chrony
cloud-init.log
cloud-init-output. log
Crom

dmesg

dmesg.old

YA Linux SE61 &8 P,

RENR, WHRATL a4y, A btmp HEENARTEZE. HRHEXFE,

RN R @ BRI R (sd) ARTERH]
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> BT e

cat /dev/null > /var/log/btmp

4. R P BUE R AN RR LR RIS 1, HRMFE MG, FUCRZELUT VT RINE % 20

B mIRFGSAEN, FHRENHRE, NE, FIRTR BFHRIT12 - 16601 2 25Nl HETES I HiE
KB,

PR =R SS & EA IR

1 sshd HyERIN220 121024 - 65525 RIFY HAMIER 1. HEIHIES W BT SS a BN

EM RS C KRB 2RI, HFR eSS ATRRm , NEBBCEATA IR . TEIRES I 7

Tz SR,

RN R @ BRI R (sd) ARTERH] 55242 3£41311
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O BAE s

AV A% DR ARSS St 77 0], G040, mysql M redis 55, S RIRAE X S CHE SOy A5 R BEE 1R 41 R 177
I\Fﬂo
TR, WEEDIPRIE, FRARINSEN S, DUE MR %5 R

RN R @ BRI R (sd) ARTERH] 5243 3£41371



PHBAT R

Linux 526 : VNC 8¢ SSH &5k 55
Permission denied

PR GR As

i VNC 8 SSH &%, $&nili5iEE “Permission denied”,
VNC B xAR 840 T B

Centls Linux ¥ (Corel
Kerpnel 3.18.8-186Z2 .18

Hint: Capz Lock on

o in: moot

Password :

Permission denied

SSH B RARFEAN T EFR

[root@vM-96-14-centos ~]# ssh root@

root@4 's password:
Permission denied, please try again.

Al HEJR A

fEH VNC 8 SSH B %=V /etc/pam.d/login X pam B TRES, £ /etc/pam.d/login ECE
HERAZTIA system—auth *ﬁﬂ%iﬂ‘ﬁi}\iﬁ, system—auth BRERINR G A pam_limits.so AT
NIE, system—auth HYERIAECELD T EFTR !

RN R @ BRI R (sd) ARTERH] 55244 3£41371



PHBAT R

nullok try first pass
uid >= 500 quiet

uid < 500 quiet

shab12 shadow nullok try firs

revoke

SUCCESS= service in

IR OLs BRNTFOL I TR

L RREER. BN

pam_limits.so

Y

X /etc/security/limits.conf ,

FRRFEH R, SBOHT R

N
=
i
Iy
—W
&
el
«_\J
o 2
\D‘
s
=
H S
=
il
>&_

SR Wik

soft nofile AIF TR SRR A B R B CRRIRAD

hard nofile AT SO AT R OR R (BERR)) |, A REE S IZIEE.,

fs fle-max REPANREBFTIFII SR (WAL struct file) HIBGR, HXREDNRGHVIRT, JF
AEAHF

fs.nr_open PSR R ECA R A SRR E . (fd DD

AIRES LR EEEFNRKZACE X /etc/security/limits.conf HRT root P B AKBEFT FFHY SRS

ﬁﬁ/l\iﬁﬁﬁﬁﬁﬁi% EHRECE N E soft nofile < hard nofile < fs.nr_open XRo

(PSS

S AP IR RY soft nofile . hard nofile M fs.nr_open BBNIEHACE,

RN R @ BRI R (sd) ARTERH] 5245 3£41371



> BT e

SIS

1. 2 H SSH B llkssds, HIHIES W (LA SSH 5% Linux S,

BRI, WHAT T —4,

BN, WFERARRAPEX, HEHEIES W @G g A Linux SSE0 5 H PR,

2. BESH soft nofile . hard nofile & fs.nr_open [HEEGIME soft nofile < hard
nofile < fs.nr_open *% .

PATLL N a4, &F soft nofile M hard nofile fH,

RN R @ BRI R (sd) ARTERH] 55246 3£41371
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BT

/etc/security/limits.conf

ASCIRHLES SR 793000001 523000002, 411 T EIFf7R -

soft nofile 1008¢E
hard nofile 18

root soft nofile
floot hard nofile 300000
"fetc/security/limits.conf" 65L, 2514C

HATLU T @4, %% fs.nr_open fH,

RN R @ BRI R (sd) ARTERH]
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sysctl —-a 2>/dev/null | grep -Ei "file-max|nr_open"

ASCIRHEE R 91048576, A1 T EIFR

“file-max|nr_open"

3. 1824 /etc/security/limits.conf X, TEXHRERMSESAN TEE
root soft nofile . 100001

RN R @ BRI R (sd) ARTERH]

248 141371



> BT e

root hard nofile : 100002

4. 1B /etc/sysctl.conf X, fEXHRERMBESAN TELE

ViBH :

fEi/® soft nofile < hard nofile < fs.nr_open *ZRH, MPEIENE, RIIERGRARHIA R
HEATIARE,

fs.file-max =2000000

fs.nr_open =2000000

5. BUATLA T anw, (EACENZ AR, BLESERSE, BIRTRE 5%,

RN R @ BRI R (sd) ARTERH] %5249 3£41371



> BT e

sysctl -p

RN R @ BRI R (sd) ARTERH] 55250 3£41371



BT A
Linux sEf : /etc/fstab FC &S IR SEOCIE SR

1SS BN

TIEIER SSH IEREE % Linux mikS 4, (B VNC AE%RE, EERAENKNHIEREL Welcome to
emergency mode, A1 FEFiR :

] Reached target Remote File Systems (Pre).
]| Reached target Remote File Systems.
Sdtarting Crash recovery kernel arming...
]l Started Security Auditing Service.
otarting Update UTMP about System Boot/Shutdownm. ..
] Started Update UTMP about System Boot/Shutdown.
starting Update UTMP about System Runlevel Changes.

] Started Update UTMP about System Runlevel Changes.
Welcome to emergency mode! After logging in, type " journalct
system logs, "systemctl reboot” to reboot, "systemctl defaul
try again to boot into default mode.

Give root password for maintenance
(or press Control-D to continue):

Al A

AJEEHT /etc/fstab FLBEAH ST,
plal, B7E /etc/fstab HWECEMHIREHM HHEEEE, HRRFHEEMNEEAMEELTE, FERAL
HEIEH B,

DR SE IS

SN AHVIRIESR  Jetc/fstab BUEXMF, HEMRS G HHTZE,

SISEE A

RN R @ BRI R (sd) ARTERH] 55251 3441371



> BT e

fasm st DU 25 St A SR AL BRI AR

BT R VNC Bf ()

FX2 ¢ RS

1. VNC 3% Linux SZHil,

2.3 A VNC Siifg, EEFN0 MEHA rhFoRF L, 1EHA root IKF %18 H4% Enter B k%5 44
AL ERA TR,

LA BRI root KPS, MESE 75 i TA0HE,

3.

PATLAT gy, &7 /etc/fstab X, AXXLIEME] /home HFE T HMHI :

RN R @ BRI R (sd) ARTERH] #5252 3£41371


https://www.tencentcloud.com/document/product/213/32494

> BT e

cp /etc/fstab /home

4. PATLL T ansy, R VI gmiEasfT I /etc/fstab Xt

RN R @ BRI R (sd) ARTERH] %5253 3£41371



PN iR

vi /etc/fstab

5. # i AR, RSN EHIRIETE, JHMA ¢ ERXTECE. 4 TEFR
ViR :

GIEEIREIRELE, WEBCEHERRRGENMIITEHAERE, FRFSHIKEIEREGESE Uik HATH

B

RN R @ BRI R (sd) ARTERH]

%254 41301



PN iR

BT

<etcofstab
Created by anaconda on Tue Mov 26 B2:11:36 ZH19

ficcessible filesystems, by reference, are maintained under 'rsdevsdisks’.
See man pages f=stab(5), findf=(8), mount(B) and-sor blkid(B) for more info.

After editing this file, run 'systemctl daemon-reload' to update systemd
units generated from this file.

i
i
i
i
s
s
s
s
s

UUID=65%e6f 89-71f a-463d-842e-ccdf 2cHbeBfe ~ ext4 defaults
#rdevrwdcl_rdata auto rw,relatime,data=-ordered 8 2

6
1% Esc fi A :wq J&, 1% Enter (R7#1%EH B HidmEE a5,

7. @ ERIG EFLA], FRIUERGREER BN %,
’LHHE :
S e B R KB BADERIES L # )5 5L,
8. B pG, HEFREREBNHEE, WIES U ILE /etc/fstab ST BEATH ML E,
1. 2 ARG, A LB,

BT ARG TRAEE SBFH mount K chroot MX@H, HEEHECHALSARHENRA,
2. ¥R KAy VIS - HIR6, BE  /etc/fstab X

SO R RS, R SRR,

BB RAEE R E R T XAURE, B L0 AL, HEESERIERGUE & r] IEH B3 KR,
BREIE, AEFHRERE R, WIES U ALE /etc/fstab 21 AT RALE

W

()]

RN R @ BRI R (sd) ARTERH] #5255 3£41371


https://www.tencentcloud.com/document/product/213/4928
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%) ivn s
Linux 231 : sshd B & SRR [A) 2

ol TSR] ¢ 2024-01-06 17:32:18

S HUN

fifi F SSH 5% Linux 2B, HIFL “ssh_exchange_identification: Connection closed by remote host” B “no hostkey
alg”.

Al HE 5 A

sshd BLE AR BHEL, FIRESBOCIEMEH SSH &5k, B4l /var/empty/sshd K&
/etc/ssh/ssh_host_rsa_key HBLE SXEFARBHEL,

(RPN e

LA KRGS EE, IR A BB R E SRR

451550 ssh_exchange_identification: Connection closed by remote host, &2 Il (54 /var/empty/sshd
TERUR 258,

55 S Ino hostkey alg, 1EZ L [E04 /etc/ssh/ssh_host_rsa_key SRR A5,

REFEE TR

B /var/empty/sshd SCEAER

1. i VNC %% Linux 524,
2. PUTLL T sy, EEIEERAL,

RN R @ BRI R (sd) ARTERH] %5256 £41371


https://www.tencentcloud.com/document/product/213/32494

PN iR

sshd -t

REZELATTER -

RN R @ BRI R (sd) ARTERH]

%5257 #£41301



> BT s

“/var/empty/sshd must be owned by root and not group or world-writable.”

3. HUTLL T s, B /var/empty/sshd/ SXHAE,

RN R @ BRI R (sd) ARTERH] 5258 3£41371



PN iR

chmod 711 /var/empty/sshd/
B /etc/ssh/ssh_host_rsa_key XHHUR

1. i VNC %% Linux s£41,
2. AT T andy, BEEREERK,

RN R @ BRI R (sd) ARTERH]

%5259 41311


https://www.tencentcloud.com/document/product/213/32494

PN iR

sshd -t

REE R &N 7R

RN R @ BRI R (sd) ARTERH]

545260 41301



> BT e

“/etc/ssh/ssh_host_rsa_key are too open”

3. HUTLL T a4, 1B /etc/ssh/ssh_host_rsa_key XEHRER,

RN R @ BRI R (sd) ARTERH] 55261 3£41371



PN iR

chmod 600 /etc/ssh/ssh_host_rsa_key

RN R @ BRI R (sd) ARTERH]

%4262 41301



> Wiz o
Linux 36 © /etc/profile FEAEENE FH [A] 78

ol TSR] ¢ 2024-01-06 17:32:18

S HUN

] SSH %#5% Linux LA, SSH avfrkitt: “Last login: ” #H K15 EE F1{E.

Al HEJR A

AIREEHT /etc/profile XH#HEUGE, HIIE /etc/profile WM /etc/profile R, SEHFEA
FEIEINA A, RIS,

RO R

S AP, MEIMER /etc/profile XfF,

JUSEE A -

1. i VNC %% Linux L4,
2. AT T an4d, BF /etc/profile X,

RN R @ BRI R (sd) ARTERH] 5263 1£41371


https://www.tencentcloud.com/document/product/213/32494

> BT e

vim /etc/profile

3. K& /etc/profile XHHEEBTE /etc/profile MHEMT,

&, MHATF—%,

743, MEE P25 Lo BRI SR B,

4. 1% i A GREHE, £ /etc/profile MHXMTEEGM # LUFRIZGS,
5. 1% Esc iR H4miER, FimA wq RIFEN,

6. BT (1] SSH X555 Linux LI HATE R,

RN R @ BRI R (sd) ARTERH] %5264 3£41371


https://console.tencentcloud.com/workorder/category
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> BT e
AR 55 am A2 i B 7 B TR B oK

BTN A ¢ 2024-01-06 17:32:18

LIRS ERFTRER R L 2EM (NAESATHIEM) 5k DDoS Wit &R E, AN ARG EHR L 2EM FB
IRR 45 e 18 TR S IR R AR R T 56

L SIS
SRS AR E TREH TiZ B RS 4E R 1 A RITEREMIVESK, AT LOEE DT T BB IZ B IRF a2 G T
b B IR

=IRSS AR ES I, Rz 0G5 SRR RS R T FURRE L IR B R
LRSS aEflG TR IR ARES T B RZ SRS AR T FRE

[ R A

TRFF A HBUE M s AR, 2L T R iR 0E (PRAIIMAY22, 36000, 3389% k%I, H
RINER Y5 R] TRk E, JTRFE AT LuEE B T R RS54 o

P INES
1. BRI R R RN A, A2 R, N RS,
A

2. AERABIEN NTHFBWIEM, IAEHRFEATRECHEREAR, MRGRESE @ THlL 2,
3. PERRZ efe el IbEME, T 12750 T8 BORE IRARRRRR &

RN R @ BRI R (sd) ARTERH] #5265 3£41371


https://console.tencentcloud.com/message
https://console.tencentcloud.com/cvm/instance/index
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) i s
7O e S BOETR SR

T BTN A ¢ 2024-01-06 17:32:18

s

ASCAGST4A Linux AT Windows =ik 55 aa IR 5 i F s F BOETRIZ REIE B IR VT IR IR T 260

O P 5

WS E SR NG S =R a5, BERRIRIRG R 3 BT R 3 b S &, ERERBNRIRS 4.
S H B2 TR G S S

S N AL PR

1.0 B SRR Y ARG 225540, A VNC /5708 5% -
Windows 241 : {# ] VNC £ 5% Windows S

Linux SE@ : fEH VNC E5% Linux 5241

2. B0 AR S5 2 A THERE R A AL B

4 Windows RS 25

4t Linux RSS2

3 VNC 772085 Windows miRS 82 )5, EEENATLUT 1
WiBH :

DUT#ELL Windows Server 2012 R IR 42 Al
1. ERS R,

, IEFESEEER, TS EMERE L,

2. JEPEHERETIR, AT RIEIRMER,

3. EFTFIVRIRISALER D, EHEINFET RN, HARIEENLERLSS, ISR RS ER,

ANSRTHFE T BEAR B AR N 5538, WIRRE R G h T ER ks, 2EFREMICALREE FHIRS 4R
B,

ANSRTHFE TR TR B AR N AR, PIRERWEHEORS S3, ERIDL AT (IR 2 2 A TER,

WATLUONBdR S G, BEHERS,

TR

Windows %4t MEZHBEF XK RGUERE, ErLUEESEER > B IVHHERE EoRE T8 55

IEFNRGHEN A RN LLIRNH, HHZEAT C:\Windows\System32 H% T, JHBIEF % T AIRER
RGHE—FE, HERDES KR, BN IHE,

RN R @ BRI R (sd) ARTERH] 5266 441371


https://console.tencentcloud.com/cvm/index
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> BT e

ANFIHFETR SR 2 WA B I R MRS, I $2 22 T BCRBATTIE T HE— 2 8 (b T,
i VNC 753085k Linux miRSS 2R 25, IEFREHATLUT#R1E

WeBH :

LUF#1ELL CentOS 7.6 RS RSS2 1,

1. PUTUU T e, % iftop TE (iftop TE N Linux ARS8 FHRELIZNTE) |

yum install iftop -y

PiRA :

AR JE Ubuntu RSt, AT apt-get install iftop -y #ido

RN R @ BRI R (sd) ARTERH] 55267 3£41371


https://console.tencentcloud.com/workorder/category

2. PUTLU T an4s, 223 Isof,

PN iR

yum install lsof -y

3. AT Fan4s, 51T iftop. A TFEFIR

RN R @ BRI R (sd) ARTERH]

%4268 41301



PN iR

iftop

RN R @ BRI R (sd) ARTERH]

545269 41301



4_centos
4_centos

4_centos
4 _centos
4_centos
4_centos

cum: 69.4KB  peak: 6.8ZKb rates: 224b
4Z.1KB 4.45Kb Z24h
111KB 11.3Kb 448h

<= . = FOoRmENHMAL
TX RRAIETR &
RX R B &
TOTAL R B,
Cum 3BT iftop EI H Al R YRR &
peak R RIE(E,
rates Al F it K2s. 10sH140sHY -,
4. 1RYE iftop HHIHFERERY IP, PUTULT @D, BEBEIEHEIZ IP HIHE,

RN R @ BRI R (sd) ARTERH]

Z.15Kb  2.26Kb
1.38Kkb 1.37Kb
3.53Kb  3.63Kb

PN iR

%270 41371



PN iR

lsof -i | grep IP

Bilan, EEEFRER IP ~201.205.141.123, NIHHATLL @4 -

RN R @ BRI R (sd) ARTERH]

$271 413701



PN iR

lsof -1 | grep 201.205.141.123

IRIEREATAT TS5 5R, SRIARSS 85 06 3 2 i SSH AR IHAE.

RN R @ BRI R (sd) ARTERH]

$272 413701



> BT e

sshd 12145 root 3u IPV4 3294018 0t0 TCP 10.144.90.86:ssh—>203
sshd 12179 ubuntu 3u IPV4 3294018 0to TCP 10.144.90.86:ssh—>203

5. AR HFMW B HVIERE, HINTIHOERRR SR,

AERIHFET B RO S5 HERE, IR E @ S TR R by i, BEREMZEREE TR a0
B

AERTHFET SR 2 R N S W R, PIRERNAEOR S B, ] DIETR IR S [ Z 2 TER,
WA OB SE Y5, BEEERI

AERIHFET RS WIS M R, TEE 7275 T8 BRI T — P e M AL B,

RN R @ BRI R (sd) ARTERH] 55273 3£41311


https://www.tencentcloud.com/document/product/213/2178
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S BAT A

RS E mAE H S PRI, mTLUSS IP138 2L 34T IP HJE Hi# i, A1RABLH FS IP &N E
S, RERREER, EHELERKRT !

RN R @ BRI R (sd) ARTERH] 55274 3£41371


https://www.ip138.com/

A BT

TRHKEFELTRICEE B
B FEHTIA] @ 2024-01-06 17:32:18

ASAIN A IR GS a R R B ) S BOLIRIEIE B Y PR T R U7 2.

>

AT H

Iz

/

] DUBE SIS fR (Y 2224l Giml 1) 5008 T H HIRERERIE R & 5 Z edIREMH X,
1.8 L2 (h0) FETE,
2. TE KBRS oL, IR TR A SEH, AR, A0 RS

ID/Instance Name Connectivity Diagnosis

f Quick Check

AL SRR IN A AR TGRS, AT DGE S — BB RE GRS da i Al 1, AR Ui,

=R %

IR L BRI (bR ARSUERT] 55275 3£41371


https://console.tencentcloud.com/vpc/helper
https://console.tencentcloud.com/vpc/helper

A BT

Testing Details

Protocol Port Direction Policy Effects

TCP 3389 Inbound Open Mone

TCP 22 Inbound Open Mone

TCP 443 Inbound Open Mone

TCP a0 Inbound Open Mone

TCP 21 Inbound ré:lt REnEs Unakle to access ...
TCP 20 Inbound E{;t REnEs Unable to access ...
ICMP 0 Inbound Cpen Maone

ALL ALL Qutbound Cpen Maone

Corenoirors |

Bl eHikiE

ANSEE TEARE, MR RHNRE R, ([T —RBEEYIRE OB A T IRSS AR Fm O, s

IR B 0 SO SR i

H

BIEIES W B RN,

N
s s

IR L BRI (bR ARSUERT]

=R %

LRIDGEN B ACE 722 2 AGERTH SR, R ERIZRE R A, B

$276 41371


https://www.tencentcloud.com/document/product/213/34825

& BT o
Linux SEBIEH VNC KRR A= 2k

WHELT, Z8 Linux RFeERIEaNET VNC 77 SRR A THRE NAE £ . A am i FLpiAd 5 2Pk
# Linux SKBITER SSH Bk, RIURMIAE, ERDLEE AT RS EISLH RN, HITHFEREE.,

HFETH

VNC Eorigiiid Web M dm i m RS aiv T, —fRAELIRIER SSH ImBE R L HIN (. £/ VNC &
KT RAERME RSN, SO TIESCRGINEC E S5 B,

PR — AL Linux RGUEHEIER B3, sCCEmT VNC BN, & WERZ RGN fstab FLE 7. RSt
KSR, lib BhASE SRR,

(A R N, S b PR

VNC 5 RHEE SSH EEB R
BIIE 21300

{diFl SSH 5% Linux S, HEHREE(S R “ssh_exchange_identification: Connection closed by remote host”, 41T
Bl

[root@ ~]# ssh root

kex_exchange identification: read: Connection reset by p

AT REIRE

kex_exchange_identification [/ B¢ connection reset fii$h, —fX3% ssh M X HFEEES), HEACETREFER
&, B4 sshd BB S FRHE D,

FRE RS

S UL ALV IR, Keds sshd ERR, BN IFARORIAIRL,

BB

SELUTAER, M VNC &% Linux SKHA1

RN R @ BRI R (sd) ARTERH] 55277 3£41311



PHBAT R

1. 85 mlssantefilt, HEIREERM Linux =ik, BaiaMnER, W TR .

Instances Shanghai 2

g GPU G Y
B

anghs GPU G
1}

2. TEAT P IARHERES | Linux LBl 1, #adi VNCER,
3. 7£ login J5#i A ' 44, 1% Enter, 1f Password 5 A%, % Enter, 41T EFTREAE I

CentlS Linnx B (Cored
Eernel 4.18.8-3A5.18.2 .e18_4 .86 A4 on an xB6_H4

fctivate the web console with: systemct| enable now cockpit.zocket

W-5-B6-centos login: root
Password
[rootBM-5-B6-centos ~ 1H

4. PUTLLUT a4, &F sshd RS IEHIBTT,

RN R @ BRI R (sd) ARTERH] 55278 3£41311


https://console.tencentcloud.com/cvm/index

PN iR

ps —ef | grep sshd

REIEERATT EBIFTR, sshd HEARIEH

RN R @ BRI R (sd) ARTERH]

$279 41371



) it=

[rootPUM-B-11-centos “1# ps f grep sshd
root 3 18 7

! #8:6808:88 binssshd -D -oCi
.com; aess56- aessZ56-cbe,aes1Z8-gcmPopenssh.com,aes1Z8-ctr,aes1Z8-cbc -o
sh.com,umac-

IKexAlgorith

1- -oKexfAlgori

e-hel lman-g

~hel lman-gro xchange—: diffie-hel Iman

S LJ0D-E

al,umac-128

-n »EC
-ed25519-cert

Ml1lBoper

sa-shaZ-nis

5. JUTLA T, BEEMREERK,

RN R @ BRI R (sd) ARTERH] 5280 3£41371



O WRE

sshd -t

R AN T B FTR{E R “/var/empty/sshd must be owned by root and not group or world-writable.
" AENEEIRIRIACN  /var/empty/sshd/ XFRAESE,

[rootl “1# sshd -t
svarsemptyssshd must be owned by root and not group or world-writab

[root® ~ 14

RN R @ BRI R (sd) ARTERH] #5281 3£41371



O BRE

e B &R /var/log/secure HEFRRIEEERMPEE, 4 FEFTR

: - user root.
systemd[1]: session-174.scope: Succeeded.
systemd[1]: Started Session 175 of user root.
systemd[1]: session-175.scope: Succeeded.

systemd[1]: Started Session 176 of user root.
systemd[1]: session-176.scope: Succeeded.
sshd[1236511: fatal: svar-sempty/sshd must be owned by root

6. HATUL T @i, &F /var/empty/sshd HFRIE,

RN R @ BRI R (sd) ARTERH] %5282 3£41371



) i s

11 -d /var/empty/sshd/

REEERATT EFR, ATAIBREHIES 777,

[rootl@ 1 11 -d svarsempty-ssshd-

drixruwawx. 2 root root 4896 Jul 13 ZBZ21

7. PATUA T @4y, B /var/empty/sshd/ SR,

chmod 711 /var/empty/sshd/

RN R @ BRI R (sd) ARTERH] 5283 3£41371



PN iR

BT

S UL AL SSH E55k Linux SKH MG, Al IEHIZfE e % sLHhl,
VNC A EHFE Linux RAB3NRMIAE

DigHR

TIE I SSH %3k Linux iR 4%, EEH VNC A RERE, BEERFENENHIERER “Welcome to
emergency mode”, A1 FEFi/R :

] Reached target Remote File Systems (Pre).
] Reached target Remote File Systems.
Starting Crash recovery kernel arming...
] Started Security Auditing Service.
Starting Update UTMP about System Boot/Shutdoum. ..
] Started Update UTMP about System Boot/Shutdouwn.

Starting Update UTMP about System Runlevel Changes...
| ] Started Update UTMP about System Runlevel Changes.
lelcome to emergency mode! After logging in, type " journalctl -xb" to
system logs, “systemctl reboot" to reboot, “systemctl default" or D
try again to boot into default mode.
Give root password for maintenance

(or press Control-D to continue):

ATREREA

AIREET /etc/fstab EENHUFHK

N, B1E /etc/fstab WECEMAREHIHSHERKE, BERRSHEENREVMLERE, SBRAL
EIEH 250,

RO E B

S HCEESR  /etc/fstab BLEXMF, BHEMRSHEHHITRE,

SEBER

1. 20 PR, R VNC 5% Linux L6,
2.3 A VNC g, EEFRN HISUA HARStE, HHEA root K #1114 Enter B IR55 45, H ARYERSER
IR, AFEFTR

Give root password for maintenance

(or press Control-D to continue):
[root» “In

3. MARGG, MITUA Fansy, &F fstab XIFHEAHE R ER,

RN R @ BRI R (sd) ARTERH] %5284 3£41371


https://www.tencentcloud.com/document/product/213/32501
https://www.tencentcloud.com/document/product/213/47703#ProcessingSteps1Step1

PN iR

1sblk

REIZERAN T EFR, XHHEFEEEER

RN R @ BRI R (sd) ARTERH]

%5285 41301



PHBAT R

[rootBL “1# lsblk

NAME MAJ:MIN RM  SIZE RO TYPE MOUNTPOINT
srd 11:8 1 184.1M H rom

wila 253:H H 586G H disk

Ludal 253:1 B 58G B part /

[rootB “1# cat setcsfstab

i
## retcsfstab
## Created by anaconda on Tue Nov 26 BZ2:11:36 ZB19

i

## Accessible filesystems, by reference, are maintained under '-/dew
# See man pages fstab(5), findfs(8), mount(8) andsor blkid(8) for
i

#t After editing this file, run 'systemctl daemon-reload' to update
# units generated from this file.

i

sdevs/wudbl sdata ext3 defaults

[rootP |

4. ATLL T a4y, &1 fstab SXffo

RN R @ BRI R (sd) ARTERH] 5286 141371



PN iR

cp /etc/fstab /home

5. ATLA T anw, M VI G /etc/fstab XfF.

RN R @ BRI R (sd) ARTERH]

545287 #£41301



PN iR

vi /etc/fstab

6. % i AN, OSSN EHIRILETE, JHMA ¢ ERXTECE. 4 TEFR

RN R @ BRI R (sd) ARTERH]

%4288 #£413 11



PHBAT R

i

## retcsfstab

## Created by anaconda on Tue Nov 26 BZ2:11:36 2819

i

## Accessible filesystems, by reference, are maintained under 'rdevsdisk~
## See man pages fstab(5), findfs(8), mount(8) andsor blkid(8) for more i
l

## After editing this file, run 'systemctl daemon-reload' to update syste
# units generated from this file.

i

UUID=65%6f89-71fa-1463d-842e-ccdf ZcBbelfe ~ extd
tAdev vudbl sdata ext3 defaults

7.#% Esc fii A :wq J5, 1% Enter (RTFIXE R H4REERR

8. i ERI A EE LA, FHEEIES W EHS 9,

9. WIF B A REIEH B8l N B 5%,

BEEERPEE Linux RELE 3K MRIE

PG R

Linux RAEE Z G LEIEEES), $nEEFEZ FAILED EahR M0, A1 TEFiR

RN R @ BRI R (sd) ARTERH] %5289 3£41371
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1 Reached target Local File Sustems (Pre).
] Reached target Local File Sustems.
Starting Restore /runsinitramfs on shutdown. ..
Starting Tell Plymouth To Write Out RBuntime Data...
Starting Create Uplatile Files and Directories...
[FAILED] Failed to start Restore /runsinitramfs on shutdown.
See 'systemct]l status dracut-shutdown.service' for details.
[ 1 Started Tell Plumouth To Write Out Buntime Data.
[FAILED] Failed to start Create Uolatile Files and Directories.
See 'systemctl status systemd-tmpfiles-setup.service' for details.
Starting Security Auditing Service...
[FAILED] Failed to start Security Auditing Service.
See 'systemct]l status auditd.service' for details.
Starting Update UTMP about System Boot/Shutdoum. ..
[FAILED] Failed to start Update UTMP about System Boot-/Shutdowm.
See 'systemct]l status systemd-update-utmp.service' for details.
[DEPEND] Dependency failed for Update UTMP about System Runlevel Changes.
[ 1 Reached target System Initialization.
Listening on D-Bus System Message Bus Socket.
Listening on Open-i53C51 iscsid Socket.
Started daily update of the root trust anchor for DNSSEC.
Started Daily Cleanup of Temporary Directories.
Started dnf makecache --timer.
Reached target Timers.
Listening on ACPID Listen Socket.
Listening on 533D Kerberos Cache Manager responder socket.
Listening on Open-iSCS51 iscsiuio Socket.
Reached target Sockets.
Reached target Basic Sustem.
Starting Authorization Manager...
Started libstoragemgmt plug-in server daemon.
Started Machine Check Exception Logging Daemon.
Starting System Security Services Daemon...
otarted ACPI Event Daemon.
Starting Hardware BNG Entropy Gatherer Wake threshold service...
[FAILED] Failed to start NTP client/server.
See 'systemct]l status chronyd.service' for details.
Starting VDO wolume services...
[ 1 Started D-Bus Suystem Message Bus.
Starting Network Manager...
[ 1 Reached target sshd-keugen.target.
[FAILED] Failed to start Hardware BNG Entropy Gatherer Wake threshold serv
See 'systemctl status rngd-wake-threshold.service' for details.
[DEPEND] Dependency failed for Hardware ENG Entropy Gatherer Daemon.
[FAILED] Failed to start UDD wolume services.
See 'systemct]l status wdo.service' for details.
[ 1 Started D-Bus Suystem Message Bus.

[ ]
L ]
L ]
[ ]
[ ]
[ ]
L ]
[ ]
[ ]
[ ]
L ]
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> BT e

AIREH T R BERGUAFRRR FEUZ R, BIAN bin B lib SCABRK,

RO BB
S AP B, S PR A AR, S TREEERIE S,

BB

1. ARERAECHT, AR BER LB T3, LARG L T H IR ESEE AT, A G P 5
1, AHRGUEALEDT G HE G G,
2. %R mlRSs dnedil e, TR KO TEY, ERESKOIFEI TAMINES > BESKM > HABERER, 41T EH

I~ .

3. TEH AV HEABERIRAE [1vh, IR E BRI R B sl 3, Al TR
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https://www.tencentcloud.com/document/product/362/5755
https://www.tencentcloud.com/document/product/213/4942
https://console.tencentcloud.com/cvm/instance/index?rid=1

A BT

RS %

Enter Rescue Mode

password.

Cent05 7.5 64-bit
3.%When an instance is in Rescue Mode, it cannot be started up or shut down.

cormuption. We recommend manually shutting down the OV manually before the operation.
5. After exiting the Rescue Maode, the CWM instance will be "shut down” by default. Please immediately restart it.

Forced Shutdown Agres to a forced shutdown

Close

(D 1. Before entering the rescue mode, you need to set 3 password, which is used to atoess the instance during the rescue
period. The default usemame is "root”. After exiting the Rescus Mode, you need to access the instance with the original

2_In the Rescue Mode, the instance starts up from CD-R0M by default. The operating system for CO-ROM start-up is

4. To enter the Resoue Mode, the instance should be shut down. Forced shutdown may result in data loss or file system

4. RITHEABRER, W LORE XL NHABRRR, AITEIR, IR R Lo HNTER

ID/Name Monitoring Status T Availability Zone T Instance Type T Instance Configuration  Primary IPvd (& Primary IPv6

EH ARG KBRS RN OIS 1 AR, AT AR

Create More Actions +

Q View instances pending repossession

ID/Name Monitoring Status T Avaitability Zone ¥ Instance Type T Instance Configuration  Primary IPv4 (@ Primary IPvé

i (D) Rescus Mode Shanghai Zone 4 GPU Compute GNES

5. M root MKF K VUES FIREREM, E LT B LH,

HLBIE LW 1P, MIESIL (1 SSH &k Linux 56,

AERBIERW P, MIEZUL ] VNC 5 Linux 54,

6. A LLVNC HREFNH, ERBIE, MRATLUT ar B8R GE= R 7 X,
BiBA

RN R @ BRI R (sd) ARTERH]

nstance Billing Mode ¥ Ne'

nstance Billing Mode T Netwe
Pay-25-you-go Bl by
Created at 2021-01-08
120029

e
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https://www.tencentcloud.com/document/product/213/32501
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> BT e

R T LHRGELIR S Y vda, RN vdatl, BROARHE,

mkdir -p /mnt/vml

RN R @ BRI R (sd) ARTERH] %5293 3£41371



PN iR

mount /dev/vdal /mnt/vml

PATTERUE, RIEIZERAN T AR

[rootl “ 1 mkdir -p /mnt-suml

[rootl 1 mount

sdevsudal

Zmnt uml

[rootl I

RN R @ BRI R (sd) ARTERH]
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A BT

7. A, BIRHRIEECRGUR 7 X s,
EWAIfER mount -o bind @, FHEEXMHFRGN—EDTHX, Hi@d chroot
fries, BARfEaailT

ERIPA

PN iR

an 4 FSRAETE E AR

mount
mount
mount
mount

mount

bind /dev /mnt/vml/dev

bind /dev/pts /mnt/vml/dev/pts
bind /proc /mnt/vml/proc

bind /run /mnt/vml/run

bind /sys /mnt/vml/sys

chroot /mnt/vml /bin/bash

RN R @ BRI R (sd) ARTERH]
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BT

AT chroot wHH:
HLIREEER, PJREHAT cd /
£ HEAN T B RS (E R, WHHTIELER

NN
Al [Po

[rootPUM-B8-11-centos
[rootPUM-B-11-centos
[root@M-B-11-centos
[rootPUM-B-11-centos
[root@UM-B8-11-centos

[root@UM-B-11-centos
[rootBUM-8-11-centos
[root@UM-B-11-centos
chroot: failed to run

[rootEUM-H-11-centos

bin

lxuut“Uﬁ B-11-centos wvnlli 11
root
root
root
root
root
root
root
root
root
root
root
root
root
root

QBUb
4896

g
4896
root
8

4896

root
root
root
root
root
4896
cd
pud

root
uml 14
binl

lx 00 I,“l..ﬂ |:1 1 1-cen l,u s
[rootPUM-B8-11-
smt/suvml usrsbin
[root@UM-B-11-centos
[root@UM-B-11-centos

binli 1s
binl# _

9. Iti, AIEIE—BFHRERARERNIE, FHFHRATUUT @

NEFHYE L.
IEFHLER @ RRATLL T an 4y

RN R @ BRI R (sd) ARTERH]

1
)
1
|
1
|
1
“ 1
command
“In

li

y Jun

Nowv

9 Nov :
34 Nov 26

Nowv
Nowv
Nov
Apr
Ma

} Nov

Nowv

I Apr
96 Apr

PN iR

AR ESR, HINAHAT cd /mnt/vmi EERTXEHE,

mkdir
mount
mount
mount
mount
mount

-p /mnt. uvml
sdevsudal /mnt uml
bind sdev /mnt/uml-sdev
bind sdevspts /mnt/uml- dev/pts
bind smntuml/proc
bind smnt uml/run
mount bind ssys smnt- uml-/sys
chroot /mnt-uml ~/bin-sbash
‘/binsbash” : No such

Sproc
Srun

file or directo

XF /usr/bin  HX FRIFTE SXAEMIER, 41T EFOR

b

FRIEWRGE /usr/bin H THISUFEYEIZERE

545296 41301



PN iR

cd /usr/bin/ && tar -zcvf bin.tar.gz *

RN R @ BRI R (sd) ARTERH]
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PN iR

scp bin.tar.gz root@FEXHip : /mnt/vml/usr/bin/

PiHA :
AR IP ALEE MBI, W P FFdsd A5 DL
PUTEERUATT EFR

RN R @ BRI R (sd) ARTERH]
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i /mnt/vml/usr/bin/
' can't be established.
GLmHaVo8ihDvNtbeA.

[root(@ bin]# scp bin.tar.gz root(@!

The authenticity of host '
ECDSA key fingerprint is SHA256:e+y4JYiXm44

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes

Warning: Permanently added ' " (ECDSA) to the list of known hosts.

root@ 's password:
bin.tar.gz

AL | RIS MR T T a4y

PN iR

cd /mnt/vml/usr/bin/

RN R @ BRI R (sd) ARTERH]
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PN iR

tar —-zxvf bin.tar.gz

RN R @ BRI R (sd) ARTERH]
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PN iR

chroot /mnt/vml /bin/bash

PUTEERATT BIFTR

[rootl 7 1
baobab baseb4

[rooti®® s 1
[root®# Z 1

RN R @ BRI R (sd) ARTERH]

chroot
basename
chroot

smnt - oml
basl

/binsba

bashbug

smnt-vml ~binsbasl

bashbu

55301 #£41301



PHBAT R

10. KBHE B 5emln, EBELBIFTTEATHMES > BE5 R > BHBERERK, 41T EFR

TR R R KB T RAURES, TV TARGURIE. A0 TEPUR, RACIKE.

Cent0S Linux 8 (Core)
Kernel 4.18.8-348.7.1.el8 5.x806 64 on an x86 64

Activate the web console with: systemctl enable --mow cockpit.soc

UM-B-11-centos login:

RN R @ BRI R (sd) ARTERH] 55302 3£41371



> BAE e
KM E B =ARSS a R I

b N E] © 2024-01-06 17:32:18

XN ARG ARIAT KA, EBIVERIER, GIERE DIBPR S R HUR e R R IMAITR I, ARAESE SR
O, ALON SRS AR TAN T HEE AT,

A HEJH

CPU =& 1A AR &,

Linux #1ERGIN SRS 2R AR ZKEE ACPI EHIFR T,

Windows #E RGN ARG 21T R G0 B HT I )5 £

WX SE Windows =ARSS e, ARG Sa AR TE IR L.,

BERR LR TIRME, &P TR, WWafE, RARHEIITFE,

i AL P

K& CPU/ATFIYERBN

1. RIERIRSS AR IRIERGIIER, Kad CPU/NTFERIERIE L,

Windows =fli%s 8 © fEnfRSsdat, GEntd £5E, ERESEEE.
Linux =ikR%E: - AT top @wH, BFE sceu 5 sMEM FIER,
2. B SRR CPU/NTERYEATE L, 21l CPU H3E AR 33 M Hy iR,
ENEERNVER, BT 920 XAV EE 6,

KRERESLZE ACPI BHER

Vil :
HEARAEEAS Linux #BIER AN RIARSS 450
PUTLU T a4y, BEBREGIFE ACPI i,

RN R @ BRI R (sd) ARTERH] #5303 3£41371



PN iR

ps —ef | grep -w "acpid" | grep -v "grep"

ANERAF(E ACPIMERR, TEPAAT Sl AL/ 55 T RE,
AERAE ACPI MR, 1H73< ACPIEF R, BARBR(ERIS I Linux ML BT E,

REREHIT WindowsUpdate

HiHH :
IHAREE X Windows BIERGHI RS 5o

RN R @ BRI R (sd) ARTERH]

%4304 41311


https://www.tencentcloud.com/document/product/213/2129

> BT e

£ Windows =ARSS S ER G5, B > #EHIER > Windows ¥, & &2 S FE LA EHIAN T i
o

Windows TEMEEEKN THRIEI, 21F X H RGN — 250 P8, N FTBEFELE EHIN A K SNV E B M, B
5 R Windows BHTSERUG, FE2IR N/ E B BIRSS 2IvR1E,

AR EAEEHIA TR, BT 8 L =S T6E,

REZRSHRRE TR

PiHA :

HEIRAEE R Windows #81ERGEHY AR S5 8o

FIRWSE Windows =ARkS5 daltt, RGtE Sysprep /7 T 0k Bil%, WIMALIRMK, EAIRLSERLZHT,
Windows =26 X/ ESRTHRNE, SBON/EE R

ASRAEMG ST Windows RS dr IEAERIAATL, EIUESFRF Windows iS5 aafliaftoeilin, MRk HVEE =R
55 an I HRIE,

RIS d O e lflha b, BT 2 AL/ E S 6,

RECRENRAFREIER

A T ERERGR ARG IR RV RS IEFEE T TR, RS,

WERAIFH, FORATRERRIGATEBIT, FEONVERRK, BEBIEEIEIZIIF, #HZ 2R TR
TS G, EHERG

SRR EILSH, BT 2] AL/ S 6,

L PSIIVE V=R 2

iHA :

TR TR AL XAV EERIINRE, EZ2REEN BIRSSREHAT XH/E S RIMEIES T Al UERIZ6E. iR FRR
HiX ZARSS 2RI T RVVEBIRIE, FIRER SBB RS AR BUE B RS E R G,

1. Bx sliRSSHEERIE,

2 (ESLHIRYER DM, Ve RAEEN MGG dr, FHARELPRTE KT A RAVIRIE,

KM miRS R - BiES > KHHRE > Rl

HELRSHS | BB > KRS > BB,

3. EFHM R H BEELAIE O+, MiEEH XY ERHES, HiHE.

L) ETRFIRL, A0 EFTR

RN R @ BRI R (sd) ARTERH] %5305 3£41371


https://console.tencentcloud.com/cvm/index

> BT e

Shutdown *

You have selected 1 Instance, Learm More =

Mo, Instance Mame Instance ID Operation

1 Unnamed Can be shut down

Are you sure you want to shut down the selected instances?

CVM Mo Charge when Shut down

Mo Charge When Shut Down is available when the following conditions are
met:

* Pay-as-you-go Instances
* The instance's system disk and the data disk are both cloud disks.
* Mon-GPU-and FPGA-based instances

Forced shutdown

Forced shutdown may lead to data loss or file system damage. This is only allowed

when the instance cannct be shut down normally.

QK Cancel

HEBHIER, T EPR

IR L BRI (bR ARSUERT] %5306 3£41371



> BT e

Restart Instance x

You have selected 1 Instance , Learn More =

Mo. Instance Name Instance ID Current Bandwidth C...

1 Unnamed 1 Mbps

Are you sure you want to restart the selected instances?

Dwuring restarting, this instance cannot work and your service may be affected.

Forced restart

Just like turning off the computer and then powering it on, forced restart may lead to
data loss er damage to file system. This is allowed only when the instance cannot be

restarted normally.

QK Cancel

HAFTE - BBRaIHE b)) BRIEENH #5307 $£41371



S BAT A
TiEAl7# Network Namespace

o BTN E] ¢ 2024-01-06 17:32:18

AR

LHATRIEE— TN ZE @44 22 (Network Namespace) Ui, aa R, LiE4k52, Dmesg 15518
7~ ¢ “unregister_netdevice: waiting for lo to become free. Usage count = 1”

[ e Ji AT

ZIAE Y — W% buge B, LU NRIRAEZIE X bug -
Ubuntu 16.04 x86_64 MNA%hiA N 4.4.0-91-generic
Ubuntu 16.04 x86_32 N%hiiA 1 4.4.0-92-generic

R 5

FFNIERRAS T4 3 4.4.0-98-generic BA, ZRABLE & I bug.

bR 78

1T s, B8 YT,

RN R @ BRI R (sd) ARTERH] %5308 3£41371



PN iR

uname —r

2. AT T @4y, BERGHE 4.4.0-98-generic IR AR T4,

RN R @ BRI R (sd) ARTERH]
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PN iR

sudo apt—get update

sudo apt-cache search linux-image-4.4.0-98-generic

HRAATER, WFREREIEZRA, T TR :

RN R @ BRI R (sd) ARTERH]
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> BT s

linux-image—-4.4.0-98-generic - Linux kernel image for version 4.4.0 on 64 bit x86 S

3. PUTLUT a4y, R AL R Header

RN R @ BRI R (sd) ARTERH] 55311 3441371



> BT e

sudo apt-get install linux-image-4.4.0-98-generic linux-headers-4.4.0-98-generic

4. PUTLL T a4y, EERGL

RN R @ BRI R (sd) ARTERH] 55312 3£41371



PN iR

sudo reboot

5. HUTLAT v, HEARSL, K&ENKIRA,

RN R @ BRI R (sd) ARTERH]
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PN iR

uname —r

HIRAN AR, WIFIRARA BT

RN R @ BRI R (sd) ARTERH]
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PN iR

4.4.0-98-generic

RN R @ BRI R (sd) ARTERH]
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O BAE s
NZI 10 #H % Al

ol N R 2024-01-06 17:32:18

{5 P S5 B A IS, T MRS DU 2 AR ESE B S 1 e AN S B S E BRI &b, A% R 10 48 X i)
WG, 5% R R AL 3R

PIRZIALEE 3 N A 3

e
PIRLIH R, ATRES BOLER ERE SRR HE S,

HIREREA

W% hung_task

hung task HLilE T PFZZAE khungtaskd 2B, khungtaskd ¥i4% TASK_UNINTERRUPTIBLE IRAMIEFRE, W1R1E
kernel.hung_task_timeout_secs (ERIN120F)) FIHAN—EALT D IKE, WIFTHI hung task HFAZRYHER:
B,

WRACE kernel.hung_task_panic=1 , NIEfilA NE% panic EEH1A.

PIRERFESL soft lockup

soft lockup #& CPU #PIALAHS (G HE LUZE TR iR T AR, A0 soft lockup HYJFFRZZE 61 CPU 2y BL—NE R

PUTHINRLZRARE [watchdog/x], WISRIZEAZIE—EFAN (BRI 2*kernel.watchdog_thresh , 3.10N#%
kernel.watchdog_thresh ERINA10F)) RASEIAT, WIERHLZAET soft lockups

ARACE T kernel.softlockup_panic=1 , W&M%E P panic EEHE.

% panic

W& crash SEWGRRHER, & WA panic BT ¢

AL T hung_task HACE T kernel.hung_task_panic=1 ,
AL T 3RBE 81 soft lockup HECE T kernel.softlockup_panic=1 ,
filt% 7 % bugs

ReEA R
PAIRRAE 5% IR Rk s R SO HAD BRp  7, EMGET $72 5 Lo e — A i R A L

R 2% (R U L N b B

RN R @ BRI R (sd) ARTERH] 55316 3£41311


https://console.tencentcloud.com/workorder/category

> BT e

& inode

WRRREPRAR © QTR “No space left on device” #5125, HMH df -1 @9 EE inode Z2[RAI#H R
100%-

AIREIREA © X% %t inode #E/R,

REFIGER MR IC TR 8 I SR ely A A

W 22 A fE PR
WREEPIGR © QT SRR “No space left on device” #1R 5, HMH df -h maEE IR Z2 R 4R
100%,

FIREIREA © REALZEEFER,
SEESBR © IMBRIE TR (0 A S Bl AR

MR R

WREPIR | XHFRGHBESSCE, RRECIESHT .
AIRERE © XRGE IR,

piii 2

1. BUELPLR IS RSB0, TEIETES L O P,
2 IRVEREALSA PLATH R b FE L B

RGHE

ETry

HIE R B SH], HEEES N S,

1. PUTLU T s, B RN MY SR 2,

RN R @ BRI R (sd) ARTERH] 55317 3£41371


https://www.tencentcloud.com/document/product/362/5755
https://www.tencentcloud.com/document/product/213/4928

PN iR

1sblk -£f

2. PUTLA T A, EEEER.

RN R @ BRI R (sd) ARTERH]
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> BT e

umount <X B ZEHEERE>

3N XHRARE, PUTA TR TEE
ext3/extd KRG, PUTLLT gy -

RN R @ BRI R (sd) ARTERH] 55319 3£41371



O BAS s

fsck -y /dev/XME

xfs SXIFRGE, PATLUTana

RN R @ BRI R (sd) ARTERH] %5320 3£41371



> BT e

xfs_repair /dev/X N

& %util B

IR © SRR, i SSH EE VNC SIS,
AIRERH : 10 & SEEEL %util 3£%100%,
REBE . BF 10 B2EAHE, HEWERERD 10 35 E i s e R,

RN R @ BRI R (sd) ARTERH] 55321 3441371



A BT At
Z- 438 bin BY lib EREEHERR S

ol TSR] ¢ 2024-01-06 17:32:18

PR Fii 3

=

AT ARSI, HIBLA HORE, 5 ib PRSI R AL
AlAEIR A

CentOS 7. CentOS 8. Ubuntu 20 R4t bin. sbin, lib X lib64 8%, W TR

RN R @ BRI R (sd) ARTERH] 55322 3441371



> BT e

IrWXrwxrwx 1 root root 7 Jun 19 2018 bin -> usr/bin
1rwXrwxrwx 1 root root 7 Jun 19 2018 1lib -> usr/lib
IrWXTrWXTwWx 1 root root 9 Jun 19 2018 1ib64 —> usr/lib64
1rwXrwxrwx 1 root root 8 Jun 19 2018 sbin -> usr/sbin

HREERGER, W= SBAE TR ECRGUS SRR RS,

PR

RN R @ BRI R (sd) ARTERH] %5323 1£41371



> BT e

S CEUD R, AR RIEER.

REFEE TR

1. AR,

2. ATHHHY mount MK chroot ZFfi4, HM, $fT chroot @Al !
BHIREE, AT cd /mnt/vml o

TR, AT cd / o

3. HATLA T a4y, EEX NIV EERE S 17,

RN R @ BRI R (sd) ARTERH] %5324 3£41371



PN iR

ls —al / | grep -E "lib|bin"

2, MEEE 22 T BRI KA,
&, NREETRHATLUT v, B MR,

RN R @ BRI R (sd) ARTERH]
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https://console.tencentcloud.com/workorder/category

) i s

In -s usr/1ib64 1ibe4
In —-s usr/sbin sbin
In -s usr/bin bin

In -s usr/lib 1lib

4. PUTLUTanas, REIHER,

RN R @ BRI R (sd) ARTERH] %5326 £41371



PN iR

chroot /mnt/vml /bin/bash

TIREEE, WKL CRIME S,
BRI, B3R5t

RN R @ BRI R (sd) ARTERH]
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&S T A
— Az ga b N === = N51H

LRSS e LR E A AR [A]

T BN E] @ 2024-01-06 17:32:18

mARSSZRPTREH T 995565, THEAFRIASE R E AR, AX B aikS g o tRE AR, RHE
R o

A &UE ]

i SSH /=0 8k i VNC 7720 BrsLhlfg, @bl A I T iS4 2 S m B AR

rc.local HIENERE MY
#LﬁLXTﬁ‘E%, EHE rc.local Xff,

RN R @ BRI R (sd) ARTERH] %5328 £41371


https://www.tencentcloud.com/document/product/213/32501
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PN iR

cat /etc/rc.local

HiHEERNIES A E RGNS, HlE1 wget xx
=

crontab SUEIERES

PATLU N @4y, FIH E AR,

RN R @ BRI R (sd) ARTERH]

K /tmp/xx F, MRS S ERBERYRE A
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PN iR

crontab -1

HiHEERNIES A ERERMNGS, HlA1 wget xx
ES

Id.so.preload SNz EER

PATLL T i, &%F /etc/ld.so.preload X,

RN R @ BRI R (sd) ARTERH]

K /tmp/xx F, MRS HEARBERYRE A
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> BT e

cat /etc/ld.so.preload

i E R IR SN EHASE, WAk O AR R E A=,
sysctl.conf BLE XTHANTE
AT T 4y, BB KA.

RN R @ BRI R (sd) ARTERH] 55331 3441371



PN iR

sysctl —-a | grep "nr_hugepages "

AR, HALSS B S BEFHARBHARIIAT, WRIRS & ERBERIRE AR,

REFEE TR

1. 20 OV, SescRgTBdEE .
2. B IR, EIELHIRGE, FHSEU T IEHEANE 2 200

RN R @ BRI R (sd) ARTERH]
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> BT e

BREARS 2EW, FHEENBRE, NG FRFR. B2 - 160019 8 ZRpEN1ER, EEES I HiE
SRVIF TR

TR 2RSS 2R B EE I

I sshd RYBRIA2245 12091024 - 65525 R HAMIEH Fbm . TEIFIES WAL 55 d i i BRI [,

BRI RIRS RO RBRZ AR, RFHoE SRR FEm L, NERBCET A I R, FEEIES U R
Nz A2,

AR A 2N R FF AR Do 2 F AR S5 35 17 [R) - 51040, mysal Az redis . & RTIFAR 56 i B O A LT [ B EE 144 9 15
],

TR, mWEEERE, RN &S, DUERINRECT H B R E R,

HAFTE - BBRaIHE b)) BRIEENH %5333 41371
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A BT

RS %

Gl S ES no space left on device

ol TSR] ¢ 2024-01-06 17:32:18

S HUN

1E Linux ARG #aHH AIESH SRR, HEH “no space left on device” 5.

Al HEJR A

T BE 22 (/] E. 3
YRS inode
df du A~ —%

SAEEMER, (BA R —E R RSN, S B 22—

mount HEEHRE., B4, RFEN /data HRGHKRERIZER,
= e RS df du A —BUF L

SR

S UL AL ELT 1 HREF IR AN,

REFE TR

PR DR E 25 22 ] o )

1. ERTRG SR, PREIES L bS5 2085k Linux 461,
2. JUT T, EBEMAEAER,

RN R @ BRI R (sd) ARTERH]

EARBE

/data XAENHEHEU, HEZIHMBIREL,

%4334 41311


https://www.tencentcloud.com/document/product/213/5436

> BT e

df -h

3. S ALAEEL PR EGE VRN, FFA TR T s it i

RN R @ BRI R (sd) ARTERH] %5335 £41371



> BT e

cd XfRHEEHUR

fan, AN cd RAMHEA, WHAT cd / o
4. PUATLU T a4y, EERGG 22 REBORIT H R,

RN R @ BRI R (sd) ARTERH] %5336 441371



> BT e

du -x —--max-depth=1 | sort -n

AR ALY o FH 22 R R H SR A RAR 0L, HATUR D3R

H AR TR 220, WIES I Rk df du A — 20 2 ERARELER AR,

FSRARRCR, WNEAAT 252 e 2] b 2= AR, sr@ WSS IROi R A aT bR, AEIRMmER, WiEE
o AR YRR A 22 A,

PSR inode Wi
1 BREIRSS 8, TEHIES L (A bRt 7 5065 Linux L0,

RN R @ BRI R (sd) ARTERH] 55337 3£41371


https://www.tencentcloud.com/document/product/213/32377
https://www.tencentcloud.com/document/product/213/5436

) i s

2. PUTUA T v, EFMEEHAR,

df -h

3. ENHEEL RS, FFAATLU T ar e AU

RN R @ BRI R (sd) ARTERH] %5338 £41371



> BT e

cd XfRHEEHUR

fan, AN cd RAMHEA, WHIT cd / o
4. TR v, BEECUEMRZWESR, MOZRE, Zar aRoren, 5 OFR.

RN R @ BRI R (sd) ARTERH] %5339 £41371



PN iR

find / -type £ | awk -F / —-v OFS=/ '"{SNF="";dir[$0]++}END{for (i in dir)print dir[i]

AR df du A—B R

FROIHR o5 A XA AR R
AT T a4y, &A SRR,

RN R @ BRI R (sd) ARTERH]

%340 141371



PN iR

lsof | grep delete

TERERELE R, WITUUT 8

Kill X R R,

HERS.

MR 5 ST, TR B ARS8
fRR mount HERERT

1. $14T mount &4, mount (5 Bl ZEAIKAIREALE]  /mnt

RN R @ BRI R (sd) ARTERH]

o BN

#5341 41371



PN iR

mount /dev/vdal /mnt

2. AT T a4y, A /mnt o

RN R @ BRI R (sd) ARTERH]

342 41371



> BT e

cd /mnt

3 PATLA T a4y, &G AZREBCRIT X,

RN R @ BRI R (sd) ARTERH] %5343 3£41371



> BT e

du -x —--max-depth=1 | sort -n

RIERELER, ZZEWSSEOFS RS TR H R8s,

4. 147 umount @4y, umount R, FI40

RN R @ BRI R (sd) ARTERH] %5344 3£41371



PN iR

umount /mnt

RN R @ BRI R (sd) ARTERH]

%345 141371



> BT e

Linux S AITFAE o< P
SHI A 2R3

E T E) ¢ 2024-01-06 17:32:18

PG A

Linux =ARSS 2550 B N TE @5 | & e, Bilan, REWNFARSS N HE 8, IRFGEERA L, REE
OOM (Out Of Memory) %,

A HEJR

A RESE KB NTF R @ S s S, @R 100 T S S BT R85 T 90%K,  AT-HIr A SLBI AT F R

i o

an

HEA R

1. S 0L AEEDD B, e RBUR A5 A ST 5 [,
2. Z W HAPA(E RIS G o0, AL AR,

REFEE TR

1B 0, RN AR R,
Pt REFRSTE, BT T,

PIEEFISKIERE, WEB0 HAPAI 7 BRGS0, M A,

2 (ERFMHNIT top MAFHEM, EF “RES” K “SHR SRR L TR .
&, WA F—5,

&, WX NOHRESSPIEATIRGE, ERIES WL AT,
3. MTU Tansy, EEHZAGFLHRSG TS,

RN R @ BRI R (sd) ARTERH] %5346 3£41371


https://www.tencentcloud.com/document/product/213/32387

> BT e

cat /proc/meminfo | grep —-i shmem

R [EIEE AT BIFR

[ rootia ~]# cat /proc/meminfo | grep -i shmem

4 PUTATF sy, BH R AT slab P75 LR 5 5,

RN R @ BRI R (sd) ARTERH] 55347 3£41371



O BAE s

cat /proc/meminfo | grep —-i SUnreclaim

R EIEE AT BIFR

~J# cat /proc/meminfo | grep -i SUnreclaim
13780 kB

RN R @ BRI R (sd) ARTERH] %5348 3£41371



> BT e

cat /proc/meminfo | grep —-iE "HugePages_Total | Hugepagesize"

R [EIEE AT BIFR

~]# cat /proc/meminfo | grep -iE "HugePages Total |Hug
(%

2048 kB

HugePages_Total HutiN0, WIES W H AP {F RIS ZR G0, 3E— @ AL AR,

RN R @ BRI R (sd) ARTERH] %5349 3£41371



> BT e

HugePages_Total fitiIE0, MIFRRELE TAFERIL, WERKITHIRN Y
HugePages_Total*Hugepagesize , ZEFEMIA hugepage B NHEMEEREFEE, WA AEENTEKR
T, ALEAFERE /etc/sysctl.conf XHEHM vm.nr_hugepage BECEIL, FHHAT sysctl -p mHEUH
AEEP NI

LEPRES (R

HEENGFHERR

BTN Linux ZATHRAY  free anvkmthfyE rTaEA X, AIFEMARNERT AR free Al
HATH RS, EHRM T PR, Wl BN aNF RS BINF AR

1. 85k mRFFaTEl e, HASKBIE R T,

2. JEFFH 1D, HEASKBITEIG IR, FFikit R,

3. TERFR IR ] BB IZSLBII R AR, AR

I ER

2
o

1000 -
Memory Monitor Memory Usage!//"(3)
500

795MB

Memory Utilization 40 -
(%) (D 20 21%

HEATFEHER

WAF IR N RITE T EN - AP AN R S ENfFR 2, FNORENXERARTESHNE, 1
BT

= (Total - available)100% / Total

= (Total - (Free + Buffers + Cached + SReclaimable - Shmem))100% /Total

(Total - Free - Buffers - Cached - SReclaimable + Shmem) * 100% / Total

HEIBEAFEHPN Total . Free . Buffer . Cached . SReclaimable . Shmem ZEAIM
/proc/meminfo H3RHEY, /proc/meminfo REIAAT :

RN R @ BRI R (sd) ARTERH] %5350 3£41371


https://console.tencentcloud.com/cvm/index

> BT e

1. [root@VM_0_113_centos test]# cat /proc/meminfo
2. MemTotal: 16265592 kB
3. MemFree: 1880084 kB

5. Buffers: 194384 kB
6. Cached: 13647556 kB

8. Shmem: 7727752 kB

9. Slab: 328864 kB

10. SReclaimable: 306500 kB
11. SUnreclaim: 22364 kB

RN R @ BRI R (sd) ARTERH] 55351 3441371



> BT e

12. ......
13. HugePages_Total: 0
14. Hugepagesize: 2048 kB

SR

2R Wi

MemTotal KRG NF,

MemFree RGFIRWIE,

Buffers FoRBLR#E (block device) ATl HIZRAFTT, THREEBRERESE, MKSARGTTH
& (metadata) , 4l SuperBlock Fiif# YR TE T,

GCached page cache, & tmpfs HY X POSIX/SysV shared memory & shared anonymous
mmap.

Shmem TFEHENTE, tmpfs &,

Slab N slab 73 BCAR D ECHINTTE, AT slabtop &&.

SReclaimable Al [E4HY slab,

SUnreclaim AT EILEY slab,

HugePages_Total = MFARTUEHIITIEL

Hugepagesize WAFR DT — TR/

FAl AT RSB R B A
A A LA B RO PRI R, A P RS A B T 2R R, MIAT A B LU T R 5 -

H & fork : Cannot allocate memory
VNC #5455 Cannot allocate memory

S NFEARFERIN i & Out Of Memory

RN R @ BRI R (sd) ARTERH] %5352 3441371


https://www.tencentcloud.com/document/product/213/40502
https://www.tencentcloud.com/document/product/213/40503
https://www.tencentcloud.com/document/product/213/40504

A BT

H &5 fork : Cannot allocate memory

w BRI E] @ 2024-01-06 17:32:18

1SS BN

=

HEF HEREE (S5 fork : Cannot allocate memory.

Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan

Al HEJR A

O

memory” &,

R R

L

—_

N
@ W
e

Hh T

18:26:

45
18:26:48
18:27:03
18:27:11
18:27:15
18:33:24
18:35:24
18:41:14
18:41:15
18:41:1¢
18:41:17
18:41:20
18:41:21
18:42:18
18:42:22

A RE R RO IR T 2L

VM 130 173 centos
VM 130_173 centos
VM 130 173 centos
VM 130 173 centos
VM 130 173 centos
VM 130_173 centos
VM 130 173 centos
VM 130 173 centos
VM 130 173 centos
VM 130 173 centos
VM 130 173 centos
VM 130 173 centos
VM 130_173 centos
VM 130 173 centos
VM 130 173 centos

PSS S < e S M ARSI R S TR UNTEIN
WEHEBUESER, HESEHEE pid_max BB

AT EFTR

sshd[2110] :
sshd[2110] :
sshd[2110] :
sshd[2110]:
sshd[2110] :
sshd[2110] :
sshd[2110] :
sshd[2110] :
sshd[2110] :
sshd[2110] :
sshd[2110] :
sshd[2110] :
sshd[2110] :
sshd[2110] :
sshd[2110]:

1.2 W WIFE R @ b | BB RHIR SN E RS,
2. PUTLAT AR, BERY pid_max fH.

RRANFTA

BIM=IR (ks AR

SR/

e &gt
error: fork: Cannot allocate
error: fork: Cannot allocate
error: fork: Cannot allocate
error: fork: Cannot allocate
error: fork: Cannot allocate
error: fork: Cannot allocate
error: fork: Cannot allocate
error: fork: Cannot allocate
error: fork: Cannot allocate
error: fork: Cannot allocate
error: fork: Cannot allocate
error: fork: Cannot allocate
error: fork: Cannot allocate
error: fork: Cannot allocate
error: fork: Cannot allocate

SKBINFHEARIER, WHATT—

RANTIHVEHIRECAE] T pid max W, FHOIEFTIHEREN 2 “fork : Cannot allocate

%4353 #£413 01


https://www.tencentcloud.com/document/product/213/40501

PN iR

sysctl -a | grep pid_max

IRYER A LS R, BEATR RRAE
REIZERATEFR, pid_max BRIAMEHN32768, HHAT F—%,

[root@vM-55-2-centos ~]J# sysctl -a | grep pid max

kernel. = 32768

R [EREHE S fork : Cannot allocate memory, MWFEHITLL T @4y, IGRTEAK pid_max o

RN R @ BRI R (sd) ARTERH]

%4354 41311



PN iR

echo 42768 > /proc/sys/kernel/pid_max

J@iﬁfﬁmﬁﬁéﬁ%, BERSR pid_max {Ho
B HUTU T an s, BERFWNEREHREEL

RN R @ BRI R (sd) ARTERH]

%3355 41301



> BT e

pstree -p | wc -1

LR ECART pid_max , NIRGTEQIEFTHAER 2R “fork Cannot allocate memory” £,

BiHA :

JERIHAT ps —efL @id, ENBINHERRZHIIET,

4. % /etc/sysctl.conf RELEXIFHHY kernel.pid max {AESCNE5535, LUBHIHAEE. BAsEmREL
TEAR -

RN R @ BRI R (sd) ARTERH] %5356 3£41371



PN iR

5. HATLA T a4y, fERCENLRIAERL,

RN R @ BRI R (sd) ARTERH] 55357 3£41371



PN iR

sysctl -p

RN R @ BRI R (sd) ARTERH]

%3358 #£413 11



) it=

VNC &% EE Cannot allocate memory

SR fifi 3k

fiEH VNC Bk =iksseait, TIRIEHEEARS, HH I Cannot allocate memory fREHER. W TEFR !

| Started LV metadata daemon.
Starting udev Coldplug all Devices...
Starting Cownf igure read-only root support...
Starting Create Static Device s in sdev. ..
Starting Flush Journal to Per tent Storage... onf igsnetwork.
Started Apply Kernel Variables. for the current
SJtarted wudev Coldplug all Devices.
Started Conf igure read-only root
Started Create Static Devi

Starting uc nel Dev

Starting L ¢ Random d ., ..

otarted Lo 2 Handom :

Started udev Kernel Dewvics ren.
15.43958: syustemd-udewd [431]1: fork of child : Cannot allocate memD
25.4682711 temd-udewd [431]1: fork of child failed: Cannmot allocate memo
35.4733671 temd -udewd [431]1:) fork of child failed: Cannot allocate memo
45.4918941 systemd-udewd[431]:) fork of child failed: Camwnmot allocate memo
55.585765] systemd-udewd[431]1: fork of child failed: Cannot allocate memo

] Started Flush Journal to fersizstent 3torage:

Al HEJE A

ARER R IFHEZS N RKIANESE, — DN RTINFERIAN LG F2048KB, RIE /etc/sysctl.conf HIKTIANTE
NEOTE, DUTEAAE, 1280 N KTINGFET2.5G, AIELHINELERK, BN 2.5G7 L% KT 7 (Huge
Pages pool) , NP SECRGE NG, HEGELERARS,

RN R @ BRI R (sd) ARTERH] %5359 £41371



PN iR

IUgEpBgES

vm.nr_hug
vm.nr_hugey
rm.nr_huge

.nr_huge
fm.nr_ hu =

(P SRRYE

1. 20 AP R BEBHEECE SR,
2. IR TTNAFACIE, FHESON EEELE,

ACHHZD I8
1. 0L HEH S fork @ Cannot allocate memory, BIGHERUR TR, & EBCRER, WHITT—

2. @ﬂﬂiﬂﬂ)j*%fﬁﬁ"]\iﬁﬁ&%% FBIEZ M 1ZE Linux =ARSS ax it A S H PR,
B HMUTLAT A, Z UL Al HE)s Al B SR TP I

RN R @ BRI R (sd) ARTERH] %5360 $£41371


https://www.tencentcloud.com/document/product/213/40502
https://www.tencentcloud.com/document/product/213/34819

> BT e

cat /etc/sysctl.conf | grep hugepages

LFEZ D RKITANT, WSR2 BE Bl E,
4. PUTAT a4, A VIM g astTF  /etc/sysctl.conf BELE A,

RN R @ BRI R (sd) ARTERH] 55361 1441371



PN iR

vim /etc/sysctl.conf

5. 1% i AR, S5ELHILFRECENF vm.nr_hugepages
6. % Esc 4 A :wq 5, 1% Enter fR77HEH VIM gRiEas,
7. AT s, EECE N RIAE AL

RN R @ BRI R (sd) ARTERH]

e i TR R & R AL

%4362 #£413 11



PN iR

sysctl -p

8. BCESEE, HIEMRSSaEIAIIR & 5%,

RN R @ BRI R (sd) ARTERH]

%4363 41311



%) tiit= s
SR NTFARFE RN A% Out Of Memory

w BRI E] @ 2024-01-06 17:32:18

R il

Linux z=ARSS a5 1E AR 2R A GRS 0 T2 7 OOM  (Out Of Memory) o A1 T EIFf7R -

e 802931 (java) score 62€

kernel: Killed process 802931 (java) total-vm:9125940kB, a

AT HEJR A

ARER ARG HMNIHET min_free_kbytes fHSE, min_free_kbytes {HZ/RHHM Linux RITMR LR
22NN (Kbytes) , ANRRGATHNMAETIREN min_free_kbytes fH, MEINRSGES) oom-killer B¢
SRR, BEITNHASEL vm.panic_on_oom {HRE :

# vm.panic_on_oom=0 , NERHRIER OOM, FHiE5) oom-killer A3 b Al s WAFHIERE

vm.panic_on_oom =1 , NWRHRHEHINEE,

ot

fi R SE IS

1. S AT R TR, BB SHINFE SR i NSRS 5 32 R,
2. 1% min_free_kbytes f{HIXE, HESCHIEHACE,

S

SOtk
1B NTEEE AT | SRR AT, ERIINHEARER, W T—5,

2. L 55 fork @ Cannot allocate memory, RESTHEEUR SR, & SIFREECRER, MHT T —%,
3. B xRS, WITLLT@MHAEE min_free_kbytes fHo

RN R @ BRI R (sd) ARTERH] %5364 3£41371


https://www.tencentcloud.com/document/product/213/40501
https://www.tencentcloud.com/document/product/213/40502

> BT e

sysctl —-a | grep min_free

min_free_kbytes {HMNN kbytes, TEFI/R min_free_kbytes = 1024000 EIN1GB,

I1# sysctl -a | grep min_free

_kbytes = 18024884

4. PUTDU T anar, [ VIM B3R /etc/sysctl.conf BLE XA,

RN R @ BRI R (sd) ARTERH] %5365 £41371



> BT e

vim /etc/sysctl.conf

5. 1% 1 A G K, B vm.min_free_kbytes ELEW, A ZECEIATELE, WIEEEERLE S A mED
A,

iR -

BN vm.min_free_kbytes {EANEENTFER1%ETA],

6. % Esc H#i A :wq /5, 1% Enter (R17HEH VIM 4REE 45,

7. PUATLUT dn s, (EELE AR RLETAT,

RN R @ BRI R (sd) ARTERH] 5366 441371



PN iR

sysctl -p

RN R @ BRI R (sd) ARTERH]

%4367 #£41301



> BT e

B EP N
[ B I S AE

ol BEETINE] ¢ 2024-01-06 17:32:18

EH

[ 7 i 3

JESEHI AR SS 38 SR I ALK K

e

P = [ [ B it i S D R H B, SR RORIN,  EIRRBERS I H 2 SBUI R REE, BIRRCERILE
LR BB E T,

HAlT, AREWE T SIS R RS 4, TEAEENBTEEBYE, w]sd e E & BRI L =R S
PR SR SE Y AL SEHIS TR R 55 2 A ERAZ ],

PSS

1. M SEHE & EE LI Windows mARSS 28, FTET “BOARAL,

TR

1 BB XECE TV BRGNS G EE B,

R TIEN >>

Windows 7= i 55 #5 32 58 AL SEHUIERAY Windows Al Linux ARS8, HEFEIE,

WL EEEHIRA Windows =iR%EN, BEMWLED1MbpsHIHE, BNIBMRYIEERER,
2. WgERIhIE, RIBEPRFER, EFERHER M Windows =SS ##Y77 5

f#i ] RDP {2 5% Windows Z=fR%5 45

(i FHIZE AR S R 2651 Windows = IRSS

fiF VNC 3% Windows AR #4

3. (EHEE T Windows mARSS 28N, IRIELFRTR K, EREEFREM TILEHRRARSGS #r A K
B AL EHIY Linux =ARSS 25

i AR 7 B SR Linux =iRSS 85

i FIEAR B AR AR B 5% Linux ARS8

f#if VNC %5& Linux =ARS5 2%

sk AL SEHUIRAY Windows RS #

i F RDP X fF%5% Windows z=fIR%5 %%

IR L BRI (bR ARSUERT] 5368 441371


https://buy.tencentcloud.com/cvm?tab=custom&step=1&regionId=5&zoneId=0&instanceType=S2ne.SMALL2&platform=CentOS&systemDiskType=CLOUD_PREMIUM&systemDiskSize=50&bandwidthType=BANDWIDTH_PREPAID&loginSet=SET_PASSWORD
https://www.tencentcloud.com/document/product/213/5435
https://www.tencentcloud.com/document/product/213/32498
https://www.tencentcloud.com/document/product/213/32496
https://www.tencentcloud.com/document/product/213/5436
https://www.tencentcloud.com/document/product/213/32502
https://www.tencentcloud.com/document/product/213/32494
https://www.tencentcloud.com/document/product/213/5435

> BT e

{68 FH I A S T 4 2 5 51 Windows AR 28
i VNC 23 Windows AR 5544

IR L BRI (bR ARSUERT] %5369 £41371


https://www.tencentcloud.com/document/product/213/32498
https://www.tencentcloud.com/document/product/213/32496

%)= it= s
Rk eI 175 7]
TR ¢ 2024-01-06 17:32:18

ARSCASS T AU AT A T IR 235 E TR T3 R B ) R R e Lo

A HEJR

Izl BhkEEiE, ARSs as T < I K S 2 i TR T [l

PR AL P

PRE RSS2 K I

AR5 RAL, BEARERR, CPU/WITT /i % i =R AR T RESE A B TR ), R BB P AR S5 4R 581 T IR
. CPU/WTF/HBERIEE FRTE Lo
1.8 s EERG, FELBIREF M &S LA TRR G IER. 21 TEFUR :

=] Vor s -
Q View instances pending repossession
L Instance . .
1D/Name Monitoring  Status T Availability Zoi ¥ Instance Type ¥ Canfigaratian Primary IPv4 © Primary IPv6 Instance Billing Mode ¥ Network billingmode ¥ Project T

il Guangzhou Zone 4 Standard S43% 1-core 2GB 1Mbps - Bandwidth Package Default Project

System disk:
Premium Cloud
Storage
Network:
Lab1-¥PCO1

=, EHIT VIR,

&, HEEMRS AL,

2.

BT SLBIRY 1D/5E 51 4

, TSR DL

3. ERIERETS, &E CPU/NTR ATREIIERE L, AN FEFTR |

IR L BRI (bR ARSUERT] 55370 3£41371


https://console.tencentcloud.com/cvm/index

S BAE s

< = =0 g (cvm-hk-xmo-01) Log In M
Basic Info ENI Monitoring Security Groups Operation Logs
Real Time Last 24 hours Last 7 days Select Date [ Data Comparison 10 second(s)
®
CPU Monitoring CPU Utilization _ |
f \ NN 1
'r Lr UIHLll.'rlJL'I-IL'rLr!wlqbl'ntfl,nurblkllbrl,'JLl'M lllH'WFF L -N!'_l‘ld! .L' J ﬂ‘d ']lIJllJ‘JiIJ‘lJUlIJuII Jlld‘.lll.ﬁ.,lllhnw"ﬂhl 1.6% 0.5% 0.883%

Basic CPU Usage

o o ror
U VI ’nr'\.'."."|.”|'.'|'.'|"-'.Jl'|"|'|".;'.J'a'l'.J‘h"l"lJ'|'|‘|‘|‘Jl"l"'l“ﬂ‘]"ﬂh_‘ﬂml—l'lﬁl'l 2% 0% 065%
System Avg. CPU Avg. Load B
Workload : . ] o ]\M\,\_ 0.44 0 0.034
Memory Monitor Memory Usage 400
————  174MB 171MB 171.514M
Memory Utilization
) ' - 9.5% 9.3% 9.34%

HNSTFE CPU/PITZEE T BRI, 15 Windows S0 : CPU 5777 1158 S8R 1 % i Linux S0
CPU 5117 5 I SEOUEIR S 3¢ TR,
HEAFER S (T RO, B 90 i S S ECE TR B, ST HER,
U1, CPU/NTE AR S ORI L IE RS, AT 34,
4,
HATLLU far
G Web 55 SI 5 112 Z4E 3 S
PiBH :
BUFHRIELL HTTP B25 3 FII805 T il
Linux 5261 : 14 netstat —ntulp |grep 80 @45, WITFEFR :

[root@VM_2_184_centos ~)# netstat -ntulp |grep 80

tcp 0 0 0.0.0.0: 0.0.0.0:* LISTEN

Windows 52| : $TH CMD @517 LE, 4T netstat -ano|findstr :80 #WH. W TEFIR :

RN R @ BRI R (sd) ARTERH] 55371 3441371


https://www.tencentcloud.com/document/product/213/32405
https://www.tencentcloud.com/document/product/213/32387
https://www.tencentcloud.com/document/product/213/32542

PHBAT R

:\Users\Administrator>netstat —anoifindstr :80
ICP A.A.A.0:80 A.0.08.0:8 LISTENING
TICP 1A.135.182.78:53406 10.225.38.181:88 TIME_VAIT

ICP 19.135.182.70:53419 19.225.39.181:80 TIME_VWAIT
ICP 10.135.182.70:53423 10.225.30.181:80 TIME_VWAIT
ICP [=:1:80 [=:1:8 LISTENING

AN IHOE R T, IEAT AP IES,

AOSH OB R R T, TERE Web IRSSHE 2 S B aE0E EFILE,

5.

KR KBS E

, AT Web ARSS HEREN BL Y

Linux 35/ © 14T iptables -vnL @4, &F& iptables J&75 MOS0,
 CBGE80NR L, 1E FF AN AH O ],

HARRGESONR T, EHMAT iptables -I INPUT 5 -p tcp --dport 80 —j ACCEPT 4y, HUES0MHI,
Windows S © TERRMERGESHE, AdiFFes > #ERIER > B KERE, &%F Windows [ ki@ 75 X 4]

- 5B, VH HEE LA 5 AR,

-7, T RHI KRR E,

GEEE LA X [T
P65 AR 36 1 B FT RS RS BRI IR, AT AT R dndy, RRas s 2 & 2 e s S R

RN R @ BRI R (sd) ARTERH] 55372 3441311



O BAE .

ping HHYRSS &AM 1P

AR EZEMAN TSR, WIFORIAER JaUER SN, HEH MTRE—DTHE, BAREESE 25
AW HEIR AR o,

RN R @ BRI R (sd) ARTERH] 55373 3£41371
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A BT

= = i~ = il B0O:~ chenhuiping$ ping 193.112.12.138

64
64
64
64
64
64
64
64
64
64
64

st

< M_+"m2.12.138 (193.
193.
193.
193.
193.
193.
193.
193.
193.
193.
193.
193.

bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes

from
from
from
from
from
from
from
from
from
from
from

112.
112.
112.
112.
112.
112.
112.
112.
112.
112.
112.

12.
12.
12.
12.
12.
12.
12.
12.
12.
12.
12.

112

138:
138:
138:
138:
138:
138:
138:
138:
138:
138:
138:

PN iR

.12.138): 56 data bytes

icmp_seq=0 tt1=43 time=161.240 ms
icmp_seg=1 ttl=43 time=161.996 ms
icmp_seq=2 tt1=43 time=164.837 ms
icmp_seqg=3 ttl=43 time=215.650 ms
icmp_seqg=4 ttl=43 time=166.375 ms
icmp_seqg=5 ttl=43 time=160.576 ms
icmp_seqg=6 ttl=43 time=161.016 ms
icmp_seq=7 tt1=43 time=164.129 ms
icmp_seq=8 ttl=43 time=192.682 ms
icmp_seqg=9 tt1=43 time=163.376 ms
icmp_seq=10 tt1=43 time=161.859 ms

-— 193.112.12.138 ping statistics ———
1 packets transmitted, 11 packets received, 0.0% packet loss
ound-trip min/avg/max/stddev = 160.576/170.340/215.650/16.765 ms

AR A R CLSUERN SR DL, 18 DR 2 I B A 5k ()l

PFER2HIREM X R

TR — R K, A DUZERI RSB ASG  E AT G, LRI ] DS E P, Smel. SRS
Fo AIRIEA HOE Web HERRAR X 1955 -t 28 s B B L 517

185 miRGaRTERIG, FHE “LRIFIER" T AL BIRY ID/SCHI4,  HEAZSLBIRT TS T,

2. EFREHIE, BEDEWEN L EHURON L AR HSEFUASERIN, IR S Web BERRAE X 1956
Mo ANTNEFTR

Bound to security group
Priority

9]

RN R @ BRI R (sd) ARTERH]

ic Information ENI

Public IP

Security Group ID/name

Security Groups

Sort

Bind

$374 41371
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D WiRE e
ETRTERSE:

T TN E] ¢ 2024-01-06 17:32:18

AR

R 5 ) 1

(Al AT

—RGEEERT HTTP TER al A i, @32 TCP Mk, KEEIER, MRS5S IR ENE KA T BRI aR [ AL BREE SR, X
YA X HTML AR T AT FH IR SR AR IR,  DASON T TTE R B, Hrh, HTTP BYIESRERREN 7P At
P, B IREIE ARG g Z A INER T U IR SS fre AEX =PI, (R — DI LR AR A A RE T2
5 5 e 1

R 5%

REAME 5N

1@ AR P ) I Wi RS, MNAAHR T ) 25 B
2. ARFEMIRLE R,  BHIAAHL R 4502 75 17 12 7] L

o, g RAN T TR

The following are the
test results of Tencent's
domain name.

inews.qg.com Normal network , 194 milliseconds delay
wWww.qg.com Normal network , 128 milliseconds delay
3g.qg.com Normal network , 140 milliseconds delay
mail.qg.com Normal network , 99 milliseconds delay
user.qzone.qq.com Normal network , 98 milliseconds delay
r.azone.ad.com Marmal natuwiarls 2N2 millicarnAande Aalaw

IR L BRI (bR ARSUERT] 55375 3£41371
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A BT

4 4

w.qzone.qq.com
ptlogin2.qq.com
check.ptlogin2.qq.com
ui.ptlogin2.qq.com
i.mail.gq.com

v.qg.com

The following are the
test results of other's
domain name.

c.3g.163.com
weibo.com
www.baidu.com
WWW.S1nd.com.cn

www.taobao.com

=R %

TNLFTINICAD TG LVY LI M 3 E S TN OGS T DD UUIU,’

Normal network , 188 milliseconds delay
Normal network , 96 milliseconds delay

Normal network , 189 milliseconds delay
Normal network , 91 milliseconds delay

Normal network , 129 milliseconds delay

Normal network , 129 milliseconds delay

Normal network , 143 milliseconds delay
Normal network , 211 milliseconds delay

Normal network , 94 milliseconds delay

Normal network , 138 milliseconds delay

Normal network , 136 milliseconds delay

BATTRT EE TR AP ERAIVT P25 A HIAER, DU 42 A IR H
AERAIEH, IEIBCRIEHI NS AR S5 T BE R T Hh B e (L AR ER
AERIEH, 15 K E e,

KL aERE

1. AN P ping ARG AW 1P, BN E A5 17 1E 2K cLBRAE N &5 T 70
AAERTUEINESIEN, HEH MTR T2, BAARIERTS UL 155 & NS AR A2 T A0 FE,
AR R BN IE SRYE N, 1EHAT D ER2,

2.

fff dig/nslookup @4, &

DNS HIfEtT BN, HEEZ A DNS it 5 AR,

St ] DAERAE R 23 1P 5D B DT, PEAR 7S DNS B[R] RSB 55 5 1] -R 1,

i

IR L BRI (bR ARSUERT] 55376 3£41371
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3 — RS %
A BT
&, 1EfE DNS fi##T,
%, 1 RERS AR,

RERSH

1. 8% mIRFGERZERIG.
2. PG A LB ID/SEHIF,  HEAIZSEBITRS T,
B TESKHIIEIE T, A%, EENHIVHRIEREN. A FEFTR

< & =i by (cvm-hk-xmo-01) Log In M

Basic Info ENI Monitoring Security Groups Operation Logs

Last 24 hours Last 7 days Select Date [ Data Comparison 10 second(s) ~

®©

CPU Monitoring  CPU Utilization o
"= ML A A
16% 0.5% 0.883%

Basic CPU Usage 4

> oo oo, 2% 0% 065%

1
System Avg. CPU Avg. Load .
Herdoad N Mo 044 0 0.034
Memory Monitor Memory Usage 400
- 174MB 171MB 171.514M
Memory Utilization
(%) 10
9.5% 9.3% 9.34%

ANERAFE CPU/NTFEAE ERYTE DL, 162 WL Windows Sl @ CPU S AfF i IR & SECE RS H Linux S0
CPU GWNf7 i R & FBOEIRE & BATHEE,

AERAHER SR SRR, 1S W0l 5 & S EoiR s TR,

AR SCBI G IR RN, 1 s Hofth n)

o= AT

IRIESLBI BRI OL, HIWTR S VRIS & 0005 LY BRI FENE R,
2, BRSSP E TR dRiliE, BT DU W SRR 2=, T EBIE RS ERIIEST.
&, BWEE HEXH, BRI TE X R IE L,

IR L BRI (bR ARSUERT] $5377 3441311
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A BT A
W= 22 FA 1) BC 1 5 152 (]

ol TSR] ¢ 2024-01-06 17:32:18

S HBUN

RS &R Z BB EC E 1R

Al HEJR A

TS WAL E IR SBAGY, 20 SRR oFT ) AR A CPU, ATHRTHIAHALBRILRE. ATRERE A R IEEsy
5L, SFE-F SRS BRI,

(RPN

SO AL, B IEMRAFIN L

REFEE TR

DUF P BREMRSS BN EM RN etho , WRIAFIDECN2,
1T T ans, &E ST RSN

RN R @ BRI R (sd) ARTERH] 55378 3£41371



PN iR

ethtool -1 ethO

REAN T AR, TR L RIAST N BOZE N TR RSN, RENEH, FHTEL,

RN R @ BRI R (sd) ARTERH]

379 41371



PN iR

Channel parameters for ethO:

Pre—-set maximums:

RX: 0
TX: 0
Other: 0
Combined: 2 #44 ARSSAR SRV IR -RBAFIN K

Current hardware settings:

RX: 0
TX: 0
Other: 0
Combined: 1 44 L RTIE B -R BB L

RN R @ BRI R (sd) ARTERH]

%5380 41311
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2. PUTLAT Ay, BE LIRS

ethtool -L eth0 combined 2

an A HAFIRORE N2, AIIRYESEPRBEOCAE, RE(ENARSS & SR AR KR BB L
B HUTLAT a4y, A LRI ECE,

RN R @ BRI R (sd) ARTERH] 55381 1441371
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ethtool -1 eth

R3S aa SRR I R R BRSNS S AR E R -R BRSNS, BIOVEC E AR,

RN R @ BRI R (sd) ARTERH]

%5382 #£41311



%y it s
£/ MTR 74 N2 iR N &2

ol TSR] ¢ 2024-01-06 17:32:18

[ L f 3

AUV SRS &, SETERIRSS & L7 M A2 SRy, ML R, 8/ ping @%, KIMMKFEESR
LB AR R Y1 o

] 73 A

R e eI AER = AT RE /R 1 T HERG I ZE, BERS T RO, IRSS Antidlim. SRURE NSRRI 5 6, fEPERRT RS &=
HEERE, ErLER MTR #7512 H,
MTR 2 —#XMKiZWr TR, HITEIZK AR AT LIRS B AERA I N 48 (R B RESS T (E

(YRS

ARSCRSLL Linux Al Windows ARG e M, MR MTR DUSAIA MTR B9R &5 SR HE T 047,

iHA :

ARAHE AR S 825 Ping, T MTR AL H,

ARSI MTR B ENIRERANIARFE, &EE MTR BAREH T,

WInMTR B/ ARIEH  (Windows ##1F R %t)

MTR BYERIER  (Linux #27E5R5t0)

WIinMTR : & T Windows R4t BN TE, R T Ping Al tracert H9YIRE, B A EITESHE, ALUELMH
B BN U M 7 A [RIRD 25 2

&% WinMTR

1. B5% Windows =iR%S 2.

2 (EIRERG I, WA AR E TN (BREEIRE) FEX MIRERSETUN WinMTR 22356,
3. fR &S WinMTR 222561,

fF WinMTR

1. Wi WinMTR.exe, #TJF WinMTR LE&,
2. £ WinMTR % [1#Y Host &, i A HHIIRS = IP B#E 8%, B Start. 41 FIEFR ¢

RN R @ BRI R (sd) ARTERH] %5383 1£41371



Q) ﬂﬁiﬂﬁ ElRss 58

Host: |[192.168.10012 -l | Options || Est |

| LCopyp Test to clipboard | | Copy HTML to clipboard | | Export TEXT | |E:-:|:u:|rt HTML|

Hozthame | Fr | Logs | Sent | Fieu:v| Best | Avrg | Whorst | Last |

WinMTR v0.92 GPL V2 by Appnor MSP - Fully Managed Hosting & Cloud Provi|www. appnor. com 2

3. IRIESLPRIGN, F4F WINMTR 3217 —BIf A, Hifi Stop, SR, 41 FEFTR

Host: [192.168,100.12 ;||| Stop || | optons || Est |

| LCopy Test to clipboard | | Copy HTML to clipboard | | Export TEXT | |E:-:|:u:nrt HTML|

Hozthame | Mr | Logs & | Sent | Fieu:v| Best | Avrg | Worst | Last |
132.98.91.130 1 ] 2a 2a 1 2 13 12
13216810012 2 ] 2a 2a 1] 0 1] 1]

Double click on host name for more information. WWW. SpPLOT. com -

MRS R EBERA0T
Hostname : ZI| H VARG e EL5E B9 ML IP S FR,
Nr : 230775 SR,

R L IR IHR (EsD) ARSUERT] %5384 3£41371



> BT e

Loss% : AR s R TR,

Sent : KIERVEHE IR &,

Recv : IR Y BUER

Best : f A 1 B2 [A],

Avrg : “FENERIN E],

Worst : % K Bz [A],

Last : 53— R Ma R )

MTR : Linux ‘F& 2B T B, 46K T Ping. traceroute, nslookup FYINHEE, ERIAGFT ICMP Gl
T R AT R4 T

& MTR
HRTEE R Linux ZATHRAESTIZE T MTR, A15RER Linux ARG #1% A 22245 MTR, WA DBATL Fan s T#

M .
%

CentOS #1ER St -

RN R @ BRI R (sd) ARTERH] #5385 3£41371



PN iR

yum install mtr

Ubuntu #1ERSE -

RN R @ BRI R (sd) ARTERH]

%3386 #£413 01



PN iR

sudo apt-get install mtr

MTR X S80HH

-h/~-help : TREBES

-v/--version : 2/~ MTR fRA(E R

-r/--report . &5 R LR E T H

-p/--split : 5- --report #Xf, 73 Bl RERERERAY4E
-c/--report-cycles : B ZIRIVEIE I E, FIAZ10

RN R @ BRI R (sd) ARTERH]

%5387 #£41311
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-s/--psize : WEBHETHIR/

-n/--no-dns : X IP Hitik U £ it

-a/--address : /% E L EEIRCN P sk, FEH A —FENZA IP HilkIZ &
-4 . |IPv4

-6 . IPv6

fERRA

DIAHLE] IP 4119.28.98.3911 ik 55 85 il
AT T ansr, DUREEEH MTR 19i2#i s,

RN R @ BRI R (sd) ARTERH] 5388 3£41371



> BT e

mtr 119.28.98.39 —--report

REZELATTER

[root@VM_103_80_centos ~]# mtr 119.28.98.39 —--report
Start: Mon Feb 5 11:33:34 2019

HOST:VM_103_80_centos Loss% Snt Last Avg Best Wrst StD
1.]-—- 100.119.162.130 0.0% 10 6.5 8.4 4.6 13.7 2
2.]--100.119.170.58 0.0% 10 0.8 8.4 0.6 1.1 0
3.]--10.200.135.213 0.0% 10 0.4 8.4 0.4 2.5 0
4.|-- 10.200.16.173 0.0% 10 1.6 8.4 1.4 1.6 0

RN R @ BRI R (sd) ARTERH] %5389 £41371



> BT e

5.|-— 14.18.199.58 0.0% 10 1.0 8.4 1.0 4.1 0
6.]-— 14.18.199.25 0.0% 10 4.1 8.4 3.3 10.2 1
7.]-— 113.96.7.214 0.0% 10 58 8.4 3.1 10.1 2
8.]-— 113.96.0.106 0.0% 10 3.9 8.4 3.9 11.0 2
9.1-- 202.97.90.206 30.0% 10 2.4 8.4 2.4 2.5 0
10.|-- 202.97.94.77 0.0% 10 3.5 4.6 3.9 7.0 1
11.]-- 202.97.51.142 0.0% 10 164.7 8.4 161.3 165.3 1
12.]-- 202.97.49.106 0.0% 10 162.3 8.4 161.7 167.8 2
13.]-—- ix—-xe-10-2-6-0.tcore2.LVW 10.0% 10 168.4 8.4 161.5 168.9 2
14.|-- 180.87.15.25 10.0% 10 348.1 8.4 347.7 350.2 0
15.]-- 180.87.96.21 0.0% 10 345.0 8.4 343.4 345.0 0
16.]-- 180.87.96.142 0.0% 10 187.4 8.4 187.3 187.6 0
17, = B%% 100.0% 10 0.0 8.4 0.0 0.0 0
18.]-- 100.78.119.231 0.0% 10 187.7 8.4 187.3 194.0 2
19. == 119,28.98.39 0.0% 10 186.5 8.4 186.4 186.5 0
FEEHERAT

HOST : 17 ify IP Huhik s 44,

Loss% : £,

Snt : HE EEER TWEE,

Last : feat— R Rz [A],

Avg : TN R A,

Best & # R B I [A],

Wrst & S A0 RN [,

StDev : FrifEfRZE, (RAEBRE, WA R CUTE 1T s A NE R N TRIAE 2=

MELRHT KA E

3171 ): I

T PRI IEX PR, BBIAIEIRSS S AT PN L% (AR, B EIERAAIRY MTR £diE (MAHIE =R 55 2 A
RS aEIAR)

1 IREIR 4R, EFHRS & IP 25 R .

AR H A RE, MR RMEEIER,

AR H IR AE R T, AT D ER2,

2.

T EEEREG

, BRI —RECHIT R

MRBAKAEEHNIRSS %, WATRER H ARG SRS IELEA L5, 15K H AR a1 KGRI E.,
MRBAIHETRI=BE, —BROVAHBZERNE RS, ERGRE T RIHAMANAER SRS O AR EMRTE
UL, BRI RIS A T,

AEREME RTINS ARERN R, WIS 7250 T8 dT&w, FFiT EMNAERE, DUETRMETE

iz,

RN R @ BRI R (sd) ARTERH] 55390 $£41371
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> BT e
=RSS aR 4% 17 £ Tl

Eol T A] - 2024-01-06 17:32:18

AR FEES A RES L= ARSS A NS 15 I Rl Mg E 2R A, RN PER, BRRTTIER

A HEJR A]

5 e = AR S5 #2517 [F) 25 2 R R A T RE SR R4 T
fil %2 PRI S TCP &1

figh %2 FR#H 53 UDP £

fish & BT R 6L

UDP & X% M X i

UDP $Z1802% i X i

TCP 242 \F i

TCP & KiGH

ERBOARE FIR

iptables policy % EAH X HLMI

GEn=S e

FEEAT AIRUE L N AL BT FR B SR S, TRIETES ML 655 Linux L K 5% Windows 5L,

punn|

A R AL P

R FRESE TCP &

LIRS ERSHI B 2R, HARRAS A RRIFINZSERE, 4 SBIRH 58 5 0L &S SCBIRAS A B AIFRAERT, =
fil kB MRIRRS, SEREC. PFERCESENT

1. EE BRI 58 K 0 &

Linux SGBIAT#I4T sar -n DEV 2 fImAEBWHK IR, HP, rxpck/s M txpck/s FERZKKRE
B, rxkB/s Ml txkB/s IEFREIKH B,

2. (S FHARE A H 56 R CLE BEAmAT bL SRS, BB RS IR SIS MERE T,

2, WIFAIELBHAS AR 55 &,

&, BASKENSLGRAG PERERSA, WIRTER $2 28 T JE—20 @ (b,

fil % PRS2 UDP =8

IR L BRI (bR ARSUERT] 55391 1£41371
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> BT e

S A ROE S 2 TCP 20 DR, HIMTE &l SLHIRS ERERES [ R .,

&, WIFRSRSLBIHAS SR 55 &

FAKESCHIRASIERERRSA, W ATREZ 1 F-5 X DNS 15 RAMSMSRERA 5 [, 1SR fory 58 ol ol &k F LA
FEHIPERENRIUN, PIRER M DNS 1 RER# T i UDP Eol, AlEd f 22 T 3E—25 7 (A,

iy A Gl ESEY

LIMERGIRME] /proc/net/softnet_stat I ZHIIHBUATEI KIS, WISHIW T RAPMTET", HIEHYK
Bilfe TP TR TN, REE DT A R TR R AR

HE LGS RPS !

FFE, MNESE net.core.netdev_max_backlog R/DNNE5IEEM, TR, NEKSEIFEAEEIES I
Linux SEHIE NS B4,

AFE, WEEBRZGH CPU B ME, SFEORREMNBCREDE. H, &Ll

IEEITIE RPS,  fEER A W e 5 351

REWFEF 2GR RRF WA,

UDP RiXZ M X

A BRI SFIA UDP 2 XA R M B E T, Al DU DB THRE AR

1. ss -nump MTHEE UDP ZXEMXZES T,

2. %, MAKMNESE net.core.wmem_max Hl net.core.wmem_ default , FHEE UDP EFLIAR,
NS EEMERIES I Linux S5 NS8O 28,

3. EMNMFERT, MALET ss —nump M BEBREZMXIFREETANER, HNFERE IS KEZ
7533 setsockopt % 7 SO_SNDBUF, #ig, NIHEL ik SO_SNDBUF,

UDP BB M X

AR LB UDP M XA RSB E M, Al DU TR TA R

1./ ss —nump @HEHR UDP I MIX 2 EiH,

2. %8, WHAKNMSHE net.core.rmem_max Fl net.core.rmem_default , FHES UDP RFLIEK,
WIS EEE BIES UL Linux SLH1H S EU4,

. HENFAEETRM, WAEE ss -nump @REERBGRMEIFRATLTER, HNGEERRE S 2
55T setsockopt i¥%2iE T SO_RCVBUF, #&, NIFE ALK SO_RCVBUF,

TCP 23E#ERAF

TCP £ FEZIMFNKEI net.core.somaxconn MNMFEHAZEH listen IN{& AHY backlog %k, W& HRYEVN
B, HIBHYSEEIRZAE TCP 2IEHERANFIH SEE TN, ALEE DU T A B T
1. ARNESEL net.core.somaxconn . WIZSEGEHERIES U Linux SXHIE HINSEU T4,

2. k&SR EE AT backlog 28, /2, WIHHRIEAK,

TCP iEREH

RN R @ BRI R (sd) ARTERH] 55392 3£41371
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> BT e

15 TOP BEOSHENY, 4 socket # user B(:, T AAFHUIE%E] backlog BAFL. UL, MIAEIE TCP ik
- FHEL, @FEERT, RFEFRERIER, WAZZELIT T RMNRGEHEPEE AR
R\ SR 2 75T setsockopt HATILE T buffer A7)

HORE, HIZEAEKR, rfLUESlSEpfaE— I ERNE, e setsockopt Fi5E KN

VibH :

setsockopt FVEEZ NS net.core.rmem max Hl net.core.wmem_max Rl VARSI IR,
AIDUEPAEE net.core.rmem_max Ml net.core.wmem_max . VAESIEEE SRR ESR
HARKE, MATLIEKR net.ipvd.tcp_mem . net.ipvéd.tcp_rmem Fl net.ipvéd.tcp_wmem NIZSE
FKiEEE TCP socket HY7K A7,

NS BUELES W, Linux S0 5 FHINIZZ U4,

BERBGAE LR

SRGaLI B2 miiieg, HARNS A ARIEERBIERETEIR. 24 SRR RRRGE T SEBAURE XS R ATARIERS
ML FERRE, SEREC, CHEDERAT

PiHA :

AR BV L IREN SRS 2R HI X155, T8 TCP. UDP Ml ICMP, 1ZEUE K T1E RS 25 5] it
ss B{ netstat M HIREIINLIEREL

EEELBIRNERERL, FREE LHINRS, BBRRGEEILHMAS ERER,

2, MIFTRTHRELBRS s 55 &,

T, BARKEILHRASMERERE, WInDE@ 222 T JE—20 g (AL,

iptables policy &iEHH XN

E RS 25 iptables AR IEEAH K FUNIYIEN T, RIEESR iptables policy FH % BENIZ B SEE AR ARSS S Bl E
o, AELGERANT
1. FATL T 4, & iptables policy KL,

RN R @ BRI R (sd) ARTERH] %5393 £41371
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> BT e

iptables -L | grep policy

iptables policy #LMIEAIAN ACCEPT, # INPUT %% policy 3 ACCEPT, WIS E BIIRS A EEHET. Hil
n, FRERITER, RorE AR s T2 drop,

RN R @ BRI R (sd) ARTERH] %5394 3£41371



PN iR

Chain INPUT (policy DROP)
Chain FORWARD (policy ACCEPT)
Chain OUTPUT (policy ACCEPT)

2. PUTIN T, EFHE -p JEHIE

RN R @ BRI R (sd) ARTERH]

%395 41311



PN iR

iptables —-P INPUT ACCEPT

ARG, ATEXRPUT DB v n &R, NOREGT TSR

RN R @ BRI R (sd) ARTERH]

%4396 41311



PN iR

Chain INPUT (policy ACCEPT)
Chain FORWARD (policy ACCEPT)
Chain OUTPUT (policy ACCEPT)

RN R @ BRI R (sd) ARTERH]
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O BT s
S 1P HikE ping A~

T B E] @ 2024-01-06 17:32:18

PR

AHIFH ping AN LB AT REFR LU T (A S 2K

H bRAR S5 2 HY B E A A

A A E AT

HERS R

TEMRA NS IE R VR T (BMER]AUEH ping @ EARMNES) | FIRIELL T RETHER
@A LB G ECE N P

RERZEHE

SIS -

KRELFIREEELW IP
iEH :
THRELE N 1P Y HES: Internet _EIYHE M B ETR, HIRFRE LM IP, W IP ALENIELEH ping
S,
1. BF skl e,
ERBIFIR T, EFFE ping 3@V 1D/, W AIZIBINIEE T, 4 FEFR .

RN R @ BRI R (sd) ARTERH] %5398 1£41371
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@ Console Products

Cloud Virtual « .
- ins-11f99e Unnamed
Machine Py ( )
Basic Info ENI Monitoring Security Groups Operation Logs
Instances —_—
Dedicated Host
Instance Info Arch

Placement Group

Unnamed
Image
Auto Scaling =
Cloud Block —
Storage -

Project Default Project L"'
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cat /proc/sys/net/ipv4d/icmp_echo_ignore_all
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echo "0" >/proc/sys/net/ipv4d/icmp_echo_ignore_all
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iptables -L
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Chain INPUT (policy ACCEPT)

target prot opt source
ACCEPT icmp -- anywhere
Chain FORWARD (policy ACCEPT)
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Chain OUTPUT (policy ACCEPT)
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ACCEPT icmp -- anywhere
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#Chain INPUT

iptables —-A INPUT -p icmp —--icmp-type echo-request -j ACCEPT
#Chain OUTPUT

iptables -A OUTPUT -p icmp —--icmp-type echo-reply -j ACCEPT
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rpm —q initscripts
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yum makecache
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service network restart
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