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sudo passwd root

3.root H{EH S = Q12 3}3 Enter2 5 uUtt
4.root H|YH S S F 5 A Y5 Enters 54T

=
che 3 22 AR 2 H W root ML BT} 4B A 02 HHHYESS o nlgct.
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passwd: password updated successfully

5.th3 HyolE A5t sshd_config THAY wdS Ay
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sudo vi /etc/ssh/sshd_config

6.ot2l oju| A et ol i & w2 WY LEZ MG T #Authentication ©A] PermitRootLogin BHZHEH <4
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PermitRootLogin WIZHRH47F FHO0 2 FA|EH
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# Authentication:

#LoginGraceTime 2m

PermitRootLogin yes
#S5trictModes yes
#MaxiuthTriez 6
#MaxSes=ion=s 10

7.EscE TE21wqs ¥

[©)
==
8. th& BP0l & A Fsto] ssh AH| A AAI A .

Cloud Virtual Machine

sudo service ssh restart
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* overheard at FRubeCon: "microkB8s.status just blew my mind".
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/usr/bin/cloud-init init --local
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/usr/bin/cloud-init init
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/usr/bin/cloud-init modules —--mode=config

5. cloud-init modules”} final stageS A| A 5}o] Al ct.
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/usr/bin/cloud-init modules —--mode=final
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File "/usr/bin/cloud-init", line 5, in
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Service name: loudbase-init

Display name: cloudbase-nit

Description:

Fuud Intialization Service

Fath to executable:
"C:MProgram Files'Cloudbase Solutions Cloudbase-Init bin"OpenStackSery

Startup type: | Automatic W

Service status:  Stopped

Start | | Stop | | Fausze | | Fesume |

You can specify the start parameters that apply when you star the service
from here.
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General | Log On |Hﬂmwer}r|Dependern&a|

Log on as:

i® Local System account
[ ] Mllow service ta interact with desktop

() This account: | | | Browse...

Pazzward: | |

Confirmn pazsword; | |
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Genersl |LogDn|Hemvay|Dependern&a|

Service name: loudbase-nit

Display name: cloudbase-nit

Description: r'.]nud Inttialization Service ~

Path to executable:
"C:\Program Files'Cloudbase Solutions Cloudbase-Init bin*OpenStackSery

Startup type: | Automatic b |

Service status: | Stopped

| Start | | Stop | | Pauze | | Fesume |

You can specify the start parameters that apply when you star the service
from here.

Start parameters: |

YR AE TS o] I E ‘LocalScriptsPlugin'S HA A5 1 3 22 A A sloF gyt ok ojn] x| it
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Internet Protocol Version 4 (TCE/IPv4) Properties -

General | Alternate Configuration |

You can get IP settings assigned automatically it yvour netwaork supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(® Obtain an IP address automatically
() Use the following IP address:

IP address: | . . . |

Subnet mask: | . . . |

Default gateway: | . . . |

(®) Obtain DNS server address automatically

() Use the following DMS server addresses:

Preferred DMS server; | . . . |

Alkernakte DMS server; | . . . |

Validate settings upon exit
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H}- 51
o —

Linux A|AEL o]BA 3P AXE| o] jptablesE AA5}} 82

915U e,

1, service iptables stop IZEE AlE5}H,

iptables 2] 7%, CentOS 7 o] A} o] F o] B of|A] & x}o]7}
CentOS 7 o] % of|«= iptables AJB]| A S 7] & ®5t 0 2 AFZ-35}
iptables A B A7} 1A 122 A SF ¥ iptables &2 A2 EGU T THA start & mf 7/ oo #2315 =
32Ut iptables A H|AE FHoto] WaHH gt o R E HAED 4= Jl5YH

w

service lptables stop
5ett1ng Chdl : policy ACCEPT: filter
Flushing firewall rules:

s: Unloading modules:
[root@VM_37_158_centos ~1# service iptables start
iptables: Applying firewall rules:

CentOS 7 0] 50| = firewall A/ H| A S 7| 2 W3l 0 2 AR50, T84S 95 iptables_filter 2 &S S A|ol 293

q
o
o} iptables A ] A7} Abe Rl & Ut whetbA] CentOS 7 ©] 5 iptables Dé‘ POl & AFESl 3 & F7HE 4= ey

iptables 18] A7} 7] % 6] 24 Adefol] 95U Th AFE AL iptable_fiter 25 2 & BQlste] ZA] 72 H g3 &
A&t

Wkl g Woshe 7Y B e B iptables —nvi % 23Uyt

oh F Cl A& Bofl o EA| /dsk=A Ayt

AU L 1

Ubuntu 14 A| AL HOF 158 75l L EE U EH 51X T telnet 7} 415 #] & Th
telnet’} &A1 = 4] ot o

SOUrCE

RETURH anywhere anywhere limit: avg
urst 6

REJECT all anywhere anywhere reject-with
ort-unreachable

rootEUN-166-120-ubuntu: # service iptables status

iptables: unrecognized service

root@UN-166-120-ubuntu: # ufw status

Status: inactive

rootEUM-166-120-ubuntu: # netstat —-tlunp igrep 3081
tcp 1] 0 0.0.0.0: 0.0.0.0:=
1687 nginx.conf

root@UM-166-120-ubuntu: # _

SERD
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root@VM-166-120-ubuntu : /home /ubuntu# tcpdump -i any host 183.608.64.11

tcpdump: verbose output suppressed, use -v or -wv for full protocel decode

listening on any., link-type LI LL (Linux cooked), capture size 65535 bytes

19:62:21.194801 IP 183.60.64.11.5 = 18.184.166.120.tproxy: Flags [S]. seq 668485174, win S5B840, opiig
length @

19:02:21.194824 IP 16.104.166.120 = 183.60.64.11: ICMP host 10.104.166.120 unreachable - admin prohibit

root@VM-166-120-ubuntu:~# iptables -L -n
Chain INPUT (poidigi ACCEPT)

target prot opt source C
ACCEPT all -- .0/0
ACCEPT all .0/0
ACCEPT tcp .0/0
ACCEPT tcp .0/0
ACCEPT tcp .0/0
ACCEPT tcp .0/0
ACCEPT tcp .0/0
ACCEPT icmp -- .0/0
ACCEPT icmp -- .0/0
syn-flood - - .0/0
REJECT - - .0/0

el

estination

.0/0

.0/0 state
.0/0 state
.0/0 state
.0/0 state
.0/0 state
.0/0 state
.0/0 limit:
.0/0 limit:
.0/0 tcp fla
.0/0 reject-

0.0.0
0.0.0
0.0.0
0.0.0
0.0.0
0.0.0
0.0.0
0.0.0
0.0.0
0.0.0
0.0.0

oo oooooo@
S oo oo @
oo oooooo@
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iptables -I INPUT 5 -p tcp

——dport 8081 —-j ACCEPT

4.8081 ZEZ M= A2 HlAES Y on, A4S sl 2 &Y

Auze 2

iptables 7+/d 2.2 = wl J S 7 G2t BHAl 7171 9] ping©] o4 75 H A s
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-bash-4.2# cat /etc/resolv.conf
#search localdomain
#nameserver 202.98

s timeout:1 rotate

sh-4.2# vi fetc/resolv.
-4.2# grep hos witch.conf
: db fil 15 nis dns
files dns
4.2# gqrep GATEWAY /fetc/sysconfig/network-scripts/ifcfg#
:GATEWAY="10.104.61.1"
4.2# ||

SERRY

obefel ol Lerd %9

Chain DUTPUT (policy ACCEFT V48K packets, 616M byt
pkts bytes target prot opt in out source destina
2144 147K DROP udp -- = * .8.8. H.8.8.8
' ACCEFPT udp " »* .H.H. IH.245 .3
ACCEPT udp * H.8.8. 18.225 .3

DROP udp " * .B.8, H.8.8.8
- - -

DROP udp - - .8.8. B.8.8.8-
A DROP udp * H.8.8. B.8.8.8~
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iptables -D OUTPUT 1

B3 S o BA AlAs 22

Windows Q1 AEIA:

1. QIAE o] ZIQIS 5 [AlZHs[Aloj R4 ek A1 22 sto] ok 47 so] A2 o] 5P,
2. %5h¥ 9l 7]e} ok L2 13Y(o]): safedog 5) T3 ol 2 AU FHSE S 49 Bom FU
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iptables -vnL
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iptables-save

3.95f

i

Aeystol yahs B2 A AU,
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iptables -F

H] Tencent Cloud CDN 71 CVME AF&5h= 39
ek ) ek ot v
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gaEY A Ade ol H Axeh ) AAE mAGYTH wof 5715 AH ATl apt-get update BHT

apt-get install %S ZtzZF AYsictH apt 9150 S35 #] grop @ 77} ¥HAYst 4= Ql &t
&2A4:
I¥  apt-get update HHE AdYS}7] Mol apt-get clean all WP A A E A apt I =
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ol A| 2 A o]

A8 He) AL o FA BHEUT

Ao A Go| @ F AFFS 2E51x] B3t 40 AL Ho] HHe YA 4 &
AHEAE A o] A 2 oflieh Ut

"version": "2.0",
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"statement": |
{
"action": [
"Action"
I
"resource": "Resource",
"effect": "Effect"

Action® 51851711t A28 Helo= wAsHIA L

Resources HoHS Fo{d EH g4 AE WA|SHHA| 2.

EffectE 518 = AR Z AASHIAl 2.

cvme] 8i7] B§ AL ofgA 2T

AF-E AL Al CVM QU AEIA ABAS ) ARA| | AJZF = £ 5 of o st
A8 749 A& #}of o3l QeloudCVMInnerReadOnlyAccesszh
CAM E&of 2113t &, 4= ] Qg o] A0 A CVM

42 122 ofefet 24U
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{
"version": "2.0",
"statement": |
{
"action": [

"name/cvm:Describe*",
"name/cvm: Inquiry*"
]I
"resource": "*",

"effect": "allow"
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}

o] a2 AR oh-2 Aol et A IS ZAEE FEFo =N 53X 2T
o] "Describe"= Al 2}tst= CVME] 2E 2
o] "Inquiry"2 A] 2FshH= CVME] & 2HY

CVM B lbio] e 97] BE BHL ol T

AFE2FO Al CVM QI AEIA |l e 2] A A (VPC, CLB)
A, A2 Y F5o) oigh Ueh2 &85t AR S T
A& 4 5 YT

CAM 240l 2718 5, 474 £2] QIEjm|o] 20] 4 CVME ZA5}o] o] ARG 28 4 AH YT
A3 122 ofefet 24U
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{
"version": "2.0",
"statement": |
{
"action": [

"name/cvm:Describe*",
"name/cvm: Inquiry*"
]I
"resource": "*",

"effect": "allow"
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"action": [
"name/vpc:Describe*",
"name/vpc:Inquiry*",
"name/vpc:Get*"

1,

"resource": "*",
"effect": "allow"
}I
{
"action": [

"name/clb:Describe*"

1,

"resource": "*",
"effect": "allow"

b

{
"effect": "allow",
"action": "name/monitor:*",
"resource" : msmn

Qo] FH- AHEA7E o Zr ol i 4o A WIS A= &5t 58S 24
tho] "Describe" 2 "Inquiry" = A]Z5t= CVMe] & &Y

tro] "Describe”, "Inquiry" ! "Get"2. 2 A]Z}5H= VPCO] B E 2]

Ho] "Describe" & A 2}5H= CLBO] BE 2H¢

Monitor?] =& Z+¢]

nd

=y
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vi /etc/ntp.conf

2,15 el W3 REE Solzk ohg 3} 2ro] AT,
1. server timel.tencentyun.com iburst & A|ZF B Eo| 4 7| & F7}oto] 4 2Ty

7FUch o714 minpoll 4 = XA 7HZ0] 2492 9Jn|Et maxpoll 5 = o 7HZo] 25

server timel.tencentyun.com minpoll 4 maxpoll 5

A3t b3t Zotol Fulth waS Y stol WA AFS A YT HA L BHTh
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Tencent Cloud9] ntpd AH 9] AJZt AAE= BSIJU71?

NTP A H] = U4k o 2 BeiDou 914 Al A1 S AHE YT},

}o
mlm

B3h o] sjo} gzt

NTP A3 o] localhost.localdomain timeout

287 ohg olnl A% 2L 9

[root@wW_0_17_centos ~]# net
Active Internet connectio
Proto Recv-Q Send-0Q Local Address Foreign Address Stat PID/Program name
] 0.0.0.0:39083 0.0,
] 0.0.0.0:35385 0.0,
1] 0.0.0. .0.0. 1067 /dhcTlient
0 1 12 .0.0. 1 ntpd
0 12 . L0.0.0:* 1876/ /ntpd
1] 3 3335 1 fdhclient
_17_cent service ntpd
q Sbinyg mct1 status
ntpd.service - Network T1me 1ervice
Loaded: Toaded (; ] ils stem/ntpd. service; enabled; wvendor preset: disabled)
Active: active (rumn )} 51 [ 2020-08-26 19:29:56 C5T; 155 ag
Process: 31874 Exect =/ ~b1n ‘ntpd -u ntp:ntp S0PTIONS (code=exited, status
Main PID

CGroup: | t service
1 pd -u ntp:ntp -g

VM_0_17 stemc Started Netwo ime Service.
WM_0_ 1 : proto: precision = 0.078 usec
WM_0_ n+pd [318 : 0.0.0.0 c0ld 0d kern Lerne] +1me nc enabled
WM_0_ ntpd[318 : ntp_io: imated m des 1000000, initial soc
WM_0_ ntpd[318 : Listen normally on O 7 UDP 123
VM_0_ ntpd[318 3 en normally on 1 Ef} 7 UDP 123
WM_0_ ntpd[318 : Listening on routing socket on fd #J.ﬂ for interface upd
WM_0_ ntpd[318 : 0.0.0.0 c016 06 restart
5 WM_0_1 ntpd[318 : 0.0.0.0 c012 02 T et kernel 0.085 PPM
:30:03 WVM_0D_ ntpd[31876]: 0.0.0.0 cGl5 05 f
7 # ntpq -p
. localdomain: timed out, nothing received
st timed out

POSTROUTINGS Adgi=2] geldrych 2 HH ntp.conf A TUQ AA |PE eth0?] IP F4AE HAS
AAL.
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Tencent Cloudol| A A|&-8l= 3-8 NTP A & AF8-& 4= Q]

7HQ1 NTP A H

timel.tencentyun.com
time2.tencentyun.com
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©2013-2022 Tencent Cloud. All rights reserved. Page 119 of 125



&2 Tencent Cloud

time5.tencentyun.com

& NTP AH

ntp.tencent.com

ntpl
ntp2
ntp3
ntp4

ntp5.

©2013-2022 Tencent Cloud. All rights reserved.

.tencent.
.tencent.
.tencent.
.tencent.

tencent.

com

com

com

Cloud Virtual Machine

Page 120 of 125



&2 Tencent Cloud Cloud Virtual Machine

% QAT A B8 NTP AHl 542 Mg stel ALG3H

[
ojo
rlo
e
)
okl
ofo
pd
_|
)
>
T
N
P~
e
=2
o
>
N
P~
|t
2
b
>
ofo
st

time.cloud.tencent.com

timel.cloud.tencent.com
time2.cloud.tencent.com
time3.cloud.tencent.com
timed.cloud.tencent.com

time5.cloud.tencent.com

©2013-2022 Tencent Cloud. All rights reserved. Page 121 of 125



&2 Tencent Cloud Cloud Virtual Machine

AF&AL 74 9] ofm|R]oflA /dE CVM ALE 29| AZHo] ZRE o]+ FAYY7I?

NTP A H| A7} & 3LE| o] U=2] ERISHHAI . NTP 5713t 752 UZoll AMgst ¥ SJAAE = o3 A&
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Windows QI AEI A0 A NTP AH| A A

AHEAL 7 9] o|m|R|ofl A A/dE CVMS] ntp.conf ZRIZ7} E-QE]= o] f= FAYY7}?

Cloud-Init 27|35} 2 <l 2HAE 4~ &G U th AFEAF A 9] o|u| | & AAd5H7| Aol /etc/cloud/cloud.cfg O
Q.

o
A NTP & A4S AAsHA A . 2448 U182 Cloud-Init 2 Cloudbase-InitE F st Al 2.,

245 719 Y EY A DNS+ ojd Jg2 njHY7)?

Tencent Cloud H| 37 =H|Ql o] & 2| &8¢} i d e Au|A7F g E5Uth dlE S8 v 25Ut
yum %7 4~= Tencent Cloud 7l Q1 =H]Q] o] §& AH&-2FYTh DNS ¥4 & yum A4 & 75 oF ot

U dolele] PEEE AR E0]Ql o] S AHEate TS W5 T
NTP 715 A A7+ 57188 Hel EnQl o] Zof njet gretx|n] Jgre wauh

ThA] 123 % Windows A2EAe] @] Alzko] T4 ESTOIA Ho] Alzkos AAAE L olgE
2zt

ntpq -np WHE AH83to] 5718 AlThe B 4 ¢

98E kg ojn| x| g Zar).
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/etc/ntp.conf /8 IO A] listen=
A IPE ¥ 3t ntpd S thA] Al&FE Y o},

F8 NTP A8 AMg31o] AIZhe $7181E o] % 278 o197 248l

no server suitable for synchronization found 2F+= 0L o|nx|e}t Z&uth
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