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Operations Guide
Initializing Data Disks
Initializing Data Disks (Windows CVM)

Last updated : 2024-01-06 17:38:11

Scenario

After purchasing or reinstalling CVM, you need to partition and format the data disk. This document describes how to

perform partitioning, formatting, and other initialization operations on a data disk on Windows CVM.

Notes

Formatting a data disk will erase all data. Please ensure that the data disk does not contain data, or important data
has been backed up.

To avoid service exceptions, ensure before formatting that the CVM has stopped external services.

Directions

Please select the appropriate operation guide based on disk capacity:
If the disk capacity is less than 2 TB, please initializing cloud disks.

If the disk capacity is greater than or equal to 2 TB, please initializing cloud disks.
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Formatting & Mounting Data Disks

Last updated : 2024-01-06 17:38:11

Overview

This document describes how to perform initialization operations such as formatting, partitioning, and creating a file
system on a Linux CVM data disk.

Notes

Before formatting, ensure that no data is stored on the data disk and that important data has been backed up. After
formatting, all data on the data disk will be cleared.

To prevent service exceptions, ensure that the CVM has stopped providing external services before formatting.

Directions

Follow the appropriate operation guide based on the disk capacity.
If the disk capacity is less than 2 TB, follow the instructions under Initializing Cloud Disks (Linux).

If the disk capacity is 2 TB or more, follow the instructions under Initializing Cloud Disks (Linux).
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Reading/Writing EXT Data Disks after
Reinstalling a Linux CVM to Windows CVM

Scenario

Windows employs two major file systems, NTFS or FAT32, while EXT is the de factor file system for Linux. When an
operating system is changed from Linux to Windows after reinstallation, the data disk remains in its original format.
Therefore, the system might not be able to access data disk’s file system. In these cases, you will need to use a format
converter to read the data disk.

This document describes how to read a data disk when the operating system has been reinstalled from Linux to

Windows.

Prerequisites

DiskInternals Linux Reader has been installed on the reinstalled Windows CVM.
Download DisklInternals Linux Reader: http://www.diskinternals.com/download/Linux_Reader.exe .
Suppose the data disk mounted to the Linux CVM before reinstallation has two partitions, vdb1 and vdb2, as shown

below:

Directions

Mounting a data disk

Note:
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If a data disk has been mounted, skip this step.
1. Log in to the Tencent Cloud CVM Console.
2. Click Cloud Block Storage from the left sidebar to enter the Cloud Block Storage management page.

3. Locate the instance with the reinstalled system, and click More > Mount on the right as shown below:

Premi Do not release

remium

i Guangzhou Zone 3 Data disk 10GE - upen instance - Create
Cloud Storage .

ya termination

Premi Do not release

remium

i Guangzhou Zone 3 Data disk 10GB - upen instance - Create
Cloud Storage .

ya termination

4. In the pop-up window, select the reinstalled Windows CVM and click Submit.

Viewing data disk information

1. Run DisklInternals Linux Reader to view the information of newly mounted data disk. /root/mnt and
/root/mnt1 correspond to vdb1 and vdb2 respectively, which are the 2 data disk partitions on the Linux CVM

before reinstallation as shown below:

Note:

Note that the Linux data disk is read-only at this time. To perform read and write operations on the data disk as you do

on a Windows data disk, back up your needed files and re-format the disk into a standard Windows-supported file

system. For more information, please see Data Disk Partition and Formatting of Windows CVMs.

Jroot/mnk Jroot/mnk 1 (af
- 19.04 Gb - 933.85 Mb = 50.05 Gh

C;;:lfv Linuz Exk C;::ﬂ Linuzx Ext C':—::-l? MTFS

Physical drives

———_ Fed HatWirtIo ———__ Fed HatyirtIo

l{:@ 20,00 b l:;;'\ﬂ 50,05 b
Disk 1 Disk. 0

2. Double-click to enter /root/mnt directory, right-click the file you want to copy, and select Save as shown

below:
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Read/Write of the Original NTFS Data Disk
After the Operating System Is Changed from
Windows to Linux

Last updated : 2024-01-06 17:38:11

Overview

Windows file system typically uses NTFS or FAT32 format, while Linux file system often uses EXT series format.
When the operating system of a CVM is reinstalled from Windows to Linux, the data disk of the CVM remains in the
format of the original operating system. As a result, after the system reinstallation, the CVM might be unable to access
the data disk file system. This document describes how to read a data disk in the original Windows system after the

operating system is reinsalled from Windows to Linux.

Directions

Installing NTFS software on a Linux CVM

1. Log in to the Linux CVM after reinstallation.

2. Run the following command to install the ntfsprogs software to enable the Linux CVM to support access to the
NTFS file system.

Note:

This document takes CentOS as an example. Different types of Linux systems have different installation commands.

Please use the corresponding installation commands.
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yum install -y ntfsprogs

Attaching a data disk from the Windows CVM to the Linux CVM

Note:

If the data disk in your Windows CVM has been attached to the Linux CVM, skip this operation.
If you want to attach a new data disk to the reinstalled Linux CVM, please Initialize Cloud Disks.
1. Log in to the CVM console.

2. In the left sidebar, click Cloud Block Storage to enter the Cloud Block Storage management page.
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3. Select the target Windows data disk. Click More > Attach.

Mare Actions ¥

Q
D/Name Maonitor Status T azv Attribute 7 Type ¥ Capacity ¥ Associate Instance

i1 Singapore Zone 4 Data Disk S50 Cloud Disk TOGB

4. In the pop-up window, choose the target Linux CVM, and click OK.
5. Log in to the Linux CVM to which the Windows data disk has been attached.

6. Run the following command to query the data disk attached from the Windows CVM.
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0/0
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parted -1

A message similar to the one below is returned:
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Model: Virtio Block Device (virtblk)

Disk /dev/vdb: 53.7GB

Sector size (logical/physical): 512B/512B
Partition Table: gpt

Disk Flags:

Number Start End Size File system Name Flags
1 17.4kB 134MB 134MB Microsoft reserved partition msftres
2 135MB 53.7GB 53.6GB ntfs Basic data partition

7. Run the following command to attach the data disk.
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mount -t ntfs-3g Data disk path Mount point

For example, if you need to attach the data diskin /dev/vdb2 10 /mnt ,run the following command:
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mount -t ntfs-3g /dev/vdb2 /mnt

Since the file system is identifiable, Linux system can directly perform read and write operations on the attached data
disk.
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Environment Configurations
Linux Power Management Configuration

Last updated : 2024-01-06 17:38:11

Introduction

x86 machines use two power management methods, APM (Advanced Power Management) and ACPI (Advanced
Configuration and Power Interface). ACPI is a power management standard jointly developed by Intel, Microsoft, and
Toshiba, which provides a more flexible interface for computer and device management, whereas APM is the old
power management standard.

Linux supports APM and ACPI, but the two standards cannot run simultaneously. Linux runs ACPI by default. Tencent
Cloud also recommends ACPI.

If ACPI is not installed in a Linux system, the soft shutdown will fail. This document describes how to check whether

ACPI has been installed and if not, how to install it.

Notes

For CoreQS, there is no need to install ACPI.

Directions

1. Execute the following command to see if ACPI has been installed.
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ps —eflgrep —-w "acpid"|grep -v "grep"

If there is no process running, it means ACPI has not been installed. Please go to the next step.
If there is a process running, it means ACPI has been installed.
2. Execute the following command to install ACPI.

For Ubuntu or Debian:
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sudo apt-get install acpid

For Redhat or CentOS:
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yum install acpid

For SUSE:
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in apcid
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Modifying etc/hosts Configuration of Linux
Instance

Last updated : 2024-01-06 17:38:11

Overview

From March 1, 2018, the Linux public image provided by Tencent Cloud has the open-source tool Cloud-Init pre-

installed, and all initialization operations on an instance are done via Cloud-Init, making operations inside the instance

more transparent. For more information, see Cloud-Init and Cloudbase-Init.

In each launch, Cloud-Init generatesanew /etc/hosts file according to the
/etc/cloud/templates/hosts.${os_type}.tmpl template and overwrites the original /etc/hosts

file of the instance involved. Hence, after you manually modify the internal /etc/hosts configuration of the

instance and restart it, the /etc/hosts configuration goes back to the original default configuration.

Precautions

Tencent Cloud has fixed this problem for instances created by using a public image after September 2018, and the
/etc/hosts configuration will not be overwritten.

For instance created before September 2018, follow the steps below for modification.

Directions

Solution 1

1. Log in to the Linux CVM.
2. Execute the following command to change the - update_etc_hosts inthe /etc/cloud/cloud.cfg

configuration fileto - ['update—-etc-hosts', 'once-per—instance']
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sed -1 "/update_etc_hosts/c \\ - ['update_etc_hosts', 'once-per-instance']" /etc/cl

3. Execute the following command to create a config_update_etc_hosts file under the

/var/lib/cloud/instance/sem/ path:
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touch /var/lib/cloud/instance/sem/config_update_etc_hosts

Solution 2

Note:

This solution takes the CentOS 7.2 operating system as an example.

Obtaining the hosts template file path

1. Log in to the Linux CVM.
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2. Execute the following command to view the system hosts template file:

cat /etc/hosts

The hosts template file is as shown in the following figure:
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[rootEM 2 9 centos " 1# cat ~etcrhosts
Your system has conf igured ‘manage_etc_hosts’ as True.
As a result, if you wish for changes to this file to per=sist
then you will need to either
a.) make changes to the master file in ~etcrscloud-templates-hosts.redhat.tmpl
b.) change or remove the value of ‘manage_etc_hosts™ in

i
i
i
i
i
# setcscloudsclowd.cfg or clouwd-config from user-data
i
i
1
1
1

The following lines are desirable for IPwvd capable hosts
A.1 MM 2 9 centos WM_2 9 centos
1 localhost.localdomain localhost

Z7.8.
27 .8.
27.8.8.1 localhost4.localdomaind localhost4d

a.
a.
# The following lines are desirable for IPW6 capable hosts
1 W2 9 _centos WM 2 9 _centos

::1 localhost.localdomain localhost

::1 localhost6.localdomaint localhostb
[rootBUM 2 9 centos "1# _

Modifying the hosts template file

Note:
Takingadding 127.0.0.1 test test asanexample, youcan modifythe hosts template and
/etc/hosts file as needed.

1. Execute the following command to modify the hosts template file:
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vim /etc/cloud/templates/hosts.redhat.tmpl

2. Press i to switch to the editing mode.

3. Add the following content to the end of the file:

©2013-2022 Tencent Cloud. All rights reserved. Page 27 of 242



&2 Tencent Cloud Cloud Virtual Machine

127.0.0.1 test test

4. Press Esc and enter :wq to save and close the file.

Modifying the /etc/hosts file

1. Execute the following command to modify the /etc/hosts file:
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vim /etc/hosts

2. Press i to switch to the editing mode.

3. Add the following content to the end of the file:
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127.0.0.1 test test

4. Press Esc and enter :wq to save and close the file.
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Installing Software

Accelerating Software Package Downloading
and Updating with Tencent Cloud Software
Source

Last updated : 2024-01-06 17:38:11

Overview

To solve the problem of slow access to official sources when installing dependencies, Tencent Cloud has set up a
cache service for some software. You can accelerate the installation of dependencies by using the Tencent Cloud
software repository, which currently supports public network access and private network access.

Public network access address: http://mirrors.tencent.com

Private network access address: http://mirrors.tencentyun.com/

Note:

This document takes the public network access address of the Tencent Cloud software repository as an example to
introduce how to use the software sources in the Tencent Cloud software repository in CVM. If you access the
repository using a private network, please replace the public network access address with the private network
access address.

The source address used in this document is for reference only. Please obtain the latest address from the Tencent
Cloud software repository.

Notes

The Tencent Cloud software repository updates software sources from the official website of each software source

once per day.

Prerequisites

Log in to the CVM.

Directions
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Accelerating pip using the Tencent Cloud image source

Note:

Before using the Tencent Cloud image source, please confirm your CVM has Python installed.

Use the software source path temporarily

Execute the following command to install pip using Tencent Could PyPlI.

pip install pip -i the directory where PyPI is located in
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For example, if you want to install the 17monip package, and the PyPI you need to use is in the

http://mirrors.tencent.com/pypi/simple directory, run the following command:

pip install 17monip —-i http://mirrors.tencent.com/pypi/simple —-trusted-host mirror

Set the default software source path

Execute the following command to modify the index-url parameterinthe ~/.pip/pip.conf filetothe

source path of the Tencent Cloud software repository.
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[global]
index-url = the directory where PyPI is located in

trusted-host = public network/private network access address

For example, if the PyPl you need to use isinthe http://mirrors.tencent.com/pypi/simple directory,

execute the following command:
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[global]
index-url = http://mirrors.tencent.com/pypi/simple
trusted-host = mirrors.tencent.com

Accelerating Maven using the Tencent Cloud image source
Note:

Before using the Tencent Cloud image source, please confirm your CVM has JDK and Maven installed.

1.Openthe settings.xml configuration file of Maven.
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2.Findthe <mirrors> ... </ mirrors> code block and configure the following content into it.

<mirror>
<id>nexus-tencentyun</id>
<mirrorOf>*</mirrorOf>
<name>Nexus tencentyun</name>
<url>http://mirrors.tencent.com/nexus/repository/maven—-public/</url>

</mirror>

Accelerating NPM using the Tencent Cloud image source
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Note:

Before using the Tencent Cloud image source, please confirm your CVM has Node.js and NPM installed.

Execute the following command to install NPM using the Tencent Cloud NPM.

npm config set registry http://mirrors.tencent.com/npm/

Accelerating Docker using the Tencent Cloud image source

Using Tencent Cloud Docker on the TKE cluster
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No manual configuration is required. When the CVM in the Tencent Kubernetes Engine (TKE) cluster creates a node,

Docker will be installed automatically and configured with the Tencent Cloud private network image.

Using Tencent Cloud Docker on CVM

Note:

Before using the Tencent Cloud Docker, please confirm your CVM has Docker installed.

Only Docker 1.3.2 or later versions support the Docker Hub Mirror mechanism. If you have not installed Docker 1.3.2
or later versions, or if the installed version is too old, please install or upgrade it first.

Choose different operation steps based on the operating system of the CVM.

The following steps are for Ubuntu 14.04, Debian, CentOS 6, Fedora, openSUSE, and other operating systems. The
specific steps for other versions of operating systems may vary:

1.1 Execute the following command to openthe /etc/default/docker configuration file.
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vim /etc/default/docker

1.2 Press i to switch to the editing mode, enter the following content, and save.
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DOCKER_OPTS="--registry-mirror=https://mirror.ccs.tencentyun.com"

For Centos 7:

1.1 Execute the following command to openthe /etc/docker/daemon. json configuration file.
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vim /etc/docker/daemon. json

1.2 Press i to switch to the editing mode, enter the following content, and save.
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"registry-mirrors": [
"https://mirror.ccs.tencentyun.com"

]

For Windows with Boot2Docker installed:

1.1 Access the Boot2Docker Start Shell and execute the following command:
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sudo su echo "EXTRA_ARGS=\\"-registry-mirror=https://mirror.ccs.tencentyun.com\\""

1.2 Restart Boot2Docker.

Accelerating MariaDB using the Tencent Cloud image

Note:
The following steps take CentOS 7 as an example. Specific steps vary by operating system.

1. Execute the following command to create the MariaDB.repo fileunder /etc/yum.repos.d/ .

©2013-2022 Tencent Cloud. All rights reserved. Page 43 of 242



&2 Tencent Cloud Cloud Virtual Machine

vi /etc/yum.repos.d/MariaDB.repo

2. Press i to switch to the editing mode, enter the following content, and save.
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# MariaDB 10.2 CentOS7-amd64

[mariadb]

name = MariaDB

baseurl = http://mirrors.tencent.com/mariadb/yum/10.2/centos7—-amd64/
gpgkey = http://mirrors.tencent.com/mariadb/yum/RPM-GPG-KEY-MariaDB

gpgcheck=1

3. Execute the following command to empty the YUM cache.
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yum clean all

4. Execute the following command to install MariaDB.
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yum install MariaDB-client MariaDB-server

Accelerating MongoDB using the Tencent Cloud image
Note:

The following steps take MongoDB 4.0 as an example. If you need to install another version, please change the
version number in the mirror path.

Using Tencent Cloud MongoDB on CVMs with CentOS or Redhat systems
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1. Execute the following command to create the mongodb.repo fileunder /etc/yum.repos.d/ .

vi /etc/yum.repos.d/mongodb.repo

2. Press i to switch to the editing mode, enter the following content, and save.
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[mongodb-org—-4.0]
name=MongoDB Repository

baseurl=http://mirrors.tencent.com/mongodb/yum/el7-4.0
gpgcheck=0
enabled=1

3. Execute the following command to install MongoDB.
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yum install -y mongodb-org

Using Tencent Cloud MongoDB on CVMs with the Debian system

1. Based on the different Debian versions, execute the following command to import the MongoDB GPG public key.
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sudo apt-key adv —--keyserver hkp://keyserver.ubuntu.com:80 —--recv 68818C72E52529D4

2. Execute the following command to configure the mirror path.
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#Debian 8
echo "deb http://mirrors.tencent.com/mongodb/apt/debian jessie/mongodb-org/4.0 main
#Debian 9
echo "deb http://mirrors.tencent.com/mongodb/apt/debian stretch/mongodb-org/4.0 mai

3. Run the following command to clear the cache.
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sudo apt-get clean all

4. Run the following command to update the software package list.
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sudo apt-get update

5. Execute the following command to install MongoDB.
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sudo apt-get install -y mongodb-org

Using Tencent Cloud MongoDB on CVMs with the Ubuntu system

1. Execute the following command to import the MongoDB GPG public key.
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sudo apt-key adv —--keyserver hkp://keyserver.ubuntu.com:80 —--recv 68818C72E52529D4

2. Execute the following command to configure the mirror path.
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#Ubuntu 14.04
echo "deb [ arch=amd64 ] http://mirrors.tencent.com/mongodb/apt/ubuntu trusty/mongo

#Ubuntu 16.04

echo "deb [ arch=amd64 ] http://mirrors.tencent.com/mongodb/apt/ubuntu xenial/mongo
#Ubuntu 18.04
echo "deb [ arch=amd64 ] http://mirrors.tencent.com/mongodb/apt/ubuntu bionic/mongo

3. Run the following command to clear the cache.
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sudo apt-get clean all

4. Run the following command to update the software package list.
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sudo apt-get update

5. Execute the following command to install MongoDB.
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sudo apt—-get install -y mongodb-org

Accelerating Rubygems using the Tencent Cloud image source
Note:

Before using the Tencent Cloud image source, please confirm your CVM has Ruby installed.
Execute the following command to modify the RubyGems source address.
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gem source -r https://rubygems.org/

gem source —a http://mirrors.tencent.com/rubygems/
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Installing Software via Apt-get (Ubuntu)

Last updated : 2024-01-06 17:38:11

Introduction

Advanced Package Tool (APT) is a free software user interface that works with core libraries to handle the installation
and removal of software on various Linux distributions. APT offers a centralized interface for software management
and a better experience than having to download and install software one by one. Tencent Cloud hosts APT sources

so you can install software without adding sources.

Prerequisites

Log in to a Linux CVM instance that runs Ubuntu.

Directions

Note:

In the following, Nginx is used as an example.

Listing available software

Run the following command to list available software:
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sudo apt-cache search all

Installing software

Run the following command to install Nginx:
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sudo apt-get install nginx

Make sure this is the software you want to install and enter v to approve the installation. Wait until the software

installation is complete, as shown in the figure below:
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libgd3 1libijbig0 libjpeg-turbod y8 libtiff5 libwvpx3

libjpeg-turbof 1libjp

Querying installed software

You can run different commands to query installed software.

Run the following command to query the directory of the software package and all the files in the software package.

©2013-2022 Tencent Cloud. All rights reserved. Page 65 of 242



&2 Tencent Cloud Cloud Virtual Machine

sudo dpkg -L software_name

Run the following command to query the version information of the software package.
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sudo dpkg -1 software_name

View information on the installed Nginx, as shown in the figure below:
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Installing Software via YUM (CentOS)

Last updated : 2024-01-06 17:38:11

Overview

YUM (Yellowdog Updater, Modified) allows you to easily download and install software, and simplifies your
installations on a CVM instance, saving you time and efforts. With it, you only need to run the yum command to
install software in the CentOS environment. Tencent Cloud provides a YUM repository so you can directly install

software packages without adding sources.

Directions

Installing software

Log in to your CVM instance with the root account and run the following commands to install software according to the
operating system of your CVM.

CentOS 8 or later versions

1. Run the following command to install software.
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dnf install [software name]

The system will automatically search for the relevant software package and dependencies, and ask for your
confirmation.

For example, after yourunthe dnf install php command to install PHP, the following prompt will appear:

©2013-2022 Tencent Cloud. All rights reserved. Page 70 of 242



Z Tencent Cloud Cloud Virtual Machine

[root@VM-16-6T7-centos ~]1# dnf install php
0:07:41 age on Fri 20

Installing:
php 86_ LppStrea
Installing dependencies:
apr AppStrea
apr-util X LppStrea
httpd 3 .module_elB.2.0+494+1df74eae AppStrea
httpd-filesystem 2.0+454+1df74eae Lpp3trea
httpd-tools .module elB 0+454+1df74eae AppStrea
mod _http2 1.3-3.module e18.2.0+486+c01050£0.1 App3trea
nginkx—filesystem -14.1-5.module_el8.0.0+ : LppStrea
24-1.module el 0+313+kb04d0a AppStrea
AppStrea
centos—logos—httpd arc ) 2.e=18 Base0S
Installing weak dependencies:
apr—ut 1l-kdb _ 3 LppStrea

b B

-module =18.

e

apr-util-opens=l = ] LppStrea
php—fpm = .2.0+313+b04d0ac6 Lpp3trea
Enabling module streams:

httpd

nginx

Total download size:
Inztalled size: 31 M
Is this ok [y/N]: I

2. Confirm that the software package is correct. Enter y and press Enter to start the installation.

The complete promptindicates the installation is completed.

CentOS 7 or earlier versions

1. Run the following command to install software.

Starting from CentOS 7, MariaDB has become the default database in the YUM repository. If you are using CentOS 7
or later versions, MySQL installed using yum will be unusable. You can use the fully compatible MariaDB, or click

here to learn about how to install an older version of MySQL.
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yum install [software name]

The system will automatically search for the relevant software package and dependencies, and ask for your
confirmation.

For example, after yourunthe yum install PHP command to install PHP, the following prompt will appear:

©2013-2022 Tencent Cloud. All rights reserved. Page 72 of 242



Z Tencent Cloud Cloud Virtual Machine

Version

x86 c4
Installing for dependencies:
apr xB&_64
apr-util x86 c4
httpd x86_64
httpd-tocls xB6&_64
libzip x86 c4

noarch

rhp—cli x86 64

= ba = =
P T T
[ e - 4 B

3 b

[ ]
.

Lnown

php—common x36_64

Install 1 Package (+8 Dependent packages)

Total download size:
Installed size: 27 M
Is this ok [y/d/N]:

2. Confirm that the software package is correct. Enter y and press Enter to start the installation.

The complete promptindicates the installation is completed.

Viewing installed software information

After software installation is completed, you can run different commands to view related information.

View the installation directory of a software package
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rpm —-gl [software name]

For example,run rpm —-gl php to view the installation directory of PHP, as shown in the figure below:
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[root@VM 5 10 centos ~]§ rpm —gl php

fetc/httpd/conf.d/php.conf
fetc/httpd/conf.modules.d/10-php.conf

fusr/libed4/httpd/modules/libphp5.=0
fusr/share/httpd/icons/php.gif

fwvar/lib/php/ses=sion
[root@VM 5 10 centos ~]§

View the version of the software package

rpm —q
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For example, run rpm —-g php to view the version of PHP, as shown in the figure below:

[root@VM 5 10 centos ~]1% rpm -g php
php-5.4.16-46.el17.x86 &4

[root@VM 5 10 centos :]# I

©2013-2022 Tencent Cloud. All rights reserved. Page 76 of 242



&2 Tencent Cloud Cloud Virtual Machine

Installing Software via zypper (SUSE)

Last updated : 2024-01-06 17:38:11

Make sure that you have followed the steps in Installing Software via YAST in SUSE Environment install the

necessary software.

1. Configuration of nginx

1. Start nginx service

Start the nginx with the following command:
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service nginx restart

2. Test whether nginx service is working properly

Test with the following command:
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wget http://127.0.0.1

If the result is as shown below and displays "index.html" saved" at the end, it means the nginx service is working

properly.
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--2013-02-20 17:07:26-- http://127.0.0.1/

Connecting to 127.0.0.1:80... connected.

HTTP request sent, awaiting response... 200 OK

Length: 151 [text/html]

Saving to: 'index.html'

100% [==============================================================================
2013-02-20 17:07:26 (37.9 MB/s) - 'index.html' saved [151/151]

3. In the browser, visit the Public IP of CentOS CVM to check if the nginx service is working properly.

The appearance of the following page indicates that nginx has been installed and configured successfully.
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2. Configuration of PHP

1. Create a new configuration file php-fpm.conf with the following command:

vim /etc/php5/fpm/php-fpm.conf

Write the following:
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[global]

error_log = /var/log/php—fpm.log
[www ]

user = nobody

group = nobody
listen = 127.0.0.1:9000

pm = dynamic
pm.max_children = 5
pm.start_servers = 2
pm.min_spare_servers = 1
pm.max_spare_servers = 3
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3. Start services

Start all services with the following commands:

/etc/init.d/mysql start; /etc/init.d/php-fpm start; /etc/init.d/nginx start

Example:
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¥ finit |:: --I'---l—f--lrrl ctart

done

done
running
done

4. Environment configuration validation

Create index.php under a web directory using the following command:
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vim /usr/share/nginx/html/index.php

Write the following:

<?php
echo "<title>Test Page</title>";
echo "hello world";

?>

In the browser, visit the Public IP of SUSE CVM to check whether the environment configuration is successful. If the

webpage shows "hello world", it means the configuration is successful.
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Switching CentOS 6 Source to YUM
Repository

Last updated : 2024-01-06 17:38:11

Overview

The CentOS 6 is an end-of-life (EOL) operating system since November 30, 2020, and no longer maintained by the

Linux community. Therefore, the CentOS 6 source is unavailable in http://mirror.centos.org/centos—

6/ , athird-party image site, or Tencent Cloud at http://mirrors.tencent.com/ and
http://mirrors.tencentyun.com/ . If you continue to use the default CentOS 6 source configured in

Tencent Cloud, an error may occur.

Note:

Upgrading your operating system to CentOS 7 or a later version is recommended. If you still need to use the CentOS 6

dependencies during the transition period, switch the CentOS 6 source as instructed below.

Directions

1. Log in to the Linux instance. Logging in via Web Shell is recommended.. You can also use other login methods as
required.

Logging In to Linux Instances (Remote Login)

Logging In to Linux Instance (SSH Key)

2. Run the following command to check the CentOS version of the current operating system.
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cat /etc/centos-release

If the result as shown in the following figure is returned, the operating system version is CentOS 6.9.

[root@VM-2-14—-centos ~]# cat /etc/centos-release

Cent0S release 6.9 (Final)

3. Run the following command to editthe Cent0S-Base.repo file.
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vim /etc/yum.repos.d/CentOS-Base.repo

4. Press i to enter edit mode and modify baseurl according to the CentOS version and network environment.
Note:

See Private Network Access and Internet Access to determine the required source:

Source for private network access: http://mirrors.tencentyun.com/centos-vault/6.x/

Source for public network access: http://mirrors.tencent.com/centos—vault/6.x/

This document uses CentOS 6.9 that requires a private network access as an example. The modified Cent0S-—

Base.repo fileis as follows:
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[extras]

gpgcheck=1
gpgkey=http://mirrors.tencentyun.com/centos/RPM-GPG-KEY-CentO
enabled=1
baseurl=http://mirrors.tencentyun.com/centos-vault/6.9/extras
name=Qcloud centos extras - Sbasearch

[o5]

gpgcheck=1
gpgkey=http://mirrors.tencentyun.com/centos/RPM-GPG-KEY-CentO
enabled=1
baseurl=http://mirrors.tencentyun.com/centos-vault/6.9/0s/5%b
name=Qcloud centos os - S$basearch

[updates]

gpgcheck=1
gpgkey=http://mirrors.tencentyun.com/centos/RPM-GPG-KEY-CentO
enabled=1
baseurl=http://mirrors.tencentyun.com/centos-vault/6.9/update
name=Qcloud centos updates - S$basearch

You can configure as follows:
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[extras]
gpgcheck=1
gpgkey=http://mirrors.tencentyun.com/centos/RPM-GPG-KEY-Cent0S—-6

enabled=1
baseurl=http://mirrors.tencentyun.com/centos—-vault/6.9/extras/Sbasearch/

name=Qcloud centos extras - $basearch
[os]

gpgcheck=1
gpgkey=http://mirrors.tencentyun.com/centos/RPM-GPG-KEY-Cent0S-6

enabled=1
baseurl=http://mirrors.tencentyun.com/centos-vault/6.9/o0s/Sbasearch/
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name=Qcloud centos os — S$basearch
[updates]

gpgcheck=1
gpgkey=http://mirrors.tencentyun.com/centos/RPM-GPG-KEY-Cent0S-6

enabled=1
baseurl=http://mirrors.tencentyun.com/centos-vault/6.9/updates/$basearch/

name=Qcloud centos updates - $basearch

5. Press ESC, enter :wq, and press Enter to save the modification.

6. Run the following command to modify the Cent0S-Epel.repo file.
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vim /etc/yum.repos.d/CentOS-Epel.repo

7. Press i to enter edit mode and modify baseurl based on the network environment.
In this example, change baseurl=http://mirrors.tencentyun.com/epel/Sreleasever/Sbasearch/

to baseurl=http://mirrors.tencentyun.com/epel-archive/6/Sbasearch/ . Theresultis as follows:

[epel]

name=epel for redhat/centos $releasever - S$basearch
failovermethod=priority

gpgcheck=1

gpgkey=http://mirrors.tencentyun.com/epel /RPM-GPG-KEY-EPEL-6
enabled=1

baseurl=http://mirrors.tencentyun.com/epel-archive/&/5%basearc

You can configure as follows:
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[epel]
name=epel for redhat/centos S$releasever - S$basearch

failovermethod=priority

gpgcheck=1
gpgkey=http://mirrors.tencentyun.com/epel/RPM-GPG-KEY-EPEL-6

enabled=1
baseurl=http://mirrors.tencentyun.com/epel-archive/6/Sbasearch/

8. Press ESC, enter :wq, and press Enter to save the modification.

9. Now you canusethe yum install command to install the required software.
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Installing chronyd Service on CentOS 8

Last updated : 2024-01-06 17:38:11

Overview

Currently, native CentOS 8 does not support setting the NTP service. Instead, you need to use chronyd to deliver
accurate time. This document describes how to install and configure chronyd on a CentOS 8-based Tencent Cloud
CVM instance.

Directions

Installing and configuring the chronyd service

1. Log in to a Linux instance using standard login method.

2. Run the following command to install the chronyd service.
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yum -y install chrony

3. Run the following command to modify the chrony.conf configuration file.
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vim /etc/chrony.conf

4. Press i to enter the edit mode, and append the following content to the next line of #1log measurements

statistics tracking .
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server

server

server

server

server

timel

time?2
time3
timed

timeb5

.tencentyun.
.tencentyun.
.tencentyun.
.tencentyun.

.tencentyun.

The result should be as follows:

com

com

com

iburst
iburst
iburst
iburst

iburst

©2013-2022 Tencent Cloud. All rights reserved.

Page 97 of 242



&2 Tencent Cloud Cloud Virtual Machine

leapsectz right/UTC

logdir /var/log/chrony

server timel.tencentyun. iburst
server time2.tencentyun. iburst
server time3.tencentyun. iburst
server time4.tencentyun. iburst
server time5.tencentyun. ibursfg

5. Press Esc and enter :wq to save and close the file.

6. Run the following commands in sequence to enable chronyd autostart and restart it.
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systemctl restart chronyd
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systemctl enable chronyd

Verifying the configurations

1. Run the following command to check whether the clock is synced.
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date

2. Run the following command to check the clock source status.
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chronyc sourcestats -v

If a result similar to the following is returned, the configuration was successful.
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[root@VM-64-48-centos ~]# chronyc sourcestats -v
210 Number of sources = 5

Cloud Virtual Machine

Name/IP Address

.254.8.79
.254.0.80
.254.0.81
.254.08.82
.254.8.83

Appendix

Commands
Command
chronyc sources -v
chronyc sourcestats -v
timedatectl set-local-rtc 1
timedatectl set-ntp yes
chronyc tracking

chronyc -a makestep

.- Number of sample points in measurement set.
/ .- Number of residual runs with same sign.
.- Length of measurement set (time).
.- Est. clock freq error (ppm).
/ .- Est. error in freq.
4 .- Est. offset.
On the -.
samples. \

requency Freq Skew Offset Std Dev

+126us
-1215us
+562us
-233us

Description

Check the clock source.

Check the clock source status.

Set the real time clock. The default format is UTC.
Enable the NTP service for synchronization.
Calibrate the NTP server.

Force synchronization of the system clock.
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User Data
Configuring Custom Data (Linux CVM)

Last updated : 2024-01-06 17:38:11

Overview

When creating a CVM instance, you can configure an instance by specifying custom data. During the first launch of
the CVM, the custom data will be passed into the CVM in text format and be executed. If you purchase multiple CVM
instances at a time, the custom data text will be executed on all CVM instances during their first launch.

This document describes how to transfer a shell script when a CVM instance for Linux is started for the first time.

Notes

Linux operating systems that support custom data include:

64-bit OSs: CentOS 6.8 and later, Ubuntu Server 14.04.1 LTS and later, and openSUSE 42.3 x86

32-bit OSs: CentOS 6.8 and later

A command can be executed by passing text only when a CVM instance is launched for the first time.

The text to be transferred must be Base64-encoded. Perform encoding in a Linux environment to avoid format
incompatibility.

Execute the user inputas root . Therefore,the sudo command is not required in the script. The root user
can access all the files you created. If you need to grant other users with the access permission, modify the permission
in the script.

During launch, executing specified tasks in custom data will increase the amount of time it takes to launch the CVM.
We recommend that you wait for a few minutes, and after the tasks are completed, test whether the tasks have been
successfully executed.

In this sample, the shell script must start with  #! and the path directing to the interpreter of the script to be read

(generally starting with  /bin/bash ).

Directions

Writing a shell script

1. Run the following command to create a shell script named "script_text.sh".
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vi script_text.sh

2. Press i to switch to the editing mode, refer to the following content, write it into the file, and save the "script_text.sh"

script.

©2013-2022 Tencent Cloud. All rights reserved. Page 105 of 242



&2 Tencent Cloud Cloud Virtual Machine

#!/bin/bash
echo "Hello Tencent Cloud."

Note:
The shell script must start with  #! and the path directing to the interpreter of the script to be read (generally starting

with  /bin/bash ). For more information on the shell script, see BASH Programming - Introduction HOW-TO.

Base64-encoding the script file

1. Run the following command to Base64-encode the "script_text.sh" script.
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# Base64d-encode the script

base64 script_text.sh

The following information is returned:

©2013-2022 Tencent Cloud. All rights reserved. Page 107 of 242



&2 Tencent Cloud Cloud Virtual Machine

# Result returned after the encoding
IyEvYmluL2Jhc2gKZWNobyAiSGVsbG8gVGVuY2VudCBDbG91ZC41iCg==

2. Run the following command to verify the result returned after the script is Base64-encoded.
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# Baset64-decode the returned result to verify the command
echo "IyEvYmluL2Jhc2gKZWNobyAiSGVsbG8gVGVuY2VudCBDbG9172C4iCg==" | base64d -d

Passing text

We provide multiple methods to launch an instance, and here we introduce two of them. Choose a method according
to your requirements:

Using the official website or the console

Using API
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1. Purchase an instance as instructed in Creating Instances via CVM Purchase Page and click Advanced Settings

in "2. Complete configuration".

1.5elect a model 2.Complete Configuration 3.Confirm Configuration

Instance Mame

Login Methods

Username

SSH Key

Security
Service

Cloud
Maonitoring

Scheduled
Termination

k Advanced
Settings

(Optional) Defaults to "unnamed" if it's | | Supports batch sequential naming or pattern string-based na

Custom Password S55H Key Pair Random Password

roat

Select a key v (™ Operation Guidecz

If no suitable key is found, you can Create Now
+ Enable for Free

Install the component to activate Anti-DDoS service and host security service for free Details &2

«| Enable for Free

Activate cloud monitoring Details &

Enable Scheduled Termination
Enable it to terminate CVM at a specified fime.

2. In the text box in Advanced Settings, enter the encoded result returned in the Base64-encoded script.

For example, the encoded

result ofthe script_text script with Base64 is

IyEvYmluL2Jhc2gKZWNobyAiSGVsbG8gVGVuY2VudCBDbG912C4iCg== .
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* Advanced
Settings

Hostname

Flacement
Group

Tag

Cloud Virtual Machine

(Optional) Computer name in the opers | Supports batch sequential naming or pattern string-based nam

0 cl an:t I I'II:|.J uppercase wercase letters, numbers, hyphens "-" and dots t supports
l? A SB ljfrlg E‘ ?D".-et?lﬁ bﬂens -EEI"I % ﬂ“. ann%?l:e used IZ.D"ISEE,L,ITI".-{“—.l‘ FFEIJI:EI"II
wml:er |:|n DEISSI. '::url:l is not allowed

Add the instance to a placement group

Tag key Tag value Operation
Select a tag key w Select a tag value v Delete
Add

IT the existing tags or tag values are not suitable, you can go to the console to Createe

Custom Data

The content above is Base64 encoded.

(Opfional) It's used to configure instances while launching. Support Shell format. The original data
cannot exceed 16KEB. Shell script must start with "#" or "I'" and the path to the interpreter reading the
script (usually /binfash).

3. Follow the prompts on the interface to complete CVM creation.

Note:

CVM will run the script through the open-source software cloud-init. For more information on cloud-init, visit the cloud-

init website.

When creating a CVM instance through APls, you can pass the text by assigning the value of the encoded result

returned in the Base64-encoded script tothe UserData parameter ofthe RunInstances AP

The following is an sample CVM creation request with UserData:
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https://cvm.tencentcloudapi.com/?Action=RunInstances
&Version=2017-03-12
&Placement . Zone=ap—-guangzhou-2
&Imageld=img-pmgglcw7
&UserData=IyEvY¥mluL2Jhc2gKZWNobyAiSGVsbG8gVGVuY2VudCBDbG91ZC41iCg==

&<Common Request Parameters>

Viewing execution logs

After the CVM instance is created successfully, you can run the following command to view the script execution log:
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cat /var/log/cloud-init-output.log
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Setting Custom Data (Windows CVM)

Last updated : 2024-01-06 17:38:11

Overview

When creating a CVM, you can configure an instance by specifying custom data. During the first launch of the
CVM, the custom data will be passed into the CVM in text format and be executed. If you purchase multiple CVMs at a
time, the custom data text will be executed on all CVMs during their first launch.

This document describes an example in which a PowerShell script is passed during the first launch of a Windows
CVM.

Notes

Windows operating systems that support custom data include:

Windows Server 2019 IDC 64-bit English version

Windows Server 2016 IDC 64-bit English version

Windows Server 2012 R2 IDC 64-bit English version

A command can be executed by passing text only when a CVM is launched for the first time.

Before Base64 encoding, the size of the custom data cannot exceed 16 KB.

Custom data is Base64 encoded and then passed. If you directly copy a non-Base64 script file, do not select “The
entry is Base64-encoded text”.

During launch, executing specified tasks in custom data will increase the amount of time it takes to launch the CVM.
We recommend that you wait for a few minutes, and after the tasks are completed, test whether the tasks have been
successfully executed.

In this example, specify the Windows PowerShell script by using the PowerShell label, for example, the <powershell>
</powershell> label.

Directions

Preparing text

Prepare text based on your actual requirements:

PowerShell script
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Use the PowerShell label to prepare a PowerShell script.

For example, if you need to create a “tencentcloud.txt” file with the content of “Hello Tencent Cloud.” in the C drive
(C:), use the PowerShell label to prepare the following content:

<powershell>

"Hello Tencent Cloud." | Out-File C:\\tencentcloud.txt
</powershell>

Base64 encoded script

1. Run the following command to create a PowerShell script named “script_text.ps1”.
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vi script_text.psl

2. Press i to switch to the editing mode, refer to the following content, write it into the file, and save the

“script_text.ps1” script.
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<powershell>
"Hello Tencent Cloud." | Out-File C:\\tencentcloud.txt

</powershell>

3. Run the following command to perform the Base64 encoding operation on the “script_text.ps1” script.
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baseb64 script_text.psl

The following information is returned:
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PHBvd2Vyc2hlbGw+CiJIZWxsbyBUZW5JZW50IENsb3VkLiIgfCBPAXQtRmlsZSAgQzpcdGVuY2VudGNsb3V

Passing text
We provide multiple methods to launch an instance, and here we introduce two of them. Choose a method according

to your requirements:
Console
API
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1. Purchase an instance (see Creating an Instance), and click Advanced settings under Other settings in 2.

Configure network and host.

° Select basic configurations o Configure network and host 3 | Confirm configuration

| Network and bandwidth

a subnet 2
Public network IF Get a fres public IP
Ba —. 5 Mbps
| security group
. e sssuy o w
P Ao urity group B
Other seitings
BiR
+ Add

Login methods Set password SE8H key pair Resal password after crestion

ermination protection Prevent instances from being accidentslly terminated in the console or viz AP

Enable for fres

Cloud Menitor Enable for frae
Scheduled termination Enable scheduled termination
Advanced settings (hostname, CVUM role, placement group, custom data) ¥

2. In Advanced settings, enter the text content you have prepared in the Custom data text box.
PowerShell script: Type in PowerShell script.

Base64 encoded script: Select “The above input is encoded with base64”, and then type in Base64 encoded text.
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Advanced settings (hostname, CWM role, placement group, custom data) R

DEFAULT PROJECT

Creale a CAM role B

Add the instance to 3 placement group

The above input is encoded with basefd.

3. Follow the instruction to complete CVM creation.
When creating a CVM by using API, you can pass the text by assigning the value of the encoded result returned in
Base64 encoded script to the UserData parameter of the Runinstances API.

The following is an sample CVM creation request with UserData:
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https://cvm.tencentcloudapi.com/?Action=RunInstances
&Version=2017-03-12

&Placement.Zone=ap-guangzhou-2
&Imageld=img—pmgglcw?

&UserData=PHBvd2Vyc2hlbGw+CiJIZWxsbyBUZW5jZW50IENsb3VkLiIgfCBPAXQtRmlsZSAuXHRIbmN1b
&<Common Request Parameters>

Verifying custom data configuration

1. Log in to your CVM.
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2. On the operating system interface, open the C drive (C:), and check whether the tencentcloud.txt textfile
exists.

Ifthe tencentcloud.txt textfile exists, the configuration is successful, as shown in the following figure:

| PerflLogs 2013/8/22 23:52
. Program Files 2018/4/4 11:14
. Program Files (x86) 2015/12/22 14:47
L Windows 2018/6/20 15:58
20M8/5/9 1717
cvm_init.log 2019/7/30 17:47
||_: tencentcloud.bd 2019/7/30 17:46

Viewing execution logs

You canview the C:\\Program Files\\Cloudbase Solutions\\Cloudbase-Init\\log\\cloudbase-

init.log file to getthe execution logs of the script.
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Work with Operating Systems
System Activation
Activating Windows with simgr Command

Last updated : 2024-01-06 17:38:11

Overview

This document describes how to activate the operating system in a Windows CVM instance.
Note:
This document is intended only for Windows Server public images provided by Tencent Cloud. It is not applicable for

custom images or images imported from external sources.

Directions

1. Log in to the Windows CVM instance. For more information, see Logging in Using Standard Method
(Recommended).

2. Right-click in the lower left corner of the operating system's desktop,

, and select Windows PowerShell (Admin) from the pop-up menu.

3. In the PowerShell window, run the following commands in sequence to activate the operating system.
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slmgr /upk

©2013-2022 Tencent Cloud. All rights reserved. Page 125 of 242



&2 Tencent Cloud Cloud Virtual Machine

slmgr /ipk <ProductKey>
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slmgr /skms kms.tencentyun.com
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slmgr /ato

<ProductKey> inthe slmgr /ipk <ProductKey> command should be replaced as follows:
Windows Server 2008 R2 Enterprise: 489J6-VHDMP-X63PK-3K798-CPX3Y
Windows Server 2012 R2 Datacenter: W3GGN-FT8W3-Y4M27-J84CP-Q3VJ9
Windows Server 2016: CB7KF-BWN84-R7R2Y-793K2-8XDDG
Windows Server 2019: WMDGN-GI9PQG-XVVXX-R3X43-63DFG
Windows Server 2022 ©| WX4NM-KYWYW-QJJR4-XV3QB-6VM33

For more information, see Key Management Services (KMS) client activation and product keys.
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4. Restart the CVM instance to make the settings take effect. For more information, see Restarting Instances.

FAQs

In some scenarios where the Windows operating system is not activated, the system memory of a high-end server will
be limited to 2 GB, and the rest of the memory will be restricted in the form of "hardware reserved memory". The
reason is that the HKEY_TLOCAIL_MACHINE\\System\\CurrentControlSet\\Control\\ProductOptions

registry key is damaged. You can run the following command to determine whether to reactivate the system.
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(Get—-ItemProperty HKLM:\\SYSTEM\\CurrentControlSet\\Control\\ProductOptions\\) .Prod

If the returned result is above 10,000, such as 56184, there is no need to reactivate the system.

If the returned result is "Unactivated value: 1960", refer to the following methods to solve the problem.
Method 1

Method 2

Method 3

1. Run the following command to activate the operating system.

slmgr.vbs /ipk <ProductKey>
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Note:

Replace <ProductKey> according to the actual operating system version as detailed in ProductKey.

2. After the command is executed, runthe Get-ItemProperty... command again for verification. The returned
value is 56184.

3. Restart the CVM instance to make the settings take effect. For more information, see Restarting Instances.

4. Run the following command to activate the operating system.

slmgr.vbs /ato
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1. Run the following command to fix it.

slmgr.vbs /rilc

2. After the command is executed, runthe Get-ItemProperty... command again for verification, and the
returned value is still 1960.

3. Run the following command to activate the operating system and restarting CVM.
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slmgr.vbs /ato

1. Uninstall any MSI program.
2.Runthe Get-ItemProperty... command again for verification, and the returned value may change.
However, after the system is restarted, the memory limit is still 2 GB.

3. Run the following command to activate the operating system and restarting CVM.
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slmgr.vbs /ato

©2013-2022 Tencent Cloud. All rights reserved. Page 134 of 242



&2 Tencent Cloud Cloud Virtual Machine

Windows Server System Activation

Last updated : 2024-01-06 17:38:11

CVMs use KMS to authorize Windows servers.

Note:

This document is intended only for Windows Server public images provided by Tencent Cloud. It is not applicable for
custom images or images imported from external sources.

Windows Server 2008 and Windows Server 2012 need to be authorized using this method. The default KMS address
(kms.tencentyun.com:1668) configured for the public images of Windows Server 2016 and Windows Server 2019 is

correct and does not need to be modified.

Notes

1. Only the SPP Notification Service in Windows Server 2008 is used for activation. Make sure it runs properly, as

shown in the following figure:

e
Shell Hardware
Smart Card
Smart Card Rem
SMNMP Trap

< Snftwane Protect_
SPP Notification ..
S0L Server VS5 ...
SS0P Discovery
Storage Service
Superfetch 5P
Systern Event N
Tablet PC Input

2. Some optimization software may disable modifying the execute permissions of service programs. For example,

modifying the execute permissions of sppsvc.exe might result in exceptions, as shown below:

|| sppmp. d11 2010/11421 11:24 100 EH

7] sppobjs. d11 2010/11/21 11:24 1,053 KB
2015/ 10/8 10: 44 £

|| sppuinotify. d11 20097514 9:41 B4 KB

| sppwinoeb. d11 Z010411/21 11:24 409 EB

| sppwmi. d11 2009,/7/14 9:41 1539 ER

7 spreview. exe 2010/11/21 11:24 295 KE

Before you activate a Windows CVM, make sure that services and other features on the Windows CVM are normal.
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Automatic Activation

Tencent Cloud encapsulates a script for activating Windows servers, which simplifies automatic activation. To use the
activation script, follow the steps below:
1. Log in to the Windows CVM.

2. Download the script, and run it to complete automatic activation.

Manual Activation

Notes

An inaccurate system clock will trigger an error during manual activation for some systems. In that case, you need to
synchronize the system clock first by following the steps below:

Note:

If the system clock on the Windows CVM is normal, skip to Activation.

1. Log in to the Windows CVM.

2. On the desktop, choose Start > Run. Enter cmd.exe inthe Run dialog box to open the console window.

3. In the console window, run the following commands in sequence to synchronize the system clock:
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w32tm /config /syncfromflags:manual /manualpeerlist:"ntpupdate.tencentyun.com"

w32tm /resync

Activation directions

1. Log in to the Windows CVM.
2. On the desktop, choose Start > Run. Enter cmd.exe inthe Run dialog box to open the console window.

3. In the console window, run the following commands in sequence to complete manual activation:
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cscript /nologo $windir%/system32/slmgr.vbs —-skms kms.tencentyun.com:1688

cscript /nologo $windir$%/system32/slmgr.vbs —-ato
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System Updates

Last updated : 2024-01-06 17:38:11

Introduction

This article uses Windows Server 2012 as an example to illustrate how to update your Windows operating system.

Directions

Updating Windows using the public network

You can use the Windows Update service to update your operating system. The detailed steps are as follows:
1. Log in to the Windows CVM instance.
2. Click

-> Control Panel -> Windows Update. The Windows Update window appears.

3. Click Check for updates, and wait until the check is finished.

4. After the check is finished, click N Important Updates Available or N Optional Updates Available in “Windows
Update”. The Choose the Update to Install window appears.

5. Select the updates you want to install, and click Install.

If you are prompted to restart your system after the update is completed, do so.

Note:

If you log in using VNC after the instance is rebooted and the message "Updating...Do not turn off the power" or
"Configuration has not been completed" appears, do not perform a force-shutdown. That may damage your CVM

instance.

Updating Windows using the private network

If your CVM instance does not have public network access, you can use the Tencent Cloud private Windows Update
server to update your operating system. The Tencent Cloud Windows Update server has most of the updates, but
does not have hardware driver packages and some uncommon updates. Therefore, uncommon services may not get
updates using the Tencent Cloud Windows Update server.

Follow these steps to use the Tencent Cloud Windows Update server:

1. Log in to the Windows CVM instance.

2. Use Internet Explorer to download the Tencent Cloud private network configuration file wusin.bat from the following

address:
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http://mirrors.tencentyun.com/install/windows/wusin.bat

3. Run wusin.bat in Command Prompt with administrator privilege, as shown below:

Note:

If you open wusin.bat using Internet Explorer after it finishes downloading, the console window will automatically close
and you cannot observe the output.

You can save wusin.bat to your hard drive, such as C:, and open a Command Prompt window with administrator
privilege to run it.

If you no longer wish to use the Tencent Cloud Windows Update server, you can download wusout.bat clean it up.
Follow these steps to do so:

1. Log in to the Windows CVM instance.

2. Use Internet Explorer to download the Tencent Cloud private network configuration file wusout.bat from the
following address:

http://mirrors.tencentyun.com/install/windows/wusout.bat

3. Run wusout.bat in Command Prompt with administrator privilege, as shown below:

Note:

If you open wusout.bat using Internet Explorer after it finishes downloading, the console window will automatically
close and you cannot observe the output information.

You can save wusout.bat to your hard drive, such as C:, and open a Command Prompt window with administrator

privilege to run it.
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System Shutdown

Last updated : 2024-01-06 17:38:11

CVM Shutdown Process Analysis

Shutdown process

Note:

See Shutdown Instances for related operations.

The shutdown process of a Tencent Cloud Windows instance is as follows:

1. The host sends the shutdown command via libvirt on the QMP protocol to the gemu component.

2. The gemu component transfers the shutdown command to the CVM by interrupting ACPI (for more information,
see technical documents on VMCS).

3. After receiving the shutdown signal, the Windows instance exits the applications and the service processes.

4. Close the core service process.

5. Turn off the power.

Note:

The sequence of closing the applications and the services in step 3-4 may vary by the system settings.

Windows is a closed-source system. It provides APIs that allow kernel-mode and user-mode programs to intervene in
the shutdown process. Some running Windows services will also affect the shutdown process, increase the shutdown

time, and cause shutdown failure.

Forced shutdown

In a virtualization scenario, in addition to shutdown methods such as the soft shutdown initialized by the system signal
and message notification, you can also force the CVM to shut down via forced shutdown.

The forced shutdown may affect Windows and the user experience in the following two aspects:

1. A forced shutdown interrupts some services and applications and causes abnormal operations such as unsaved
documents and unfinished WindowsUpdate processes.

2. During the shutdown process, the NTFS system (or the earlier FAT32 system) of Windows writes key data to the
disk. A forced shutdown may result in write failure and cause Windows to believe the NTFS file system is damaged.

Therefore, we recommend that you first use soft shutdown on a Windows instance.

Shutdown Failure Scenarios

The Windows system may have issues that affect the shutdown process and cause shutdown failure, including but not

limited to:
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1. A WindowsUpdate process may prolong the shutdown time. The Windows system may perform patch operations
during the shutdown process and prompt a message like "Please do not power off or unplug your computer".

2. If the Windows system has the "Shutdown Event Tracker" mechanism enabled and needs to shutdown due to any
system service or driver error, the system will require the user to submit an error description based on the
configuration. The system will wait for you to complete these operations before shutdown.

3. Windows supports no shutdown without login. Under this configuration, the soft shutdown command sent from the
virtual host will be discarded by Windows, so Windows will not shut down.

4. Before the shutdown, Windows will broadcast a message to every service and application. If the applications fail to
give affirmative responses, Windows will not initiate the shutdown. In this case, you can configure Windows to ignore
this response process.

5. If you configure the power management on Windows to ignore or do nothing When | press the power button,
Windows will ignore the shutdown event received from the virtual host.

6. Based on the power management settings, Windows will go into the Sleep mode and ignore the shutdown event.
7. If the Windows system itself is damaged due to malicious software or infections with Trojans or other viruses,
Windows may prevent shutdown.

Tencent Cloud has solved most of the shutdown failures when releasing the Windows public image to ensure soft
shutdown. However, if your Windows is infected with viruses or Trojans, the system is damaged, or the Windows
settings are adjusted again, the soft shutdown may fail.

Forced shutdown involves risks. Therefore, we recommend that you use it only when you really have to.
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Configuring High-performance Power
Management

Overview

High-performance power management is required for the Windows Server operating system (OS) to support the soft
shutdown of CVM instances. Otherwise, you can only forcibly shut down CVM instances on the CVM console. This

document uses Windows Server 2012 as an example to describe how to configure power management.

Notes

To modify power management, you do not need to restart your computer.

Directions

1. Log in to a Windows instance using either the RDP file (recommended) or the remote desktop.

2. Open Internet Explorer in the Windows CVM, access the Tencent Cloud private network, and download the
Tencent Cloud power modification and configuration tool.

The download addressis http://mirrors.tencentyun.com/install/windows/power—set-win.bat
For example, download the Tencent Cloud power modification and configuration tool (power-set-win.bat) to the C:
drive.

3. Use the command line tool (CMD) as the administrator to open power-set-win.bat.

sllzerssfAdministratoriC:spower—set—win.bhat

4. Run the following command to view the current power management plan:
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powercfg -L

The returned result is as follows:

©2013-2022 Tencent Cloud. All rights reserved. Page 144 of 242



Z Tencent Cloud Cloud Virtual Machine

tsllzerssAdministratorpovercfy —L

Exizsting Power Schemes (% Activel

ower Scheme GUID: {Balanced?>

ower Scheme GUID: {High performancel =

ower Scheme GUID: (Power saverd

tslsersfidministratorl

5. On the desktop of the operating system, click

> Control Panel > System and Security > Power Options.

6. In the Power Options window, click Change plan settings.

e Power Options = | = .

(-I - ;‘é« All Control Panel ltems » Power Options v O | Search Control Pane £

Control Panel Home .
Choose or customize a power plan

A power plan is a collection of hardware and system settings (like display brightness,
sleep, etc.) that manages how your computer uses power, Tell me more about powe

plans

Choose what the power button
does

Create a power plan

LY Choosewhen to turn off the Preferred plans

display (") Balanced (recommended) Change plan settings
Automatically balances performance with energy consumption on capable
hardware.
() High performance Change plan settings

Favors performance, but may use more energy.

Show additional plans

User Accounts

7. In the Edit Plan Settings window, modify the idle turn-off times of the monitor and disk.
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@ - %t %« Power Options » Edit Plan Settings

W

v

| Search Control Panel o)

Change settings for the plan: High performance

ﬁ Turn off the display: |Ne'.rer W |

Change advanced power settings

Bestore default settings for this plan

Choose the sleep and display settings that you want your computer to use.

Save changes || Cancel
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Windows Recovery Mode

Last updated : 2024-01-06 17:38:11

Windows Recovery Mode

Windows Recovery is an auto-recovery feature of Windows. When Windows detects certain system problems and
believes that continuous running will cause system damage, this automatic repair feature will prevent Windows from
starting up and provide System Recovery Options to users to repair, back up or restore the system.

System Recovery Options includes Startup Repair, System Restore, and Windows Memory Diagnostic,
which can help users fix problems, back up data, and restore the system.

If you cannot remotely log in to a CVM, and see the following figure when logging in to the CVM via the console, it
means that the Windows CVM has entered the recovery mode.

H System Recovery Options

Selecta lenguzge:

|En|;l"-.sn {Unitad States)

Select a keyboard input method:

T - |

[ e | conel

Reasons

In the following situations, the system may enter the recovery mode.

The power was cut off while Windows was running or shutting down. The Windows system was forcibly shut
down via the console. Both scenarios may cause loss of critical data.

The power was cut off while Windows was updating. This may cause loss of critical update data.

The system was damaged by Trojans or viruses.

There were bugs in Windows core services. Windows detected a risk.

The system lost critical data or was damaged. The system files were corrupted due to misoperation.
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Precautions

Recommended precautions are as follows:

Log in to the console to monitor the shutdown process of a Windows system. Tencent Cloud supports the soft
shutdown that comes with a timeout mechanism. If the shutdown process has not been completed within the given
period, a failure message will be returned. If the shutdown process is slow or Windows Update starts, do not force a
shutdown; instead, just wait for the shutdown to complete. For more information, please see Shutdown Failure
Scenarios.

Check whether there are abnormal programs or processes in the system, such as Trojans or viruses.

Check whether the system management and anti-virus software are running properly.

Install Windows updates in time, especially important updates and security updates.

Check the system event logs regularly to fix bug in core services.

Solutions

If Windows enters the recovery mode, perform the following steps to continue starting up or allow Windows to
automatically repair minor problems.
1. Log in to the CVM via the CVM console.

2. In the recovery mode page that appears, click Next.

! system Recovery Options ) x|
Selecha language;
I?:r-}ﬂr (United States) LI
Select a keyboard input method:

L -

s

3. In the System Recovery Options window, click Next to use the default solution, as shown below:
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B system Recovery Options i x|

{~  Use recovery tools that can help fix problems starting Windows.
Select an operating system to repair.

If your operating system isn't listed, dick Load Drivers and then
install drivers for your hard disks.

Operating System | partition Size | Location |

{* Restore your computer using a system image that you created

earlier.
Load Drivers | Mext = I

4. Click Restart, and quickly press F8.

P system Recovery Options E x|

Choose a recovery tool

L]
L.d  Automatically fix problems that are preventing Windows from starfing
. System Restore

1:&- Restore Windows to an earlier point in time

%. System Image Recovery

1-, Recover your computer using & system image you created earker
— Wi M Di .

ﬂ Check your computer for memory hardware errors

Command Prompt
Open a command prompt window

Shut Do Restart

5. Choose Start Windows Normally.
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Windows Error Recovery

windows failed to start. A recent hardware or software change might be the
cause.

If windows files have been damaged or configured incorrectly, Startup Repair
can help diagnose and fix the problem. If power was interrupted during
startup, choose sStart windows Normally.

(Use the arrow keys to highlight your choice.)

Launch Startup Repair (recommended)
Start windows Normally

seconds until the highlighted choice will be selected automatically: 27
Description: Fix problems that are preventing wWindows from starting

ENTER=Choose

If the startup fails, reinstall the system via the console. For more information, see Reinstalling the system via the
console.
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Updating the Virtio ENI Driver

Overview

Cloud Virtual Machine

For Tencent Cloud CVMs that using Windows Server 2008 R2, Windows Server 2012 R2, Windows Server 2016, and

Windows Server 2019, Virtio ENI drivers are installed to optimize the network performance of virtualization hardware.

This document describes how to update the Virtio ENI driver and check the driver version.

Prerequisites

You have logged in to a Windows CVM.

Directions

Viewing system version information

Perform the following steps to view the system version.

1. Log in to the CVM, right-click

0

, and select Run in the pop-up menu.
2. Enter cmd inthe pop-up window and press Enter.
3. In the pop-up window, runthe systeminfo command to view the system information.

This document uses Windows Server 2016 Datacenter Edition 64-bit as an example.

Adminlistrator’systeminfo

QCLOUD-VN

Microsoft YWindows server 2016 Datacenter

Updating the Virtio ENI driver
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Caution:

The CVM will be disconnected briefly during the update. Please make sure that this will not affect your service before

continuing. The CVM needs to be restarted after the update.

1. Download the Virtio ENI driver installation file for the operating system version by using the browser in the CVM.

Choose the download address based on the network environment:

Public network download address:
http://mirrors.tencent.com/install/windows/virtio_64_1.0.9.exe

Private network download address:
http://mirrors.tencentyun.com/install/windows/virtio_64_1.0.9.exe

2. After the download is completed, double-click the installer and click Next.

3. Keep "VirtioDrivers" checked by default and click Next, as shown below:

i Tencent Virtio Drivers Setup —

Chooze Components

Choose which Features of Tencent Virkio Drivers wou want to inskall,

Check the components wou want ba install and uncheck the components wou don't want to
install, Click Mexk bo continue,

A Description

Select cormponents ko install: VirkioDrivers

Space reguired: 6.0 ME

< Back Zancel

4. Select the installation location and click Install, as shown below:
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i Tencent Virtio Drivers Setup — *

Choosze Install Location
Chioose the Folder in which toinstall Tencent Wirkio Drivers,

Setup will install Tencent Yirkio Drivers in the Following Folder, Taoinstall in a different Folder,
click Browse and select anotber Folder, Click Install ko skart the installation,

Deskination Folder

_:1Program Files (x860 TencentWirtio Browse, .,

Space reguired: 6.0 ME
Space available; 29,4 GE

< Back Inskall Cancel

5. In the Windows Security pop-up window, check Always trust the software from Tencent Technology
(Shenzhen) Company Limited and click Install.
During the installation process, choose Install this driver software anyway when prompted.

6. Follow the prompt to restart the computer to complete the update.

Checking the driver version

1. Right-click

0

and select Run in the pop-up menu.

2. In the Run window, enter ncpa.cpl and press Enter.

3. In the Network Connection window, right-click the "Ethernet" icon and choose Properties.

4. In the Ethernet Properties window, click Configure.

5. In the Tencent Virtio Ethernet Adapter Properties window, select the Driver tab to see the current driver

version.
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Modifying SID

Last updated : 2024-01-06 17:38:11

Overview

Windows operating system uses a security identifier (SID) to identify computers and users. CVM instances created
with the same image will have the same SID and might experience domain log-in issues. If you need to build a
Windows domain environment, you will need to modify the SID.

This document takes the CVM with Windows Server 2012 operating system as an example to describe how to modify

the SID using sysprep and sidchg tools of the system.

Must-knows

Instruction in this document is only applicable to Windows Server 2008 R2/2012/2016.

To modify the SIDs of multiple CVMs at the same time, you can create a custom image (select "run sysprep to create
the image").

Modify the SID may cause data loss or system damage. We recommend you create a system disk snapshot or image

in advance.

Directions

Using sysprep to modify the SID

Note:

After using sysprep to modify the SID, you need to manually reset some system parameters, including IP configuration
information.

When you use sysprep to modify the SID, C:\\Users\\ Administrator will be reset and some data on the system disk will
be erased. Please back up data.

1. Log in to the Linux CVM via VNC.

2. In the operating system interface, right-click

> Run, enter cmd, and press Enter to open the admin command line.
3.

In the admin command line, run the following command to save the current network configuration.
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ipconfig /all

4. In the admin command line, run the following command to open the sysprep tool.

©2013-2022 Tencent Cloud. All rights reserved. Page 155 of 242



&2 Tencent Cloud Cloud Virtual Machine

C:\\Windows\\System32\\Sysprep\\sysprep.exe

5. In the System Preparation Tool 3.14 window that pops up, make the following configurations.

Set System Cleanup Action to Enter System Out-of-Box Experience (OOBE) and check General.

Set Shutdown Options to Reboot.

6. Click OK, and the system restarts automatically.

7. After the startup is complete, follow the wizard to complete the configuration (select language, reset password, etc.).

8. In the operating system interface, right-click
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> Run, enter cmd, and press Enter to open the admin command line.

9. Run the following command to verify whether the SID has been modified.

whoami /user

If a message similar to the following is returned, the SID is modified.
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sllzepssAdministrator>whoani Auser

sadministrator 5—1-5-21-Z280478058-3688556951-3253297147-5808

10. Reset ENI information (such as IP address, gateway address, DNS, etc.) based on the network configuration

information saved in Step 3.

Using sidchg to modify the SID

1. Log in to your CVM.

2. Access and download the sidchg tool through IE browser.

The download address of sidchg tool: http://www.stratesave.com/html/sidchg.html
3. Using the admin command line to run the following command and open the sidchg tool.

In this example, the sidchg tool is saved on C: drive and named as “sidchg64-2.0p.exe”.

C:sllzers~AdministratorCissidchgbd—-2  Bp.exe <R
SID Change Utility SIDCHGG64 2.8p — Copyright Stratesave Systems 2017
Shareware — visit http:/swvw.strateszave.com for Licence and pricing

Enter licensze key or trial key:

/R means automatic restart after modification,and /S means shutdown after modification. For details, please
see SIDCHG Official Instructions.
4. Enter license key or trial key as prompted by the page, and press Enter.

5. Enter Y as prompted by the page, and press Enter.
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C:sllzsers~Administrator*Cissidchgbhd-2 . Bp.exe ~R
SID Change Utility SIDCHGA4 2.8p — Copyright Stratesave Systems 200197
Shareware — visit http: v .stratesave.com for Licence and pricing

Enter license key or trial key:
346 g—4sEdJk—voltg—4u
Temporary trial-key for evaluation only

To assure correct change of S5ID,. current wuser will be logged out and SID change
will be done in background.

after which the system will rehoot

Do not turn off of shut down your computer and do not Log into your computer whi
le SID change iz running?t?

Changing SID risks data loss and damaged System. Do vou want to continue <Y./H>7?

6. In the prompt box for modifying the SID, click OK to reset the SID.

The system restarts during the reset.

SID of this computer is being changed after
which the computer will reboot
Do not log on to this computer and do not turn

off the computer at this time !

7. After the startup is completed, right-click

> Run, enter cmd, and press Enter to open the admin command line.

8. Run the following command to verify whether the SID is modified.
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whoami /user

If a message similar to the following is returned, the SID is modified.
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sllzepssAdministrator>whoani Auser

sadministrator 5—1-5-21-Z280478058-3688556951-3253297147-5808
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Modifying VNC Resolution

Last updated : 2024-01-06 17:38:11

Overview

This document introduces how to adjust the resolution of the instance login via VNC through the CVM console.

If Windows system images have very low VNC resolutions, some applications may fail to be properly displayed or
opened. To avoid these issues, you need to modify the resolutions of Windows system images.

Some Linux system images have lower VNC display resolutions by default. For example, the VNC resolution for
CentOS is only 720 * 400. You can set the VNC resolution to 1024 * 768 by modifying the parameter grub .
Note:

More recent Linux images such as CentOS 7, CentOS 8, Ubuntu, and Debian 9.0 adopt a default VNC resolution of

1024 * 768, which can be used without any modifications.

Prerequisites

You have logged in to the instance via VNC. For details, see the following documents:
Logging into Windows Instances via VNC.

Logging into Linux Instances via VNC.

Directions

Windows instances

Linux instances

Note:

The steps below describe how to modify the VNC resolution of a Windows instance on the Windows Server 2012
operating system.

1. Right-click on the desktop and select Screen resolution, as shown below:
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View k
Sort by 3
Refresh

Paste

Paste shortcut

Mew 3

E Screen resolution I

2. In the “Screen Resolution” window, set Resolution to your desired value and click Apply, as shown below:

T | « Appearance » Display » Screen Resolution v & | Search Control Pi

Change the appearance of your display

Display: |1. Generic Mon-PnP Monitor V|

I Resolution: 800 = 600 W

/1. Your resolutien is lower than 1024 x 768, Some items Eght not fit and apps might not open.

COrientation: | Landscape W |

Advanced settin

Make text and other items larger or smaller

What display settings should | choose?

oK || Cancel || Apply

3. In the pop-up window, click Keep changes.
4. Click OK to close the “Screen Resolution” window.
The steps below describe how to modify the VNC resolution of a Linux instance on the CentOS 6 and Debian 7.8

operating systems.
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CentOS 6

A CentOS 6 image has a VNC resolution of 720 * 400 by default. To set its resolution to 1024 * 768, modify the launch
parameter grub as follows:

1. Run the following command to openthe /etc/grub.conf file.

vi /etc/grub.conf

2. Press i to switch to the editing mode, and add vga=792 to the parameter grub , as shown below:
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default=A
timeout=5
splashimage=(hd@,8)boot grub-splash.xpm.gz
hiddenmenu
serial --unit=8 --speed=9688 --word=8 --parity=no --stop=1
terminal --timeout=3 console serial
title Cent0S (2.6.32-642.6.2.e16.x86_64)
root (hdd,8)
kernel boot umlinuz-2.6.32-642.6.2.el6.x86_64 ro|wvwya=792 root=rdev-udal console=tty3B@ console=ttyB panic=5 rd_NO_LUKS r
d_NO_LUM LANG=C rd_HNO_MD SYSFOI latarcyrheb-sunlt crashkernel=auto KEYBOARDTYPE=pc KEYTABLE=us rd_NO_DM
initrd -boot/initramfs-2.6.32-642.6.2.el6.xB6_64. img
title Cent0S 6 (2.6.32-642.el16.x86_64)
root (hdd,8)
kernel sbootsumlinuz-2.6.32-642.elb.x86_64 ro vwya=79Z |root=sdevsudal console=ttySH console=ttyd panic=5 rd_NO_LUKS rd_NO
_LW LANG=en_US.UTF-8 rd_NO_MD 3¥SFONT=latarcyrheb-sunlb crashkernel=auto KEYBOARDTYPE=pc KEYTABLE=us rd_NO_DM
initrd /boot/initramfs-2.6.32-642.e16.x86_64.img

3. Click Esc and enter :wq to save and close the file.

4. Run the following command to restart the CVM.
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reboot

Debian 7.8

Both Debian 7.8 and Debian 8.2 images have VNC resolutions of 720 * 400 by default. To set their resolutions to 1024
* 768, modify the launch parameter grub as follows:

1. Run the following command to open the grub file.
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vim /etc/default/grub

2. Press i to switch to the editing mode and add vga=792 to the end of the parameter value

GRUB_CMDLINE_LINUX_DEFAULT ,as shown below:

©2013-2022 Tencent Cloud. All rights reserved. Page 167 of 242



&2 Tencent Cloud Cloud Virtual Machine

GRUB_DEFAULT=0
GRUB_TIMEOUT=5
GRUB_DISTRIBUTOR="1=b_releaze —-i -s 2> ~deuvsmull || echo Debian”

GRUB_CMDLINE_LINUX_DEFAULT="crashkernel=1800M-4G:128M,46-:168M panic=5|uga=792("
GRUB_CMDLINE_LINUX="console=tty30,9600n8 console=ttyo"
GRUB_SERIAL_COMMAND="serial ——speed=9600 ——unit=0 --word=8 --parity=no --stop=1"

3. Click Esc and enter :wq to save and close the file.

4. Run the following command to update the grub.cfg file.

grub-mkconfig -o /boot/grub/grub.cfg
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5. Run the following command to reboot the CVM.

reboot

Appendix

The VGA parameter values corresponding to different Linux instance resolutions are listed below:

©2013-2022 Tencent Cloud. All rights reserved. Page 169 of 242



&2 Tencent Cloud Cloud Virtual Machine

Resolution 640 * 480 800 * 600 1024 * 768

VGA 786 789 792
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Ensuring Unique SIDs for CVMs Using
Sysprep

Last updated : 2024-01-06 17:38:11

Overview

To join an instance to a domain and log in to Windows CVM with the domain account, you need to run Sysprep before
creating a custom image to ensure the SID will be unique. Otherwise, the instance cannot be joined to the domain
because the CVM created with the custom image and the original instance contains identical information, such as
duplicate SIDs. Skip this operation if you have no need to join your Windows CVM to a domain.

This document describes how to run Sysprep on the Windows Server 2012 R2 64-bit operating system to ensure that
the Windows CVMs in the domain have unique SIDs.

For more information about Sysprep, see https://technet.microsoft.com/zh-

cn/library/cc721940 (v=ws.10) .aspx .

Notes

Windows CVM must be an active genuine Windows operating system.

If your Windows CVM is created with a non-public image, you must always run the Sysprep version provided in the
original image under directory $WINDIR%\\system32\\sysprep .

The remaining Windows reset counts must be greater than 1, otherwise Sysprep cannot be encapsulated.

To check the remaining Windows reset counts, execute the command slmgr.vbs /dlv .

The Cloudbase-Init account takes care of the initialization actions when a CVM instance is launched. If you
change/delete this account or uninstall Cloudbase-Init, you might lose custom information when you provision a new

CVM from a custom image. Thus, we do not recommend modifying or deleting the Cloudbase-init account.

Prerequisites

Log in to Windows CVM as Administrator.
Install Cloudbase-Init on Windows CVM.

Directions
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1. On the desktop, click

to open a Windows PowerShell window.

2. Execute the following command in the Windows PowerShell window to go to the installation directory of the
Cloudbase-init tool.

Note:

Assume that Cloudbase-init is installed under C:\\Program Files\\Cloudbase Solutions\\ .

cd 'C:\\Program Files\\Cloudbase Solutions\\Cloudbase-Init\\conf'
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3. Execute the following command to encapsulate the Windows system.

Note:

Include /unattend:Unattend.xml in the following command, otherwise your current username, password and
other configurations of the CVM will be reset. If you choose Follow image for the login, you will need to manually
reset the username and account after launch.

After the following command is executed, CVM automatically shuts down. To ensure that the CVMs created from this
image has unique SIDs, do not launch the CVM instance before creating a custom image, or this action will only be
effective for the current CVM.

After you execute the following command on the Windows Server 2012 or Windows Server 2012 R2 operating
system, the account Administrator and its password of the CVM will be deleted. Reset your account and password

after restarting the CVM as detailed in Reset Instance Password.
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C:\\Windows\\System32\\sysprep\\sysprep.exe /generalize /oobe /unattend:Unattend.xm

4. Create a custom image from the CVM instance on which Sysprep has been executed, and start new CVM instances
with the image. See Creating Custom Images.

And now, each new CVM instance will have a unique SID when joining a domain.

Note:

To check CVM SID, execute the command whoami /user .
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Use of the atop Monitoring Tools by Linux
Instances

Last updated : 2024-01-06 17:38:11

Overview

Atop is a tool for monitoring Linux system resources and processes. It records the system operation status at a certain
frequency, collects the data of system resources (CPU, memory, disk and network) usage and process running status,
and stores these information in the disk in the format of log files. You can obtain the corresponding atop log file to
analyze an instance issue.

This document introduces how to use the atop monitoring tool with an example of CVM using CentOS 7.9 operating

system.

Directions

Installing Atop

1. Log in to a Linux instance using WebShell.

2. Run the following command to install atop.

©2013-2022 Tencent Cloud. All rights reserved. Page 175 of 242


https://www.tencentcloud.com/document/product/213/5436

&2 Tencent Cloud Cloud Virtual Machine

yum install atop -y

The prompt message Complete! indicates that atop has been successfully installed.

Configuring and launching atop

Configure the atop monitoring period and log retention time as described below:

1. Execute the following command to open the atop configuration file with VIM editor.
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vim /etc/sysconfig/docker

2. Press i to enter the edit mode and modify the configuration below:

Modify LOGINTERVAL=600 to LOGINTERVAL=30 . This means to modify the monitoring period of 600s by
default to a recommended value-30s. You can modify it to other values as needed.

Modify LOGGENERATIONS=28 10 LOGGENERATIONS=7 . This means to modify the log retention time of 28 days
by default to 7 days. To prevent overmuch disk storage space from being occupied due to the long-term running of
atop, it’'s recommended to modify it to 7 days. You can modify it to other values as needed.

The result should be as follows:
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LOGOPT3=""
LOSINTERVAL=230

LOGGENERATIONS=T
LOGPATH=/var/log/atop

3. Press Esc and enter :wq to save the modification and exit VIM editor.

4. Launch atop with the following commands executed in CentOS 7 and other upgraded systems.

systemctl restart atop
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Analyzing atop

The launched atop records the collected data in the log file under the /var/log/atop directory. Please check the

required log file name, execute the following command to view the log file, and analyze the data with reference to atop

Common Commands and System Resource Monitoring Field Description.

atop -r /var/log/atop/atop_2021xxxx

atop Common Commands

You can use the following commands to filter the required data after opening the log file:
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c: Filter by CPU utilization of Linux processes in descending order.

m: Filter by memory usage of Linux processes in descending order.

d: Filter by disk usage of Linux processes in descending order.

a: Filter by resource usage of Linux processes in descending order

n: Filter by network usage of Linux processes in descending order (This command is not supported by default. To use
it, you need to install additional kernel modules).

t: Redirect to the next monitoring data collection spot.

T: Redirect to the previous monitoring data collection spot.

b: Specify point in time, in the format YYYYMMDDhhmm.

Description of system resource monitoring fields

Some monitoring fields and values are shown below. These values obtained according to the sampling period are only

for reference.

ATOP - VM-55-10-centos 2021/09/08 17:33:41 e

sys  55m55s | user 6s | #proc 89 | #trun slpi #tslpu #zombie 0

sys 1% | user % | irg e% | idle ’ ai % | steal % | guest a%

avgl 0.09 | avgs . avgls 0.1 | csw 154235e4 | intr 29732e4

tot 1.8G | free 264. cache 739.9M | dirty . J 656. slab 97.8M

tot 0.eM | free |
scan @ | steal stall 119 |

vda | busy % | read 17941 | write 2962e3 | KiB/r 12 | KiB/w 9 | MBr/s ©.00
transport | tcpi 67463¢ tcpo 6489494 | udpi 321203 | udpo 316716 | tcpao 845510 | tcppo 28844
network | ipi 83343e@ | ipo 8860255 | ipfrw 0 | deliv 8334e3
| pcki 8653672 | pcko 8379631 | si 4 Kbps | so 5 Kbps | erri erro

SYSCPU USRCPU  VGROW RGROW RDDSK
12m5@s 24m58s 14228K

8m53s 13me8s 20848K 6692K 57384K
13maas Ame7s 1.8 17304K 3834eK
ome2s 8ma0s 19364K 1632K - 4.3G
60.31s 153.7M 9632K 243.8M
2m57s 505 1.8G6 37228K : 95296K
eK oK eK
eK oK eK
636.3M  14852K 71688K
eK oK eK
eK oK : 3.56
29764K 880K : 262.2M
98724K 1940K : 138.2M
245.7M 5484K 6K 186.5M
eK oK eK
66288K 120K b 57452K

i el'd

The main parameters are as follows:

ATOP: CVM name, information sampling date and point in time.

PRC: Overall operation status of the process.

sys and user: The ratios between CPU service time and the sampling period in Linux process kernel mode and user
mode.

#proc: Total Linux processes.
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#zombie: Zombie processes.

#exit: Processes exited during the atop sampling period.

CPU line: Usage of overall CPU configuration (Deem multi-core CPUs as a complete CPU resource). All values of the
fields on the CPU line are added up to NO0%, and N is equal to the number of CPU cores.

sys and user: The ratios between CPU service time and the sampling period in process kernel mode and user mode.
irg: The ratio between the time the CPU is used to process interrupts and the sampling period.

idle: The ratio between the CPU idle time and the sampling period.

wait: The ratio between the time the CPU is in the "idle state caused by the process waiting for the disk Input/Output”
and the sampling period.

CPL line: CPU loading conditions.

avgl. avgb and avgi15 . Average number of processes in the running queue in the past 1 minute, 5 minutes and 15
minutes.

csw: Number of context switches.

intr: Number of interruptions.

MEM line: Memory usage.

tot: Total physical memory.

cache: Memory used for page cache.

buff: Memory used for file buffer.

slab: Memory used by system kernel.

SWP line: Usage of swap space.

tot: Total swap area.

free: Idle swap space.

PAG: Paging of virtual memory

swin and swout: Number of memory pages swapped in and out.

DSK: Disk usage. A line of information shows the usage of each disk device. Add a line of DSK information if there is
sdb device.

sda: Disk device identifier.

busy: Disk busy time percentage.

read and write: Number of reading and writing requests.

NET line: The multiple NET lines show the network conditions, including the information of transport layer (TCP and
UDP), IP layer and active network interfaces.

xxxxxi: Number of packages received at each layer or active network interface.

xxxxx0: Number of packages sent at each layer or active network interface.

Stop atop

Itis not recommended to run atop for a long time in application environment. You can stop atop after troubleshooting.

In CentOS 7 and other upgraded systems, you can execute the following command to stop the atop.
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systemctl stop atop
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Introduction to Linux Kernel Parameters

Last updated : 2024-01-06 17:38:11

Tencent Cloud provides the Linux public images with default configurations, but we recommend you separately
configure sysctl toadapt to your specific business. This document describes the default and optimal
configurations of Tencent Cloud Linux public images and helps you manually tune them as needed.

Note:

[I3Rtl

The parameters expressed as “-” under Initial Configuration use the official image’s default configurations.

The sysctl —-w command only makes the configurations take effect temporarily, while parameters wrote to

/etc/sysctl.conf take effect permanently.

Network-related
Parameter Description Initial Configuration

This parameter is
used to quickly
recycle the
TIME_WAIT
connection. If
enabled, kernel will
check the packet
timestamp.We do
not recommend
net.ipvéd.tcp_tw_recycle enabling this 0
parameter, because
packet loss may
occur when the
timestamp is not
monotonically
increasing. This
parameter is
disused in later
kernel versions.

net.core.somaxconn This parameter is 128
used to define the
ESTABLISH state
at the end of the
three-way
handshake when
there is no ACCEPT
queue. A longer
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net.ipvé.tcp_max_syn_backlog

net.ipvé.tcp_syncookies

©2013-2022 Tencent Cloud. All rights reserved.
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ACCEPT queue
indicates low
processing rate of
the client, or a burst
of new connections
in a short time.
Setting
net.core.somaxconn
too low may cause
packet loss
because the new
SYN connection will
be discarded when
the server receives
SYN packet and the
somaxconn table is
full. Setting it too
high is only
necessary for high
concurrence
service, but the
latency may
increase.

This parameter
specifies the
maximal number of
connections in
SYN_RECV queue,
which was once
used to defend the
common synflood
attacks. However, if
tcp_syncookies=1,
connections in
SYN_RECV queue
will exceed the
upper limit.

This parameter is 1
used to enable SYN
Cookies, which

prevents some SYN
attacks. If enabled,

the connections can

still be established
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net.core.rmem_default
net.core.rmem_max

net.ipvé.tcp_memnet.ipvéd.tcp_rmem

©2013-2022 Tencent Cloud. All rights reserved.

when the SYN
queue is
overflowed.
However, SHA1 will
be used to verify
Cookies, which
theoretically
increases the CPU
utilization.

These parameters
are used to
configure the cache
size of received
data. Setting this
too high may waste
memory resources,
while setting it too
low may cause
packet loss. You
can tune them
according to the
concurrence and
throughput of your
business.
rmem_default: the
theoretically optimal
configuration is
equal to the value of
bandwidth divided
by RTT, which will
overwrite the
configurations of
tcp_rmem and
tcp_rmem
rmem_max:
approximately five
times of
rmem_default
tcp_mem: total TCP
memory consumed,
which is
automatically set to
to 3/32, 1/8 or 3/16
of the CVM’s

Cloud Virtual Machine

rmem_default=655360rme
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net.core.wmem_default
net.core.wmem_max

net.ipvé4.tcp_wmem

net.ipvéd.tcp_keepalive_intvl
net.ipvéd.tcp_keepalive_probes

net.ipvéd.tcp_keepalive_time

net.ipv4d.ip_local_port_range

©2013-2022 Tencent Cloud. All rights reserved.
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available memory.
The parameters
tcp_mem and
rmem_default also
determine the
maximum number
of concurrent
connections.

These parameters
are used to
configure the data
transmission cache.
Data sending on
Tencent Cloud -
usually does not
have bottlenecks,
so these
configurations are
optional.

These parameters
are relevant to TCP
Keepalive, which
default to
75/9/7200. The
default settings
mean that the
kernel will initiate
detection when a
TCP connection is
idle for 7,200 -
seconds, and will
send RST after 9
failed detections
(each for 75
seconds). These
values are too high
for a server. You
can adjust them to
30/3/1800 as
needed.

This parameter is -
used to configure
the available port
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tcp_tw_reuse

net.ipvéd.ip_forward

net.ipvé.conf.all.forwarding

net.ipvéd.conf.default.rp_filter

net.ipvéd.conf.default.accept_source_route

©2013-2022 Tencent Cloud. All rights reserved.
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range, which can be
adjusted as
needed.

This parameter is
used to reuse a
socket in TIME-
WAIT state for new
TCP connections.
This help you
quickly restart links
that use fixed ports, -
but may involve
risks in the NAT-
based network.
Later kernel
versions support
values 0, 1, and 2
and configure it to 2.

This parameter is

used to specify the

IP forwarding. You

can configure it to 1 0
in the Docker’s

route forwarding

scenario.

This parameter is
used to specify the
reverse path
validation rule of
ENI on received
data packets. Valid
values include 0, 1
(recommended by -
RFC3704), and 2.
The recommended
configuration is a
strict mode that can
prevent DDoS
attacks and IP
spoofing acts.

This parameter is 0
used to specify
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net.ipv4d.conf.all.promote_secondaries

net.ipvéd.conf.default.promote_secondaries

net.ipv6.neigh.default.gc_thresh3
net.ipv4d.neigh.default.gc_thresh3

Memory-related
Parameter Description

vm.vfs_cache_pressure This controls the
tendency of the
kernel to reclaim the
memory. At the
default value of 100,
the kernel will
attempt to reclaim
dentries back to
memory. The curl-
based services
usually accumulate

©2013-2022 Tencent Cloud. All rights reserved.
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whether to accept
IP packets
containing source
routes, which is not
allowed by default,
as recommended
on the CentOS
website.

This parameter is

used to specify

whether a

secondary IP

address will 1
become a primary

IP after the original
primary IP address

is deleted.

This parameter is
used to define the
maximum records
stored in the ARP
cache. The garbage
collector
immediately starts
once the stored
records exceed the
set value.

4096

Initial Configuration

250
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vm.min_free_kbytes

kernel.printk

dentries, which may
use up all the free
memory and cause
OOM or kernel bug.
We configure it to
250 to balance the
reclaiming
frequency and
performance, which
is tunable.

This parameter is
used to force the
Linux MEM to keep
a minimum number
of kilobytes free
memory for use by
kernel threads. The
value is
automatically
calculated
according to the
free physical
memory (MEM) at
startup by: 4*sqrt
(MEM). When the -
server receives
microbursts of
packets, your
server may become
subtly broken and
cause OOM. On a
high-configuration
server, we
recommend
configuring
vm.min_free_kbytes
at about 1% of the
total memory by
default.

This specifies the 5417
level for kernel’s

printk printing

function. The

©2013-2022 Tencent Cloud. All rights reserved.
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kernel.numa_balancing

kernel.shmallkernel.shmmax

Process-related
Parameter

fs.file-maxfs.nr_open

©2013-2022 Tencent Cloud. All rights reserved.
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default configuration
is five or above.

This indicates that
kernel can
automatically move
processes to the
corresponding
NUMA node, but it
is actually
ineffective and
affects
performance. You
can try to enable it
in the Redis use
cases.

shmmax: defines
the maximum size
of a single shared
memory segment
(in bytes) a Linux
process can
allocate.

shmall: defines
system-wide total
amount of shared
memory pages.

Description Initial Configuration

ulimit -
n=100001fs.nr_open=1048576

They denote the maximum
number of file-handles that the
Linux kernel or a process can
allocate, respectively.

file-max: automatically configures
to approximate 100,000/GB when
OS starts.

nr_open: sets to the fixed value of
1048576, which limits the
maximum open file handles in a
user-mode environment.
Generally, keep this value

Page 190 of 242

kernel.shmmax=68719476736kernel.shmall=4:



&2 Tencent Cloud

kernel.pid_max

kernel.core_uses_pid

kernel.sysrqg

kernel .msgmnbkernel .msgmax

kernel.softlockup_panic
IO-related

Parameter

vm.dirty_background_bytes

vm.dirty_background_ratio

vm.dirty_bytes
vm.dirty_expire_centisecs
vm.dirty_ratio

vm.dirty_writeback_centisecs

©2013-2022 Tencent Cloud. All rights reserved.

unchanged. To modify the
maximum open file handles,
configure the ulimit -n parameter
in the /etc/security/limits.conf
configuration file.

This specifies maximum

processes in a system. The

official image uses the default -
value of 32768, which can be

adjusted as needed.

This determines whether the
generated coredump filename will 1
contain .PID.

This enables you to operate on
/proc/sysrqg-trigger later.

They defines the maximum size in
bytes of a single message queue
and the maximum allowable size
in bytes of any single message in
a message queue, respectively

65536

This controls whether the kernel

will panic when a soft lockup is
detected. If enabled, a vmcore

will be generated based on the -
kdump configuration, which can

be used to analyze the cause of

soft lockup.

Description

These parameters are mainly used to configure
the policy for 10 being written back to the disk.
dirty_background_bytes/dirty_bytes and
dirty_background_ratio/dirty_ratio refer to the
amount and percentage of system memory that
can be filled with “dirty” pages, respectively. In
general, the ratio will be specified.

Cloud Virtual Machine

Initial
Configuration
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dirty_background_ratio: refers to a percentage
of dirty pages in the system memory (10% by
default) at which the background kernel flush
processes will start writing back to the disk.
dirty_ratio: refers to the absolute maximum
amount of system memory that can be filled with
dirty pages before everything must get
committed to disk. When the system gets to this
point, all new 1/O blocks until dirty pages have
been written to disk, causing long 1/0 pauses.
The system will first get to the
‘vm.dirty_background_ratio” condition at which
the flush processes will start asynchronous
writeback, and applications continue writing.
When the system gets to the specified value of °
vm.dirty_ratio’, OS will handle dirty pages
synchronously, blocking applications.
vm.dirty_expire_centisecs: specifies how long
dirty page can be in cache before it needs to be
written. It is expressed in 100'ths of a second.
Data which has been dirty in-memory for longer
than this interval will be written out next time a
flush process wakes up.
vm.dirty_writeback_centisecs: specifies how
often kernel flush processes wake up. It is
expressed in 100'ths of a second.

Cloud Virtual Machine
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Others
Booting into Linux Single User Mode

Overview

For operations like password management, SSHD fixing and maintenance before disk mounting, Linux users need to

enter the single user mode. This document describes how to boot into this mode in mainstream Linux distributions.

Directions

1. On the CVM console, choose VNC to log in to a CVM. For detailed directions, see Logging into Linux Instances via
VNC.

2. In the VNC login window, select Send CtrlAltDel in the upper-left corner, press Ctrl-Alt-Delete, and click OK in
the prompt box.

3. When a connection failure message appears, press Up or Down arrow to refresh the page and hovers the cursor

overthe grub menu, as shown below.

Cent0S Linwx (3,18,80-0793.17.1.217 .=
Cent0S th Linux 3.16.8

Centld L 13 Linux B-rescoe-3F57 n i =iz S H* 1Hd1détafe

lUzee the T and | keygsz tn change the zelection.
Fress ‘e to edit the sclected item,. or "¢ for a command prompt

4. Press e to enter the grub rescue mode.

5. Perform the steps that suit your operating system version.
CentOS 6.x

CentOS 7.x
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CentOS 8.0
Ubuntu or Debian
SUSE

tlinux

1. Select a kernel in the grub mode, as shown below.

GNU GRUB wversion 0.9¢7 (639K lower ~ Z2095984K upper memory)

CentD3 (Z.6.32-754.30.Z.el6.x86_64)

Use the T and | keys to select which entry is highlighted.
Press enter to boot the selected 05, 'e’ to edit the
commands before booting, "a’ to modify the kernel arguments
before booting, or 'c’ for a command-line.

2. Press e to enter the kernel edit page, choose the kernel line using Up or Down arrow, and press e again, as shown
below.
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GMU GRUB wversion 0.97 (639E lower ~» Z2095984K upper memory)

root C(hd®,d)
kernel sbootsumlinuz—Z2.6.32-754.30.2.el6.x86_64 ro root=rdewvwlal cons
initrd #bootsinitramfs-2.6.32-754.30.2.el6.x06_64. img

Use the T and 1 keys to select which entry is highlighted.
Press 'b’ to boot, e’ to edit the selected command in the
boot sequence, 'c’ for a command-line, ‘o’ to open a new line
after (0" for before) the selected line, 'd' to remove the
selected line, or escape to go back to the main menu.

3. Enter single at the end of line, as shown below.

[ Minimal BASH-1ike line editing is supported. For the first word., TAHE
lists possible command completioms. fAnuwhere else TAB lists the possible
completions of a devicesfilename. ESC at any time cancels. ENTER
at any time accepts your changes.]

<1_pstate=disable single||

4. Press Enter, and then press b to boot the selected command line and enter single user mode, as shown below.
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GNU GRUE wversiom ©.97 (639K lower ~ 2095984E upper memory)

root Chd@,0)
kernel /bootsumlinmuz—2.6.32-754.30.2.el6.x86 64 ro root=sdev-wsdal con-s
initrd sbootrsinitramfs-2.6.32-754.30.2.e16.x86_64. img

Use the T and ) keyz to =elect which entry is highlighted.
Press 'b’ to boot, e’ to edit the selected command in the
boot sequence, 'c’ for a command-line, "o’ to open a new line
after (0’ for before) the selected line, "d’ to remove the
zelected line, or escape to go back to the main menu.

The following figure indicates that the system boots into single user mode.

LUelcome to Cent0s
Starting udew:
Setting hostname UM-1-111-centos:
Setting up Logical Volume Management:
C | Filesystems
clean, 32886-.327V6888 files, 588979-13186775 blocks

Remounting root filesystem in read-write mode:
Mounting local filesystems:

Enabling local filesystem guotas:

Enabling setcsfstab swaps:
[root@UM-1-111-centos ~1# _

Note:

Youcanrunthe exec /sbin/init command to exit the single user mode.

1. Select a kernel in the grub mode, as shown below.
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Cent03 Linux (3.10.0-1127.19.1.el?.x86_64) ? (Core)

Uzse the T and 1| keys to change the selection.
Press ‘e’ to edit the selected item, or 'c’ for a command prompt.
The selected entry will be started awtomatically in 1s.

2. Press e to enter the kernel edit page. Locate the line started with “linux16” using Up or Down arrow and replace

ro Wwith rw init=/bin/bash or /usr/bin/bash ,as shown below.

insmod part_msdos
insmod extz
set root="hd®,msdos
if [ xSfeature_platform irch_hint = xu 1: then
search ——no—f loppy —fs—unid ——set=root ——hint="hd®,mzdosl’ 21
0-aa?l1-4b3a-8610-3b942dd447fa
else
zsearch -—-no-floppy ——fs—uunid -—-set=root Z214dbed30-aa?l-4b3a-8610
cdd447fa
fi
linuxleé sboot-svmlinuz-3. ) ?.19.1.el7 64 root=UUID=Z1dbed
a?l-4b3a-6610-3b942dd447fa rw init=rsbin rnel=auto conzole=tty
nzole=ttyd@ panic=5 net.ifnames=0 biosdevname=0 intel_idle.max_c=state=1 in
state=di=sable
initrd16 sbootsinitramfs-3.10.80-1127.19.1.el17.x86_64.img

Press Ctrl-x to start, Citrl-c for a comm prompt or Escape to
discard edits and return to the menu. Pre ng Tab lists
possible completions.

3. Press Ctrl+X to boot into the single user mode, as shown below:

The following figure indicates that the system boots into the single user mode.

©2013-2022 Tencent Cloud. All rights reserved. Page 197 of 242



Z Tencent Cloud Cloud Virtual Machine

Stopped Create list of required static device nodes for the current kernel
Closed udev Kernel 3Socket.

Closed udev Control 3Socket.

Starting Cleanup udewd DB...

Started Cleanup udewd DB.

Reached target Switch Root.
Started Plymouth switch root =ervice.
Starting Switch Root...

bash-4.2# _

Note:

Youcanrunthe exec /sbin/init command to exit the single user mode.

1. Select a kernel in the grub mode, as shown below.

Cent0S Linux (4.183.0-80.£18.=x86_64) B (Core)
CentOS Linux (@-rescue-33790f3e032341979a05584029410613) 8 (Core)

Use the Tt and | keuys to change the selection.

r 1 1 r

Prezs "e’ to edit the selected item, or "c’ for a command prompt.

2. Press e to enter the kernel edit page. Locate the line started with “linux” using Up or Down arrow and replace ro

with rw init=/sysroot/bin/bash ,as shown below.
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insmod extZ
set root='hd®,msdosl’
eature_platform_search_hint = xy 1; then
W ——no-f loppy ——fs-uuid —-set=root —-hint="hd0®,msdosl’ 659
9-7ifa-463d-84Ze—ccdf ZcO6edfe
else
gsearch ——no-floppy ——f=z-unid ——=set=root 659ebfB83-71fa-463d-84Ze-c
2clbedfe

sbhootrsumlinuz—-4.18.0-80.e18.x86_64 root=UUID=659eb6f 89—
‘e rw init=rsysrootrsbinssh crazhkernel=auto conzole=t
t.ifnames=0 biosdevname=0 intel_idle.max_cstate=1

sbootsinitramfs-4.18.0-80.218.x86_64. img
Press Cirl-x to start, Cirl-c for a command prompt or Escape to

discard edits and return to the menu. Pressing Tab lists
possible completions.

3. Press Ctrl+X to boot into the single user mode, as shown below:

The following figure indicates that the system boots into the single user mode.

Entering emergency mode. Exit the shell to continue.
Type “journalctl” to view system logs.
You might want to save "srunsinitramfs/rdsosreport.txt” to a USB stick or sboot

after mounting them and attach it to a bug report.

1. Select a kernel in the grub mode, as shown below.
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GHMU GRUE wersion 2.87

Advanced options for Ubuntu

e T and | keys 2
enter to b Hhe selecte A, “:' +H Hd1+ +hH rﬂmm1nd‘ befare booting o

for a command-line.

2. Press e to enter the kernel edit page. Locate the line started with “linux” using Up or Down arrow and append

quiet splash rw init=/bin/bash to the end of the line, as shown below.
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GHU GRUE wersion 2

setparams 'Ubuntu’

wxen ]; then insmod =zio: insmod lzop

1; then

Ehaddcad-hdld-451d-a7d8

-h"
initrd pootsinitrd.img-4.15.8-118-2¢eneric

Minimum En
or F1é to &
to the GR

3. Press Ctrl+X to boot into the single user mode, as shown below:

The following figure indicates that the system boots into single user mode.

sdevsudal: clean, 832241310720 files, 669241-5242619 blocks
bash: cammot set terminal process group (-1): Inappropriate ioctl for device

bash: no job control in this shell
root@(none)l : /#

1. Select a kernel in the grub mode, as shown below.
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GNU GRUE wersion 2

SLES 12-5F3
fAdvanced options for SLES 12-5F3

Use the t and ! keuys to lect which entry iz highlighted.
Pre=z=s enter to boot th il to edit the commands
before booting or ‘c’

2. Press e to enter the kernel edit page. Locate the line started with “linux” using Up or Down arrow, add rw tothe

beginningand 1 totheendofthe splash parameter, as shown below.

GNU GRUB wersion 2.02

search —--no-floppy --fs-uwuwid --set=root --hint="hd®,msdos1’ 96a
dl3c-aZbZ-4ded-84f5-51ccbeffebdl
else
gearch --no-floppy --fg-uwuid --zet=root 96abdil3dc-aZbZ-4ded-B4f5-
leccbeffeb2l
fi
echo "Loading Linux 4.4.73-5-default
1inux sbootsumlinuz-4.4.73-5-default LHHT UUID=96abd13c
-4ded-84f 5-51ccbeffeb2l (rw splash=silent 1 showopts crashkernel=256M-:
console=tty® console=tiys0
echo "Loading initial ramdisk
initrd shootsinitrd-4.4.73-5-default

Minimum Emacs-like screen editing is supported. TABE lists
completions. Press Cirl-x or F10 to boot, Ctrl-c or FZ2 for
a command-1ine or to discard edits and return to the GRUB menu.

3. Press Ctrl+X to boot into the single user mode, as shown below:

1. Select a kernel in the grub mode, as shown below.
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Tencent tlinux (3.10.107-1-tlinuxZ_ kum guest-0052) 2.2 (Final)

¢’ for a command prompt.

2. Press e to enter the kernel edit page, choose the kernel line using Up or Down arrow, and press e again, as shown

below.

GNU GRUB wvwersion 0.97 (639K lower ~» 314455Z2K upper memory)d

root (hd@,Q)
kernel sbootr uvmlinuz-3.10.106-1-tlinuxZ_kum_guest-0024 ro root=rdev-/v-=

Use the T and 1 keys to select which entry is highlighted.
Press 'b" to boot, 'e’ to edit the selected command in the

r 1 1

boot sequence, ‘c’ for a command-line, ‘o’ to open a new line
after (0’ for before) the selected line, 'd’ to remove the
selected line, or escape to go back to the main menu.

3. Add a space and 1 to the end of the line (namely after 256M), as shown below.
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[ Minimal BASH-1 line editing
lists pr
complet

at any

ike

ible command completio

s of a devicesfilename.
time accepts your changes. |l

<8M, 12G-:256M

4. Press Enter to enter the single user mode.
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St
A e P

supported. For the f
Anywhere else TAB
ESC at Lime

=t word, TAB
£ the possibli
ENTER

li

anyj cancels.
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Using Rescue Mode

Last updated : 2024-01-06 17:38:11

Overview

This document describes how to use the rescue mode in the CVM console. If the server GRUB bootloader files, key
system files, or .lib dynamic library files are corrupted or missing when you use the CVM operating system, the
operating system may be unable to enter the single user mode and be repaired. In this case, you need to use the CVM

rescue mode to repair the system.

Directions

Entering rescue mode

Note:

Before you enter the rescue mode, we strongly recommend you back up the instance to avoid the impact of
maloperations. You can create snapshots to back up cloud disks and create custom images to back up local system
disks.

1. Log in to the CVM console.

2. On the instance management page, proceed according to the used view mode:

List mode

Tab mode

Select More > OPS and Check > Enter Rescue Mode on the right of the row of the target instance as shown
below:
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e e = S
Q View instances pending repossession
Monitorin nstance .
D/Name Status T Availability Ze T Instance Type T P Primary IPv4 @ Instance Billing Mode T Network Billing Mode T Project T Tag (
g Configuration
W (@) Running Shanghai Zoned  CHC CHC Billing - Default Project
Created at 2022-01-19
19:15:31
W (@) Running ShanghaiZone 1 Exclusive D illing Bill by traffic Default Praject
host-gOvkz50t Created at 2021-11-25
09:52:55

| Enter Rescue Mode

Click the tab of the target instance and select More Actions > OPS and Check > Enter Rescue Mode in the top-

right corner as shown below:

NN EEEEEE 2 [ Running Shutdown Restart Reset Pas

The initial login name for this CVM is root. You can check the initial login password in thelessage Center Reset the password if you forgoet it

Shanghsi Zone 1

2021-11-25 08:52:55

CDH Billing

Bill by traffic Modify billing mode

Enter Rescus Mode

3.

In the Enter Rescue Mode pop-up window, set the instance login password for the rescue mod

e as shown below:

Note:

Currently, the rescue mode supports only Linux instances but not Windows instances. If you enter the rescue mode in
a Windows instance, you will enter the Linux rescue mode (on CentOS 7.5 64-bit) by default.

The instance username is root by default in the rescue mode.

You can enter the rescue mode only when the instance is shut down. Forced shutdown may cause data loss or file
system corruption. We recommend you shut down the instance as instructed in Shutting Down Instance before

entering the rescue mode.
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Enter Rescue Mode

@ 1. Before entering the rescue mode, you need to set a password, which is used to access the instance during the rescue
penod. The default username is "root”. After exiting the Rescue Mode, you need to access the instance with the onginal
password.

2. In the Rescue Mode, the instance starts up from CD-ROM by default. The operating system for CD-ROM start-up is
CentD5 7.5 64-bit.

3. When an instance is in Rescue Mode, it cannot be started up or shut down.

4. To enter the Rescue Mode, the instance should be shut down. Forced shutdown may result in data loss or file system
corruption. We recommend manually shutting down the CVM manually before the operation.

5. After exiting the Rescue Mode, the CVM instance will be "shut down" by default. Please immediately restart it.

The password for a Linux server should be a combination of 8 to 30 characters. The password cannot start with *
and must include at least 3 types of the following characters: [a-z], [A-Z], [0-8] and special characters

[0 ~1@#8%A 8- +=_|0l]:" <>, 2]

4. Click Enter Rescue Mode.
At this point, you can see that the instance is entering the rescue mode. If the instance status is as shown below, the
instance has entered the rescue mode successfully. Proceed to the next step to repair the instance as soon as

possible.
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Mare Actions
Q View instances pending repossession
; Monitorin I nstance . — . .
D/Name Status T Availability Zo T Instance Type T . . Primary IPv4 (D) Instance Billing Mode T Network Billing Mode T
g : Configuration -
il @ Running Shanghai Zone 4 CHC CHC Billing
Created at 2022-01-19
19:15:31
H (D Rescue Mode  Shanghai Zone 1 Exclusive I N CDH Billing Bill by traffic
host-gOvicz58t Created at 2021-11-25

09:52:55

Using rescue mode to repair system

1.Usethe root accountand the password setin step 3 to log in to the instance as follows:

If the instance has an EIP, you can log in as instructed in Logging into Linux Instance via SSH Key.

If the instance has no EIPs, you can log in as instructed in Logging into Linux Instances via VNC.

2. After successful login, run the following commands in sequence to mount the root system disk partition:

In rescue mode, the device name of the instance system disk is vda , and its root partitionis vda1 , whichis

unmounted by default.
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mkdir -p /mnt/vml
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mount /dev/vdal /mnt/vml

After successful mounting, you can manipulate the data in the root partition. You can also use the mount -o
bind command to mount some sub-directories in the original file system and use the chroot command to run

commands in the specified root directory. Below are the specific commands:
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mount
mount
mount
mount

mount

bind
bind
bind
bind
bind

/dev /mnt/vml/dev
/dev/pts /mnt/vml/dev/pts

/proc /mnt/vml/proc
/run /mnt/vml/run

/sys /mnt/vml/sys

chroot /mnt/vml /bin/bash

Exiting rescue mode

1. After repairing the instance, exit the rescue mode in the following steps according to the used view mode:
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List mode
Tab mode

Select More > OPS and Check > Exit Rescue Mode on the right of the row of the target instance as shown below:

Q View instances pending repossession
Monitoril tance -
D/Name MO Status T AvailabilityZa T Instance Type T e Primary IPv4 (D Instance Billing Mode ¥ Network Billing Mode ¥ Project T Tag

9 ¥ ) Configuration 9
W ) Running Shanghai Zene 4 CHC CHC Billing - Defauit Project

Created at 2022-01-19

19:1531
W (D) Rescue Mode  ShanghsiZone 1 Exclusive [ CDH Billing Bill by traffic Default Project

host-gvkzsot Created at 2021-11-25
095255

20 v /pege

| Exit Rescue Mode

Click the tab of the target instance and select More Actions > OPS and Check > Exit Rescue Mode in the top-

right corner as shown below:

NN BN W N Reccuc Mode Restart

The initial login name for this CVM is rost. You can check the initial login password in theMessage Center, if you forgot it.
Exclusive - 4C 8G
Shanghai Zone 1 Operating Syste TencentQS Server 2.4
2021-11-25 09:32:55
CDH Billing
Bill by traffic

|Ext|

2. After the instance exits the rescue mode, it is still shut down. Start it up as instructed in Starting Up Instances to

resume instance operations.
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Setting Up Windows CVM for Multi-user
Remote Login

Last updated : 2024-01-06 17:38:11

Overview

This document shows you how to configure a multi-user remote login to Windows CVM, taking a CVM with Windows
Server 2016 R2 as the operating system as an example.

Note:

The trial period of the multi-user remote login feature provided by Microsoft is 120 days. If you haven't purchased
multi-user login licenses (RDS CALs), after the trial ends, you can log in to CVM only through the mstsc /admin
command but not Remote Desktop. Windows Server allows two users to log in at the same time by default, which
meets most needs. Evaluate your needs based on your actual business scenarios, and if you strongly need to

configure multi-user remote login, proceed as instructed in this document.

Directions

Adding remote desktop service

1. Log in to the Windows CVM.
2. On the desktop, click

and select

in the pop-up window to open Server Manager as shown below:
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= Server Manager |_

P

Server Manager * Dashboard <@V Memge Toos v

WELCOME TO SERVER MANAGER

0 Configure this local server

&g File and Storage Services P
QUICK START

Add roles and features

M

(9% ]

Add other servers to manage

WHAT'S NEW
= 4 Create a server group

w

Connect this server to cloud services

LEARN MORE

ROLES AND SERVER GROUPS

Roles:1 | Servergroups:1 | Servers total: 1

m SEE=
@ Manageability @ Manageability @ Manageability
Events Events Events
Performance Services Services
BPA results Performance Performance
BPA results BPA results
11/4/2019 1:03 PM 11/4/2019 1:03 PM

3. Click Add roles and features, and the Add Roles and Features Wizard will pop up.
4. In the Add Roles and Features Wizard window, keep the default parameters for the first three steps (click Next

three times in a row).

5. On the Select server roles page, select Remote Desktop Services and click Next as shown below:
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DESTIMATION SERVER

Select server roles 10.163.20_80

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description
erver selecion [] Active Directory Certificate Services k- Ef:;:z EE::ESiE;ZIEﬁz;n;:,ES
[] Active Directory Domain Services session-based desktops, and
Features [] Active Directory Federation Services RemoteApp programs. Use the
Remote Deskiop Sarvices [] Active Directory Lightweight Directory Services ifgi?gﬁii?ﬁﬁ;ﬁimfiIatior
Role Services [] Active Directory Rights Management Services based or a Session-based desktop
] Application Server s deployment.
] DHCP Server
] DNS Server
] Fax Server
I [®] File and Storage Services (1 of 12 installed)
[] Hyper-V
[] Metwork Policy and Access Services o
[] Print and Document Services
[] Remaote Access
Remote Desktop Services ™
<previous || Next> || | nstal || Cancel

6. Keep the default parameters and click Next twice in a row.

7. On the Select role services page, select Remote Desktop Session Host as shown below:
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DESTIMATION SERVEF

Select role services 10,163, 20_

Before You Begin Select the role services to install for Remote Desktop Services

Installation Type Role services Description

Server Selection .
[] Remote Desktop Connection Broker P.em_ote L= e AhER L
Server Rolas Session Host) enables a server to

[J Remote Desktop Gateway host RemaoteApp programs or
Featuras [] Remote Desktop Licensing session-based desktops. Users can
Remote Desktop Services [ e S L
in a session collection to run
[] Remote Desktop Virtualization Host programs, save files, and use
[] Remote Desktop Web Access resources on those servers, Users

can access an RD Session Host
server by using the Remote Deskioy
Connection client or by using
Remotedpp programs.

| <Previous || Next> | | nstal || Cancel

8. In the Add features that are required for Remote Desktop Session Host? pop-up window, click Add

Features as shown below:
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Add features that are reguired for Remote Desktop
Session Host?

You cannot install Remote Desktop Session Host unless the
following role services or features are also installed,

Media Foundaticon
4 Remote Server Administration Tools
4 Role Administration Tools
4 Remote Desktop Services Tools

[Tools] Remote Desktop Licensing Diagnoser Tools

Include management tocls (if applicable)

9. On the Select role services page, select Remote Desktop Licensing as shown below:
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Select role services

Before You Begin

Installation Type

Select the role services to install for Remote Desktop Services

Role services

Server Selection
Server Boles

Feaiures

[] Remote Desktop Connection Broker
[] Remote Desktop Gateway
[] Remote Desktop Licensing

Remote Desktop Services

Femote Desktop Session Host

Role Services

Confirmation

[ ] Remote Desktop Virtualization Host
[] Remote Desktop Web Access

&}

Description

Remote Desktop Se
5Seszion Host) enab
host RemoteApp pi
seszion-baszed desk
connect to RD Sess
in a session collect
programs, save file:
resources on those
can access an RD 5
server by using the
Connection client c
RemoteApp progra

<Previous || Next> | | Instal

10. In the Add features that are required for Remote Desktop Licensing? pop-up window, click Add Features

as shown below:
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Add features that are reguired for Eemote Deskiop
Licensing?

The following tools are required to manage this feature, but do not
have to be installed on the same server.

4  Remote Server Administration Tools
4 Role Administration Tools
4 Remote Desktop Services Toaols

[Tools] Remote Desktop Licensing Tools

Include management tools (if applicable)

Add Features

11. Click Next.
12. Select Restart the destination server automatically if required and click Yes in the pop-up window as shown

below:
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=] Add Roles and Features Wizard
' . . . - al:
Confirm installation selections
Before You Begin To install the following roles, role services, or features on selected server, click Install.
Installation Type Restart the destination server automatically if required
Server Salection Optional features (such as administration tools) might be displayed on this page beca
_ been selected automatically. If you do not want to install these optional features, click
Server Roles thaisebacl boio
Features Add Roles and Features Wizard |_
Remote Desktop Services M
Role Services R

. If a restart is required, this server restarts automatically, without
-_l_}. additional notifications. Do you want to allow automatic restarts?

Confirmation

Remaote Desktop Licensing Tools

Remaote Desktop Licensing Diagnoser Tools

Export configuration settings
Specify an alternate source path

< Previous MNext = Install

13. Click Install and wait for the Remote Desktop service installation to complete.

Applying for multi-user login license

1. On the desktop, click

and select

in the pop-up window to open Server Manager.

2. In the Server Manager window, select Tools > Remote Desktop Services > Remote Desktop Licensing
Manager in the top-right corner.

3. In the Remote Desktop Licensing Manager pop-up window, right-click the row of the target server and select
Activate Server.
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4. In the Activate Server Wizard pop-up window, click Next.

5. Select Web Browser for Connection method and click Next.

You can also select other connection methods based on your actual conditions.

6.1

n License Server Activation, record the product ID

and visit the Remote Desktop Licensing website.

7. At the Remote Desktop Licensing website, select Activate a license server and click Next.

8. Enter the product ID obtained in step 6, enter the company information based on your actual conditions, and click
Next.

9. After confirming that everything is correct, click Next.

10.

Record the license server ID

and click Yes.

11. Enter the license server ID obtained in the previous step, select the licensing information as needed, enter the
company information, and click Next .

Here, Enterprise agreement is selected as the licensing information as an example.

12. Select the product type and enter the product quantity and licensing information.

Note:

You can go to the Microsoft official website and contact the customer service to purchase RDS CALs.
13. After confirming that everything is correct, click Next.

14.

Get and record the key pack ID

15. Click Finish.

Activating Remote Desktop license server

1. On the desktop, click

and select

in the pop-up window to open Server Manager.

2. In the Server Manager window, select Tools > Remote Desktop Services > Remote Desktop Licensing
Manager in the top-right corner.

3. In the Remote Desktop Licensing Manager pop-up window, right-click the row of the target server and select
Activate Server.

4. In the Activate Server Wizard pop-up window, click Next.
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5. Select Web Browser for Connection method and click Next.

You can also select other connection methods based on your actual conditions.

6. In License Server Activation, enter the license server ID obtained in step 10 and click Next.

7. When the Activate Server Wizard prompts You have completed the Activate Server Wizard, click Next to
install the license.

Installing RDS client access license

1. In the Install Licenses Wizard window, confirm the license server information and click Next.
2. In Obtain Client License Key Pack, enter the license server ID obtained in step 14 and click Next.
3. When the Install Licenses Wizard prompts You have completed the Install Licenses Wizard as shown

below, you have installed the license successfully.

Configuring Remote Desktop Session Host license server

1. On the desktop, click

and select

in the pop-up window to open Server Manager.
2. In the Server Manager window, select Tools > Remote Desktop Services > Remote Desktop Licensing
Diagnoser and view the current server status.

3. On the desktop, right-click

and select Run in the pop-up window.

4. In the Run window, enter gpedit.msc and press Enter to open Local Group Policy Editor.

5. On the left sidebar, select Computer Configuration > Administrative Templates > Windows Components >
Remote Desktop Services > Remote Desktop Session Host > Licensing and double-click Use the specified
Remote Desktop license servers.

6. In the Use the specified Remote Desktop license servers pop-up window, select Enabled, enter a CVM
instance public IP or host name for License Servers to use, and click OK.

7. Double-Click Set the Remote Desktop licensing mode.

8. In the Set the Remote Desktop licensing mode pop-up window, select Enabled, set the licensing mode for the
Remote Desktop Session Host server to By user, and click OK.

9. Restart the CVM instance.

At this point, you have completed the configuration of multi-user remote login.
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References

License your RDS deployment with client access licenses (CALS)

Activate the Remote Desktop Services license server
Install RDS client access licenses on the Remote Desktop license server
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Modifying the Default Remote Port of CVM

Last updated : 2024-01-06 17:38:11

Scenario

The default port of the CVM is susceptible to scanning and attack by malicious software. Therefore, you need to
change the default remote port of the CVM to a less common port to prevent the inability to remotely access the CVM
due to such attacks. This ensures the security of the CVM.

Modifications to the port will be valid only if they are made in the security group rules and the CVM simultaneously.
You can modify the default remote port of the CVM as described below. The modification method varies based on the
operating system of the CVM.

Modifying the default remote port of a Windows CVM

Modifying the default remote port of a Linux CVM

Directions

Modifying the default remote port of a Windows CVM

Note:

The following operations use Windows Server 2012 as an example. The procedure might vary slightly depending on
the operating system and language.

1. Log in to the Windows instance by using VNC.

2. In the operating system, click

to open the “Windows PowerShell” window.

3. In the “Windows PowerShell” window, enter regedit and press Enter to open the “Registry Editor” window.

4. In the left-side registry navigation pane, expand the following hierarchies in sequence: HKEY_LOCAL_MACHINE
> SYSTEM > CurrentControlSet > Control > Terminal Server > Wds > rdpwd > Tds > tcp.

5.

Find PortNumber in tcp

. Then, change the value of PortNumber from 3389 to an unoccupied port number within the range of 0 to 65535, as

shown in the following figure.
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File Edit View Favorites Help
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» - | StorageManagement
StorPort
> .| | StSec
SystemInformation
> SystemResources
, .| | TabletPC
v . | Terminal Server
> -/ | Addlns
----- ClusterSettings
5 .. | ConnectionHandler
----- DefaultUserConfiguratior
> - KeyboardType Mapping
> | RCM
> - SessionArbitrationHelper
- SysProcs
> TerminalTypes
> - Utilities
> - | VIDEO
v. | Wds
v rdpwd
> | | Pds
v. | Tds

5. WinStations
TimeZonelnformation
Ubpm
usb
usbflags
usbstor
VAN

VoWV W

Name Type Data

ab] (Default) REG_SZ (value not set)
%) InteractiveDelay REG_DWORD 0x0000000a (10)
24| OutBufCount REG_DWORD 0x00000006 (6)
%) OutBufDelay REG_DWORD 0x00000064 (100)
24 OutBufLength REG_DWORD 0x00000212 (530)
£4)PdClass REG_DWORD 0x00000002 (2)
ab]pdDLL REG_SZ tdtcp

24|PdFlag REG_DWORD 0x0000004e (78)
ab|pdName REG_SZ tep
{55 PortNumber | REG_DWORD 0x00000d3d (3389)
.‘;'_'3] RequiredPds REG_MULTI_SZ tssecsrv

.{'j] ServiceName REG_SZ tcpip

6. In the left-side registry navigation pane, expand the following hierarchies in sequence: HKEY_LOCAL_MACHINE
> SYSTEM > CurrentControlSet > Control > Terminal Server > WinStations > RDP-Tcp.

7. Find and change PortNumber in RDP-Tcp to be the same as that in tcp.
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File Edit View Favorites Help
>+ Stilllmage Name Type Data
> -l Storage 4| KeepAliveTimeout REG_DWORD 0x00000000 (0)
4 2:::;32’“3"39“3“ 4 KeyboardLayout REG_DWORD 0x00000000 (0)
) T StSec ‘-'-'g'-] LanAdapter REG_DWORD 0x00000000 (0)
Systeminformation :?_‘3‘] LoadableProtocol_Object REG_SZ {5828227c-20cf-4408-b7
) i SystemResources 3-'-'1"] MaxConnectionTime REG_DWORD 0x00000000 (0)
)" ) TabletPC 3-'-'2'] MaxDisconnectionTime REG_DWORD 0x00000000 (0)
. | Terminal Server e MaxidleTime REG_DWORD 0x00000000 (0)
. | Addins 13| MaxInstanceCount REG_DWORD OxfFFFFff (4294967295)
- ClusterSettings 28| MinEncryptionLevel REG_DWORD 0x00000002 (2)
>: .. ConnectionHandler -“Jﬂ NWLogonServer REG_SZ
..... DefaultU5erConfiguratior fgg] OutBufCount REG_DWORD 000000006 (6)
> - KeyboardType Mapping J'-E'gr"] QOutBufDelay REG_DWORD 000000064 (100)
)i - . RCM I!I'I:FJ OQutBufLength REG_DWORD 0x00000212 (530)
> - SessionArbitrationHelper ab| Password REG_SZ
- SysProcs $4)PdClass REG_DWORD 0x00000002 (2)
>+ TerminalTypes 4] PdClass1 REG_DWORD 0x0000000b (11)
>+ Utilities ab)PdDLL REG_SZ tdtcp
>~ VIDEQ ab]pdDLL1 REG_SZ tsecstv
> Wds %4 PdFlag REG_DWORD (x0000004e (78)
) : W'"csza:s‘:’l‘: %4 PdFlag1 REG_DWORD 0x00000000 (0)
. 2b|PdName REG_SZ tep
v “Remotingﬁ 31!’: PdNamel REG_SZ tssecsrv
L VideoRemotingW If_.';t PortNumber REG_DWORD 0x00000d3d (3389) |
B TimeZonelnformation f!":r] SecuritylLayer REG_DWORD 000000002 (2)
] Ubpm }g';':]SeIectNetworkDetect REG_DWORD 0x00000001 (1)
s .| ] usb i) SelectTransport REG_DWORD 000000002 (2)
5 - | usbflags Jl-'i'] Shadow REG_DWORD 0x00000001 (1)
5 . | ushstor $8| UserAuthentication REG_DWORD 000000001 (1)
5 .| | VAN ab|Username REG_SZ
.. Widaa Q'.h\.ll.]:l_.. DC/~ NAINDN n.ANNNNND LS 7EAN

8. (Optional) If a firewall is enabled for your CVM, be sure to add the new port to the allowlist of the firewall and set to

allow connection.

8.1 In the “Windows PowerShell” window, enter wf.msc and press Enter to open the “Windows Firewall with

Advanced Security” window.

8.2 In the “Windows Firewall with Advanced Security” window, select Inbound Rules and click New rule, as shown

in the following figure.

‘ Windows Firewall with Advanced Security

File Action

View Help

o= 25 = HE

@ Windows Firewall with Advance

21 Inbound Rules

Outbound Rules

¥ Connection Security Rules

> ™. Monitoring

Name

@ Allloyn Router (TCP-In)
& Allloyn Router (UDP-In)

Group
AllJoyn Router
AllJoyn Router

~

Profile

Domai...
Domai...

Yes
Yes

Inbound Rules ‘

Enabled AN

Inbound Rules
|ﬂ New Rule...

SP_ Cilimalaaa DL

8.3 On the “Rule Type” page in the “New Inbound Rule Wizard” window, select Port and click Next.
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8.4 On the “Protocol and Ports” page in the New Inbound Rule Wizard window, select TCP and enter the port

number set in Step 5 in Specific Port. Then, click Next, as shown in the following figure.

ﬁ' New Inbound Rule Wizard X

Protocol and Ports
Specify the protocols and ports to which this rule applies.

Steps:

@ Rule Type Does this rule apply to TCP or UDP?

@ Protocol and Ports @® TCP

@ Actien O uop

@ FProfile

@ Name Does this rule apply to all local ports or specific local ports?

O All local ports

® Specific local ports: l12345| J
Example: 80, 443, 5000-5010

< Back Cancel

8.5 On the Action page in the “New Inbound Rule Wizard” window, select Allow connections and click Next.

8.6 On the “Profile” page in the “New Inbound Rule Wizard” window, apply the default profile and click Next.

8.7 On the “Name” page in the “New Inbound Rule Wizard” window, enter the rule name and click Finish.

8.8 In the “Windows PowerShell” window, enter services.msc and press Enter to go to the “Services” window.
8.9 Find and right-click Remote Desktop Services in the “Services” window. Then, select Restart to restart the
remote login service.

8.10 Refer to Modifying Security Group Rules to modify the security group rule with the protocol port “TCP:3389” by

changing the port number to that set in Step 5.
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Inbound rule Outbound rule
Import rule Sort Open all ports How to Set[2
Source (D Y Protocol port (D Policy Notes Modify time (D Operation
0.0.0.0/0 TCP:3389 Allow - 2020-05-12 18:15:09 Edit Inser

Modifying the default remote port of a Linux CVM

Note:

Before you modify the default remote port, we recommend that you add the SSH port number and test whether the
port is successfully connected to the CVM. Then, delete the default port 22. Ensure that the default port 22 cannot be
connected to the CVM when the new port fails to connect to the CVM.

The following operations use CentOS 7.3 as an example. The specific operations vary slightly according to the version
and language of the operating system.

1. Log in to a Linux instance by using VNC.

2. Run the following command to modify the configuration file:
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vim /etc/ssh/sshd_config

3.
Press i to switch to the editing

mode and add a new port. Add Port x (where x is the port number of the new port) in a new row below #Port
22 ,and delete # tocommentoff Port 22 ,asshown in the following figure.
For example,add Port 23456 inthe row.
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#t If you want to change the port on a 5
#t SELinux about thi=z change.
#t semanage port -a -t ssh_port_t -p tcp

#
Port ZZ

Port Z3456
#AaddreszFamily any

4. Press Esc, enter :wq, and save the change.

5. Run the following command so that the new configuration takes effect:
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systemctl restart sshd.service

6. (Optional)Configure the firewall.
By default, the iptables service is used as the firewall for Linux CVMs with CentOS earlier than CentOS 7. Configure
the firewall as follows if iptables rules have been configured for the CVM.

6.1.1 Run the following command to configure the firewall:

iptables —-A INPUT -p tcp —-dport <New port number> —-j ACCEPT

For example, if the new port number is 23456, run the following command:
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iptables -A INPUT -p tcp —--dport 23456 -j ACCEPT

6.1.2 Run the following command to restart the firewall:
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service iptables restart

The Firewalld service is used as the firewall for Linux CVMs with CentOS 7 or later. Configure the firewall as follows if
the Firewalld service has been enabled on the CVM.

Run the following command to allow access by the port number added in Step 3:
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firewall-cmd —--add-port=<New port number>/tcp —--permanent

For example, if the new port number is 23456, run the following command:
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firewall-cmd —-—-add-port=23456/tcp ——-permanent

If success isreturned, the port was successfully configured.
7. Refer to Modifying Security Group Rules to modify the security group rule with the protocol port “TCP:22” by
changing the port number to that set in Step 3.
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Inbound rule Qutbound rule

Add a Rule Import rule Sort Open all ports How to Set[2

Source DY Protocol port (O Policy Notes

0.0.0.0/0 TCP:22 Allow -

Verification

Windows CVMs

1. Assume that the Windows operating system is installed on the local computer. Open the “Remote Desktop
Connection” dialog box.

2.Enterthe Internet IP of Windows server: port number after modification after Computer

and click Connect, as shown in the following figure.

Iﬁ?i“::i:ii top Connection — p4

| Remote Desktop
»¢) Connection

Computer: | 12345 w

Username: Mane specified

You will be asked for credentials when you connect.

‘_' Show Options Connect Help

3. Enter the admin account and password as prompted and click OK.
If the operating system interface of the Windows CVM appears, the connection is established.
Note:

If you log in to the Windows CVM by using an RDP file, modify the full address:s parameter inthe RDP file.

Linux CVMs

1. Assume that PuTTY is used for remote login. Start the PuTTY client.

©2013-2022 Tencent Cloud. All rights reserved. Page 236 of 242



> Tencent Cloud

Cloud Virtual Machine

2. In the “PuTTY Configuration” window, enter the public IP address of the Linux CVM, set Port to the new port

number, and click Open, as shown in the following figure.

= PUTTY Configuration | > I
Categery
= Sessi0n Basic options fior your PFuTTY session
LGN Speacily the destination you want 1o connedt fo
= Temmnal :
Keyboard Host Hame for IF addmeass) Port
Bad 23456
Fastures Connection typs
= Windaw R Telet ) Rlogin () 55H Serial
i i Load, save or delete 8 slonsd session
Behavicur
Translation Saved Sessiona
¥ Sedactuon |
Codours ; I
= D Sethings
=- Connaction | Lead
Data I Save
Froxy —
Tednet | Delete |
Riogin
#- 55H
- Clase window on il
Avways Menver 2 Oinky on clean it
Boout Help COpen Cancel

3. Enter the username and password of the Linux CVM as prompted and press Enter.

If the following output appears, the connection is established.

‘@ roct@ViV_32 28 centosi~

4. After using the new port to successfully establish a connection to the Linux CVM, run the following command:
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vim /etc/ssh/sshd_config

5. Press i to switch to the editing mode, and add # infrontof Port 22 tocomment off the port.

6. Press Esc, enter :wq, and save the change.
7. Run the following command so that the new configuration takes effect. Ensure that you use the new port for the next

remote login to the Linux CVM.
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systemctl restart sshd.service
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Getting Instance Login Logs

Overview

This document describes how to obtain user login records of a CVM instance.

Directions

Linux instances

Windows instances

Note:

This document uses a Linux instance on TencentOS Server 3.1 (TK4) as an example. As the steps may vary by

operating system, proceed based on the actual conditions.

1. Log in to the Linux instance by using Web Shell.

2. You can view the following user login information as needed:

Note:

User login logs are usually stored inthe /var/run/utmp , /var/log/wtmp , /var/log/btmp ,and
/var/log/lastlog files.

Runthe who command to view the information of the currently logged-in user inthe /var/run/utmp file. The

returned result is as follows:

[root@VM-0-50-centos ~]f who

root pt=/0 2022-05-10 11:13 |

Runthe w command to view the username of the currently logged-in user and display the currently executed tasks

of the userinthe /var/run/utmp file. The returned result is as follows:

[root@VM-0-50-centos ~]1§ w
11:36:28 up 39 min, 1 user, load average: 0.00, 0.00, 0.00

USER TTY FRCOM LOGIN@ TDLE JCETO PCEFUT WHAT
root pt=s/0 11:15 0.00= 0.01= 0.00= w

Runthe users command to view the username of the currently logged-in user inthe /var/run/utmp file. The

returned result is as follows:
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[root@VM-0-50-centos ~]1f users

Runthe last command to view the information of the currently and historically logged-in users in the

/var/log/wtmp file. The returned result is as follows:

[root@VM—-0-50-centos ~]f last
root pt=/0 Tue May 10 11:15 still logged in
pts/0 Tue May 10 11:14 - 11:14 (00:00)

wtmp begins Tue May 10 11:14:11 2022

Runthe lastb command to view the information of all the users who failed to log in to the system in the

/var/log/btmp file. The returned result is as follows:

ot@VM-0-50-centos ~]f lasthk
ssh:notty Tue May 10 11:15 - 11:15 (00:00)

btmp begins Thu Oct 12 14:24:00

Runthe lastlog command to view the last user login informationinthe /var/log/lastlog file. The

returned result is as follows:

[root@VM-0-50-centos ~]§ lastlog

U=zername Port From Late=st

root pts/0 Tue May 10 11:153:14 +0800 202:
bin whNever dd 1mvw

daemon vk Never d 1mvw
wwNever d in**
**Neger d 1n%w
**Never d 1n%w

Runthe cat /var/log/secure command to view the logininformation. The returned result is as follows:
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[root@VM-0-69-centos ~]1f cat /var/log/secure

May 10 14:25:36 VM-0-&9-centos ] Received signal 15; terminating.

May 10 14:25 vM-0-— 243 Server listening on 0.0.0.0 port 22.

May 10 14:25 VM-0-69-centos p Server listening on :: port 22

May 10 14:25: VM-0-69-centos sshd[2484]: pam unix(sshd:auth): authent tion failure; 1
tty=ssh ruser= rhost= user=root

May 10 14:25:42 VM-0-69-centos sshd[2484]: pam succeed if(sshd:auth): requirement

er "root" B B

May 10 14:25:44 VM-0-&9-centos sshd[2484]: Failed password for root from port

May 10 14:25:46 VM-0-69-centos =sshd[2484]: Received disconnect from port 50224

May 10 14:25:46 VM-0-69-centos =sshd[2484]: Disconnected from authenticating user root

& [preauth]

May 10 14:25:3531 VM-0-69-centos =sshd[2519]: Accepted password for root from

May 10 14:25:51 VM-0-69—« systemd[2541] : pam unix(systemd-user:session): session opene
(uid=0)

May 10 14:2 nt s3hd[2519]: pam _unix(sshd:session): session opened for user
May 10 VM-0-69 s3hd[2519]: pam_lastlog(sshd:session): corruption detected i
May 10 VM-0-69-centos d[2518]: error: lastlog _get_entry: Error reading from /vaz
ecting 2° got 1

Note:

This document uses a Windows instance on Windows Server 2012 R2 English as an example. As the steps may vary
by operating system, proceed based on the actual conditions.

1. Log in to the Windows instance by using WebRDP.

2. On the desktop, click

to ope: Server Manager.

3. In the Server Manager window, select Tools > Event Viewer in the top-right corner.

4. In the Event Viewer pop-up window, select Windows Logs > Security on the left and click Filter Current Log
on the right.

5. In the Filter Current Log pop-up window, enter 4648 in <All Event IDs> and click OK.

6. In the Event Viewer window, double-click the logs that meet the filters.

7. In the Event Property pop-up window, click Details to view the client name and address as well as event

recording time.
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