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server {

listen 8080;

server_name example.gcloud.com;
location / {
#! customized_conf_begin;

client_max_body_size 200m;
rewrite /. (.*) https://Shost/$1 redirect;

—
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server
listen 80;
server_name example.qgcloud.com;
return 301 https://S$Sserver_nameS$Srequest_uri;

server |
listen 443 ssl;
server_name example.gcloud.com;

[ooocol
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Configure Mative Modules

Select one or more registered modules to enable:

Cloud Load Balancer

[] UriCacheModule

[] FileCacheMaodule

[] TokenCacheModule

[] TracingModule

[] RequesthMonitorfodule

5. the 2 T8 DLL 5h9l & ofelst 2ol F7kah e,

Register Mative Module

MName:

¥_forwarded_for_x36

Path:

Begister...

Choe_forwarded_forx86\F3XFFHEtpMedule.dll

oK

Register Mative Module

Mame:

¥_forwarded_for_xfd

Path:

Cancel

Ch_forwarded_forx6N\F3XFFHEtpModule.dll

oK

©2013-2022 Tencent Cloud. All rights reserved.

Cancel

Page 11 of 67



&2 Tencent Cloud

Configure Mative Modules

Select one or more registered modules to enable:

[ ] UriCacheMadule

[] FileCacheModule

[] TokenCacheModule

[] TracingModule

[ ] RequestMonitorModule
[] ManagedEnginetd

[] ManagedEngine

[ ] ManagedEngineV4.0_32bit
[ ] ManagedEngineV4.0_64bit

i_forwarded_for_x36

w_forwarded_for_xbd

ijo

7. ‘ISAPI & CGI A3k o 99] &= DLL =+

Register...
Edit...

Remove

QK Cancel

G'iil ISAPI and CGI Restrictions

Use this feature to specify the |34P| and CGl extensions that can run on the Web server.

Group by: Mo Grouping -

Descri p1;i/-:|r1 Restriction Path
x86 Allowed Cx_forwarded_forxB88\FaXFFHttpModule.dll
w6 Allowed Cha forwarded for'xed\ F3XFFHttpModule.dll

8. 742 A 85I IIS A2 ThAl AZBHIA L.

Apache 7+/d A7|n}

1. EFA} Apache =& ‘mod_rpaf' S A 2 gt
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wget http://stderr.net/apache/rpaf/download/mod_rpaf-0.6.tar.gz
tar zxvf mod_rpaf-0.6.tar.gz

cd mod_rpaf-0.6

/usr/bin/apxs —-i -c¢ -n mod_rpaf-2.0.so mod_rpaf-2.0.c

2.1t Fof t}3-3 715+ Apache 4 /etc/httpd/conf/httpd.conf S $SATYT}.
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LoadModule rpaf_module modules/mod_rpaf-2.0.so0
RPAFenable On

RPAFsethostname On
RPAFproxy_ips IP F4& (CLBOIA AlFdte 5% 17t oW, EH 1pol] WsiA= Apache EI1E
RPAFheader X-Forwarded-For

3. 712 &= F7I%t & ApacheE HA| A2yt
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/usr/sbin/apachectl restart

Nginx 4 A& 7]|at

1. NginxS A H 2 AF&-2 o hitp_realip_moduleS AF&5to] AA| 22| AE IPE 7HA & 4= JEH T 22jy o] 2
E2 7|24 02 Nginxoll Ax|E o] AR FOm -——with-http_realip_module = F7}5t2 ™ NginxE thA| Z

T 11—

npesfof g ot
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yum -y install gcc pcre pcre-devel zlib zlib-devel openssl openssl-devel

wget http://nginx.org/download/nginx-1.17.0.tar.gz

tar zxvf nginx-1.17.0.tar.gz

cd nginx-1.17.0

./configure —-prefix=/path/server/nginx —--with-http_stub_status_module —--without-ht
make

make install

2. nginx.conf I+ & A3},
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vi /etc/nginx/nginx.conf

ok

Yk,

g o e BAIE 4 2E g JHE thadt 2ol 7

ck:R
q71A xx.xx.xx.xx 5 YU IP F4(CLBoA #|F5t= 35 IP7} obd)= A s oF Fytt. 4 IP 40

sl o] A Nginx 215 F2lgUc} IP 47} ofe) 79 AL RE P&
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fastcgi
fastcgi
fastcgi
fastcgi
fastcgi
fastcgi
fastcgi

connect_timeout 300;

send_timeout 300;
read_timeout 300;
buffer_size 64k;

buffers 4 64k;
busy_buffers_size 128k;
temp_file_write_size 128k;

set_real_ip_from xXX.xxX.XX.xXX;

real_ip_header X-Forwarded-For;
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3. Nginx3 tA] A2ty

service nginx restart

4. A7 Z2to]AE IPE 714 23 W Nginx AAH A 215 Z3| g ch
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cat /path/server/nginx/logs/access.log
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1. Tencent Cloud®] Linux OS ¥ X ol sigsl+= TOA o} 7| X & tt2 2 =511 ¢S FU o
centos
CentOS 8.0 64CentOS 7.6 64CentOS 7.2 64
debian
Debian 9.0 64
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ubuntu
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insmod toa.ko

3. 03 Hy ol & AdYsto] TOAZl 2EY H A=A AT YT} ‘to load success’ WA A| 7} A E|H 2 0] Ad-&-35H A
Ayt
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4 298 F Y ATYECNA toa.ko TUS ZYFYTHko FAL Aui7L ThA] AlZFEE kAl 2 sfof 3.
5 23 Aastol AATY
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rmmod toa

6. (2A)thS WS AdYsto] mEO] AAE A=A ATt TOA unloaded MA| A 7} A EH AJ 32 02 A
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dmesg -T
/7] OS Mol thgk A =] T 7] 2] & 23 4~ §l= 4 Linux 0SE dEF A4 mj7]| X & T2 E510 ZHutdsto] ko
o dE 7H4 S 4 syttt o] dHF -2 2 9] Linux E 2l A B (9| Al: Centos8, Centos7, Ubuntu18.04 2!
Ubuntu16.04)2 | L3yttt
v :

Linux 7197} Linux D& 80 & st e S84 ZAI7H U 4 A& U TOA &2 1714 8 AH3H7] A
ol 0Soll M Zuk L5t Zlo] £
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F9 :
0OS7} LinuxQ! 7% Linux TOA 2A 17| A & T} 2 E5HA A 2. TencentOSQ! 7% TLinux TOA A4 T 7] X & ¢}
23y

Linux

wget "https://clb-toa-1255852779.file.mygcloud.com/tgw_toa_linux_ver.tar.gz"

Tencent TLinux
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wget "https://clb-toa-1255852779.file.mygcloud.com/tgw_toa_tlinux_ver.tar.gz"

2. TOAE Linux 7S ZHu}dslef™H M A GCC AL 2, Make & % A 7 #j 7] 2] & A ] 5loF gt
CentOS &7 A =] &4
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yum install gcc

yum install make
//718 N SiZ|AE Ay, 3717 slg o Bl gtojHeE|o] w2 A B dX|soF

yum install kernel-devel-" uname -r°

Ubuntu 2 Debian A4 %] 2+
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apt-get install gcc
apt-get install make
/A AR w71 AU B71A e ) 2 etolmeele) vHe Ad wdy dxsjop g

apt—-get install linux-—headers- uname -r°

SUSE &7 A =] &4
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zypper install gcc
zypper install make

//AE g wi7|1AE AXgdde. H7]A sy o
zypper install kernel-default-devel
3. 44 1ff
X L Y

]OJ-O
s

ol
=

gtolEfg| o] w2 A Bdy LA|sof g

7125 Hut L5t toako TS AT UCH At #HoA warning %
H Hu}d o] J3sH AJd YTt Linux OS& &4

1l error HWA|Z| 7} EAE
7| X & o2 5o EZ&UTh
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tar zxvf tgw_toa_linux_ver.tar.gz
cd tgw_toa_linux_ver//¥4F NAE tgw_toa HHAEIZ o=

make

4.toa.ko At o] AJZ5tH 2T A & 43510 TOAS =2F 3t
stojE2| = Zehe-E Hj
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stojBE|E FEEoM YL MHE A& ull EE Linux HIEH A 221 APIE 2&517|T

glo] dA| 22| AE IPE 7HHE 4 syt 52 ZE oA & Hojsyh

b 22 7

ol

struct sockaddr v4addr;

len = sizeof (struct sockaddr);
//get_peer_name & EF Linux UEYI =239 apr¥yct.
if (get_peer_name (client_fd, &vé4addr, &len) == 0) {

inet_ntop (AF_INET, & (((struct sockaddr_in *)é&v4addr)->sin_addr), from, sizeof (f

printf ("real client v4 [%s]:%d\\n", from, ntohs (((struct sockaddr_in *)&v4addr)
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NAT64 CLB
NAT64 CLB AlLte 204 A7) Y2 IPE Qo 2id 2] Aol toa.ko Ad RESHYT T AR ACE
sho} 3hof TOAL 8% IP 742 2/ o] H2gch

1.IP =25 AF S dlolg #2E Ao

struct toa_nat64_peer {
struct in6_addr saddr;
uintl6_t sport;

Hi

struct toa_nat64_peer client_addr;
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2. TOARSE A oJstal T &5to] A Y2 IPve 45 7HAsU

enum {
TOA_BASE_CTL = 4096,
TOA_SO_SET_MAX TOA_BASE_CTL,
TOA_SO_GET_LOOKUP TOA_BASE_CTL,
TOA_SO_GET_MAX TOA_SO_GET_LOOKUP,
bi
getsockopt (client_fd, IPPROTO_IP, TOA_SO_GET_LOOKUP, &client_addr, &len);
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3. ¥9& IPF4E 7k &Yt

(o

Cloud Load Balancer

real_1ipv6_saddr

client_addr.saddr;

real_ipv6_sport client_addr.sport;

A 74 o A= ket 2t
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//Toa WS Aot '7oa BASE_CTL'S 409622 AASH]c),

enum A
TOA_BASE_CTL = 4096,
TOA_SO_SET_MAX = TOA_BASE_CTL,
TOA_SO_GET_LOOKUP = TOA_BASE_CTL,

TOA_SO_GET_MAX

TOA_SO_GET_LOOKUP,
bi
//1p FAa5 AT Holy 25 Aoty
struct toa_nat64_peer {
struct in6_addr saddr;

uintl6_t sport;
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i
//FAE AT H4eE Mg,

struct toa_nat64_peer client_addr;

//2EoldES] ot tAIHEE 7HHFUH. 7|4 listenfde AHY A o A3 HEJYY

client_fd = accept (listenfd, (struct sockaddr*)&caddr, &length);

// NAT64 AUt oA AREAFe) AA| A2 1pE 727 9 E&ddH.

char from[40];

int len = sizeof (struct toa_nat64_peer);

if (getsockopt (client_fd, IPPROTO_IP, TOA_SO_GET_LOOKUP, &client_addr, &len) == 0)
inet_ntop (AF_INET6, &client_addr.saddr, from, sizeof (from));
/72 1P YE port 7HA 7]

printf ("real client [%s]:%d\\n", from, ntohs(client_addr.sport));

stol B = Zet2 oA AFE &= NAT64 CLB

NAT64 CLB7} 5to| H2| = 2t Eof M ARG E = AU 2o M AA & IPE Aoz g ABfo] toa.ko
7E 252 AU T A2 FZES FASoF 5 TOAE 3l IP 45 2 Ao MEdyth
AA 4 A= v 254
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//ToA W4E AHogtth. 'Toa BASE_CTL'S 409622 AAULC).
enum A

TOA_BASE_CTL = 4096,

TOA_SO_SET_MAX = TOA_BASE_CTL,

TOA_SO_GET_LOOKUP = TOA_BASE_CTL,

TOA_SO_GET_MAX = TOA_SO_GET_LOOKUP,
bi

//Ip A5 AAE glolg 3TzRE AHosttt,

struct toa_nat64_peer {

struct in6_addr saddr;
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uintl6_t sport;
bi

//FAE AT HFE AAd¥Yo.
struct toa_nat64_peer client_addr_naté64;

//Z2EOIRES] it HAIHEE 7FHFUH. o714 listenfde AHY 4l o gAagEAdYY
//NAT64 AUE| o)A A ZEtoldE 105 7MY Y3 TEguct.
char from[40];
int len = sizeof (struct toa_nat64_peer);
int ret;
ret = getsockopt (client_fd, IPPROTO_IP, TOA_SO_GET_LOOKUP, &client_addr_nat64, &len
if (ret == 0) {
inet_ntop (AF_INET6, & (client_addr_nat64.saddr), from, sizeof (from));
//9E 1p9 YE portE ZFAIUch,
printf ("real client v6 [%s]:%d\\n", from, ntohs(client_addr_nat64.sport));
} else if (ret != 0) {
struct sockaddr v4addr;
len = sizeof (struct sockaddr);
//9E 1pe YE portE ZFAIUth.
ssebolBale Zatec wiE Alug QoA YE 1p AL snaT HO 1p FAUUCH,
//HElo| Bl 282 HiX AU oA YE 1p FAE sNAT Y NAT647F Q= ZTo]AE 1
//0] 49 oul= A STo|UE FAQt XEES THH e+ AdYH.

if (get_peer_name (client_fd, &vdaddr, &len) == 0) {
inet_ntop (AF_INET, &(((struct sockaddr_in *)é&v4addr)->sin_addr), from, size
printf ("real client v4 [%s]:%d\\n", from, ntohs (((struct sockaddr_in *)&vida

(&) TOA el ZYEH

A8 M BASHY] 915l o] AE RES AFESH] AHE RUEHTYE = A5t toako 71d RES AHUT E
S 9 sUE e oy SAEA TOA ZY AEHIS U E 4 d5Uth

i1 TOAo] A7 IPve 54~ EQl

2 g g o] & AsYsto] TOAC A4H IPve 45 gyt

o] & A st 4d-5o] A5t 4 AFYTh Fol5ko] MPSH AL
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&2 Tencent Cloud

cat /proc/net/toa_table

HH o TOA M| E & 2ol
thS IS AdYsto] TOA HEZ S IS A| 2
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cat /proc/net/toa_stats
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&2 Tencent Cloud

root@VM-0-36-ubuntu: /data/

syn_recv_sock_toa
syn_recv_sock_no_toa
getname_toa_ok
getname_toa_mismatch
getname_ toa_bypass
getname_toa_empty
1p6 _address alloc
ip6_address_free

HEH s
syn_recv_sock toa TOA JEelo] A4 & A1
syn_recv_sock_no_toa TOA A X glo] dZA S £AISH T}

getname_toa_ok

o] 4~ getsockoptE T &35}
7Fyrtt. ol & Eo] 2ol E
I

PV6 348 WOl 7|47k 37}

=

getname_toa_mismatch

ra
H
getname_toa_empty

ip6_address_alloc

72 @y

AZo| | AEH toat o] Kol Y& IP L =
ip6_address_free = Eat

+ o] M EH 9] 7l 4=} Zrofof gty T

©2013-2022 Tencent Cloud. All rights reserved.
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o H

Cloud Load Balancer

# cat /proc/

CPUB CPU1
803 850
830 980
761 826
(%] (%]
1522 1652
3367 3751
803 850
803 851

20 & 7}- A acceptE: &=

gl

RESER

E]ol| A getsockopt Tt

75t

ports A 7sh= o AFSE mx e
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FAQ

NAT64 CLBOll TOAE AU & Au| =2 1583 S sfjof ot = o] 7= FAAY7t?

Zelo]AE P g3 o] A=A %l 82 5= NAT64 CLB AlUte] 2 9 T2 so| B el & Zete & v At 20
A 220 AE IP(IPv4)7L IPve F4 2 HIZHE 7] w2 A Yot whetA] A H 7L IPve FAE oo T 4= U= A =
I S7gsloF Y Th

W OS7} Linux & 2] A HZ = TLinux 7% d
o= g5 S A3t W A8 W&

3t
= v Jinux:= Linux OSE AF85t 982

N
T
T
lo

2 5heA o g7 & 4 YUt

O
=2 =2
AXNL. HE 2o tlinux 7} TAIE W TLinux OSE AFE8t1 Q)
U

©2013-2022 Tencent Cloud. All rights reserved. Page 44 of 67



&2 Tencent Cloud Cloud Load Balancer

uname —a

[root@vM_10_93_centos ~]# uname -a

Linux VM _18 93 centos 3.10.187-1-tlinux2 kvm guest-8852 #1 SMP Wed Jan 15 18:42:19 (S

oS S AF8sto] A S Q1S £% Q&Y tlinux EE t12 7} 9HEEEE Tlinux OSE AF8sta Q)
= Zdyrt.

©2013-2022 Tencent Cloud. All rights reserved. Page 45 of 67



&2 Tencent Cloud Cloud Load Balancer

rpm —ga | grep kernel

root@VM_64_20 centos ~]# rpm —galgrep
ernel-devel-4.14.105-19.0010{t12|x86_6
ernel-debuginfo-4.14.105-19.0012.t12.x
ernel-headers—-4.14.105-19.0012.t12.x86
ernel-tools-1ibs-3.10.0-1127.8.2.el7.x
ernel-3.10.0-957.21.3.el7.x86_64
ernel-devel-4.14.105-19.0012.t12.x86_6
ernel-4.14.105-19.0012.t12.x86_64
ernel-3.10.0-1127.8.2.e17.x86_64
ernel-tools-3.10.0-1127.8.2.el7.x86_64
ernel-devel-3.10.0-957.21.3.el7.x86_64
brt—-addon-kerneloops-2.1.11-57.el7.cen
root@VM_64_20 _centos ~]#

A IPS WA 23 A9 AP BHele ol Fuizto
1. 043 Welol 2 Asstod TOAZL 2= fen] gl
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lsmod | grep toa
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[ root@VM-0-133-centos 1# 1lsm
278528 0

[root@VM-8-133-centos ]# tcpdump -i any "ip[40:1]==200" -c 10680

dropped privs to tcpdump

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on any, link-type LINUX_SLL (Linux cooked v1), capture size 262144 bytes
18:04:24.864649 IP 192,168.0.177.23638 > VM-0-133-centos.webcache: Flags [.], ack 33091
2662acl13bca,nop,nop,TS val 22439081958 ecr 3395797654], length ©

18:04:24.864679 IP 192.168.0.177.23638 > VM-8-133-centos.webcache: Flags [P.], seq ©:15
Pxa2662acl3bca,nop,nop, TS val 2243901958 ecr 3395797654], length 154: HTTP: GET /data/1

|

4. TOA 471 Z25te gfj7lo] Ay 2 4% 72 toakoS DEBUG H{AH o & Zntdsty AY 218 E5) 24
F7I2 Zayoh o2 223 TOA 92 2§ 2ol A DEBUG At 3413 Makefileo]l +7Fghytt.

pwd )

ccflags-y += -DTOA_NAT64 ENABLE [-DTO

($(DEBUG), 1)
ccflags-y += -g -00
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make clean

make

6. 02 H 82 A5kl Y& koE A7 st 24 HA koS A Y
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rmmod toa

insmod ./toa.ko

7.che W e Astel Ad 218 AR
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dmesg —-Tw

oh Al Z2 o] A A& IPE A7] 9

:Oé
ol
o
2
rlr

8:07:11 2021] [DEBUG] TOA: inet getname toa called, sk->sk user data is ©eel

7:11 2021] [DEBUG] TOA: inet_getname_toa: set new sockaddr, ip 192.168.80
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@ Tencent Cloud Cloud Load Balancer

Configure Alarm Rule

Monitoring Type

Policy Type

Project ®

Tag

Alarm Object

Trigger
Condition

HOT
Cloud Product Monitoring RUM

Cloud Load Balancer / Public LB Instance / About drop/usage monitor ¥

DEFAULT PROJECT v 0 exist. You can create 300 more static threshold policiesThe current account has 0 policies for dynamic alarm thresholds,

+ Add @ Tag Clipboard

Instance ID ¥ 1(Ib-na3jld6t) v

Select Template o Configure manually (Currently, event alarm notifications cannot be configured through the trigger condition template)

Metric Alarm Event Alarm

When meeting any v of the following metric conditions, the metric will trigger an alarm. Enable alarm level feature.
»oIf intraffic_vip_rato ¥ (statistical perior ¥ > vy ® 80 % at 5 consecutive ¥  then Alarr
» If outtraffic_vip_ratio ¥ (statistical perior ¥ > v @ 80 % at 5 consecutive ¥ then Alarr
roIf concur_conn_vip... ¥ (statistical perior ¥ > v @ 80 % at 5 consecutive v then Alarr
rolf new_conn_vip_ra... ¥ (statistical perior ¥ > vy ® 80 % at 5 consecutive ¥  then Alarr

Add Metric

=gle =75 o} P o} = ol A U E KR S o} Iz

HE5HS F7et g A g9 271 D A A S ATy o o ’ESo] B EHA
5 o o} Zg] o % SEA]
Q. ALA|SH LH‘g‘t‘}\H 2] Bl E5ElS FAsHH Al 2
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@ Tencent Cloud Cloud Load Balancer

Create Notification Template
Basic Info
Template
Mame
MNaotification Alarm Trigger Alarm Recovery
Type (L)
Matification English ¥
Language
Tﬂa . v b 4
+ Add (¥ Tag Clipboard
Notifications (Fill in at least ane item)
User You can add a user only for receiving messages.
Maotification
Recipient User b

Object

Maotification Man Tue Wed Thu Fri Sat Sun

Cycle

Notification 00:00:00 ~ 23:59:59 ORIO!
Periad

Receiving Ernail SMS

Channe

Add User Motification

APl Callback
API Callback

© URI
Configura APl Callback, CM will send alarm notifications to the URL or cormesponding g)
Motification Mon Tue Wed Thu Fri Sat Sun
Cycle
i Motification 00:00,00 ~ :ESéﬁEl - g]) i
4. 248 2ot At SE TS g RER W= ae 82 2 a8 2 0 a2 4+ A8Eq
et RUE S e = FEFUT. QPS AHE-E BUE ] dEe] A ol TS FEste] Al 2 S A
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&2 Tencent Cloud
4otn 2 RS 2E WAY > F5Y 2 WY AAHAQPSTI RUE PO 2 £H5kT E 7] 2710
tisl o2 W82 /g5t gy
Trigger Select Template o Configure manually (Currently, event alarm notifications cannot be configured through the trigger conc
Condition

Metric Alarm Event Alarm
When meeting any v  of the following metric conditions, the metric will trigger an alarm. Enable alarm levi
rIf gps_vip_ratio v (statistical periot ¥ > v @ 80 % at 5«
Add Metric

9] orere Wtk o] & Y Raro] F7HY WA BE A5 U 8 QLRI ARFo] B ARHMol £2E Aol
HAR 278 F5T 4 92 AP AR/ JFS WA FEE L U S AL G LHOR o]
Al

H
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&2 Tencent Cloud Cloud Load Balancer
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&2 Tencent Cloud Cloud Load Balancer

AlLe] 23

37 g Abo] Eof tf gt 2hetst A A & S+t 5719 U A 7E LA sid Aw el AR 45 HE(CPU
gl v 28] 2 AAho] 9:3:3:3:10] 23 7FY g ). o] Al ol A& RSe| 7HEA1 & 22} 90, 30, 30, 30, 1022 +
8 AEHUTH A A A Afo]Eof tfgt HA A 92 t R H|X| & A4 RP0|BE 7hEA] 2t 22X AAE
g 41 EFS AFE S 4 9lo B E CLBE RS2 A% v &0 wat 238 g 4 &5yt

Alue] 24

AHE G2 Web HAA 242 2 2]5t7] 915 10719 RS7F AAL ©f o)/F ¥ & Fdotal A A okl 7Hy o).
TSR Qs A F 57 OhA] AL = 27 B U o] Alue] 204 = RSeS| Ad5& 7IHEO E 7]E A H
o] 7} X & FAd5h= Aol E5 UL Bt &2 A= BAZ o Zotof ghych o 2 A AF AHAEY darg
S AHgato] A IHREE 15ty Y &4 AZ o] -2 RSOl 23S FFE + AS5UTh

AlLe] 25

A4 AAS 2 s RS7F 37 U AFE A5 H]&(CPUL w2 8] 2 AlAHo] 3:1:10]gkal 73t o) A 50| 7}
& E2 A e o B2 S XY stARE EoE A7 E = AS dotA] YT tiAl S5 Avol A e S T
Fote] 2 gt o] AlutE] QoAM= A A AAEY G eSS AFESEIL AFS o] B2 Ajvle] M-S E A H
sHAl £ 4 Qo2 CLB7} &4 o] 22 RSl 84S &9sto] Ha B4 @A 4 syt

AlLe] 26
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Vx5 0= A TCP 2l A= 7|& A28 S A& 29 F5taL UDP 2lAH = 5L 5o A2 & 295t
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&2 Tencent Cloud Cloud Load Balancer

CLB 441 =12l o] E-of thst WAF S 4]
o}7]

2| Z 2 d|o|E Y&} : 2024-01-04 20:16:06

CLB WAF& =H[Ql o] 55 CLB 2] AUt uiQldsto] CLB g A& Fatsh= HTTP = HTTPS Egfjg 2 7+t
I 2peke 4 Qlg Utk B RS CLB WAFS AHg&3o] CLBOIl 71 = Ql o] Sof Web H ES 5 & -&5)= Wy
& 27yt

A =4

CLB WAF= &2 Hlel ot A-g-steH Al Y A & A Esl oF Tt

HTTP = HTTPS g/ AH & A4 &8 5to] Trf|Ql o] o) HA| AT 4 Qlojof it 2FA|EH U-&-2 Getting
Started with CLBE Z1L5}HA] Al Q..

CLB WAF A B| A5 Q] ergafjof gty ot 2FAISH W-8-2 Purchase GuideE F 5t Al 2.

Ak =24

A& IPv4 CLB 1 AE AT CLBWAF E5 & X35l o] 7| 52 |Pv6 X IPv6 NAT640] AFESF 4~ gl &),
2+ THA|
12A4]: CLB 2l o]& /g &<l

HEL www.example.com O|2t= EHQl o5 S |2 &
A

1.CLB Z&of 2318kl % Afo| =Ho| M CLB JIAH A ] Bo] A 2 o] FRF e,
2. AAEL Fe) woj Aol AAHA JAS et th3 th J2- 20 @ 2Fo 9l 29" dolA [F]l &1 +
e 23U

3. Y au] wel §lg AEsta HTTP/HTTPS A1 Ao A tid 2|2 %9] [+] ofo] 2& 28] 5to] =l o]
& AR HEE Sleyot
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@ Tencent Cloud Cloud Load Balancer

& b

Basic Info Listener Management Redirection Configurations Monitoring Se

Maote: When custom redirection policies are configured, the original forwarding rules are modified, the redirection polici
configure it again. See details[2

HTTP/HTTPS Listener
Create
El hitp-tets(HTTP:80) Domain Name Details
+ Default Access Domain Name w
Default Domain Mame i

Domain Name Protection Status ()

4.the T} AX|HER CLB =19l 0] 2 142 8ol 5HA A2 CLB A AE A ID: ‘b-f8Im****, 2] A1 o] 2: ‘http-test’,
LZml o] F: www.example.com , =MQl o]F BT AJH|: H|Z/JSHE (ID, ol § % =M<l o] &2 AA| 9ol

2} thg).

2HA: WAF Z&0)A4 Q] o]F F71 ¥ CLB 128 A0 HIQIY

=X
CLB WAF AJH| A2 = Q] o] Fol BT 5 48512 WAFo|l CLB =41 =H[Ql o] -2 F7}5}4L CLB 2 A1 9} v}
QI shoF gyt
1. WAF Z£&0of 2 3915}3 Y2 Ato] =Hloj A [Web Application Firewall]>[ 2 & A4S A eigc},
2.[CLB] &2 Aefgty
3. [=H F7HE 24

o

S8
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@ Tencent Cloud Cloud Load Balancer

—

Defense settings

Package Info
Package Premium Upgrade Extra Domain Pack 0 (Each extra
top-level domal
Expiry Time 2021-01-02 15:53:03 =Renaw Used Domain Mame 1
) ) 1{One ¢
Tag Empty Security Log Services Pack
service
Auto-renew Extra OFS FPack  Current QPS peak

Domain Name List

Add domains

Domain/ID Traffic mode(i) Regio
n Load Balancer{ID) VIPQD No r.@“cmlast-.en-.er{{)*
4. =09 o] 22 Qe sk a [he]e 2t
< Add domains
o Enter domain
Domain Mame www.example.com @

Proxy (3) O no Yes

7l: CLB =H|Ql o] & 71/ relof| A =m|Ql o] &2 A elstal [2] A AdE)
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@ Tencent Cloud Cloud Load Balancer

< Add domains

5,

{ \/;l Enter domain 9 Select a listener

To protect the traffic of a HTTP or HTTPS domain name, it must be added to and bound with the LB listener. Go to CLE

Region Shanghai Hong Kong, China Shanghai Finance Bei

Chengging Manjing
Singapore Seoul Murnbai Bangkok Maoscow Tokyo

Load Balancer-Listener Q

Select a listener

Select a listener
Select a listener
Select a listener
Select a listener
Select a listener

Select a listener

-

6.4 Zo] 12H7]: CLB =r[Ql o] 5 /3 <lofl A CLB 2| AU & AEet & (g2 Sy
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@ Tencent Cloud Cloud Load Balancer

Select a listener

Select an LB listener for this domain name Selected(1)
Q hitp-tets(| 3)

7.2 A AE dA oA [FE]E 285k WAFO| A CLB 2] A8t =]l o] & HiRIY & eyt
8. ‘= Ql Z5 H|o]A] 2 Fol7tA =}l o] F, 2|, vl H CLB JIAHA D, gAY 9 7|ef JEHE Felghy
=

3TA: A &l

1. 1271 CLB =u[Ql o] & 7173 &Qle] Aol wa} =w|Ql o] &2 &lgyrt. &=mQl o] & Bo 7L e s 1 E
By Z=rt ol 49 =uQl o5 BE v E/dste Y.

ToQl o] Zof t5t DNS 8| ZH & JLAISHA] &2 7 Step 2. Perform Local TestingS 21150} WAF 257} EHA4]
S| A=A Elst Al 2.

Lm|Ql o] ol tffsl DNS | EH & /g 4% ofefl Aol w2t WAF 227
2. He} QA E 535 nttp://www.example.com/?test=alert (123) =
3. WAF &0 21215 th 3 9% Afo] EHlo A [ AB|AS[34 25
4.2 M elg Aelsty 27HE B T HQl 0|5 www.example.com =

of LAH T2l o]Zof tiet WAF HS = 21 220 'XSS 34’ 217} 9l
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