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Upgrade to domain name-based instance

Instances to upgrade: 1

ID/Name Network type Assign domaln name (@) Current VIP VIP
Ib- Ib-1
T, § )
Public Network - 1 47 Dynamic IP
tencentclb.com
|

Benefits

Domain name-based instances provides service via a domain name with dynamic VIPs. The SLA increases frorm 99.95% to 99.99%.

Preparation

The health check source IP is changed to 100.64 IP range. You need to allow this P range in other security policies (such as iptables) of the backend server.
For details, see The health check source IP supports 100.64.0.0/10 |P ranga. [2

How to upgrade
1. Use load balancing service via a CNAME. For details, see the usage guide [2.
2. to upgrade.

Impact
= The upgrade does not affect the CLB forwarding service and pricing.
= After the upgrade, the VIP information is not visible in the console. They are changed dynamically.

= The upgrade cannot be undone.

For any other questions, please submit a ticket.
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Upgrade to domain name-based instance

Instances to upgrade: 2

ID/Name Network type Assign domain name () Current VIP VIP
-t

. Public Metwork 1 3
» Ltencentclb.com L P
o
b

Ib- .

Public Network - ' ' || Dynamic IP
I tencentclb.com y
o
Benefits

Domain name-based instances provides service via a domain name with dynamic VIPs. The SLA increases from 99.95% to 99.99%.

Preparation

Dynamic IP

The health check source IP is changed to 100.64 IP range. You need to allow this [P range in other security policies (such as iptables) of the backend server.

For details, see The health check source IP supports 100.64.0.0/10 IP range. [

How to upgrade

1. Use load balancing service via a CNAME. For details, see the usage guide [2 .
2. to upgrade.

Impact
* The upgrade does not affect the CLB forwarding service and pricing.
* After the upgrade, the VIP information is not visible in the console. They are changed dynamically.

* The upgrade cannot be undone.

For any other questions, please submit a ticket.
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"Allow Traffic by Default” enabled
(traffic from CLB does not need to pass through the CVM security group)
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&2 Tencent Cloud Cloud Load Balancer
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&2 Tencent Cloud

Export instances

Exported files:

Export All

Instance field

ID
Network type
Billing Mode
VIP features

Rule filed:

Status

ISP

Bandwidth Cap [’ Project

Bind with Custorfigobfigatiatidfime
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B network

Cloud Load Balancer

VIP

Instance Specification
Tags

Listzner ID, listener protocel, listener port, forwarding rule ID, forwarding
domain, forwarding URL, CVM ID, RS IF, AS port, RS weight

Backend service type:

0 Mon-target group

Target Group

In case some of the CLB's listeners are bound with the target group and the rest
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@ Tencent Cloud Cloud Load Balancer
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Create a redirection policy Q o
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@ Tencent Cloud Cloud Load Balancer

4. A% ATAM 7Y Hestn T E HTTPS 220 2 269l of

€ New redirection policy
o Select domain name

/' Manual Redirection Configuration

u configure the onginal address and redirection address manually, the system will redirect the requests from the origina
2t address. You can configure multiple directories for one domain name for redirection, 5o as to implement auto-redirection

fHTTPS.

between H

Q Auto-redirection Configuration
For the existing HTTPS:443 listener, an HTTP listener (port 80) is created by the system for forwarding. Requests sent to HTTP:E0 will be

redirected to HTTPS:443.

Front-end protocol and port HTTPS:443 " Domain Name wwwexamplecom 7
Next: Configure directory
O =23
5. A28 Ut
€ New redirection policy
N )
l\\\/‘) Select domain name o Configure Directory

You've set 1 redirection policies

Qriginal Path Redirect to a path

/bbstest] image/URL fbbstestl/image/URL

Back: Select domain name

T4 =0 Ayts o 25U, HTTP:80 AU = HTTPS:443 FAl7|o] dis) AH5o=
TP

Eefu 2 A5 02 HTTPSE 2lH gy},
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HTTP/HTTPS Listener
+  test-rewrite(HTTPS:443) Forwarding Rules Expand ~
—  Unnamed(HTTP:80) + /S M Bound Real Server
& P - |

Redirection set. The CvM bound with this directory will not
receive traffic any more.

AN
LR
CLBE Qejg Friey 74 A A
o & 50, A5t H|Z2YAE =212 M 71|l of forsale W o] A| & AFHE-5HAL 7| Ql S8 & 74| QI = o] ]
https://www.example.com/forsale = M &HO|A] https://www.new.com/index = |T]2lAs}o}

Sy},
A =24

HTTPS 2] 217} /4 & of QlojoF et
EY THQl o]5 https://www.example.com/forsale ©| FAJE o] Qlojof gt

ZAY THQl o]2 W HE nhttps://www.new.com/index 7} FAJE o] lojof gt

2] 9A|

1.CLB #Z40j|A] CLBHTTPS 8] A4 Z A5l https://example.com 2] Web 732 A&t AFAISH Y
2 Configuring HTTPS Listenerg st A Q..

2. HTTPS -4 9] 2= tha3 25Ut
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&2 Tencent Cloud

HTTP/HTTPS Listener

= test-sni[HTTPS:E43)

Bound Real Server

CVM ID/Name

3.CLBRIAHA

< |

Basic Info

Forwarding Rules txpand =

AR 2o =g 14 ol A 2l A3 e

Listener Management

Redirection Configurations

Redirection palicy can only be set within the same load balancer

Create a redirection policy

4. +%F 44

https://www.example.com/forsale = A&st 2

QI o]& https://www.new.com/index = A5}, c}

TR M, o) M AT ZEEE X2 E
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Cloud Load Balancer

o
Port 5ta... IP Address Port Weight Oper...
Healt 443 0 Unbind
ealtk aal 1w Unbind
=L
Monitoring Security Group
a o
2 EE prTPS:443 W EHQl o]
AN S THENCE IZ2ET TE yr7ps:443 U
242 742 2984y
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€ Mew redirection policy

o Select domain name

0 Manual Redirection Configuration
- arget address.
nd protoc and port HTTPS:443 - Jomain Name weww.example.com -
Redirect to
HTTPS:443 ¥ Domain Mame @ www.new.com v
Auta-redirection Configuration
r the existing HTTPS:443 listener, an HTTP listener (port 80) is cr he system for fc ing. Requests sent tc B0 will redire 54

=
=

N
ol
&

o

95t 2 ed F AN A FRE Jindex T ML AS

o
1

€ Mew redirection policy

=
(v select domain name o Configure Directory
2

Redirect to a path(3) Operation

Original Path
Jelote

findex

fforsale

+ New Redirection Policy

6. 2lcie M P4 e] A che 3} ZEUTh HrTR 443 AU 0A
https://www.example.com/forsale ©| https://www.new.com/index = BT MHEJESUTH
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HTTP/HTTPS Listener

— test-sni(HTTPS:443) + /7 m| Forwarding Rules Expand v
- @ 75 + Bound Real Server
& - | ]

Rediraction set. The CWM bound with this directory will not
receive traffic any more.
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glolof 7 AREAF A o] 4

2 Z Ayo|E YA} : 2024-01-29 15:56:19

CLB= AR} A1 748 A Y322 client_max_body_size 2 ssl_protocols@} 22 @ CLB QI AE A0 thgh -
g 7R 5 AAsko] ALfRt 2 F AME S5 4 As U
aw :

7} 2| o= = 2007 2] AR&AF A /] ol A& 4= 3
ArE 2} | A LA g4k HEO| E 2 ASkE Ut}

7+ QA AL A} 82} 2| LA 9] Blte] R o gt uiolg E 4 9l &),

AFEAF 2| A2 #lo]o] 7 HTTP/HTTPS CLB(°] A ‘ol Z2]#A|o] A CLB') | A ofgt fa sttt

it}
I
I

CLB AF&2} 214 T4 vl 7pi4:

CLB AF&2F A7 /2 tha 742 Ayt
7L£ U;]P
T3 s o7l 4 1 9] M
&
7| 23k
TLSv1,
TLSv1.1,

TLSv1, TLSv1 .1
: ’ ’ AHEE TS Z2EZ WA
ssl_protocols TLSv1.2 TLSV1.2, TLSV1.3 I TLS = B

dRL:
TLSv1.2,
TLSv1.3
. ssl_ciphers 7] ssl_ciphers 1l 7 ¥H 4= o
ssl_ciphers %%} P %4_?] P N IS AEL
Client 8% sllH & 714 2+= et ot
client_header_timeout 60s [30-120]s % A7t ool 79 408 27
7} REgHE U o
Client 8% sl g7} A= = 712
client_header_buffer_size 4k 1-256]k
_header_bufter_ [1-256] Bufiere] =.7] i},
Client 8% Body € 52 EFJot-%
AIZH2, A BodyE &S5t A7
client_body_timeout 60s [30-120]s o] oz}l tjo|g] H40] Q=85
712 YEPd Yot gt ok o] 7

%408 277} vrghE Y
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client_max_body_size

keepalive_timeout

add_header

more_set _headers

proxy_connect_timeout
proxy_read_timeout
proxy_send_timeout
server_tokens

keepalive_requests

proxy_buffer_size

©2013-2022 Tencent Cloud. All rights reserved.

60M

75s

A8 A4

A+g7F 7%

4s

60s

60s

on

100

4k

[1-10240]M

[0-900]s

[4-120]s

[30-3600]s

[30-3600]s

on, off

[1-10000]

[1-32]k

Cloud Load Balancer

7] 2.7k 1M-256M.

|t 27]: 10240M (10GB).
client_max_body_size”} 256M¥E.Ct
=™ proxy_request_buffering 4} ©]
offofof @ .

Client-Server A& A4 /2] Al7F 0
o2 A5t x| & Aol FAE
Ut} 900s o] /F o2 A stAl 2™
E|Z S A| ZSIA Al 2. A e 4 Q)

= g2 3600sY Y T}

add_header xxx yyy @402 Z2}
ol o] Hhghel = 54 ¥} WE
Juick.

oA E S0l 224 = AlE 2
9] 9. add_header Access-
Control-Allow—Methods
'POST, OPTIONS';
add_header Access-Control-
Allow-Origin *; O A4S

& gUch

more_set_headers "A:B"g A 0. 2
ZetolJEo HIgtE = E4 sl
eyt

upstream B = A7 o] E}QJo}-2

AZFIY T

upstream il = 2 &+ ol L E}Q)

ob2 AIZFI U T},

upstream Bl =oj] 2 & HUj=

Efelobe AIZFI Y

Client-Server A& A 4-& 53 2

49t Ao 24 »gch.

7| E2 0 2 proxy_bufferol] 44 ©
ol ¥ o] 37191 Server S 5l
t]o] 3 7] Yt} proxy_buffer_size
2 AF2-5& ™ proxy_buffers7} 5A]
of] A7 =] ofof gt
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&2 Tencent Cloud

proxy_buffers

proxy_request_buffering

proxy_set_header

send_timeout

ssl_verify_depth

proxy_redirect

ssl_early_data

8 4k

off

X-Real-Port
$remote_port

60s

http:// https://

off

©2013-2022 Tencent Cloud. All rights reserved.

[3-8] [4-16]K

on, off

X-Real-Port
$remote_port
X-clb-stgw-vip
$server_addr
Stgw-request-id
$stgw_request _id
X-Forwarded-Port
$vport

X-Method
$request_method
X-Uri $uri

[1-3600]s

[1,10]

http:// https:/

on, off

Cloud Load Balancer

SRS EE]

Mol = CVM QA E
AR T
off Zeto|AE 2% EES 7} Als}
2l FEUt 83 S #4135 T CLB
AAE AL o] & HiQIE CYM Q1A
HAR 23 Zgdto] gl

X-Real-Port $remote_port Z2to] <l
EXE,

X-clb-stgw-vip $server_addr CLB
VIP.

Stgw-request-id $stgw_request_id
8% ID(CLBOI A TF AFE-H).
X-Forwarded-Port CLB 2| A1 ZE.
X-Method 22}o]AE Q% WA=,
X-Uri 2ol AE 2% URI.

Huolx ZetolAE 20| Hlole] 2
% Eelobs Alztez WA 2 A
% 717¥0] okujzt £ 7he] A to]
B 1% 219 Atolo] A7 A Y

o},

ZetolAE QJISA AU A
Depthd Lc}.

AAE" A7 g d == Al
2 13 QX (F T 301 == 302)2
HHeHSHA proxy redirect= QE S
g 918l HTTP 85 9]
Location &=+ Refresh E =0f| A http
£ hitps2 ATt

TLS 1.3 0-RTTE &/338}stA L H|
/383yt ssl_protocols®] 2 &=
Zroll TLSv1.30] Z3HE 7 9ol gt
ssl_early data”} 225 Ut}
ssl_early_dataZ &/33}35}7] Ao
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2 Zeo] 22o) 97 e Lok
Fuh,

o

: HPACKO 2 ¢4 24 3t 9] %
http2_max_field_size 4k 1-256]k L
p2_max_fisld_ [1-256] o 27]( Size )2 AFFUH
error_pages T-/d ot HE=A] A}
proxy_intercept_errors off on, off Z1of| proxy_intercept_errorsS on2

= dAsoF gy

=74 95 3.2 (Code)el thal vl 2]
Jo]E URIZE BEAIEUS. 718 &
o (Response) T.E9] 7] 23k 302
error_page ) error_page c?de [=1 olUch URI. | 2 AlzF8iok 3]
response]] uri Cherror page2 T4 5He] @ e A]
AFAof| proxy_intercept_errors= on
o =2 dAsioF gyt

ZEOIAET FHE 71Tk A]
. ient ab » " CLBIAEIARL A S B= 49
proxy_ignore_client_abort o] on, o A A el CLB Ol AEIAZ QA
st ddE FeUh
A

proxy_buffer_size 2 proxy_buffers gtoll T3t 2 7 AL 2 * max(proxy_buffer_size, proxy_buffers.size)
<(proxy_buffers.num - 1)* proxy_buffers.size. ol & =©°1 proxy_buffer_size”} 24k°| ™ proxy_buffers+= 8 8k L tt. 2 *
24k = 48k, (8 - 1)* 8k = 56k X! 48k < 56ko| 22 L4 2 77} ql&Uch

ssl_ciphers 7’3 4™

’d 3 ssl_ciphers & 23} A F2 OpenSSLAlA] AHE-oh= A1t 5 st PAlojojof Fyrh dale]E H52
0]’49] <cipher strings> YUTH g ¢ig|EFS V= FESoF FUTH ALLS & ¢ 2| &S YEFEY
e Y ES EAEeHA] ES R v 4 eSS vhA ) QA £ o] 58S YERd YT

7|2 A v & *éﬁPoﬂ et 4535 d1E]E& L 1aNULL: !eNULL: !EXPORT: !DES: |RC4: !MD5: ! PSK: | DHE

Yyt

7123k

L‘L
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ECDHE-RSA-AES128-GCM-SHA256 :ECDHE-ECDSA-AES128-GCM-SHA256 : ECDHE-RSA-AES256-GCM—-SHA3

o7 4= 9
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Cloud Load Balancer

ECDH-ECDSA-AES128-SHA256 :ECDH-RSA-AES256-SHA:ECDH-ECDSA-AES256-SHA:SRP-DSS-AES-256—

CLB AREAF A7 778 ol A]

1.CLB 40| 2191513 9% Abo] Entol 4 AR A H 74 2 rt

2. AHE AL A A w0l Aol Al Bl e Aestn g 2
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@ Tencent Cloud Cloud Load Balancer

3. A& A A T4 4" T o] o A

1
0 REARE YT T HRES FYFU

& Create custom configuration

Specifications
Configuration Mame test
Region Guangzhou

Code Configuration 1 client_max_body_size 2048M;

2 proxy_request_buffering offT;

Parameters should accord with the supported configuration iterms and requirements, Parameter De

Completed

4. AHEAF AH T Hlo] A 2 SolrhAl A 2. 0 2Eol A QAR A Bl S Zgch
5.1 26 20| Hlol o' ] m|o] z]ol| A B}l T8 CLB QI AEIAS MEjetn &S FYhc)
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Bind to Instance p 4
Select CLB instances(Classic CLEB Is Selected (1)
Q ID/Mame
ID/Mame
Cancel

Submit Close

6. AL AL X4 A Hol Mol A T IDE Zsto] MR R Ho| XS YUt vielgH QAR AL el
g ARIA ol A U 4 Y5

7. (A8 A1) ol Al A 2B A B2 wlo] Aol A sl AHEAF XA 74 ARE B 4 A&UT

A :

ALBAF A\ 74 BRI 0] IARIA BEof EAIE A oW QEE AT BAjeo] gl

( g Uk Fd AR A H5 = thgt AAtoll A AR A A T4 vhlgre AdEskar el

o). 2% sjo| o] ‘b2 A4 74 Hhel Y Fo| EA| = ofof Fuch,

o
ok

=
=

i

T 1o
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&2 Tencent Cloud
ID/Name % Mon... Status VIP Availability Z... Network ... T Network Health Status Bill
Pay
Guanazhou Health check -1
D MNormal Zonei Public Network Basic Network not enabled Cre
(Configuration) 20:
13:

e Y AE R

ssl_protocols TLSvl TLSvl.1 TLSv1.2;
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client_header_timeout 60s;
client _header_buffer_ size ak;
client_body_timeout 60s;
client_max_body_size 60M;
keepalive_timeout 75s;
add_header XXX YVVY;
more_set_headers "A:B";
proxy_connect_timeout 4s;
proxy_read_timeout 60s;
proxy_send_timeout 60s;
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gj|o]o] 7 =m0l o] 2 xold 9l YRL FHX

2| Z Ad|o|E Y&} : 2024-01-04 19:54:02

TZMHASE
glojo] 7 &l #o]o] 4 CLB(7]& ol Zg|Alo] A CLB)S] =2 AN A& th23} 5y th

HTTP/HTTPS for Layer-7 TCP/UDP for Layer-4
forwarding service process forwarding service process

CLB instance CLB instance

! .

Protocol: HTTP Listening protocol: TCP
Eld  port: 80 KL% port: 8O

Listener Listener

— |
- — k3
Forwarding domain name i

Forwarding domain name

text.gcloud.com image.qcloud.com CVM1: BO CVM2: B0
I l I l 1. Real servers are bound to forwarding rules
2. Ports and weight can be configured for each
° server in the listener
Forwarding Forwarding Forwarding Forwardlng 3. Session persistence and health check can be
URL path URL path path URL path configured in the listener

/text

Al
S (5 (3

CVMI: B0 CVvM2: B0 CVM3: B0 CVM3: 81 CVM3: B2 C

1. Real servers are bound to forwarding rules

2. Ports and weight can be configured for each server in the forwarding rules

3. Session persistence and health check can be configured in the forwarding rules
4. It is supported to forward multiple domain names

Flo]o] 7 CLBE A}-&5}0] HTTP/HTTPS Z2E 22 293t 79 CLB 2| AuolA] 9 722 A48 uj 3)
T =l o] 52 F7HE 4 sy

stube] 2ol AR 4 49 VIP + URLS 5

olg] Y9 F2 o] Y= A VIP + URLS AHSSHTHI s A 2
Ae BsUdh 29 A 0] A8 EH =4 FlstH =l

HE #2E 4 W VIPE of2] =l o] &l s 4 &

+ URLS &5l AlH] 20 HAjAc e ZS AT

T2 9 M| 2o] YA AT 4 Qs

HE =oQl o] 5 + URLe| thk A 27} 2 =]
o]2 4+ URLoY| A1 M| Asfo St 2 ojg] =
Ytt. o] 42 VIP + URL®] obd A A= = Q] o] &
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o]0} 7 m Y 74

ZoQl 29 4

glojo] 7 CLBE tHE =HIQl o] &7 URLS] 23S thE A &2 x99 e 4= JEFUTh 2lo]o] 7 gAY = of 2] Tu|
Ro]go2 FAT Folon, 7 =gl o] 2 of2] XY ARE FAT 4 AH Yt

ZJH =mQl o] 52] Aol At 1-80%t

_ AT S glsyoh

www .example.com I} 22 g5t TH|Qlo] A AFH YT

etd e =iQl o]2o] A YA FAE . example.com EE www.example.* P29 =H|Ql o]Emt
AdEUh &, A Eeste =]l o] 52 + & AZStAY Eube & #iTk YEpE Y}

A4 2909 =)l o] 59 A% RS ZAHECl+= a-z 0-9 . - 7 2gEYo

Z9E EHQl o] §2 A AlS ALYk FA] =HQl o] &

AhEE ZAHE: a-z>0-9

) L]

~ 2 Al &efof st o 'k UERE 4 QIG5 U T

CLBOY A 2| ¥5t= 4] =HQl o] 9] oAl =: ~~www\\d+\\.example\\.com$ YT}

0-9°°. - 2 =~ = Ed RNY & B2 B K2 KB BN N

=998 =oel o] 5 o

Ut ol F2y

1. 299 2o =uQl o] 2 thAl IP A4S st 29 Y 120f of8] URLS FA5HH VIP + URLS AH&-5to]

A 20f AM AT T

2. 29 FH A HA| =0l o] §& TH5HT TYY TgNA of2] URLE 7AHH =09l 0l F + URLS A&

Stof AH| 2of A A A,

3. 29 740l S =slE Eolel o5& HYaT EY Lol o2 le) URLE et 248 Eulel o)F

I+ URLS] th & &5l AH| 20 M ASHA U of 2 =<l o] §o] 5YUS URLS 7] 7| =% dfefH o
2 A AFREE 4 S YT example.gcould.com = o2 EWH AL o2 &y

A8ts] A A3 =Ml example.qcloud.com I} FA3] Yx|st= THQl o] 2
example.gcloud.com = Byt

HFAFGUYEIE: * . geloud.com T Zo] AR &= A U 2|49 24 Tolo] gl BE Tl o] &3} uj

gyt

T
it
rE

HuAL U EFLE: example.qcloud.* o o] A H Al ¥z & &= HA) 2l &rjlo] Jls BE =H|Ql o] &
o mi ey ot

A A2 ~rwww\\d+\\ .example\\.coms

A eof: AFS] LA > HFAF A ETLE > Hu|ab kA EFRE > At 4] DX, of 2] vh Y 2 o] BAJetEA] ke
= 2o A =l 0]'—3—% Ab&shE 2ol FE U 18X dom 22 2o o E=m]l o] Fo] 3 ¥l 5| E
2o 2k vy Aot g 4 sy
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4. 29 FH o)A =0Q) o] 52 75 Y TN B BiY L 9% URLS PAHE A9 AL UA &
2.2 ALg AL FHlAE £ U EALE §2 Fobstol WAl HH S AAT 4 AUt
o2 50 URL ~*.(gif|jpglbmp)s E YA BE gif, jpg ¥ bmp SHAT ATk

7|2 E0el ol g 3
239 ©Hdl o]2o] FH 1} Yx|5}A] oW CLBE 232 7|2 =1l o] & (Default Server) 2 2 T Jgtc},
B A SIS S g

£0],CLB19] HTTP:80 BAUHE www.testl.com % www.test2.com ©]2h= F 719 =H|Ql o]&
o2 FIHEH, q7|A www.testl.com = 7|2 TH|Ql o]EdYth AFEA7F www.example.com = HES}

H A2|5l= =HQl o]20] Qlou 2 CLBE= 24 E 7|E Tl o]l www.testl.com 22 ZLgh )

HTTP/HTTPS listener(Configured]

—  hitp-80(HTTP:80) + /S W
+ Default access &2 4
+ 2 /s +

Aty
of &= glojo] 7 glAuo] 7] 2 TH|Ql o] & /4 o] B AE] Algtoln 7| B T Q] o] & /]

&
o
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ird
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44
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O|E 232 7|2 Z=H|Q o] &

o=z xoldgyrch

glojo] 7 gl A o] 7|2 =H|]l o] o] F/dE o] YA B2 B thE 2 X|5kA] g= Seto ]ﬂE 32 CLB
oA ZET A HA| =HQl o] o= X oM L H eATOE 5

T/ A WA A 7Fobd £ JAEUT.

20209 5 18U FH:

HE A glo]o] 7 gAY oll= 7] &H|Ql o] Fo] glojof ftY . go]of 7 g A o] A WA 120 7] & =l o] &

o2 AUt} APIE F3f 2o 7 1+ & A/d 51 DefaultServer B E7} true2 A HU .
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ot
T
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fu
Iy
4>
>
rir
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712 20el o] Zo] FAH LE gavie] B9 712 7|2 EulQl o] B £HFIAL AT o A 712 ool o] 2
2 Aok Fuith Z&N AAS +WT w4 7|2 E02) o] 5 Aok AU APIE EE o] A e 4
P ) A 7|2 =02l o] 52 A oW CLBE riA| =62l ol 5 & 71 U4 A E o824 7)1 o

lolgo 2 dATYrh
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&7 A& 20201 5 18U FE FXA o2 AJFY Fo|H, ZF Al Al L Ab= th4 Aol 4= A5 T 2020
69 204 FE] TH|Ql o] Fo] I E 2 E gojo] 7 A= 7] EHQl o] 5 ZHA HY

7142 =HQl o] Zoll thsl ok vl 7HA A& 3T 4 As Yo

ZF1: glojo] 7 gl Aol tigh A HA 2Y 2S4S uf 7|2 Tl o] Fo] &/d3} AFEfofof Fyrt.

o?c.

CreateForwarding rule x

o Basic configuration

Domain name(3) www test.com

Default domain name

f a client request does not match any domain names of this listener, the CLE instance will forward
the request to the default domain name (Default Server). Each listener only can configure one listener

and must configure one. Details

URLG) /
Balancing method(® Weighted round robin v
WRR scheduling is based on the number of new connections. The real server with higher weight

stands more chances to be polled.

Zrd2: @A 712 =r]l o] 52 HIZ AU o
g A1 ofgfofl of 2] =H|Ql o] 2 0] QI AL A 7|2 =l o] 2-S H|EA 5 uf A 7] & =mQl o] 22 ] 5
oF gyt

EditDomain name X

Domain name(3) www.test].com

Default domain name C)

If a client request does not match any domain names of this listener, the CLBE
instance will forward the request to the default domain name (Default Server). Each
listener only can configure one listener and must configure one. Details

Mew default domain name www.test2.com -

Please configure a new default domain name

2] 2 Lo el o= o SFFF QI S ol o5 o] /T2 =l ol 5 2 A% B FeT % glsych

©2013-2022 Tencent Cloud. All rights reserved. Page 84 of 233



&2 Tencent Cloud

EditDomain name

Domain name () www testl.com

Default domain name

213: 7|2 =0l o] 2 A g et
#1221 ofefo] ofed 019l ol qg%%%

can configure one listener and must configure one. Details

Are you sure you want to delete this forwarding rule?

Listener http-80 (HTTP: 80)
Domain name www.testl.com
Rules /

Bind with backend service(D 0 instance(s)

f a client request does not match any domain names of this listener, the CLE instance

will forward the request to the default domain name (Default Server). Each listener only

New default domain name () www.test2.com -

gaufo
&4t

Please configure a new detault domain name

249a: 2 21 S20) 4 7|2 £0]Ql o] 22 w2 £HY 4 AsUth
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HTTP/HTTPS listener(Configurad]

—  http-80[HTTR:A0) + A mW Forwarding rule
- Default access & + Backend service
G |
— [,a &

Set it as the default domain name | me

ZYE URL FE 74 73

glojo] 7 CLBE= X & 9o th2 URLS 23 & O E A E 2 d T 4= 1o & =uQl o] Fof tisf of2] =
APGE URLARE AT 4+ JE5UT

299 URLS] Zo] AgH: 1-2004t.

B4 =Y URLS /2 AZelok st a-z a-z 0-9 . - 3 8 E
2 M EE AHgsiof Yot A RS TRy T

Z Y H URLE 41 Al L.

A URLE  ~ 2 Al&sfiof ofm, ot Mgk Lebd 4= 95 YT

A URLY] 49 faet 22 e a2z a2z 0-9 . - 'A-01"K-0 KK

frt
I
ok
St
Jo
for
&

S 8 Es el &S U
A URLY o= ~* .pngs ¥ & AFYT

&=
j_ot
ol
(i
cC
T
—
)
n)
et
2
o
4
i
rlo
o
oo
=
My
)
T
iw)

ZAYE URL A= Ux]) A9
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e
. -
Vi
Domain name: Forwarding rule 1:
—— g0 -
example.qcloud. com URL:/testl/image/index1.html ﬂ E
CViMz2
Forwarding rule 2:
— Bl -
URL:/testl/image/ R E
CVmM3
Forwarding rule 3:
20 I~
URL:/test2/video/ R E
CVi4
Forwarding rule 4:
— — 8080 —»
Default URL:/ E
CVMS
1003 2 7P 2 R0l A& 7IRhe = Hehgt A2 7F ] #3E w2 A7 3 E U
oAl E S0 ek Lol xY 3] % Y AFS T T o3 2o & x99 I A2 AT
1.1 example.qgloud.com/testl/image/indexl.html < Z Y F2 10 o3l +/dst URL 2 } HE5]
AR E, 242 Zd 213 A2 E A AH], 5 =0 A CVM1 9 CVM29] ZE 800 2 g gyt
1.2 example.gloud.com/testl/image/hello.html Ol&= H&3S| dx|5t= FEo] gleunz 71y 71 HE
PR E7|Eo 2 9 FA29 AX gt mebA 232 29 229t A2 H AA AW, = = o)A CVM2

2 CVM3e] L E 812 Mgyt

1.3 example.gloud.com/test2/video/mp4/ ©li= BE3d] LX|5t= FEHo| gleBZE 7MY 71 HFo] A&

7I9ko 2 ol 233 XYt whebs 32 29l 233 I E AR MY, S oA CVM4S] L E

902 Mgy},

1.4 example.gloud.com/test3/hello/index.html ©fl= A&3] Ax|sl= &0l gl7] W&o FE ] H

2] 9] Default URLS! example.gloud.com/ I} 7} 71 H5Fo] L= +

FastCGl(php) ==+ Tomcat(jsp) 2t 22 A A A¥ 2 2428l Nginxe=

1.5 example.gloud.com/test2/ ©l= A&3d| AX|ot= FEo| gl7] W&o FE O —.E‘]E‘]i’«] Default URL?_]
example.gloud.com/ ¥ 7} 71 JFof X =2 Ayt

2. /374 %F URL 120l A Au]A7F At 2 2H55HA] 2 4%, i A3 & & Ho|A = gy A A=A g5UH.

o & So] Z2}o] E7} example.gloud.com/test1/image/index1.html2 L 3to] = F21137} 2] AUt 514

2o 219 AR A = 0|27} 1AL 404 257 B o] A 7F UEFE U T 404 257 B o] 2| 7F A A v THE B

o) 2 2cie e 2] = ST

3. Default URLS ¢+ 2 Q1 ]o]x]( o: A7 H|o]A] T+ EH|o]A|)2 XAt BE AA| Ao v}QIYS}= Zlo] £
Ut d25t= F2]o] loH Al A'S Q- Default URL o] X 2 X7y th 18 %] kO™ 404 2 F 7} ¥HAY
st 4 syt

4. Default URLS A A1) 211, Ax]st= o Fxlo] glom, AjH|Ac] AN AT o 404 2 F7} HrgtE U},

5.2c]o] 7URL 4 &2 &0l 3= €Al Fal: At URLe] / 2 ZuUAIT SetoldES HAML 3o / 7h =
FEA R A 22 / B Ede AR nPAag Y o301 2 HHA).
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& Eo] arTP:80 T2AUNA FTAHH =Ml o] www.test.com YU T}

5.1 0] =m[Ql o] & ofaliol A URLO] /abe/ <1 A%

Zeto]AEZ}L www.test.com/abe O YMASHA www.test.com/abe = 2o dH Y
Zeto|AEZL www.test.com/abc/ Ol M| ASHH www.test.com/abe/ 2F YA|&Yc}.
5.2 o] =m|Ql o] F otefjoll A URLC] /abc < 4%

ZTo]AEI}L www.test.com/abe O M ASHH www.test.com/abe 2+ LY Th

ZHo|AETI}L www.test.com/abc/ Ol DA ASIH www.test.com/abe/ = UX|Fu Tt

2flojo] 7 /gH gl 7 A

e el =0Ql o8 74 7Y
Al 29l =09l o] -2 @lo]of 7 CLBOIA AA| Auio] FejE ZAIsHe Bl AL SHE =r9l ol 52l Yk,

o] A% 1 - 807

7124 ZA Y Evel o] 2.

AAle Aee A oy 29 9E Erjel o) o] A=t EuQl o] 591 A WA H o S HTA)S A4

Fast 22 Agol= a-z 0-9 . - 7} Z2SE U oA]: www.example.gcould.com .

FHl ZRl 2+ 2lo]o] 7 CLB7F A A A ] el E A 6h= | Aot URL FE2d Y.
Z o] A5t 1 - 2004}
7| &: / B AASH= AMEA G RS AdED 43

/
A2 AL E 2] EEUTH AFE] E21-E 9] 5h H| o] 2])S A= Aol EFYTH
ot 2 o= a-z Az 0-9 . -  _ = 2 : 7FAHEYLh o: /index .
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CLBollA QUIC Z2EZ A&

2 Z AY|o|E Y&} : 2024-01-04 19:54:41

QUIC T2 EZ LS A}851H Y| EY A7} oFst AL Wi-Fiel 4G 7H2] Bl S d3ta} 222 Ajubg] QoA z21dZo] 2 Q
3ol Appell o w2 A HA A thESHE E44E 4+ d5Uth EF2 CLB 2404 QUIC Z2EZ S 5=

e ey

QUIC 7l &

QUIC(Quick UDP Internet Connection)+= Google°ll A AAIgH M4 gojo] U EQ I T2 EZE UDPE AHE5to] 5
A glolg 2E S t}=55tth Y] AFEE = TOP+TLS+HTTP2 Z 2 & 21} v w3}e] QUICH| &= the 3t 7+
ol AdE YTt

A4 AA A zto] GEEEYTH

S Aol g YT

HOL (head-of-line) 25 =517 913 BE|ZH A S Ao

A7 mpo] 2ol d g A eyt

QUIC7} &4l 3=l M Selo] A E = CLB(Cloud Load Balancer) Q1 A& A2 QUIC AZ2S AT 4 A5t Safo]
AEQ} CLB JAAE A 7he] FAFo & Q3] QUIC A Z o] Aufstd HTTPS = HTTP/27F A H Ut} 18U CLB
ANAE AL E]d AHE o] W3] HTTP1.x T2 EZS AR

CLBQIAHATIQUIC ZR2EZS A L],

IPv4 2 IPv6 NAT64 CLBYF QUIC =2 E Zo] U= |Pve B A2 32 2| Y= %] U,
#lojo] 7HTTPS 8217} Q= 35 % CLBYF QUIC Z2EZS A sy}

A1 Y == QUIC HZ: Q050, Q046, Q043, h3-29 4! h3-27.

P
A A
1. 2 Qof mz} CLB JIAKAE YT} AHA|SE Y-8 Creating CLB Instances& st Al 2.

v

CLBRAAHAE /4T o g o= Ho]d, “goto] =& ‘FHlo|'E HdEst1 HEQA R0z F3Y'= Y

et

2.CLB #££0of 219135111 Y& Alo]=Hloj| A CLB IAEH A Fe & S gyt
3. ‘CLB 91 AEl A ]’ #| o] 2] 9| 4] Cloud Load Balancer &2 A &gttt}
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4.'CLB’ B 1 m| o] ] o A "wijo] A", “g5lo]” Ee= FHto]’ 2l iol M A H 55 CLB IAHAES Zhal 249 & of
AollA Blay S 2=
5. ‘8| Au] ]’ o) o] 2] o] "HTTP/HTTPS 2] A oA AJAd-& S 3yt
6. Bl AL A/ mlo] A oA £Al ZES] TR EZRE HTTPSE AU 02 1S dEst Al&S 283y
ot
7.2 &1 HE "loA Y E 2lad LB + & 2P YT

EAd 2] A/ w0l Ao A QUICE &/ 8tstal 2
sho] 7|8 A& gyt

o
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ox.
il
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re
iz}
Il
|
o
=
iu)
o
o
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i)

CE:R

HTTPS Z9]3 7142 448w QUIC Z2EZ S &/dshet 49 Yol B met QUIC 22 RS2 &/ otst
L H 2ot 2 S U HTTPS 299 1132 AT o QUIC 22 EES B/dstst#] &2 3¢ USol &4
& glsdth

UDP =2 EZS 7|80 & QUICE CLB QIAEI A9 UDP ZEE AF&3HU T HTTPS 2| Aol tis) QUICS 43}
5 UDP % TCP ZEZ} A& H Ut ol 2 E0] HTTPS:443 2| A Yo th3ll QUICE E4Jst5tH TCP:443 &
UDP:443 X E7} B 5= A2 5|1 TCP:443 =+ UDP:443 8|24 & A& 4 ¢l&E Yyt

AN
& AH

o

7|8 Al o] @B EH T Health Check & Session Persistence® A3 4= &4},
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CLB Q12E ~0] SNI T}2 Q12 A Hiel 29
2| Z ddlo]E @4} 1 2024-01-04 19:54:55

A o] Z FE A (Server Name Indication, SNI)= A H e} Seto]AE 9] SSL/TLS &= 7 A 5H7] 98l sk Aw 7t

She] /IS AT AR 4= Sl A& s E 5] Ao AAE ASUTE A H7FSNIE A ot= 49 A7} of2] QI
U&= ofrjgyth. S0l A Eo] SNIE A-&-she R Afufol tigk SSL/TLS A2 o] A4 =7 A

A7gsflof dynh. 2™ A= =Rl o] 55 7|HFe 2 A H QIFA & whekgh o)

e
%I\

Alute] 2

oo} 7HTTPS CLB gl A= Al HFZ oA A2 th2 = H|Ql o] ZofA] AR 4= Q1= o] QlZA] vl 1} 2+
2 SNIE A LUt} o & E0], CLBRAAH A9 5=U% HTTPS:443 FYAUOA * . test.com 2
* . example.com Of thsl] Z+Z Q1F A 1 & JAFA] 25 AFE5to] o]2lsh =2l o] 2] @& F 7ie| thE A H

HER AT 4 Yy

rir

A =4

1.CLB Z&o 213t}
2. Configuring HTTPS Listener& Zralsto] 2l A4 E FAJs5ta SNIE &4 54ghy ).
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&2 Tencent Cloud Cloud Load Balancer

Createlistener X
Hame test-sni
Listen Protocol Ports HTTPS v 1443

Enable SMI(T) O

1. If you select HTTPS protocol for forwarding, the accesses from client to load balancer is X
encrypted with HTTPS protocol. HTTP protocol is adopted to forward requests from load
balancers to backend CVIM.

2. The load balancer serves as an agent for the overhead of SSL encryption and
decryption, and ensures Web access security.

3. You can go to S50 Certificate Management Platform to apply for an S5L certificate for
frae.

4. To enable SMI, you do not need to configure the certificate here. Please configure it on
the domain configuration page.
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CreateForwarding rules x

o Basic Configuration

Domain Name(E) ".example.com

Default Domamn Name D

equest does not match any domain name of this listener

the reguest to the default domain name. Each listener can only be ¢

ilt domain name, Details

HTTR2.0 D

Falnee ethed Weighted Reund Rebin -

If you et 3 same weighted value for all Cwhs, reguests will be distributed by a simple

poaling pal CY.

Backend Protoool(f) HTTE -

CLE will forward

onfigured with one

j o~
5L Phrasing One-way Authentication{Recommended) ~ Detailed Comparison =

Mote: Choose S5L two-way 3

Server Certificate G Select existing Creata

Please select v

hentication if you also need a certificate from the client.

Get chent IP Enabled

GZip COMPrassion Enabled{j:'
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2 AH
2l AH 7 e

z|Z AdlolE Y&} 1 2024-01-04 19:55:13

2 M= YA E CLB Qa8 20) vl g 5 o] 238 2] 2]shE CVM ol A8 AU th CLB ListenerS 4 8 ]
CVMRI2HAES 2] A ¥ 2 viQlgsof gt} CLB= thYF3t Round-Robin MethodsE B3l 23S 2|d A H =
Z 2 5to] o Ef Aol e b/ d Tt A= & AUt CLB QIARI AT} Q1= 2] 9 Skt o] 4 2] 71Hg-E ol A
CVM QI AEI A S vlel g sto] ofZel o] ATAS asb wel Am A e Heket 4+ Ltk

= 0] AlS

o] A4

2yt
CLB7} o8] 7oA AAMEE 4> A =5 ¢ I TCP A2 S RAIT 4~ AEE Session Persistences &4 2tstoq

Web A1H| 2] 2515 F0] 1l CLB *] 2| F& 7N A5t Z o] E5UTh
A QI AE A0] Hob 120 CLB 2] AL TE 2 Al 3HQl I
AI$t Wj-8-2 Configuring CVM Security GroupsE &1 5Hd Al 2.,

=
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2| g AH| ]

2 Z ool E Y&} : 2024-01-04 19:55:28

CLBE= /g2 oz A== L An 2”2z 242 2oyt 282 B ool 4zt £+ CLBE A& AH&

%j_X-]] Z A
CLBJIAEIAE A5t 2lAHE AT Y AHA|SE &2 Getting Started with CLBE F 15 Al 2.

al,
CLBol Y A¥| 7}

ck:

CLB IAEIAZ} Auto Scaling 152 A2 & o] 1™ sid 1&2] CVMO| CLB2] 2|d A{Hjo] A5 o & 7Y

t}. CVM J Bl A7} Auto Scaling L&A A AE ™ CLBL] 2]d AH oA AH-5 o2 AbA|E Ut}

APIE AHEsto] 2| A& F715h= Wi of] thdt AhASE W82 RegisterinstancesWithLoadBalancerg 3154

AL

CVMHY =L A7 o] 213l H] BGP ISP(China Mobile/China Unicom/China Telecom)& A Eist 79 EzfjuH 2 1l
9 A wj7] 2] CVM 1A' ARE BRI S 4= 5 Yo A7 2 ISP 73 ofl o3t AFAI 3 -8 Checking

Account Type 2 Product Attribute Selection= ZrIL5H Al 2.,

1.CLB Z&of 2213ty

2. UAEA #E] Ho] o A ‘CLB’ QIAEI A9 @ BZof 9l gAY A& Yt

3. glAay 4 do] x| ol A ¥l = CVMol| BiQIF & 2l A & Adeigty ).

HTTP/HTTPS &4

311 HTTP/HTTPS 2l & Aldof| A et 2jAau f&o] +5 ST

o
B
e

test-hitp-80(HTTP-80)
3128 =H|Ql o] 59| AFo) Y= +& S FY
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= test-hitp-80(HTTF:80)

3.1.3 ¥4 URL 425 Aesta vilg & 23t

HTTP/HTTPS Listener

—  http-test(HTTP:80) Forwarding Rules Expand

- Default Access Bound Real Server
[ Lo | ©

CVM ... Port Health Statu IP Ad... Port Weight Ope...

s@
® Bound real server

TCP/UDP/TCP SSL 221
TCP/UDP/TCP SSL 2|21 AlM 91%0] £ 2o x] wil= CVMI} uHRIG E 2|24 & M Esto] uilg S S 3y
o},

TCP/UDP/TCP SSL Listener

ipvB-ssh(TCP:22) Listener Details Expand +

Bound Real Server
EX ¢
CVM ... Port Health Statu  IP Ad... Port Weight Ope...

s@,

Bound real server

4.CLBRIARIAES 2| et uielg eyt

H ;2] A el e} urol e tf 3t Abzloll A CVME 22513 CVM QA ABI A S 51} o] 4} Melsts Zg Y L E} 7}
22 dgstn FUS Yyt ZEO] tht AMIGH WE- M 8 ZES ZUFHA AL,

A:

CLB QI AEI A7k ol2] 2] Aluoh uhol e o) Hash S 12l Z2 A& 5t} Eofm e 9 YatLic.
%37} 252 23] of Bo] Y YHLITh 2k Mol 0-100(7| 22k 10)U LI 002 Aot 2] An| = A
Q4 2N ZATYTH AA 244 Bssra 2 o] @3o] na] BAkE A ehg 4 Qg UTh AMF
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Cloud Load Balancer

W82 Load Balancing Algorithm Selection and Weight Configuration Examples& Z1 s Al 2.

Bind with backend service

X
Select an instance Selected (2)
CvM ENI Instance ID/name Port Weight @
IP address ¥ Q

= T

Add a port
LI b =20 80 - 10 + Delet
Instance ID/name - elete
v Ik T A TN e VRS Add a port
"=t WO "N L 80 -_ 10
Delete
-
v I il -

10 v /page 1 /1 page

42 A ul Y E VM QI AEI 20 ALY A EE Zho] U3 A9 2 A} uhel g He ol 4 CVME
2Ysta TE G2 AUk Y VM AL AS HEskn 715X e g Bele 2Ysto] AT wilg
A
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Bind with backend service X
Select an instance Selected (2)
ENI Instance ID/name Port Weight )
IP address ~ + Q . e B Add a port
- TN TN |30 - 10 +‘
Instance ID/name -d Delste
Wy CiETT T BT w—p el - Add a port
o R 0 et B P 80 - 10 + Delete
v gl o, | -
10 v /page 1 /1 page

CLB2| Y AH] 715X +7

2l AW 7hEX]= YT CVM 83 5 240Ut 2 d AW E RIg S ) 7k & n) 2] A7 sioF gy
22 ‘HTTP/HTTPS & A4’ (TCP/UDP/TCP SSL glA o= A 8%)E AHE S uff 2| MY 7152 & A5 9

£ HoqFYyo

A:

APIZ 2] MY 7= 5 445}

CLB 2| A o] 7}52] o] i3t

1.CLB &0 2313t}

= 9o i3 AAIE W-&-2 ModifyloadBalancerBackendsS Z It Al Q.
A2 Ul-8-2 CLB Round-Robin MethodsE 2115k A 2.,

2. AAEA 2] wo] 2o A ‘CLB A AT A0 2 B0 9= FaY 442 ST
3. HTTP/HTTPS AU Al %o 91—: SEo|AM AAEA Bl B AL 72 5 BA BASHL URLS A =gyt
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—  http-test(HTTP:80)

—_ Default Access

4. HTTPHTTPS 2| A4 Al @ 250 M F50|A sid A 714 & s34

ek

7VE27F 242 20| ¢ o] ZAYGH Ut ZFHQ=0-100(7] 27k 10)YUth 022 A3 2| D M= A
2% 542 FAFYTH AH A4 42 TS Hd Auo] 23o] T2 BAER e 4 AsUch A4l
82 Load Balancing Algorithm Selection and Weight Configuration Examples& &35 Al 2.,

HHlq: ohel Bl e cVMe] 7HE%] 4

411 7t52E #4E CVM A 2"H A ghop npe A5 sl 75X of] bt} oL

CVM ID/Name Port Health Statu  IP Address Port Weight Ope...

80 4 1 Unbind

Edit

80 10 Unbind

412 7453 274 B Hol A A 7t

BH2: o2 W= CVMe] 7t &

4 ol
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m Modify Port Modify Weight Unbind (:)

CVM ID/Name Port Health Statu  IP Address Port Weight Ope...
s@®

80 10 Unbind

80 10 Unbind

412 7vS2 27 HY B A 7S E dEst Alge 23

CLBE ZY A ZE 273

CLB 2&0lA 2|d ¥ ZES +4T 4 lGYth o232 HTTP/HTTPS 2] 21 (TCP/UDP/TCP SSL 2| &4l =
&) EAHEE ol 2ld AlH LE S HASH= oA & BojFUT

A:

APIZ 2] M ZEES £A5t= W of that 243 8-S ModifyTargetPorts Z 15 A 2.

1.CLB &0 211t}

2. UAEA T Ho| x| oA ‘CLB QIAEI A0 @ 2&0| 9l gAY LS YT

3.HTTP/HTTPS gjA U AlAd YZof Q= B2ojA] QA A T gl A F2S Ha] A5t URLS Aeighyct

— http-test(HTTP:80)

- Default Access

4. HTTP/HTTPS gjA U Aol R E& EEoA s AH ZEE Ut ZE He] ¥ of tf gk 2}A|SH L&
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[=] ©

CVM ID/Name Port Health Statu IP Address Port Weight Ope...
8 10, Unbind

Edit
80 10 Unbind

412 ' LE 57 T Aol &
Ho- o] Wil = CYM ZE 9T 44

=
Hel
[m
£
o
o
1
_O'L
&
Ry
e
o
ruju
q
2
L
o

m Modify Port Modify Weight Unbind C)

CVM ID/Name Port Health Statu IP Address Port Weight Ope...
s@®

80 10 Unbind

80 10 Unbind

412 ZE £ 1] oA A ZE ZH2 sty A& e g

CLBOlA 2|d Ay Hllg 3jjA|
CLB Z&olA BRI H 2] d A e S vlel g a4 8 4= 9l Yt thg-2 ‘HTTP/HTTPS 2] A1 (TCP/UDP/TCP SSL
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http-test(HTTP:80)

Cloud Load Balancer

Default Access
4 HTTP/HTTPS gJ& U AlMdo] o 22 B 2o violgd W 2|d Au 9] vlolg S sjA|g Ut
HH 1 o vl CVMS BFQI Y s gy o}
411 thA CVM Q1 AE

=

HAS Helsha 9 2%

2} ol A viRlg Al S St
| e | z
CVM ID/Name Port Health Statu  IP Address Port Weight Ope...
s@®
80 10 Unbind
80 10 Unbind
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@ Tencent Cloud Cloud Load Balancer

E: CLB 1) SCF
Create a CLBE instance Create an SCF function
Bind with SCF
Create a layer—7 listener — ——  Deploy the function

19A4): g4 A
1. Serverless Z4:0| 21015} Y& Ato]| EHbo| A ¥4 HE|AES S}
2. 5% A2 mlo| Aol X F42 AT 2 M Y Amo] A2 Melet T WAL 2ot B4 A TaA AR

Sojzhet,

@) Tencent Cloud Overview  Products = Cloud Virtual Machine  Cloud Object Storage CDN Media Precessing Service  Tag  Cloud

Serverless Cloud Functions @ Guangzhou(2) ¥  Namespace:  default o be Upgrade subscription

Function

B8 Overview

@ Payment Overdue Notice
(@ Function Service
< Layer 0 functions selected. Up to 10 functions can be deleted at the same time.
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ANZH]: SCFE= 7] B A 0 2 UTC A7+ AFR-5HH 37 M2 TZ2 1Asho] 248 4 94Ut A7 = HNesi
s Al 7ol Shgste TZ 87 W47t 50 2 Z7bg Ut

5.4 ZE o] thg TES YHP Yt

F O ALY

CLB7} SCFoll il = 57 &8 ¢ 4 2= whaksofof gy AAAet &2 58 52 FashdAl 2.

# —*— coding: utf8 —*-
import json

def main_handler (event, context):
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return
"isBase64Encoded": False,
"statusCode": 200,
"headers": {"Content-Type":"text/html"},
"body": "<html><body><hl>Hello CLB</hl></body></html>"

6. 21 FAol A 21 Age g sterx) Meig,

Log Configuration (1)
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Function management Version: $LATE
Function
management
Version Function configuration Function codes Layer management Menitoring information Log Query
management
Alias =thod@ = Onling editing v Execution(® = indexmain_handler Runtime environment  Python 3.7 elopment Tutorial of Python 3.7 2
Management
Cloud Studio it ew Go Help [ Test TemplateHello World event template. R Test ¢
Trigger ~
management @ EXPLORE] @ indexpy X
> OPEN EDITORS src > @ indexpy
Monitaring  CVM_REBOOT FUNCTION [N 1 # -*- coding: utfs -*-
information gy 2 import-json
- 3 from- tencentcloud. common - import credential
Log Query o 4 from tencentcloud.common.profile.client_profile import ClientPrafile
& i 5 from tencentcloud.common.profile.http_profile import HttpProfile
Cencurrency > certifi 6  from tencentcloud.common.exception.tencent_cloud_sdk_exception import TencentCloudSDKException
quota > certifi-2022.12.7.dist-info 7 from tencentcloud.cvm.v20170312 import cvm _client, models
Des . > charset_normalizer 3 import time
eployment logs
pleyment fog > charset_nommalizer-3.1.0.dist-info g
5 idna 10 # Required steps:
s idna-3ddist-info 11 # Instantiate an authentication object. The Tencent Cloud account key pair “secretld” and 'secretkey’ need to be pa:
o 12 # This example uses the way to-read from the environment variable, so-you need to- set these twe values in-the envirc
o [EEHEEs 13 # You can also write the key pair-directly into-the code, but-be- careful not to-copy, upload, or share the code to-¢
> requests-2.28.2 dist-info 14 # Query the CAM key: https://console.tencentcloud. com/capi
~ scf test_ event 15 cred = credential.Credential( IKIDToxshGbicHivteBUdaIqCOMebstgafam”, "DSSDIB4UNTEtXYSIMFTREEXSEhAPPId")
> tencentcloud 16  # Instantiate an HTTP option (optional; skip if there are no special requirements)
> tencentcloud sdk_python_intl_en-3.0.681 dist-info 17 httpProfile = HttpProfile()
} 18 httpProfile.endpoint = "cum.tencentcloudapi.com”
> urllib3 -
> urllib3-1.26.15.dist-info 2 wloptional steps:
% indexpy 21  # Instantiate a-client configuration object. You can-specify the timeout period-and other configuration: items

22 clientProfile = ClientProfile()

23 clientProfile.httpProfile = httpProfile

24 # Instantiate a-client object

25  # The second-parameter-is - the-region-information. You can directly enter the string "ap-guangzhou” - or-import-the pre
26 client = cvm_client.CvmClient(cred, "ap-shanghai”, clisntProfile)

27  # Instantiate a request object. You can further: set the request parameters according to-the API called and actcondit

SCF Cloud Studio Toolk ~ | = &5

PROBLEMS  OUTPUT

> OUTLINE
> TIMELINE

Python 3.7.12 64-bit. @0 A0  Auto-deployment:Off Ln 61, Col 26 (2760 selected)  Spaces:4  LF

Test Switch to Old Editor

39k 4 HelY

1.CLB Z& o] 2915ka A% Abo] Exfol| A JIARA # S 2

2. AA”A ] o] 2] CLB ol Al th AAFA @ 2 0] A HojA] BlAaH 748
3. HTTP/HTTPS =] &1 Mol A SCF ehaeof uilg e 2| A1 & AEgyth. 2| A1 &Kol QL + ofo] 23 HA
A =mQl o] & A%l 9= +& St BT URL F2E AEYd o5 vildS 2y

HTTP/HTTPS listener Configured
LCreate

—  http-S8HHTTR:EO + & T Forwarding rules Expand »

- Default access /4 Backend service bound

4. 29% 2L AH HIY oA i 8-S SCFE AdEstal 74 FHS A4 = &S Fh
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Bind with backend service

1e@ nstance IP type O SCF

Function name Version/Alias

Viersion * | SLATEST

Cloud Load Balancer

X
Weight (@
- 10 + Delete
LEM = CLB Q2B 20] HRRIGH 45
Version/Alias Weight

Version: SLATEST 10

Sk A o] A&
4 = A5

ek 2HAIE -2

5. 221 T 9o) EY 74 M Mol CLB ER A7 WA= S L
2 4 st
Forwarding rules Expand »
Backend service bound
MNamespace Function name Port health status(3)
A:
SCF &&0lM CLB Eg A& AJ/dsto] CLB A A”HAS SCF 7|53 Bl |
Creating Triggers& ZraL 54 Al 2.
7 =
7§-"]’ 7\5!] o
1. SCF &0l 291811 9% Afo] =rtol A g U] 25 Syt
2. 34 MHIA B2 wo| X0l A AT 40 o] B2 YFYL).
3. T Ho| Ao A AFo] ERA T E FHFUTH
4. ESA B Ho| x| oA HNA AR E ST

©2013-2022 Tencent Cloud. All rights reserved.

Page 109 of 233


https://www.tencentcloud.com/document/product/583/31441
https://console.tencentcloud.com/scf

&2 Tencent Cloud

Trigger management

Create trigger

CLB trigger 7 oceedemon

Listene (HTTP-30)

Access path TR

5. Bet@ Ao A AN A B EE G T} Hello CLB7} EA|=H 47}

C (A

Hello CLB

K1 =
SCF g4~ A4/
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22 client 22 client
v v
/PC - business VPC in Beijing VPC - business VPC in Chengdu

@ CLB ® CLB

|

@ CCN

|

Cloud Load Balancer

Q2 . QD
cn  Client =
v
VPC — business VPC in Shangha VPC — busin

@ CLB @

VPC - business VPC in Shanghai VPC - business VPC in Guangzhou

@ CVM group

@ CVM group
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A 271
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Basic Info Listener Management Redirection Configurations Monitoring Security Group
Basic Info Access Log
Name ¥

The "Store Logs in COS" feature he
feature will be deactivated in all reg

1D L] ) .
more information, please see Deac

Status Normal

Cloud Log Service(®) .
vIP 3G

Store Logs in COS(3)
Instance Type Public Network
Region Guangzhou
Availability Zone Guangzhou Zone 4 Real Server
ISP BGP Tencent Cloud CLE help you achieve c

- Cross-region Binding: A CLB instanct
Metwork

- Binding IPs of other VPCs: A CLB ins
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Enable Binding IP of Other VPCs x

After enabling it. a CLB instance can be bound with private IPs of other VPCs.

Submit Close

5. 7| L AR o] o Aa] Ao A TIE VPCO| HIold [Pl S slalo] O = A & =

rr
i
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o o
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Real Sarver

Tencent Cloud CLB help you achieve cross-region connection. Only one policy can be selected:
- Cross-region Binding: A CLB instance can be bound with CVMs of 2 VPC across regions.
- Binding IPs of other VPCs: A CLE instance can be bound with IPs of multiple VPCs and IDCs.(Configured)

Binding IP of Other VPCs (:)

Add SNAT IP
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Bind with backend service

Target type® O Instance Other Private IP
Network type®) Current VPC | Q) Other VPC
Network Shanghai v v
Select an instance Selected (2)
CVM ENI Instance ID/name Port Weight ®
IP address Q
80 - 10 +
= Instance ID/name
80 - 10 +
A
10 v /page 1 /1 page
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g) Client
Beijing
& VPC {
@ CLB _ £, CVM group
v
Direct connect
gateway
IDC
Server Server ...

_4

.
o 7152 1P 37 Aol MR ALEE 4 A& UTh A% 32 #l5tel @ Checking Account Type FL3H4I A

o] 7|52 24 HEY A7} obd VPCol A vt 2| Y}

o] 7|52 IPv4 ¥ IPv6 NAT64 CLB QIAEI Ao A 2| YT}, 2f|o]o] 7 IPve CLB IAR A+ 2] 7HHQIY 2.0 &

stolE gt Zet-E uj 25 2 Yst7| 95l o]F AH HiRlY & &/d3}sto] IPv4 A IPve CVM IAERIA S FAlo] HE
g sliof gyt IPve A 2B A7} IPve 2] AJHof HEQIG =T 2] Zhekeld 2.0 ¥l slo]He|= et v X =
A= 2] sy,

2] 7hupelyg 2.0 ¥ sto| B E St & i EZ = 2| AJH{ oA Client IP % A H| A ZEE ]85l of 5f= EOF 71
& 7|2 58 245E A dbstkA sy

2] 7hupeldg 2.0 € sto|HE| = Zehe & Hi X A|Lpe] Qo)A ThE CLB JIAEAE HIQIY S 4 gl& Y tHCLBoO|

CLB HFIG &71).

©2013-2022 Tencent Cloud. All rights reserved. Page 118 of 233


https://www.tencentcloud.com/document/product/684/15246
https://www.tencentcloud.com/document/product/214/14733

@ Tencent Cloud Cloud Load Balancer

,/3stol, A, A1, sjulo], Hlol Y, |, AT, 54, 583, 47tEE B A Eu o Mt

TCP 2 TCP SSL 22U &= RSel 4 TOAZ AHg3to] 42 IPS 7hA 2o} STk ApAI & g2 shoj 1o = ek
T "zl A TOAE &3l 2| d SeoINE IP 7L 271 & F IS Al L.
HTTP 2 HTTPS 2 AU+ X-Forwarded-For(XFF) 2 AF&5to] &2 IPS 742 oo g ch

UDP gAY E AA IPE 71X & 4 ¢l& Y]

Ax =4

1JAE AEPSUch = E2E Wo] 2| 7huielg o] A Het A& 53l S 2 & 9o A
encent Cloud ”E*XM]H] =95t 4 ‘45}’3 Al

Lﬂﬂﬂ_g

—|O et
—|o

o J =1
Ll E} XW ks '—H N QIAE A AL FRSHAA Q.
A

A
a (o]
= 24 A4 7-]]0]5%]]0]—3— 23/d€ CCN <!

=

1.CLB &0 2%t}
RUAEHA zhe] w0 x| o A thA) CLB lAH A 9] IDE S},
3.9 d M) Aldo] 7|2 H 1 oM LA S FE5H T2 VPCo AT IPE vEQI g gy Tt

no

©2013-2022 Tencent Cloud. All rights reserved. Page 119 of 233


https://www.tencentcloud.com/document/product/214/45530
https://www.tencentcloud.com/apply/p/mzjxboiv2yq
https://www.tencentcloud.com/contact-sales
https://www.tencentcloud.com/document/product/214/6149
https://www.tencentcloud.com/document/product/1003/30062
https://www.tencentcloud.com/document/product/1003/30064
https://console.tencentcloud.com/loadbalance

&2 Tencent Cloud Cloud Load Balancer

< Ib-kyqgjxnhg

Basic Info Listener Management Redirection Configurations Monitoring Security Group
Basic Info Access Log
Name Y

The "Store Logs in COS" feature hi
feature will be deactivated in all re¢

D 1] ) )
more information, please see Deac
Status Mormal
Cloud Log Service(®)
VIP ilg
Store Logs in COS(E)
Instance Type Public Metwork
Region Guangzhou
Availability Zone Guangzhou Zone 4 Real Server
ISP BGP Tencent Cloud CLB help you achieve c
- Cross-region Binding: A CLB instanc
Metwork

- Binding IPs of other VPCs: A CLB ins
4.2 VPC 9]%9] IP 27] 9l Mg Y Fol A AlZe 2 syt

Enable Binding IP of Other VPCs X

After enabling it. a CLB instance can be bound with private IPs of other VPCs.

=N -

5.9 Au Ao 7] & A B ol A SNAT IP F71& Sty

Real Server

Tencent Cloud CLB help you achieve cross-region connection. Only one policy can be selected:
- Cross-region Binding: A CGLB instance can be bound with CVMs of a VPC across regions.
- Binding IPs of other VPCs: A CLB instance can be bound with IPs of multiple VPCs and |DCs.(Configured)

Binding IP of Other VPCs ()
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Add SNAT IP X

VPC

Subnet

If these subnets are inappropriate, you can create a new one in the Subnet

ConsoleCreate
Subnet CIDR
Available Subnet IP
Available Quota B
Assign IP Automatic « Delete
Automatic « Delete
Add
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e B

Cross-Region Binding 2.0 (New)
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ClientA IP + 8080 allow

ClientB IP + 8080 allow

CLB VIP + 8080 allow

0.0.0.0/0 + 8080 drop
A8 AyE 2

HTTP:80 & &1 Sl Wil = Mu]A ZE 808022 +/dH 5% CLB2| 49 &= Client IP7} CLBOI| Y A| A5} ==
5|5t Y= CVM EoF 152 b= 22 th53 2o F/dslioF eyt
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0.0.0.0/0 + 8080 allow
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ClientA IP + 8080 allow
ClientB IP + 8080 allow
CLB VIP + 8080 allow
0.0.0.0/0 + 8080 drop
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CLB VIP
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+ 8080 drop
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Aol graEm Bot 15 72 e gautt

clientA IP + port drop
clientB IP + port drop
0.0.0.0/0 + port accept
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UDP detection pack
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timeout Error message
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Health A
check Response
timeout: 2s
~
1st check ! Response
i i timeout: 2s
2nd check — @ i Resp
o o timeo!
' 1Check ' 1 Check
i iinterval: 5s i i interval: 5s
3rd check e >t >
ar '#’ '#’ '#’ ar

+#—Total duration: 10 seconds —»

Health chec

HzAQl Azt

otef| ol Aol A 5

R = CIC PR
el
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check successful
response: 1s
1st check ™ Period of a
L successful
L response: 1s
ond check — | | ™ Period
| - succes
1 Check | | Check €SPONS
' tinterval: 5s | !interval: 5s n
3rd check — & > >
v vy i

Total duration: 10 seconds—»

Health check result: Failed

A A7 =2x3+5x%x(3-1) = 16s.
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Health A
check Response
timeout: 2s

1 heck
st check = L Response

i i timeout: 2s

o —
2nd check — | : S

| Check | Check

i i interval: bs i . interval: bs
3rd check | - > g

v + v +

-« Total duration: 16 seconds —

Hea
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Health A Period of a

check successful
response: 1s
1st check - Period of a
v successful
i i response: 1s
2nd check L [_LW, Per
o Vo SUuC
i i Check i i Check resgc
. i interval: 5s i i interval: 5s
3rd check — . > )
¥ Y ¥

Total duration: 13 seconds —

Health check result: Failed
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Configuring Alarm Policy

©2013-2022 Tencent Cloud. All rights reserved. Page 141 of 233


https://www.tencentcloud.com/document/product/214/39251
https://www.tencentcloud.com/document/product/214/8886

@ Tencent Cloud Cloud Load Balancer

SRR
z|Z Addlo|E Y& 1 2024-01-04 19:57:35

g AHE FAT uf e ERl& E/dEtsto] 2l Ao 718 AEE A& 4 AFU T AGE] Flol thgk ZpA g
-8 Health Check Overviews Z115H A 2.

St

A|gk A

IPv6 CLB(Cloud Load Balancer) QI AE A8 TCP & AU = HTTP A E] &9l == AHEAF A =2 EF 4] &9l
2| 5HA] k&Yt

IPv6 CLB Q1 AEI A8 UDP 2] A= X E 7|HF Al 8012 2| Y5} A] &4t

ftjo

AA =1

1.CLB QI AEIA YA S 423 ch &FAISH U-&-2 Creating CLB InstancesS Z 54 Al 2.
2.CLB 2] A< gaght.
TCP gl AU A s ™ Configuring TCP Listeneroll A] ZkA| g A B & 2 5H4 A 2.

al
™ Configuring a UDP Listeneroll A} ZtAI$F H B E 21514 Al 2.

& A A5t Configuring TCP SSL Listeneroll A A5 A B & Z 1614 A] Q.
HTTP &) A& A A5t ™ Configuring HTTP Listenerol A ZHAM| g A B E 11514 A Q..
HTTPS 2] A& AA st Configuring HTTPS Listeneroll A} ZkA| 3 A B E 2 sHA Al Q.

TCP g A1

#lo]o] 4 TCP 2l A& glo]o] 4 TCP, &|o]o] 7HTTP W AFE A} 2|4 T2 & 9| Al 7}A] Abef E91S 2] Agyct,
TCP JEl 212 SYN A o2 3t &, TCP 3T NEA o] 27t A|&tE] o] 2] Mu o] JEf YEE A5
Yt

HTTP gl 212 2| Mufo] Ae] JEE A7) /sl HTTP 23 & A &5t +3g Yt
AREAL 217 ZEEZ AJE] Q12 U AHe] el AEE A7) Yl S8 zlojo] &
AHG2L 217 sto] = Yt

_l
rlo o

TCP 3ef &<l 4
1. 44 2718 zasto] Ae] gl slo 2 o] Z3ht},

CAME ol Eloj| A TR EZZ TCP'E AEighy o}

\S]

©2013-2022 Tencent Cloud. All rights reserved. Page 142 of 233


https://www.tencentcloud.com/document/product/214/6097
https://www.tencentcloud.com/document/product/214/6149
https://www.tencentcloud.com/document/product/214/32517
https://www.tencentcloud.com/document/product/214/32518
https://www.tencentcloud.com/document/product/214/32519
https://www.tencentcloud.com/document/product/214/32515
https://www.tencentcloud.com/document/product/214/32516

&2 Tencent Cloud

Cloud Load Balancer

ol 7l Ay
s
T
SH = S AY H|Ede E = sy g Ao o A5 2Rl W H| YA ZE A AE EAJ3
<l St Zo] E5YTh
el &
ol AA e &l miZ1 9] A IPY YT 7] E4E-E CLB VIPY Yt Tencent Kubernetes Engine(TKE) Al Lt
R R CEEE RS ERE st et 1000810 o1 et
Iz &g _ _
= o) | TOP'E AE5iH TCP Ao Selo] sagd Y.
=2 /|
ZE % A A AUtk £ 2 E S Qlsfof oh= 4 27F of Y™ X E S A A5HA] = A o] 54T
<l 7|4 ZE G A G5tA] oW 2jd Aw] ZEZ} ERlIH YT}
0
| ATUER DT 88 RIAUAS.
HTTP g8 &l 74
1. 8474 271 3Farsto] e &’ ]l o g2 o] 53yt
2. e ZRl' foll A ‘HTTP'E ZE2EEZE AEgr.
af 7H
P Ay
‘SH S AU v A 2 44Ut 2ld As| o) thst x5 ol L v A L E A AHE g4 5eH
el £ ol F54Y
S E
gkel SE ZeQl wjZle] A4 P Ayt 7] EZES CLB VIPY Y th. Tencent Kubernetes Engine(TKE) A]
En¥a L] oA Heoju] Fxul ZAE 25t 100.64 IP H & A=t
IP
o= _ }
= ‘HTTP'E A EistA HTTP /el &<lo] &3yt
=
xE A AUt £ ZEE &Qlsfof ot= 7 7F ofY™W L EE A4 5HA] = o] E5U T o
gkel 71 ZEE A Q5HA] oW 2jd A ZETL SRl Yt
| SEl gl =2l o] Fofl thek @ 7 AMRH
Q! =
ol Zol:1 - 807
712 3k 29 d EHQl o] &.
©2013-2022 Tencent Cloud. All rights reserved. Page 143 of 233



&2 Tencent Cloud Cloud Load Balancer

A4 AUE A ererich 2919 99l o o S =t o) el 9 1A (M) Eelel o]
22 A #l =)ol o502 A shok gk,

A== 2AF 9o 2R Ha-z), AH0-9), 243 (.), 5Hol Z(-).

Zo]: 1-200%.
= 7]&gkolm, A WA Eaofof gt
A2 A=A kY dE] Zlg 98 1 URL(F A 9l Hlo]A])& x| F ke 2ol E5Uth

A== Bzt Jo] AR RHa-z), ol HEAHA-Z), =AH0-9), 24 (), SOl Z(-), B&( ), Al (),

HTTP  HEADZ AEishsl AHE= HTTP slc] Jut uigtsloz wjls o =S ol 24 84S &
d 4 5yt 29 A= HEADS | Y sfiof gyt

oL fo
E oX!

GET= H=sHH = A7k GET= Al 3o 2.

2] AE] o] HTTP B YTt

22l Aol 4 x| ek Bi7o] HTTP 1.001% 23] Host BEL 1 Zo] Wasa esyrt =, &
o Evjle 24 st glau

2ol A B0 A A Ak B F o] HTTP 1.19] 7 29| Host R =o] 91Z0] B e ghch =, &9l &
(o]

HTTP _ _

o7 Q1S A sl oF ghytt.
HTTP/1.1 H{3-& st -2, o] uff =m|Ql o] & &helo] /A=A F2 4 HTTP BF T2 E o
utet 2 g A= AR Zelo] Bl S e = 2 F & 4008 vHEE YT A dH 2E
http_4xx2 (&) A= st 2ol E5UT

3% 5 ol 3

Ael 2] Au]e] vrgt I =7t HEE e FEo|H AtE] Eelo] o R ItFE T Erfjg o] s 2jY

;: M E AL AgEuUch AR 755 &4 http_1xx, http_2xx, http_3xx, http_4xx 2 http_5xx.

g A S W82 G A4S FAsH Al L

=4

©2013-2022 Tencent Cloud. All rights reserved. Page 144 of 233



&2 Tencent Cloud
ER

A2 AA TR A gl 74

Cloud Load Balancer

1. 404 24 Farsto] el gl o= o] 3ttt
2. VSEHI SRl o M AMEA AY RREES S ZREFE AERY
Ll
My
A
T
A}
B S EAY S E 4 dFU T D Aol tigh 2bs gl W B[ ZE A A S B/t A o]
g Fgyoh
Ql
AF
e
5
;] el Bl w7l o] A P FAJ Ut 7] 2 ZH2 CLB VIPY Ut} Tencent Kubernetes Engine(TKE) Al Lte] 2
oM HEloly Rau ZA|E s E 5T 100.64 IP S A=
ES
P
2
E ABAAY Z2EZ S YR F AHEA AY 22 EE AE gelo] £ H U o] A2 TCP2 H]
F HITPZREZO| 38T 54t
5
Ql
Iz
E  AYAZAYS EHY ZES gsfjof st 497t otU™ ZEE A Y5HA g Aol FHUT o7IA 2
g ESAASHA ¥od gd A ET Eelgyn
Ql
HAE gl 16 EAL ol A4 gyt
o]
o HaES s eye By weE Auts uast) As) gAEs} o)y BAtd R Wekg U ch
66] ) _ _ _ =
a 16X dEstd 2 4g Hujal wigkE AnkS Hjulshy] 9l 163K 2ol o At = et Y
Al
ct.
DNS AfH| A A Sl 9t

ul:o

=] F13E0100000100000000000003777777047465737403636F6D0774656E63656E7403636F6D000001000°

©2013-2022 Tencent Cloud. All rights reserved.

Page 145 of 233



&2 Tencent Cloud Cloud Load Balancer

o} 7o) W42 WS ALE A )4 AFe) ol 2

rl
i)

ro ok
‘
[N
)
w
i)

ox.
u)
1t
)

Q48 AF8A %75 u) DNS A8 2 Abe BHele] 79 F13ESE 7ho] whahel Abe) 29l ATHE
H

¢

= (@)

H\
:Olg‘
o

-
ol

oY ro o i rior rT

> B o ooo ol K
>
>
ol
=
rlo
=
Al
o
>~
o
};1_1‘
=
ol
o>
>,
to

>R
i

At e85 4 Q4T 2 Auel o 45 8

ro
1=
=
ox
S
.,d

J AAE Zstste 2ol

L o
om

lI.l)‘ ox

rO, Mo o ox
Olll-N mk?_‘

Al 2ol ufZl o] A IP FAJ Yt 7] EZH2 CLB VIPY Ut Tencent Kubernetes Engine(TKE) Al LHg] 2
oAl ZAE]oj Fxul 2A|E s Aot 100.64 IP HH L E A eHI T}

T > P & ook

©2013-2022 Tencent Cloud. All rights reserved. Page 146 of 233



&2 Tencent Cloud Cloud Load Balancer

T CEE SIS MESIH e T2 H o] AA |P7F T A o] AE] JEE A7 99 = AHof UDP
2 mZ2HoAxE B2yt
E
g
ol
=
E  AMEAGJdych EX ZE S Folgof 5l H 27t ol H ZE S 2| H51A| &= Zlo] E5UTH o] 7| A 2
3 EES AHSA Lo 2d Ay ZEVL EQIE Y
ol
A E 4l 163 Ex}go] x|yt
o]
_; HAEES MeistH @3-S B3 §hehe A3 E 8|wsty] 98 2l AEY} o] 1Y Bt 2 Wk Y
o 160ES AgEtd e g By wiete Aukg uwsly] 9sh 160 Bt o] o] xy B 2 Wy
A
c}.
Q
, DNs AB]A e ZolS 93,
5_; F13E0100000100000000000003777777047465737403636F6D0774656E63656E7403636F6D000001000°
;] oF ZHo Ab-g 2} A7 AFEf Q1 2% Fel =iyt
Ly
3t
|
g} el &9l @& AFEAF A & wl DNS A H| A Al &919] -9 F13ER}F o] vitH AFef &l AntE 2
;] /sl oF gty tt.
E<}
1}
T
1
=1
= o
o ALASE g2 T A4S FAFAHAlL
Al
UDP 3l &<l 74 - PING ¥

1. 44 242 Z5lo] e o’ Bl o & o] E3 ),

2. el Eol Rio A ZREZR PINGS A

©2013-2022 Tencent Cloud. All rights reserved. Page 147 of 233



&2 Tencent Cloud

Cloud Load Balancer

2

BEE SATEAY S E 4 JAEUT 2 AHol tig AHE =l D H[A Y ZE A A E S35
<l St Zlo] E5 Y

AVEl &

oO]EE; e &l o7l o] A 1P FAYJ YT 7] 242 CLB VIPY Y th Tencent Kubernetes Engine(TKE)
b AldEecl deoly fau A g s dskelH 10064 1P S & HeFch

T= & o el . ol = o] A

= srol PINGZ Aot 2] A H 2] IP7} Ping=] o] 2] A H A8 R E A5

Rl
b CH
> o

TCP SSL g]A Y]

TCP 73] &<l 74
1. 41A4 270 Zrasto] AfE] =Rl ’l o = o] Zaty ot
2. AtE] Eol' elojA TR EZZ TCP'E Mefgct,
AR gy
2
‘SE & SAtE AL v Z A3 € S syt 2l Ao sk 25 &9l 2 YAt LE A AE A5
Q 3He 7o) E4Uth
ArEl &
;’]Eﬂ; el Zol ufZl o] A4 IP FAJ YT 7] 42 CLB VIPY U th. Tencent Kubernetes Engine(TKE)
o AdEleciA Heel) 23 2a1g sl dstel 10064 IP Y9 HF
T2 E _ }
- TCP'E &5t TCP ] &elo] gyt
2 &l
N
;’j— Y TCPSSL g Aue] Ae Btol mESL 24 mEE SAF T
I Q.
TR g g 13 s 4g BaskAle
A HEA
HTTP € &1 4
1. 41A4 270 Zrasto] AfE] =Rl ’l o = o] Zety o
2. AtE QI BHo A HTTP'E TR EZE A3},

©2013-2022 Tencent Cloud. All rights reserved.

Page 148 of 233



&2 Tencent Cloud Cloud Load Balancer

a7

A
Mg

o o
o

Jk?ﬂ o,
ro Hu

e

S AY B B3 4 A&UTh 2D Aeo] oS A5 el 9 ul Y EE AAS B
 Zo] 244,

el ol w7l o] A IP FAJ UL 7] 242 CLB VIPY Yt} Tencent Kubernetes Engine(TKE)
Alute] @ of A ZEoj] Fxul ZA|E s AstE ™ 100.64 1P HLE AHTY

‘HTTP'E A =5t HTTP A8 &elo] gyt

AL A UE A U Y E01Q o] Fo] A EILE 0] 59 B9 W (M H7H) 62 o]
£ A el =9l o502 A shof gt

Zo]:1-2004t.

1= 71 8%kol ™, A ’A| EAfofof g,

A AU A EUTh Gl 2312 918 13 URL(E A o w0l X)) A HsHs Aol E4Y
o}
A

Au]E= Ba}: o] AR a-z), Fol HEAHA-Z), £AH0-9), 247 (), Stol &(-), W& (), €A
)

|
(), 5= (=

AFE EQlo] HTTP 8% W Juth 34: GET(7] £ W) 2 HEAD.

HEADS M eistl Aul = HTTP s} 4 ugh dasto 2 welc oy
9 4 A5U 2 AuE HEADE X U slof it

Qb

| =

it
i
o
=
ko
ot
o
ox,
ftlo

©2013-2022 Tencent Cloud. All rights reserved. Page 149 of 233



&2 Tencent Cloud

GET= A =stH 2| A ¥ 7 GETS A afiof &Y.

Cloud Load Balancer

22 A¥ o] HTTP BH YT HTTP 1,12 1 A Yth 22 A¥ = 23 o] Host BES 91580k

FUT =, 2l Tujle FAsoF gt

HTTP  =mQl o] & &elo] 7/ =]A] ¢4-2 4 HTTP BE T2 EZof wfat W= AH = e &elo] H]
HA A4 dE e = 27 T E 4002 vhhetyot J4 A H ZE http_4xx=(E) AHst= Aol £5
Yt
9 A}
Zo} ° g Aejo] gttt I e e E e ZEo|H e =Rlo] g ® 2h k1 Eefjgo] s 2| Y
A
;‘;H M 2 Al Adguch AR 7153534 http_1xx, hitp_2xx, http_3xx, http_4xx & http_5xx.

AR Y82 Al 24 S FAsHA Al L.

Bl mo Rl
> ool

HTTP A1

HTTP 3=l &<l 14
1. 844 274 Farsto] Jde) &l flo & o] F 3yt
o} 7 e
4\_ }\-I\:g
S El S5t AY v &g s 2 4= AT g d Auo thet 2k 9l 9 H| g ZE A A& &/dstet
el + Aol E&5Yth
Sl
ghol e Bl w7l o] & P FAJ YL 7] E3H2 CLB VIPY Y th. Tencent Kubernetes Engine(TKE)
B Alue] Qo A ZE ol el F2)| & s 25t 100.64 IP H 91 & A ety
IP

©2013-2022 Tencent Cloud. All rights reserved.

o] et EFtE o] Fl F-¢ A (HIA ) =H|Ql o]

Page 150 of 233



Cloud Load Balancer

&2 Tencent Cloud

o}/ ) < ol g
- B ® d
= Mo <] KO <0
— = £ KO
i X - ~ ~
° h i N N
! ) -
5 . q 4
{ xe ot ) il i
3 =[H] -y o o
o oy Q o = =
MT .N\l/ __0., Ml_l O $)
24 = = N 5 y|
X = G g 5 5
% 7 <+ of iy E
i & q <0 e )
= K =2 %0 —_— —_~—
5 S 2 = = K
iy z = ° w T
<o o X = - _
x > <K Q o4 o~
N %0 - o 1o .D; Ho
A I N —~ —
i _h < & NS N
) oF X T o) 2 ey
T S . 3 o o o do T
= T T of 38 N W N o
& MH o o ﬂ ~X W ~ W M.o
' &z T S =5 =Z
- ° N N 1 r X o X
T Md.” . © ~ o_o ay Q_o Ro e
XK oT = — - ~ A %o
3 T X rE o ) Y
x = & S I R ¥z Y
ey ) ) d 57 T ~ ~ = L
o8 E N ) W<
T = = S op [ SR~
P . - 0O 5% o Ry 28 95 Tvg
Wy xXOE @ * K TRg Xg #AMe Hpo
T n S ° X oy TR T Wy W
A SN g T ol N W N N gy o
e o W T oF T BN OF B o oF
o = ~ 2 Wlo I 2o Fo = 70 !
T o e . o T E W o NE m T
e R CWRE U R MR N R
%0 RE &
M o MY AT T T T
T o oM W N T oF 20 "

Page 151 of 233

U

&

Yk,

H

5F

o

slloF

floF

&

- =

O

)

-5
—

= X]
A2

=

o

=

AUtk A4 GET(7]2 1) 2 HEAD.
HEAD

|

-

+
HTTP 3t A &

o
AR 7153 2 A1 hitp_1xx, http_2xx, http_3xx, http_4xx 2 http_5xx.

H

|

1

g

brs

o
a

Shel Afu]

Yt 2 Ay

S

o] HTTP

o

el
GET2 dEstH 2L A7k GET

HEADZ Al &l

HTTP
©2013-2022 Tencent Cloud. All rights reserved.



&2 Tencent Cloud Cloud Load Balancer

TCP 3] &<l 74
1. ;\(jzﬂ F1E %]‘_T'_ﬁ]-oil ‘/\]-EH _9,]—0] EH oz ] z}_q ‘:]_

2. Vel Rl JHo| M 22 EF 2 TCPE Adtyth

o 7i ¥4

. Ay

ES

SEl = St AY v EAGs 2 4 AdsUh B Auof g 2k B9l W | L E A AE LS
Sl &= Zlo] E5 Ut

AHef] S

;’]E]i; el Zol w7l o] A4 IP =AY YT 7] B4 CLB VIPY Y th. Tencent Kubernetes Engine(TKE)
"; T Y04 Aoy Fxul 242 s AstH W 100.64 IP S Aeigct.

TRE _ _

= sro) | TOP'E AE5hH TCP A e elo] gyt

= fi

T11

" ‘ij] AN &S 13 SHS AL

HTTPS 2| AU

A

HTTPS glAu 29 2o ¥ijle T2 EZ 2 HTTPS M E|etH HTTP AJe] &<lo] 3 gyt HTTPSE A
SHHH HTTPS /e &<lo] 3 gy
HTTPS 221 2] Ael 9l 742 <a href="#http">HTTP 2 AU </a>S FI5H A L.

)

A
1A= =]

S E 7]
ol Ao @
2K o
e
oy <uls<i e SHOI00 e o S AT ZTY UL <<l L AL AT Aol 3 2
ijv‘_—]- SlA| o H|HAL O 2 ZFHEEH UL «/lis<li>4t HY: 2 - 60X .</li></ul> =S
sl : 5
- <ul><li>% Ael 22l Alol o] ZFAJ U T «/lis<li>Zt H<9: 2 - 300%.</li></ul> -

©2013-2022 Tencent Cloud. All rights reserved. Page 152 of 233



&2 Tencent Cloud Cloud Load Balancer

H] 7 <Ul><lisALE] 89l AT} n3](nS AF&AF XA 7H53t 2h) S0t Algjsts Wiol= CVM QI AEIA 3
A ZhEAG o2 7ERE o] 240 BEAEE Al Bl AZA Ut «/lis<lisg ¥ 9 2 - 103] .</li> 3]
AlZx </ul>
A4 )
2| <ul><li>’S el &2l A7} n3] (n2 AFEAF A1 7 4f) B9 Ad 35 Bl = CVM QIAE A 3
; 7} Ao 2 HFE 1 240 A E = GEi7F AL Uth</lis<liszk W92 - 108]. </lis</ul> 3]
HA

- =]

o] A

Health Check Overview

Configuring Alarm Policy

©2013-2022 Tencent Cloud. All rights reserved. Page 153 of 233


https://www.tencentcloud.com/document/product/214/6097
https://www.tencentcloud.com/document/product/214/8886

@ Tencent Cloud Cloud Load Balancer
ol
1. O
ANSA el

1. O A o

2| Z Aol E Y#: 1 2024-01-04 19:58:11

CLB(Cloud Load Balancer) Oli*ﬂig] HTTPS 8l AU 2 1A S o SSL QIZE A Mu] 20X 1ZE A2 2] AL-&5}7

=
L} E}A} CAO)| A EFEot A8 Q1Z2A]Q} SSL Certificate & CLBo| 42Eg 4= 151}

AEA a7 AR

CLBE: PEM @ 4]9) 915 M5t A G th A5A1 S YZESH] Aol A5, A5A A 8 49l 717 §4) 2.7 4}
o

IS
Z3l=A] RIS Al 2. A5 A @ F AV Certificate Requirements and Certificate Format Conversion2 %+

ftlo
of

oo
ol
o
>

Al

fo

AZA T3

HTTPS Aol thet AFA T2 o2 F 714 fE oz thgdyth

SNIZ} Z/d 3t 2] &2 74 & TH|]l o] Fo] 5T ISAE AFEshe BlaY 2o JISAHE L8 4 3
Syt AAISH &2 Configuring HTTPS Listeners st Al 2.

SNIZF 231 742 =mQl o] & ellolA JAFAE L8 4= Ao gAY ofgfje] o & =m|Ql o] ol tfaf th&
=M E AT 4 &Y AAISH Y& SNI Support for Binding Multiple Certificates to a CLB InstanceZ 2l

SH Al 2.

o
o|N
-

S
s}
2
)
S,
|m

L e

AFA RFE7F M| Ao JFFS x| A] G =& st ¥ THEE 7] Mo /ISAE o] ESH Al 2.
A -

AZ A7} Aol EX & AJARIL g AA RISA S AAISHA] Ut tiAl Al JISAE AddU T JISA S AHE
St 2E CLB )IAE A0f tisl /ISA7F AHs 2= Yo EF YT

1.CLB &0 2113y},

2. % AtolEHlo| A [RISA ¥E[E Sty

3. /UFA e Ho]x] 2] QISA FFoA T AFA LEZR A
4. BAE = ASA B S Aol A A /ISA 2] QIS

©2013-2022 Tencent Cloud. All rights reserved. Page 154 of 233


https://www.tencentcloud.com/document/product/1007/30152
https://www.tencentcloud.com/document/product/214/5369
https://www.tencentcloud.com/document/product/214/32516
https://www.tencentcloud.com/document/product/214/19048
https://console.tencentcloud.com/clb

@ Tencent Cloud Cloud Load Balancer

Create a new certificate >

Certificate Name cert

Cannot exceed B0 characters, only English letters, numbers,
underscores, and hyphens are supported”-=, *.".

Certificate Type O Server Certificate Client CA Certificate

Certificate Content | === BEGIN CERTIFICATE-----

View Examples 2

Key Content | =——- BEGIN RSA PRIVATE KEY---—--

View Examples [A

Submit Close
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@ Tencent Cloud Cloud Load Balancer

Basic Info

Mame manuel-test

ID ha2qQzkD

Certificate Type Server Certificate

Certificate Content | BEGIN CERTIFICATE-----

Copy
Load Balancer Bound
Primary Domain Name
Alternate Domain -
Upload Time 2020-10-29 12:06:20
Start Time 2020-07-03 18:05:58
Expiry Time 2021-07-03 18:05:58
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openssl genrsa -out privateKey.pem 2048
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MITE+TCCA+GgAWIBAGTQU3BGHIX4Ks10TW1s2A2kr TANBghkghki GOwBBAQUFADCE
+TELMAKGALUEBhMCVVMxFzAVEgMVBACTDLZ 1 eml TaWdul CBJ bmMuMR 8wHOQYDVOQL
ExZWZX]pU21nbiBUecnVzdCBOZXRIb3 IrMT swOQYDVQOQLEz U DX JtcyBvZiBlc2lg
YXQgaHR@cHME Ly 93 d3cudmVyaXMNpZ24uY29£L 3 IwY SoAYy kw0 TEVMCBGALUE AxMm
VmVyaVNpZ24g(2xhc3MgMyBTZWN1 cmUgll2VydmVy TENBICGgRzIwHh cNMT AxMDAL
MD AswMD Al c MMTM=MDA M MLOTUSW ] BgMQswCQ YDVQQGEwWIVUzE TMB EGALUE CBMK
V2FzaGluZ3RvbjEQMA4 GALLE BxQHUZVhdHR s ZTEYMBYGALUE ChQPOW 1hemSuLmihv
bSB JbmMuMRowGAYDVQQDFBFpYWBUYW1hemOuYX dzLmNvbTCBnzANBg kghli GOw@B
AQEFAADB jQAwgYkCgYEAIXbBEGea2 dBBOGEUWL cEpwvGawEkUdLZmGL1rQ)ZdeeN
FvaF+Z TmBQwSAdlc2 Gr./RwY Xt proddoos ) mbm+ O micsHmCZ d ru CriV1eN /P OwE £ ghMZ
X064 jVeovINrFSAuxUE jgtwlyu/ /C3hnDuTVGdg 76626gg00]5aj 4 8R2nBMNY cC
AwEAAGDCAdEwggHNMAKGAL Ud EwQCMAAWCWYDVRBPBAQDAgWGMEUGALUdHw(+-MDww
OgAd4oDaGNGhBAHABLYITVLITZWNLcmUtRzI£Y3)sLnZ 1 cmlzaWdulmNvbSOTVLIT
ZWN1cmVHML 5§ comww RAYDVR@g BDBwzASBgtghkgBhvh FAQcXAzAgMC g GCCsGAQUF
BwIBFhxodHRwezovl 3d3dy522X)pc21nbi5jb2@venBhMBAGAILAIQOWMBOGCCsG
AQUFBwMBBggrBgEFBQcDAAFEgNVHSMEGDANgBS] 7wsRzsBBAGNKZ ZBIshzgVy19
RzB2BggrBgEFBQcBAQRgMGgwIAY IKwYBBQUHMAGGGGhAdHAGLYIvYINWLNZ Lomlz
aWdulmivbTBABggrBgE FBQowhAoYBaHRBcDovL 1INNULNTY3VyZ51 HM 1halWEudmyy
aXNpZ24u Y20+ LINNULNLY3Vy ZUcylmNl cjBuBggrBgEFEQcBDARLMGChXqB cMFow
WDBWF g1 pbWFnZS0naWYwITAFMACGBS sOAWIaBBRLa7kol gYMuOBS0) sprEsHiyEF
GDAmFiRodHRWO1 8vbGOnby 522X pc21nbi5 jb2@vdnNsb2 dvMSSnaWYwD(Y JKoZ I
hvcNAQEFBQADggEBALpFBXeG7820sT+OWEEIZzBcVCUKjrs13dWK1dFig30P4y/Bi
ZBYEywB+8zNuYFUE25Ub/zmvmpe 7p@G76tm)8bRp /4qldoiSesHIvFg)imksr3T0)
3gaE1aN2BSUTHxGLnONAFAOhYYwwbeEZalxfgBildELodMwzovi]+2L 1DWGI0GrNI
NM856x jqhJCPxYzkObuuCl 1B4KzuBC Thexz /1 EgYV+DiuTxc fAdubwMDSeBrynbn
1giwRk458mC0ngH41y4 P41 X002+ 4A/DI1I8ZNct/ O 16%a2L fEvcOrF7BELTBeSY
RPCKx7 f cSxRoeldyGj/dlevmIBF /mSdncl S5vas=
END CERTIFICATE

22 ohgat 25yt

[——-BEGIN CERTIFICATE——-, —-END CERTIFICATE——-] A|2t2} 22 &7 4 2 & sfjof gt
7} &2 64AE ol oF st mpA| gt E2 644 n]wto]ofof Yyt

.53 CAS] QIZA] A<l

——-BEGIN CERTIFICATE——-

——-END CERTIFICATE——-

rlr 41

N
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——-BEGIN CERTIFICATE——-
——-END CERTIFICATE——-
——-BEGIN CERTIFICATE——-
——-END CERTIFICATE——-
ASA A<l 2

RIS A Afolol] ®l Zof glofof gt

BEQZAE got 2L o7 AFES FF ok ATt

C
&

RSA 7li¢l 7] F Al @ ALKt

g2 oAyt

MIIEpATBAAKCAQEAVZ1SSSChHE7bmT BmFylAx(1+KCYulkwBiWZwk05+FEBTWHyBK
+THSfD1u9TL6gy crHEG? cj YD4DK+KVIHU/OF /pUN 9L LnrE3W34DaVz(dKABBT 3A
Awd5grgF I clvaZkhMKAL+£NPSCPIoodDDrPPwx 7 clx7LbMbRd FZ8858KIoluz)
/D@ XyulNoqalePZHKO0n jn0S7ZEPh jtUpVZuhS3400D0M,/ £ 3T BaaNYWhrPECO
JMczBZEXQGF1rZ G/ Ve528GX6rbSdUYpdcfXzNSWMExY gBal L 7UHDHHPI4AY satdG
z5TMPnmE 8y ZPUYudT 1 xgMVAov] r@Dg+50m30IDAQABACIBAGLGEZ/nnFyRHrFi
laF&6+Wen8ZvNgkm@hAMOWIIh1Vpl f174//80yea/EviitulHyB6T/ 2PZ0oNVhxe3s
cg(A3Tx4 24NGpCwlshS FxewfbAYGF Iur EN0xqBull@ 7B AxakKHNemNG ¥ dGyol UowRu
S+yXLrpVzH1 YkuHETTS3udd6TeTW 77r8dkGi9KSAZ@pRal1 9B 7+ CHK I zmbybs /2
Q6N ZHZAY Aoowk TYLKGH jo1eYs111ah1AIWICVg Te3+L 262 p I pM7 L+ KOnHC SesweM
15x9h/0T/ujZsyX9POPalyE 2bay@t08@+GexMB 765 svBKVhKFWN jLUnhFEWcgFCD
xghhxkECgYEA+PFENbGeyX1+/Y  UENM2 Fg3+r5Cmsd]IBg+I+yZzF5ChggHuledl
ZXTHr)9u6B1XElarpijVs/WHmFhYSTmEDbd D751 Ly@BY4cPTRhz1 FTKEBAKTHMK
605udliNsg@Z8hn1X1410x2 W20/ HCSudey(ot PANsMIWgpBY 7L COCGYE AwvNF
@f+/jUjteHoyxCh4STAgk4UBod-+hBCObNCXvSqlz4mRy TaWz FEGE/AR3IMA2 rhmZ 1
Gnl5fdferuY+1sQfX205] jwTadl BN41ed05Sa/ukRaldUzVgnYp2al Kxctulf FVbU
+kF 7282 IRAGazSLvGmABhu/GLEbg FU3FkSkwl3ECYBpYK7TT7Z JvwnAErME I £2y5
ICRKb(aB3gPSe/1 CgzylnhtaFOUbMxGeuowl AZROwrz 7X3TZgHE DY 01 Pmi 3460 f
QhGLITyoehkbYkAUtq038Y04EKhGS TzMzB0f rXiPKgOsBUKQzk+GSE Footli+a
RBXzu835EwxT6BwNN1abpKBgCETial ClglFteX(yGcNdcRelMncUhKIKcP /+xn
R3LVLDEMZCFAdgirA]iQWaPkhOBxbp2eHCrbEIMFANLROS L ok 70b/ JVmTZMC 3upd
E1/15WiZKPbw7hCFAeREPhayNTI51dEIUOUBEQ1idB111g1i Pgn@p3sERHPDI 29qZX
aaiMEQKBgQDK2bsnZESy@ZWhGTeuddvzikKmFrSkIMGHEpLaTiliwliRhRYWIy=sZ0
BOIDxnrmwiPaSbCtEpKBR@zq28dg7gxplsaCavRovOBhSHxByy23mOhFRz fDel)7z
NTKh193HHF1 joMMB 1 LHFyGRFEWNrroWSg fBudREUSRNR/ 6101 1x I Nnwe==
EMD RSA PRIVATE KEY

RSA 719l 7]+ & 72l 7](RSA % DSA), 571 7](RSA & DSA) ¥ (x509) 15 A& £3E 4 95U} Baseb4=
A FYE DER P2 o2 to|E| & A H35taL ASCII S|t 2 235 5}o] A| 28] 7Ho] HIAE % %
RSA 7iQl 7] +&:

Q15 A+ [——-BEGIN RSA PRIVATE KEY——-, —-END RSA PRIVATE KEY——-] A| 2t} 22 &7 J 2 E5fof
ok
7t 22 64718 ook 5}0] ubA| o &2 647} vl ol ofof Fuic
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_]>~

of| w2} [——-BEGIN PRIVATE KEY
HA oro kgt 2ol Abg 7Hs

mlm 1o

of 4
4

olr

END PRIVATE KEY——-] § 4] 2 & At& 7153 719 7]
o1&yt

3t 7191 7] 2 HBHel 2

openssl rsa —-in old_server_key.pem —out new_server_key.pem

O3 o} Q1= A19} 3| new_server key.pem ZEIXE 2T

et

& guc

ASA]

il

PEM @Al 2 w3
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A7 CLB= PEM 4] 9] QlSA Tk 2|yttt & & ‘-‘4 IS A= CLBOl = E5}7] Aol | openssl& AH-&-
Sto] PEM @A o &2 Hetsfiof hy ot o2 ¥ 712 AREA Rl A5 PEM 4| 2 2 Hgtel= & BoF Yt
DER ol 4] PEM 2 & w3}t

P7B oA PEM o2 ¥t

PFX oAl PEM 2.2 w3t

CER/CRT ©l|A] PEM ©.2 H&}

DER & 4]-2 Q/H2 0 2 Java ZeHE ol 4] AFEHU T

openssl x509 —-inform der —-in certificate.cer -out certificate.pem
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openssl rsa —-inform DER -outform PEM -in privatekey.der -out privatekey.pem

2 Windows Server?} tomcatol| A AF-& 5 Ut

odutz o

T
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o|N
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rot rlo
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openssl pkcs7 -print_certs —-in incertificat.p7b -out outcertificate.cer

1F A2 Q2 E5FH ™ outcertificat.cerol| A| [——-BEGIN CERTIFICATE——-, ——-END CERTIFICATE——-] & &
H =& 7}A elof °“43}

7HQ17] Wk 7HQ1 7] = LHFA 0 = (IS A H{ oA U EE 4= Q15U

PFX & 4]-2 d4l& © 2 Windows Serverol| A Ab&-H U},

1S A ek
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openssl pkcsl2 —-in certname.pfx -nokeys —-out cert.pem

7iQ17] Mgk
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openssl pkcsl2 —-in certname.pfx -nocerts -out key.pem —-nodes

uhd 2gAF o] &2 A4 44 3te] CER/ICRT B4 9] /15A1E PEMO & Wt & glsyth. o & 50

=
‘servertest.crt’ Q1ZA] 1} o] o] &2 ‘servertest.pem’ S 2 A vHE 4= AH5U T
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SSL 11:_]-1%]—60]: o]_;oé. ] oFH}sE O %_

|

% Z Aol E YA} : 2024-01-04 19:59:08

SSL(Secure Sockets Layer, HQF 471 g|o]o])2 A E Ul E41S ¢35t Bt Yl ¢o] AL BEASIEE AAE &2
FEZEITJYoH 2F2 SSLEHF IS FHF 1SS Ay

A :

CLB QIAE A0 gt TCP SSL 2| AU = HTTPS 2| AU S A/dd wf SSL 2 24 o2 S QS £
FLEF AFS AefE 4 lEUch AFAISH &2 Configuring TCP SSL Listener 2 Configuring HTTPS ListenerS

Hﬂﬂﬂﬂl 2 2ol AZA 7t ey,
SSL 9FHFSF Q1 =1} H] W 5}

[e] L r“— v O X o = w
Utk A8 7t Zelo]AEoA B 53} Av|ote 58] 2] 9k Uk SSL Q12 9] HQke &AbE| 2] ok& 1]t}
Web o ZejAlo] A2 it o2 g2 o] AFGAE 7HA AL 9lom SSL S ISS AT & 3l 54l 2o
oM AREAF Al Zelo] BRsHA] gt 22y T8 o &2 Aol ol dE5hs SetoldEL] A Al &elol
,ul Q ol- B ol ooz SSL Y 1—601: o] %% }\]-_Q_OHO}: ol-l,]q.
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1. Initiates an HTTPS connection req

2. Returns the certificate (server.ci
containing the server's public ke

| 3. Decrypts the certificate (server.crt), veri
— and obtains the server's public key from f
4. Generates a random number (K), encrypt:
public key, and sends it to the serv
5. The server decrypts it with the
key (server.key) to obtain the

* The server and client both use th

key K for HTTPS communication
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1. 2ol E= A Y5 =SSLEZ2EE WA, F oot dale)E, A E HE 4 9 7]e 4 H o} oA Au{of ogh
HTTPS 9124 23 & A&t}

2. M= SSL =2 EE A, 2st dae &, A HY 4,
of Bkehetu o

3. 2ol A E = ofaff 2Rlof tigt /15 A (server.crt)?] 84S &RISH IS Al olA AWl 37 7| & A5

x

H] Q1= A (server.crt) X 7|E} AR E Zelo]dE

ASA Bt o2 dYrt.

ASA s A] o R AU,

AISA A 7t AR AUt

Q35 =]l o] o] £AH JIFA Y] =H|Ql o] 5 FUTHA] o R Y}

4.F3M7t ASHE T S0 EE Y #(FAS T A &53 7] 2 AFEE = 7] K)E /35l AH QISA]
oA A2 F7l 7|1 2 & et o A 2 Hyllyr)

5.4 53t HHE £A5HE AHE= 79 7 (server.key)S AR5 A 453} 7] (7] K& 27] Y8l 42 E sl =
gy

SSL ¥ AFolAE AH 1D} 2ol E IDE EF Flsof Yt SSL 8 915 g2 oh23 254

\J
N

Client

1. Initiates an HTTPS connection req

2. Returns the certificate (server.ci
containing the server's public key

—— 3. Decrvpts the certificate (server.crt). veri
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| | and obtains the server's p'ublic key from |

4. Sends the certificate (client.crt) con
the client's public key to the serve

5. Uses the root certificate to decrypt
certificate and obtain the client's pu

6. Sends the supported symmetri
encryption schemes to the servel

7. Uses the client's public key to encry
encryption scheme and then sends it to t

8. Uses the client's private key (client.key)
encryption scheme, generates a random
encrypts it with the public key, and sends i

9. The server decrypts it with t
key (server.key) to obtain

The server and client both use th
key K for HTTPS communication

1. 22O|AE= A YH=SSLEIZES B, dost 22|, B4 A & 3 7| 2ot @A Mol et
HTTPS A2 2% & A4y,

2. A= SSLEREZ WA, 45t dueE, HAdE WY 5, A QS A (server.crt) Y 7|EF JEE SEto|AE
off ’kghghy o,

3. 2ol E= ofel) 22lof| tiet IS (server.crt) 2] FEA S FRI5HAL A A ollA AH 2] 27 718 d5H

A BE o Rl
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IS s A] AR AY T}

ASA AlE 7hs o Fdyrct,

L35t =H|Ql o] Fo] £AIHE QI A9 =oQl o] 53} FUFHA] of HJu T},

4. = Zetol A E 7} Zelo|AE Q1Z A (clientcr) & B EE @ 15l Seto]d EL T Qo upa} By},

5. A8 = Zeto]AE A F A (clientert)E SAF YT &RIE & A= FE QAF A (root.crt) & AH&dto] Seto|dE
ASAE sl Esta SetoldES] 371 718 d&5UTh

6. ZetolAE = A g == Y G353t A7|ntE AHE Byt

7. 4= H =

op T
ol
ok

>~
e

8. A HY H(EAS T dA d=E 7] = A
GHE=7IKE "o*éﬁh_i A H 012*101]/\1 a2 %'—7]1 712 °P£9}°} ‘:}— AH 2 Byt

9. 453t FRE £ & A= 7HQl 7] (server.key)E AHE&5to] th & st 7] (7] K)E 27] Yol FEE ol =
gyt

i dest 71(7] K= E BohS BAst7] fls) A et St A EoA FAlol AHgH Yt

T A

Certificate Requirements and Certificate Format Conversion
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M A 21 7]Q

%] Z o] E Y 1 2024-01-04 20:00:50

CLB(Cloud Load Balancer) A& 2= 27 Az, 27 42, Zeto|dE IPY X E Whsh 3= SH AZE 22
7 ZetoldE 24 o] HE YR E £ 7S U o] 7|52 ZetolAdE 232 o B ofs5taL, 2412 812
3t3, AHE AL A B BAstE o =20 B 4 syt

A ;
2o]o} 7 CLBE oA~ 21 742 A 9E Ut
) AR 2 Mo A gk A A 2T 2 LT TH A &2 CLSS] 78 24 e FasIAIA 2.

AEA] HAE

CLB 9N A 21+ Cloud Log Service(CLS)oll A% 7H5: CLS= 21 3, A&, AA, B4 AAIZF YR WY 7], v
S OYe 2 MHAE A 3ot Y9AF 2 AHIA EIEUYCH H[RYA 2, Bt RYHY, 20 A 2
1 2AS FAdste o =&o] gy}
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A 28 WA A A4, 713 A4, BA) 719 E A 5 M WL 44 72 Fas)
A 2 CLS AHE 7Hedt 2ol ot ApM e &2 7He 23 & st Al L.

A== CLB 73 3SY/AdY CLB

YrE/LAEY JER .

215 CLS 271+ COSE H&E 1L 71 A 2] & 9|6 CKatka= UHE ' 4 15U

20 4% Tencent Clouds= 7| 2& 0 2 ol | A 212 A &AstA] L5Uch = Qo) ulel AEE

° A 7152 74 5 eyt
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Storing CLB access logs to CLS
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Event time User name Event name Resource type Resource name

¥ 2020-02-27 11:31:28 CreateListener cb clbfl

¥ 2020-02-11 20:28:03 CreateListener db clofl
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Event time User name Event name Resource type Resource name
v 2020-02-27 11:51:28 roleUser CreateListener clb

access key CAM Error Code 0

Event ID f Event Region ap-guangzhou

Createlistener

2020-02-27 11:51:28 Request ID
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M2 21 1A
ZZ A4|olE 4} : 2024-01-04 20:01:32

CLB(Cloud Load Balancer)= 20| E 84 -& o & olslistil, A& s dotal, Ab&A} 35S EAot=dl E&
o] & £ Q1= glo]o] 7(HTTP/HTTPS) YA A 2T (Access Log) 742 A1 LUt dA AA| A 2= CLSO A
)0, mAIE el E B s m, of 2] 2o uhef 2epl o m HAE 4= G YT

CLBY HMA 2= F2 FA|E w2A 2t3 s 25t= o AFEEH YT A A 20 7] 5ol 2 2|2 E A 4
Ao 3t Yt}

271 2 X E = 2[4 9] AJH] A (Best-Effort Service) & Al s Ut =, 21 2| L EH T} AJH| A 2] S A EY
=

2 A8 D AN A ARG FQl AEZ A MHIAE 7|REo = SLAE A3 F Y

Ad:

A HM| A 2O Bo]o] 7 T2 EZ(HTTP/HTTPS)ol thall A9k CLSol A4S 4 9lom, glojoj4 T2 EF
(TCP/UDP/TCP SSL)oll= A &s 4= gl yrth

CLSol gt CLB HAA 21 A2 F 5 Ayt CLS AH|2o0f tigt @ F9F 2| &5 Hy T

o] 7]-.52 CLS AH& 75 2|dol A vt Al A d Yt AHE 7he st 2|2 Fast Al 2.

i

MY TR QIAEIA Ol A 21

127 CLSOIA AL 2T AER) 2] B4

1.CLB #4o] 2191541 9% Abo] Eutol A QA”A Belg 2Py,
2. JAARA B Ho|Z oA CLB A2~ IDE ST
3.7]12 A E H|o] 2] 9] A& 2 (3] 0]0] 7) ECIA AF ofo]Z2 ST
<  lb-

Basic Info Listener Management Redirection Configurations Monitoring Security Group

Basic Info Access Log (Layer-7)

Heme o s Access logs can only be configured for layer-7 (HTTP/HTTPS) listeners

. b m but not for layer-4 (TCP/UDP/TCP SSL) listeners.

Status Normal Cloud Log Service(®) 4

VIE Al
4.CLS 21 AEZA Y] £ Y FolA 22 886t YA2 23 2B Ao g iy 2L 23
Blohe Hed g AL FUYUT ok 2w 20 EnkE AASHA e A Tl @l as 44 F ok

SR ERTE RS
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Modify CLS Log Storage Location )4
1 j*.(_;g.;.t i v

In case Of no suitable

ogsets, you may go to Cloud Log Service Create

A:

clb_logset 2 1Alo| A CLBE EA|H 271 HuHE AR5t Zo] 45Ut CLBE HEA|H 271 gnpel Lyt gnto]
Zpo] M2 ok 25yt

CLB EL H|ut= A5 02 JIYA S AT 4 UAIRE A¥bA Q] 27 Hiuh= £ A A AJ/gdo] o dtyrt
712202 CLB 21 H|u}of ot thA| B =7} Al-a-=| Ak AHbA Q1 27 Elutof tisiAl= 52 & FL/dsiof 3ty
c}.

5.2 == 27 Huts ﬂf’#ﬂ@l Lsel 21 A 2A so] x| = 2o A 3.

6. (FA) 215 u|Z/ststEH A ofo] 2 ZE 5t CLS 21 AR A 4 ¥ <1 v &gyt

2HA: 271 €n} A=A /g

2 QlaEl 2ol tsl A2 217t FAE A9 2 Elnto] ot Al AS FAoF R th 1] ow 21

74t el 1E 9 FEIE
server_addr text T&2 7|57t 2 a5kA] g5yttt
server_name text TE 7|57 2 a5kx] g5yt
http_host text TE2 7|57 2 a5k g5yt
status long -
vip_vpcid long -

11:_}74]&_ ]:]—_Q_‘T 71-/\]_,]]:]_
1.CLS F&of 23915kl 9% Afo| EHol|A 21 Huks 253y
2. 27 ©|u} g|o] x| o A thA} 21 o} IDE 2§
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3. 27 Hjo Al G E so]xofl M Qe & 74 |2 Mejstal RS F2sto] EAS 27T g A S/
ot 2RI §F W82 Configuring IndexE 2 5HA Al 2.

<t
Basic Info Collection Configuration Index Configuration Shipping Configuration Ckafka Consumption
1. The modified index configuration is anly effective for newly written data, and have no impact on the index of the existed data.
2. Delimiter cannot be letters, numbers or Chinese d“aracters For whitespace characters, such as™\t™ "\n" "\r", escaping is required. For other characters, escaping is not
required.

Index Configuration

Index Status c
Full-Text Index () Case-sensitive

Full-text delimiter IR A =", < ST

Key-Value Index () Case-sensitive

Key-Value Index Field Type Delimiter Operation
remote_addr text - W@E%ARr (=", <= /Ay Delete
ramote_port text hd 1@=% B-_=, <2 T im, Delete
status leng ™ - Delete

4.919) 2 7 Azte b3t 24U
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Index Configuration

ndex Status Enabled

Full-Text Index Enabled Case-zensitive

Full-text delimiter  1@+#%*&"0-_="', <>/2\:\n\turil{}

Key-Value Index Enabled

Key-Value Index

remote_addr

remote_port

status

server_addr

Server_name

http_host

request_time

Field Type

fext

text

leng

text

text

ftext

double

Delimiter

@@=t EC (-

@5 80

Nomne

@94 8-

@8

I@EN A

MNone

Edit

*, <= AR

=, 2heAanir D

", <> 2Peamvrflf

=, et

"> ANV

STl YAl A =T B

1.0LS 240l 2181511 9% Abo] Entol A 4

2. A4 A4 so|Alo|A 2, 2 Hnp 9 AR E

oM A 215 AU TE A 7Rl ojsk A gL
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test-clb - Lag Tepic | test-clb-theme - Time Range  Last 15 Minutes

Raw Data

Search Analysis

Log Time + Log Data +*

_TOPC_:tn
_SOURCE_:1
_FILENAME_ :access.log
bytes_sent:242
connection:4
connection_requests:1
http_host:1
hittp_referer-
http_user_agenthozilla/S.0 zgrab/0.x
protocol_type:https
proxy_host:-
remaote_addr
remote_port:
request-GET / HTTR/1.1
request_length:109
request_time0.000
saneer_addr:1
server_name

2020-04-20 14:33:25 gerver_portd
s1l_cipherE
ssl_handshake_time:0:0:0:0:0:0:0
2] profocol-TLSv1.2
£5l_sesgion_reused:.
status:200
stgw_engine_connect_time:2
stgw_engine_response_time:7
stow_request_id:1
tepinfo_rtt:
time_local: 20/ Aps/2020:14:33:24 +0800
upstream_sddr-
upStraam_connact_tirme-
upstream_header_time:-
upstream_response_time:-
upstraam_status:-
via_stgw_enginee
wip_vpcid:-1
wave_jdbt

HH2: oA 20 A

194 2341 91 27 ot 34

CLSOIA HAHA 212 st WA 224 2 27 glup2 A sfof Tt
2T 23 Hoks YA vEE 2t 2 o] 58 4 94y

1.CLB Z&ol 21915t3 Y2 Ato| SHlol| A YA A 222 Mg,

2. YA A 2 Fo| K oj A 21 H ol thst P2 Meid oh-e 2aAM FE AHoA 2N Y 2L
3. 23 A B oA A% 717+ AAst AR 28

A

7} 2] Mol A] ‘clb_logset' o] 2H= Thel 2 AR AAI S 4 9l

4. YHA 21 90|z o 21 Hut Mol A 21 el Y& S 3t

5 27 gl 27} B Fol| M AE2R] 98 W 20 M A7HS Meldt & 0 2% B2 2718 CLB UAEIAS
Aedstn A 23

Aty
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AE2 A §3-2 STANDARD, STANDARD_IAZ FE Utk 243 U-&-2 Storage Class Overviews 1514 A

Q.

Eae dFHoz 2 ARE 71 5% 2udd

2 EHRFE AT o B o] wet CLB JIAHAE 74 4= U F7tste|H S50)|A 271 HntE dest
1 ZAY oA FE S Yt 7 CLB I AB AL shte] 27 Hnpojgk 2713 4 gy Th,

2IAlo= o8] 21 Hul(Topic)7} 32 4 &5 UTH CLB 215 CLBE EA|H &= thefst 2 1 gutz 7

A&

(A AAlx 2as 2oy 20 Hot 220 ZY do| A FA2 257w st Hyoh

~
T
6.

2THA: HA|A 21 K|
2lo] CLB= M| A 21 Zto 2 QA Mo 2 xp% TAR S U Z4M BAL 25 d4 212 7
q %33t 4 gl

1.CLB Z£0] 219l5}3 22 Afo] = oo A] YN A 21E HeRgtc},

2. 271 E|ohE AEsha 2he Aol 4 A S5k CLs 240 74 B4 Ho] x| 2 2 rje Mgyt
3. 74 B4 slol o) A A2 ko] A4 PR A A7 HAE et b FA B4 2 ste] CLBIA

CLSOH EL]ET:.E_%]‘ Ql}]}\'“i\_ == 7‘5]&'-]—5;1.]’] E]—
A:

A Jr2of o gk ZEAI5E W8-S Overview and Syntax RulesE Z 1164 A] Q..
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[Sstgw_request_id] [Stime_local] [Sprotocol_type]

4c £33

@7 CLSE thg Al 7H BE R32 A dg Ut
°IE Rk
text E—']!./_\.E o3
long A% 93 (Int 64)
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double

o N ek

B of

al(

stgw_request_id

time_local

protocol_type
server_addr
server_port
server_name
remote_addr
remote_port
status
upstream_addr
upstream_status
proxy_host
request
request_length
bytes_sent
http_host
http_user_agent
http_referer
http_x_forward_for

request_time

Cloud Load Balancer

nx
0%

)

ID.

fo

HA| A AJZE Gl AIZFC] (o] Al “01/Jul/2019:11:11:00 +0800°, ] 7] A]
+0800"2 UTC+8, = H|o] g A|7+2 Urebd),

Z2EZ FY(HTTP/HTTPS/SPDY/HTTP2/WS/WSS).

F219] server_name, = CLB 2| AU of A H =2l o] =},
Zefo|AE IP.
Z2to|dE LE,

CLBollA Seo]AE = Hhehe el S =iy

stream ID.
27 =Rl

ol A E A

jus
rlo
ko
o
1o
)
o,
u
N
o
°
i

Zatol A Eo] Bl vto] E )y,
HTTP 351 9] Host?! =rQl o] &5 23Ut

HTTP &l el ] user agent @ =Yt}

T
_|
_|
o
ko
o
P~
[>
ro
°
)

HTTP 230l 9= x-forward-for header?] Z&l =<t}

15t A 78 S2ho] A EoA| nhA| g Hio] EZF &5 A 7HA]
£ oujgct o= Feto]AE 23 o] CLB QIAE A0 ZE5a,
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text

text

text
text
long
text
text
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long
text
text
text
text
long
long
text
text
text
text
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CLBRJAAEIAZF Q38 RSE MEstal, RS7F SHS EWil CLB

QAAEI AT} To|E & Selo|HE 2 HIst= Ax| TEA| A0

St Z AIZHS on|gy ok @9 .

A wele 9 T2 M| A AQ A7 CLB Q1 AEI A7 CONNECT
R double

upstream_response_time - _ -
PETEAT TEsPonse- RS W R E RS7F 24 $4I51T SR ui7hA. Thel: 2.

upstream_connect_time double

7} CONNECT

RSollA] HTTP 3l 44l 28 A|ZF: CLB IAEHA
double
N wfj 7.

AN
upstream_header_time N
peeAm eatel RSE wl3E RSZRE HTTP S7 3ti7} 4241

tcpinfo_rtt TCP 4 RTT. long
connection AZ ID. long
connection_requests A4 2 Ayt long

xaxxxxx:x@ 4 9] ZF SSL H=EAjo] A Ao AQH AJZFI U th

o] F ZEoZ FEH B &= mso|H, ZF DAo] Ao H

AlZFo] 1ms m|Rto]H 00 2 mAJH Yt}

A HA WE = SSL A ZHAHE o & YERA YT

2 = HA Ao AZHS LR U T

3HA~7H A D= 7} SSL I EA o] 2 Ao £ Q5= A7HS

e Y

3 A === CLB7} client helloE 4413 A EE] server hello
ssl_handshake_time dones &3t Al 7kA| o] AlZhS YrERE Y T text

AR =T = CLB7} server Q154 &2 A& A FE server

ASA AES AESH AI-7HA 9] AIZHE YR U

5HA| I E= CLB7} A% = Al4HeE Al K-E server key exchange

AES AT AI-7HA 9 AIZHE YERE U

69 A = == CLB”} client key exchange 412 Al 2Fsh A| 4 B E

client key exchange 5412 ¢t 25t ufj7}2] 9] A|7HS LHERY

797 = == CLB7} client key exchange 4412 A| 2Hat A 72 FoE

server finishedE 2 Al 7FA] 2] Al7HS YERE YT

ssl_cipher SSL &= 5} A= text
ssl_protocol SSLZR2ES HA, text

vip_vpcid CLB 9IAE 2~ 9] VPC IDO|H FZ % CLBY] 7F2 -14dUth long

(
)

H}

rE

.POST 2 GET 23wt A L& yrct. text

fo

request_method

o

£

[>
1>

uri H 2} text

server_protocol CLBO| At 5= T2 EF. text
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& BE= 7| E2 22 CLB7}

time_local

protocol_type
server_addr
server_name
remote_addr
status
upstream_addr
upstream_status
request_length
bytes_sent

http_host

request_time

upstream_response_time

Cloud Load Balancer

AE ZIAANA S 5 A5y

A

A A AIZFE A ZFEH (G A]: ©01/Jul/2019:11:11:00 +0800°, o 7] A]
‘+08002 UTC+8, & H|o| A A7+ LpeRY).

T2 EE QY (HTTP/HTTPS/SPDY/HTTP2/WS/WSS).

CLB VIP.

112 9] server_name,  CLB 2| A o] 7/dE =H|Ql o] A Y}

CLBoj|A] Z2to]AE Z Hhshe Abe) =i},
RS 4.

RSollA CLBZ ®Hgte e T =Qiytt,

HTTP 3|5 2] HostQl =H|Ql o] &2 2 st}

27 52 Az ehol %ga} |AERRE R WA o] ES 44
3 A1 2] Zeto| A o)A nhx| e} vlo| EvF W AW S
o]alg Ut o] Sakolol= 23] CLB Al AH Ao Eahm,
CLBOIAE AV} @& RSE HY3sl1, RS7F SHS HU1 CLB
AAE A7} Hlo|E| S Selo|E R Hekshs A T2 A Ao of
o F A ofugdyoh & =
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2IAMEY U 43

ZZF Aol E YA 1 2024-01-04 20:01:52

glojo] 7 HAA B s e &9l 235 &5 & B o] 27 = AR AU 9] He HA =1
S Y ZESH ¢ £ 27 H]8o] HAYE £ S ULH CLBE IR 2o M E 23S 2| Y5lo] Hlolg g 2E
2 Z0 21488 YUYt

Ary:

CLB= 2L tjo]E o] A B A1Z3} 9l Adeh-g AEsh7] 9lo]f 271 AH] A CLSOl| theh AN A =1 9 e &
)l 219 /445 A4 YH Tencent Cloud CLS= 71 = AlF AUt 2= 7]&-2& CLS & A7 %
SHA Al 2.

oO]:

T_E
i
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k1

A =4

oM 20] Tt 2O W 23 E w0 S AU AT UG oA 20 TS FasAe
S EDESCESEEERESERRL YL VLR EERERE RS SR

#lofo] 7 N4 2 AT © 43

1.CLB 240 2191511 9% Abo] Zubol o] AN|A 21> 21 BES et
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2 Foil A AAIS > MEY L 28 Mgyt
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) A B FHo] 27 A F5T 4 Qe AL MY 712 A% 2o Ay
v 4 ogych 2t 21 ERe A s7e] AEH 14 242 AATy

Sample CLB logs

«©

10 %

Default ratio(@)

Logs are sampled based on the sampling rule and sampling ratic.
an integer between 1-100. Learn more [A

The sampling rule supports regular expressions, and the

Sam g field Sampling rule Sampling ratio Operation
status 400|500 20 4
Add
m Cance
474 FEFASNES IYSW 27 £1 22 wlo| A2 Fope, 4EY U 40| BYIHH 21 o 4
&3 2o 17} 279U
test | Sampling Shipping 30 4

e BHol 271 ME Y 2 47
1.CLB & &0 2115k A% Ato] Erfoll A e & 235 A
2. oA ©Al= A7) Elojo] 7 Al 2 MET Bl a4 F

-
| ..

=

SR

x| 2 2T A
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A5k Ay
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CLB & &<l 215 CLSO Aot 22 FE2dYr}. CLS A Aof theh 2 7t 2| 25tH "t
o] 7552 o =& o] A CLBol| A gk AF-g-8t 4 Q5L T
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[Sprotocol] [Srsport] [Srs_vpcid] [Svport] [Svpcid] [$time] [$vip] [Srsip] [$status] [Sdomai

EREERL:
b
M4olg MY e
protocol TR2EZ S (HTTP/HTTPS/SPDY/HTTP2/WS/WSS). text
rsport RS E. long

©2013-2022 Tencent Cloud. All rights reserved. Page 192 of 233



&2 Tencent Cloud Cloud Load Balancer

rs_vpcid 2] A 2] VPC ID 35 CLB Q1 A& A 9] vip_vpcides -1Y U T long
vport CLB VPort, & 41 ZEQ Yt} long
vpcid CLB VIP9] VPC ID 227 CLB 21 A8 £9] vip_vpcids 19Ut} long

. YA A AIZE G A ZRC (] Al 01/Jul/2019:11:11:00 +0800°, ©4 7] 4] “+0800" text
UTC+8, 5 Hilo]d AlZHe LEHd).

vip CLB VIP. text

rsip RS IP. text
/el &l eI Yt

status true: J4F text

sHolg w9l o] SY Uit elo]of 4 Y ALI7E AHGEE A% of miAE S Hlo] 9

domain = text
SUth
url gHlg URLY U T glo]o] 4 2] A7} AFE-E| = 79 o] mj7iH 4= H| o] Q15U text
o =

Getting Started in Five Minutes
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Tencent Cloud Monitor= CLB QI AEH A 4 2] F Ao tist glojE & £~ 9 EA|S5lo] CLB EAIS ¥ 12 A]¢E41 o]
(o)

A o 7 A e 71 9l =x] Folsta g At EE H451th Tencent Cloud Monitorol] o 8F 2FA| 3+

£
rlo o

Cloud Monitor A1 & 2184 A
Tencent Cloud= 7|24 o2 n &= /\}&XPOH Al Tencent Cloud Monitor 7]5& A|-3-5}
U t}. Tencent Cloud MonitorE AF&3}o] CLB Q1 AEI A9 B UE Y H|o]E & 7]

&2 4 gyt

1.CLB #4o] 271915431 CLB 912812 ID 9ol RUE Y otolme 28 3 thg T2 Fol A A28 20 4% o
o|E}Z HobH Al L.

ID/Mame ¥ Monitor... Status vIP
1] Morma o
2. CLBIAEH XS ID/O[EE E 31 AR JE Ho[AE o[ sd Ut EUEHJTS 22510 ZUE Y HlolHZ &
Uch.
<«

Basic Info Listener Management Redirection Configurations Monitoring Security Group

Last 24 hours Last 7 days Select Date [ Data Comparison 10 second(s)

®

Tencent Cloud Monitor Z<

©2013-2022 Tencent Cloud. All rights reserved. Page 194 of 233


https://www.tencentcloud.com/document/product/248
https://console.tencentcloud.com/clb

&2 Tencent Cloud

Cloud Load Balancer

CLB Y &Y g|o]E]E E ™ Tencent Cloud Monitor &<:0f] 2 113yt 9& ]-OIE Hiol| Al CLBE &¢ st}
S CLBRIAEI A9 ID/o] &2 S5t RYEHT AME HH fo] x| & o] 55l CLB JIAEH AC] HUEH Ho|HE

HICEOR 5534 2ad 2 g A ZUEHY JHEHE E 5 JFYT

AP| HHA]

GetMonitorData APIZ AF&-5lo] R E A Zo] R UEF dlo]gE 7} &Yt AAIgH W82 GetMonitorData, 5% %
CLB ZUElY M EE, AT CLBE FA5HAI 2
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"version": "2.0",
"statement": [{
"action": [

"name/clb:*"
1,
"resource": "*",

"effect": "allow"
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{
"version": "2.0",
"statement": [{
"action": [
"name/clb:Describe*"
1,
"resource": "*",
"effect": "allow"
3]
}
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"version":"2.0",

"statement": [

{
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"effect":"allow",
"action" : ll*",
"resource":"*",

"condition":{
"for_any_value:string_equal":{
"gcs:tag": [
"tagkey&tagvalue"
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