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P,

HRE =

LIEAEB IR VPC YER T mARSS da i A EE N W 1P, (HFRZEVTFAME, ARG R 1P GE&EAM IP 5
FERINIP)  BIRARSS &AW 23PN Sk AR SS e RS HE R A TRt B4, i HA AR S5 45 V7 1R 2
Wit R L RN K SRS ARIG, TR P BRI A NI R ARG ARAY N 1P Mk,

AITESR

BER kS5 aEil e,

NI K AR SS s R REER A EATE T WAV R ATE K, IR, SN K =ARSS a8 ANEEG-7R ZAE B S I X 15112
W =R AL TR — 5 o

NI 5% = RSS 300 Linux =ARS52R, Windows ZARSs 25 IENE R R R % A

MR TR

SE  SERERW P (A]E)

i :

AR AN X R ARSS AR B A AW IP Hutk, IEBOLILS IR, SERUEsr I,
1B RRSS BERIE, AEAMSHR T, i BMEAPIP, HEABEMEAF 1P BT,
2 {ERBEGNERBIMFIEAM IP IR T, ERES > I5E,
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@ A IR

I/t WE XRY | RSY | ARP. | HEEtY SRR SEEE MESK  HEE. 4.7 BAS0 | wEEE
...-. = M mEn wEE oe . iiﬁigm 2Mbps - - - ?{?‘; 2024-

: i EE ?;;E - EEEE 1Mpps - - - ?i - 2024-...

= _' A e f;f "t mrsus TMbps - : - = 2024

3. FEE IR M, R — D POEMR NN K B CVM SEHIEFTERE

HER2 : BLEN XFTE T M HR

TR

90 36 PRI 9 B SR ERIR] — KB P 22, TR SR — ST A KRR E 22, RN O 0 KB 22
1. Q% 5 B s

2. BRI AR KT T RIE, 1852 IR AR S5 BRATE T AT,

SE3 B E T M HR

FLiE EE T AR 2R, FCEBOAR EER N X SRS, (5 PP ARSS A EE T 22 R I 5% A% R %
KEESIVIRIZN W

TEME ARG A FTE T WHIBE EH R, BTEAN T % i o

H S« ST RI A2 P ik

TR RS ER

Bk BEAPIETE LR 1P B RARSS & LB 1P,

HARBRIEIES UL BCiE B R,

DT EEELI X

185 I E S S5 25, PUTAN T ETT B N Z8 85 A& ReNAT AREEDIHE,
1.1 PATAI T @45, £ usr/local/sbin HE FHEMIA vpcGateway.sh o

IR L BRI (bR ARSUERT] 521 35611


https://www.tencentcloud.com/document/product/215/35236
https://www.tencentcloud.com/document/product/215/40080
https://www.tencentcloud.com/document/product/213/5436

NG

vim /usr/local/sbin/vpcGateway.sh

1.2 $ i YR BRI, R RS ARA A,
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@ A IR

#!/bin/bash

echo W "
echo " “date™"
echo "(1)ip_forward config...... "

file="/etc/sysctl.conf"

grep —1i "“net\\.ipv4\\.ip_forward.*" $file &>/dev/null && sed —-i \\
's/net\\.ipv4\\.ip_forward.*/net\\.ipv4\\.ip_forward = 1/' $file || \\

echo "net.ipvéd.ip_forward = 1" >> S$file

echo 1 >/proc/sys/net/ipv4/ip_forward

[ ‘cat /proc/sys/net/ipv4d/ip_forward -eq 1 ] && echo "-->ip_forward:Success" || \\

echo "-->ip_forward:Fail"
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@ A IR

echo " (2)Iptables set...... "

iptables -t nat —-A POSTROUTING -j MASQUERADE && echo "-->nat:Success" || echo "-->n
iptables -t mangle -A POSTROUTING -p tcp —-Jj TCPOPTSTRIP --strip-options timestamp &
echo "-->mangle:Success" || echo "-->mangle:Fail"

echo " (3)nf_conntrack config...... "

echo 262144 > /sys/module/nf_conntrack/parameters/hashsize

[ “cat /sys/module/nf_conntrack/parameters/hashsize’ -eq 262144 ] && \\

echo "-->hashsize:Success" || echo "-—->hashsize:Fail"

echo 1048576 > /proc/sys/net/netfilter/nf_conntrack_max

[ "cat /proc/sys/net/netfilter/nf_conntrack_max' -eq 1048576 ] && \\

echo "-->nf conntrack_max:Success" || echo "-->nf conntrack_max:Fail"

echo 10800 >/proc/sys/net/netfilter/nf_conntrack_tcp_timeout_established \\

[ "cat /proc/sys/net/netfilter/nf_conntrack_tcp_timeout_established’ —-eq 10800 ] \\
&& echo "—--—>nf_conntrack_tcp_timeout_established:Success" || \\

echo "-->nf_conntrack_tcp_timeout_established:Fail"

1.3 1% Esc, A :wq, REXHFHEME],
1.4 PUTI T sy, B RA SRR,
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@ A IR

chmod +x /usr/local/sbin/vpcGateway.sh
echo "/usr/local/sbin/vpcGateway.sh >/tmp/vpcGateway.log 2>&1" >> /etc/rc.local

2. BRI K HY rps
21 PATAN T4y, £ usr/local/sbin HE THEMIA set_rps.sh .
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NG

vim /usr/local/sbin/set_rps.sh

2.2 1% i Y EGEAE, T AEEAMA A,
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@ A IR

# !/bin/bash

BENE Yoreomeooeooesreeresre s e s s e
date

mask=0

i=0

total_nic_qgqueues=0
get_all_mask () {

local cpu_nums=5$1

if [ Scpu_nums -gt 32 ]; then
mask_tail=""
mask_low32="ffffffff"
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A BT

idx=$ ( (cpu_nums / 32))
cpu_reset=$ ( (cpu_nums - idx * 32))
if [ Scpu_reset -eq 0 ]; then
mask=Smask_low32

for ((1 = 2; i <= idx; 1i++)); do
mask="Smask, Smask_low32"

done

else

for ((i = 1; 1 <= idx; i++)); do
mask_tail="S$mask_tail, Smask_low32"
done
mask_head_num=$ ((2 ** cpu_reset - 1))

mask=$ (printf "%$x%s" Smask_head_num Smask_tail)
fi

else

mask_num=$ ( (2 ** cpu_nums - 1))

mask=$ (printf "%x" Smask_num)

fi

echo $mask

}

set_rps() {

if ! command -v ethtool &>/dev/null; then

source /etc/profile

fi

ethtool=$ (which ethtool)

cpu_nums=S$ (cat /proc/cpuinfo | grep processor | wc -1)
if [ Scpu_nums -eq 0 ]; then

exit O

fi

mask=$ (get_all_mask S$cpu_nums)

echo "cpu number:S$cpu_nums mask:0x$Smask"
ethSet=$(1ls -d /sys/class/net/eth*)

for entry in $ethSet; do

eth=$ (basename S$entry)

nic_queues=$(ls -1 /sys/class/net/$eth/queues/ | grep rx— | wc —-1)
if ((Snic_qgqueues == 0)); then

continue

fi

cat /proc/interrupts | grep "LiquidIO.*rxtx" &>/dev/null

if [ $? -ne 0 ]; then # not smartnic

#multi queue don't set rps

max_combined=S$ (

Sethtool -1 S$Seth 2>/dev/null | grep -i "combined" | head -n 1 | awk
)

#if ethtool -1 Seth goes wrong.

[[ ! "Smax_combined" =~ "[0-9]1+$ ]] && max_combined=1

if [ ${max_combined} -ge S${cpu_nums} ]; then

RN R @ BRI R (sd) ARTERH]

NG

'"{print $2}'
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@ A IR

echo "$eth has equally nic queue as cpu, don't set rps for it..."
continue

fi

else

echo "$eth is smartnic, set rps for it..."

fi

echo "eth:S$Seth queues:Snic_qgueues"
total_nic_queues=$(($Stotal_nic_gueues + $nic_gueues))

i=0

while (($i < S$Snic_queues)); do

echo Smask >/sys/class/net/S$Seth/queues/rx-$i/rps_cpus

echo 4096 >/sys/class/net/$eth/queues/rx-$i/rps_flow_cnt

i=$((si + 1))

done

done

flow_entries=$((total_nic_queues * 4096))

echo "total_nic_queues:S$total_nic_queues flow_entries:$flow_entries"
echo $flow_entries >/proc/sys/net/core/rps_sock_flow_entries

}

set_rps

2.3 1% Esc, HiA wq, PRFFXIFIFERIEL,
24 PUTAT v D, BEERIASCAAER,
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@ A IR

w

chmod +x /usr/local/sbin/set_rps.sh
echo "/usr/local/sbin/set_rps.sh >/tmp/setRps.log 2>&1" >> /etc/rc.local
chmod +x /etc/rc.d/rc.local

e BN B, HEEANMMN X SRS EREIELY, FHELAW IP SRS, M2 GaER TN

ﬁﬂo
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@ Hﬁizﬂﬁ RV 4%
H HAVIP+Keepalived &% = Al ] &£ B

oo N A] - 2024-01-24 17:22:28

RSO GAATERE IR VPC Wit keepalived #XfF + = I HTZIEL IP (HAVIP) #&%E & vl FH &5 AE,
ViR
H AT HAVIP 7= b AT IR AR LD, YRR AE(E10s /e, AARRE, 18 1822 T,

FEA

WE S HEREROUE2EMRSS, —B FMSHEAT I SHIETEIRS (B Active 1K) , B—HE&IRSGHRLL
Tzl S AR (B Standby KA , EAFEZER— VIP (Virtual IP) o F—BX, VIP RfE—H& FR&E L4
A, HFEMRSSaHEILAEN, SRS HIEE VIP RSHAR MRS, mrTHE&EEE 2N, flA, MySQL
T, Nginx Web # A,
1t VPC =55 #a 1A AT LUE S 8% Keepalived SRSEHE A] FH % 8EHE, Keepalived /25T vrrp WY —kiE AT H
W, Keepalived AL i&iEd keepalived.conf SCAF5EK,

keepaliue:l T~

s ~ « CVM-: .Z\EE;H-L
: « EIP:
[ECVM1 ] [%CVMZ ] « VIP: AN

II_I_I_.”-” i %’ﬁ\ﬂa{]\ IS

TEEGL B, RTLUEE keepalived #Y VRRP HHX R &R, HEFR @ Riks AMIEL X %2 ARP
RO LSBT MAC REE%R ARP &, filtk VIP B E| 31k L,

TEIEINZ VPC /1, SCR7iRE keepalived SKAGE T ] FISRAE, SHBEMLsMHLL, TEXHIE

A VIP 02 MIETRZ B = a] HTEE L IP (HAVIP)REL o

VIP B Mg, REEER—DF M TR R E S HE,

HAFTE - BBRaIHE b)) BRIEENH 31 56T


https://www.tencentcloud.com/document/product/215/31817
https://console.tencentcloud.com/workorder/category
https://www.tencentcloud.com/document/product/215/31817

@ A AW

HEFA 5 B8 77 NHE(T VRRP @13,

iR -

AN RALE R RS, AN AR 5 T VRRPGE(S, i L, RANEIEEN ES%E FEEL 4
FEUIRE £19F VPC B % 5 [FIFTE keepalived BCiE A H EFRAL E X i1 1P Hutlk, BIAECE “unicast_peer”
28,

HEFZHFH Keepalived (1.2.24RRAKRDLE)

HRELACELLT garp HH XS, K8 keepalived 85 ARP iR SCHEHT IP (52, AIREBADLITSH, 2530
B, FR&FLEARP SECEERH.
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@ A IR

garp_master_delay 1

garp_master_refresh 5

WEREl— VPC TR F e 8RR ZECE A FRY vrrp router ids

WaEP AR strict £5i3X, BIFRZMER “vrrp_strict” BriE,

PERI AR RRECER VIP £, BIHEFITE RN W-RE R &R B IP E N EE 5, MRFBEMLHZ NS
BLIP, HIUTE keepalived B iE I global_defs Bt INEECKELE “vrrp_garp_master_repeat 17,

AT adver_int SRR/, TEHINGSERSN MR FIR R E AT TS . X advert_int 2803/, &5 M4
Blahggnn g A M B BTN NE (RFE) ERIWNSEKE ., Y advert_int BT K, KSR ENRKES, FEE
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@ A IR

g (AIRSEENTEK) . ERSIPENE (RF) XNILERIRm !

track_script IASHY EAABLATIN (41 checkhaproxy ) HfY interval 2801556 4ieE, EGMIASI TR S2 FAULT
REEA,

A% - EREHEITHI S BIRGS & LK, ATLUET logrotate 55 T BRI,

PRI IR

TR

ARV B LN NN S0, SR ERIERT, TSRS M F SE PRI S R0 T
T RS - HAVIP-01, 172.16.16.5

B SRS 8 - HAVIP-02, 172.16.16.6

=R FIHAVIP : 172.16.16.12

FEPELNWIP : 81.71.14.118

BSARAR © CentOS 7.6 6411

S . i VIP

1. B3 AAE 2Rl A .

2. (ELEM SRR, %2 1P 5W-F> Bl HERLIP,

3. £ HAVIP BHITUH, &AM, iR,

4. EF Y ERIER AT B IP XHEHEH A AFR, &R HAVIP FifERFAE MZSFIFNEE R, SEBERl,
ViBA :

HAVIP ¥y IP ik T DL H B i, AT DIFEEE., AREERTIEE, EMIAMAGSAN IP ETE 7MW,
HABTRGMHEE P, Hl40, FiEF+MWMEH © 10.0.0.0/24, WIETEMIAI IP JERE 4 : 10.0.0.2 - 10.0.0.254,
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A BT

Higi= o] &P

O HEFN=SEIGHES, FHESHATsEETa0EE
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42l BalsRE v EREEmoEIPHEgE

Hlis

FRIE R HAVIP 417 F Bl R,

SoHEERIP -
ID/&ER £ Hbht B =E3)| BEAFIP
havip- S
| FEERRE
) = 10 14
e

S | EXRGSBNFIRS IR L L3 keepalived B (HEFE1.2.24kA K E)
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EHBAT

1. &% keepalived I EA S ZGFFEEK,

NG

yum list keepalived

i yum
F R,
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@ ﬁﬁfﬂﬁ RN

yum install -y keepalived

3. RS /5 =R el
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@ A IR

tar zxvf keepalived-1.2.24.tar.gz
cd keepalived-1.2.24

./configure —-prefix=/

make; make install

chmod +x /etc/init.d/keepalived  //BFIEHIR env: /etc/init.d/keepalived: Permission

W3 : BLE keepalived, FERFIH VIP BlXF RS

1. BRET AR S HAVIP-01, $11T vim /etc/keepalived/keepalived.conf , BSUHHXECE,
BifA :
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@ A IR

HAVIP-01 F1 HAVIP-02 7£ 2 {5l i i i i S AU ER 15 217, B state #°59 BACKUP, priority #9100, {£AEAT 1L
TR EL 38 R R EL

! Configuration File for keepalived
global_defs {
notification_email {
acassen@firewall.loc
failover@firewall.loc
sysadmin@firewall.loc
}

notification_email_from Alexandre.Cassen@firewall.loc
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@ A A W
smtp_server 192.168.200.1
smtp_connect_timeout 30
router_id LVS_DEVEL
vrrp_skip_check_adv_addr
vrrp_garp_interval O
vrrp_gna_interval 0
}
vrrp_script checkhaproxy
{
script "/etc/keepalived/do_sth.sh" # KNSR RSB TIER . HF“do_sth.sh”
interval 5
}
vrrp_instance VI_1 {
+ FEFESEERE
state BACKUP ¥ WEIIRIRSE e &
interface ethO # EHE vip BIMWF BT etho
virtual_router_id 51 # BCESER virtual _router_id fH
nopreempt # BB SR,
# preempt_delay 10 # 1Y state MASTER AR
priority 100 # PRI B AH EME R AT
advert_int 5
authentication {
auth_type PASS
auth_pass 1111
}
unicast_src_ip 172.16.16.5 # ZEAYIANIPHIE
unicast_peer {
172.16.16.6 # NURIZER e Mk
}
virtual_ipaddress {
172.16.16.12 # RERATHER vip
}
notify _master "/etc/keepalived/notify_action.sh MASTER"
notify_backup "/etc/keepalived/notify_action.sh BACKUP"
notify_ fault "/etc/keepalived/notify_action.sh FAULT"
notify_stop "/etc/keepalived/notify_action.sh STOP"
garp_master_delay 1 # WEBUUIHFERSEZATEH ArRP &7
garp_master_refresh 5 # WEFETRAE ARP R SCHY A [EIFE
track_interface {
eth0 # EHYE vie WWF A0 etho
}
track_script {
checkhaproxy
}
}
WA - BBREHE (Ls) ARIUENH] %540 $£56 51



@ A IR

2. % "esc IR HIRE, WA :wq! RIFIFRHL,
3. BRE T IR S HAVIP-02, $4T vim /etc/keepalived/keepalived.conf , BBUHRALE,

! Configuration File for keepalived
global_defs {
notification _email {
acassen@firewall.loc
failover@firewall.loc
sysadmin@firewall.loc
}

notification_email from Alexandre.Cassen@firewall.loc
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@ A IR

smtp_server 192.168.200.1
smtp_connect_timeout 30
router_id LVS_DEVEL
vrrp_skip_check_adv_addr
vrrp_garp_interval O
vrrp_gna_interval O
}
vrrp_script checkhaproxy
{
script "/etc/keepalived/do_sth.sh"
interval 5
I3
vrrp_instance VI_1 {
# R E/SEOLEE
state BACKUP # %
interface ethO

WK g g5

WEHE vie R FlAl etho
FlEEER virtual router_id B
BEIEE G

¥ state MASTER HF4E%K

PR I8 B e AH IR E Y A EE T

virtual_router_id 51
nopreempt
# preempt_delay 10

= H# H# * =*= [Of

priority 100
advert_int 5
authentication {
auth_type PASS
auth_pass 1111
}
unicast_src_ip 172.16.16.6 # WEANAW 1p Hitk
unicast_peer {
172.16.16.5 # Mgy e ik
}
virtual_ipaddress {
172.16.16.12 # WERATHER vip
}
notify_master "/etc/keepalived/notify_action.sh MASTER"
notify_backup "/etc/keepalived/notify_action.sh BACKUP"
notify_ fault "/etc/keepalived/notify_action.sh FAULT"
notify_stop "/etc/keepalived/notify_action.sh STOP"
garp_master_delay 1 + WEBEBLYINERSEZAER AR &7
garp_master_refresh 5 # BB T AR ARP R SRS [A] [R] B
track_interface {
eth0 # HHYE vie WK B4l etho
}
track_script {

checkhaproxy

4. i esc IBHGHIRA, WA :wq! PRIFFHIRH.
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@ A IR

5. H )5 keepalived A2 AL E AR

systemctl start keepalived

6. M A ARSIV TERIRE, FHIIA HAVIP O ERRIHE S E& RS 5.

L

HREIH HAVIP-01 JE /53] keepalived AiR55, FTLUEHIEIT, HAVIP-01 RHOESN F T Al
XS E TR IP R G, ATLUEE] HAVIP 4BE M RARSS 80 £ [z HAVIP-01, A1 EFTR,
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https://console.tencentcloud.com/vpc/havip
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W4 . VIP 45BN 1P (R]3E)
1 1E @ a] R P k&, Bt DI BT HAVIP FRfEfTIIEBE.

ID/ B e it EHERAF FimEH FELARIP AR
hay e siga &5 ———— 172. eni'ilaly ins-T =i a vpe ' e
teg o B HAME = Defasag @t ®

2. TEFHT UGB BME N 1P X IEAE BRI E R EIP, JFATREE, AIRIA R EIP,
il B,

IR L BRI (bR ARSUERT]

IS
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i
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https://console.tencentcloud.com/vpc/havip
https://console.tencentcloud.com/cvm/eip?rid=46

@ A IR

HERELARIP
MAHAVIP (& HHELH, SEEMHAVIPREIPS AT A EYE, &Yoo/ b WHMERA, SEREESTAR 2
M, WR{RHERTL.
WiEE"ARIP "BEERERIE A FIP
IPitEik R it B LR
O 8% = FHE, a5 wTEE/HP 5 Mbps
RE B

S5 : M notify_action.sh M TRBEMNERIER (Fi%)

keepalived F % H &R ICRAE “/var/log/message” , AT LUEEESIN notify FYRIASSKIEAT &) 5y H ST 5%,
1. B Xk e, AT vim /etc/keepalived/notify_action.sh s IIHIZA “notify_action.sh”, A
WAL -
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@ A IR

#!/bin/bash
#/etc/keepalived/notify_action.sh
log_file=/var/log/keepalived.log
log_write ()

{

echo "[ date "+%Y-%m-%d $T'"] $1" >> Slog_file
}
[ ! =d /var/keepalived/ ] && mkdir -p /var/keepalived/

case "S$1" in
"MASTER" )
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@ A IR

echo —n "$1" > /var/keepalived/state
log_write " notify_master"
echo —-n "0" /var/keepalived/vip_check_failed_count
i

"BACKUP" )
echo —n "$1" > /var/keepalived/state
log_write " notify_backup"
I

"FAULT" )
echo —n "$1" > /var/keepalived/state
log_write " notify_fault"

"STOP" )
echo —-n "$1" > /var/keepalived/state
log_write " notify_stop"

rr

log_write "notify_action.sh: STATE ERROR!!!"
i

esac

2. AT chmod a+x /etc/keepalived/notify_action.sh {BCBIAIER,

W6 . WIF BT VIP AW 1P BEIE Kk

WS keepalived M2, S FHLSE 7 AB EHLIE, K0 VIP B EREIER TR,

ASRSERL T UM, WA DIERIEH A E ENELYIA backup AR #5.

54%, HRTLAM VPC N ping VIP f9/53X, &B ML HIrEIK S /Y RIEIRE, &UIH—2XR, ping HTRII IR /4
o MMM ping HAVIP 48E R EIP, W] LIATE W4 H MRk & I [l (aIfE, &UI—2K, ping Al A KBCh
4%,

f# M ip addr show #& 7 havip /27 B I £ & W+ L,
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@ A IR

FH HAVIP + Windows Server Failover Cluster
&S A DB

o h TN E] ¢ 2024-01-24 17:22:29

1. B HAVIP
Bk HAVIP 745, I — HAVIP, BARTTRIGES I Q% & n] L 1P,
2. BEMEE

b 5B E —FE,  FESLAR AR R — 55 408 QIR HAVIP, 8 R X I AT B S e e
virtual IP >y HAVIP,

TERFSEETRAR ) REMIY 0171 HAVIP BB,

3. WiE

SRLESERE, E YT S T,

EHEN TREINEREPWENE XGE T (EUHRRREEEREIPN) | WS TZH,
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https://console.tencentcloud.com/vpc/havip
https://www.tencentcloud.com/zh/document/product/215/31820

@ A IR

S L EA% AT VPN ERSLHE S = E /&I
RIS

E T E] - 2024-01-24 17:22:29

44

YRS RERE T = BRI ORI R | VPC Hl, RLES T4 AL VPN S R E R PSS IS, ik
Fhlk s mrT T, AIREIN QIS 82 AR VPN 3RS, 456 VPC BHIL/CINtE, BCEMIRRERS ) TR iRk,
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